






























































































































































































































































































































































































































































































































































































































































































































































Troubleshooting UUCP 

What to check if UUCP is abnormally slow 

Because UUCP is a batching network, requests are not executed immediately. 
Therefore, when users report that UUCP does not work, the problem may be 
that the system is slow. If the system is slower than usual, check for the 
following problems: 

1. Check the spool directories, /usr/spool/uucppublic and /usr/spool/uucp for an 
overload of old work files and remove them. 

2. Use ps(C) to verify that there are not too many uucico processes going at 
once. The limit to the number of communications processes is specified in 
/usr/lib/uucp/Maxuuscheds and /usr/lib/uucp/Maxuuxqts. Check to see that 
the limit is not too high (the default is 1). 

3. Make sure that the filesystem that contains the spool directory is not out 
of space. Refer to "Maintaining free space in filesystems" (page 85) for 
more information. 

4. The /usr/lib/uucp/uudemon.clean script performs general cleanup by remov­
ing old files that are trying unsuccessfully to execute. To change the fre­
quency of the cleanings, edit the find statement in the uudemon.clean script. 

What to do if UUCP works, but uux does not 

If you can use uucp to transfer files between two systems, but you cannot use 
uux, there is a problem with the /usr/lib/uucp/Permissions file. When you use 
the uucp utility, the remote system requires only the LOGNAME entry in 
Permissions; uux also requires the MACHINE entry. 

To fix this problem, add the MACHINE entry with the name of the remote sys­
tem, to Permissions. For example, if your local machine, goanna is set up to call 
obie, the entry for goanna in the Permissions file on obie should look like this: 

LOGNAME=uugoanna MACHINE=goanna \ 
COMMANDS=ALL \ 
READ=/ \ 
WRITE=/ \ 
SENDFILES=yes REQUEST=yes 

I 
NOTE The permissions granted in the example above are very liberal and 
should only be used in closely coupled systems where there is no security 
risk. 

UUCP troubleshooting utilities 

There are several commands you can use to check for basic communications 
information. 
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Table 7-5 UUCP troubleshooting tools 

Command 

uucheck 

uulog 
uuname 
uustat 

uutry 

Description 

Checks for the presence of files and directories required by 
uucp. This command also checks the Permissions file for 
obvious errors. 
Displays the contents of the log directories for specific hosts. 
Lists the machines that you are set up to contact. 
Displays the status of the currently queued uucp requests or 
connections to other systems. 

Invokes uucico with debugging, saves the information to the 
file /tmp/machine, and directs the last 10 lines of the output to 
the terminal. The -x option changes the debugging level 
(default is levelS). 

The UUCP spool directory contents 
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The following describes all files and subdirectories of the UUCP spool direc­
tory. These files are created in spool directories to lock devices, hold tem­
porary data, or keep information about remote transfers or executions. 

TM. (temporary data file) 

These data files are created by vvep processes under the spool directory 
(that is, /usr/spool/uucp/system) when a file is received from another com­
puter. The system directory has the same name as the remote computer 
that is sending the file. The names of the temporary data files have the 
format: 

TM.pid.ddd 

where pid is a process-ID and ddd is a sequential three-digit number 
starting at O. 

When the entire file is received, the TM.pid.ddd file is moved to the 
pathname specified in the c.sysnxxxx file (discussed below) that caused 
the transmission. If processing is abnormally terminated, the 
TM.pid.ddd file may remain in the system directory. These files should 
be automatically removed by uuclean. 

LCK. (lock file) 

Lock files are created in the /usr/spoolluucp directory for each device in 
use. Lock files prevent duplicate conversations and multiple attempts 
to use the same calling device. The names of lock files have the format: 

LCK .. str 

where str is either a device or computer name. These files may remain 
in the spool directory if the communications link is unexpectedly 
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dropped (usually on computer crashes). The lock files are ignored 
(removed) after the parent process is no longer active. The lock file con­
tains the process ID of the process that created the lock. The lock file is 
always named by converting the last letter to lowercase (meaning non­
modem control) to avoid possible conflicts if the same line is specified 
both as modem-control and non-modern-control. For example, the lock 
on /dev/ttylA is named LCK..ttyla. 

c. (work file) 

Work files are created in a spool directory on the local computer when 
work (file transfer or remote command execution) is queued for a 
remote computer. The names of work files have the format: 

c.sysnxxxx 

where sys is the name of the remote computer, n is the ASCII character 
representing the grade (priority) of the work, and xxxx is the four-digit 
job sequence number assigned by UUCP. Work files contain the follow­
ing information: 

• full pathname of the file to be sent or requested 

• full pathname of the destination or -Ifilename; "-" is shorthand for 
/usr/spool/uucppublic and must be included if the full pathname is not 
used 

• user login name 

• list of options 

• name of associated data file in the spool directory. If the uucp -c or 
uuto -p option was specified, a dummy name (0.0) is used 

• mode bits of the source file 

• remote user's login name to be notified upon completion of the 
transfer 

D.(data file) 

Data files are created in the spool directory on both the local and remote 
computers when it is specified in the command line to copy the source 
file to the spool directory. The names of data files have the following 
format: 

D.systmxxxxyyy 

where systm is the first five characters in the name of the remote com­
puter, xxxx is a four-digit job sequence number assigned by uucp. The 
four-digit job sequence number may be followed by a subsequence 
number yyy which is used when there are several D. files created for a 
work (C.) file. 
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X. (execute file) 

Execute files are created in the spool directory on the remote computer 
prior to remote command executions. The names of execute files have 
the following format: 

X.sysnxxxx 

where sys is the name of the remote computer, n is the character 
representing the grade (priority) of the work, and xxxx is a four-digit 
sequence number assigned by UUCP. Execute files contain the following 
information: 

• requesters login and computer name 

• name of file(s) required for execution 

• input to be used as the standard input to the command string 

• computer and file name to receive standard output from the com­
mand execution 

• command string 

• option lines for return status requests 



Chapter 8 

Administering virtual disks 

A virtual disk is a set of disks configured into a disk array to provide 
improved system performance and increased data reliability. The disk array is 
seen by the applications that use it as a single (virtual) disk. Consequently, 
applications do not need any modifications to make use of the performance 
improvements that come with virtual disks. 

Manage virtual disks using the Virtual Disk Manager (page 373). 

See also: 

• "About virtual disks" (page 356) 

• "Planning your system layout with virtual disks" (page 369) 

• "Adding virtual disks" (page 374) 

• "Modifying virtual disks" (page 385) 

• "Deleting virtual disks" (page 386) 

• "Creating filesystems on virtual disks" (page 386) 

• "Converting filesystems to virtual disks" (page 387) 

• "Tuning the performance of virtual disks" (page 388) 

• "Troubleshooting virtual disks" (page 389) 
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About virtual disks 
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Virtual disks are used to manage data in a more flexible way on systems with 
multiple hard disks. They are particularly useful for improving the perfor­
mance of large applications, such as databases, by distributing the data across 
multiple disks and speeding up disk I/O. 

Units of virtual disk space look like real disk partitions to programs running 
on the system, but their characteristics can be changed dynamically using the 
Virtual Disk Manager. 

The Virtual Disk Manager adds an additional level of software control to the 
allocation of data storage. Normally, when applications request some data 
from the filesystem, the kernel uses the filesystem to discover the disk blocks 
where the data is stored and returns the data directly. When a virtual disk is 
in use, the system reads and writes to a virtual disk driver, which in turn 
manages the physical allocation of data across several disks. 

This has a number of advantages. A virtual disk can be assembled from a col­
lection of small disks, or pieces of disks, so that rather than providing a set of 
small partitions they can be used to provide a single large contiguous disk 
space. Data can be duplicated ("mirrored") across drives, so that if one drive 
succumbs to a hardware failure, the system can continue to operate without 
interruption: by using a technique called "striping", data can be read from and 
written to disks in parallel, significantly improving I/O performance. 

You can select from eight virtual disk types on your seo OpenServer system; 
see "Virtual disk types" (page 359) for details. Each provides different disk 
characteristics, suitable for different types of applications and for different 
hardware configurations. 

See also: 

• "Disk arrays and data striping" (page 357) 

• "Hot spares" (page 357) 

• "Clusters" (page 358) 

• "Redundancy and parity" (page 359) 

• "RAID" (page 359) 
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Disk arrays and data striping 

A disk array organizes multiple independent disks into one large, high per­
formance disk. In addition, some array configurations write backup parity in­
formation at the same time. (This renders them fault-tolerant, in that they can 
continue working even if a disk fails while in use.) Data blocks are split up 
and written in parallel to the disks, which speeds access. 

The length of time taken to execute a read or write on a disk is determined by 
the time taken for the data area on the disk surface to pass under the 
read/write heads of the drive. Reading or writing an 8KB block takes eight 
times as long as a IKB block. However, if the 8KB block is written to a disk 
array with eight disks, the data is split into eight stripes of IKB, which are 
written to individual disks in parallel. In this way, disk arrays achieve a 
higher data transfer rate than non-parallel drives. 

In practice, the expected linear scaling of throughput from using multiple 
disks is not achieved. This is because of seek-time, on-board disk caches and 
parity generation. 

Data striping also results in uniform load balancing across all the disks on a 
system, eliminating disk hot spots. These arise when one disk is saturated 
with I/O requests while the rest lie idle. 

However, when multiple disks are organized into arrays, the potential for 
data loss from disk failures is higher because the probability of a disk failure 
occurring in a given period is higher. For example, for a disk drive with a 
rated mean time before failure of 100,000 hours, there is a 50% probability of 
the drive failing in that length of time. However, for a disk array of 10 such 
drives, there is a 50% probability that one of them will fail in 10,000 hours 
Gust over a year of 24-hour operation). 

Hot spares 

"Hot spares" are pieces which are allocated to a virtual disk and are used if 
one of the other pieces starts to fail. If I/O to a piece starts to fail, the hot 
spare piece is brought online, and data from the failing piece is moved to it (or 
restored from redundancy check data stored on the other disks in the array). 
When the data transfer is complete the hot spare takes the place of the failed 
piece. This ensures that the system is kept operational even if a disk fails 
under use. 

If a drive in a RAID I (mirror) or RAID 5 virtual disk fails, the data availability 
is reduced immediately. The virtual disk is not protected from additional 
drive failures until the failed component is repaired. If a disk failure occurs in 
a virtual disk with a hot spare, data is automatically recreated on the hot 
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spare. When the recreation is complete, the virtual disk operates at its original 
level of data availability. 

If a hot spare is not configured and a disk fails in an array, you can reconfig­
ure the failed piece so it resides on a functional disk. 

In the event of a disk failure, there may be some I/O performance degradation 
while data recovery takes place. Performance returns to its original level after 
the hot spare has been brought online. 

It might be useful to use a single disk drive for all your hot spare pieces. 

NOTE The Virtual Disk software does not support hot swapping of disks. 
Hot swapping allows a physical disk to be removed from an array, and 
another disk to be inserted to replace it. 

See also: 

• "Application and filesystem requirements" (page 369) 

Clusters 
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A cluster consists of a set of contiguous blocks of data written to a physical 
hard disk within a disk array. 

When data is written to a disk array, it is split into clusters that are allocated 
to different physical drives. For example, Figure 8-2, Example striped array 
(RAID 0) (page 362), shows an array of five drives. If a file is written to this 
array, it is split consecutively into stripes containing five clusters each. The 
first cluster is written to the first drive, the second cluster to the second drive, 
and so on. In this way, the stripe is written across the entire disk array (from 
left to right across the disks in the diagram). The cluster size is configurable 
from 512 bytes to 64KB in increments of 512 bytes. 

If the file spans many stripes, every fifth cluster is written to the same drive. 
For example, on the diagram, clusters 0, 5, and 10 are written to the first drive; 
clusters I, 6, and 11 are written to the second drive, and so on. 

In Figure 8-2, Example striped array (RAID 0) (page 362), if Disk 1 had a capa­
city of lOOKB, a cluster size of 5KB would divide each disk into twenty 5KB 
clusters. For example, blocks 0,5, 10, ... 95 are clusters on Disk 1. Disk 2 con­
tains blocks I, 6, II, and so on. 
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About virtual disks 

RAID is an acronym for redundant array of inexpensive disks. 

RAIDs are replacing single, large, expensive disks because of the need for 
large, shared, high-performance, network-based storage systems. Such sys­
tems read and write data in parallel, and do so faster than a single disk sys­
tem. They are also more reliable: the disks store data redundantly so that if 
one of them fails, the lost information can be interpolated from the other 
drives. Finally, they are cheaper. High capacity drives typically cost more per 
unit of storage than older, lower capacity drives, and disk arrays can use the 
cheaper units to achieve performance equal or superior to the more expen­
sive, larger drives. 

Redundancy and parity 

RAID level 1, 4, and 5 arrays generate parity information, which is stored 
separately from the data it refers to. 

If a disk in the array fails, the parity information and the partial data on the 
remaining disks are used to reconstruct the data on the failed disk. If the 
failed disk is the disk used for parity storage (in RAID level 4), the data from 
all the good disks is used to regenerate the lost parity information while the 
subsystem continues normal operations. 

Virtual disk types 

Eight types of virtual disk are available: 

• "Simple disk" (page 360) 

• "Concatenated disk" (page 361) 

• "Striped array (RAID 0)" (page 361) 

• "Mirrored disk (RAID 1)" (page 363) 

• "Block-interleaved undistributed parity array (RAID 4)" (page 363) 

• "Block-interleaved distributed parity array (RAID 5)" (page 365) 

• "Striped, mirrored array (RAID 10)" (page 366) 

• "Striped array of arrays (RAID 53)" (page 367) 

This table summarizes their storage characteristics: 
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Table 8·1 Available virtual disk characteristics 

Rating I/O performance Resilience 

Best RAID 10 mirror 
stripe RAID 10 

RAID 53 
RAID 5, 53 RAID 4, 5 (hot spare) 
RAID 4 RAID 4, 5 (no hot spare) 
mirror 
concatenated simple 

Worst simple concatenated, stripe 

Simple disk 

The simple virtual disk configuration lets you define all your non-root file­
system space as one virtual disk. You can define the pieces that make up the 
virtual disk by specifying the starting block "offset" and length of the piece (a 
piece is a group of contiguous blocks configured to a specific virtual disk). 
Simple virtual disks supersede physical disk divisions created using 
divvy(ADM). Simple virtual disks can also be configured to overlay existing 
physical divisions. See "Converting filesystems to virtual disks" (page 387). 

By overlaying a simple virtual disk definition on a standard disk division, you 
can make it easier to migrate your data to different virtual disk types. You can 
do this without interrupting system operation. 

Simple virtual disks, like other virtual disks, are defined in the virtual disk 
configuration file /etc/dktab. 

This example is of a simple virtual disk entry: 

Idev/dsk/vdisk4 simple 
Idev/dsk/2s1 2035 10000 

The first line indicates the name of the virtual disk device file, and the type of 
the disk (simple). 

The second line indicates the disk partition, the starting block allocated to the 
virtual disk, and the number of blocks allocated to the virtual disk (note that 
the number of blocks is reported in 512-byte blocks). In the device notation, 
/dev/dsk/dsp, d is the disk number and p is the partition number. Disk numbers 
start from zero and partition numbers start from 1. See "Creating additional 
virtual disk nodes" (page 383) for more information on virtual disk node 
names. 
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NOTE Simple virtual disks can be configured to span an entire partition on 
the physical disk. However, the minimum offset is the size of the partition's 
reserved area. 

Concatenated disk 
A concatenated virtual disk is formed by adding two or more disk pieces (that 
may be physical disk divisions, previously defined virtual disks, or a mixture 
of both). This type of disk allows you to create a virtual disk that may be 
larger than any single physical disk in the system. The size of the con­
catenated disk is the sum of the sizes of all its component parts. 

Host 
system 

SCSI 

~-~~ /dev/vdsk/vdisk3 ~-~~ 

q 2,50~ 
22,000 20,000 

vdisk 1 

___ ~!~~~_~_-- 30,000 

Disk 1 

Figure 8-1 Example concatenated disk 

vdisk 1 
piece 2 

---- - - - - - -- -- ~ ----

(~ 

The concatenated disk is referred to as /dev/dsk/vdisk4 and is made up of three 
virtual disk pieces. The /etc/dktab file definition for the configuration is: 

Idev/dsk/vdisk4 concat 3 
Idev/dsk/1s1 2000 8000 
Idev/dsk/2s1 2500 17500 
Idev/dsk/1s1 22000 8000 

vdisk4 has a total capacity of 33,500 blocks (16,750KB). 

Striped array (RAID 0) 

Disk striping distributes data blocks across pieces stored on multiple disks. A 
"stripe" is a set of clusters written in parallel to a set of pieces on different 
disks; the "stripe width" is the number of bytes written in parallel. Because the 
pieces are written to in parallel, all the pieces must be the same size. A striped 
disk can consist of 2 to 255 of the same-sized disk pieces. 
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For information on optimizing application performance by varying the cluster 
size, see "Planning your system layout with virtual disks" (page 369). 

This striped configuration, (RAID level 0), provides high write performance 
because there is no redundant information to update (redundancy is used to 
recover from lost or corrupt data). Without redundancy, any single disk 
failure will result in data loss. Non-redundant disk arrays are ideally suited to 
environments where performance and capacity, rather than reliability, are the 
primary concerns. 

I 
SCSI Host .----- -- -- ;----

system 

- ..... - - - - - ..... - ..... - -
I -J - -

I 
---- ~--~--

Disk 1 Disk 2 Disk 3 Disk 4 DiskS 
--

Stripe 
,-----, 

o cluster 0 cluster 1 cluster 2 cluster 3 cluster 4 

cluster 5 cluster 6 cluster 7 cluster 8 cluster 9 

2 cluster 10 cluster 11 cluster 12 cluster 13 cluster 14 

3 cluster 15 cluster 16 cluster 17 cluster 18 cluster 19 

4 cluster 20 cluster 21 cluster 22 cluster 23 cluster 24 

~----------------------~ 
Stripe width = S 

Figure 8-2 Example striped array (RAID 0) 

The /etc/dktab file definition for this configuration is: 

Idev/dsk/vdisk5 stripe 5 8 
Idev/dsk/lsl 2000 497968 
Idev/dsk/2s1 2000 487968 
Idev/dsk/3s1 2000 497968 
Idev/dsk/4s1 2000 497968 
Idev/dsk/5s1 2000 497968 

/dev/dsk/vdisk4 
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The first line indicates that /de'l7/dsk/vdiskS is striped across five disks, with 8 
blocks (of 512 bytes) per cluster. The second and subsequent lines indicate the 
disk pieces belonging to the virtual disk, with start block and end block num­
bers for each disk. 

Mirrored disk (RAID 1) 

Disk mirroring is the duplication of disk data onto a secondary disk. Both the 
primary and secondary disks are simultaneously online. Data written to the 
primary disk is simultaneously written to the secondary disk. Read requests 
are automatically directed to alternate disks to obtain the best performance. 

When a mirrored disk is created, one disk is designated as the primary disk. 
Data from the primary disk is copied to the secondary disk until they mirror 
each other's content; thereafter, writes are directed to both disks in parallel. 

Mirroring is ideally used in database applications where availability and 
transaction rate are more important than storage efficiency. Mirrors can also 
be configured across different buses. 

An /etc/dktab file definition for the configuration is: 

/dev/dsk/vdisk4 mirror 2 
Idev/dsk/lsl 2000 798000 
Idev/dsk/2s1 2000 798000 

/dev/dsk/vdisk5 mirror 2 
Idev/dsk/3s1 2000 798000 
Idev/dsk/4s1 2000 798000 

Block-interleaved undistributed parity array (RAID 4) 

RAID 4 is based on data striping (as in RAID 0 configurations) with additional 
redundancy information stored on a separate disk piece. Data is striped 
across three or more disk pieces using a defined cluster size. The added 
reliability of RAID level 4 is obtained by generating parity across the striped 
data; the parity is written to a separate disk piece. 

Parity information is generated during disk writes and stored on an extra disk 
configured into the disk array for that purpose. In the event of any single disk 
failure, data is recreated for each block on the failed disk using the surviving 
data blocks and the parity block. The virtual disk will remain online, although 
performance will be reduced due to the need to recreate data from the failed 
disk. Except for some user warning messages on the console indicating the 
failure, the applications will not be affected. 

Because a RAID 4 virtual disk has only one parity disk, and because that disk 
must be updated on all write operations, overall disk performance may be 
reduced. 
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SCSI Host r---- ~ r---- r----

system 
/dev/dsk/vdisk7 - .... - - .... .... - ... - ... -- - - -

J '---- .-
--~ 

Disk 1 Disk 2 Disk 3 Disk 4 DiskS 

Stripe 

0 cluster 0 cluster 1 cluster 2 cluster 3 parity 0 

cluster 4 cluster 5 cluster 6 cluster 7 parity 1 

2 cluster 8 cluster 9 cluster 10 cluster 11 parity 2 

3 cluster 12 cluster 13 cluster 14 cluster 15 parity 3 

4 cluster 16 cluster 17 cluster 18 cluster 19 parity4 

Figure 8-3 Example striped disk (RAID level 4) 

Figure 8-3 shows an example of a RAID 4 configuration with Disk 5 as the par­
ity disk and a cluster size of 32KB. (Note that disk blocks are 512 bytes long, so 
a 32KB cluster size corresponds to 64 blocks.) 

Here is an example of an entry in /etc/dktab file which shows the definition for 
the RAID 4 configuration tuned for group reads and writes. 

/dev/dsk/vdisk7 array 5 64 
/dev/dsk/lsl 2000 97840 
/dev/dsk/2s1 2000 97840 
/dev/dsk/3s1 2000 97840 
/dev/dsk/4s1 2000 97840 
/dev/dsk/5s1 2000 97840 parity 
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Block-interleaved distributed parity array (RAID 5) 
RAID 5 is based on data striping (as in RAID 0) and parity (as in RAID 4). The 
difference between RAID level 5 and RAID level 4 is that parity is striped 
across all disks. Because parity information is distributed, no one disk bears 
an excessive I/O load. For this reason, RAID 5 is preferred to RAID 4 for most 
I/O intensive applications. 

-8C8-1 ~-----~----~ 
Host 

system i-i-~L ~~~~ L lE ~-----t-: - /dev/dsk/vdisk11 

IMMI 111M 
i --- ----- - '~~-----/ 

Disk 1 Disk 2 Disk 3 Disk 4 Disk 5 

Stripe 

o ~arrt;--11.~uste~ll~ster 1 I 
~ Ii I. i 

I clusler 41 ~arily II busl~ 
I l ! I I 

2 i cluster ~_~ cluster 9 i ~arity 

3 I clusler ~I ,clusler 1311 clusler 14 

4 ~usler~6 bSle~1; ~usler 181 

5 I parity l~usler 20 ~Iusler 21 I 

cluster 21 
I 

cluster 6 

cluster 10 
-~-~ 

parity 

cluster 19 
------

cluster 22 

Figure 8·4 Example data and parity striped disk (RAID 5) 

cluster 3 

cluster 7 

cluster 11 

cluster 15 

parity 

cluster 23 

Here is an example of an entry for the RAID 5 configuration: 

Idev/dsk/vdisk11 array 5 16 
Idev/dsk/Os1 2000 6864 
Idev/dsk/lsl 2000 6864 
Idev/dsk/2s1 2000 6864 
Idev/dsk/3s1 2000 6864 
Idev/dsk/4s1 2000 6864 
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Striped, mirrored array (RAID 10) 

Striped mirrors (or RAID 10) can be built by striping mirrored disks, which are 
usually duplexed. Duplexing is achieved by setting up the disks on two 
independent buses. 

Host 
system 

Disk 1 Disk 3 

Figure 8·5 Example striped mirrored disk 

Disk 5 Disk 7 

In this example, Disk 1 is mirrored to Disk 2, Disk 3 is mirrored to Disk 4, and 
so on. The four mirrored virtual disks are then configured as a single striped 
disk. Disks 1, 3, 5, and 7 are striped together and disks 2, 4, 6, and 8 mirror 
them under a single virtual disk node. This configuration will protect disks 
from: 

• Failure of one of the host adapters. 

• Multiple disk failures on a single bus. 

• Multiple disk failures on either bus. 

This configuration will not protect from simultaneous disk failures of Disk 1 
and Disk 2 or Disk 3 and Disk 4, and so on. Striped-mirror configurations can 
result in performance improvements over standard mirror or standard striped 
configurations. 
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Striped array of arrays (RAID 53) 

Striped-arrays (or RAID 53) can be built by striping arrays. An example is 
shown in Figure 8-6, J'Example striped disk arrays (RAID 53)" (this page). 

Host 
system 

Disk 1 Disk 4 

Figure 8·6 Example striped disk arrays (RAID 53) 

Disk 7 Disk 10 

In this example, Disk 1, Disk 2 and Disk 3 are configured as a RAID 5 array, 
Disk 4, Disk 5 and Disk 6 make up the next array, and so on. The four virtual 
disks are then configured as one striped disk. 

This configuration will protect your disks from: 

• Failure of one of the host adapters . 

• Multiple disk failures on a single bus. 

• Multiple disk failures on any bus (unless both disks are in a RAID 5 array). 

How configuration information is stored 

The configuration of a virtual disk system is specified in the file /etc/dktab on 
the root partition (see dktab(F) for further details). This file is critically impor­
tant; without it, there is no way of knowing which disk pieces are allocated to 
which virtual disks. 

The root partition cannot be moved to a disk array, but to reduce the risk of 
losing the configuration file, it is possible to mirror the configuration file on a 
separate configuration database disk piece. (Additional space on the disk is 
given over to disk pieces that can be used by the system for other purposes, 
such as filesystem migration.) 
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The configuration database disk is similar to a concatenated virtual disk. The 
pieces in the virtual disk should be assigned as dktab or spool. Online reconfig­
uration is supported for the configuration database; pieces can be removed, 
added, or redefined. Figure 8-7, "Example configuration database" (this page) 
shows a configuration database with 1 dktab piece and 2 spool pieces. The 
database virtual disk type is reserved for virtual disk vdiskO. 

I NOTE root and swap divisions can only be configured as mirror virtual 
disks. 

Host 
system 

SCSI 

2000 
dktab 

2100 piece 1 

30,000 
-spoof- -

31,000 _ piece 2 _ 

151 

Figure 8-7 Example configuration database 

/dev/dsk/vdiskO 

50,000---spoof--- -

52,000 '_ piece 3 _ 
'-,- ---------------

251 

The dktab piece on 'odiskO is a backup copy of the /etc/dktab file. It contains the 
current configuration of all the virtual disks on the system. Whenever the vir­
tual disks are reconfigured, the backup copy of /etc/dktab is updated. This pro­
vides a backup of the configuration information for the system. If the /etc/dktab 
file is corrupted, it will automatically be restored from the configuration 
backup when the system reboots. 

The configuration information stored in the database can also be manually 
retrieved at any time by selecting Examine Contents from the Database menu 
in the Virtual Disk Manager. The most recent configuration information 
which was saved will be displayed in the same format as !etc/dktab. 

To stop the system from using the configuration information in the dktab piece 
on system reboot, use dkconfig -U. See the dkconfig(ADM) manual page for 
more information. 
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The spool piece(s) permit fail-safe online reconfiguration. Whenever you 
reconfigure a virtual disk dynamically, a spool piece from vdiskO (if available) 
is used to provide space for the data. Having the spool piece available for 
online reconfiguration provides a mechanism to restart the reconfiguration in 
the event of an interruption, such as a system shutdown or panic. 

When a fail-safe reconfiguration is interrupted, the next attempt to configure 
that virtual disk (done automatically at boot time) will restart the reconfigura­
tion process in a fail-safe mode, from the point where it was interrupted. 
Ensure that at least as many spool pieces exist as the maximum number of 
simultaneous reconfigurations that might occur during normal operation (for 
example, if the system recovers from a panic and attempts to reconfigure all 
its virtual disks simultaneously). The spool pieces should also be at least three 
times the largest stripe width. 

This is an example vdiskO definition with 3 spool pieces and 1 dktab piece: 

/dev/dsk/vdiskO config 4 
/dev/dsk/ls1 2000 2100 dktab 
/dev/dsk!3s1 2000 3000 spool 
/dev/dsk/4s3 2000 3000 spool 
/dev/dsk/4s3 3000 4000 spool 

Be aware that spool pieces can be defined on the same physical disk partition 
and can be different lengths if space is available. The recommended length for 
the dktab piece is a minimum of 50 sectors, and 75 sectors for the spool pieces. 

If there are no spool pieces defined in vdiskO, the reconfiguration operation will 
still be executed, but cannot be restarted if interrupted. 

When using spool pieces to provide automatic recovery, reconfiguration per­
formance will be slower. 

Planning your system layout with virtual disks 

Careful planning may help avoid errors which could lead to data loss. You 
may find the following sections useful in helping to plan your requirements. 

• "Application and filesystem requirements" (this page) 

• "Performance and reliability requirements" (page 372) 

Application and filesystem requirements 

Before you select the virtual disk type for your system, you must first know 
about your applications and how they interact with files. 

369 



Administering virtual disks 

370 

Because a system can use multiple virtual disk types, you need to consider the 
I/O patterns across the entire storage space when defining your system lay­
out. Use the sar(ADM) utility to get cumulative numbers for reads and writes 
for each physical disk. 

Performance improvements will depend on a number of different variables. 

Ratio of reads to writes 

RAID 5 and RAID 4 virtual disks are particularly sensitive to the ratio of reads 
to writes. When writing data, they have to generate parity information; there­
fore they are better in read-intensive situations. At 100% reads, the perfor­
mance of RAID 5/RAID 4 is high. Because the percentage of writes increases to 
50%, the performance of RAID 5/RAID 4 can approach the performance of mir­
rored virtual disks. 

RAID 5 provides the best read-only performance of the available virtual disk 
types. Generally, as the number of disks in an array increases, performance 
will increase (as more blocks are read/written in parallel.) Mirrored perfor­
mance is better than a simple virtual disk because data is striped across both 
disks. 

In read/write applications, striped virtual disks provide the best overall 
performance, but do not provide protection against disk failures. The perfor­
mance of RAID 5 virtual disks suffers because of the overhead of parity gen­
eration when writing data; this does not occur during read-only access. 
Reduced performance on writing is a characteristic of RAID 5 arrays. As the 
percentage of write throughput increases, the relative performance of RAID 5 
virtual disks decreases. As writes approach 100%), performance may fall 
below that of simple virtual disks. Mirroring may be a better performance 
alternative for write I/O rates >70%. 

If performance is the highest priority, mirrored or RAID 10 virtual disks pro­
vide better performance than RAID 5/RAID 4 virtual disks as the percentage of 
write I/O increases (>70%). 

For high I/O rates, striped virtual disks will provide the best performance 
compared to other virtual disk types, but without protection from data loss. 

Dominant 1/0 size 

This refers to the typical size of reads or writes made by applications. The 
combination of I/O size and cluster size can affect performance for RAID a 
(striped), RAID 5, and RAID 4 virtual disks. Choose a cluster size that optim­
izes performance; ideally it should be just larger than the dominant I/O size, 
so that an entire I/O transaction will fit in one cluster. 
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Distribution of I/O 

Virtual disks can be used to obtain more efficient use of storage by balancing 
I/O evenly across all storage. You can monitor the balance of I/O at three 
different levels: 

• Within the context of a single physical disk. 

• Within the context of a single virtual disk (especially RAID 0, RAID 5, and 
RAID 4). 

• Across all storage in the system (use sar -d to measure this). 

Unbalanced I/O means that a lot of I/O activity is taking place on just one or 
two disks, causing a performance bottleneck. You can use sar(ADM) or select 
Examine Performance from the Disk menu of the Virtual Disk Manager to 
monitor I/O patterns. 

Attempt to balance I/O evenly at each of these three levels. When unbalanced 
I/O patterns are identified, you can select Modify from the Disk menu of the 
Virtual Disk Manager to move data and reduce the imbalance. 

Number of disks in a system configuration 

Increasing the number of disks in a system configuration makes balancing I/O 
between disks easier. Many small disks provide better performance (and more 
flexibility) than a few larger disks. 

Larger stripe widths (number of disks in parallel) improve the performance of 
RAID a (striped), RAID 5, and RAID 4 virtual disks. 

Disk performance 

This depends on a number of factors including disk platter rotation rate, disk 
head seek time, quality of the controller, and the size of the disk buffer. As 
much as possible, configure virtual disks with disks that have similar perfor­
mance characteristics. Disks with different performance characteristics can be 
configured together, but the performance of the virtual disk will be limited by 
the slowest disk in the configuration. 

Number of host controllers 

Generally, the more host controllers in the system, the better. Try to distribute 
disks evenly across host adapters in configurations where data striping will be 
used extensively. 

Host adapter caching 

In general, the less random the I/O, the greater the benefits of caching. If ran­
dom access data availability is more important than the performance benefits 
of host adapter caching, you may not need a caching host adapter. 
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Amount of system memory 

The virtual disk driver uses system memory to manage the configured virtual 
disks. The more RAID 1, 4, and 5 virtual disks are configured, the more mem­
ory the system requires. On a lightly loaded system with few virtual disks, 
approximately 500KB is needed; on a fully configured, busy server an extra 
megabyte of memory is required. 

Stripe width of a virtual disk 

Increasing the stripe width (number of disks) of an array generally increases 
I/O performance. 

Cluster size 

Cluster size is the parameter that has the most impact on performance of 
array systems (RAID 0, RAID 4, or RAID 5). Improperly matched I/O and clus­
ter sizes can adversely affect performance. When selecting a cluster size, the 
Virtual Disk Manager offers you some typical figures. These are approxima­
tions based on tested results, but may not be ideal for all applications. Perfor­
mance may vary due to pattern of I/O and read versus write percentage. 

Performance and reliability requirements 
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As systems with faster CPUs and increasing memory become available, disk 
I/O is rapidly becoming the primary bottleneck on overall system perfor­
mance. Disk operations typically take milliseconds to complete; memory and 
CPU operations take nanoseconds to microseconds. Thus, a single disk block 
read may take as long as many thousands of CPU operations. 

By making multiple disks into disk arrays, disk I/O speed is significantly 
improved because the time spent physically reading or writing the disk is 
reduced. For example, on network servers with many users accessing many 
small files, disk arrays allow multiple, independent I/O requests to be ser­
viced in parallel by separate disks. The more disks in the array, the better the 
potential performance benefits. 

Planning for increased reliability 
Use redundancy and fault tolerance to increase reliability. Reliability is 
defined in this context as the ability to directly access data, even during drive 
failures. Redundancy provides data reliability and fault tolerance provides 
disk reliability. 

Mirroring (RAID 1) is more expensive than other techniques, but may provide 
better performance than RAID levels 4 or 5 in write-intensive situations. For 
example, mirroring twenty 1GB drives requires forty 1GB drives; only twenty­
one 1GB drives are required for a 1/20 + 1" RAID 5 array to provide an 
equivalent level of data reliability, but the RAID 1 configuration offers greater 
throughput. 
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The Virtual Disk Manager interface 

The Virtual Disk Manager allows you to administer the virtual disks on your 
system. You can start the Virtual Disk Manager in any of the these ways: 

• Double-click on the Virtual Disk Manager icon in the System Admin­
istration window on the Desktop . 

• Start SCOadmin by entering scoadmin on the command line; select File­
systems, then select Virtual Disks. 

• Enter scoadmin Virtual Disk Manager on the command line, (or abbrevi­
ate to scoadmin virt). 

Add a new virtual disk 

Modify selected virtual disk 

I, Delete selected virtual disk 

Examine virtual disk statistics 

Add a new piece 

Modify selected piece / / 

Figure 8-8 Main Virtual Disk Manager window 

Expand virtual disk 

/' Collapse virtual disk 

Refresh list 
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Figure 8-9 Virtual Disk Manager menus 

I 
NOTE Not all systems are licensed to use the Virtual Disk Manager. If 
your system is not licensed, the Virtual Disk Manager will exit with an 
error message whenever you attempt to run it. 

For more information on using SCOadmin managers, see" Administering your 
system with SCOadmin" in the sea Open Server Handbook. 

Addi ng vi rtual disks 
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To add a virtual disk, you create a virtual disk, allocate pieces of physical 
disks to the virtual disk, then mount the virtual disk. 

To create a virtual disk, run the Virtual Disk Manager, and select New from 
the Disk menu. Accept the default values provided for the Vdisk type and De­
vice entries or change the selections to. suit your system requirements. Once 
you have created a virtual disk filesystem, you may mount it using the File­
system Manager, as described in "Mounting and unmounting filesystems" 
(page 000). 

NOTE Because virtual disks are intended for systems with more than one 
hard disk, your secondary disks must be configured as described in "Adding 
secondary hard disks" in the sea Open Server Handbook. When configuring 
these secondary disks with mkdev(ADM), do not run divvy(ADM); the Vir­
tual Disk Manager does not use the disk divisions created by this utility 
except when migrating existing divisions to virtual disks. 

To add a virtual disk: 

1. Allocate one or more disk pieces for the virtual disk: 

• Select a disk piece and click on Allocate piece. Select a device (physical 
disk) for the piece. Using the disk map (showing the virtual disk lay­
out), select a free area of the disk and assign it to the piece. 
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Disk pieces are located by their offset (in blocks, from block 0 of the par­
tition) and their size. So, to create a 1000-block disk piece you might 
select the first free section of Idevldskllsl (the first partition on the 
second physical hard disk) and enter the value "1000" into the "Length" 
field. 

• Click on OK to confirm your piece definition. 

2. Continue allocating pieces until all the pieces in the virtual disk are 
defined. 

3. Click on Create to create the virtual disk. If the virtual disk type uses par­
ity data (RAID I, 4, and 5) you will be prompted whether you want to 
restore parity at this time. You are prompted for the type of filesystem to 
place on the virtual disk. You have the option of creating a filesystem at 
this time, or later; see "Creating filesystems on virtual disks" (page 386) for 
details. 

The Virtual Disk Manager permits you to create any configuration of virtual 
disk, and to allocate pieces to the disks as you like. Not all possible virtual 
disks make sense. For example, you can create a striped disk and specify that 
all the pieces reside on one physical hard disk; this will, however, lead to 
extremely poor performance (as the virtual disk will be unable to read or 
write data in parallel across the stripe). 

See also: 

• "Allocating or modifying disk pieces" (this page) 

Allocating or modifying disk pieces 

You can allocate disk pieces either while creating a new virtual disk, or by 
selecting an existing virtual disk (of a type that supports more than one piece) 
and choosing New from the Piece menu in the Virtual Disk Manager. 

You can specify these parameters: 

• The device the new piece resides on (physical partition or existing virtual 
disk). 

A list of available physical disk devices is displayed. You must choose a 
disk to place the piece on. When you select a disk, a map is displayed. 

• The offset value within the selected device in 5l2-byte blocks. 

• The length of the piece in 5l2-byte blocks; 
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The disk map shows which parts of the device have already been assigned to 
a virtual disk and which are free. It shows the virtual disk pieces allocated on 
the device, and the disk divisions allocated on the device. (Note that space 
allocated to divvy divisions can only be assigned to a simple virtual disk.) 

NOTE You cannot allocate the free section of the root disk (/dev/dsk/Osl) 
shown on the disk map; this is used by the root filesystem. You cannot allo­
cate free space that has been given over to divisions, created using 
divvy(ADM), as the division mechanism is incompatible with virtual disks; 
see "Converting filesystems to virtual disks" (page 387). 

You can select a free section in the disk map; the offset and length fields will 
be updated appropriately. (You can also manually reduce the length field 
from the maximum size available, which is selected by default.) 

If you are creating a simple virtual disk, you can overlay a single division 
with a single disk piece, in order to convert the division into a virtual disk. 
(Once a division is overlaid by a simple virtual disk, the division is deleted.) 

For RAID 0, 1, 4 and 5 arrays, each piece must be of identical size. The first 
time you create a piece for such a disk, the piece length is fixed; all subsequent 
pieces you add to the array are forced to that size. 

The Virtual Disk Manager software does not allow disk pieces to be added to 
an existing RAID 10 or RAID 53 configuration. If you need to add another 
piece, create the extra mirror or array piece with the Virtual Disk Manager, 
then exit and edit /etc/dktab manually to add the extra piece. The format of 
this file is described in dktab(F). You will need to move the definition of the 
new virtual disk piece so that it occurs before the definition of the virtual disk 
that uses it. 

If the virtual disk has a cluster size defined, then the disk length (size) must be 
a multiple of the cluster size. If this is not the case then the length is 
decreased appropriately and you are prompted to confirm this new size. 

All pieces must be allocated before the virtual disk can be created. 

NOTE When you add a new piece to an array that has out-of-date parity or 
is out-of-service, a parity restore will be started automatically after the 
reconfiguration has completed. This is not shown by the progress slider bar. 
The list of virtual disks is refreshed when the progress slider bar reaches 
100% and the reconfigured virtual disk will be marked as having bad parity. 
When the restore has completed and the display refresh interval has 
elapsed, the reconfigured virtual disk will be shown with up-to-date parity 
(or no pieces out-of-service). 
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Creating nested virtual disks 

You can nest virtual disks inside one another provided that you do not nest a 
virtual disk that has redundancy (mirrors and RAID 4/5) inside another virtual 
disk with redundancy. Doing this may cause the virtual disk driver to hang 
and suspend access to all configured virtual disks. 

Three-way mirrors (created by nesting a mirror within a mirror) are an excep­
tion. You can configure these provided the master piece of the top level mirror 
is the second mirror. To configure vdisk5 as a 3-way mirror in the /etc/dktab file: 

Idev/dsk/vdisk4 mirror 2 32 
Idev/dsk/1s1 2016 3200 
Idev/dsk/2s1 2016 3200 

Idev/dsk/vdisk5 mirror 2 32 
Idev/dsk/vdisk4 0 3200 
Idev/dsk/3s1 2016 3200 

The Virtual Disk Manager nests the disk definitions in /etc/dktab correctly. If 
you edit /etc/dktab manually, ensure that definitions of virtual disks used as 
pieces occur before the definition of the virtual disk that references them. 

Adding a configuration backup 

A configuration backup virtual disk contains a database of backup informa­
tion to help the system recover following a disk error. The configuration 
backup virtual disk is also referred to as a configuration database virtual disk. 

In the Virtual Disk Manager, create a configuration backup: 

1. Select New from the Database menu. 

2. Select Yes to include a dktab piece. If required, add a number of spool (page 
367) pieces at this point and click on OK to continue to allocate disk space 
for the disk pieces. 

3. Allocate pieces for the database, as for any other virtual disk, and create 
the configuration backup. 

The configuration backup is visible in the Virtual Disk Manager as a virtual 
disk of the type database. To examine the contents of the database, select 
Examine Contents from the Database menu. 
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To modify a configuration backup, select Modify from the Database menu in 
the Virtual Disk Manager. (The New item is not available if a database exists 
on the system). 

See also: 

• "How configuration information is stored" (page 367). 

Mirroring boot, swap, and root onto virtual disks 
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You may want to mirror your system's boot, swap, and root divisions onto a 
virtual disk, to provide backup for them. You cannot install the operating 
system itself onto a disk array, but mirroring provides protection against 
intermittent disk problems. There are two possible configurations: 

Mirroring the boot, swap, and root divisions on a secondary 
hard disk 
This configuration protects against disk I/O errors and it also allows you to 
reboot your system from the parity disk should the root disk fail. 

If you use SCSI disks, the extended SCSI BIOS on most systems can detect the 
first two disks in the system, and you can sometimes configure this to boot the 
system from either disk. We recommend that you set up the parity disk as the 
second SCSI disk in the system. It may also be possible to attach the data and 
parity disks to separate SCSI buses provided that the host adapters are of the 
same type. 

The storage capacity of the secondary disk must be at least as large as the root 
disk because the divisions must have the same start and end blocks. 

NOTE We recommend that the root and parity disks have identical 
capacity, performance, and type (IDE, EIOE, or SCSI). Ideally, use the same 
model from the same manufacturer for each disk. 

The parity disk must have the same size root partition as the root disk. The 
root partition must not contain any divisions or valid timestamps. 

1. If the parity disk does not contain a valid root partition, use the 
fdisk(AOM) command to define the partition. For example, enter 
fdisk -f Idev/rdsklOsO to discover the size of the root partition on the root 
disk. If the replacement disk is the second hard disk defined in the system, 
enter fdisk -f Idev/rdskllsO to define a root partition on it. 

2. In the Virtual Disk Manager, select Mirror from the Boot menu. 

3. In the Select Divisions window, select Yes for each of the root, swap, and 
boot divisions. Click on OK to accept this. 
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4. In the Piece Allocation window, select Yes to choose automatic piece allo­
cation. Click on OK to accept this. 

5. In the Vdisk parameters window, click on OK to accept the default cluster 
size of 32. Change the value if you want to use a different cluster size for 
the mirrored divisions. 

6. Click on Allocate pieces to view the parity piece that will be used to mir­
ror the three divisions. Click on OK to accept this. 

7. Click on Create to make the parity piece, division tables, and masterboot 
block on the parity disk. 

8. After the kernel has been rei inked, exit from the Virtual Disk Manager. 

9. Shut down and reboot the system. 

Mirroring any combination of the boot, swap, and root 
divisions individually onto parity disk pieces 

The pieces do not have to exist on the same physical disk as each other, and 
they can be defined in any order on the same physical disk. Mirroring the 
divisions in this way only protects against disk I/O errors. You cannot boot 
your system from these disk pieces. If your root disk fails, you must reinstall 
the operating system and restore the boot and root file systems from a backup. 

1. In the Virtual Disk Manager, select Mirror from the Boot menu. 

2. In the Select Divisions window, select which of the root, swap, and boot 
divisions you want to mirror. Click on OK to accept this. If you choose to 
mirror all three divisions, select No in the Piece Allocation window to 
reject automatic piece allocation. 

3. Define the individual disk pieces that will be used to mirror each division. 
See" Allocating or modifying disk pieces" (page 375). 

4. Allocate a disk piece to each division, and click on Create to write the con­
figura tion changes to disk. 

5. After the kernel has been relinked and you have defined parity disks for 
all the divisions, exit from the Virtual Disk Manager. 

6. Shut down and reboot the system. 

NOTE Although the boot and root parity disks are updated when the 
system is rebooted, the swap parity disk is not updated because it does not 
contain any useful information. 
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Booting your system from a parity disk 

If you choose to create a mirror of the root disk, it is possible to reboot a sys­
tem from the parity disk if the root disk fails. To do this, you may have to 
reconfigure the system's hardware so that it recognizes the parity disk as the 
root disk: 

IDE or EIDE disks 
Remove the failed disk drive and configure the disk containing the mirror 
of the root disk as the "Master" device on the "Primary" controller. 

SCSI disks 
Remove the failed disk drive and configure the disk containing the mirror 
of the root disk with the same SCSI ID number as the root disk. Note that 
on most systems, the SCSI ID of the root disk is 0; on some IBM systems, 
the SCSI 10 of the root disk is 6. 

Alternatively, the extended SCSI BIOS on most systems can detect both 
root and parity disks when the machine is first turned on or reset, pro­
vided that both disks are attached to the same SCSI bus. If the root disk 
has failed and has been physically removed, it is usually possible to boot 
from the parity disk without reconfiguring its SCSI ID. 

If the root disk has failed and has not been removed, and the BIOS can still 
detect its presence, the system will not be able to boot if the masterboot 
program on the root disk has become corrupted. In this case, use an 
emergency boot floppy to boot the system and specify an appropriate 
bootstring at the Boot prompt. 

The following example bootstring defines that the executable kernel is 
located on the second hard disk defined in the system, that this disk is con­
trolled by the SCSI disk driver, and that the root and swap divisions are 
accessible using the vdisk driver: 

hd(72)unix hd=Sdsk root=vdisk(l) swap=vdisk(2) dump=none 

For more information, see bootstring(HW). 

Unmirroring boot, swap, or root 
To remove a mirror from one or more of the root, swap, or boot divisions: 

1. In the Virtual Disk Manager, select Unmirror from the Boot menu. 

2. In the Select Mirrors window, select which of the root, swap, and boot 
divisions you want to remove mirroring from. Click on OK to accept this. 

3. After the kernel has been relinked, exit from the Virtual Disk Manager. 

4. Shut down and reboot the system. 
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Replacing a mirrored root or parity disk 
To replace a defective root or parity disk when a mirror disk is available: 

1. Shut down the system and remove the failed disk drive. 

2. If the root disk has failed, reconfigure the parity disk to have the same IDE 
or SCSI configuration as the root disk. Alternatively, for SCSI disks, you 
can use a boot floppy to reboot the system in steps 4 and 5. In this case, 
you must specify an appropriate bootstring at the Boot prompt to define 
where to find the boatable kernel, for example: 

hd(72)unix hd=Sdsk root=vdisk(l) swap=vdisk(2) dump=none 

3. Install the replacement disk with the same IDE or SCSI configuration as the 
disk being replaced. If you reconfigured the parity disk as the root disk, 
configure the replacement disk as the new parity disk. 

NOTE The root partition on the replacement disk must be the same size 
and have the same partition number as the root partition on the original 
disk. The root partition must not contain any divisions or valid 
timestamps. If the disk has been used on another system, clear its parti­
tion, division, and timestamp tables before using it as a replacement 
disk. 

4. If the replacement disk does not contain a valid root partition, reboot the 
system, place it in system maintenance mode, and use the fdisk(ADM) 
command to define the partition. 

5. Reboot the system and place it in multiuser mode. The system should 
recognize the replaced disk and start to recreate the data on the mirror. 

6. In the Virtual Disk Manager, select Recreate from the Boot menu. 

7. In the Select Mirrors window, select the divisions whose division table 
entries you want to recreate. You will normally want to select Yes for all 
three divisions. Click on OK to make a new division table and masterboot 
block on the parity disk. This will allow you to boot from this disk if the 
root disk fails. 

See also: 

• "Planning your system layout with virtual disks" (page 369) 

• "Adding virtual disks" (page 374) 

381 



Administering virtual disks 

Adding hot spares to virtual disks 

The Virtual Disk Manager software supports the use of hot spare disks 
which are defined as pieces of an array. If one of the disks in the array fails, 
the spare will be brought online so that it can be reconstructed from the data 
and parity on the working disks. 

In the Virtual Disk Manager, select the virtual disk. Select Modify from the 
Disk menu, and click on Yes in the Configure a hot spare item of the disk 
parameters. 

You can also add hot spares to new disks when they are first configured. 

Setting virtual disk defaults 
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You can adjust the default settings for virtual disks. This may be useful to you 
if you are configuring a large number of disks in a standard way. 

In the Virtual Disk Manager, select Set Defaults from the Options menu, then 
click on Vdisk Parameters to set the default values for the different virtual disk 
types. 

Table 8-2 Reference guide for setting disk parameters 

Type Pieces Cluster Hot spare 

Simple (1) 
Concatenate (2)* 
Stripe(RAID 0) (2)* * 
Mirror(RAID 1) (2) * * 
RAID 4 (3)* * * 
RAIDS (3)* * * 
RAID 10 (4)* * 
RAIDS3 (6)* * 
The numbers in parentheses in the "Pieces" column indicates the minimum 
number of pieces which may be defined per type. The asterisks indicate 
whether a given option is available. 

See also: 

• "Virtual disk types" (page 359) 

• "Allocating or modifying disk pieces" (page 375) 

• "Clusters" (page 358) 
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Creating additional virtual disk nodes 

The system creates 16 virtual disk nodes by default. If needed, additional vir­
tual disk nodes can be created with idmknod. Edit /etc/conj/node.d/vdisk to 
define an additional node, then use the command letclconflbin/idmknod to 
recreate the nodes. 

By convention, all virtual disk nodes have the form /de'v/rdsk/vdisk* for charac­
ter virtual disks and /dev/dsk/vdisk* for block virtual disks. The characters at 
the end of the name must be integers. For example, /dev/rdsk/vdisk17 is an 
example of a character virtual disk device and /dev/dsk/vdisk22 is an example 
of a block virtual disk device. 

Do not use the following virtual disk device names, which are reserved for the 
purpose specified: 

Name 

vdiskO 
vdisk1 
vdisk2 
vdisk3 

Creating a RAID 10 virtual disk array 

Reserved for: 

administration 
mirroring root filesystem 
mirroring the swap device 
mirroring the boot device 

The following procedure creates a RAID 10 (striped, mirrored array) virtual 
disk configuration using previously configured mirrored virtual disks for its 
pieces. See "Striped, mirrored array (RAID 10)" (page 366) for more informa­
tion about this type of array. 

1. Configure two or more mirrored virtual disks using the Virtual Disk 
Manager. 

2. Restore parity on each mirror. 

I WARNING Do not create any filesystems at this stage. 

3. Select New from the Disk menu, and choose to add a RAID 10 array. 

4. Select the mirrored virtual disks that you created in step 1 for the pieces of 
the RAID 10 array. 

5. The Virtual Disk Manager prompts you to create a filesystem on the new 
array. 

6. Exit from the Virtual Disk Manager. 
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7. Use the Filesystern Manager to configure the filesystem's mount point 
and mount options. 

Your RAID 10 array is now online and ready for use. 

Creating a RAID 53 virtual disk array 
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The following procedure creates a RAID 53 (striped array of arrays) virtual 
disk configuration using previously configured RAID 5 virtual disk arrays for 
its pieces. See "Striped array of arrays (RAID 53)" (page 367) for more infor­
mation about this type of array. 

1. Configure two or more RAID 5 virtual disk arrays using the Virtual Disk 
Manager. 

2. Restore parity on each RAID 5 array. 

I WARNING Do not create any filesystems at this stage. 

3. Select New from the Disk menu, and choose to add a RAID 53 array. 

4. Select the RAID 5 arrays that you created in step 1 for the pieces of the 
RAID 53 array. 

5. The Virtual Disk Manager prompts you to create a filesystem on the new 
array. 

6. Exit from the Virtual Disk Manager. 

7. Use the Filesystern Manager to configure the filesystem's mount point 
and mount options. 

Your RAID 53 array is now online and ready for use. 
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Modifying virtual disks 

To change virtual disk type, pieces, or size: in the Virtual Disk Manager, 
select Modify from the Disk menu, then select the appropriate item from the 
submenu. 

If you want to migrate all your data to new pieces, the virtual disk type 
migrated to can be of any type (with the exception of RAID 10 and RAID 53). If 
all or some of the disk pieces in the new configuration are being used in the 
current configuration, certain migration paths are not supported. 

Table 8·3 Guide for migrating to new types 

From From From From From 
New type Simple RAID 0 RAID 4 RAID 5 mirror 

Simple * 
Concatenate * 
Stripe (RAID 0) * * * 
Mirror (RAID 1) * 
RAID 4 * * * 
RAIDS * * * 
The asterisks in the table indicate where conversion from one type to another 
is possible. In these instances, new pieces are not being used. 

NOTE Although it is possible to dynamically increase the size of a virtual 
disk, it is not possible to dynamically increase the size of a filesystem on the 
virtual disk. To increase the size of a filesystem, see "Creating filesystems on 
virtual disks" (page 386). 

See also: 

• "Planning your system layout with virtual disks" (page 369) 

• "Adding virtual disks" (page 374) 

• "Converting filesystems to virtual disks" (page 387) 

• "Adding hot spares to virtual disks" (page 382) 

• "Deleting virtual disks" (page 386) 

385 



Administering virtual disks 

Examining the current configuration 

You can view the disk configuration in two ways: as a physical disk map 
(showing the allocation of physical disks to virtual disk pieces and divisions) 
or as an outline of virtual disk configuration (showing the allocation of virtual 
disk pieces to physical disks). 

To view the physical disk map, select Examine Disk Map from the Disk menu 
of the Virtual Disk Manager. The physical disk map lists the partitions on 
each physical hard disk, along with the virtual disk pieces and divisions allo­
cated from those partitions (and the virtual disks to which those pieces 
belong). 

The virtual disk configuration is displayed in the Virtual Disk Manager. It 
provides an outline view of the virtual disks. You can expand or collapse the 
individual disks (using Expand or Collapse from the View menu) to see the 
pieces allocated to the disks. To expand the entire outline, select Expand all or 
Collapse all from the View menu. To expand the outline by default, select Ini­
tial view expanded from the Set Defaults item of the Options menu. 

Deleting virtual disks 

In the Virtual Disk Manager, select the ,:,irtual disk required, then select 
Delete from the Disk menu. 

For information about securing your root and swap partitions, see "Mirroring 
boot, swap, and root onto virtual disks" (page 378). 

For information about securing the configuration information that enables the 
Virtual Disk Manager to operate, see" Adding a configuration backup" (page 
377). 

Creating filesystems on virtual disks 
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In the Virtual Disk Manager, select a virtual disk, then select Create File­
system from the Disk menu. 

Select the filesystem type you require, then click on OK to create this new file­
system on the virtual disk. You are warned that existing data will be 
overwritten if the filesystem already exists on the virtual disk. 

I 
WARNING If you change the filesystem on a virtual disk, all data stored on 
the filesystem will be lost. Back up any data on the virtual disk before 
changing filesystems. 

Administering virtual disks 



Converting filesystems to virtual disks 

For example, to increase the size of a filesystem: 

1. Back up the filesystem using the Backup Manager. 

2. Unmount the filesystem using the Filesystem Manager. 

3. Use the Virtual Disk Manager to increase the side of the virtual disk. 

4. Create a new, larger file system (using the Create Filesystem item on the 
Disk menu). 

5. Restore the filesystem data from the backup as described in "Restoring a 
scheduled filesystem backup" (page 129). 

Converting filesystems to virtual disks 

A traditional filesystem exists as a physical disk division. Because virtual 
disks provide more flexible storage than divisions, consider converting all 
your filesystem divisions to virtual disks. Once you have converted a division 
to a virtual disk, it will no longer be accessible via the divisions device nodes. 
It will be accessible via the virtual disk device nodes. 

To migrate from a system based on divisions to virtual disks, unmount the 
file systems on the division that you wish to convert, then create a simple vir­
tual disk for each division using the Virtual Disk Manager, as described in 
II Adding virtual disks" (page 374). Allocate the division to the virtual disk, as 
described in "Allocating or modifying disk pieces" (page 375). The division 
will be deleted automatically once the virtual disk is assigned to it. 

When the filesystem is in a simple virtual disk configuration, migration to 
other array configurations can be done without taking the disk offline. The 
division should not be accessed while it is migrated. 

For your existing divisions: 

1. Unmount the filesystems on the divisions that you want to convert. 

2. For each division, select New from the Disk menu, add a simple one-piece 
virtual disk as described in "Adding virtual disks" (page 374), and allocate 
the division to the virtual disk. This overlays each division with a simple 
virtual disk. 

3. For each division, select Modify from the Disk menu, and migrate the 
simple virtual disk to the desired RAID type. For example, if you want to 
create a mirrored filesystem, select Mirror and allocate a spare disk piece to 
the parity piece. If migrating to a disk array, you must have spare disk 
space for temporary storage. 
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4. Use the Filesystem Manager to update the information about mounted 
filesystems. Replace the filesystems' divvy device nodes with their virtual 
disk ones. For example, if you have replaced the /u filesystem with a mir­
ror vdisk4, mount /dev/dsk/vdisk4 instead of /dev/u on the /u mount point. 

Tuning the performance of virtual disks 

You can tune these parameters in the Virtual Disk Manager: 

Cluster size: Cluster size affects the performance of a virtual disk. This effect 
is also dependent on the average size of I/O operations. Cluster sizes can be 
changed by reconfiguration, but the length must remain a multiple of the new 
cluster size. See "Distribution of I/O" (page 371). 

Load balancing: If the I/O count is unbalanced, you can add additional disk 
pieces, move data or change the cluster size to balance the I/O across the 
array. Using the I/O statistics reported through the Examine Performance item 
of the Disk menu, you can track the level of activity of different drives used by 
a virtual disk. 

See also: 

• II Application and filesystem requirements" (page 369) 

• "Tuning virtual disk performance" in the Pelformance Guide 

Monitoring virtual disk performance 
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In the Virtual Disk Manager, select a virtual disk, select Examine Performance 
from the Disk menu, then click on Refresh to obtain current statistics. 

A snapshot of disk I/O statistics and read/write ratios are displayed for the 
virtual disk and for individual disk pieces within it. "Application and filesys­
tern requirements" (page 369) explains the statistics displayed. 

Use the Refresh button to update the statistics or the Zero button to clear 
existing statistics. 

Use this information to monitor I/O activity on your system. To reduce per­
formance constraints, balance the I/O more evenly as described in "Applica­
tion and filesystem requirements" (page 369). For more information on tuning 
your system, see "Tuning virtual disk performance" in the Performance Guide. 
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Troubleshooti n9 vi rtual disks 

You may find the following procedures and information useful when troub­
leshooting virtual disks: 

• "Disabling and re-enabling virtual disks" (this page) 

• "Forcing virtual disks online" (this page) 

• "Checking and restoring parity data" (page 390) 

• "Repairing a failed drive" (page 390) 

• "Possible problems" (page 391) 

• "Warning messages" (page 393) 

• "Notice messages" (page 398) 

Disabling and re-enabling virtual disks 

In the Virtual Disk Manager, select Enable or Disable from the Disk menu. 

The disable operation is supported on all virtual disks. You can use the dis­
able operation to help replace or repair failed disk pieces. 

Forcing virtual disks online 

A virtual disk can go offline for varying reasons, as described in "Possible 
problems" (page 391); for example, when more than one piece is out of service 
(OOS) or when one piece is out of service and parity is out of date (OOD). 
Only RAID 1, RAID 4 and RAID 5 can go offline. 

To force an offline disk back online: 

1. In the Virtual Disk Manager, select a virtual disk which is offline. 

2. Select Disable from the Disk menu. 

3. Select Force On-line from the Disk menu. 

If the virtual disk uses parity data, it will also need restoring. Because parity 
can only be used to recover data from a single disk failure, some data may be 
lost. 
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Checking and restoring parity data 

You can check the disk for valid parity information, reconstruct parity 
(restore), or fix errors. 

In the Virtual Disk Manager, select a virtual disk, then select Maintenance 
from the Disk menu. 

Select either Fast restore or Slow restore from the Maintenance submenu of the 
Disk menu to update parity information when an array is initially configured, 
or to reconstruct data on a disk that has been repaired. The virtual disk 
remains accessible during this restore operation. 

Select Check Parity from the Maintenance submenu to ensure that disk data 
and parity are correctly matched. 

If a drive fails and the system is offline for repairs, see Chapter 17, II Adding 
hard disks" in the seo Open Server Handbook for more information on replacing 
or repairing it. 

In event of a restart following an unscheduled shutdown, parity information 
is automatically restored when the system reaches run level 2 (goes multi­
user). Parity restoration on reboot can be either slow or fast. A fast restore 
reduces the period during which the virtual disk is vulnerable to a second 
failure, but impacts system performance; a slow restore has little impact on 
system performance but takes significantly longer. Automatic parity restora­
tion is controlled by /etc/rc2.d/s81 VDRESTORE; you can change the speed of 
restoration by editing this shell script. 

Repairing a failed drive 
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A disk piece may be taken out of service for a number of reasons (controller or 
bus errors, bad cables or connectors, power failure, surface defects or other 
hardware problems). In the case of surface defects, run badtrk(ADM) to 
remap the bad blocks. Usually the drive that failed can be brought back into 
service by restoring the parity on the failed drive (this page). If the drive 
needs repairing and the system does not support hot insertion (replacement of 
a drive unit while the array is operating), you must shut down the system to 
replace the drive. 

NOTE If the RAID configuration does not include a hot spare, use the Vir­
tual Disk Manager to swap the failed drive with another drive to prevent 
the RAID virtual disk from going offline due to a second I/O error. Replace­
ment drives must be fully configured with mkdev hd before they can be 
used in virtual disks. 
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When the system is booted, the array will be online and the disk piece associ­
ated with the failed drive will be out of service. If a standby disk was config­
ured, the applications will be running on the spare. The applications will con­
tinue running without interruption as you start to configure the replacement 
drive. 

Once the drive is configured, the RAID array can recreate the data on the 
replacement drive. If the configuration is running on a standby disk (spare) 
the restore will update the data on the replacement drive and the spare will be 
placed back on standby. 

Possible problems 

A virtual disk can be online or offline. In the online state, the virtual disk is 
active and all data is accessible. 

If a failure occurs, appropriate console warning messages and status informa­
tion will be displayed. If a single drive fails on a RAID array (levels 1,4 and 5), 
the virtual disk will remain online and all data will be accessible; in other cir­
cumstances, the virtual disk may go offline. Simple, concatenated and stripe 
virtual disk types always remain online as disk errors are passed back to the 
application. 

Status information is displayed in the Virtual Disk Manager after the disk or 
piece information. Possible error states are: 

OUT-OF-SERVICE (OOS) 
identifies a disk failure. One of the pieces in the array is inaccessible. If a 
single piece is in the OOS state, the array remains online. 

OUT-OF-DATE (OOD) 
identifies a piece with corrupt parity. The array will remain online, unless 
a disk failure occurs. A restore operation should be performed as soon as 
possible. If a disk fails when one of the disk pieces in the array is in the 
OOD state, the entire array will go offline. 

spare 
indicates which disk piece is the hot spare (when configured). If the hot 
spare is in use, the status indicator IN USE is added. The hot spare piece 
will automatically replace the piece identified as OOS. 

BAD PARITY 
indicates a virtual disk with bad parity. This might also mean a new disk 
which has not had a restore operation, or an array that has just been 
brought online. 

The array enters the offline state when virtual disk I/O accesses fail. When an 
array goes offline, repair the virtual disk and restore data from a backup. 
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See also: 

• "Invalid timestamp on root device mirror" (this page) 

• "Mirror root failure" (this page) 

• "Warning messages" (page 393) 

• "Notice messages" (page 398) 

• "Offline disk array" (this page) 

• "Kernel virtual memory shortage" (page 393) 

Invalid timestamp on root device mirror 
The Virtual Disk Manager uses timestamps on RAID virtual disk configura­
tions to ensure proper operation and data integrity. If a timestamp on one of 
the mirror virtual disk pieces becomes invalid, the piece will not be fully con­
figured. You cannot set the timestamps to a known state on a mirror virtual 
disk that is online. 

If this happens, the out-of-service piece on the mirror root device cannot be 
restored. 

1. Unmirror the root device (page 378). 

2. Shut down the system and reboot, as described in Chapter 10, "Starting 
and stopping the system" in the seQ Open Server Handbook. 

3. Mirror the root device again (page 378). 

Mirror root failure 
If the primary disk fails during the system reboot (when mirroring the root 
disk for the first time), the array will go offline and the system boot will fail. 
At this point in the boot sequence, the system cannot switch over to the 
secondary disk if it has not been completely restored. Before replacing the 
primary drive or rebuilding the system, remove power from the secondary 
disk and try to boot the system. If the primary disk is not completely bad, the 
system will boot. When the system boots, unmirror the root device (page 
378). Once the problem has been corrected, try to mirror the root device 
again. 

Offline disk array 
When an array or mirrored virtual disk has a mounted filesystem and the 
array or mirror goes offline due to error conditions, the filesystem becomes 
unusable. At this point, the filesystem cannot be unmounted (much the same 
as a hard disk failure). The system must be rebooted to clear this condition. 
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An array or mirror may go offline when more than one piece is out of service 
or one piece is out of service and parity is out of date. To rectify this: 

1. Disable the virtual disk (page 389). 

2. Force the virtual disk online (page 389). 

3. Restore the parity (page 390). 

4. Restore the filesystem data from the backup as described in "Restoring a 
scheduled filesystem backup" (page 129). 

If the system fails (crashes) while running on a RAID array, the parity data will 
be automatically regenerated when the system is booted. This will ensure that 
parity data accurately reflects the data on the other drives in the array. If an 
I/O error is encountered while the parity information is being restored, the 
array will go offline. It is recommended that a UPS (uninterruptable power 
supply) be used to reduce the risk of power outages on systems using virtual 
drives. 

Kernel virtual memory shortage 
When the system has many RAID virtual disk configurations, with large 
cluster sizes or a heavy I/O load, the performance of the array may be 
reduced due to the high contention for system resources (buffers, kernel vir­
tual memory, and so on). By increasing the total amount of physical memory, 
the system and array performance can be improved. See "Warning messages" 
(this page) for more information on driver error messages related to kernel 
virtual memory. 

Warning messages 

Warning messages (error messages that begin with WARNING:) alert you to vir­
tual disk failures that require immediate attention. These messages are 
recorded in/usr/adm/messages and are displayed on the console. 

vdisk n: too many levels of virtual disks 
The virtual disk configuration is not supported. The driver failed the virtual 
disk because only eight levels of nesting are allowed by the disk array driver. 
The desired configuration exceeds that level. 
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vdisk n: failed to open piece m 

There are two possibilities: 

• The driver was unable to open piece m during reboot. If the virtual device 
is an array or mirror, the device is functional but the out-of-service disk 
drive must be replaced or repaired as soon as possible. After the drive is 
replaced, restore parity (page 390). If the virtual disk is not an array or mir­
ror, the virtual disk is not functional. Replace or repair the failed disk drive 
and restore the data from backup. 

• The initial configuration of the virtual disk failed. The driver was unable to 
open piece m of the virtual disk. If the virtual disk is an array or mirror, the 
device is functional. The disk piece is out of service or is not currently con­
figured. The drive must be repaired or replaced or the disk piece must be 
usable to the system before enabling the virtual disk (page 389). 

vdisk n: spare will not be operational 
There are three possibilities: 

• During configuration of an array or mirror, the driver failed to open the 
disk piece defined as the spare. The virtual disk is functional, but if a drive 
fails, the spare piece will not be brought online. If you wish to include the 
spare in this configuration: 

1. Disable the virtual disk (page 389). 

2. Repair or replace the spare drive. 

3. Force the virtual disk online (page 389). 

4. Restore the parity (page 390). 

• The driver failed to access the spare piece when reading or writing the 
timestamp. The array or mirror is still functional, but the spare will not be 
brought online when a data piece fails. The spare drive must be repaired or 
replaced if you wish to include the spare in the virtual configuration. 

• The array has bad parity or a piece is out-of-service when the array was 
enabled. 

vdisk n: is being taken offine 
vdisk n: piece m and piece pare out-of-service 
The array or mirror is no longer functional. The driver was unable to access 
two disk pieces in the virtual disk or the driver was unable to access one disk 
piece in the virtual disk while the parity data was out of date. You must: 

1. Disable the virtual disk (page 389). 

2. Repair or replace the disabled drives. 
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3. Force the virtual disk online (page 389). 

4. Restore the parity (page 390). 

5. Restore the data for this virtual disk from backups as described in "Restor-
ing a scheduled filesystem backup" (page 129). 

vdisk: insufficient memory to ... 

The system does not have enough memory to initialize the virtual disk driver 
or perform a driver operation. If this error message persists and there is no 
"memory leak" (a process that progressively uses up memory without releas­
ing it), add additional physical memory to the system or reduce the virtual 
disk or other system resources. See "Virtual disks" in the Performance Guide. 

vdisk n: failed to allocate kernel virtual memory 

The system does not have enough memory to allocate the necessary buffers 
for I/O. If this error message persists, consider adding additional physical 
memory to the system or reducing system resources. 

vdisk n: failed to readlwrite timestamp on piece m 

The driver failed to access disk piece m when reading or writing the time­
stamp. Piece m will be taken out of service, but the array or mirror will still be 
functional. 

Restore parity on the out-of-service piece (page 390). If the restore fails, the 
out-of-service drive should be repaired/replaced as soon as possible and the 
parity restored. 

vdisk n: new configuration offline, repair out-of-service drive 
The virtual disk in not functional. The driver failed to open or access a disk 
piece when initializing a new configuration. The disk drive is either disabled 
or the disk piece is not defined properly. Repair or replace the failed drive or 
ensure the disk piece is available, then force the virtual disk online (page 389). 
If the virtual disk is an array or mirror, restore the parity (page 390). 

vdisk n: reconfiguration failed, restore from previous backup 
There was a system crash while the reconfigure operation was in progress. 
The array is offline. You should: 

1. Force the virtual disk online (page 389). 

2. Restore the parity (page 390). 

3. Restore the data for this virtual disk from backups as described in "Restor­
ing a scheduled filesystem backup" (page 129). 
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vdisk n: too many pieces out of service [ run dkconfig -cf ] 
The array or mirror is no longer functional. The driver was unable to access 
two disk pieces in the virtual disk. You should force the array or mirror 
online (page 389). 

If the configuration fails, you should: 

1. Repair or replace the two disabled drives. 

2. Force the array or mirror online again. 

3. Restore the parity (page 390). 

4. Restore the data for this virtual disk from backups as described in "Restor-
ing a scheduled filesystem backup" (page 129). 

vdisk n: read invalid timestamp on piece m 

The timestamp on disk piece m of the array or mirror has become desynchron­
ized. You should: 

1. Disable the virtual disk or mirror (page 389). 

2. Force it online (page 389). 

3. Restore the parity (page 390). 

vdisk n: timestamps are not valid [run dkconfig -cf] 
Timestamps for the disk pieces, which make up the array or mirror, are out of 
synchronization. One or more of the disk pieces, which make up the array or 
mirror, were accessed individually prior to reboot or an enable. You should: 

1. Force the array or mirror online (page 389). 

2. Restore the parity (page 390). 

vdisk n: failed to bring spare online 
The driver was unable to access a disk piece and attempted to replace the 
failed disk (the disk piece will be taken out of service) with the spare disk 
piece. While updating the data on the spare piece, an I/O error occurred. The 
spare piece will not replace the out-of-service piece in the virtual disk. The 
array or mirror is still functional, but you should replace the out-of-service 
data drive and spare drive as soon as possible. 
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vdisk n: timestamps not closed properly, parity must be 
restored 

The virtual disk was fully operational prior to a system crash. Data on the par­
ity piece may not be accurate. The system will automatically restore parity 
during boot, so no intervention is necessary in this case. 

vdisk n: timestamps not closed properly, parity may be 
out-of-date 

The virtual disk had one piece out of service prior to a system crash. Data on 
the virtual disk may not be accurate. Repair or replace the out-of-service 
drive and restore the virtual disk data from backups as described in "Restor­
ing a scheduled filesystem backup" (page 129). 

vdisk: failed to spawn vddaemon error = x 

The daemon was not spawned during reboot. RAID virtual disks may not be 
operational. Reboot the system and use ps -aef to make sure the vddaemon is 
running. If the problem occurs again, the system may be corrupted. Decon­
figure the virtual disks and reinstall the Virtual Disk Manager package. 

At least one vddaemon must be running. On multiprocessor systems, one is 
started per CPU for extra performance. If only one is running, then virtual disk 
performance may be reduced. 

vdisk n: piece m is out of service 

The driver was unable to configure disk piece In of the virtual disk. Piece In 

will be taken out of service. The array or mirror is functional, but you should 
repair or replace the disk drive as soon as possible and restore the parity of 
the failed drive (page 390). See "Repairing a failed drive" (page 390) for more 
information. 

vdisk n: piece m is being taken out of service 
The driver failed to access disk piece In of the virtual disk. This disk piece will 
be taken out of service. The array or mirror is functional, but you should 
repair or replace the out-of-service disk drive as so<?n as possible and restore 
the parity (page 390) for the failed drive. 

vdisk n: not enough jobs to restore from spare 

The maximum number of outstanding jobs for the specified virtual device has 
been reached. Restore the parity again (page 390). See "Virtual disks" in the 
Performance Guide. 
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vdisk n: restart of reconfiguration failed, restore from previous 
backup 

A reconfiguration on vdisk n was in progress and was interrupted. The driver 
attempted to restart the reconfiguration from the interrupted point, but could 
not. The virtual disk will be offline. You should: 

1. Force the disk online (page 389). 

2. Restore the data for this virtual disk from backups as described in "Restor­
ing a scheduled filesystem backup" (page 129). 

vdisk: write to data base piece m failed err = x 

A write to dktab piece m of vdiskO failed. Configuration information is not 
valid on that backup piece. You can either: 

• Modify the affected dktab piece and relocate it (page 385). The Virtual Disk 
Manager will then reconfigure vdiskO . 

• Modify the database and remove the affected dktab piece (page 377). 

vdisk n: cannot restart reconfiguration if interrupted 

Reconfiguration of the indicated virtual disk cannot be restarted if it is inter­
rupted before completion. Verify that enough spool pieces are configured in 
vdiskO for as many simultaneous fail-safe reconfigurations as will be executed. 
See" Adding a configuration backup" (page 377) for information on modifying 
the virtual disk database. 

vdisk: piece x is too small to backup configuration information 
The piece number x of vdiskO is too small to back up the current configuration 
of configured virtual disks. Increase the length of that piece or reconfigure 
vdiskO to include a larger disk piece. See" Adding a configuration backup" 
(page 377) for information on modifying the virtual disk database. 

Notice messages 
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Notice messages (error messages that begin with NOTICE:) alert you to error 
conditions where recovery has already occurred, but some operator inter­
vention is necessary. Notice messages are recorded in /usr/adm/messages and 
are displayed on the console. 
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vdisk n: new configuration online, parity must be restored 
A virtual disk has been configured for the first time. 

vdisk n: bringing spare online 
One of the data pieces failed in the virtual disk. The spare piece will be 
brought online to replace the failed drive. 

vdisk n: spare is online 
One of the data pieces failed in the virtual disk. The spare piece was brought 
online to replace the failed drive. Replace or repair the out-of-service data 
drive and restore the parity for the out-of-service disk piece (page 390). See 
"Repairing a failed drive" (page 390) for more information. 

vdisk n: cannot bring spare online during reconfiguration 
A disk piece was taken out of service in the current or new configuration 
during the reconfigure operation. Either the current or new configuration con­
tains a spare. The spare piece will not be brought online during the reconfig­
ure operation. After the reconfiguration completes, the spare will be opera­
tional. 

vdisk n: corrected error on piece m, no data lost 
A bad block was detected and the disk array driver was unable to access piece 
m of the virtual disk during its first attempt. The driver recreated the data, 
retried the job, and was able to access the disk piece successfully on the 
second attempt. The array or mirror is functional. Ignore all previous bad 
block messages displayed by the underlying disk driver. 

vdisk: job time-out; restarting job processing 
During error recovery, there was a job time-out for one of the disk pieces in 
the virtual disk. The disk array driver will take the disk piece out of service 
and continue processing all remaining jobs. Restore the parity (page 390) on 
the out-of-service disk piece. 

vdisk: job pool is empty 
The maximum number of outstanding jobs for the disk array driver has been 
reached. The driver will not process any more jobs until most of the outstand­
ing jobs are complete. This limit is controlled by the VDJOBS kernel parame­
ter. See "Using configure to change kernel resources" in the Performance Guide 
for information on changing kernel parameters. 
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vdisk n: job queue is full 
vdisk n: piece pool is empty 
The maximum number of outstanding jobs for the specified virtual device has 
been reached. The driver will not process any more jobs for this device until 
most of the outstanding jobs for the virtual disk are complete. This limit is 
controlled by the VDUNITJOBS kernel parameter under the Virtual disks item 
of performance tunables. See "Virtual disks" in the Performance Guide. 
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Appendix A 

Customizing UNIX system startup 

When your system is switched on and booted, certain aspects of the UNIX sys­
tem operation are set up. The system reads initialization files at startup, when 
changing run levels, and whenever a user logs in. By modifying these files, 
you can adapt system startup. 

The system initialization files contain commands or data that: 

• set initial run levels 

• set the system clock 

• enable terminals 

• start programs 

• check and mount specified filesystems 

• clean up temporary directories 

• set home directories and terminal types for users 

• display system messages 

The files discussed here are /etc/inittab, the scripts in the /etc/rc2.d directory, the 
.profile, .cshrc, and .login files (along with their system-wide counterparts in 
/etc), and the /etc/motd file. 

The system administrator can modify the startup files to create any initial sys­
tem and user environment. For example, by adding or changing entries in the 
inittab file, specific terminals can be enabled (or disabled) when the system 
enters or leaves a particular run level. By changing a script in the /etc/rc2.d 
directory, process accounting can be started automatically at system startup. 
The administrator can also customize a specific user's environment by modi­
fying the .profile or .login file in their home directories. 
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The initialization files are ordinary text files and can be modified using a text 
editor. Entries in the /etc/inittab file must follow a specific format described in 
the inittab(F) manual page. For more information on init run levels, refer to 
the init(M) manual page. The scripts in /etc/rc2.d and the .profile and .login files 
contain Bourne shell commands and comments. See Chapter 11, "Automat­
ing frequent tasks" in the Operating System User's Guide for more information 
on shell programming. 

Changing the letc/inittab file 
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The letclinit program starts during the last phase of kernel initialization and 
has a "process id" (PID) of 1/ 1". The init process starts all other processes. 
The /etc/inittab file contains instructions for init. The init program reads the 
inittab file under three circumstances: at boot time, when an init-started pro­
cess completes, and when the system administrator executes either the 
letclinit or Ibin/telinit command with a run-level argument. The arguments 
passed to init allow you to change the system run level or force init to exam­
ine the inittab file without changing the run level. When the system changes 
run levels, init scans inittab for instructions that apply to the new state. 

NOTE When you modify inittab, the change is only temporary because each 
time the kernel is relinked, a new inittab file is created. To change the initial­
ization procedure permanently, you must also modify the source from 
which the inittab file is recreated. To add a new entry, append it to the 
/etc/conj/cj.d/init.base file. To modify an entry, locate and edit the existing 
entry in /etc/conj/cj.d/init.base or in one of the other component files in the 
/etc/conj/init.d directory. 

The inittab file is made up of entries that contain four fields separated by 
colons: 

label: run_level: action: process 

Table A-1 inittab fields 

Field Description 

label a unique identification label of up to four characters 
run_level the init level at which the entry is executed 
action a keyword indicating the action that init is to take on the process 

process the process init executes upon entering the specified run level 

If there is more than one run level specified for an inittab entry, the levels 
appear in the second field without separators. If the run level field is empty, 
the entry is executed in all numeric run levels (0-6). When the run level 
changes, any process that does not have an entry for the new run level 
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receives a warning signal (15). If the process does not terminate after 5 
seconds, it receives a kill signal (9). The current state of the init process deter­
mines how it executes the inittab entry. 

When the init program is initially invoked, it scans inittab for entries that con­
tain the action keywords described in Table A-2 (this page). These entries are 
executed only during init's boot-time read of inittab. 

Table A-2 inittab single-user keywords 

Keyword 

boot 

bootwait 

initdefault 

sysinit 

Description 

starts the process and continues to the next entry without 
waiting for the process to complete. When the process dies, 
init does not restart the process. 

starts the process once and waits for it to terminate before 
going on to the next inittab entry. 

determines which init level to enter initially, using the 
highest number in the "run_level" field. If the "run_level" 
field is empty, init interprets the run level as 0123456 and 
enters run level 6. If there is no initdefault entry in inittab, 
then init requests an initial run level from the user at boot 
time. 

starts the process the first time init reads the table and waits 
for it to terminate before going on to the next inittab entry. 
Entries with the sysinit keyword are executed before init tries 
to access the console. 

When the run level changes from single-user to a numeric run level (0-6), init 
scans entries with the actions in Table A-3 (page 404) and executes only those 
entries with the appropriate "run_level" field set. 
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Table A-3 iniHab runJevel field keywords 

Keyword 

off 

once 

ondemand 

respawn 

wait 

Description 

sends a warning signal, waits 5 seconds, then sends the kill 
signal to the process if it is currently running. If the process is 
not running, it ignores the inittab entry. 

starts the process and continues to the next entry without 
waiting for the process to complete. When the process dies, 
init does not restart the process. 

is functionally identical to respawn; the ondemand keyword 
is used only with the a, b, or c run-level values. 

starts the process if it is not currently running and continues 
to the next entry without waiting for it to complete; restarts 
the process when it dies. If the process is already running, 
init ignores the inittab entry. 

starts the process and waits for it to complete before going on 
to the next inittab entry. 

If the system hardware is capable of detecting power failure and init receives 
a power failure signal, init executes entries containing the actions shown in 
Table A-4 (this page) if the run level is appropriate. 

Table A-4 iniHab powerfail keywords 

Keyword 
----

powerfail 

powerwait 

Description 
-----------------------------------------

starts the process once and continues to the next entry 
without waiting for the process to complete. 
starts the process once and waits for the process to complete 
before going on to the next entry in the table. 

In the following example, the inittab entry sets the default run level for the 
system to single-user mode when in it is initially invoked: 

is:S:initdefault: 

I 
NOTE The initdefault action is not associated with any process. The third 
colon (:) in this entry is necessary; if it is missing, init ignores the entire 
entry. 

You can configure your system to come up in multiuser mode by editing this 
inittab entry, changing the" S" in the run-level field to a "2". 



Changing scripts in I etclrc2. d 

The following inittab entry runs the fetclbeheekre script when the system is 
booted (or rebooted) and waits for the process to complete before processing 
the next entry. (The beheekre script checks the filesystems and sets the date.) 

bchk: :sysinit:/etc/bcheckrc </dev/console >/dev/console 2>&1 

The init process also starts the fetclgetty program according to instructions in 
inittab. The getty ("get a tty") program sets up communication between the 
system and terminals. For more information, see the getty(M) manual page. 

The following example inittab entry tells init to start a getty process (if one 
does not already exist) for ttyOl (the console) at 9600 baud when the current 
run level is 2: 

co:2:respawn:/etc/getty ttyOl sc_m 

The respawn action instructs init to restart the getty process each time it dies 
and to continue processing the next inittab entry without waiting for the 
current process to complete. By changing the action from respawn to wait, 
you tell init to wait until the current process has finished before reading the 
next entry in inittab. 

See the inittab(F) manual page for a detailed description of the format of the 
inittab file and an explanation of the action keywords. 

To make your changes to inittab effective immediately, execute the telinit Q 
command. This command causes init to reexamine the modified inittab file 
without changing the run level. 

Changing scripts in letc/rc2.d 

Upon entering init state 2 (multiuser mode) from either a higher init state 
(3-6) or from single-user mode, init executes the fetclre2 script according to 
the instructions in /etc/inittab. The re2 script sets certain environment vari­
ables and runs scripts in the /etc/rc2.d directory. Some of the scripts in rc2.d 
run scripts in subdirectories of the rc.d directory. 

This section describes the scripts in the /etc/rc2.d directory that are run by re2 
and explains the steps for adding your own script. The rc2(ADM) manual page 
describes the other scripts that re2 runs. 

Table A-5 (page 406) gives a brief description of some of the scripts in 
/etc/rc2.d. 
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Table A-5 letc/rc2.d scripts 

Script 

SOOMDAC 
POOSYSINIT 
SOOVDISK 
IOIMOUNTFSYS 
P03RECOVERY 
P04CLEAN 
P05RMTMPFILES 
P15HWDNLOAD 
P16KERNINIT 

P20sysetup 
P21perf 
S25pm 

S35dlpi 
P70uucp 
P75cron 
S80lp 
S85tcp 
P86mmdf 
P86scologin 
P87USRDAEMON 
P88USRDEFINE 

S89hostmib 
S89nfs 
P90RESERVED 
S93scohttpd 
S95calserver 

S99apcssd 

Description 

starts Mylex disk array monitor 
starts kernel message logger 
configures virtual disk arrays 
mounts filesystems specified in /etc/defaultlfilesys 
tidies up vi editing sessions after a crash 
removes temporary files 
removes temporary files 

downloads hardware 
starts, process accounting, network, and other kernel 
initialization 

configures print system and generates /etc/systemid 
starts system accounting 
starts power management event routing and servicing 
daemon 
configures the network card driver interface 

cleans up UUCP lock files 
starts cron daemon 
starts lpsched and net utilities 

starts TCP lIP, name service, and routing 
starts mmdf deliver daemon 
starts scologin 
starts user daemons 
executes user-definable commands after boot 

starts host MIB service 
starts NFS service 
mails fsck output saved during autoboot to root 
starts SCOhelp daemon 
starts calendar daemon 

starts UPS port monitor 

The /etc/rc2.d directory on your system may contain scripts other than the ones 
listed in the table. This is because during installation, many add-on programs 
insert their own daemon-initialization scripts in this directory. This directory 
may also include scripts that clean up the temporary or lock files for an add­
on program. 

You can write your own scripts to run when the system enters init state 2. For 
example, you can write a script that sets up a RAM disk or starts a network 
and add it to /etc/rc2.d. 
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The following factors should be considered when writing a system startup 
script to be placed in rc2.d : 

• When going from a higher or lower init state to init state 2, files that begin 
with an " S ", " P ", or " I" are executed with the start option. 

• When changing from a higher in it state (3-9) to init state 2, scripts in rc2.d 
that begin with a "K" are executed with the stop option. 

• Files that begin with characters other than" S", "P", "I", or "K" are 
ignored. 

• Files are executed in order of their filenames sorted according to the ASCII 
collation sequence from their second character onwards (see rc2(ADM) and 
prc_sync(ADM) for more details). Scripts that start with "s" or "I" (or 
"K" for /etc/rcO.d shutdown scripts) are executed serially; those beginning 
with "P" are executed concurrently if they form a contiguous sequence 
between "s" or "I" (or "K") scripts. Processing of "s" or "I" (or "K") 
scripts does not start until all previous scripts have exited. 

Table A-6 (this page) gives, in sort-sequence order (left to right), the ASCII 
characters that are valid for naming files. 

Table A·6 Valid filename characters 

# Ofc) + , - 0 1 2 3 

4 5 6 7 8 9 : = .7 @ 

A B C D E F G H I J 
K L M N 0 p Q R S T 

U V W X Y Z A a b -
c d e f g h i j k 1 

I---f--

m n 0 p q r s t u v 

w x y 

• Your script may rely on the existence of services or daemons (such as net­
work services, the cron daemon, or the print scheduler) started by other 
scripts. For example, if your script depends upon certain filesystems being 
mounted, make sure that you name your script so that it runs after the 
IOIMOUNTFSYS script. (When you add a new filesystem with mkdev fs, 
the appropriate files are updated with the information necessary to mount 
the new filesystem when the system enters multiuser mode.) 

To add a function to the initialization procedure: 

1. Write a script that performs the desired function. 

2. Test the script to make certain it behaves as expected. Be sure any 
environment variables used in the script are defined at startup. 
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3. Name the file so that it begins with the uppercase letter" P", "S", "I", or 
" K" followed by a two-digit number indicating the order in which it 
should be executed relative to the other files in the directory, and ends 
with a name that describes the script's function. For example, 5SOlp han­
dles print service startup. It will be executed after any script that begins 
with 579, and before any that begins with 5S1. You must follow this nam­
ing convention to ensure that your script is executed at the proper time. 

Note that a set of scripts whose names start with P77, P7S, and P79 will be 
executed concurrently. 5SOlp will not start until they have all exited. 

4. Copy the script into the /etc/rc2.d directory so that it is executed by re2 
when the system enters (or leaves) multiuser mode. 

If the function that you want to add is in the same category as functions per­
formed by a script already located in /etc/rc2.d, simply edit the existing script 
to add the new function. For example, you can add a function related to 
UUCP to the file P70uucp. You can also edit any script to tailor it to your 
needs. For example, to start process accounting, remove the appropriate com­
ments from the P16KERNINIT file. Remember to back up the original script 
before modifying it. 

Starting daemons on a trusted system 
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If your system is configured in "High" or "Improved" (C2) security mode, all 
processes must be stamped with an LUID (login user ID) in order to run prop­
erly. If you add any scripts that call a setuid or setgid (set user ID or group 
ID) program to the /etc/rc structure, you must remember to set the LUID. This 
ensures that the system accurately records who does what, even if the 
effective identity of the user changes. An attempt to run a setuid or setgid 
program without an LUID fails with the error message: cannot execute. If 
the program does not change the ID of the process, this procedure is unneces­
sary. 

To set the LUID, use the su(C) command: 

su username -e "command" 

where username is the name of the user or account and command is the com­
plete command that you want to execute. 

For example, the deliver daemon checks periodically for undelivered mail. 
The daemon is in the file /etc/rc2.d/S86mmdj. 

Ibin/su mmdf -c "/usr/mmdflbin/deliver -b" 

This command sets the LUID to mmdj, which is the LUID used to administer 
the mail routing system. The command is run automatically when the system 
goes into multiuser mode. 
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Daemons that must run without an LUID 

The sdd daemon process is used to start processes that must run without an 
LUID (such as cron). Processes that must have no LUID can be added to the 
/tcblfiles/no_IZlid!cmdtable file. See the sd(ADM) manual page for more informa­
tion. 

Modifying .profile and .login files 

The /etc/profile file sets the default environment for all users of the Bourne and 
Korn shells, while /etc/cshrc does the same for users of the C shell. The .profile 
and .login (for C shell users) files in the users' home directories contain com­
mands that initialize the environment for each individual user. When a 
Bourne or Korn shell user logs in, the shell first executes the commands in 
/etclprofile and then executes the commands in the .profile file in the user's 
home directory. When a C shell user logs in, the shell executes the commands 
in /etc/cshre and then the commands in the user's .login file in their home direc­
tory. (Depending on the login shell, other files may also be read.) 

The files contain commands that set various system variables (for example, 
TERM, PATH, and MAIL). These variables give the system information such 
as what terminal type is being used, where to look for programs that the user 
runs, where to look for the user's mailbox, and what keys to expect for the 
"kill" and "backspace" functions. For more information about these environ­
ment variables, see "Understanding variables" in the Operating System User's 
Guide. 

There is one .profile and/or .login file for each user account on the system. The 
files are placed in the user's home directory when the account is created. 
Users can modify their own .profile or .login files or allow the system adminis­
trator to make modifications. In either case, these files are ordinary text files 
and can be modified using a text editor. Commands can be added or removed 
as desired. 

Changing the fetc/motd file 

The message of the day file, /ete/motd, is intended to provide the greeting dis­
played whenever a user logs in. By default, this file is empty. /etc/motd is an 
ordinary text file, so the system administrator can change the message by edit­
ing the file with a text editor. You can also use the MOTD Manager located 
in the System directory of the SCOadmin hierarchy, which simply invokes the 
default editor on the file. 
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In general, you should limit the size of the /etc/motd file to include no more 
than a single screen of information. You can modify this file to include mes­
sages such as a reminder to clean up directories, to preserve disk space, a 
notice of the next periodic backup, a description of the latest system upgrade, 
or information about upcoming scheduled system down times. 

Other message files 
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There are other message files on the system that are displayed at boot or login 
time: 

/etc/issue 

/etc/copyrights 

contains the seQ product name 

a directory containing copyright messages for components 
of your seQ system 



Appendix B 

Using the system console 
and non-graphical displays 

This appendix describes utilities and features that affect the use of the system 
console and non-graphical displays, including serial terminals. Much of the 
information presented here concerns use of the console in non-graphical 
mode. 

Console displays are connected to a standard display adapter, while color ter­
minals are connected to the system by special adapters. 

Tasks discussed here include: 

• Using multiscreens (page 412) 

• Using the console screen protection feature (page 413) 

• Changing non-graphical video fonts (page 413) 

• Controlling non-graphical color displays with setcolor (page 414) 

• Setting the console keyboard type (page 416) 

• Using serial multiscreens with mscreen (page 417) 

If you want to set up a serial console, refer to "Setting up serial consoles" in 
the sea Open Server Handbook. 
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Using multiscreens 

With multiscreens, you can use your console as several terminals at one time. 
Use of this feature is described in "Running programs simultaneously with 
multiscreen displays" in the sea Open Server Handbook. 

See also: 

• multiscreen{M) 

• screen{HW) 

Reducing the number of multiscreens 
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The system is configured with 12 muItiscreen(M) console screens by default. 
Although this does not significantly affect performance, you can reduce the 
number of screens if desired. To configure the system for fewer screens, do the 
following: 

1. Log in as root and use configure(ADM) or the Hardware/Kernel Manager. 
Select category 9, "TTY and console configuration." 

2. Skip the parameters displayed by pressing (Enter) until you reach the 
NSCRN parameter. Enter a value corresponding to the number of screens 
you wish to enable. 

3. Calculate the amount of screen memory in KB (controlled by the 
SCRNMEM parameter) as follows: 

For 25-line displays: SCRNMEM = 10KB + 4KB* NSCRN 

For 43-line displays: SCRNMEM = IOKB + 8KB * NSCRN 

4. Enter a value for SCRNMEM to match the value you calculated in the pre­
vious step. 

5. Exit the configure(ADM) menu by entering" q" and pressing (Enter). 

6. Relink the kernel as described in "Relinking the kernel" in the sea Open­
Server Handbook. 

7. Disable the unused multiscreen ttys. For example, if you reconfigured for 
5 screens after having 12, you would enter the following command at the 
system prompt to disable ttys 6 through 12: 

disable tty06 tty07 UyOS tty09 ttyI0 ttyII ttyI2 

8. Shut down the system and reboot from the new kernel. Use the System 
Shutdown Manager or this command: 

shutdown -gO 

You can warn users by replacing 0 with the number of minutes. When the 
reboot message is displayed, press (Enter) to restart the system. 
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Multiscreens and multiple video adapters 

Video adapters can be assigned to multiscreens dynamically. All start on the 
primary adapter, but any screen can be moved to another video card with the 
vidi( C) command. 

Valid adapter names are "mono", "cga", "ega", and "vga". 

For example, if your primary video adapter is an EGA and you have a MONO 
secondary adapter, you can move the current screen onto the MONO card 
using the following command: 

vidi mono 

Using the console screen protection feature 

VGA consoles can be set up to blank after a certain number of seconds to pro­
tect the screen from excessive wear. The kernel parameter TBLNK controls 
the VGA console screen protection feature. By default, screen blanking is not 
performed: to enable this feature, log in as root and use the configure(ADM) 
command or the Hardware/Kernel Manager described in "Configuration 
tools" in the Performance Guide. Select category 9, "TTY and console configura­
tion" and change the value of TBLNK to the number of seconds that the sys­
tem should wait before blanking the screen. Then relink the kernel as 
described in "Relinking the kernel" in the sea Open Server Handbook. 

Changing non-graphical video fonts 

You can display the full range of characters on a display adapter by using the 
vidi(C) utility. Normally, if you have a console with a display adapter which 
has a character set defined in a ROM, you will be able to display only those 
characters defined in that ROM. In addition, in order to display the entire font 
set, the mapchan file for the console must correspond to the character set 
defined in that ROM. 

In addition to using vidi(C) to override ROM, you can use it to define certain 
display fonts on some display adapters. For example, the VGA adapter will 
allow you to display fonts in the sizes 8x8, 8x14, and 8x16. 

The vidi(C) utility defines the font for one of these six character sets. 
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Table B·1 Font definition files (lusr/lib/ZJidi) 

Character set 8x8 font 8x14 font 8x16 font 

PC standard font8x8 font8x14 font8x16 
ISO 8859/1 iso.8x8 iso.8x14 iso.8x16 
PC Nordic nor.8x8 nor.8x14 nor.8x16 
PC Portuguese por.8x8 por.8x14 por.8x16 
PC Spanish spa.8x8 spa.8x14 spa.8x16 
PC Greek grk.8x8 grk.8x14 grk.8x16 

Controlling non-graphical color displays with setcolor 

setcolor(C) is a simple utility that enables you to control the colors used on 
the display screen. Both foreground and background colors can be set 
independently in a range of 16 colors. setcolor can also set the reverse video 
and graphics character colors. (The setcolor command usually has no effect 
on monochrome displays or terminals.) 

I NOTE setcolor also works on the ansi display within a scoterm(XC) win­
dow. 

The following colors are available: 

blue magenta 
It_blue It_magenta 

white 
hi_white 

brown 
yellow 
green 
It_green 

black 
gray 
red 
It_red 

To display these colors, simply invoke setcolor without options. 

The sections that follow explain the options for using these colors. 

Changing the foreground and background colors 
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You can set both background and foreground colors with a single command: 

setcolor red white 

This resuIts in red characters on a white background. If only one color is 
specified, the foreground color is changed. To change only the background 
color, use the -b option, as in the following: 

setcolor -b red 

This changes the background color to red. 
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Changing reverse video colors 

setcolor allows you to set the reverse video colors for the background and 
foreground independently. For example: 

setcolor -r blue red 

This command sets the foreground reverse video color to blue and the back­
ground reverse video color to red. 

Changing the screen border color 

For CGA cards you can also change the color of the square border that defines 
the text region of the display: 

setcolor -0 green 

The above example changes the border to green without affecting the rest of 
the display. 

Sounding the keyboard bell 

One of the less obvious functions of setcolor is to control the sound of the bell 
that is usually built into the display or keyboard. To change the bell tone, you 
must supply a pitch and duration. Pitch is the period in microseconds, and 
duration is measured in fifths of a second. When using this option, a (Ctrl)G 
(bell) must be echoed to the screen for the command to work. For example: 

setcolor -p 500 2 
echo "G 

This command sets the bell to a high pitch of short duration. The higher the 
pitch number, the lower the sound generated. This command sets the bell to a 
sustained low tone: 

setcolor -p 7000 8 

Note that each time (Ctrl)G is pressed, the bell will sound the tone most 
recently set. 

Resetting the screen 

setcolor -n returns the screen to the default white characters on black back­
ground. 
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Setting the console keyboard type 

sea systems support two keyboard modes: AT and XT. By default, the system 
is configured for use with an XT keyboard. This is because an XT (or other 
non-AT) keyboard will not work in AT mode. The system will not recognize 
keyboard input. An AT keyboard will work properly in XT mode, but the 
extended keyset found on the AT 101 or 102 key keyboard is not accessible. If 
you have an AT keyboard you can reset the keyboard mode to AT to make full 
use of the extended keyset. Use the kbmode(ADM) utility is used to test and 
set the keyboard mode. 

I CAUTION Do not change the keyboard type to AT if you are running graphi­
cal sessions on the console. The X server does not support it. 

Some keyboards have an AT keyboard layout, but do not support AT mode. 
To test your keyboard to determine if it supports AT mode, invoke kbmode 
with the test option: 

kbmode test 

A sample session with kbmode in test mode is shown below, with user input 
in bold: 

# kbmode test 
Current keyboard mode is XT 
Do you want to determine if your keyboard supports AT mode? y 
During the test the keyboard will be put into AT mode. 
You should then press the space bar two or three times. 
Are you ready to start? y 

Please hit the space bar now! 

The keyboard has been returned to its default mode. 
It supports AT mode. 
# 

The display will be temporary initialized to AT mode. 

Switch,ng keyboard modes manually 

The kbmode utility is also used to set the mode. Use one of the following 
commands for switching to AT or XT mode: 

kbmode at 
kbmode xt 

Changing modes permanently 
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To change the default mode permanently, the kernel parameter KBTYPE must 
be set to the proper keyboard. To change KBTYPE, log in as root and use the 
configure(ADM) command or the Hardware/Kernel Manager described in 
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"Configuration tools" in the Performance Guide. Select category 18, "Miscel­
laneous device drivers and hardware parameters" and change the value of 
KBTYPE. Then reI ink the kernel as described in "Relinking the kernel" in the 
sea Open Server Handbook. 

Using serial multiscreens with mscreen 

The multiscreen(M) feature provides many separate login screens on the con­
sole. It is possible to use a similar feature on a terminal. Terminals that have 
multiple pages of screen memory can be used as separate screens, each with a 
different login session, as if you had several terminals at your service instead 
of one. 

On a Wyse 60 terminal, the contents of two entire screens of activity can easily 
be saved. The use of a third screen on the Wyse 60 is discussed below. Using 
two screens is very much like having more than one terminal. The complete 
functionality of a login session is provided on each screen, and previously 
executed commands (or their results) are displayed on each screen when it is 
in use. This section uses the Wyse 60 as an example. (See the mscreen(M) 
manual page for a technical explanation.) 

You can also limit the number of mscreens available. The mscreen utility pro­
vides access to multiple terminal sessions, much like logging in on more than 
one terminal. These sessions are provided on "pseudo-ttys" rather than the tty 
devices usually used by terminals or modems. A tty is a special file associated 
directly with a particular hardware device used for communication with 
equipment such as terminals or printers. ttys can be seen in the /dev directory 
as files with the name "tty" followed by a number and a letter. Use the mkdev 
pttys command to add pseudo-ttys for use with mscreen. As a general guide­
line, the recommended number is two or three per user - so if you plan to 
accommodate 8 serial terminal users, you should create 16-24 pseudo-ttys. 
Refer to "Adding or removing pseudo-ttys" in the Networking Guide for more 
information. 

Adding more mscreen capability to your system should increase the produc­
tivity of the users. However, too much of a good thing can slow your system 
down. A system with 10 users, each of whom uses two screens, could perform 
as though it is servicing 20 users. Keep system performance in mind when 
deciding how many mscreens should be allowed system-wide, and who 
should be able to use them. 

I NOTE When using the who command, each user mscreen session is listed. 
If you wish to list only the master logins, use the who -f command. 

No terminal known contains enough screen memory to save the material dis­
played during the use of all 20 logins that mscreen is capable of. However, 

417 



Using the system console and non-graphical displays 

any terminal should allow the user to switch between as many as 20 screens, 
providing the keyboard has enough extra keys to indicate the switch between 
screens. The user will probably not find multiple screens very useful without 
multiple pages of screen memory. It is inconvenient, for example, to have to 
redraw the terminal's screen each time one switches screens when using a 
spreadsheet on one screen and vi on the other. Most people who use terminals 
with minimal screen memory prefer shell layers shl( C) to mscreen for multi­
ple login sessions. For more information, see the shl(C) manual page. 

Adding pseudo-ttys 

A pseudo-tty is a device that is not associated with any real hardware, and it 
is used to simulate the function of a real tty. Users of networking products 
should already be familiar with pseudo-ttys, as they are the devices used to 
log in on remote machines. A pseudo-tty is represented by two software de­
vices that appear in a listing of /dev as ptyp and ttyp, each followed by a num­
ber. The former is called the "master" tty and the latter the "slave". Between 
the two, they simulate a functional tty. 

Pseudo-ttys are created with the mkdev ptty command. 

To configure the pseudo-ttys, log in as root and enter the following command: 

mkdev ptty 

This automatically creates the necessary devices, updates the files /etc/inittab 
and /etc/conj/cfd/init.base, and updates the NSPTTYS kernel parameter (the 
maximum number of pseudo-ttys) as necessary. If this value is increased, a 
kernel relink will be necessary. 

mscreen troubleshooting 
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Unlike many utilities, mscreen's complex responsibilities require a number of 
conditions for correct functionality. By following the suggestions here, you 
should be able to avoid some of the more common mistakes made by new 
mscreen users. 

In preparing to use mscreen, make sure your terminal works with the pro­
gram. Find out how much screen memory is provided by consulting your ter­
minal manual. The mscreen utility uses the file /etc/mscreencap to determine 
how to change screen images for your particular terminal. As shipped, 
/etc/mscreencap is supplied with only a few terminals. To use mscreen with 
other terminals, configure the /etc/mscreencap file before using your terminal. 
If you run mscreen on a terminal that does not have an entry in 
/etc/mscreencap, mscreen fails. 
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If you are sure your terminal works with mscreen and you have a working 
mscreencap, but mscreen still fails: 

• Create more pseudo-ttys with mkdev ptty. 

You may need to create more pseudo-ttys if the pseudo-ttys currently on 
your system are in use. 

• Verify switching. 

Make sure the /etc/mscreencap for your terminal is correct. Use one of the 
examples in /etc/mscreencap to check the way your function key output 
sequence is mapped to a particular mscreen command. You must log in 
separately to each screen you intend to use. 

• Kill mscreen processes. 

If you are testing an mscreencap entry and you have trouble with the 
screens, you should do the following: 

1. Check the processes that are running: 

ps -uusername 

2. Kill all the mscreen processes: 

kill -9 process_numbers 

Advanced mscreen configuration 

Many users find mscreen satisfactory as provided. For advanced mscreen 
users, or anyone interested in learning more about both mscreen and the op­
erating system, here are some "tuning" tips for using and extending mscreen. 

In addition to invoking mscreen automatically, the script in Example B-1, 
".login script" (page 420) allows three full-featured mscreens on a Wyse 60 
and adds a number of convenience features for the mscreen user. Example 
B-2, ".profile script" (page 420) presents the same material for the Bourne and 
Korn shell .profile file. These examples are deSigned to be added to the end of 
your .login or .profile file, and replace any existing tset material. 
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Example B·1 .login script 
# Example material for the end of a C-Shell .login file. 
# 
# If logging in via pseudo-tty, suppress terminal initialization. 
set ttyname='tty' 

# Set init to null, initially. 
set init = 

set noglob 

# Reset init to the value "-I" when logging in on a pseudo-tty to 
# suppress the tset terminal initializations string. 

if ( 'expr $ttyname : "/dev/ttyp" , > 0 ) set init = "-I" 
set term = ('tset -m ansi:ansi -m wy60:wy60 -m:\?wy60 -r -S -Q $init') 
setenv TERM $term 
unset noglob term 
# Put WYSE 60 in ECON-80 mode during initial log in process. 
if ( "$init" != "-I" && "$TERM" == "wy60" ) Ibin/echo "\033eG\c" 

# Set the prompt to indicate the tty number of the current 
# mscreen and command. 
set prompt = "'expr $ttyname: '/dev/\(.*\)" \!% " 

# Release the local variables used. 
unset ttyname init 

# Run mscreen and logout if the 'stop' key (defined as S-F9 in 
# the default /etc/mscreencap for wy60) is pressed. This string 
# is described in the mscreen (M) manual pages. 
mscreen -n 3 
if($status == 0) logout 

Example B·2 .profile script 
# Example material for the end of a Bourne shell .profile file. 
# 
ttyname=' tty' 

init="" 

if [ 'expr $ttyname "/dev/ttyp'" -gt "0" ] then 
init="-I" 

fi 
eval 'tset -m ansi:ansi -m wy60:wy60 -m :\?wy60 -r -s -Q $init' 
export PATH 

if "$init" = "-I" -a "$TERM" = "wy60" ] ; then 
/bin/echo "\033eG\c" 

fi 

PS1="'expr $ttyname: '/dev/\(.*\)" $" 

unset ttyname init 

mscreen -n 3 
if" $ ?" = "0" ] ; then 

exit 
fi 
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Many term cap entries (including wy60) clear the screen buffers (which 
mscreen uses to store the contents of multiple screens) as part of the initializa­
tion string. In Example B-1, ".login script" (page 420) and Example B-2, 
".profile script" (page 420), tset(C) sends the initialization string only during 
the first login procedure. When logging in on pseudo-ttys, tset is invoked 
with the -I flag. This is done by adding the init variable to the tset line. The 
first time tset is run, init has a value equal to II ", adding nothing to the tset 
command. When it is run subsequently, init has a value of "-I", adding the 
option to tset. 

Following the tset command, the string "\033eG\c" is echoed during first log­
in procedure. This escape sequence changes the "COLUMNS" setting in the 
Wyse 60 to EeON-80 mode. The combination of these settings frees up just 
enough screen memory to use three screens. As an extra convenience, the 
user's prompt is set to display the current slave pseudo-tty number, allowing 
the user to keep track of which screen is in use. 

If you do not use a Wyse 60 terminal, you can still set your prompt to indicate 
the current screen, and invoke mscreen automatically while checking for the 
shell return code, as illustrated in Example B-1, ".login script" (page 420) and 
Example B-2, ".profile script" (page 420). 
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Appendix C 

UNIX directories 
and special device files 

This appendix lists the most frequently used files and directories on a UNIX 
system. Many of these files and directories are required for proper system 
operation and must not be removed or modified. The following sections 
briefly describe each directory. 

This appendix also describes device nodes relating to filesystems, terminals, 
and other devices. For a full description of the special files mentioned here, 
see the manual pages in the HW section. 

I NOTE Most system files are symbolic links to locations in the /opt and /var 
directories. See liThe /opt directory" (page 426). 

The root directory 

The root directory (/) contains these system directories: 

/bin UNIX command directory (page 424) 

/dev device special directory (page 424) 

/etc additional program and data file directory (page 425) 

/lib C programming library directory (page 426) 

/mnt mount directory - reserved for mounted filesystems (page 426) 

/opt location of shared software storage object files (page 426) 

/shlib shared libraries (page 426) 
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Istand filesystem containing the kernel and boot files (page 427) 

Itch TCB (Trusted Computing Base) security binaries and databases (page 
427) 

Itmp temporary directory (reserved for temporary files created by programs) 
(page 428) 

lusr user service routines - may contain user home directories (page 427) 

Ivar location of non-shared software storage object files (page 428) 

The fbin directory 

The /bin directory contains the most common UNIX commands - the com­
mands likely to be used by anyone on the system. 

The fdev directory 
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The Idev directory contains special device files that control access to peri­
pheral devices. 

There are several subdirectories to the Idev directory. Each of these subdirec­
tories holds special device files related to a certain type of device. For exam­
ple, the Idev/dsk directory contains device files for floppy and hard disks. The 
operating system supports both XENIX and UNIX system device naming con­
ventions. Where appropriate, the files in the Idev/dsk directories are linked to 
the device files that exist in Idev. You can access the same device through the 
file in Idev or the file for the same device in a subdirectory of /dev. 

Idevlvdisk* devices are associated with the Virtual Disk Manager (page 355). 



The letc directory 

Table C-1 Commonly-used Idev device nodes 

UNIX device 

/ dey / console 
/dev /rdsk/* 
/dev /dsk/OsO 
/dev /dsk/Os1 
/dev /dsk/Os2 
/dev /dsk/lsO 
/dev/dsk/ls1 
/dev /dsk/ls2 
/ dey /vdiskO 
/ dey /vdisk1 
/ dey /vdisk2 
/dev /dsk/f05d9 
/ dey / dsk/ f05q 
/ dey / dsk/ f05h 
/ dey / dsk/ f03h 
/dev /lp 
/dev/kmem 
/dev/mem 
/dev/null 
/dev/rmtO 

/dev /root 
/dev/swap 
/dev /ptypnn 
/dev/ttypnn 
/dev/ttynn 
/dev/ttyla 
/dev /tty2a 
/dev/ttylA 
/dev/tty2A 

The Jetc directory 

XENIX device 

/dev /r* 
/dev /hdOO 
/dev/hdOl 
/dev /hd02 
/dev/hdlO 
/dev/hdll 
/dev /hd12 

/ dey / fd048ds9 
/ dey / fd096ds9 
/dev /fd096ds15 
/dev /fd0135ds18 

/dev /rctO 
/dev /rftO 
/ dey /rctmini 

Name 

system console 
raw devices 
entire disk on drive 0 
first disk partition on drive 0 
second disk partition on drive 0 
entire disk on drive 1 
first disk partition on drive 1 
second disk partition on drive 1 
virtual disk configuration database 
root filesystem mirror 
swap area mirror 
360K floppy drive 0 
720K floppy drive 0 
1.2MB floppy drive 0 
1.44MB floppy drive 0 
lineprinter 
kernel virtual memory 
physical memory 
null device 
default cartridge tape device 
QIC -40 tape device 
minicartridge tape device 
root file structure 
swap area 
pseudo-tty (master) 
pseudo-tty (slave) 
console multiscreen 
main serial line 
alternate serial line 
main serial line (modem control) 
alternate serial line (modem control) 

The /etc directory contains miscellaneous system program and data files. The 
data files in the directories /etc/rc.d and /etc/rc2.d contain initialization com­
mands run by the letc/rc2 script when the system goes into multiuser mode. 
See "Changing scripts in /etc/rc2.d" (page 405) for more information on the 
/etc/rc directories. 
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The link kit (kernel configuration files, device drivers, and associated utilities) 
is located in the !etc!conf directory. See the configure(ADM), mkdev(ADM), 
mtune(F), stune(F) manual pages and the Kernel/Driver Interface. 

The data files in the directory !etc/default contain default information used by 
system commands. Each file contains information explaining its purpose and 
the associated command or application. See "Using the System Defaults 
Manager" in the sea Open Server Handbook or the defau1t(F) manual page for 
more information. 

The llib directory 

The /lib directory contains runtime library files for C and other language pro­
grams. This directory is required. 

The Imnt directory 

The /mnt directory is an empty directory reserved for mounting removable 
filesystems. 

The lopt directory 

The /opt directory contains the actual system software in a series of subdirec­
tories known as "software storage objects" or SSOs. All system utilities in the 
root file system (such as /usr, /bin, and so on) are actually links to an SSo. /opt 
contains the shared files of SSOs that can be used by clients of a server system, 
while /var contains the non-shared files. See "Software storage objects" in the 
Networking Guide or the hierarchy(M) manual page for more information. 

The Ishlib directory 
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The /shlib directory contains shared libraries used by the system. These 
libraries are called by system utilities at run time instead of compiled into the 
actual binaries. 



The /tcb directory 

The lusr directory 

The /usr directory consists of several subdirectories that contain additional 
UNIX commands and data files. It is also the default location of user home 
directories. 

The /usr/bin directory contains more UNIX commands. These commands are 
used less frequently or are considered nonessential to UNIX system operation. 

The /usr/include directory contains header files for compiling C programs. 

The /usr/lib directory contains more libraries and data files used by various 
UNIX commands. 

The /usr/spool directory contains various directories for storing files to be 
printed, mailed, or passed through networks. 

The /usr/t111p directory contains more temporary files. 

The /usr/ad111 directory contains data files associated with system administra­
tion and accounting. In particular, the /usr/adm/messages and /usr/ad111/syslog 
files contain a record of system error messages, including those sent to the 
system console. These files are especially useful for locating system problems, 
including hardware problems. For example, an unusual number of disk errors 
on a drive indicates a defective or misaligned drive. Because messages in the 
file can accumulate rapidly, these files must be deleted periodically. See 
"Checking and clearing system log files" (page 91) for more information. 

The Istand directory 

The /stand directory is the mount point for the boot filesystem, which contains 
the loader (boot), the kernel (unix), and associated boot files (including bootos, 
which loads operating systems other than UNIX). 

The Itcb directory 

The /tcb directory contains all files that are part of the TCB (Trusted Comput­
ing Base). These files comprise the security enhancements made to the operat­
ing system to make it more secure. The TCB database files and their formats 
are discussed in the authcap(F) manual page. For a complete discussion of 
system security, see Chapter 5, "Maintaining system security" (page 223). 
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The Itmp directory 

The Itmp directory contains temporary files created by UNIX system programs. 
The files are normally present when the corresponding program is running, 
but may also be left in the directory if the program is prematurely stopped. 
You can remove any temporary file that does not belong to a running pro­
gram. 

The Ivar directory 
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The Ivar directory contains the non-shared SSO files that are specific to an indi­
vidual client or server. See "The lopt directory" (page 426) for more informa­
tion. 



Appendix D 

Using the crash(ADM) diagnostic tool 

The crash(ADM) command is an advanced system diagnostic tool for use by 
experienced system administrators. It allows you to examine the memory 
image of a live or crashed system. It has a large number of internal com­
mands that format and display kernel control and data structures, system 
tables, and other information. It will also evaluate expressions given as argu­
ments to these commands. These expressions are written in a syntax similar 
to that of the C programming language. 

See also: 

• the crash(ADM) manual page 

• "Running the crash command" (this page) 

• "Examples of using crash" (page 431) 

Running the crash command 

To run crash to examine a live system, log in as root and enter the command: 

lete/crash 

crash reads the kernel program file for symbol table information. It obtains 
the system memory image by opening the special device file /dev/mem. If the 
currently booted kernel is not /unix (symbolically linked to /stand/unix), you 
must specify the pathname of the kernel program file using the -n option. For 
example, if the kernel running at the time of the crash was /stand/unix.old, you 
would enter: 

lete/crash -n Istand/unix.old 

To examine a memory image that you have saved to a file using 
Idsysdump(ADM), you must specify the name of this file using the -d option. 
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For example, if you have used ldsysdump to save the memory image to the 
file /tmp/dumpfile, you would enter: 

letc/crash -d Itmp/dumpfile 

Again, if the currently executing kernel is not the same as that running when 
the system crashed, you must specify the name of the correct kernel program 
file to crash using the -n option. For example, if you renamed the program file 
for the kernel that crashed as /stand/unix.crashed, enter: 

letc/crash -d Itmp/dumpfile -n Istand/unix.crashed 

See "Examples of using crash" (page 431) for typical instances in which you 
might use crash. 

Defining the default dump device 
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If your system crashes, it writes its memory image to the dump device. The 
default dump device is the swap area, /dev/swap, but you can define an alter­
native dump device in one of two ways: 

• by using the dump bootstring at the Boot: prompt, or by including this as 
part of the default bootstring in the boot defaults file, !etc!defaultlboot; see 
the bootstring(HW) and boot(F) manual pages for more information. You 
can specify a tape drive as the dump device. For example: 

dump=Stp(8) 
dump=ct(8) 

define the dump device to be a SCSI tape drive or a cartridge tape drive 
respectively. This can be useful if the size of the swap area is too small to 
hold the system image - if, for example, you have configured a swap area 
smaller than the amount of physical memory on your system. 

If you do not want the system to save its memory image, specify: 

dump=none 

• by redefining the system default dump device in the file 
/etc/conf/cfd/sassign; this definition will be included in the kernel when you 
next rebuild it. Using sassign(F) in this way, you can also define a tape 
drive as the dump device. For example: 

dump Stp 8 
dump ct 8 

define the dump device to be a SCSI tape drive or a cartridge tape drive, 
respectively. 

Note that you must edit sassign(F) and then relink the kernel to redefine the 
dump device. 
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If your system dumps its image to the swap area, it runs the dumpsave(ADM) 
command when it is next booted. This allows you to save the memory image 
to tape or floppy disk for later analysis. 

NOTE If you intend to analyze a memory image on a different system than 
the one that crashed, you must make a copy of the kernel program file that 
was running on the system that crashed. You cannot examine a memory 
image without this file - crash needs it to access its symbol table. 

If you also need to find out which files were open to processes at the time of 
the crash, you will also need to copy the contents of the filesystems. 

The complementary command Idsysdump(ADM) copies a memory image 
from tape or floppy disk to a file: 

letclldsysdump filename 

To check the validity of a memory image, you can use the memsize(ADM) 
command: 

letclmemsize filename 

memsize returns an error if the memory image is corrupted. 

Examples of using crash 

The following sections walk you through some examples of using crash to 
examine a live system or a dump from a crashed system: 

• "Examining processes" (page 432) 
• "Examining kernel text" (page 440) 
• "panic command" (page 442) 
• "Examining a kernel stack trace" (page 443) 
• "Examining tty and cblock structures" (page 447) 
• "Examining the values of kernel tunable parameters" (page 448) 
• "Monitoring memory allocation" (page 449) 
• "Examining use of STREAMS resources" (page 449) 

See also: 

• "Translating virtual addresses to physical addresses" (page 450). 

431 



Using the crash(ADM) diagnostic tool 

Examining processes' 

The crash command provides several commands for examining a process: 

• "Examining the process table" (this page) 
• "Examining the u-area of a process" (page 433) 
• "Finding out which files a process has open" (page 435) 
• "Determining the size of a process" (page 438) 
• "Finding regions shared by processes" (page 440) 
• "Finding the largest processes on a system" (page 440) 

Examining the process table 
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The proc command of crash displays information held in the kernel's process 
table. It shows process information similar to that displayed by the -elf 
options of the ps(C) command. The following example shows proc being 
used to display the first eight slots of the process table: 

> proc 0 •• 7 

PROC TABLE SIZE = 47 

SLOT ST PID PPID PGRP UID PRI CPU EVENT NAME FLAGS 

o s 0 0 0 0 95 o runout sched load sys lock nwak 
1 s 1 0 0 0 66 1 u init load 
2 s 2 0 95 o ksptl + Oxl Obbdc vhand load sys lock nwak nxec 

3 s 0 81 o ksptl+Oxfe64c bdflush load sys lock nwak nxec 
4 s 4 95 o Vffi_dma_end+Ox11cc8 kmadaemon load sys lock nwak nxec 
5 s 5 11 95 o ksptl+Oxcbdc8 htepi_daemon load sys lock nwak nxec 
6 s 16 95 22 pbintrpool strd load sys lock nwak nxec 
7 s 289 1 289 73 o proc+Ox968 ksh load 

The kernel daemons sched (swapper), init (process spawner), vhand (page 
handler), bdflush (buffer flusher), kmadaemon (kernel memory allocator), 
always occupy slots 0 through 4. htepi_daemon (HTFS filesystem daemon), 
and strd (STREAMS daemon) may not be present on your system. 

Output columns of interest include: 

ST Shows the process status. These are lowercase equivalents of the pro­
cess state indicators documented on the ps(C) manual page. For exam­
ple, s means the process is paused or sleeping on some resource, r 
represents a process that is ready to run, and 0 is a process that is run­
ning on a CPU. 
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PRI Shows the priority of the process. Note that on configurations that use 
the fixed priority scheduler, 127 is the highest priority and 0 is the 
lowest priority. User mode processes have priorities from 0 to 65, sys­
tem mode processes have priorities from 66 to 95, and fixed priority 
schedule process priorities range from 96 to 127. (Priority 51 is the 
default priority for user-level processes.) 

EVENT 

FLAGS 

Shows the event (symbol name and offset, or an address) on which a 
process is paused or sleeping. 

Shows the process flags. For definitions of these flags, see the listing in 
the <syslproc.h> header file. Note that crash displays the flags as all 
lowercase; it also removes the initial" S" and some additional letters. 
For example, the flag shown by crash as nxec and nwak are defined as 
SNEXEC and SNWAKE in <syslproc.h>. 

Examining the u-area of a process 

In addition to the information about a process held in the process table, the 
user area ("u-area") of each process contains information that the process uses 
when it is running. The process table is permanently resident in memory, but 
a process's u-area can be swapped out to disk. The form of a u-area corre­
sponds to the user structure defined in <sysluser.h>. 

When issued without arguments, the output of the user command contains 
information about the u-area of the process that is currently executing or, for a 
memory image, the process that was executing at the time of the panic. If the 
system was executing the idle loop (no process was runnable) at the time of 
the panic, there is no current process. 

You can specify a process table slot number (obtained from the proc com­
mand) to user to view the u-area for that process. You can also specify a pro­
cess ID (PID) as an argument if you prefix it with the # unary operator. 
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The following example shows selected portions of the full display obtained 
using the -£ option: 

> user -f 86 

PER PROCESS USER AREA FOR PROCESS 86 

USER ID's: uid: 13297, gid: 1014, real uid: 13297, real gid: 1014 

supplementary gids: 1014 50 

PROCESS TIMES: user: 19, sys: 131, child user: 6085, child sys: 7785 

PROCESS MISC: 

command: ksh, psargs: -ksh 

proc: P#86, cntrl tty: 58,6 

start: Fri Jul 15 15:23:21 1994 

mem: le5, type: exec su-user 

proc/text lock: none 

current directory: 1#360 

OPEN FILES AND POFILE FLAGS: 

[ 0]: F#216 r 1]: F#216 

[ 3]: F#292 r 4]: F#174 

[31]: F#246 c r w 
FILE I/O: 

w [2]:F#216 

6]: F#156 

u_base: Ox45164c, file offset: 10302696, bytes: 1230 

segment: data, cmask: 0022, ulimit: 2097151 

file mode(s): read 

SIGNAL DISPOSITION: 

sig# signal oldmask sigmask 

1: Ox6ffc 1 

2: Ox7718 2 

The following sections are of interest: 

USER ID's 

w 

Shows the real and effective IDs of the user running the process. 

PROCESS MISC 
Shows miscellaneous information about the process. The fields command 

and psargs tell you the name of the program and the first few argu­
ments to the command. The start time shows the actual clock time 
when the process was initialized. 

OPEN FILES AND POFILE FLAGS 
Tells you the files that the process had open, and the file descriptors 
involved. The file descriptors in use by the program are in shown 
square brackets; the F# numbers represent slot numbers in the open file 
table and can be used as arguments to the file command. For example, 
file descriptor 1 usually corresponds to the standard output (stdout) 
unless this was redefined. In this example, it points to slot 216 of the 
open file table; you can use the command file 216 to view this entry. 
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SIGNAL DISPOSITION 
Shows the behavior defined for all signals. See the signal(S) manual 
page for a definition of the signal numbers. 

Finding out which files a process has open 

It is sometimes useful to be able to find out which files a process has open. 
This may be because a program will run on one system but not on another. 
You may suspect that the permissions on a file or directory are preventing the 
program from running but you are uncertain as to which files it uses. Figure 
D-l (this page) shows how entries in the file descriptor array (u_ofile [l) in 
each process's u-area point to entries in the open file table. Each entry in the 
open file table pOints to an entry in the generic in-core inode table. Note that a 
slot number in the in-core inode table is not the same (unless coincidentally) 
as the inode number of the associated file in the filesystem. 

Process 
u_ofile[ ] File table ,-----. 

I I 
I I 
I I 
I I 

I 

I 
I 
I 
I 
I 
I 

In-core 
inode table 

r--------, 
I I 
I I 
I I 
I I 
I I 
I I 
I I 
I I 
I I 
I I 

I I 
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Figure 0-1 The relationship between the file descriptor table of a process and the sys­
tem open file and in-core inode tables 
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To find which files are open to a process, you must trace a path from the file 
descriptor table of a process to the in-core inode table. You can then use the 
nodnm(ADM) and ncheck(ADM) commands to find the filesystem to which 
the inode belongs and to relate one or more filenames to the inode. 

1. Use the proc command to find the slot number of the process in which you 
are interested. On a live system, you can also use the ps(C) command to 
discover the process' ID number (PID). 

2. Use the curproc command to define the process as the current process: 

> curproc slot 
Procslot = slot 

or 

> curproc #PID 
Procslot = slot 

3. Use the user command to show which entries in the system file table are 
pointed to by the process' file descriptors: 

> user 
PER PROCESS USER AREA FOR PROCESS slot 

OPEN FILES AND POFILE FLAGS: 
[O]:F#3 [l]:F#lO w [2]: F#lO w 
[3]:F#7 r 

The standard input (file descriptor 0) references entry 3 in the file table. 
Both the standard output and standard error output have opened entry 10 
(file descriptor 2 is a duplicate of file descriptor 1), and file descriptor 3 
references entry 7. The r and w flags show if the process has the files open 
for reading or writing, or both; the c flag shows a file descriptor that will 
be closed on an exec(S) system call. 

4. Use the file command to find the in-core inode numbers for file table 
entries 3, 10, and 7: 

> file 3 10 7 
FILE TABLE SIZE = 341 
SLOT ReNT IIFL OFFSET FLAGS 

3 1 1# 267 o read 
10 4 1# 291 94 write append 

7 1 1# 2 o read write 
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5. Use the inode command to find the inode number and filesystem major 
and minor device numbers corresponding to each in-core inode number: 

> inode 267 291 2 
INODE TABLE SIZE = 161 

SLOT MAJ/MIN FS INUMB ReNT LINK UID GID SIZE MODE MNT MIST FLAGS 

267 1,40 1 45 7 1 3 o c---666 0 S 0 -

291 1,40 46 1 3 15 o c---600 0 S 0 -

2 1,40 171 16 o p---060 0 S 0 -

From this, it can be seen that the in-core inode slot 267 refers to inode 
number 45 in the filesystem whose device node has major and minor de­
vice numbers 1 and 40. Other information that may be of interest is that 
inode number 46 has three hard links that reference it (LINK = 3), and inode 
number 45 has seven references to it in the file table (ReNT = 7). 

The modes for both inodes 45 and 46 begin with /I c "; this shows that the 
files are character special devices. Inode 171's mode begins with a "p II 
indicating that it is a named pipe. A regular file's mode would begin with 
a " f "; see the ls( C) manual page for a list of other mode character codes. 

6. You can find the filesystem corresponding to the displayed major and 
minor device numbers using nodnm(ADM): 

> !/etc/nodnm b 1 40 
/dev/root 
> !/etc/nodnm c 1 40 
/dev/rroot 

This shows that the filesystem that corresponds to device major number 1 
and minor number 40 is /dev/root. 

7. The names corresponding to inodes 45, 46, and 171 in /dev/root can be 
found using the ncheck(ADM) command: 

> !ncheck -i 45 46 171 /dev/root 
/dev/root: 
45 /dev/null 
46 /dev/console 
46 /dev/syscon 
46 /dev/systty 
171 /usr/lib/cron/FIFO 

437 



Using the crash(ADM) diagnostic tool 

From the above information, we can conclude that the process has opened the 
following files: 

• /dev/null on the standard input (file descriptor 0). 

• /dev/console on the standard output and standard error output (file descrip­
tors 1 and 2). The standard error output descriptor is a duplicate of that for 
the standard output; both descriptors share the same open file, file pointer, 
and access modes. If the standard error output had opened this file 
separately, it would have its own entry in the file table rather than sharing 
one with the standard output. 

• /usr/lib/cron/FIFO on file descriptor 3. 

Determining the size of a process 
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Each process has a per-process region (pregion) table associated with it that 
points to the regions that are private to it or that it shares with other pro­
cesses. Figure D-2 (this page) shows how a process's pregion entry points into 
the system region table. This entry in the region table may be shared with 
other processes if it refers to program text (executable code). 
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Figure 0·2 The relationship between a process' pregion table and the system region 
table 
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To determine the current memory utilization of a process, you must add 
together the number of pages of physical memory that are described by the 
process' regions. If the size of several processes is being determined, you need 
to take care not to count shared regions more than once. 

Use the proc and region commands of crash(ADM) to determine the size of a 
process as follows: 

1. Issue the proc command to find the process table slot number for the pro­
gram in which you are interested. This yields output similar to the follow­
ing: 

SLOT ST PID PPID PGRP UID PRI CPU EVENT NAME 

11 s 17 12 12 0 33 0 proc+Ox968 smallapp 

FLAGS 

load nxec 

The number in the first column (SLOT) is the process table slot number. 
The process ID is shown under the column PID. In this example, the pro­
gram smallapp has process ID 17 and occupies slot 11 in the process table. 

2. Run the pregion command to determine the regions associated with the 
process being studied. For example, enter pregion 11 for slot number II. 
The output has the following form: 

PREG REG# 
o 12 
1 20 

REGVA TYPE FLAGS 
o text rdonly 

Ox400000 data 
2 21 Ox7ffffffc stack 

The REG# column of this output shows the region table entries associated 
with this process; REGVA shows the virtual address of this region. TYPE 

identifies whether this region is text, data, stack, library text, library data, 
and so on; FLAGS identifies the characteristics of the region (read-access, 
write access, and so on). 

3. Issue the reg command with the region table number(s) of the process. 
For example: 

> reg 12 20 21 

SLOT PGSZ VALID SMEM NONE SOFF REF SWP NSW FORW BACK INOX TYPE FLAGS 

12 1 1 13 0 14 8 35 stxt done 

20 0 267 21 35 priv done 

21 o 267 22 priv stack 

The PGSZ column represents the maximum size of the region in pages. The 
VALID column indicates the number of 4KB pages that are currently in 
RAM. The TYPE column shows whether this is a private region (priv) or a 
shared text region (stxt). 

Summing the #VL sizes of all regions for the process shows the number of 
pages of memory being used by a program if it is only invoked once on the 
system. In this case, the sum is 3 pages. If multiple invocations of a pro­
gram are run on a system, you can sum the #VL sizes for their shared text 
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and private regions separately; the same amount of memory will be dedi­
cated to shared text regions regardless of how many invocations of that 
program are running. The sum of the #VL sizes for private regions is the 
amount of extra memory that will be consumed by each subsequent invo­
cation of this program. 

Finding regions shared by processes 
You can use the rtop command of crash to find which regions are shared by 
processes. For example to determine which processes share regions 0 through 
4, issue the command rlop 0 .. 4. 

Finding the largest processes on a system 
Use the region and rtop commands of crash to identify the largest processes 
on the system. 

1. To list the slot numbers of the five largest regions, enter: 

> reg I sort +lrn I head -5 I awk '{print $1}' 
12 
5 
8 
o 
1 

The example output from this command shows the five largest regions in 
decreasing order of size. 

2. Run rlop for the regions listed in the previous step to see which processes 
are associated with these regions. For the example above, you would 
enter: 

> rtop 12 5 8 0 1 

The output from this command will show the process table entries associ­
ated with each of the specified regions. 

Examining kernel text 
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In this example, we examine the trap handler in the kernel that deals with 
page faults (trap type 14, or Oxe in hexadecimal; see the trap(M) manual page 
for a list of possible CPU exceptions). 

1. Use the idl command to find the segment selector and offset of the trap 
handler from the Interrupt Descriptor Table (IDT): 

> idt Oxe 
iAPX386 IDT 
CPU SLOT SELECTOR OFFSET TYPE DPL ACCESSBITS 

o 14 0158 f0011080 TGATE386 0 CNT=O 
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The displayed offset address, OxfOOll080 corresponds to the virtual 
address of the trap handler. The slot in the system GDT pointed to by the 
segment selector can be obtained by right-shifting its value by 3 places 
(Ox0158 »3). This gives slot 43 in the GDT which describes the kernel's 
text segment. Figure D-3 (this page) illustrates how the offset point to the 
first level interrupt handler in the kernel's text segment. 

2. The dis command can be used to examine the kernel code at this address. 
For example, to disassemble two lines of kernel code: 

> dis OxfOOll080 2 
pftrap 
pftrap+Ox2 

pushl $Oxe 
jmp OxfffffOfl <Oxf0010178> [cmntrap] 

The handler routine pftrap calls the common trap handler routine 
cmntrap; this can be disassembled by specifying its symbolic name to dis: 

> dis cmntrap 6 
cmntrap 
cmntrap+Oxl 
cmntrap+Ox2 
cmntrap+Ox3 
cmntrap+Ox4 
cmntrap+Ox5 

pushal 
pushl %ds 
pushl %es 
pushl %fs 
pushl %gs 
pushfl 

System lOT ,------
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I I 
I I 
I I 
I I 

offset 
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:------:s: 
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descriptor 
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~I ______ ~ 
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Figure 0-3 How an Interrupt Descriptor Table entry indexes the first level interrupt 
handler in the kernel's text segment 
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NOTE On MPX systems, each active CPU has its own private IDT and GDT 
(there is, however, only one copy of the kernel's text.) If you do not specify 
a CPU to the idt or gdt commands, crash displays the descriptor tables for 
all CPUs. Use the -c cpu option to specify the CPU in which you are 
interested. The base processor is always cpu O. 

Studying a system panic 

A system may crash if the kernel encounters an illegal condition from which it 
cannot recover. In such a case, it will "panic" and save its memory contents to 
the dump device before it stops running or "crashes". The default dump de­
vice is the swap area, /dev/swap, but you can redefine this as described in 
"Defining the default dump device" (page 430). An example of when the sys­
tem might panic would be if it encountered an uninitialized pointer in a 
third-party device driver. The memory image of a system that has crashed 
due to a system panic is also known variously as a "crash dump" or a "panic 
dump". 

NOTE If the system was swapping when the panic occurred, the memory 
image may overwrite some of the pages being swapped. In such cases, not 
all the system information will be available to crash. 

The memory dump saved after a panic contains information that can be used 
with any of the crash commands that are used on a live system as well as the 
panic and trace reports that give information about the state of the kernel 
when the system panicked. For more information about handling system 
crashes, see Chapter 13, "Troubleshooting system-level problems" in the sea 
Open Server Handbook. 

panic command 
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In this example, we assume that the memory image exists on the swap device. 
The following command invokes crash specifying that it is to read the mem­
ory image from /dev/swap, and use the symbol table in /stand/unix.test: 

crash -d /dev/swap -n /stand/unix.test 
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1. Use the panic command to discover the kernel trap type, the name of the 
routine and the address of the instruction that caused the panic: 

> panic 
System Messages: 

ERR=O, TRAPNO=O 
cs:eip=0158:f0055862 Flags=10286 

eax= 00000001 ebx= f11100cO ecx= 00000000 edx= f0055ac2 

Kernel Stack before Trap: 
STKADDR FRAMEPTR FUNCTION 
eOOOOb94 eOOOObc8 panioctl 

POSSIBLE ARGUMENTS 
(Oxfacd0864,Ox1,O,Ox1) 

Trap number 0 shows that the panic was caused by a divide error. (See the 
trap(M) manual page for a list of possible CPU exceptions.) 

The first entry in the dump of the kernel stack shows the current stack 
frame when the panic occurred. This shows that the trap occurred within 
the routine panioctl. 

2. Use the dis command to examine the kernel code at the address given by 
the value of the instruction pointer (eip=Oxf0055862): 

> dis OxfOOSS862 
panioctl+Oxa5 idivl %ecx,%eax 

This instruction performs an integer long division of the contents of regis­
ter EAX by the contents of ECX. The contents of these registers shown in 
the output from panic are 1 and 0 respectively. We can conclude that the 
panic was caused by the attempt to divide by zero. 

Note that this is a fictitious example; there is no such routine as panioctl in 
the kernel. 

Examining a kernel stack trace 

The trace command prints a symbolic stack traceback for any process or inter­
rupt stack. When used on a postmortem memory image without options, 
trace prints the kernel stack that was present in the u-area of the user process 
that was executing at the time of the panic. trace also displays the contents of 
the processor registers. 

You cannot use trace to examine the kernel stack of the current process on an 
live system. However, you can use it to examine the kernel stack of processes 
which are sleeping (for example, while waiting for I/O to complete). 
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Following an interrupt or exception, the kernel creates an additional stack 
frame on the system stack for the interrupt handler to use. If there was an 
interrupt outstanding on the crashed system being examined, crash also dis­
plays this interrupt stack and its register values. 

Note the following when reading trace output: 

1. The top two lines give the information from crash proc for this process. 

2. The three bottom lines show the contents of the application program 
registers in the exception frame when the call was entered. 

3. The lines above the register contents show the associated frame pointers, 
the associated function, and the pointer to the function argument(s). Note 
that trace does not differentiate between argument 0 and argument 1; both 
are reported as ARG #1. 

4. If there is a second set of registers listed in the middle of the output, they 
are the registers from a second exception frame called during execution. 
Frequently this happens for an error exception, in which case cmn_err will 
appear in the NAME column to indicate a kernel error. The list of associ­
ated fram pointers are listed above the register contents. 

Exception frames look very lTIuch like standard C stacks. trace searches for a 
pattern that could be an exception frame. Occasionally, trace will make a mis­
take. To verify that this is a real exception frame, verify that the frame 
pointers (FP) have numbers beginning with 4000, indicating that they are in 
the user area. 

trace run on a postmortem dump displays the interrupt stack only if there 
were interrupts outstanding when the system crashed. If the interrupt stack 
was corrupted, using trace -i address enables you to get beyond the bad spot. 

Determining the kernel component that failed 
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The information given by the panic and trap commands of the crash(ADM) 
command tells you which routines were executing just before the panic. 
Because the entire kernel (all kernel operating system code plus all driver 
code) is linked together into one executable file, this does not tell you which 
component caused the problem. Knowing which component contains the 
problematic function can sometimes tell you if the problematic function is 
part of the operating system, or if it is part of a driver supplied by another 
vendor. 

This information can be extracted using the strings(C) command or, for sys­
tems where the seQ OpenServer Development System is installed, the nm(CP) 
command. Both methods are detailed below. 
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The following hints are provided for users who are not familiar with device 
driver conventions: 

• If a routine is mentioned in a file named Driver.o, it is usually part of a de­
vice driver, and the driver prefix is the name of the directory in which the 
Driver.o file is located. 

• If a function name ends in "read", "write", or "ioctl", it is part of a character 
device driver. 

• If a function name ends in "strategy", it is part of a block device driver. 

• Functions that end in "open" or "close" can be part of either a character or 
block device driver. 

• Kernel utility functions are used in drivers much as system calls and library 
routines are used in user-level code. Section K of the manual pages (dis­
tributed with the Device Driver Writer's Guide) lists all the supported kernel 
utility functions. Some of the most frequently used functions are: 

all drivers bcopy(K), cmn_err(K), copyin(K), copyout(K), inb(K), 
major(K), memget(K), minor(K), outb(K), sleep(K), 
spl(K), sptalloc(K), sptfree(K), timeout(K), wakeup(K). 

block drivers disksort(K), iodone(K), physio(K). 

STREAMS drivers allocb(K_STR), canput(K_STR), dupmsg(K_STR), 
flushq(K_STR), freeb(K_STR), freemsg(K_STR), 
getq(K_STR), linkb(K_STR), putnext(K_STR), 
putq(K_STR), qenable(K_STR), qreply(K_STR), 

Using strings{C) to find kernel component 

To determine the file in which the problematic function is located using the 
strings ( C)command: 

1. Log in as root. 

2. Determine the names of the kernel component files that reference the func­
tions that were called just before the system panicked. The following shell 
script searches for the sioopen( ) function; you can type this in at the shell. 
Note that the "#" and ">" characters are prompts from the root shell; do 
not type them in. Be sure to get the single quote marks exactly right! 

#for i in 'find /etc/conf -name '*.0' -print' 
> do 
> string $i 2> /dev/null I grep sioopen > /dev/null && echo $i 
> done 
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3. Write down the list of file names printed by the above command. For this 
example, you will get the output: 

/etc/conf/pack.d/sio/Driver.o 

4. Search for the file name in the letclperms files. For this example, type: 

egrep /etc/conf/pack.d/sio/Driver.o /etc/perms/* 

This will give as output: 

/etc/perms/inst:LINK f644 root/sys 1 ./etc/conf/pack.d/sio/Driver.o N04 

5. The LINK string after the colon indicates that this kernel routine is part of 
the link kit supplied as part of the operating system. If the file does not 
appear in the perms files, or if the package name that appears before the 
colon is part of a device driver not supplied by SeQ, the problem may be 
with that driver. 

Using nm(CP) to find kernel component 

If the SCQ OpenServer Development System software is installed on your ma­
chine, you can use nm(CP) instead of string(M) to extract this information. 
Use a shell script like the following to determine the file name that contains 
the routine, then proceed with steps 3-5 as shown in "Using strings(C) to find 
kernel component" (page 445). 

# for i in 'find /etc/conf -name '*.0' -print' 
> do 
> nm $i 2 > /dev/null I grep sioopen > /dev/null && echo $i 
> done 

Additional help from SCQ Support 
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If you are unable to determine the cause of a system panic, you may want to 
contact SCQ Support for assistance. In addition to the system configuration 
information you filled out after installing the system, it is useful to have infor­
mation from a memory dump available. To provide this: 

1. Save the memory dump to tape and restore it to disk with the 
Idsysdump(ADM) command as discussed in "Recovering from a system 
panic" in the sea Open Server Handbook. 
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2. Extract the key troubleshooting reports from the dump with a command 
sequence similar to the following: 

# crash -d /tmp/06May94 -w /tmp/crash.out 
> panic 
> trace 
> user 
> quit 

Remember that the" > " prompt is generated by the crash command, so do 
not type them in. This will create the /tmp/crash.out file that contains the 
output from the panic, trace, and user functions from the crash command. 

3. Print out the /tmp/crash.out file and fax it to your support provider or e­
mail the file itself. 

Examining tty and cblock structures 

The tty command prints the entries in the tty table for console multiscreens, 
parallel ports, serial ports, and pseudo-ttys. If you specify the -£ option, the 
information displayed includes: 

• the addresses of the control blocks and the first and last character block 
cblock structures in the character lists (clist structures) used to imple­
ment the raw input, canonical input, and output data queues 

• control character settings 

• line settings such as speed, parity, and character size 

The cblock command allows you to examine the contents of the character 
blocks for a clist given its table entry displayed by the tty command. This 
may be useful if you wish to examine the a serial line which you think may be 
generating spurious characters. Figure D-4 (page 448) illustrates how a char­
acter list is built from a clist header and a chain of cblock elements. The 
clist header contains pointers to the first and last cblock only. The total 
count of characters in the c_data buffers is stored in the c_cc member of the 
clist. 
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clist cblock cblock cblock 

c_cf .. c_next .. c_next .. c_next ~ - ... - NULL 

c_cl t--

c_data c_data c_data 

Figure 0-4 A character list formed from a chain of character blocks 

Examining the values of kernel tunable parameters 
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Use the var command of crash(ADM) to view the values of the major tunable 
kernel parameters: 

> var 
v_buf: 30 
v_call : 60 
v_clist: 12 
v_maxup: 20 
v_hbuf: 8 
v_hmask: 7 
v_pbuf: 2 
v_nofiles: 60 
v inode: 75 ve inode: 75 - -

v s5inode: 75 -

v file: 75 ve file: 75 - -
v_mount: 4 ve_mount: 4 
v_proc: 75 ve_proc: 9 

This report shows the current values of the tunable parameters in the var 
structure, defined in the <syslvar.h> header file. The names of the values dis­
played here correspond to those of the tunable parameter; for example, 
v_proc contains the value of NPROC and v_file contains the value of NFILE. 
Comments in the header file indicate the tunable for each member and can be 
used as a reference. 

See Appendix B, "Configuring kernel parameters" in the Performance Guide for 
more information about the kernel parameters and how you can change them. 
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Monitoring memory allocation 

Use the od command of crash to get information about memory allocation on 
the system. The following commands print the values of the kernel variables 
that store information about memory allocation; the -d option is used to 
request that decimal values are displayed: 

od -d availrmem 
Number of 4KB pages of core memory available to user-level processes. 
This is equal to the total physical memory (physmem) excluding mem­
ory allocated to the kernel. It does not including swap space. 

od -d availsmem 
Number of 4KB pages of swappable memory available for use. For 
diskless clients, availsmem and availrmem have the same value; on 
other configurations, availsmem represents the unused portions of 
availrmem and nswap. 

od -d freemem 
Number of unused 4KB pages of core memory. 

od -d nswap 
Size of swap space, as a number of physical 512-byte disk blocks; divide 
this number by 8 to convert it to its equivalent in units of 4KB pages. 

od -d physmem 
Total number of 4KB phYSical memory pages configured on the system. 
This figure does not change. For example, a 32MB system shows 8096 
for physmem. Some machines remap part of physical memory so that 
the kernel cannot locate it; on these machines, physmem will have a 
value lower than the actual physical memory configured on the system. 
The gap between 640KB and 1MB is an example of this. 

Examining use of STREAMS resources 

You can use the strstat command of crash(ADM) to study how STREAMS 
resources are being used on the system. The output of this command is simi­
lar to that produced using the command netstat -m as described in the Perfor­
mance Guide. 
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The following is an example of output from strstat: 

> strstat 

ITEM CONFIG 

streams 160 

queues 452 

message headers 100 

buffer headers 314 

data block size 64 64 

data block size 128 32 

data block size 256 32 

data block size 512 16 

data block size 1Kb 8 

data block size 512Kb 

Count of scheduled queues: 

Number of unallocated pages: 466 

Buffer splitting threshold: 80 

Size of the interrupt pool: 20 

Streams daemon (strd) flags: 

ALLOC FREE TOTAL 

79 81 2515 

374 78 5074 

39 61 182337 

194 120 46826 

1 63 120940 

0 32 1538 

3 29 2995 

8 8 5875 

8 2846 

MAX FAIL BUFCALL 

89 

416 

87 

201 

49 

19 

15 

The CONFIG column shows the total number of each resource that was config­
ured for use, and MAX is the maximum number that have been allocated at any 
one time. 

ALLOC is the number that are currently allocated, and TOTAL is the total number 
that have been used since the system was booted. 

FAIL is the number of times that a resource was unavailable since the system 
was booted. Since data blocks are dynamically allocated from the memory 
reserved for use by STREAMS, you should not expect to see any value other 
than 0 in the this column. 

See the Performance Guide for more information about examining and tuning 
STREAMS resources. 

Translating virtual addresses to physical addresses 
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Virtual addresses are used by the operating system to access kernel and user 
memory. The CPU manages translation of virtual to physical addresses using 
its Memory Management Unit (MMU). A virtual address is specified as a 
offset from the start of a memory segment; these segments are used by the 
kernel and user processes to hold their text, stack, data, and other regions. See 
Figure D-5 (page 451). 

The upper 13 bits (3 through 15) of a segment selector holds the entry in the 
Global Descriptor Table (GDT) used by the kernel, or a process's Local 
Descriptor Table (LDT). The lower three bits indicate whether the descriptor 
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table belongs to the kernel or a user process and its privilege level. A 
segment's descriptor table entry stores (among other things) its base linear 
address; this is added to the offset to produce a linear address. (This intermedi­
ate linear addressing enables non-contiguous physical pages to appear con­
tiguous within a segment.) 

The upper 10 bits of a linear address index an entry in the page directory 
table; the base of this table is pointed to by control register 3 (CR3), also 
known as the page directory base register (PDBR). The contents of this table 
can be examined using the sdt command of crash(ADM). The entry in the 
page directory table points to the base of a page table. 

Virtual address 
o 

GOT or LOT 
r------I 
I I 
I I 
I I 
I 

I 
I 

segment 
descriptor 

-------

page 

page directory 
table 

r------I 
page table 

r------I 
I I 
I I 
I I 
I I 

directory 
entry 

I I r------ I 

~ 

I I 

page table 
entry 

L--~ ..... ______ I 

Linear address 

Figure 0-5 How a virtual address is translated to a physical address 

Bits 12 to 21 of a linear address index an entry in the page table pointed to 
indirectly by the upper 10 bits. The contents of the page tables can be exam­
ined using the pdt command of crash. The entry in the page table points to the 
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base address of physical page in memory; the lowest 12 bits of a linear 
address act as an offset to the location of the physical address within the page. 

I NOTE You cannot use crash to examine a process's page table and pages if 
they have been swapped out. 



Index 

Symbols, numbers 
/ (slash), root filesystem, 55 

A 
accept(ADM), 167 
access denied for host, 102 
access mode, filesystems, 59 
Account is disabled -- see Account 
Administrator, 256 

Account is disabled but console login is 
allowed, 256 

accountability, 225 
accounts 

Account Manager 
introduced,7 
status display, 8 
troubleshooting, 50 

activity reporting, 241-243 
administration, 7 
administrator, 227 
anonymous, 228 
authorizations, 32-35 
copying from other systems, 48 
copying to another system, 47 
copying to other systems (non-NIS), 48 
default login group, 15 
dynamic defaults, 9 
enabling, 256 
group, 15 
home directory, 17 
illegal characters, 50 
job scheduling, 39 
locking, 31 
login group, 14 
login restrictions, 29, 30 
login shell, 16 
modifying, 10-18 
password expiration, 23 
password length, 28 
password selection, 24-27 
privileges, 35-36 
remote administration, 10,74,79 
restoring, 13 

accounts (continued) 
summary, 242 
superuser commands, assigning, 37 
templates, 11 
transitions with su(C), 38 
troubleshooting, 50 
unlocking, 31 
unretiring, 13 
user defaults, 10 

action field, /etc/inittab, 402 
activity reports, 241 
ACU (Automatic Call Unit), 306 
ACU dialer type, 310 
Add Shell Environment Files to Horne 
Directory, 16 

adding 
disk space, 94, 95 
filesystem mount configuration, 58 
groups, 20 
hot spares, 357 
login shell, 19 
user, 10-12 
virtual disks, 374 

addxusers{ADM), 48 
administrative roles, 227 
AFS, root filesystem, modifying mount con-
figuration, 61 

ALL value, COMMANDS option, 318 
ALLOWHUSH, 37 
anonymous account, 228 
any content type, 195 
ap{ADM),47 
archiving, See backups 
asroot{ADM),37 
ASSERT error messages, 344 
AT console keyboard, 416 
at{C), 39,41 
audit, 227, 234 

administration, 36, 227, 270 
analysis, 263 
Audit Manager, 262 
authorizations, 33 
backups, 277-278 
collection, 271, 278 
configuring, 274 
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Audit: 

audit (continued) 
crash behavior, 270 
daemon, 261, 275 
database, 247 
device driver, 261 
directories, 277, 278, 279, 279-280 
disk space, 270, 278 
displaying status, 273 
enabling/ disabling, 273 
event masks, 266 
event types, 265,272 
files, 277, 278 
files, deleting, 278 
frequency, 275 
goals, 268-269 
indiviudal users, 273 
mask,271 
privileges, 263 
records,263,285,289-292 
report generation, 280, 285 
report template, 280,282-283 
subsystem, 37,256,259-260, 270 
system wide mask, 273 
trail, 259, 274 
user mask, 273 

Audit: filesystem is getting full, 256 
audittrail authorization, 34,263 
auth authorization, 33 
authcap(F), file format, 45 
authck{ADM), 46,51,249,250,258 
authentication 

administration, 232 
database, 246-248, 249 
trusted system, 227 

Authentication database contains an 
inconsistency, 257 

Authentication error; see Account 
Administrator, 257 

a uthoriza hons 
and privileges, 226 
assigning, 32-35 
audit, 33 
auth, 9, 33 
backup,63, 105, 106, 108,117 
cron, 33 
default, 42,44 
lp, 33, 166, 168, 170, 171, 172 
mem, 33 
passwd,33 
primary, 33 
printerstat, 165 
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authorizations (continued) 
problems, 258 
queryspace, 63 
root, 33 
secondary, 34 
shutdown, 35 
sU,38 
subsystem, 33-35, 232 
sysadmin, 33,54,63, 105, 106,108, 122 
terminal, 33 

autologout. See idleout(ADM) 
Automatic Call Unit (ACU), 306, 309-311, 
321,337 

automounting, 63 
automount(NADM), 63 
AUX port, attaching printers, 206 
available memory, 449 
availrmem, 449 
availsmem, 449 

B 
B+ tree, 83 
background UUCP daemons, 321 
backup authorization, 63, 105, 108, 117 
Backup Manager, 101, 105, 106, 108, 109, 
115 

See also backups 
adding backup schedules, 121, 126 
default 

backup device, 135 
media values, 136 

DOS filesystems, 77 
examining backup contents, 129 
modifying 

backup options, 122 
backup schedules, 121 

removing backup schedules, 121 
running 

scheduled backups, 112 
unscheduled backups, 119, 120 

specifying default values, 135 
starting, 106 
verifying backups, 116 

backup(ADM), 77 
_BACKUP _CONTENTS_ file, 137 
backup_create authorization, 34 



backups 
See also Backup Manager 
archiving, 114 
audit files, 277 
authorization, 33 
Backup Manager, troubleshooting, 138 
backup set, 130, 131 

introduced,128 
backup user, 126 
cannot get backup set, 129, 131 
contents lists, saving, 127 
creating, 105 
establishing user equivalence, 126 
examining, 129 
file list 

browsing, 128 
displaying, 129 

filesystem, 107 
mount options, 122 

history 
examining, 127 
introduced,127 
logging, 114 
removing file lists, 115 

incremental, 108, 124 
introduced,107 
labeling, 113 
levels 

changing, 121 
introduced, 124 

logging, 114 
maintaining archives, 113 
media devices, 109 
media rotation schedule, 114, 116 
media security, 224 
missing database files, 138 
modifying options, 122 
preparing media, 111 
removing file lists, 115 
restoring 

complete filesystem, 129 
files and directories, 131, 132 

rotating, 114 
running unscheduled, 119, 120 
sample label, 113 
saving contents lists, 123 
scheduled, 108, 112 
schedules 

adding, 121, 126 
changing length, 121 
introduced, 108,123 

backups (continued) 
schedules (Colltillued) 

modifying, 121, 122 
removing, 121 

searching for patterns, 129, 134 
selecting files to restore, 133 
setting 

default backup device, 135 
default media values, 136 

specifying files to restore, 134 
storing, 113, 115 
troubleshooting, 138 
unattended,117-119 
unscheduled, 108 
using the command line, 136 
verifying, 112, 116-117, 119, 120 

bad system name, 339 
banners 

introduced,179 
specifying 

number of banner pages, 179 
batch(C), 39,41 
baud rate, 156, 182 

changing, 219 
error,306 

bdflush daemon, 70 
/bin directory, 424 
block bitmap, 83 
block size, 110 

default, 136 
blocks 

bad,81 
displaying usage, 87 
duplicate, 81 
free-block list, 82 
structure, 83 

boot 
configuring, 401-410 
filesystem, 427 
security, 248 

boot(HW),427 
bootos(HW), 427 
BOOTP, 147 
bootstring, dump, 430 
bootwait action, /etc/inittab, 403 
Bourne shell, 16 

See also shell, Bourne 
break, login script, 308 
broken links, 248 
bscript, unattended backups, 118 

bscript 
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bshrink(ADM) 

bshrink(ADM), removing backup file lists, 
115-116 

buffer cache, 84 

c 
C program files, 426-427 
C. (work) files, 323, 345 
C2 security, 41, 223-232 

disabling, 254 
CALLBACK option, Permissions file, 317 
cancel(C), 165 
CANNOT ACCESS DEVICE, 337 
Cannot access terminal control database 
entry, 257 

cannot create, 217 
cannot get backup set, 129, 131 
Cannot obtain database information on this 
terminal, 258 

cannot remove files, 258 
Can't rewrite terminal control entry for tty 
257 ' 

cartridge tapes 
See also media devices 
erasing, 111 
formatting, 111 
preparing, 111 
retensioning, 111 
rewinding, 111 

cbackup(ADM) 
authorizations, 117 
unattended backups, 117 

cblock, 447 
CD-ROM filesystems, 70, 72 

access mode, 59 
character 

blocks, 447 
lists, 447 

examining, 447 
pitch,177 
sets, 197 

changing mappings, 198 
removing mappings, 198 
specifying, 197 

size, 156 
chat script. See login, script 
checkpointing, 61, 65, 84 
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chmod(C),71 
finding files by permissions,88 
setting directory SGID, 21 

chmodsugid privilege, 36, 39, 235 
chown privilege, 36 
cleantmp(ADM), 85 
clist, 447 
cluster size, virtual disks, 372, 388 
code, disassembling, 441 
collection directories, 278 
colon (:),50 
color displays 

changing display, 414 
changing foreground and background, 
414 

changing screen border, 415 
list of display, 414 
reverse video, 415 
using, 411 

COLUMNS setting, 421 
COMl, 156 
COM2, 156 
commands, 424,427 

default remote, 317 
executing remote, 295 
print services, 165 

COMMANDS option, Permissions file,317, 
318 

compress(C),86 
compressed pitch. See character, pitch 
Compression Filesystem. See DTFS 
concatenated disk, virtual disk type, 361 
configaudit privilege, 36, 263 
Configuration file, UUCP, 321 
con figuring 

backups, 121 
groups, 13 
user accounts, 10-18,41 
UUCP, 301, 302-305 
virtual disks, 374 

connecting 
modem, 306 
UUCP systems by wire, 335 

consecutive unsuccessful logins, 30 
CONSOLE, 234 
console, 411 

See also system 
changing display colors, 414-415 
device name, 425 
keyboard type, selecting, 416 
resetting the screen,415 



console (continued) 
screen protection, 413 
screens, 412 

content types 
any, 195 
introduced, 194 
simple, 195 
specifying, 195 
terminfo,195 

Control Register 3, 451 
copying memory image to a file or tape, 431 
corruption, data, 246 
Could not get authorization data for File­
system Manager, 102 

Could not get authorization data on host 
1~ , 

cpio(C), 90, 117, 136 
file ownership, 239 

CR3 (Control Register 3), 451 
crash recovery, 248 
crash(ADM) 

cblock command, 447 
dis command, 441 
dump, 442 
examining a memory image, 429 
examples, 431 
file command, 436 
id t command, 440 
inode command, 437 
introduced, 429 
panic, 442 
panic command, 443 
proc command, 432 
running on live system, 429 
trace command, 443 
tty command, 447 
user command, 433 

CRDELAY variable, 208 
creating, dial-in accounts, 302 
Cron Manager, 39 
cron(C),39 

authorization, 33 
clearing log files, 93 
daemon, 252 
removing backup file lists, 115 
unattended backups, 117 
UUCP, 301, 322 

crontab(C), clearing log files, 93 
crypt(C),239 

defaults 

cu(C),149 
login sequence, 308 
modem connection errors, 337-339 
print debugging information, 337 

custom(ADM) 
checking UUCP file permissions, 349 
verifying software, 248 

D 
D. (data) files, 345, 352, 353 
DAC. See discretionary access control (DAC) 
daemons, 432 

audit, 275 
sdd,252,409 
security, 252-254 
UUCP,319,322 

daisy wheels. Sec print wheels 
data 

blocks, introduced, 83 
encryption, 239 
protecting, 235 
storage, 83-84 
striping, virtual disks, 357 

databases 
authentication, 246-248 
terminfo, 185 

default, printer, 154 
defaults 

accounts, 11,41 
authorizations, 33 
Backup Manager, 135 
backup schedules, modifying, 122 
block size, 136 
.cshrc,19 
/etc/default directory, 426 
filesystem schedule, modifying, 123 
home directory, 17 
job sched uling, 39 
.kshrc,19 
.login, 19 
login group, 15 
login restrictions, accounts, 29 
login restrictions, terminal, 30 
login shell, 16 
password expiration, 23 
password length, 28 
password selection, 24-27 
privileges, 36 
.profile,19 
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delay 

defaults (continued) 
security, 41, 42, 44 
shell files, 19 
user, 10 
UUCP, 317, 318 
volume size, 136 

delay between login attempts, 30 
I dev directory, 424 
DEVICE LOCKED, 342 
Device Query Interface. See DQI (Device 
Query Interface) 

devices 
cannot access, 337 
CANNOT ACCESS DEVICE, 337 
device assignment database, 247 
device number, CD-ROM filesystem, 73 
directories, 424, 426 
drivers, filesystem, 57 
field, Systems file, 306 
finding from major Iminor number, 437 
fixing file permissions, 337 
locked,342 
nodes, 425 
none available, 338, 342 
permissions in UUCP, 344 
problem in UUCP, 343 

Devices file 
baud rate, 306 
dial-out entries, 309 
error, 346 
format, 310 
local area network, 307,310 
matching Systems file, 323 
modem, 323 
speed field, 306 
testing modem, 300 
uucr configuration, 321 

Idev IIp, 212 
Idev Itty1a (COMl), 156 
Idev Itty2a (COM2),156 
Dialcodes file, 307, 333 
Dialers file 

Automatic Call Unit (ACU), 310 
dialer-token field, 312-313 
error, 349 

dialer-token, 310, 312-313, 347 
dial-in 

modem, 29 
site, 302, 304, 306 
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dialup printers, 149 
retry rate, 150 
uuep errors, 221 

Direct keyword, 310 
directories 

Ibin, 424 
daemons, 254 
letc, 425 
finding, 88-89 
GID bit, filesystem, 21 
llib,426 
limiting size, 98 
Imnt, 426 
monitoring size, 98 
lopt, 426 
problems, cannot remove files, 258 
root (/), 423 
security, 237,239 
Ishlib,426 
slots 

removing, 99 
viewing, 99 

Istand,427 
system, 423-428 
Itcb,427 
Itmp,428 
lusr, 427 
Ivar, 428 

disable(C), 165 
disabled 

account, 256 
terminal, 258 

discretionary access control (DAC), 226 
disk, errors,427 
disks 

See also floppy disks; hard disks; virtual 
disks 

adding,94 
audit record space, 278 
changing layout, 94 
disk fragmentation, 97 
disk usage, 86 
formatting, 111 
mirror. See mirrored disks 
security, 224 

display adapter, displaying characters, 413 
document types. See content types 
DOS 

files, 75, 77 
filesystems 

access permissions, 76 



DOS (continued) 

filesystems (continued) 

backing up, 77 
dosdir: FAT not recognized, 75 
limitations, 77 
mount options, 73 
mounting, 75 
timestamps, 77 

doscmd(C),77 
dosdir: FAT not recognized, 75 
d_passwd, 29 
DQI (Device Query Interface), 109 
DTFS 

B+ tree, 83 
block bitmap, 83 
block size, 83 
da ta compression, 68 
inode bitmap, 83 
inodes,84 
interior nodes, 83 
leaf nodes, 83 
root filesystem, modifying mount config­
uration,62 

shadow paging, 70 
dtox(C),75 
du(C),87 
dump 

bootstring, 430 
device 

defining, 430 
defining system default, 430 

dumpsave(ADM), using, 431 

E 
EAFS, root filesystem, modifying mount 
configuration, 61 

ECON-80 mode, 421 
elite pitch. See character, pitch 
enable(C), 165 
enabling 

disabled account, 256 
printer, 152 
terminal, 258 

encryption, 239 
error codes, auditing, 264 
error logs, 427 
error while mounting filesystem, 102 
Error with server process: Permission 
denied, 102,214 

exceptions 

escape, login script "308 
escape sequences, sec uri ty, 241 
/etc directory, 425 
/ etc/ auth/ system/ default, 45 
/etc/auth/system/ttys, 257-258 
/etc/cleanup script, 93 
/ etc / conf directory, 426 
/etc/conf/cf.d/init.base, 402 
/ etc / conf / cf. d / sassign, 430 
/etc/conf/node.d,220 
/etc/copyrights, 410 
/ etc/ cshrc, 409 
/etc/default directory, 426 
/etc/default/cleantmp,85 
/etc/ default/ filesys, 58, 63, 103, 105, 117 
/ etc/ default/ format, 78 
/ etc / defa ult / good pw, 28 
/etc/default/idleout, 234 
/etc/default/login, 12,45,234 
/ etc/ default/lpd, 150 
/etc/default/passwd, 28,45 
/etc/default/su,39 
/ etc/ dialups, 29 
/etc/dktab, entries for a simple disk, 360 
/ etc/ d_passwd, 29 
/etc/group, 15, 20, 250 
/etc/hosts.equiv, remote printers, 146 
/ etc/inittab, 257 

field descriptions, 402 
format, 402 
modifying system initialization, 401 
telinit(M), 402 

/etc/issue, 410 
/etc/motd, 85,409 
/ etc / mscreenca p, 418 
/etc/passwd, 29,45,46,47,50,227,250 
/etc/profile, 409 
/etc/rcO.d scripts, file execution order, 407 
/ etc/ rc2.d scripts, 405-406 

file execution order, 407 
S, P, I, and K files, 407 
S80lp, 179 
starting lpsched daemon, 215 
system initialization files, 401 

/etc/shadow,45 
/etc/termcap, 206 
/etc/wtmp,91 
event 

mask,266 
process sleeping on, 433 

exceptions, 440 

459 



execsuid 

execsuid privilege, 36 
executing remote programs with UUCP 323 
exit codes, printers, 184 ' 
expect string, 307-308 
expr(C), 420 

F 
failed to connect to remote host, 102,214 
Failed to establish user authorizations 214 
Fa~led to remove export configuration', 103 
Fa~led to remove mount configuration, 103 
FaIled to retrieve list of local printers and 
their descriptions, 214 

failure mode, 44 
failure with connection to server, 214 
fast check, 81 
faults. See printer faults 
file structures, 83 
files 

audit system, 91 
cannot remove from directory, 258 
changing 

groups with find(C), 90 
owner with find(C), 90 

copying remote, 322-323 
corruption, 249 
file control database, 248 
file descriptors, 434, 435 
file table, 435 
finding, 88-89 

by name, 88 
by owner, 88 
by permissions, 88 
by size, 88 
by type, 88 
temporary, 89 

finding from inode number, 437 
GID bit, 21 
modifying system initialization, 401 
monitoring, 92 
moving, 95 
opened by process, 434 
process accounting, 91 
removing, 89 
security, 238, 239 
shadow, 99 
transfer, UUCP, 295,321-323,341,352 
UUCP log files, 91 
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Filesystem Manager, 54 
See also filesystems 
adding mount configuration, 58 
checking filesystems, 79 
displaying 

disk usage, 86 
inode usage, 87 

modifying mount configuration, 59 
mounting filesystems, 74 
removing mount configuration, 58 
starting, 54 
unmounting filesystems, 74 
viewing filesystem types, 56 

filesystems 
See also Filesystem Manager 
access mode, 59 
adding mount configuration, 58 
administering, 53 
automounting,63 
backing up, 105 
backups. See backups 
CD-ROM, 70, 72 
changing mount point, 59 
check and repair options, 80 
checking, 79 
checkpointing,65 
configuring drivers, 57 
corruption, 246,249 
creating, 53 

on floppy disks, 77-78 
data compression, 68 
DOS, 73, 75, 76 
drivers, 57 
enabling users to mount, 63 
expanding, 94 
fast check, 81 
Filesystem Manager, troubleshooting, 
102 

Filesystem mount failed, 74 
free space, 256 
/home,56 
introduced,55-56 
maintaining 

efficiency, 97 
free space, 85, 95 

maintenance, 105 
missing files, 103 
modifying mount configuration, 59 
mounting, 74, 101,240 
NFS, 105 
NOTICE: Out of inodes, 100 



filesystems (continued) 
NOTICE: Out of space, 85 
out of inodes, 100 
recreating, 94 
remote administration, 58, 102, 138 
removing mount configuration, 58 
repairing, 79 
restoring, 130 
root, 55 
security, 235, 240 
specifying access mode, 59 
Istand,55 
structures, 83 
supported,56 
temporary, 65 
troubleshooting, 102 
types, 56 
IU,56 
unmount: filesystem busy, 63, 74 
unmounting, 74, 101 
versioning, 67 
viewing mount status, 74 

filter, PostScript, 193 
filters. See printer filters 
find (C) 

executing commands on output, 89 
finding files, 88-89 
finding temporary files, 89 
locating files of removed users, 14 
using with cpio(C), 136 

FIPS 151-1 conformance, NIST, 36 
fixmog(ADM), 251 
floppy disks 

See also media devices 
device names, 425 
filesystems, 77-78 
formatting, 78, 111 
security, 224 

Floppy Filesystem Manager, 77 
flow control, 156 
font cartridges, 197 

alerting to mount, 203 
changing, 199 
installing, 200 
mounting, 200 
removing, 199 
specifying, 199 
unmounting, 200 

fonts, 413-414 
format(C), 78, 111 

Hardware/Kernel 

forms. See printer forms 
FORMS variable, 208 
frame, kernel stack, 443 
free list, 82 
free memory, 449 
free space, 94, 95 
free-block list, 82 
freemem, 449 
fsck(ADM), 60,78, 79, 80, 81,82 

DTFS phases, 82 
mounting filesystems, 240 
phases, 81 

G 
GOT (Global Descriptor Table), 450 
GID, limits, 50 
GID (group 10), 13,225 
Global Descriptor Table, 450 
goodpw(ADM), 27 
Green Book, 232 
group, 19-22 

adding, 20 
directory GID bit, 21 
group ID (GID), 13,225 

Rockridge filesystems, 72 
modifying, 21 
modifying groups, 13 
names, illegal, 50 
removing, 21 

groups 
limit on simultaneous membership, 21 
supplemental, 20,22 

guest, UUCP transaction, 323 

H 
hard disks 

See also disks 
device names, 425 
security, 224 

hardware problems, 427 
Hardware/Kernel Manager 

changing MODE_SELECT,221 
configuring 

filesystem drivers, 57 
port drivers, 218 

modifying mount configuration, 61,62, 
67 
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Hayes 

Hayes (and compatible) modem 
connecting, 306 
testing, 300 

hd(C),99 
header files directory, 427 
Hewlett-Packard network printers, config-

uring, 147-149 
High Sierra, filesystem mount options, 70 
history, backup, 127 
home directory, changing, 17 
/home filesystem, 56 
host, UVCP transaction, 323 
hot spares, virtual disks, 357 
hpnpcfg(ADM), 147 
HTFS, root filesystem, modifying mount 
configuration, 61 

.hushlogin, 37 
hwconfig(C),216 

I 
I files, /etc/rc2.d directory, 407 
I01MOUNTFSYS script, 406 
id(C),236 
identification and Authentication (I&A), 
227 

idle users, 233 
idleout(ADM), 233 
IDLETIME variable, 234 
idmkenv(ADM), 221 
IDT (Interrupt Descriptor Table), 440 
.ilogOOOO file, 66 
in-core inode table, 435 
incremental backups, introduced, 108, 
124-125 

init device file, 212 
initdefault action, /etclinittab, 403 
initialization files, 407 

/etc/cshrc, 409 
/etclinittab,402 
/etc/motd,409 
/etc/profile, 409 
/etc/rc2.d scripts, 405 
.login, 409 
modifying, 401 
. profile, 409 

init(M) 
power failure signal, 404 
run levels, 402 
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inodes,100 
clearing, 81 
inode bitmap, 83 
inode table, 435 
introduced, 84 
null numbers, 99 
reconfiguring with mkfs(ADM), 101 
structure, 83 
usage, displaying, 87 

integrity(ADM), 240,248,250 
intent logging, 66, 84 
interface scripts. See printer interface scripts 
interior nodes, 83 
Interrupt Descriptor Table, 440 
interrupt stack, 444 
interrupt vector 

parallel printer, 219 
printer port, 216 

IS09660, filesystem mount options, 70 

J 
jobs 

print. See print jobs 
scheduling, 39 

K 
K files, 407 
kbmode(ADM),416 
kernel,426,427 

audit records, 260 
daemons, 432 
finding component with nm(CP), 446 
finding component with string(C), 445 
parameters, 254 

KBTYPE, 416 
MAXVDEPTH, 67 
MINVTIME,67 
MODE_SELECT,221 
ROOTCHKPT, 61 
ROOTLOG,61 
ROOTMAXVDEPTH, 61, 62 
ROOTMINVTIME, 61, 62 
ROOTNOCOMP,62 
ROOTSYNC, 62 
VDJOBS,399 
VDUNITJOBS, 400 

privileges, 226 
reI inking, 402 



kernel (continued) 
stack,443 
stack trace, 443 
text, 440 

keyboard 
AT mode support, 416 
bell, sounding, 415 
changing default mode, 416 
selecting types, 416 
switching modes, 416 

L 
LAN (Local Area Network), UUCP, 307, 310 
laserjethpnp interface script, 149 
LCK (lock) files, 300, 323, 345, 348 
Idsysdump(ADM), using, 431 
LOT (Local Descriptor Table), 450 
leaf nodes, 83 
/lib directory, 426 
line pitch, 177 
linear address, 451 
link kit, 426 
load balancing, on virtual disks, 388 
Local Descriptor Table, 450 
local network switch, 312-313 
local printers 

changing name, 154 
configuring spooled printers, 209-212 
duplicating, 145 
introduced,144 
Iprint(C),206 
special device file, 155 

lock files, UUCP, 343 
locked, device, 342 
locking 

account, 256 
DOS filesystems, 76 
login, 232 

log book, backups, 114 
.Log directory, UUCP programs, 342 
log files 

See also reports 
clearing, 91-93 

automatically, 93-94 
error messages, 427 
monitoring, 92 
password, 242 
printers, 162 
UUCP, 341, 342 

LPRINTSTTY 

logging, intent, 61, 84 
login 

activity reporting, 243 
auditing, 290 
configuring, 18 
creating dial-in accounts, 302 
group, 14 
lock out, 232 
reports, 241 
restrictions, accounts, 29 
restrictions, terminal, 30 
script (chat script), 304, 307-308 
security, 42, 44, 233, 234, 333 
sequence, UUCP, 308, 321, 323 
shell, adding, 19 
troubleshooting, 338 

LOGIN FAILED, 342 
.login file, setting system variables, 409 
Login incorrect, 258 
login: resource Authorization name file 
could not be allocated ... , 258 

LOGNAME entry, Permissions file, 314 
lost+found directory, 79, 80,82 
lp administrator, 173, 174 
lp authorization, 33, 166, 168, 170, 171, 172 
Ipadmin(ADM), 157, 167, 195 

configuring dialup printer, 150 
creating printer classes, 158 
mounting font cartridges, 200 
removing 

classes, 159 
printers from a class, 159 

specifying 
character sets, 198 
default page size, 177 
font cartridges, 199 

Ip(C),165 
assigning priority levels, 173 
setting priority levels, 174 
specifying printer forms, 190 

Ip.cat(AOM), 180 
LPOEST variable, 155 
Ipfilter(AOM),167 
Ipforms(ADM), 167 

alerting to mount forms, 203 
Ipmove(AOM), 167 
Iprint(C), 165,206 
LPRINTSTTY variable, 209 
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/psched(ADM) 

Ipsched(ADM), 152, 167 
authorizations, 166 
starting, 215,217 

Ip.set(ADM),180 
Ipshut(ADM),167 

authorizations, 166 
Ipstat(C), 165 

dialup printer failure, 150 
displaying default page size, 178 
listing printer classes, 159 

LPTELL variable, 183 
Ip.tell(ADM), 180, 183 
Ipusers(ADM),167 

displaying default priorities, 174 
setting default priority level, 176 
setting individual priority limit, 175 

LUID (Login User ID), 38,225,254,408,409 

M 
MACHINE entry 

OTHER option, 320 
Permissions file, 314 

magic cookie, 230 
mail 

sending to remote sites, 295 
lusr /spool directory, 427 
UUCP, 303, 321 

mail(C),85 
mask, auditing, 271 
master tty, 418 
MAXVDEPTII kernel parameter, DTFS, 67 
media 

file list 
browsing, 128 
displaying, 129 

preparing, 111 
restoring, files and directories, 132 
rotation schedule, 114, 116 
sample label, 113 
security, 224 
selecting files to restore, 134 
setting default values, 136 

media devices 
block size, 110 
default values, 110 
introd uced, 109 
setting default, 135 
supported,109 
volume size, 110 
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mem authorization, 33 
memory 

monitoring memory allocation, 449 
monitoring STREAMS resources, 449 

memory image 
copying to file, 431 
copying to tape, 431 
examining, 429, 442 
validating, 431 

memsize(ADM), using, 431 
message of the day file. See /etc/motd 
messages, UUCP, 339 
meta-data, 65 
MINVTIME kernel parameter, DTFS, 67 
mirrored disks 

boot, root and swap, 378 
explained, 363 
root device, 392 
root failure, 392 

mkdev(ADM), 57, 156 
device, 57 
ptty, 418 

mkfs(ADM), 75 
reconfiguring inodes, 101 

MMDF, UUCP, 303 
mnt: cannot open /etc/ default/ filesys, 103 
/mnt directory, 426 
/mnt special directory, 77 
mnt(C),63 
models. See printer interface scripts 
modem 

baud rate, 306 
configuring printers, 149 
connecting, 306 
Dialers file, 312 
Hayes (and compatible), 300,306 
local network switch, 313 
login attempts, 31 
login sequence, 308 
problems in UUCP, 342 
supported, 296 
telephone line, 295 
testing, 300 
testing phone line, 342 

MODE_SELECT kernel parameter, 221 
MOTD Manager, 409 
mount configuration 

adding, 58 
AFS root filesystem, 61 
DTFS root filesystem, 62 
EAFS root filesystem, 61 



mount configuration (continued) 
HTFS root filesystem, 61 
modifying, 59 
removing, 58 
S51K root filesystem, 61 

mount: host not in hosts database, 102 
mount point, changing, 59 
mount(ADM), 63, 78, 240 
mounting 

directory, 426 
filesystem, 240 

mscreen(M) 
configuring, 417 
example, 420 
mscreencap file, 418 
troubleshooting, 418 
tuning, 419 

m ul tiscreen 
console, 412 
multiple video adapters, 413 

multiscreen(M), 417 
MYNAME entry, Permissions file, 350 

N 
ncheck(ADM), 240, 437 
nested virtual disks, creating, 377 
network, UUCP, 301 
Network Information Service (NIS), 229 
network printers, Hewlett-Packard 147-149 
newline character, 50 ' 
NFS filesystems, backing up, 105 
NGROUPS parameter, 21 
NIS, security, 229 
NIST FIPS 151-1 conformance, 36 
nm(CP), finding kernel component, 446 
NO DEVICES AVAILABLE, 338, 342 
no outgoing calls, UUCP messages, 344 
node 

device, 425 
name, 301 

nodnm(ADM) command, using, 437 
NOREAD option, Permissions file, 317 
NOTICE: Out of inodes, 100 
NOTICE: Out of space, 85 
NOWRITE option, Permissions file, 317 
NSPTTYS parameter, 418 
nswap, 449 

parameters 

o 
object reuse, 226 
objects, 259 
off action, / etc/ inittab, 404 
once action, /etc/inittab, 404 
ondemand action, /etc/inittab, 404 
open file table, 435 
open files, determining, 435 
open(S), 264 
/ opt directory, 426 
Orange Book, 223 
orphaned files, 14 
OTHER option, MACHINE entry, 320 
OUT-OF-DATE,391 
OUT-OF-SERVICE,391 
override terminal, 46, 248 

p 
P files, /etc/rc2.d directory, 407 
POOSYSINIT script, 406 
P03RECOVERY script, 406 
P04CLEAN script, 406 
P05RMTMPFILES script, 406 
P15HWDDNLOAD script, 406 
P16KERNINIT script, 406 
P20sysetup script, 406 
P21 perf script, 406 
P70uucp script, 406 
P75cron script, 406 
P86mmdf script, 406 
P86scologin script, 406 
P87USRDAEMON script, 406 
P88USRDEFINE script, 406 
P90RESERVED script, 406 
packet, UUCP, 323 
page 

length,177 
size, 177 

displaying default, 178 
setting default, 177 

width, 177 
Page Directory Base Register, 451 
panic dump, 442 
parallel printers. See printers 
parameters 

See also kernel, parameters 
audit, 274 
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parity 

parity 
serial printers, 156,219 
virtual disks, 359, 363, 365, 375, 379, 390 

parity disk, booting from, 380 
passwords 

See also / etc / passwd 
activity reporting, 242 
assigning, 10, 25 
auditing, 290,291 
C2 security, 227 
changing, 22-23 
checking, 27 
compatibility with other UNIX systems, 
49 

dial-in, 29 
disabling checks, 28 
expect string, 308 
expiration, 23-24, 232-233 
length,28 
management, 22 
matching and rejecting, 28 
Password Management Guideline, 232 
reports, 241 
restrictions, 232 
security, 245, 247 
Systems file, 321, 323 
UUCP logins, 303 

PATH variable, 166 
PDBR (Page Directory Base Register), 451 
performance tuning, virtual disk, 388 
permissions 

archiving, 239 
directories, 235 
file, 235 
finding files, 88 
serial port, 335 

Permissions file, 314, 321 
combi~ing entries, 320 
configuring, 314, 320 
errors, 346,348 
format, 314, 319 
granting access, 319-320 
options, 315 

per-process region table, 438 
phone line, modem problems, 342 
physical address, 450 
physical security, 224 
physmem, 449 
pica pitch. See character, pitch 
pitch. See line pitch; character, pitch 
PN (start printing) termcap entries, 206 
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polling, setting for UUCP, 302 
port, See also printer port 
PostScript, filter, 193 
powerfail action, /etc/inittab, 404 
powerwait action, /etc/inittab, 404 
pregion table, 438 
Print Job Manager, 168 

See also print jobs; printers 
customizing toolbar, 213 
deleting print jobs, 170 
deselecting jobs, 169 
holding print jobs, 171 
promoting print jobs, 172 
resuming print jobs, 171 
selecting jobs, 169 
starting, 168 
transferring print jobs, 172 

print jobs 
See also Print Job Manager; Printer Man-
ager 

accepting, 152 
canceling, 170 
default priority level, 173 

setting, 176 
default priority limit, 173 

introduced,175 
deleting, 170 
deselecting, 169 
holding, 171 
individ ual priority limits, 173 
introduced,160 
managing, 168 
moving up the queue, 172 
printing immediately, 173 
processing, 160 
promoting, 172 
refreshing list, 170 
rejecting, 152 
resuming, 171 
selecting, 169 
setting priority levels, 174 
stopping, 170 
transferring to another printer, 172 
viewing, 170 

PRINT port, attaching printers, 206 
print queues 

introduced, 160, 170 
setting priorities, 173 
viewing, 170 



print services 
command summary, 165-167 
customizing, 176 
introduced, 159 
lpsched print scheduler not running, 215 
maintaining, 151 
overview, 160 
request log, 160 
restricting user access to a printer, 157 
scheduler, 215 
spooling, 160 
starting, 153 
stopping, 153 
terminfo database, 162 

print wheels, 197 
See also font cartridges 
changing, 199 

printer classes 
creating, 158-159 
introduced, 158 
removing classes, 159 
removing printers from a class, 159 

printer faults 
alerting, 200-202 
detecting, 196 
recovering, 202 
setting up alerts, 201 

printer filters, 162 
crea ting, 192 
detecting faults, 196 
examining, 193 
introduced, 191 
modifying, 193 
PostScript, 193 
removing, 194 
using, 192 

printer forms, 188-190 
alerting to mount, 203 
controlling 

printer access, 190 
user access, 190 

creating, 188 
examining, 190 
introduced, 188 
modifying, 190 
mounting, 191 
removing, 190 
specifying with Ip(C), 190 
unmounting, 191 
/usr/spool/lp/admins/lp/forms, 189 

Printer 

printer interface programs. See printer 
interface scripts 

printer interface scripts 
arguments, 181 
changing, 154, 185 
creating, 182-185 
customized, 185 
introduced,180 
setting up, 185 
standard(ADM), 180 

Printer Manager, 141, 142 
See also print jobs; printers 
accepting jobs, 152 
adding 

local printers, 144 
printer filters, 192 
printer forms, 189 
remote printers, 146 

changing 
baud rate, 219 
printer interface scripts, 185 
printer name, 154 

customizing toolbar, 213 
disabling printers, 152 
duplicating local printers, 145 
enabling printers, 152 
examining 

printer filters, 193 
printer forms, 190 

modifying 
printer filters, 193 
printer forms, 190 

mounting printer forms, 191 
rejecting jobs, 152 
removing 

printer filters, 194 
printer forms, 190 
printers, 151 

restricting user access to a printer, 157 
setting 

parity, 219 
printer fault alerts, 201 
system default printer, 154 

specifying 
content types, 195 
number of banner pages, 179 
printer terminfo type, 186 

starting, 142 
Ipsched(ADM), 215 
print services, 153 

stopping print services, 153 
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printer 

Printer Manager (continued) 
unmounting printer forms, 191 

printer port 
interrupt vector conflict, 216 
no response, 218 
testing, 216 

printers 
See also Print Job Manager; Printer Man­
ager 

accepting jobs, 152 
adding 

local,144 
remote, 146 
to serial terminal, 206 
to terminfo database, 185 

attaching 
to AUX port, 206 
to PRINT port, 206 

bypassing spooler, 178 
changing 

font cartridges, 199 
interface script, 154 
name, 154 
print wheels, 199 
printer model, 154 
settings, 154 

character sets, 197 
command summary, 166 
configuring 

spooled local printers, 209-212 
UUCP dialup printers, 149 

content type, 194 
controlling access, 157 
customizing configuration, 176 
defaults, 155 
detecting faults, 196 
disabling, 152 
duplicating, 145 
enabling, 152 
examining settings, 154 
exit codes, 184 
fault alerting, 200-202 
filters, 162 
font cartridges, 197 
illegible output, 218 
initializing with init device file, 212-213 
interface script, 162 
log files, 162 
Iprint(C), 206 
managing, 141 
mounting font cartridges, 200 

468 

printers (continued) 
no output, 216 
parallel,212 
print jobs, 160 
print queues, 160 
print wheels, 197 
printer classes, 158, 158-159 
Printer Manager, troubleshooting, 214 
recovering from printer faults, 202 
rejecting jobs, 152 
remote administration, 146,214 
removing, 151 

classes, 159 
printers from a class, 159 

request ID, 160 
request log, 160 
serial communication parameters, 156 
servicing, 151 
setting 

character pitch, 177 
default page size, 177 
line pitch, 177 
multiple names, 204 
page length, 177 
page width, 177 
polling, 220 
system default, 154 

slow, 219 
special device file, 155 
specifying 

content types, 195 
font cartridges, 199 
terminfo type, 186 

TERM variable, 197 
terminfo entry definitions, 186 
troubleshooting, 214,215-221 
unmounting font cartridges, 200 
UUCP errors, 221 
virtual, 204 
wrong output spacing, 219 
XON /XOFF, 200 

printerstat authorization, 34, 165 
printqueue authorization, 34 
priority 

levels for print jobs 
controlling, 173 
default, 173,174,176 
introduced, 173 
setting, 174 

limits on print jobs 
default, 173, 174, 175 



priority (con til1lled) 
limits on print jobs (continued) 

individual, 173, 175 
introduced,175 
setting, 175 

print queues, 173 
processes, 433 

privileges, 226, 231, 253 
See also authorizations 
assigning, 35-36 
chmodsugid, 36 
configaudit, 36 
execsuid, 36 
suspendaudit, 36 
writeaudit,36 

process 
finding largest, 440 
flags, 433 
process field, /etc/inittab, 402 
regions, 439 
security, 225-226 
size, 438 
status, 432 
table, 432 
u-area, 433 

.profile, 409 
Protected Password database, 45,47,50, 
247 

protected subsystems, 228-231 
prwarn(C), 24,233,242 
PS (stop printing) termcap entries, 206 
pseudo-ttys, 257, 425 
ptys, 417 
public, directories, 239 
pwconv(ADM), 47 

Q 
queryspace authorization, 34,63 
queues. See print queues 
quot(ADM),87 

R 
RAID 1,363 
READ option, Permissions file, 316 
region table, 438, 439 
region type, 439 
reject(ADM), 167 
relax(ADM),42 

ROOTLOG 

relaxed security, 41, 246 
remote 

administration, 10,50,58,74, 79, 102, 138, 
146,214 

command execution, 295 
command execution with UUCP, 323 
filesystems 

adding to backup schedule, 126 
backing up, 120 

printers 
adding, 146 
/etc/hosts.equiv, 146 
Hewlett-Packard,147-149 

REMOTE DOES NOT KNOW ME, 343 
REMOTE HAS a LCK FILE FOR ME, 343 
remote.unknown script, 333 
removing 

group, 21 
user, 12 

report template, audit, 280, 282-283 
reports, security, 232 
request ID, introduced, 160 
request log, 160, 162 

codes, 162 
REQUEST option, Permissions file, 315 
respawn action, /etc/inittab, 404 
restore authorization, 34 
restoring 

complete filesystem, 129 
files and directories, 131, 132 
parity on virtual disks, 390, 397 
using the command line, 136 

retry period, UUCP, 305 
RETRY TIME NOT REACHED, 343 
REUSEID,12 
reverse video, colors, 415 
.rhosts, 127 
rmail(ADM), 315, 317, 318, 319 
Rockridge, filesystem mount options, 72 
root 

account, 234 
authorization, 37 
directory, 423 
filesystem, 55 

checking, 79 
modifying mount configuration, 61, 62 

security, 248 
ROOTCHKPT kernel parameter, 61 
ROOTLOG kernel parameter, 61 
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ROOTMAXVDEPTH 

ROOTMAXVDEPTH kernel parameter 
DTFS,62 
HTFS,61 

ROOTMINVTIME kernel parameter 
DTFS,62 
HTFS,61 

ROOTNOCOMP kernel parameter, 62 
ROOTSYNC kernel parameter, 62 
routing, MMDF, 303 
RS-232 

connecting the cable, 335 
selecting a serial port, 335 
UUCP requirement, 296 

run level 
changing with telinit(M), 402 
field, /etc/inittab, 402 
system default, 404 

s 
S files, /etc/rc2..d directory, 407 
SOOMDAC script, 406 
SOOVDISK script, 406 
S25pm script, 406 
S35dlpi script, 406 
S51K, root filesystem, modifying mount 
configuration, 61 

S80lp script, 179,406 
S85tcp script, 406 
S88nfs script, 406 
S89hostmib script, 406 
S93scohttpd script, 406 
S95calserver script, 406 
S99apcssd script, 406 
scheduled backups. See backups 
sca support, contacting, 446 
scoadmin(ADM) 

Account Manager, 7 
Audit Manager, 262 
Backup Manager, 106 
Filesystem Manager, 54 
Floppy Filesystem, Manager, 77 
HP Network Print Services Manager, 147 
HP Network Printer Manager, 147 
MOTD Manager, 409 
Print Job Manager, 168 
Printer Manager, 142 
System Logs Manager, 92 
Virtual Disk Manager, 373 

scologin(X), 230 
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screens, maximum, 418 
sd(ADM), 252, 409 
sdd daemon, 252, 409 
search. See find(C) 
SECCLEARID parameter, 254 
SECLUID parameter, 254 
secondary authorizations, 34 
SECSTOPIO parameter, 255 
security 

abuse of privilege, 245 
accountability, 225 
auditing, 227, 234 
authorizations, 32,37,226,232 
C2,223-232 
crash recovery, 248 
daemons, 252-254 
database, 44,46,246-249 
database precedence and recovery, 46 
defaults, 41, 44 
disabling C2 features, 254 
encryption, 239 
failure mode, 44 
features, 224-232, 235-237, 238,239,244, 
246-250 

filesystem, 235,246 
graphical issues, 229 
high, 41 
Identification and Authentication (I&A), 
227 

importing data, 239 
improved, 41 
login, 233, 234 
login messages, 37 
log ins, 243 
low, 36, 41 
maintained, 223 
missing files, 50 
network, 228 
NIS issues, 229 
object reuse, 226 
objects, 225,226 
parameters, 42, 44 
password, 232, 245 
physical, 224, 246 
privileges, 226, 253 
problems, 251 
profile, 42, 46 
reports, 241-243 
retirement, 44 
retiring accounts, 13 
Security Features User's Guide, 2 



security (continued) 
sticky bit, 237 
subjects, 225 
subsystems, 228 
SUID jSGID bits, 235 
system access, 232 
tampering, 244 
tcb directory, 427 
terminal, 247 
terminal restrictions, 233 
traditional, 36 
troubleshooting, 255-258 
Trusted Facilities Manual, 2 
UID reuse, 13,44 
UNIX system, 41 
UUCP, 318-319 
verify system software, 248 

Security Features User's Guide, 2 
send string, login script, 307 
SENDFlLES option, Permissions file, 315 
serial 

cable, 335 
communication parameters, 156 
device names, 425 
line 

lock file, 323 
UUCP requirement, 296 

multi screens (mscreen), 417 
port 

permissions, 335 
UUCP connection, 335 

server not responding, 102 
set in it example, 420 
set noglob example, 420 
set prompt example, 420 
setcolor(C),414-415 
setgid(S), 72,228,265 
setuid(S), 72,228, 265 
sg: unable to add group as as supplemental 
group list full, 22 

SGID bit, 235, 236, 240, 254 
Rockridge filesystems, 72 

sh. See Bourne shell, shell 
shadow files, removing, 99 
shadow paging, 70 
shared libraries, 426 
shared regions, determining, 440 
shell,Bourne,16 
shl(C),418 
/ shlib directory, 426 
shutdown(ADM), authorization, 35 

SIGHUP signal, 184 
SIGINT signal, 184 
signals, 435 
SIGPIPE signal, 184 
SIGQUIT signal, 184 
simple content type, 195 
site name, verifying unique, 350 
slave tty, 418 
SMTP and security, 230 
software storage objects (5S0), 426 
spares, virtual disk, 391 
special device file 

crea ting, 220 
introduced,155 
serial ports, 335 

spooling 
printer daemon, 161 
UUCP, 320 

S50. See software storage objects (SSO) 
stack frame, 443 
/ stand directory, 427 
/stand filesystem, 55 
standard(ADM) interface script, 180 
/stand/unix,55 
STATUS error messages, 347 
.status file, error, 346 
Status files, UUCP, 342, 343 
status report access, 232 
sticky bit, 237, 238, 254, 258 
stopio(S), 255 
STREAMS resource use, 449 

sulog 

string(C), finding kernel component, 445 
striped disk, 361 
stty(C), 157, 178 

adjusting, 219 
printer port characteristics, 182 

subsystem, 228 
administrative roles, 231 
audit, 37,227,270,291-292 
authorizations, 32,33-35,226 
database files, 247 
manual page, 232 
protected,228 

su(C),252 
accessing other accounts, 38 
authorization, 38 
logging, 39 

SUID bit, 235, 236, 240, 254 
Rockridge filesystems, 72 

SULOG,39 
sulog file, 93 
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superblock 

superblock,84 
supplemental groups, 20, 22 
support, contacting, 446 
suppressing login messages, 37 
suspendaudit privilege, 36, 263 
swap space, 449 
symbolic link, 95 
symbolic links, restoring, 248 
sync-on-close, 85 
sysadmin authorization, 33,63, 105, 108, 
122 

Sysfiles file, 333 
sysinit action, /etc/inittab, 403 
system 

crash,248,270,442 
customizing startup, 401 
default printer, 154 
defaults database, 45 
error log, 427 
initialization files. See initialization files 
maintenance, 85 
name, modifying, 301 
panic, 442 
reports, 241-243 
run level, 402, 404 
security, 224-232, 235-237, 238,239,244 
246-250 ' 

setting variables, 409 
system administrator 

filesystem maintenance, 105 
log book, 114 
trusted system, 231 
user maintenance 7 

System Logs Mana~er, 92 
SYSTEM NOT IN Systems FILE, 338,343 
Systems file 

baud rate, 306 
error, 348 
error with cu(C) command, 338 
format, 304 
Local Area Network, 307 
login sequence, 321, 323 
phone field, 307 
sched ule field, 304-305 
security, 303 
speed field, 306 
testing modem, 300 
UUCP, 321, 342-343 
verifying phone number, 300 
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T 
tail(C), 92 
tampering, 244 
tape, device names, 425 
tape(C),l11 
tar(C), 77,86 

security, 240 
TBLNK parameter, 413 
I tcb directory, 427 
TCB (Trusted Computing Base), 225-232 
427 ' 

database precedence, 46 
integrity, 46 
override terminal, 46 

Itcbl audittmp, 91 
tcbck(ADM), 50,249 
Itcbl files/auth directory, 45 
TCP, dialer type, 310 
TCSEC (Trusted Computer System 
Evaluation Criteria), 42, 223 

telinit(M),402 
modifying letc/inittab, 405 
system run level, 402 

templates, 11 
temporary files, finding and removing, 89 
temporary file system, mounting, 65 
TERM variable, 186 

printers, 197 
TERMCAP variable, 206 
terminal 

activity reporting, 243 
authorization, 33 
connecting local printer, 206 
disabled, 258 
enabling, 258 
escape sequences, security, 241 
locking, 32 
login restrictions, 30 
override, 248 
reports, 241 
restricting access, 233 
security, 247 
unlocking, 32 

Terminal Control database, 247,257 
Terminal is disabled -- see Account 
Administrator, 258 

Terminal is disabled but root login is 
allowed, 256 



terminfo 
compiling, 186 
content type, 195 
creating printer entry, 186 
database, 185, 197 
printer entry definitions, 186 
specifying type, 186 

text, disassembling, 441 
The user name does not exist in 

/etc/passwd,50 
tic(C),186 
time to complete login, 30 
timestamps, DOS filesystems, 77 
TLI, dialer type, 310 
TLIS dialer type, 310 
TM. (temporary data) files, 323, 352 
/tmp directory, 239, 428 
/ tmp filesystem, 65 
toolbar, customizing, 213 
transparent mode, 208 
traps, 440 
trusted 

See also security; TCB (Trusted 
Computing Base) 

applications, 264 
system,25,224,225,231,239,246 

Trusted Facilities Manual, 2 
tset( C), 420-421 
tty table, examining, 447 
ttys 

database, 258 
root, 248 

ttyupd(ADM), 258 
tunable parameters, examining values of, 
448 

u 
/u filesystem, 56 
u-area 

examining, 433 
process, 433 

UID, limits, 50 
UID (user 10), 13,434 

obsolete, 14 
umask(C), 76,235-237 
umnt(C),63 
umount(ADM), 63 
Unable to create new user account, 50 

/usr//ib/goodpw/reject 

unattended backups, 117 
bscript, 118 

undelete(C),67 
unlocking, account, 256 
unmount: filesystem busy, 63, 74 
unscheduled backups 

introduced,108 
running, 119, 120 

unsuccessful login attempts, 243 
user equivalence 

backup, 108 
establishing, 126 

User Equivalence Manager, 126 
useradd(ADM), 11 
userls(ADM), 12 
usermod(ADM), 11,46,273 
users 

adding, 10-12 
authorizations, 32-35 
disk usage, 87 
group membership, 15 
login group, 14 
login shell, 16 
modifying accounts, 18, 41 
names, illegal, 50 
reactivating, 13 
removing, 12 
reports, 241-243 
security, 244 
unretiring, 13 
user ID (UID), 13,434 

Rockridge filesystems, 72 
sec uri ty, 225 

/usr directory, 427 
/usr /adm directory, 427 
/usr/adm/acct,86 
/usr /adm/loginlog, 243 
/usr fadm/messages, 91, 216 
/usr /adm/pacct, 91 
/usr fadm/sa, 86 
/usr /adm/sulog, 91 
/usr /backup / .rhosts, 127 
/ usr /bin directory, 427 
/ usr / incl ude directory, 427 
/ usr / lib directory, 427 
/usr /lib / cron/ .proto file, at program, 40 
/usr /lib/cron/.proto.b file, batch program, 
40 

/usr/lib/goodpw /match, 28 
/usr /lib/goodpw /reject, 28 
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lusrl/ibl/padmin 

lusr I lib Ilpadmin 
configuring dialup printer, 150 
creating printer classes, 158 
mounting font cartridges, 200 
removing 

classes, 159 
printers from a class, 159 

specifying 
character sets, 198 
default page size, 177 
font cartridges, 199 

lusr llib/lpforms, alerting to mount forms, 
203 

lusr I lib Ilpusers 
displaying default priorities, 174 
setting 

default priority level, 176 
individual priority limit, 175 

lusr/lib/mkdev, 57 
lusr llib/mkuser, 19 
lusr Ilib/terminfo/terminfo.lp, 185 
lusr I lib luucp, 321 
lusr I lib luucp I Devices, 150 
lusr I lib luucp I uucico, login shell, 303 
lusr I lib Ividi directory, 413 
lusr/lib/Xll/scologin/Xconfig, 230 
lusr Ispool directory, 427 
lusrlspool/cron/crontabs/root, 93, 116 
lusr Ispool/lpl admins/lpl filter.table, 192 
lusr Ispooi/lpi admins/lp/forms, 189 
lusr Ispooi/ip Ilogsl requests, 91 

printer request log, 162 
lusr Ispool/lp I model, 157, 180, 182 
lusr Ispool/lp I requests, 162 
lusr Ispooi/ip I temp, 162 
lusr Ispool/uucp, 321,342 
lusr I spool/ u ucp I .Log directory, 342 
lusr Ispool/uucp/LOGFILE, 91 
lusrlspool/uucp/.Log/.Old,91 
lusr Ispool/uucppublic, 321 
lusr Ispool/uucpl .status directory, 342 
lusr Itmp directory, 427 
uucheck(ADM), 349, 352 
uucico(ADM),342 
uucico(C),320 
UUCP 

access, 321 
ACU (Automatic Call Unit), 306, 310 
C. (work) files, 323, 345 
checking Permissions, files, 352 
clearing log files, 91 
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UUCP (continued) 
configuring, 304-305 
connecting, 301 
connecting with direct wire, 335 
creating login accounts, 302 
D. (data) files, 345, 352, 353 
daemons, 318,319 
database control files, 301 
default paths, 318 
Devices file, 306, 309, 310, 321 
Dialcodes file, 333 
Dialers file, 312, 349 
directories 

public directory, 315 
security, 316 
spool directory, 352 
lusr Ibin/uucp, 321 
lusr Ispool/uucp, 321 
lusr Ispool/uucppublic, 321 

error messages, 344, 347 
granting access, 317-320 
LCK (lock) files, 300, 323, 345, 348, 353 
linking, 310 
Local Area Network (LAN), 310 
.Log directory, 342 
log files, 301-341 
login, 302-303, 304,307-308 
messages,342-344 
modem,296,300, 306 
name truncation, 350 
"node name, 304 
over TCP /IP, 310 
password, 303 
Permissions file, 314, 321 
permissions problems, 339, 349 
polling, 302 
printers 

configuring, 149 
troubleshooting, 221 

protocols, 332 
remote execution, 323 
sample transaction, 322 
security, 303,305,314,316-319,321,333 
setting up, 295 
.status directory, 342 
Sysfiles file, 333 
Systems file, 304-307 
TM. (temporary data) files, 323, 352 
troubleshooting, 336-352 
uucheck(ADM), 352 
uUcico(ADM), 342 



UUCP (continued) 
uucp failed completely, 339 
uucp failed partially, 339 
uudemon.hour, 322 
uulog(C), 339 
uulog(C), 341 
uustat(C), 339 
X. (execute) files, 322, 323,352 

UUCP failed completely, 339 
UUCP failed partially, 339 
uucp(C), 295, 322 
uucppublic directory, 239,316 
uudemon.admin script, 302 
uudemon.clean script, 91, 302 
uudemon.hour script, 302, 322 
uuinstall(ADM), 301 
uulog(C), 339,341,352 
u uname( C), 352 
uusched(ADM), 322-323 
uustat(C), 339,352 
uuto(C),341 
uutry(ADM), 300, 308, 349, 352 
uux(C), 295, 317 

location, 321 
problems, 351 
records, 341 

uuxqt(ADM), 318 
executing remote programs, 322, 323 
MACHINE option, 319 
querying, 341 
X. (execute) files, 322 

UX:lp: ERROR: Requests for destination 
aren't being accepted, 152 

v 
validating a memory image, 431 
/var directory, 428 
variables 

CRDELAY, 208 
FORMS, 208 
LPDEST,155 
LPRINTSTTY, 209 
LPTELL,183 
PATH, 166 
setting, 409 
TERM, 186, 197 
TERMCAP,206 

vddaemon process, 397 

vdisk 

vdisk: failed to spawn vddaemon error = x, 
397 

vdisk: insufficient memory to ... , 395 
vdisk: job pool is empty, 399 
vdisk: job time-out; restarting job pro­
cessing, 399 

vdisk n: bringing spare online, 399 
vdisk n: cannot bring spare online during 
reconfiguration, 399 

vdisk n: cannot restart reconfiguration if 
interrupted, 398 

vdisk n: corrected error on piece m, no data 
lost, 399 

vdisk n: failed to allocate kernel virtual 
memory, 395 

vdisk n: failed to bring spare online, 396 
vdisk n: failed to open piece m, 394 
vdisk n: failed to read/write timestamp on 
piece m,395 

vdisk n: is being taken offline, 394 
vdisk n: job queue is full, 400 
vdisk n: new configuration offline, repair 
out-oF-service drive, 395 

vdisk n: new configuration online, parity 
must be restored, 399 

vdisk n: not enough jobs to restore from 
spare, 397 

vdisk n: piece m and piece p are out of 
service, 394 

vdisk n: piece m is being taken out of 
service, 397 

vdisk n: piece m is out of service, 397 
vdisk n: piece pool is empty, 400 
vdisk n: read invalid timestamp on piece 
m,396 

vdisk n: reconfiguration failed, restore from 
previous backup, 395 

vdisk n: restart of reconfiguration failed, 
restore from previous backup, 398 

vdisk n: spare is online, 399 
vdisk n: spare will not be operational, 394 
vdisk n: timestamps are not valid [run 
dkconfig -cf], 396 

vdisk n: timestamps not closed properly, 
parity may be out-of-date, 397 

vdisk n: timestamps not closed properly, 
parity must be restored, 397 

vdisk n: too many levels of virtual disks, 
393 

vdisk n: too many pieces out of service [ 
run dkconfig -cf ], 396 
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vdisk: 

vdisk: piece x is too small to backup config­
uration information, 398 

vdisk: write to data base piece m failed err 
= x, 398 

VDJOBS kernel parameter, 399 
VDUNITJOBS kernel parameter, 400 
verifying 

backups, 112, 119, 120 
virtual disks, 390 

versioning, 61, 62, 67 
video adapters, multiple, 413 
video fonts, changing, 413 
vidi(C), 413 
virtual address, translation to physical 
address, 450 

Virtual Disk Manager, 86 
See virtual disks 

virtual disks 
adding, 374 
adding new pieces, 376 
booting from, 380 
characteristics, 372 
cluster size, 372,388 
clusters, defined, 358 
configuration backup, 377 
configuration database, 367 
configuring disk pieces, 375 
converting disk divisions, 387 
creating nested, 377 
data striping, 357 
defaults, 382 
deleting, 386 
device nodes, 383 
distribution of I/O, 371 
examining, 386 
explained, 356 
filesystems,386 
hot spare, 357, 382 
interface, 373 
load balancing, 388 
maximum number of jobs, 399 
mirrors, 378 
modifying, 385 
nodes, 383 
parity, 390 
performance, 370, 371, 388 
RAID, 359 
spares, 391 
states and status, 391 
troubleshooting, 389 
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virtual disks (continlled) 
type 

concatenated disk, 361 
RAID 0 (striped), 361 
RAID 1 (mirroring), 363 
RAID 4, 363 
RAIDS, 365 
simple disk, 360 

vddaemon process, 397 
verifying, 390 

virtual printers, introduced, 204 
volume size, 110 

default, 136 

w 
wait action, /etc/inittab, 404 
Wait for login retry:, message, 30 
wall (ADM), 85 
WRITE option, Permissions file, 316 
writeaudit privilege, 36, 263 
Wyse 60 terminal, 420 

x 
X. (execute) files, 323, 352 
XAR (extended attribute record), 71 
xargs( C), 90 
Xauthority, 230 
xauth(X), 230 
xhost(X), 230 
XON/XOFF,200 
XPG3,72 
XT console keyboard, 416 
xtod(C),75 

y 
You are not authorized to run ... , 33 
You do not have authorization to run ... , 
258 

ypserv(NADM), 229 
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