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About this book

This book provides the information you need to get your SCO OpenServer ™
system up and running. It includes installation and configuration instruc-
tions, as well as introductions to the Desktop, online documentation, system
administration, and troubleshooting.

You will find the information you need more quickly if you are familiar with:

* “How this book is organized” (this page)

* “Related documentation” (page 4)

* “Typographical conventions” (page 8)

Although we try to present information in the most useful way, you are the

ultimate judge of how well we succeed. Please let us know how we can
improve this book (page 9).

How this book is organized

After introducing the SCO OpenServer product line, this book describes how
to:

* install an SCO OpenServer system (page 19)
* install software (page 69)

* use the system, including:
~ the Desktop (page 122)
- help and online documentation (page 127)
- e-mail (page 129)




About this book

* adminjster the system (page 137), including:
- starting and stopping the system (page 169)
- customizing startup of the Desktop (page 199)
- adapting the system to your language or country (page 221)
— troubleshooting (page 247)

* add memory, disks, terminals, and other hardware (page 271)

* configure network hardware and protocols (page 481)

Appendixes provide additional configuration information.

Related documentation

SCO OpenServer systems include comprehensive documentation. Depending
on which SCO OpenServer system you have, the following books are available
in online and/or printed form. Access online books on your system by
double-clicking on the Desktop Help icon. Access online books at the SCO
web site at http://www.sco.com/documentation. Additional printed ver-
sions of the books are also available.

The Desktop and most SCO OpenServer programs and utilities are linked to
extensive context-sensitive help (page 127), which in turn is linked to relevant
sections in the online versions of the following books.

NOTE When you upgrade or supplement your SCO OpenServer software,
you might also install online documentation that is more current than the
printed books that came with the original system. For the most up-to-date
information, check the online documentation.

Late News
Contains information that was obtained too late for inclusion in the docu-
mentation shipped with SCO OpenServer Release 5. You can view this
document at the SCO web site by following the SCO OpenServer Release 5
link from http: / /www.sco.com/documentation.

Release Notes
Contain important late-breaking information about installation, hard-
ware requirements, and known limitations.

SCO OpenServer Features and Limitations
summarizes the enhancements and new features of the current release,
describes additional limitations and workarounds, and lists supported
hardware.
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Related documentation

Graphical Environment Guide
Describes how to customize and administer the Graphical Environment,
including the X Window System™ server, the SCO® Panner™ window
manager, the Desktop, and other X clients.

Graphical Environment help
Provides online context-sensitive help for Calendar, Edit, the Desktop,
Help, Mail, Paint, the SCO Panner window manager, and the UNIX®
command-line window.

Graphical Environment Reference
Contains the manual pages for the X server (section X), the Desktop, and
X clients from SCO and MIT (section XC).

Guide to Gateways for LAN Servers
Describes how to set up SCO® Gateway for NetWare® and LAN Manager
Client software on an SCO OpenServer system to access printers, file-
systems, and other services provided by servers running Novell®
NetWare® and by servers running LAN Manager over DOS, 0OS/2®, or
UNIX systems. This book contains the manual pages for LAN Manager
Client commands (section LMC).

Internet services documentation
Includes these books:

* SCO PPP from Morning Star User’s Guide
* Netscape FastTrack Administrator’s Guide
* Netscape FastTrack Programmer’s Guide

* Netscape JavaScript Guide

Mail and Messaging Guide
Describes how to configure and administer your mail system. Topics
include sendmail, MMDF, SCO Shell Mail, mailx, and the Post Office
Protocol (POP) server.

Networking Guide
Provides information on configuring and administering TCP/IP, NFS®,
and IPX/SPX™ software to provide networked and distributed
functionality, including system and network management, applications
support, and file, name, and time services.

Networking Reference
Contains the command, file, protocol, and utility manual pages for the
IPX/SPX (section PADM), NFS (sections NADM, NC, and NF), and TCP/IP
(sections ADMN, ADMP, SFF, and TC) networking software.
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Operating System Administrator’s Reference
Contains the manual pages for system administration commands and
utilities (section ADM), system file formats (section F), hardware-specific
information (section HW), miscellaneous commands (section M), and SCO
Visual Tcl™ commands (section TCL).

Operating System Tutorial
Provides a basic introduction to the SCO OpenServer operating system.
This book can also be used as a refresher course or a quick-reference
guide. Each chapter is a self-contained lesson designed to give hands-on
experience using the SCO OpenServer operating system.

Operating System User's Guide
Provides an introduction to SCO OpenServer command-line utilities, the
SCO Shell utilities, working with files and directories, editing files with
the vi editor, transferring files to disks and tape, using DOS disks and files
in the SCO OpenServer environment, managing processes, shell program-
ming, regular expressions, awk, and sed.

Operating System User’s Reference
Contains the manual pages for user-accessible operating system com-
mands and utilities (section C).

Performance Guide
Describes performance tuning for uniprocessor, multiprocessor, and net-
worked systems, including those with TCP/IP, NFS, and X clients. This
book discusses how the various subsystems function, possible per-
formance constraints due to hardware limitations, and optimizing system
configuration for various uses. Concepts and strategies are illustrated
with case studies.

System Administration Guide
Describes configuration and maintenance of the base operating system,
including account, filesystem, printer, backup, security, UUCP, and
virtual disk management.

Many other useful publications about SCO systems by independent authors
are available from technical bookstores.
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Related documentation

Development documentation

The SCO OpenServer Development System includes extensive documentation
of application development issues and tools. Additional resources for devel-
opers are available at the SCO Developers Home Page
(http: / /www.sco.com/developer).

Driver development

The Consolidated Hardware and Driver Development Kit contains documen-
tation, sample drivers, and test suites for developing drivers on SCO Open-
Server and UnixWare 7. You can download all packages from the SCO HDK
Homepage (http://www.sco.com/hdk) or can order the CD through the stan-
dard channels. The documentation can also be viewed online at
http:/ /uw7doc.sco.com using Netscape or another frames-aware browser;
Select "Hardware and Driver Development” from the left frame.

The documentation for the Consolidated Hardware and Driver Development
Kit is built using the UnixWare 7 tools. The manual pages can be installed
and accessed on SCO OpenServer systems using the hdkman command,
which is provided with the HDK software. The graphical ScoHelp documen-
tation cannot be installed on SCO OpenServer systems but can be read from
the web site and is provided as a flatfile that can be downloaded from the web
or read directly from the CD using the file:/ syntax of any frames-aware
browser.
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Typographical conventions

This publication presents commands, filenames, keystrokes, and other special
elements as shown here: '

Example:
1p or Ip(C)

[new/client.list
root

filename

(Esc)

Exit program?
yes or yes
“Description”
Cancel

Edit

Copy

File © Find = Text

open or open(S)

$HOME
SIGHUP
“adm3a”
employees
orders
buf

b b.errno

Used for:

commands, device drivers, programs, and utilities (names,
icons, or windows); the letter in parentheses indicates the
reference manual section in which the command, driver, pro-
gram, or utility is documented

files, directories, and desktops (names, icons, or windows)
system, network, or user names

placeholders (replace with appropriate name or value)
keyboard keys

system output (prompts, messages)

user input

field names or column headings (on screen or in database)
button names

menu names

menu items

sequences of menus and menu items

library routines, system calls, kernel functions, C keywords;
the letter in parentheses indicates the reference manual section
in which the file is documented

environment or shell variables
named constants or signals
data values

database names

database tables

C program structures

structure members
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How can we improve this book ?

How can we improve this book?

What did you find particularly helpful in this book? Are there mistakes in this
book? Could it be organized more usefully? Did we leave out information you
need or include unnecessary material? If so, please tell us.

To help us implement your suggestions, include relevant details, such as book
title, section name, page number, and system component. We would appreci-
ate information on how to contact you in case we need additional explana-
tion.

NOTE For answers to technical questions, please contact your software ven-
dor or your support representative. Technical Publications is not qualified
to give technical support.

To contact us, use the card at the back of this SCO OpenServer Handbook or
write to us at:

Technical Publications

Attn: CFT

The Santa Cruz Operation, Inc.
PO Box 1900

Santa Cruz, California 95061-9969
USA

or e-mail us at:

techpubs@sco.com or ... uunet!scoltechpubs

Thank you.
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Chapter 1

About SCO OpenServer systems

The SCO OpenServer product line is a family of software products, licenses,
and additional products which are designed to work together.

System configurations

SCO offers several software products (this page), media packages (page 12),
and additional documentation in printed format (page 12) which you can
combine in the way that most effectively addresses your needs.

SCO OpenServer systems

The SCO OpenServer family includes three operating systems, a general-
purpose Internet server, and a single, combined development system. For
more information on the latter, see the documentation provided with the SCO
OpenServer Development System.

Host System

This product is designed for low-cost, turnkey solutions and
mission-critical applications that require a central application host
and do not require networking. In addition to many features that
deliver improved performance and reliability, it contains full
graphical support, including SCOadmin, an OSF/Motif® system
administration tool that also runs on character terminals. The
Host System also contains the SCO Advanced File and Print
Server, which provides NetBEUI networking for native Microsoft
Windows file and print connections.
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About SCO OpenServer systems

Media

Enterprise System

This product includes all the features of the Host System and com-
plete networking tools, including installation over a network,
TCP/IP (with SCO Advanced File and Print Server running over
TCP/IP), NFS, IPX/SPX, SCO Gateway for NetWare, LAN Manager
Client, Netscape Communicator™, and the Netscape FastTrack
server. As such, it is the most powerful and versatile server in the
product line.

Desktop System
This product is designed as a single-user workstation and contains
full graphical support as well as full networking connectivity. The
Desktop System also includes Netscape Communicator.

SCO Internet FastStart
This product is an easily configured, general-purpose Internet
server. Including Netscape Communicator, Netscape FastTrack
server, the Internet Manager, enhanced PPP from Morning Star
Technologies, and SendMail, this Internet server is robust and
powerful.

All SCO OpenServer products are provided on a single CD-ROM. The Boot
Disk is a 3.5-inch floppy disk. If your system supports it, you can now boot
directly from the installation CD-ROM (page 28).

Printed documentation

12

The Release Notes and SCO OpenServer Handbook are provided in printed format
with every SCO OpenServer system package. The SCO OpenServer Handbook is
also available online, along with many other books. Most of the online books
are available in printed format from your vendor, in two sets. Set 1 includes
all the user’s and administrator’s guides. Set 2 includes all the reference man-
ual pages (several volumes).

See “Related documentation” (page 4) for detailed information about the SCO
OpenServer documentation set.

SCO OpenServer Handbook



Additional licenses and products

Additional licenses and products

Many additional licenses and products are available for purchase with SCO
OpenServer systems. See the Release Notes for more information.

NOTE Before you can use any SCO product (including additional user and
CPU licenses), you must license as well as install it (page 72). You will be
prompted to license all additional products during the custom(ADM) instal-
lation procedure. Certain commercial versions of SCO software also require
registration. You can register a product online at the SCO web site
(http:/ /www.sco.com /register), or with the SCO Registration Center.

See also:
» “Licensing and registration terminology” (this page)
¢ Chapter 6, “Licensing and registering SCO products” (page 87)

Licensing and registration terminology

The SCO Software License is a contract that grants you rights to use SCO-
supplied software. Typically, you obtain the license from your SCO software
provider. It may accompany the software media, or you may acquire it online
on the World Wide Web. The license agreement accompanies all SCO prod-
ucts, either as a printed booklet or on the product media (typically in a direc-
tory named /license).

You can obtain the license for some SCO products interactively at SCO’s web-
site. Some SCO products display the license agreement when you install the
product, at which time you are prompted to read and accept the terms.

The following items identify the license:

License Number
A unique number identifying each SCO product.

License Code
A license code which activates the product.

License Data
Additional license information needed to activate some products.
If this field is not provided with your license, it is not required.
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About SCO OpenServer systems

Most of SCO’s commercial products require registration after installation.
Registration is your confirmation to SCO that you have installed and licensed
an SCO product. You can perform registration interactively at
http:/ /www.sco.com/register.

Some products (such as the Free* SCO products) do not need to be registered.

See the SCO Software Registration booklet provided with your SCO OpenServer
system. To register an SCO product, you must have:

SCO System ID
A unique ID used to identify your SCO OpenServer installation. It
is generated at initial system installation, and at any subsequent
low-level disk reformat. The SCO System ID is displayed when
you run the License Manager (page 88).

Registration Key

A key generated by the Registration Center when you register
your SCO product. You will receive one Registration Key for each
SCO product (identified by its License Number) that you register.
Until you register your SCO product, warning messages will be
displayed reminding you to register. Because the Registration Key
is tied to the SCO System ID, you must re-register your SCO prod-
ucts if you run a low-level disk reformat.

See Chapter 6, “Licensing and registering SCO products” (page 87) for more
information.

Accessing SCO Services information online

If you are connected to the Internet and have a World Wide Web browser
(such as Netscape Communicator), the following URL (Uniform Resource
Locator) will lead you to the SCO World Wide Web home page:

http:/ /www.sco.com/

To access detailed information about SCO support services, click on “Sup-
port”.

*

14

“Free” means that there is no charge to license the software for personal and non-commercial use. The
media kit has a nominal fee, and any number of users can share it. Each installation requires a unique
license.
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Accessing SCO Services information online

Finding SCO training

SCO Authorized Education Centers around the world offer training in the use
and administration of SCO products. To learn more about available training:

* From anywhere in the world, access the SCO Training home page
(http:/ /www.sco.com/ Training).

¢ In the United States or Canada, call 1-800-SCO-UNIX (1-800-726-8649).
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Chapter 2

Installing or upgrading an SCO system

This chapter explains how to install or upgrade an SCO OpenServer system on
your computer. Specifically, it covers:

* assembling the information you need for installation (page 20).
¢ installing the software (page 29).
* choosing an upgrade path (page 36).

If you encounter problems during the installation, see Chapter 3, “Troub-
leshooting the installation” (page 53).

Before you begin:

* Read the first chapter of the Release Notes, which describes the hardware
and disk space you need. Also read any other sections in the Release Notes
that specifically discuss your software and hardware.

* Gather the information for the installation checklist (page 20).

* Your SCO software includes drivers for the hardware listed in SCO Open-
Server Features and Limitations. If you use drivers and peripherals from a
dealer other than SCO, contact your dealer to verify that those drivers work
with the latest SCO OpenServer software. If the drivers are incompatible
with the operating system, your peripherals will not work. For more infor-
mation about new and updated driver support, see “Accessing the SCO
Compatible Hardware Web Pages” (page 273).
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Installing or upgrading an SCO system

* If you have just assembled your computer for the first time or are unsure
about the hardware requirements, review the manuals provided with your
computer and hard disk. In addition, run the system self-test described in
the operator’s guide for your computer to detect any hardware problems.

* Read your license agreement.

See also:

* “Installing or upgrading the system from a remote host” in the Networking Guide

Installation and upgrade checklist

You will need this information to respond to prompts during the installa-
tion. If you do not record this information before starting, you might have to
stop the installation and start again from the beginning.

After installation, keep this checklist with your system log (page 139).

1. Boot-time Loadable Drivers (BTLDs)
required? (page 284)
Also consult your BTLD software supplier’s
documentation.

2. Installation media
If you use your primary drive, autodetection
will probably fill in the correct entry. See
SCO’s Compatible Hardware Web Pages for
device names. See this book for SCSI
configuration (page 303).

(Continued on next page)
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O No

O Yes, enter package names:

Ul ATAPI/EIDE CD-ROM
(ATAPI-2-compliant)
IDE Controller
Primary or secondary:
Master or slave:
0 scsi CD-ROM
SCSI Adaptor Type:
SCSI Host Adaptor:
SCSI ID:
SCSILUN: 0
(always 0 for SCO-provided
drivers)
SCSI BUS:
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(Continued)

3.

10.

Keyboard language
(For example, UK English.)

. License number

Copy answers 4, 5, and 6 from the Certificate
of License and Authenticity (COLA.) If you
are performing an Upgrade installation, you
must have the license keys for both the origi-
nal system as well as the upgrade.

. License code

. License data

(This field appears only during certain ins-
tallations.)

. Installation type (page 37)

An Upgrade preserves your existing filesys-
tems, but may not provide all the new func-
tionality that a Fresh installation offers.
(Some systems cannot be upgraded.)

. System name (page 515)

Must be unique, begin with a letter, and con-
tain only lowercase letters and numbers (a
maximum of 8 characters).

. Domain name (page 516)

Security profile (page 142)

Use High for systems with confidential
information and many users, Improved for
systems with users who share information,
Traditional to maintain compatibility with
existing UNIX systems, or Low for systems
not widely or publically accessed.

(Continued on next page)

Installation and upgrade checklist

U Fresh
O Upgrade (if system is suitable)

If upgrading, stop here and begin
the upgrade procedure (page 29).

O High (above C2)
O Improved (C2)
U Traditional

U Low
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(Continued)

11.

12.

13.

14.

Time zone

Language

If you will be running a language product
other than US English (for example, French
or German), specify it here.

Initial system profile

Standard Enterprise installs all software
except Microsoft LAN Manager Client, SCO
Gateway, and PC-Interface® Server. Light-
weight character terminal also leaves out
the X11 server and clients, graphical
administration tools, and the IPX/SPX run-
time. Database services adds the suds
driver for large database products.

Hard disk setup, first disk

Preserve (page 40) maintains current parti-
tions and divisions (some systems cannot be
preserved). Use whole disk for UNIX (page
42) configures default partitions and divi-
sions. Customize (page 42) lets you create
and resize partitions and divisions. Interac-
tive (page 41) invokes fdisk(ADM) and
divvy(ADM) for more precision.

(Continued on next page)
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Continent or geographic area:

Time zone name:

Daylight savings observed?
Hyes ONo

U Standard system

U Lightweight character terminal

O Database services (add to
either Standard or Lightweight)

O Preserve (if available)

U Use whole disk for UNIX
U Customized layout

U Interactive fdisk/divvy
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(Continued)

Customized or Interactive layout (page 101)

(Also see the Release Notes for a description
of filesystem types.)

UNIX partition size (MB)
DOS partition size (MB)
Other partition size (MB)

boot filesystem size (MB)

swap space size (MB)
(recommend 1.5 to 2 times RAM)
root filesystem size (MB)

(new filesystem types no longer require small root

filesystems)
Other filesystems size (MB)

15. Bad track/block, first disk (page 341)
Thorough/destructive ensures the highest
disk integrity, but takes longer. Less
thorough choices increase the risk of instal-
lation failure due to bad spots on the disk.

16. Hard disk setup, second disk (page 45)
(If applicable)

Customized layout

UNIX partition size (MB)
DOS partition size (MB)
Other partition size (MB)

boot filesystem size (MB)
swap space size (MB)
Other filesystems size (MB)

17. Bad track/block, second disk
(If applicable)

(Continued on next page)

Installation and upgrade checklist

U None

U Thorough/destructive

U Thorough/non-destructive
U Quick/destructive

U Quick/non-destructive

L Preserve (if available)

O Use whole disk for UNIX
O Customized layout

O Defer

O None

t Thorough/destructive

L Thorough/non-destructive
D Quick/destructive

O Quick/non-destructive
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(Continued)

18.

19.

Software components

To override the initial system profiles, you
can install whole and partial components in
any combination. (See the Release Notes for
disk space requirements.) After initial ins-
tallation, you can add or remove software
(page 69).

Network card (page 505)

You do not need this information if you
autodetect the network card or defer net-
working configuration. (If the address you
want to use for your network card does not
appear on the list of valid addresses, defer
network configuration until after installa-
tion.) See your hardware documentation for
more information.

20. 1P address (page 513).

Four decimal numbers separated by periods
(for example, 132.145.80.9). If you do not
already have an IP address, defer network
configuration.

(Continued on next page)
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U Operating system

U Graphical environment
U Connectivity

U Online documentation

Vendor and model:

Interrupt vector (IRQ):

Base I/0O address (if applicable):

ROM address (if applicable):

DMA (if applicable):

Base RAM address (if applicable):

RAM size (if applicable):

Local Ring Broadcast (Token-Ring
only):

Slot number (if applicable):

Cable type (if applicable):
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Installation and upgrade checklist

(Continued)

21.

22,

23.

24.

25.

26.

27.

Network mask (page 514)

If you are not configuring a subnetwork,
accept the default value.

Broadcast address (page 515)

Domain name service (DNS) client Gateway address:
configuration

Enter the IP address (page 513) of the gate-

way machine on your network to set the
default route. For more information, see Primary nameserver address:

Chapter 5, “Configuring Internet Protocol

(IP) routing” in the Networking Guide.

Enter the IP addresses (page 513) of the pri- Secondary nameserver address:
mary and secondary name servers. Entering

a name server creates a default

resolv.conf(SFF) file. For more information,
see Chapter 6, “Configuring the Domain
Name Service” in the Networking Guide.

These fields are optional. If no values are
entered, /etc/tcp does not add a default route
(although routed is started) and resolv.conf is
not created.

IPX/SPX network number (page 518)

Links DOS Workstation clients and SCO
system software over the NetWare network.

IPX/SPX internal network number (page

518)
IPX/SPX framing type (page 519)

Video card (page 357)

Also consult SCO’s Compatible Hardware
Web Pages.

(Continued on next page)
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26

(Continued)

28.
29.

30.

31.

32.

Video mode (page 357)
Video monitor (page 357)

Graphical login

If you plan to use the graphical environ-
ment, leave the graphical login on. See
“Starting a Graphical Environment session”
(page 199).

Mouse (page 387)
Also consult your hardware documentation.

For a bus mouse, specify the interrupt. For a
serial mouse, specify the COM1 port. If your
serial mouse is connected to COM?2, specify
COM1 and then reconfigure your mouse after
installation (page 389).

E-mail system

Choose sendmail if you will use advanced
features of SCO Internet Services, such as vir-
tual domains, or if your systems currently
use sendmail. Otherwise, choose MMDE. For
more information on sendmail and the Inter-
net Manager, see Chapter 27, “Configuring
Internet services” (page 453). For a detailed
comparison of sendmail and MMDF, see the
Mail and Messaging Guide.

U On
U Off

Type (vendor):

U Bus mouse
O IRQ2 (INTR2)
O IRQ3 (INTR3)
U IRQ5 (INTR5)
U Serial mouse: COM1
(COM2 not supported)
U Keyboard mouse
O Jow resolution
U high resolution

O MMDF
U sendmail
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Responding to prompts

Responding to prompts

Use these keys when responding to prompts for information during the first
section of the installation (before software loading begins):

To: Press:
Get help (F1)
Abort the installation (F2)
Display other choices (Space)
Restore defaults (F5)
Return to the previous screen (Esc)
Exit help screen (Esc)
Move down one line )
Move up one line t
Scroll up one screen (PgUp)
Scroll down one screen (PgDn)
Select or deselect multiple items in a list (Space)
Accept an item (Enter)
Accept the current configuration (Enter)

If you make an error while entering information:
¢ Use the (Bksp) key or(Ctrl)H to erase a character.

* Press (Esc) to restart the entire line.

To stop the installation, press (F2) in any window, or select q at a prompt to
quit. Once you quit the installation, any information you have already
entered is lost. You must start the installation again from the beginning.

To restart the installation, verify that the Boot Disk is in the drive and press
(Enter). At the Boot: prompt, press (Enter) again. If you are using the BTLD
utility and you need to restart the installation, insert the Boot Disk and enter
restart link=pkg1 at the Boot: prompt (where pkg1 is the name of the package
from which to extract the required BTLD drivers).

To stop the installation process after the software loading begins, verify that
the Boot Disk is in the drive, then press the computer “reset” button or turn
the power off and on. At the Boot: prompt, press (Enter) to start the installa-
tion again from the beginning.

If you stop the installation after the software starts loading, the previous sys-
tem cannot reliably be restored. If the previous system is not restored, the
Upgrade installation type and the Preserve disk layout option may not be
available in the restarted installation, even though they were available in the
first (aborted) installation.
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Installing boot-time loadable drivers

If you are installing boot-time loadable drivers (BTLDs):

At the beginning of the installation, follow the instructions in “Adding
BTLDs at boot time” (page 285) to link the drivers at the first Boot: prompt.

At the end of the installation, after the software is loaded and the kernel is
rebuilt, you see a table of the packages installed on the disk. Enter the
name of the BTLD package to install, or press (Enter) to install the default
package.

Booting from CD-ROM

28

The SCO OpenServer installation CD-ROM is now bootable. This allows for a
faster installation and allows you to skip the steps which require you to insert
and load the installation boot floppy.

You can use this feature if your system BIOS supports CD-ROM as a boot
option. You cannot use this feature if your system BIOS recognizes only a
proprietary bootable CD-ROM format.

To use this feature:

1.
2.

SO o

Complete steps 1-3 of the standard installation procedure (page 29).

Enter your system’s BIOS configuration program. This program might be
accessed from a configuration floppy or by pressing keys immediately
after you power-cycle the system.

Specify CD-ROM as the primary boot device (before C: or A:).
Save this change to the system BIOS and exit the configuration program.
Shut down your system.

Insert the SCO OpenServer CD-ROM and remove any other media from
other boot devices on your system.
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The installation and upgrade procedure

7. Resume the standard installation procedure at step 5 (page 30).

For step 6, press (Enter) without inserting any additional media, unless you
have a Boot Time Loadable Driver to install.
For step 7, you do not need to insert the CD-ROM as it is already present.

NOTE Because not all installation utilities are aware that the CD-ROM drive
is emulating the floppy drive, you might see an error message or prompt
that mistakenly refers to the floppy drive.

If you are using the bootable CD-ROM feature, assume that messages you
receive that refer to installation media pertain to the CD-ROM drive.

The installation and upgrade procedure

Follow these steps, remembering to press (Enter) after responding to each
prompt:

1. Complete the “Installation and upgrade checklist” (page 20).

This is very important. If you do not gather this information first, you
might have to stop the installation and start again from the beginning.

2. If your hard disk already contains more than one partition, make sure that
the UNIX partition is active. The installation copies the SCO OpenServer
system to the active partition.

3. Before beginning any installation or upgrade, make sure you have up-to-
date backups of all the data currently on your system (see the System
Administrator’s Guide). Some of the options available during installation
overwrite all the data on the hard disk, including user data and DOS parti-
tions.

4. With the power off, or at the Press any key to reboot prompt, insert the
Boot Disk into the drive.
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If you have more than one floppy disk drive, make sure the 3.5-inch drive
is the primary drive (sometimes called the boot drive). Check your com-
puter hardware manual if you are unsure which is the primary drive.

NOTE You might be able to use the new bootable CD-ROM feature of
SCO OpenServer. See “Booting from CD-ROM” (page 28) for more infor-
mation.

. Turn on your computer (or press any key to continue from haltsys), and

wait for the Boot: prompt.

NOTE If you need to restart the installation completely at any time,
insert the Boot Disk, and press (Enter) at the Boot: prompt. The installa-
tion starts again from the beginning.

If you are using the BTLD utility and you need to restart the installation,
insert the Boot Disk and enter restart link=pkg1 at the Boot: prompt
(where pkgl is the name of the package from which to extract the
required BTLD drivers).

At the Boot: prompt:

* If you are not installing boot-time loadable drivers, press (Enter) to boot
from the floppy disk drive.

* If you are installing BTLDs, follow the instructions in “Adding BTLDs at
boot time” (page 285) before continuing,.

The system checks to see what hardware is present and if there are any
hardware problems. Each stage of checking generates a letter ranging
from D through M. See Appendix G, “Kernel initialization check letters”
(page 539) for an explanation of these letters.

A RESTRICTED RIGHTS LEGEND appears after the kernel initialization letters.

. When prompted, supply the information about your CD-ROM drive, insert

the CD-ROM, and press (Enter). Do not remove the Boot Disk from the
drive.

NOTE If you select the incorrect address for the CD-ROM, and another
device is actually present at that address, you cannot successfully
change to the correct address. Press (F2) to quit the installation, then
start again from the beginning.
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8.

10.

11.

12.

The installation and upgrade procedure

Follow the instructions on each screen, and complete the information
fields using the answers that you recorded in the “Installation and
upgrade checklist” (page 20). Two lines at the bottom of the screen give
brief instructions for completing each field. For more detailed help, press
(F1). Press (Space) to see a list of options from which you can select, or to
bring up a secondary set of prompts.

NOTE If the “Installation Type” field reads Fresh and you cannot
highlight any other choice, your system cannot be upgraded. Complete
the “Installation and upgrade checklist” (page 20) to make sure you have
all the necessary information, then continue with a fresh installation.
See “Choosing an upgrade path” (page 36).

When prompted, assign the root (superuser or administration) password.

Do not forget the root password. To restore a forgotten root password, you
must contact your support provider for assistance.

If you selected the Interactive fdisk/divvy disk setup option, the installation
prompts you to initialize your hard disk. Follow the instructions in “Parti-
tioning a hard disk using fdisk” (page 330) and “Dividing a disk partition
into divisions using divvy” (page 333) to complete this step.

CAUTION Do not allocate all of the available space to the optional /u file-
system. This will leave insufficient space for the root filesystem. If the
root filesystem has insufficient space, the installation will fail.

If you encounter an error at this point, reboot the system and start the in-
stallation again from the beginning. Do not attempt to move backwards
through the installation screens.

The badtrk(ADM) utility runs next, if you selected it. If you encounter an
error during badtrk, reboot the system and start the installation again
from the beginning.

The software load begins after any disk setup or badtracking. Software
load is the longest stage of the installation, but it can proceed unattended.

As the installation loads each software component onto the hard disk, you
see messages such as:

Installing: SCO UNIX System V Operating system (Ver 5.0.5E)
Installing Phase: Copying files from the media
Installation Status: Copying file
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13.

14.

15.
16.

These messages are logged in the custom log file,
foaropt/K/SCO/SoftMgr/*/custom/custom.log, for future reference.

After the software is loaded, the kernel (fstand/unix) is rebuilt. This takes
several minutes. The /stand directory also contains two other bootable ker-
nels, to use in case unix will not boot. unix.safe is the same as unix, but
with all third-party drivers removed. unix.install is the kernel used during
installation. It contains most drivers. See “Booting an old kernel” (page
184) and kernel(ADM) for more information.

If you linked BTLDs in at boot time, you see a table of the packages
installed on the disk. Enter the name of the BTLD package to install, or
press (Enter) to install the default package.

The system shuts down, then you see Press any key to reboot. Remove
the floppy disk or bootable CD-ROM from the drive, then press any key.

At the Boot: prompt, press (Enter).

To do any of the following, enter the root password when you see:
INIT: SINGLE USER MODE

* Setup a serial mouse.

If you have a serial mouse that is not installed on COM1, configure it
now. See Chapter 21, “Adding serial and parallel ports” (page 367) and
Chapter 23, “Adding mice and bitpads” (page 387).

¢ Install additional software or remove software.

To install or remove software, see Chapter 4, “Installing and managing
software components” (page 69).

NOTE When installing language products with the Software Manag-
er, make sure you select the language product that matches your ini-
tial product configuration. For example, if you installed the SCO
OpenServer Enterprise System and want to add the German product,
select “Enterprise German Language Support”.

» Configure the network.

If you installed the “Connectivity” components and deferred network
configuration during initial installation, you can configure the network
now. See Chapter 29, “Configuring network connections” (page 481).
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17.

18.

19.

The installation and upgrade procedure

* Install Internet Services components.

If you selected a full installation on your Enterprise or Desktop system,
Netscape FastTrack server and Netscape Communicator were automat-
ically installed. If you did not select a full installation, follow the
instructions in Chapter 4, “Installing and managing software com-
ponents” (page 69) to install Netscape components. See the Release
Notes for notes about configuring and using Netscape FastTrack and
Netscape Communicator.

If you chose sendmail during installation, you can use the Internet
Manager to configure your mail system and can make use of advanced
features such as creating virtual domains. If you chose MMDF, you can-
not use the Internet Manager to configure mail. You can switch mail
systems by removing the SCO MMDF (MMDF) package and adding the
SCO sendmail (SendMail) component. See Chapter 4, “Installing and
managing software components” (page 69). Also see “Mail” (page 470)
for information on configuring sendmail.

PPP from Morning Star allows you to use the Internet Manager to con-
figure your dial-up connections. By default, PPP from Morning Star is
not installed when you install your SCO OpenServer system. To install
and use PPP from Morning Star, remove the SCO PPP (tcp:PPP) package
and add the SCO PPP from Morning Star (mstppp) package, then config-
ure connections with the Internet Manager. See Chapter 4, “Installing
and managing software components” (page 69), “Accessing the net-
work” (page 455), and Chapter 27, “Configuring Internet services”
(page 453).

Bring the system up in multiuser mode from the INIT: SINGLE USER MODE
prompt by pressing (Ctrl)D. (Or, from single-user mode, press (Ctrl)D at
the # prompt. Then, when you see INIT: SINGLE USER MODE, press (Ctrl)D
again.)

If the displayed time is correct, press (Enter). If the time is incorrect, enter

the current time.

As the system starts up, you see copyright credits, followed by software
component start-up messages. When you see the graphical scologin
screen on tty02, or the login: prompt on tty01, the system is ready.

To start the Desktop, log in as root at the graphical scologin screen on
tty02 (press (Ctrl)(Alt)(F2) if it is not displayed).

To log in on a character screen, switch from the graphical login screen on
tty02 by pressing (Ctrl)(Alt)(Fn) (where n is the function key associated
with another tty, such as (F1)). Then, log in as root.
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20.

21.

For more information about scologin, see “Starting a Graphical Environ-
ment session” (page 199) and “Using multiscreens” in the System Adminis-
tration Guide.

At this time you can:

* Add user accounts. The installation automatically creates the root
account; this account should be used for system administration tasks
only. To maintain system security, you must create separate accounts
for each user on your system. (An Upgrade installation retains all user
accounts and data.) See Chapter 1, “Administering user accounts” in
the System Administration Guide.

* Add local printers (printers that are directly attached to your system).
See Chapter 24, “Adding printers” (page 397).

* Add hard disks to your system. See Chapter 18, “Adding hard disks”
(page 323) or “Upgrading a non-primary hard disk” (page 45).

* Configure ISA Plug and Play hardware present on your system. See
Chapter 17, “Installing Plug and Play devices” (page 311).

* Configure the mail system. See the Mail and Messaging Guide.

* Create additional partitions on your hard disk (if you left space for
them). See “Partitioning a hard disk using fdisk” (page 330).

* Create additional filesystems on your hard disk (if you left space for
them). See “Dividing a disk partition into divisions using divvy” (page
333).

Make a complete backup of your system. See “Running unscheduled
filesystem backups” in the System Administration Guide.

If your system should become corrupted, you can use this backup, along
with the emergency boot floppy disk set that you create in the next step, to
restore it without having to reinstall the software completely. See Chapter
3, “Backing up filesystems” in the System Administration Guide for a com-
plete discussion of backups.

CAUTION Make regular backups of your filesystems so that, if corrup-
tion occurs, you have a recent backup of your system to restore.
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22. Create an emergency boot floppy disk set for your system.

These disks allow you to recover your root filesystem quickly if it becomes
so corrupted that you cannot start the system from your hard disk. See
Chapter 5, “Creating an emergency boot floppy disk set” (page 81) for
instructions. Then, test the emergency floppy disk set, and verify that you
can read the backup you made in the previous step according to the direc-
tions in “Examining the contents of a backup” in the System Administration
Guide.

23. Register your software. See Chapter 6, “Licensing and registering SCO
products” (page 87). (You already licensed your system during the instal-
lation.) The system software displays frequent reminders until you regis-
ter the software you installed.

NOTE Your software generates a new SCO System ID each time you do
a low-level reformat of the root hard disk. If you do a low-level refor-
mat, you must contact an SCO Registration Center to obtain a new Regis-
tration Key and repeat the registration process (page 90).

After installation

The SCO OpenServer system is now installed and registered. Review Chapter
2 of the Release Notes for tasks you need to complete immediately following
installation. For further information on administering the system, see the
remaining chapters in the SCO OpenServer Handbook (especially Chapter 3,
“Troubleshooting the installation” (page 53), Chapter 9, “Administering SCO
systems” (page 137), and Chapter 13, “Troubleshooting system-level prob-
lems” (page 247)). Also see the System Administration Guide.

To help system administration, troubleshooting, and future upgrades go more
smoothly, keep a copy of the completed installation checklist (page 20) with
the system log (page 139).

To configure Internet services, including the Netscape FastTrack Server, send-
mail, and ppp, refer to Chapter 27, “Configuring Internet services” (page 453)
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Choosing an upgrade path

36

Read this and the following sections on upgrading your system thoroughly
before beginning an upgrade installation. They describe:

the different types of installation you can choose if you are already running
an SCO operating system

steps you must take before or after installing the new system so that certain
components from your previous system continue to work as you expect

Also read the chapters in the Release Notes that discuss the installation.

CAUTION Before beginning any installation or upgrade, make sure you
have up-to-date backups of all the data currently on your system (see the.
System Administrator’s Guide). Some of the options available during installa-
tion overwrite all the data on the hard disk, including user data and DOS
partitions.

We recommend that you use cpio(C) format for the backups (the Backup
Manager uses cpio), and that you back up one filesystem per tape.

If you currently run an earlier version of an SCO UNIX operating system, one
or more of the following methods are available for you to upgrade to an SCO
OpenServer system. Read the referenced sections and the Release Notes to
decide which method works best for your system.

Choose an Upgrade installation (page 37).

Choose a Fresh installation, then choose the Preserve option (page 40) for
setting up your hard disk.

Choose a Fresh installation, then run Interactive fdisk/divvy (page 41) to
recreate your current hard disk setup.

Choose a Fresh installation, choose the Use whole disk for UNIX or Custom-
ize option (page 42) for setting up your hard disk, then restore the data
from backups.
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NOTE If your system is currently running SCO Internet FastStart release 1.0
or 1.1, you must select the Fresh installation type. You may select either the
Interactive fdisk/divvy (page 41) or Preserve (page 40) option for setting up
your hard disk. You cannot select the Upgrade installation type for SCO
Internet FastStart release 1.0 or 1.1.

Before reinstalling your system, read the Release Notes for instructions on
how to migrate your current Internet FastStart data. This information will
help you save sendmail, ppp, and server configuration information so that
you do not need to completely reconfigure these services.

See also:

* “Issues with any upgrade” (page 43)

* “Upgrading from release 5.0” (page 48)
* “Upgrading from release 3.0” (page 52)
* “Upgrading from release 2.0” (page 52)

About the Upgrade installation type

The Upgrade option is available if your previous installation is SCO Open-
Server Release 5.0.0, 5.0.2, 5.0.4, or 5.0.5 and your hard disk has sufficient
space available for SCO OpenServer Release 5.0.6. (See the Release Notes for
disk space requirements, and for other information about the Upgrade option.)
This option leaves all non-root filesystems and partitions as they are. On the
root filesystem, it removes the old system and installs new versions of all the
previously installed packages. The Upgrade option appears near the begin-
ning of the installation prompts, under Installation type.

If an upgrade fails, the installation program attempts to restore the previous
system. The program displays a message about the expected state of the sys-
tem, depending on the phase in which the upgrade failed, and may direct you
to check whether you need to restore the system from backups.
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If you are upgrading from:

SCO OpenServer 5.0.0 Host

SCO OpensServer 5.0.0 Desktop
SCO OpenServer 5.0.0 Enterprise
SCO OpenServer 5.0.2 Host

SCO OpenServer 5.0.2 Desktop
SCO OpenServer 5.0.2 Enterprise
SCO OpenServer 5.0.4 Host

SCO OpenServer 5.0.4 Desktop
SCO OpenServer 5.0.4 Enterprise
SCO OpenServer 5.0.5 Host

SCO OpenServer 5.0.5 Desktop

Here are the paths available for Upgrade installations:

You can upgrade to:

SCO OpenServer 5.0.6 Host

SCO OpenServer 5.0.6 Desktop
SCO OpenServer 5.0.6 Enterprise
SCO OpenServer 5.0.6 Host

SCO OpenServer 5.0.6 Desktop
SCO OpenServer 5.0.6 Enterprise
SCO OpenServer 5.0.6 Host

SCO OpenServer 5.0.6 Desktop
SCO OpenServer 5.0.6 Enterprise
SCO OpenServer 5.0.6 Host

SCO OpenServer 5.0.6 Desktop

SCO OpenServer 5.0.5 Enterprise ~ SCO OpenServer 5.0.6 Enterprise

See also “Upgrading to the Enterprise configuration from Host or Desktop”
(page 49).

NOTE The Upgrade installation type is not necessarily tied to purchasing
the SCO OpenServer system as an upgrade. It simply describes one path
that the installation software can follow, and depends entirely on the config-
uration of the system before the upgrade. For example, if you currently run
SCO OpenServer Release 5.0.0, you can select the Upgrade installation type
even if you purchased a standard installation. On the other hand, if you
purchased an upgrade from SCO Open Desktop Release 3.0, you must select
the Fresh installation type, then choose the option under Hard disk setup
that is most appropriate for your upgrade — probably Preserve (page 40).

NOTE If you are performing an upgrade installation, you must provide
licenses for both the original system and the new system you are upgrading
to. Please have this information ready before proceeding with the upgrade.

Because the default configuration for SCO OpenServer Release 5.0.6 is larger
than the default configuration for SCO OpenServer Release 5.0.0, 5.0.2, 5.0.4,
5.0.5, the root filesystem on your primary hard disk might not be large enough
to hold the upgraded system. Check the Release Notes for space requirements.

If you want to choose the Upgrade option, but your root filesystem will not

hold the new release, you have three options:

* Increase the size of your root filesystem by reconfiguring your hard disk.

* Install a larger primary disk.
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* Install components of the new system on non-root filesystems. If your total
disk space is sufficient and you have available partitions, the installation
prompts you to relocate components to other filesystems (including file-
systems on non-primary disks).

CAUTION The filesystems offered during the installation for relocated com-
ponents may contain data that you do not want to disturb, such as user
accounts or DOS files installed by SCO Merge. If you choose to relocate com-
ponents to such filesystems, that data is lost.

Do not rely on being able to put additional data (such as user accounts) on the
filesystems you choose for relocation. The relocation program uses nearly all
the space in the chosen filesystems, in an attempt to create free space in the
root filesystem.

Only filesystems in /etc/default/filesys are offered for relocated components. If
you want to relocate components to filesystems that are not displayed at this
stage of the installation, abort the installation, reboot your previous system,
and run mkdev fs to place the filesystems in /etc/default/filesys.

See the Release Notes for more information on relocated filesystems.

Data retained with the Upgrade installation type
User data retained on the root filesystem includes:

* home directories

* user-created files and directories

¢ user IDs

¢ group IDs

* passwords

* file permissions

¢ mailboxes
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System data retained on the root filesystem includes:

L]

system configuration files
job scheduling files
filesystems

filesystem nodes

mount points

terminal control database
auditing parameters

file control database
system defaults

mail aliases

configuration files for incoming and outgoing PPP lines

UUCP dialer files

Non-root filesystems and non-root disks are not changed, unless you select
them to receive relocated components.

About the Preserve hard disk option

40

The Preserve option is available if your system has an active UNIX partition
with a clean root filesystem and a valid /etc/default/filesys (see filesys(F)). This
option retains the filesystem layouts from the previous installation, except for
the root filesystem. It removes everything from the root filesystem and
installs the new system, leaving all other data intact. To access the Preserve
option, press (Space) at Hard disk setup in the Preparing your disk and choos-
ing software window, then press (Space) again at Partitions & filesystems.
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If the list of hard disk setup options does not include Preserve, the installation
could not find an active UNIX partition with a valid root filesystem and
[etc/default/filesys. To preserve your existing partitions and filesystems, see
“About the Interactive disk setup option” (this page). When using the Interac-
tive fdisk/divvy option to retain your previous hard disk layout, you must
assemble the hard disk layout information from your previous system before
beginning the new installation.

The Preserve option is also available for the second hard disk. See “Upgrad-
ing a non-primary hard disk” (page 45).

About the Interactive disk setup option

CAUTION To retain your previous partitions and divisions using the Interac-
tive fdisk/divvy option, you must assemble the hard disk layout information
from your previous system before beginning the new installation.

The disk setup option for Interactive fdisk/divvy is available for any installa-
tion that starts as a Fresh (rather than Upgrade) installation type. Interactive
fdisk/divvy defers disk setup until the end of the installation prompts. The in-
stallation then runs the utilities fdisk(ADM) and divvy(ADM) interactively. To
retain your previous partitions and divisions on the new system, assemble the
hard disk layout information from your previous system (including any pre-
existing DOS partitions) before beginning the new installation, as follows:

1. Run fdisk and select option 1. Record the numbers of the partitions that
hold your filesystems, then exit fdisk.

2. Run divvy(ADM) for each partition.

CAUTION Do not select ¢ within divvy. Doing so destroys the contents
of the selected filesystem. Only select ¢ if you have a complete backup
of the filesystem, and you want to remake the filesystem into a different
format. You must then restore all the data to that filesystem after instal-
lation.
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3. Copy the information from your screen into the following table:

Table 2-1 Primary Hard Disk Filesystems

[Name ‘ Type [ New FS ’ # [ First Block ‘ Last Block

4. Exit divvy.

5. Enter this information during the installation’s fdisk and divvy sessions to
recreate your previous hard disk layout for the new installation.

To access the Interactive fdisk/divvy option, press (Space) at Hard disk setup in
the Preparing your disk and choosing software window, then press (Space)
again at Partitions & filesystems.

The Interactive fdisk/divvy option is not available for the second hard disk.
See “Upgrading a non-primary hard disk” (page 45).

About other hard disk setup options

42

Other hard disk setup options available from Partitions & filesystems (under
Hard disk setup) are Use whole disk for UNIX and Customize. The Use whole
disk for UNIX option clears any existing partitions and divisions from your
hard disk and creates a default UNIX partition and division, which you cannot
modify. The Customize option clears any existing partitions and divisions
and creates the same default layout, then allows you to modify it with new
partitions and divisions. (The Interactive fdisk/divvy option gives you more
precise control over the size and location of partitions and divisions, but the
Customize option is simpler.) Neither of these options preserves previous
data or disk setups. If you select the Use whole disk for UNIX or Customize
option, you must restore any previous data from backups after the installation
is complete.

The Use whole disk for UNIX and Customize options are also available for the
second hard disk. See “Upgrading a non-primary hard disk” (page 45). .
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Issues with any upgrade

This section covers issues that could potentially apply to any upgrade, no
matter what SCO system you are upgrading from or what SCO OpenServer
system configuration you are installing.

Restoring user accounts

If the upgrade path you choose (page 36) does not retain the user account
profiles on your system, use ap(ADM) to preserve the account profiles.

Before beginning the installation, run:

ap -dg > filename

This copies the account profiles, including group membership information, of
every user listed in the password file into the file filename. Back up this out-
put file.

After completing the installation, copy the file filename to the new system,
and run:

ap -ro -ffilename

This restores the account profiles for every user, overwriting any existing
account profiles of the same name (including root).

User-configured files and directories

This is a list of files and directories that are often configured, and may have
changes that you need to restore after installing a new SCO system. (The
Upgrade installation type attempts to preserve configurable files.) This list is
not exhaustive, nor will every file on this list have changes that you want to
save. The list is simply a starting-point for deciding which files have impor-
tant user-specific or system-specific information.

CAUTION Before beginning any installation or upgrade, make sure you
have up-to-date backups of all the data currently on your system (see the
System Administrator’s Guide).
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NOTE Please be aware that some of the listed files might be links. In order
to properly back up all required data, you must traverse each of these links
to the target file. Set the option on your backup utility to traverse symbolic
links. For example, use the -L option with c¢pio(C) , which will traverse and
back up all symbolic links.

Files likely to be configured:

/etc/checklist /etc/inittab
[etc/default/* /etc/mscreencap
/etc/conf/init.d/* /etc/passwd
/etc/cshrc /etc/profile
/etc/ddate /etc/rc
[etc/dialups [etc/systemid
/etc/d_passwd /etc/termcap
/etc/motd [etc/ttys
Jetc/gettydefs [etc/ ttytype
/etc/group /etc/wtmp

users’ home directories under /usr

/usr /adm/hwconfig

/usr /adm /messages

/usr/adm /pacct

/usr/lib/mail /aliases

/usr/lib /mail /aliases.hash

/usr/1ib /mail/ faliases

/usr/lib /mail /maliases

/usr/1ib /mail /mailrc

[usr/lib /mkuser/*

Jusr/lib /uucp/*
[usr/lib/X11/app-defaults/*
/usr/lib/X11/Mosaic/*

Jusr/lib/X11 /scologin/ Xservers
/usr/lib/X11/system.mwmrc
[usr/lib/X11/sys.startrc

/usr/man/cat. LOCAL (local man pages)

/usr /man/man.LOCAL (local man pages)
[usr /mmdf/mmdftailor
/usr/mmdf/table/*.dom (mmdf configuration)
/usr /mmdf/table/*.chn (mmdf configuration)

(Continued on next page)
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(Continued)

/usr /mmdf/table /alias* (mmdf configuration)

[usr /spool/cron/crontabs (cron jobs)

fusr /spool/1p/admins/1p/interfaces/* (printer scripts)
/usr [spool/lp/pstatus

Jusr/spool/lp/qgstatus

/usr /spool /mail / *

/var/opt/httpd /htdocs/*

/.profile

Upgrading a non-primary hard disk

CAUTION mkdev hd now runs badtrk for SCSI as well as non-SCSI disks.
During mkdev hd, badtrk displays the size of the current badtrk table as the
default. Accept this default size, as changing the size of the badtrk table de-
stroys the contents of the partitions.

You can protect any filesystems on a non-primary hard disk by selecting the
Upgrade installation type or the Preserve option for setting up the secondary
hard disk. If neither of these options is available, or if you do not select either
one, select the Defer disk setup option during the installation, or remove the
additional hard disks before beginning the installation.

If you select Preserve for the second hard disk, you must run divvy for that
disk after the installation is complete. Within divvy, select n and name the
preserved partitions, then exit. Then, run mkdev fs, as described in step 4.

CAUTION Do not select ¢ within divvy. Doing so destroys the contents of
the selected filesystem. Only select ¢ if you have a complete backup of the
filesystem, and you want to remake the filesystem into a different format.
You must then restore all the data to that filesystem from backups.

45




Installing or upgrading an SCO system

46

Follow the numbered procedure in this section for any non-primary disk that
you plan to remove before the installation, or for which you plan to select the
Defer disk setup option.

1. Before the installation, run fdisk(ADM) for each affected hard disk. For
example, for the second hard disk, enter:

fdisk -f /dev/rhd10

Enter 1 at the main fdisk menu. Record the numbers of the fdisk parti-
tions that hold your UNIX filesystems, then exit fdisk.

2. Also before the installation, run divvy(ADM) for each affected partition
and record the information. For example, for the active partition on the
second hard disk, enter: '

[etc/divvy /dev/hdla

Copy the information from your screen into the following table:

Table 2-2 Secondary Hard Disk Filesystems

Name | Type | NewES | # | FirstBlock | Last Block

Exit divvy by selecting quit, then exit.

3. After you install the SCO OpenServer system, follow the instructions for

using mkdev hd in Chapter 18, “Adding hard disks” (page 323). (mkdev
hd runs fdisk and divvy.) During mkdev hd, make sure that:

* you accept the default size for the badtrk table.

* the partition numbers in the fdisk partition table match those you
recorded before the installation.

* the information you recorded in the “Secondary Hard Disk Filesystems”
table is in the new divvy table.

* you select n and name each filesystem. (The divvy utility now creates
device nodes for the divisions if they do not already exist, so you must
change the divvy-generated names to match the original names.)
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CAUTION Do not select ¢ within divvy. Doing so destroys the contents
of the selected filesystem. Only select ¢ if you have a complete backup
of the filesystem, and you want to remake the filesystem into a different
format. You must then restore all the data to that filesystem.

4. For each affected filesystem, enter:
mkdev fs

Select option 1 to add a new filesystem. When prompted, enter the full
pathname of the device from /dev. For example, to add a filesystem called
u, enter /dev/u.

When prompted, enter the name of the directory on which the filesystem
is mounted. For example, a filesystem called u is usually mounted on the
directory /u.

Specify how you want the filesystem mounted when the system enters
multiuser mode:

* mount automatically at system startup (select 1)
* mount only at the request of the system administrator (select 2)
* prompt for mount choice at system startup (select 3)

When asked whether or not users will be allowed to mount the filesystem,
it is usual to respond n for security reasons. (In any case, users running
backups must have both sysadmin and backup authorizations. See
“Assigning subsystem authorizations” in the System Administration Guide.)

Exit mkdev fs.

5. If you want to mount the filesystem now, enter the following command (/u
is used in this example):

mount /dev/u /u

Upgrading third-party drivers

We recommend that you remove any third-party drivers from your system
before upgrading to SCO OpenServer Release 5.0.6, then restore the drivers
after you have rebooted successfully following the upgrade. If a third-party
driver from your previous SCO system is not compatible with SCO Open-
Server Release 5.0.6, the kernel (/stand/unix) may not link at the end of installa-
tion.
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If the kernel does not link at the end of installation, try to boot from the kernel
called /stand/unix.safe (which does not contain the third-party drivers), into
single-user mode.

If the driver for the root hard disk controller is one of the third-party drivers
missing, the unix.safe kernel will not boot. If this happens, boot the system
using a boot-time loadable driver (BTLD) for this SCO OpenServer system.
Then, remove the old driver from the link kit, and install the BTLD using
installpkg(ADM).

Upgrading SCO OpenServer Development System

When you upgrade to SCO OpenServer Release 5.0.6, we recommend that you
upgrade to the corresponding SCO OpenServer Development System release
(5.1.1) as well. Earlier versions of the SCO Development System are not sup-
ported, and may behave unpredictably.

The Development System is not automatically upgraded when you upgrade
the SCO OpenServer system. After you complete the operating system
upgrade, use the Software Manager (page 69) to install the new version of the
SCO OpenServer Development System. Supply the license information from
the Development System’s own Certificate of License and Authenticity, which
is included in the SCO OpenServer box.

If you do choose to run an earlier version of the SCO Development System,
you must reactivate it after upgrading to SCO OpenServer Release 5.0.6. The
instructions for reactivating the Development System are displayed when you
invoke the /bin/ce, /binfrcc, or fusr/bin/CC command.

Upgrading from release 5.0

48

This section covers issues that may arise when upgrading from SCO Open-
Server Release 5.0.0, 5.0.2, 5.0.4, or 5.0.5 to SCO OpenServer Release 5.0.6.

See also:
¢ “Choosing an upgrade path” (page 36)
* “Issues with any upgrade” (page 43)

* the Release Notes for information on migrating previous SCO Internet FastStart data
configurations
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Missing user-created files

An Upgrade installation may move aside certain user-created files or direc-
tories when it creates directory-level symbolic links.

When a directory directory_name is moved, it is renamed directory_name#.
(If a directory called directory_name# already exists, sufficient number signs
are appended to the directory’s original name to create a unique name, such
as directory_name##) For example, if /tch/filesfaudit contained user-created
files before an upgrade that you cannot find there after the upgrade, check
whether a directory exists called /tcbffiles/audit#. If so, you can return your
files to the upgraded /tcb/files/audit directory.

CAUTION Move only the user-created files from a displaced directory to an
upgraded directory. Do not overwrite other files in the upgraded directory.

Third-party products and system serial numbers

Some third-party applications that are run after a system has been upgraded
may find that the serial number of the installation is not the same as the one
under which the application was originally installed.

The installation tries to rebrand the new kernel with the old serial number
during an upgrade. If this does not work, rebrand the kernel with the serial
number of a previous release using the command:

brand -n old_serial_number old_activation_key [etc/conf/pack.d/kernel/os.a

Then, relink the kernel and reboot the system.

Upgrading to the Enterprise configuration from Host or Desktop

If you purchased an upgrade for one of the following scenarios, the upgrade
requires a two-step procedure:

* SCO OpenServer 5.0.0, 5.0.2, or 5.0.4 Host System to SCO OpenServer 5.0.5
Enterprise System

* SCO OpenServer 5.0.0, 5.0.2, or 5.0.4 Desktop System to SCO OpenServer
5.0.5 Enterprise System

The first step upgrades the system to SCO OpenServer Release 5.0.6 in the
same configuration, and the second step upgrades the system to SCO Open-
Server Enterprise System.
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The first step happens automatically when you choose the Upgrade installa-
tion option. Use the license information from the previous (5.0.0, 5.0.2, 5.0.4,
or 5.0.5) Certificate of License and Authenticity (COLA) for this step.

To complete the second step, follow the instructions in Chapter 4, “Installing
and managing software components” (page 69) to invoke the Software Man-
ager and install the SCO OpenServer Enterprise System. When prompted,
supply the license information from the 5.0.6 COLA.

After you install the SCO OpenServer Enterprise System, exit the Software
Manager and reboot the system.

Upgrading anonymous ftp from Désktop to Enterprise

When you upgrade an SCO OpenServer Release 5.0.6 Desktop System to an
Enterprise System, anonymous ftp will no longer work if it was configured
before. This is because the Enterprise System functionality that enables “vir-
tual domains” prevents the ftp server from recognizing existing anonymous
ftp user information.

To re-enable anonymous ftp in this environment:

1. Back up the /etc/passwd file in a safe location.

2. Edit the /etc/passwd file, changing the home directory entry of the ftp user
to /usr/internet/ip/0.0.0.0/sco_ftp:

ftp:x:20:50:anonymous ftp account:/usr/internet/ip/0.0.0.0/sco_ftp:/bin/sh
The ftp account entry must be on one line.
3. Create a virtual domains stub directory:
mkdir -p /usr/internet/ip/0.0.0.0
4. Create a symbolic link from the stub directory to the original ftp home
directory:

In -s fu/ftp /ust/internet/ip/0.0.0.0/sco_ftp

NOTE Virtual domains are only available with a Fresh installation of the
Enterprise system; see Chapter 28, “Managing virtual domains” (page 473)
for more information.
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Upgrading the language product

If you upgrade the system within the SCO OpenServer family (for example,
from Host to Enterprise), you must also install the appropriate language sup-
port product in the usual way, after the upgrade.

Ideally, do not install language products until after an upgrade.

IPX/SPX upgrades overwrite * tune.h files

An Upgrade installation to an SCO OpenServer Desktop System or Enterprise
System does not automatically upgrade the files ipx_tune.h, nvt_tune.h, and
spx_tune.h. Instead, during the installation, the files get saved to
[ust/liblipxrt/saved_config. If you have made changes to these files that you
want to preserve, compare them with the newly-installed versions after the
upgrade, and make any necessary changes to the new files.

Upgrading SCO Merge

SCO Merge is not automatically upgraded when you install SCO OpenServer
Release 5.0.6. If you have been running SCO Merge under SCO OpenServer
Release 5.0.0, 5.0.2, 5.0.4, or 5.0.5 and you select the Upgrade installation type
for Release 5.0.6, SCO Merge will not be disturbed. If you select a Fresh instal-
lation for Release 5.0.6, use the Software Manager (page 69) to install the
latest release of SCO Merge from the SCO Optional Services CD-ROM. Supply
the license information provided in a file on the same CD-ROM.

Additional product documentation unavailable after upgrades

If you perform an Upgrade installation on a system that has additional prod-
ucts installed (such as SCO Merge, SCO Advanced File and Print Server, or
SCO OpenServer Development System), the documentation for these products
is unavailable unless the additional products are upgraded as well. (This does
not apply to manual pages.) To retain the documentation for the older ver-
sions, you must remove the documentation package for each product and re-
install it on the upgraded system from the original media.
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Upgrading from release 3.0

There are no specific issues to consider when upgrading from SCO Open
Desktop Release 2.0 to SCO OpenServer Release 5.0.6. Make sure you read
“Issues with any upgrade” (page 43) and the Release Notes before beginning
the installation. The material in “Upgrading from release 5.0” (page 48) may
also apply to systems running Release 3.0.

NOTE To upgrade from Release 3.0, you must select the Fresh installation
type, then preserve or restore your data using one of the methods intro-
duced in “Choosing an upgrade path” (page 36).

Upgrading from release 2.0

There are no specific issues to consider when upgrading from SCO Open
Desktop Release 2.0 to SCO OpenServer Release 5.0.6. Make sure you read
“Issues with any upgrade” (page 43) and the Release Notes before beginning
the installation. The material in “Upgrading from release 5.0” (page 48) may
also apply to systems running release 2.0.

NOTE To upgrade from Release 2.0, you must select the Fresh installation
type, then preserve or restore your data using one of the methods intro-
duced in “Choosing an upgrade path” (page 36).
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Chapter 3
Troubleshooting the installation

This chapter describes troubleshooting procedures for some of the more com-
mon problems that might occur during (page 54) or immediately following
(page 58) installation of your SCO OpenServer system and additional SCO
products.

Sometimes errors occur during the installation procedure that cause problems
as you install the software or when you boot immediately after installation.
The problem is usually not with the software or the procedure itself. Occa-
sionally, there is a hardware problem, but typically such problems are minor,
such as an improperly connected cable.

If your problem is not described here, use “Solving undocumented installation
problems” (page 62) to help you identify your problem. For example, if your
system hangs mysteriously, use the information in that section to eliminate
some of the more common causes of this problem.

If you cannot solve your problem and you must contact your support pro-
vider for help, be sure to record your system information as described in

“Before calling for help” (page 64).

During the installation procedure, do not assume that you know what is
about to happen, even if you have installed the system before. There have
been changes to the installation process, so you should read the installation
documentation closely.

See also:

» Chapter 13, “Troubleshooting system-level problems” (page 247)
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Solving problems during installation

This section covers solutions for some common problems that might occur
while installing the software.

“System does not boot during installation” (this page)
“Error reading a floppy disk” (page 55)
“Errors when using SCSI installation devices” (page 56)

“System reboots from Boot Disk or screen blanks after Boot: prompt” (page
56)

“System hangs at hardware configuration screen” (page 57)
“Hardware self-check stops” (page 57)
“System does not boot from the hard disk” (page 58)

System does not boot during installation

If the system does not display prompts for starting the installation the first
time you boot from the Boot Disk:

1.
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Verify that the Boot Disk is in the drive. If another floppy disk is in the
drive, the system does not display the Boot: prompt. Replace the floppy
disk with the Boot Disk and reboot the machine.

If the Boot Disk is in the drive and the machine still does not boot, make
sure that the floppy disk is inserted correctly and that the floppy disk
drive door is closed. Then, reboot the machine.

If the Boot Disk still does not boot, verify that your floppy disk drive
works by booting a DOS disk.

If the floppy disk drive works, your problem may be a damaged Boot
Disk. Verify the media by booting on another similar machine if possible.
If the Boot Disk is damaged and you do not have a backup copy, request a
new Boot Disk from your software provider.
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If the system still does not boot, you most likely have a problem with your
hardware:

1.

Check that your system has enough RAM (Random Access Memory)—see
your computer’s documentation. Your computer must have the minimum
recognized memory listed in your Release Notes to install the operating sys-
tem.

At the Boot : prompt, entering the command mem=/p displays all the RAM
the system will use. On most systems, you can override this default using
the mem= command. See the boot(HW) manual page.

If your system has enough RAM, check that the boards (bus cards) are
seated properly.

If the system still does not boot, you may have a badly configured floppy
disk drive. Make sure that the values in the CMOS match the drives actu-
ally attached to the system and that the positions of multiple drives on the
drive cable match the BIOS configuration. If the CMOS setup has a Swap
drives setting, make sure this is turned off.

Check that all cards are supported (see the SCO Hardware Compatibility
Handbook or SCO’s Compatible Hardware Web Pages) and correctly config-
ured (as described in Chapter 14, “Basic hardware configuration” (page
271)).

5. Disable cache (to enable diagnostics) and shadow RAM.

6. If, after performing all the above tests, the system still does not boot, you

may have a hardware failure. Check the documentation that came with
your computer for hardware tests.

Error reading a floppy disk

If an error occurs while reading a floppy disk:

Verify that the correct disk is in the floppy disk drive.
Make sure that the floppy disk is inserted correctly.

Verify that the door to the floppy disk drive is completely closed after you
insert the floppy disk.
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* Verify that the CMOS is configured correctly. Check to make sure that the
values in the CMOS match the drives actually attached to the system and
that the positions of multiple drives on the drive cable match the BIOS con-
figuration. If the CMOS setup has a Swap drives setting, make sure this is
turned off.

* If the error message persists, call your software provider to arrange for a
new floppy disk.

Errors when using SCSI installation devices

If you make a mistake selecting the configuration of the SCSI installation de-
vice when the system includes more than one SCSI device, and another SCSI
device is actually at the configuration you selected, you may need to restart
the installation. This is because the kernel configures the SCSI device and
“locks” it into place. Once the device is locked into place, it cannot be
removed. The only solution is to restart the installation, making sure you
select the correct configuration the first time.

You can restart the installation completely at any time by inserting the Boot
Disk, then pressing (Enter) at the Boot: prompt. If you are using the BTLD util-
ity and need to restart, insert the Boot Disk and enter restart link=pkg1 at the
Boot: prompt (where pkgl is the name of the package from which to extract
the required BTLD drivers). For more information, see “Adding BTLDs at boot
time” (page 285).

System reboots from Boot Disk or screen blanks after Boot: prompt
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If you cannot install because the system keeps rebooting from the Boot Disk
or the screen blanks after pressing (Enter) at the Boot: prompt, one of two
known situations may be causing this problem:

* an improperly configured EGA or VGA adapter
¢ an incompatible EGA or VGA adapter

If you have an EGA or a VGA adapter, check the following:

* Verify that the adapter is supported by your SCO OpenServer system.
Check the SCO Hardware Compatibility Handbook or SCO’s Compatible Hard-
ware Web Pages.

* Make sure that the switches on the adapter are set correctly. Many cards
have emulation modes; make sure that you are using the card in its native
mode. You can also experiment with the VGA, EGA, CGA, MONOCHROME
switches.

If the card has an AUTOSWITCH feature, the system may hang during the
startup hardware check. See “Hardware self-check stops” (page 57).
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System hangs at hardware configuration screen

When you start the installation from the Boot Disk, the system displays infor-
mation about your hardware configuration, followed by a series of diagnostic
messages. These messages display quickly and overwrite each other, so they
are not generally visible, although the process normally pauses for a while at
certain points if lengthy checks or initialization are involved. If the process
stops and does not continue, this usually indicates a problem with the initiali-
zation of the corresponding device driver. The startup messages are
described in Appendix G, “Kernel initialization check letters” (page 539).

If your system hangs at this point, the problem might be an improperly
installed adapter as described in “Hardware self-check stops” (this page), or it
might be an 1/0 address conflict.

* Check the hardware configuration screen; each line in the “address”
column must be unique.

* If there are no I/O address conflicts, run hardware diagnostics as explained
in your computer manual and correct any identified problems.

Start the installation procedure again from the beginning. You can restart the
installation completely at any time by inserting the Boot Disk, then pressing
(Enter) at the Boot: prompt. If you are using the BTLD utility and need to res-
tart, insert the Boot Disk and enter restart link=pkgl at the Boot: prompt
(where pkgl is the name of the package from which to extract the required
BTLD drivers). For more information, see “Adding BTLDs at boot time” (page
285).

If the system hangs at the hardware configuration screen again, contact your
software supplier for more information and be prepared to report the last
message displayed.

Hardware self-check stops

One possible cause for stopping for more than several seconds during the
hardware self-check is an improperly installed EGA or VGA adapter. If you
have an EGA or VGA adapter, shut the computer off and check your card
documentation. Errors at this point may also mean an incompatible network
card. Check the SCO Hardware Compatibility Handbook or SCO’s Compatible
Hardware Web Pages to verify that the card is supported by your SCO Open-
Server system.

If your graphics card has the AUTOSWITCH feature, it must be disabled to
install the product. Check the documentation included with your graphics
card for information on how to disable AUTOSWITCH. This is typically con-
trolled by setting a small switch on the card to the off position.
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You can then restart the installation from the beginning by inserting the Boot
Disk, then pressing (Enter) at the Boot: prompt. If you are using the BTLD util-
ity and need to restart, insert the Boot Disk and enter restart link=pkg1 at the
Boot: prompt (where pkgl is the name of the package from which to extract
the required BTLD drivers). For more information, see “Adding BTLDs at boot
time” (page 285).

If the problem persists, contact your support provider for help.

Another symptom of this problem appears if you are using an AUTOSWITCH
EGA or VGA card that normally displays in high-resolution EGA or VGA
mode, and the Boot: prompt appears in low-resolution CGA mode. (Standard
CGA text is low-resolution: dark lines are visible through the characters. EGA
and VGA text is high resolution: no dark lines are visible.) In this case, reset
the video adapter until the high-resolution display appears.

System does not boot from the hard disk

1f the system does not boot from the hard disk as described near the end of the

installation procedure, you may see an error message, possibly like this one:
PANIC: iinit

This generally happens if the boot block was written on a bad track. What-
ever the reason for this problem, you must reinstall your SCO OpenServer sys-
tem software.

Scan for bad blocks during the installation by pressing (Space) at Hard disk
setup on the Preparing your disk and choosing software window, pressing
(Space) again at Disk 0 bad block type or Disk 0 bad track type (which option is
displayed depends on the disk type), then selecting an option.

If, after reinstalling, the operating system still does not boot, run the hardware
diagnostics that came with your computer and hard disk (if any).

Solving problems after installation
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This section describes some common problems that you could encounter
when you boot the system immediately after installing the software.

* “Console screen looks strange” (page 59)
* “Graphical scologin screen on tty02 looks strange” (page 59)
* “Hardware does not work” (page 59)

* “DOS does not work” (page 60)
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* “System not licensed or unregistered software” (page 60)
* “Error message: Can’t fork” (page 60)
* “Error message: X TOOLKIT ERROR” (page 60)

* “Common system resource error messages” (page 61)

Console screen looks strange

When booting, if the console screen blanks, the cursor is gone, or the display
is garbled, you may have an incompatible video card. If the card does not
work, check the card hardware documentation. See if there are ways to con-
figure the switch settings so the card is in an IBM-compatible emulation mode,
and that it is addressing the kind of monitor attached. In particular, disable
AUTOSWITCH modes. If changing the switch settings fails, then your video
card is incompatible and must be replaced with a compatible card. '

Graphical scologin screen on tty02 looks strange

If the graphical scologin(XC) screen that appears on tty02 on the console looks
strange (for example, the Login window does not fit in the display), you may
have incorrectly configured your video hardware during the installation.

To solve this problem, reconfigure your video selections:

1. Check the SCO Hardware Compatibility Handbook or SCO’s Compatible
Hardware Web Pages to verify that your video hardware (adapter and
monitor) is compatible with the SCO OpenServer system.

2. Check the hardware documentation to verify that you configured the
switch settings correctly.

3. Follow the instructions for using the Video Configuration Manager to
reconfigure your video hardware in Chapter 20, “Configuring video
adapters” (page 355).

Hardware does not work

If some hardware (for example, a tape drive) does not work with the software
installed, but it works under another operating system, the hardware may not
be supported by the product or might not be configured correctly.

Refer to the SCO Hardware Compatibility Handbook or SCO’s Compatible Hard-
ware Web Pages for information on the hardware that you can use with this
product.
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DOS does not work

If neither the SCO OpenServer system nor DOS works after installing the sys-
tem, you need to reinstall both systems. Make certain that you followed the
guidelines in Chapter 7, “Using other operating systems with an SCO system”
(page 101) and “Physical and virtual DOS drives” in the SCO Merge User’s
Guide.

System not licensed or unregistered software

If you get the error System not licensed when logging in, or see messages
about unregistered SCO software:

1. Switch to tty01 by pressing (Ctrl){Alt)(F1).
2. Login as root.

3. Use the command scoadmin license manager (or scoadmin license) to
run the License Manager as described in “The License Manager interface”
(page 88). Confirm that you have a valid license for each installed product
by looking for the word Yes in the Licensed column.

4. To stop the periodic messages about unregistered software, register your
products as described in “Registering products” (page 90). Confirm that a
product is registered by looking for the word Yes in the Registered column.

5. Check that your system date accurately reflects today’s date by running
the date(C) command with no arguments. If the date displayed is not
today’s date, reset the date with the date command, and reboot the sys-
tem.

Error message: Can't fork

If your system swap space is insufficient, you may see error messages such as:
Can’t fork

In general, the default amount of swap space assigned at installation time is
sufficient, but if your machine is heavily loaded with graphical or other pro-
cesses, you should increase the amount of swap space using swap -a. See the
swap(ADM) manual page.

Error message: X TOOLKIT ERROR
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If some of your system'’s resource allocations are insufficient, you may see this
error message:

X TOOLKIT ERROR:

One of the more commonly under-allocated resources is inode buffers;
increasing the number of inode buffers may correct the condition that caused
this error message.
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NOTE 1If you are running X, this message may not appear on your console.

Refer to “Common system resource error messages” (this page) for more in-
formation about system kernel parameters.

Common system resource error messages

When system limits are exceeded, the operating system advises you by dis-
playing messages on the console. Some of the messages are advisory only.
Others precede a system panic: the system displays some additional diagnos-
tic messages and then “hangs,” requiring you to reboot.

If you are running X, these messages may not appear on your console. If your
system hangs, switch to the console multiscreen by pressing (Ctrl)(Alt)(F1), if
possible, and read the diagnostic messages. If you cannot switch mul-
tiscreens, reboot the system and read the messages in the /ust/adm/messages
and /usr/adm/syslog files.

If you use multiple servers (X terminals or console multiscreens) with an SCO
OpenServer system, you may need to reset some system parameters. See
“Kernel parameters that you can change using configure” in the Performance
Guide.

Kernel error messages that appear while running this product are similar to
this:

CONFIG: routine - Out of streams (NSTREAM = n exceeded)

routine is the kernel routine that requested a stream or queue, but did not
allocate one and # is a decimal number indicating the current value of the
parameter setting. For information on modifying NSTREAM and other kernel
parameters, and on relinking the kernel, see Appendix B, “Configuring kernel
parameters” in the Performance Guide and the configure(ADM) manual page.

For detailed information on modifying kernel tuning parameters, see Appen-
dix B, “Configuring kernel parameters” in the Performance Guide. To invoke
the Hardware/Kernel Manager enter this command as root:

scoadmin hardware

Select Tune Parameters.
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Solving undocumented installation problems

Even if your problem is not described here, this section can help you to iso-
late, identify, and solve the problem.

First, you must determine whether you have a software or hardware problem.
In general, hardware problems are intermittent, while software problems are
consistent.

Hardware and operating systems
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The fact that a given piece of hardware works under DOS is no guarantee that
it works with the SCO OpenServer system.

A critical difference between SCO OpenServer systems and some DOS applica-
tions is the way they access hardware. For example, older DOS systems and
some DOS applications read or write information to a device controller (disk,
tape, or serial/parallel) by making a device-independent call to the BIOS
(Basic Input Output System). The BIOS translates the device-independent call
into a device-dependent set of instructions to transfer data to or from a partic-
ular device.

Except for very short periods of time during installation and during the boot
process, SCO OpenServer systems never use the BIOS; device drivers handle
many of the functions for which DOS can use the BIOS.

Some PC manufacturers depend on something called BIOS compatibility. DOS
functions can be, in a sense, device-independent, because some of the device-
dependent functions of DOS have been separated into the BIOS. This means
that manufacturers can make their non-standard devices work under DOS by
modifying the ROM BIOS that acts as the interface between the hardware and
DOS.

By writing code that reads and writes directly to the device, DOS can also use
devices without going through the BIOS. This is similar to writing a device
driver for an SCO OpenServer system. The ability to write directly to a device
is one reason some hardware works with DOS, but not with SCO OpenServer
systems. The hardware vendor can make DOS work with hardware that uses
a non-standard BIOS by writing a DOS device driver that translates between
DOS and the non-standard BIOS. This makes it BIOS-compatible for DOS, even
though the BIOS is non-standard. DOS polls the system bus and the custom
device driver to access the device. Because an SCO OpenServer system does
not make use of the BIOS, it expects a piece of hardware to be at a specific
interrupt vector, DMA channel, and base address, and does not recognize the
hardware if it is incorrectly configured.
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Identifying the problem

If the system hangs mysteriously, either at boot time, during installation, or
shortly thereafter, use these steps to isolate and identify the problem:

1.

Confirm that your hardware is listed as supported in the SCO Hardware
Compatibility Handbook or SCO’s Compatible Hardware Web Pages. If it is
not, SCO recommends that you use supported hardware.

If possible, check a suspected component on another machine with the
same configuration (under an SCO OpenServer system, not MS-DOS).

If any third-party drivers are installed, such as those supplied with mul-
tiport cards, remove both the driver and the hardware that it controls,
relink the kernel, and see if the problem persists.

Make certain that your devices are recognized at boot time. Watch the
boot display, use cat(C) or vi(C) to look at the /ust/adm/messages and
[usr/adm/syslog files, or use the hwconfig(C) utility.

Check for hardware conflicts between components, including DMA, inter-
rupt vectors, and memory addresses. Check for documented incompati-
bilities or limitations in the SCO Hardware Compatibility Handbook or SCO’s
Compatible Hardware Web Pages.

If your machine has features such as shadow RAM or memory caching,
disable them.

If you have a DOS partition installed, verify that it follows the guidelines
in “Physical and virtual DOS drives” in the SCO Merge User’s Guide.

If your hard disk has more than 1024 cylinders, you must follow the re-
strictions described in “BIOS support for disks larger than 1024 cylinders”
(page 337).

If your video card is incorrectly installed, the system can also fail. Check
the following:

* Read “System reboots from Boot Disk or screen blanks after Boot:
prompt” (page 56).

* Known conflicts exist between video cards and network cards. Some-
times, attempts to send or receive data from the network card are
blocked. To solve this problem, avoid using IRQ 2 (interrupt vector 2)
for your network card. Some graphics cards use the additional inter-
rupt, causing the conflict to occur. Check the SCO Hardware Compatibil-
ity Handbook or SCO’s Compatible Hardware Web Pages for warnings
that apply to specific cards and card combinations. Most video cards
that use IRQ 2 have a jumper to disable this behavior.
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* Known conflicts exist between the default RAM buffer base address for
the wdn driver for the Western Digital WD8003 and WD8013 network-
ing cards, and certain motherboards and VGA video adapters. The wdn
driver uses the RAM buffer base address, D000, as a ROM address. This
conflicts with motherboards that store CMOS information at this
address and with VGA adapters that use D0000 as a ROM address.

To solve this problem, reconfigure your Western Digital WD8003 or
WDB8013 networking hardware to use CC000 or C0000 as the RAM buffer
base address. Then, reconfigure the wdn driver using the instructions
in “Driver configuration” (page 487).

* Known conflicts exist between some brands of 16-bit VGA boards and
floppy or tape data transfer. If you experience data corruption during
floppy or tape data transfers, try configuring the card to 8-bit mode or
put it in an 8-bit slot. Consult your hardware documentation for more
information.

10. If you did a low-level format of your hard disk, you may have a format
program that does not work. Format programs that are known to work
are DOS Debug and Speedstor.

11. If you installed DOS on your hard disk, you may have a partition table that
SCO OpenServer system software does not recognize. You must use DOS
version 6.0 or earlier. The DOS partition must not have been created with
Disk Manager.

Before calling for help
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If your problem is not discussed in Chapter 3, “Troubleshooting the installa-
tion” (page 53), and you cannot isolate the problem using “Solving undocu-
mented installation problems” (page 62), call your support provider for help.
Before calling, however, make a copy of the following trouble report forms
and your installation checklist from “Installation and upgrade checklist”
(page 20). Then, write down the critical information about your system,
including a description of your problem and system configuration, so that the
support personne] can analyze your problem quickly.
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A description of the problem

Write down a complete description of your problem, including the precise
series of commands or steps that you took that led to the problem. Include
the exact text of any error messages displayed.

Problem description
(Include steps that led to the problem and error messages, if applicable.)

System configuration

Knowing the hardware and software configuration of your system is vital to a

- correct diagnosis of your problem. If this information is readily available
when you speak to your support provider, the diagnostic process is much
easier and less time-consuming. Make sure that you list all the hardware com-
ponents, including brand names and model numbers, when you fill out the
hardware configuration trouble report worksheet. On the software configura-
tion worksheet, check the SCO OpenServer product that is installed, the
installed components (if a subset of the SCO OpenServer system is installed),
any additional SCO products, and list all applications and non-SCO device
drivers that you installed.
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Hardware configuration
Component Brand name Model

Computer

Monitor
Processor type
Processor speed
Coprocessor

Memory size

Bus interface (PCI, ISA, MCA, EISA)
Floppy drive(s)

Video card

Video mode

Hard disk(s)

Disk Controller or Host adapter
Tape drive/Controller

Network adapter

Mouse

Serial card

Printer
Modem
Other device(s)

Software configuration: System Release Number

D SCO OpenServer Enterprise System

U SCO OpenServer Desktop System

U SCO OpenServer Host System

[ SCO OpenServer Development System

Software configuration: Components Release Number

U Operating System

O Graphical Environment

U Connectivity

U Online Documentation
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Software configuration: Additional SCO Products

Release Number

U SCO Merge

0 SCO Advanced File and Print Server

U SCO® Virtual Disk Manager

0 sCO® SMP® License

O sCO User Licenses

010,08 25,0100, 8500, 0 unlimited users

Software configuration: Additional Applications

Product name

Release number
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Chapter 4
Installing and managing software
components

From the Software Manager, you can:
* install software products and patches (page 72)
* remove software products and patches (page 74)

* examine a product’s components, packages, files, patches, dependencies,
PRD value, version number, and installation state (page 75)

* verify that each product’s files are present and arranged correctly (page 77)

To perform these and related tasks from the command line, see the
custom(ADM) manual page.

To perform these tasks across the network, see Chapter 21, “Installing and
managing software over the network” in the Networking Guide.
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The Software Manager interface
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NOTE If you start the Software Manager and the License Manager one
right after the other, the Software Manager menus may not respond. To
work around this problem, re-invoke the Software Manager.

You can start the Software Manager in any of these ways:

* Double-click on the Software Manager icon in the System Administration
window on the Desktop.

* Start the SCOadmin launcher by entering scoadmin on the command line,
then select Software Manager.

* Enter scoadmin software manager on the command line. (You can abbre-
viate this to scoadmin so.)

To run the Software Manager, you must have root or sysadmin authorization.

For more information on using SCOadmin managers, see “Administering

~ your system with SCOadmin” (page 143).

Figure 4-1, “The Software Manager” (page 71) shows the main window for the
Software Manager and defines the symbols that mark the available software.
(Most of the symbols are based on a picture of a CD-ROM.) The figure is miss-
ing one symbol: a broken disk, indicating that the software became corrupted
during or after installation.
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Installing software
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In the Software Manager:

NOTE The procedure for installing a patch (page 80) is now the same as the
procedure for installing any other software. Also, there is no longer an
option to “apply” a patch (activate it on its target software) without loading

1. From the Software menu, select Install New.
2. Select the current host, then:

* To install from a CD, tape, or floppy disk, identify the media device and
insert your installation media.

* To install from media images on the local host, select Media Images as
the media device and identify the image directory. Media images must
follow the naming convention: VOL.000.000, VOL.001.000, etc.

* To complete the installation of software that is loaded on the local host
(page 73), select Loaded Software as the media device.

To install from another host, see the instructions in “Installing from
remote source machines” in the Networking Guide.

NOTE The CD-ROM from which you install the SCO OpenServer system
also contains many other SCO products. You must purchase, install,
license, and register these additional products separately. See “Addi-
tional licenses and products” (page 13).

Select the software jtems that you want from the list of available software,
and click on Install. :

The list of available software does not include individual files. To restore
a damaged or missing file, see customextract(ADM).

. To license the product during installation, enter the license number and

code from the Certificate of License and Authenticity when prompted. If
you defer licensing at this time, see “Licensing products” (page 89) for
instructions on licensing the product. :

To install software on a machine across the network, from the Host menu,
select Open Host. Then, type in the host name, or click on Select to choose
from a list of hosts. (Sort the list by host name or IP address by toggling the
Sort by buttons, or type one or more characters into the “Filter” field to search
for a host name.) Then, install the software as you would locally.
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See also:
* “Examining software packages” (page 75)

* Chapter 21, “Installing and managing software over the network” in the Network-
ing Guide

Loading software

To load software products or patches, follow the same procedure as for instal-
ling software (page 72), except:

In the Install Selection window, select the software items that you want
from the list of available software, and click on More Options. Then,
specify Load Only as the installation option, and click on Install.

Other machines can use loaded software as installation source for installing
across the network, but the software is not configured to run locally. A
loaded patch is not configured to affect its target component; that is, it is not
applied.

To configure loaded software to run locally (or to apply a patch), run the in-
stallation procedure, selecting Loaded Software as the media device.

About products, components, and packages

Each SCO product is arranged in the following units:

product The unit of software that you buy. For example, SCO Open-
‘ Server Enterprise System and SCO Doctor™ are products.
Each product has its own version number. A product is
composed of one or more “components”, “packages”, or

“parcels”.

A “patch-product” (page 80) is one or more patches distrib-
uted as a product.

component  The smallest unit of software that can stand alone. A com-
ponent can constitute an entire product, or it can be one of
many components in a product, but it cannot be split into
smaller units for distribution. Each component has its own
version number. A component is organized into a hierarchi-
cal tree of “packages”.

A patch (page 80) is applied to a component (rather than to a
product or package).

package The most basic unit of software that can be installed or
removed. Each package consists either of files or of other
packages. A package does not have its own version number;
it inherits the version number of its parent component.
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In addition to these units, a product might be subdivided into “parcels”. In a
parcel, related software is grouped for convenience. For example, a parcel
might contain the documentation packages from several components, making
it easier to install or remove all the documentation in a product. A parcel can
contain one or more components, packages, or parcels from the product.

See also:

* “About the new product structure” in the Networking Guide

Removing software

74

In the Software Manager, select the unneeded products, components, pack-
ages, and patches from the list of installed software. Then, from the Software
menu, select Remove Software.

To leave the software loaded (page 73), click on More Options in the Confirm
Selected Software window. Then, specify Leave Loaded, and click on Remove.
(Removing a patch and leaving it loaded corresponds to the Rollback Patch
operation in earlier versions of the Software Manager.)

When you start to remove a piece of software, the Software Manager checks
to see whether it has any dependent components or packages and notifies you
of any dependencies. If dependencies are found, you can either continue the
removal procedure or cancel.

To remove software from a machine across the network, from the Host menu,
select Open Host. Then, type in the host name, or click on Select to choose
from a list of hosts. (Sort the list by host name or IP address by toggling the
Sort by buttons, or type one or more characters into the “Filter” field to search
for a host name.) Then, remove the software as you would locally.

See also:

* “Examining software packages” (page 75)

* “About products, components, and packages” (page 73)
* “About dependencies” (page 75)

* “About software patches” (page 80)

* Chapter 21, “Installing and managing software over the network” in the Network-
ing Guide
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Examining software packages

About dependencies

If software B must be installed for software A to run, software A is “depen-
dent” on software B, and software B is a “dependency” of software A. Depen-
dencies and their dependent software may be products, components, or pack-
ages.

When you start to remove a piece of software, the Software Manager notifies
you of dependent components or packages if they exist. You can then choose
whether to continue or to cancel the removal procedure.

See also:

» “Examining software packages” (this page)

Examining software packages

In the Software Manager, you can examine two different sets of software:

* The first window of the Software Manager lists the software currently
installed (page 76).

* The Install Selection window of the Software Manager, which appears
after you specify a source (media, image directory, loaded software, or
remote machine) for the software you are installing, lists the software avail-
able on that installation source (page 77).

You can list software by product (the default), component, or package.

NOTE Patches (page 80) are now listed in the same displays as other soft-
ware.

To examine software on a machine across the network, from the Host menu,
select Open Host. Then, type in the host name, or click on Select to choose
from a list of hosts. (Sort the list by host name or IP address by toggling the
Sort by buttons, or type one or more characters into the “Filter” field to search
for a host name.) Then, examine the software as you would locally.

See also:
* “About products, components, and packages” (page 73)

e Chapter 21, “Installing and managing software over the network” in the Network-
ing Guide
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Examining installed software

76

You can change the way software is listed in the Software Manager window
in these ways:

To view a product’s (or patch-product’s) components, double-click on the
product name. To view a component’s packages, double-click on the com-
ponent name.

(Selecting Expand from the View menu gives the same result as double-
clicking.)

To view all of the packages in a product or component at once, select the
product or component name, then from the View menu, select Expand Fully.

To view just the software that is installed on your system (including
patches), without the software that is only loaded, select View Installed
from the View menu.

To view just the software available from your system for networked instal-
lation, select View Available For Network Install from the View menu.

To view just the software that is loaded but not installed, select View
Loaded-Only from the View menu.

To view just the patches on your system, select View Patches from the View
menu.

To view all the software installed or loaded on your system (including
patches), select View All from the View menu.

You can see additional information about specific software in these ways:

To see all the files contained in a listed product, component, or package,
select the list item, then from the Software menu, select Examine, then Files.
Click on Details to display a file's owner, group, and size.

To see additional information about a listed product, component, or pack-
age, select the list item, then from the Software menu, select Examine, then
Attributes. The available information includes the dependencies, full name,
size, version number, and installation state of the software.

To see the patches applied to a listed software item, or to see the com-
ponent affected by a listed patch, select the list item, then from the Software
menu, select Examine, then Patch Status.

To see additional information on a list item in the Patch Status window,
double-click on that item, or select the item and click on Details.
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See also:
* “Loading software” (page 73)
¢ “About dependencies” (page 75)

Examining software to be installed

In the Install Selection window of the Software Manager:

* To view a product’s (or patch-product’s) components, double-click on the
product name. To view a component’s packages, double-click on the com-
ponent name.

(Selecting the Expand button, under More Options, gives the same result as
double-clicking.)

* To see all the files contained in a listed product, component, or package,
select the list item, click on More Options, then click on Files. Click on
Details to display a file's owner, group, and size.

* To see additional information about a listed product, component, or pack-
age, select the list item, click on More Options, then click on Attributes. The
available information includes the dependencies, full name, size, version
number, and installation state of the software.

See also:
* “Loading software” (page 73).
* “About dependencies” (page 75)

~ Verifying software

The Verify options in the Software Manager let you check the software files on
your machine against the product and component databases (which define
how each product and component should be arranged). Depending on which
Verify option you choose, you can check for (and automatically fix) broken or
missing symbolic links, and incorrect file permissions, owner, group, major
and minor numbers, and number of hard links. The verification can also
check for missing files and for incorrect file type, checksum, and size. To
resolve these discrepancies (with the exception of certain missing files), you
must fix them manually after exiting the Software Manager. (See
customextract(ADM) for information on restoring files.)
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NOTE The Software Manager Verify function only checks software under
the /opt/K and fvarfopt/K directories. If ownership or permissions of system
directories (such as those under /efc or /bin) become corrupted on a running
system, you can use fixperm(ADM) to correct them. (For fixperm to work,
the directories must be listed in the perms list in /efc/perms; for example,
Jetclpermsfris or fetc/permsfext.)

To verify (and optionally fix) certain products, components, and pack-
ages, select them from the list of installed software, then from the Software
menu, select Verify Software.

To verify (and optionally fix) all the products on the machine, select Ver-
ify System from the Software menu.

Indicate whether you want to check for:

“Normal system state (Quick)”

Verifies that the status of the system is consistent
with normal operation. It does not report on size or
checksum changes for configuration (non-shared)
files, because these often change as part of normal
operation. It also does not verify checksums for
shared files, and it does not remove a “corrupt” set-
ting from a verified package.

“Normal system state (Thorough)”
Verifies the checksums for shared files in the
selected packages, in addition to the checks made
during the “Quick” option. When the “Thorough”
option has verified and fixed a package marked
“corrupt”, it replaces the package’s “corrupt” icon
on the main Software Manager window.

“Modified configuration files”

Reports checksum changes for configuration (non-
shared) files, showing which configuration files
have changed since installation. Also verifies per-
missions, owner, group, major and minor numbers,
number of hard links, symbolic link target, export
location, file type, and size for each configuration
file in the selected packages.
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“Broken /missing symbolic links”
Reports symbolic links that should link a file from
fopt or [varfopt to an external directory, but are bro-
ken or missing.

A weekly cron job runs this option on the entire
system and mails the report to root.

“Strict database compliance”
Compares files in the selected packages to the
product and components databases, and reports all
discrepancies, including expected discrepancies,
such as changed configuration files and missing
optional files. This option can take a long time.

3. When the verification report is finished, indicate whether you want to
send it to a printer or save it to a file, or both. If you do not want to fix the
discrepancies, select Done at this point, then retrieve the printed or saved
report.

CAUTION If you try to print the report, but have no printer set up to
receive it, you see a completion message even though the report was not
printed.

4. To fix the discrepancies, select Fix Discrepancies. The verification report
lists which types of discrepancies can be fixed automatically and which
must be fixed manually.

NOTE To update the product database, see the custom(ADM) manual page.

To verify software on a machine across the network, from the Host menu,
select Open Host. Then, type in the host name, or click on Select to choose
from a list of hosts. (Sort the list by host name or IP address by toggling the
Sort by buttons, or type one or more characters into the “Filter” field to search
for a host name.) Then, verify the software as you would locally.

See also:
* “About products, components, and packages” (page 73)
* “Examining software packages” (page 75)

* Chapter 21, “Installing and managing software over the network” in the Network-
ing Guide

* hierarchy(M) manual page
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About software patches

A “patch” updates features or fixes bugs in existing software. A “patch-prod-
uct” is one or more software patches distributed as a product.

A patch affects its target software at the component level, not at the product
level or package level. Each patch in a patch-product can affect a different
component.

From the Software Manager, you can:

Install a patch Load (copy) the patch onto the system and activate
(apply) the patch on the target software. You can also
load the patch without applying it. (It is no longer pos-
sible to apply the patch without loading it.) See “Ins-
talling software” (page 72).

Remove a patch Remove the patch from the system and remove its
effect on the target software. You can also remove the
patch’s effect on the target software, but leave a copy of
the patch loaded on the system. (This operation was
formerly called Rollback.) See “Removing software”
(page 74).

Examine patches and the components they affect
See “Examining software packages” (page 75).
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Chapter 5
Creating an emergency boot

floppy disk set

The emergency boot floppy disk set allows you to recover your system in the
event of a catastrophic system failure (when the computer does not respond
to your attempts to start it). Use these floppy disks to restore a corrupted root
filesystem without reinstalling the system.

If you have more than one system, you must make one emergency boot
floppy disk set for each machine. Label each set with the machine name and
store the floppy disks in a safe and secure place near the computer.

WARNING If you use the wrong floppy disk set on a machine, it could cause
further corruption.

These tasks are associated with creating an emergency boot floppy disk set:

* “Configuring the floppy disks” (page 82)

* “Adding files to the root floppy disk” (page 84)

» “Testing your emergency boot floppy disk set” (page 84)

* “Reading backups” (page 84)

* “Booting from the hard disk” (page 86)
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Configuring the floppy disks

82

You can create your emergency boot floppy disk set on a pair of 5.25-inch
1.2MB (96tpi, 15 sectors per track), 3.5-inch 1.44MB (135tpi, 18 sectors per
track), or a single 3.5-inch 2.88MB (135tpi, 36 sectors per track) floppy diskette.

NOTE If you have less than 16MB of RAM installed, you may need shut
down the system (page 179) and bring it up in single-user mode (page 172)
before creating your emergency boot floppy disk set. This is because the
root floppy disk creates a RAM disk that requires 2MB of contiguous memory
(a single block of memory instead of multiple segments that add up to 2MB).
When there is insufficient contiguous memory to create the RAM disk, you
see the message: /dev/ramfs: cannot open.

1. Login as root.

2. Use the Floppy Manager located in the Filesystems directory of the SCOad-
min hierarchy, or enter this command:

mkdev fd

3. At the main menu, enter 2 to create the emergency boot floppy disk set.

4. When prompted, indicate the type of disk drive you are using; unless you
have a 2.88MB drive, enter 2.

5. If you have more than one floppy disk drive, you are prompted for the
drive that you are using to create the floppy disk. Enter either 0 (for the
primary drive) or 1 (for the secondary drive).

6. When prompted for the type of filesystem, select 1 to create the root
floppy disk. If you are creating a single boot/root floppy disk, select 3.

7. When prompted, insert a blank floppy disk and press (Enter).
8. When prompted to format the floppy disk:

* If the floppy disk is already formatted, enter n. The filesystem is then
created immediately.

* If the floppy disk is not formatted, enter y. You see the track and head
numbers count up as the floppy disk is formatted. (If the
Jetc/default/format file contains the string VERIFY=Y, the format is also
verified.)
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10.

11.

12.

13.

14.

15.

16.

Configuring the floppy disks

A filesystem is created on the floppy disk and system files are copied over
to a RAM disk for compression, including copying /dev/cmos to
fetc/cmos.root. You can use this file to restore the CMOS settings later as
described in cmos(ADM).

When you see the message:
Do you want a shell escape to place extra files on the root filesystem? (y/n)

If you want to place additional files on the disk, enter y and follow the
instructions in “Adding files to the root floppy disk” (page 84). Otherwise
enter n. If you are creating a single boot/root floppy disk, skip to step 13.

NOTE Disk space on the emergency boot floppy disks is limited and
only critical utilities are loaded. Where possible, additional utilities such
as tar(C) are copied when space permits.

The filesystem is checked using fsck(ADM) and displays messages similar
to the filesystem check displayed at boot time. You are notified when the
the floppy disk is ready. Remove the floppy disk from the drive, and label
it “root” and include the machine name. Put a write-protect tab on it so
that you do not accidentally erase the information on the floppy disk.

Press (Enter) to continue and you are returned to the filesystem type menu.
Enter 2 to create the boot floppy disk.

You have two options for the boot floppy disk: a system-specific disk that
contains the same kernel that is currently on your system, or a smaller
“generic” kernel that has fewer drivers linked in. If your current kernel is
too large to fit on the disk, you will be warned and you will have to select
the generic disk.

Insert the floppy disk and respond to the prompts as you did for inserting
and formatting the root floppy disk.

The boot floppy disk is created and you see messages as files are copied to
the disk. Then, the filesystem is checked using fsck(ADM). When com-
plete, be sure and label it as you did with the root disk.

Follow the procedure in the “Testing your emergency boot floppy disk set”
(page 84) section to verify that you can boot your system and access back-
ups using your boot and root floppy disks.

Store your emergency boot floppy disk set (or single boot/root floppy disk) in
a safe and secure place. Make sure they are easily accessible; you will need
them if your system becomes corrupted and is no longer bootable.
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Adding files to the root floppy disk

If you respond y to the prompt for a shell escape during root floppy disk crea-
tion, you see:

You can copy files into /mnt to customize your root filesystem floppy.
After you finish, type "exit 0" to continue.
You have n free blocks (512 bytes each) available on the floppy.

The command prompt is <bootroot>.

If you have enough free space available, you can copy additional files to the
root floppy disk. For example, to copy the file /usr/pest to the disk, you would
enter:

cp /ust/pest /mnt/usr
When your additions are complete, enter exit 0 at the bootroot> prompt.

Testing your emergency boot floppy disk set

After you create your emergency boot floppy disk set, verify that you can boot
from it and read from backups:

1. Login as root.
2. Shut down the system by entering /etc/shutdown.

3. At the prompt to reboot, insert your boot floppy disk in the floppy disk
drive and press (Enter).

At the Boot: prompt, press (Enter) to boot from the floppy disk.
When prompted, insert the root floppy disk and press (Enter).

6. When you see the system prompt, verify that you can access your floppy
disk or tape drive; follow the steps in “Reading backups” (this page).

Reading backups

84

At the end of the installation procedure, you made a complete backup of your
system. If you have not already backed up your system, do it now using the
instructions in “Running unscheduled filesystem backups” in the System
Administration Guide.

Verify that you can read from this backup after booting from the emergency
boot floppy disk set.
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Testing your emergency boot floppy disk set

NOTE Unless you have a second floppy disk drive, you can only read from
tape backups when you boot from the floppy disk drive with your boot and
root floppy disks.

1. Make sure that the root floppy disk is in the drive.
2. List the contents of the backup:
cpio -itvcB -1 /dev/rct0
NOTE You must be able to access your backup tape volumes when you

boot from the emergency boot floppy disk set. If you cannot, follow the
steps in the next section, “Booting from the hard disk”.

3. Once you are satisfied that you can read backups after booting from your
emergency boot floppy disk set, reboot the system from the hard disk by
entering /etc/haltsys at the prompt.

4. When you see the message to reboot, remove the floppy disk from the
drive and press (Enter).

5. At the Boot: prompt, press (Enter) to boot from the hard drive.

For information on using your emergency boot floppy disk set to access and
restore a corrupted root filesystem, see “Restoring a corrupted root filesystem”
(page 250).

Emergency boot floppy set and mirrored root disks

If you have a mirrored root configuration, there are several important con-
siderations when creating and using an emergency boot floppy set:

* If you create a mirrored root filesystem, create a new emergency boot
floppy set immediately. If possible, create a system-specific Boot disk
rather than a generic one.

* If you must create a generic Boot disk (when the system-specific kernel
does not fit on a floppy disk), then only the original piece of the mirror will
open when the system is booted. You cannot use this Boot disk on another
system with a mirrored root.

* When using the emergency boot floppy set to boot the system, use this
bootstring instead of just pressing (Enter) at the Boot prompt:

fd(60)unix.Z root=vdisk(l) swap=none dump=none

WARNING If root is not directed to vdisk(1), then the two halves of the
mirror will become out-of-date, which could corrupt the filesystem when
the machine is next booted from the hard disk.
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Booting from the hard disk

If you experience problems booting your system with the emergency boot
floppy disk set or you cannot access your backup volumes when you boot
with these floppy disks, reboot the system from the hard drive:

1. Press the computer “reset” button, or turn the power off, then on.
2. Atthe Boot: prompt, press (Enter) to reboot from the hard drive.

3. If you have trouble with your floppy disks, try “Configuring the floppy
disks” (page 82) again.
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Chapter 6
Licensing and registering SCO products

You must both license and (for some products) then register each SCO prod-
uct. You license the base operating system when you install it. Most addi-
tional SCO products prompt you for the license information during their in-
stallation procedures.

NOTE If you defer licensing during installation, your software product is
not licensed and will not work.

To license and register a product with the License Manager (page 88), log in
as root and follow these steps:

1. Install the product (page 72).

2. License the product (page 89).

3. Obtain your Registration Key (page 91).

4. Register the product (page 90).

See also:

* “Licensing and registration terminology” (page 13)
* “Licensing additional users and CPUs” (page 90)

* “Removing product licenses” (page 90)

* “Troubleshooting license and registration problems” (page 93)
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Licensing and registering SCO products

The License Manager interface

Use the License Manager to:

* license products (page 89).

* remove licenses (page 90).

* register products (page 90).

After the software product is installed, log in as root and start the License
Manager in one of these ways:

* Double-click on the License Manager icon in the System Administration
window on the Desktop.

¢ Start the SCOadmin launcher by entering scoadmin on the command line,
then select License Manager.

* Enter scoadmin license manager on the command line (or abbreviate to
scoadmin 1).

NOTE The scoadmin command only recognizes the spelling “license”,
not “licence”.

When you start the License Manager, this window displays the software
products currently installed on the system:

} 100-User License smd111111
Enterprise System sco000000

scp993999
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Licensing products

The SCO System ID, used to register the product (page 90), is shown at the
bottom of the window.

For more information on using SCOadmin managers, see “Administering
your system with SCOadmin” (page 143).

Licensing products

In the License Manager:
1. Select the product you wish to license from the list of installed products.

NOTE Do not select “OpenServer Software”; it is not a valid product to
license.

Select License Product from the License menu.

If a Certificate of License and Authenticity (COLA) accompanied your soft-
ware, verify that it is an original (not a photocopy), with the SCO Security
Hologram on the left side. From your COLA or online-acquired license,
enter:

* License Number
* License Code
* License Data (if included on the Certificate)
4. Click on License.
(You can ignore the message wrong number of licenseData, if it appears.

It may appear if non-licensed products are also installed on your system.)

NOTE Remember to register all products (page 90); your system software
displays frequent reminders until they have been registered.

To determine which products have been licensed or registered, use the View
menu in the License Manager.

89




Licensing and registering SCO products

Licensing additional users and CPUs

NOTE You cannot license additional users and CPUs for the Free* SCO prod-
ucts.
In the License Manager:

1. Select License Additional Users or License Additional CPU from the
License menu.

2. Verify that the Certificate of License and Authenticity provided with your
software is an original (not a photocopy), with the SCO Security Hologram
on the left side. From it, enter:

* License Number
* License Code
¢ License Data

3. Click on License.

NOTE Remember to register all products (page 90); your system software
displays frequent reminders until they have been registered.

Removing product licenses

To make a license available to another system, or if you need to remove a
license for any other reason, select the licensed product from the License
Manager list (page 88), then select Remove License from the License menu.

If you remove a product license, that functionality will no longer work on that
system.

Registering products

Most of SCO’s commercial products require registration after installation.
Registration is your confirmation to SCO that you have installed and licensed
an SCO product. You can perform registration interactively at
http:/ /www.sco.com/register.

*

90

“Free’ means that there is no charge to license the software for personal and non-commercial use. The
media kit has a nominal fee, and any number of users can share it. Each installation requires a unique
license.
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Registering products

Some products (such as the Free* SCO products) do not need to be registered.

Once you have installed and licensed your SCO products, register them as
soon as possible to deactivate the frequent reminder messages your system
software generates. To do so:

1. Complete the SCO Product Registration Form in the SCO Software Registra-
tion booklet provided with your software. You can register up to six SCO
products with each form. We encourage you to register all your products
at one time.

Remember to:

a. Copy the unique SCO System ID assigned to your system from the bot-
tom of the License Manager window (page 88) onto the SCO Product
Registration Form.

b. Transfer the License Number label from the Certificate of License and
Authenticity (also known as a “COLA”) to the SCO Product Registra-
tion Form for each product that you are registering. If you do not have
the label, write the License Number printed on the Certificate in one of
the six numbered boxes on the SCO Product Registration Form.

c. Complete the information about your organization and your software
supplier.

2. Obtain your Registration Key in one of the following ways:

* Fax the completed SCO Product Registration Form to an SCO Registra-
tion Center. You may send the fax at any time of the day. The SCO
Registration Center will send you a Registration Key by fax within 24
hours. If SCO cannot fax the Registration Key, it will be sent by post.

* Register by telephone. Telephone registrations will be confirmed by fax
or post.

* Mail the SCO Product Registration Form to an SCO Registration Center.
The SCO Registration Center will send you a Registration Key by post.

* Access the Web Registration system from SCO’s Home Page at
http:/ /www3.sco.com/Products. The Web Registration form is
currently offered only in English.

*  “Free” means that there is no charge to license the software for personal and non-commercial use. The
media kit has a nominal fee, and any number of users can share it. Each installation requires a unique
license.
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Use the following numbers to contact an SCO Registration Center.

From the Americas, Caribbean, and Pacific Rim:
Fax: (317) 364-0649
Telephone: (317) 364-0804 (between 8:00am and 8:00pm EST)

From Europe, the Middle East, and Africa:
Fax: +44 (0) 1506 460605
Telephone: +44 (0) 1506 401555 (between 8:30am and 5:30pm GMT)

See the Directory of Registration Centers in the SCO Software Registration
booklet provided with your software for a detailed list of fax and phone
numbers. Toll-free numbers are available from most countries.

Licensing and registering SCO products
|
|

NOTE Not all SCO products require a Registration Key. However, we
still recommend that you register them to receive important information
about your SCO products. (There is no procedure for registering Free*
SCO products. Your registration information was collected when you
obtained your license at the SCO website.)

3. Inthe License Manager:

a. Select the product you wish to register from the list of installed prod-
ucts.

b. Select Register Product from the Register menu.
c. Enter the Registration Key at the prompt, then click on Register.

Once all the SCO products on a system have been registered, registration rem-
inder messages will no longer appear.

NOTE Your software generates a new SCO System ID each time you do a
low-level format of the disk. If you do a low-level reformat, you must con-
tact an SCO Registration Center to obtain a new Registration Key and repeat
the registration process (page 90).

See also:

* “Troubleshooting license and registration problems” (page 93)

*  “Free¢” means that there is no charge to license the software for personal and non-commercial use. The

media kit has a nominal fee, and any number of users can share it. Each installation requires a unique
license.
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Displaying login licenses in use

You can display the number of login licenses in use with the brand(ADM) util-
ity by entering:
brand -u

The total number of licenses is also displayed by the brand -t option.

NOTE The brand command only reports usage for login licenses, not for
other product licenses.

Troubleshooting license and registration problems

The following represent the most common difficulties with licensing and
registration:

* “License Manager will not accept registration key” (this page)

* “License Manager will not accept license information” (this page)
* “OpenServer license has expired” (page 94)

* “No user licenses were found on this machine” (page 95)

* “LOGIN: ERROR- Failed to initialize policy manager” (page 96)

License Manager will not accept registration key

If the Registration Key is invalid or was entered incorrectly, an error message
appears. Verify that you entered the Registration Key correctly and that you
did not type the SCO System ID by mistake. If you still receive the error mes-
sage, contact an SCO Registration Center to verify that your Registration Key
is accurate.

If you lose your Registration Key before you enter it, contact an SCO Registra-
tion Center. Tell the registration operator that you have lost your Registration
Key. After verifying your registration information, the operator will reissue
your original Registration Key.

License Manager will not accept license information

Make sure that you read the license correctly. Occasionally, characters on the
license are difficult to read.
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Licensing Policy Manager Daemon (ifor_pmd) has terminated

If you see this message:

The Licensing Policy Manager Daemon (ifor pmd) has terminated
and been restarted. This is a normal occurrence only when a
license is removed with the License Manager utility. If this
is not the case, your system may have a problem which could
lead to undesirable behavior. Contact your SCO service provider
if you suspect that there is a problem.

No user licenses were found on this machine. Please boot
single-user and correct this situation. Licensed software
will not operate until user licenses are installed.

The License Policy Manager Daemon (ifor pmd) was unable to start.
This is usually due to a read-only root filesystem, lack of

user licenses or a damaged program image file (/etc/ifor_pmd).

If this is not the case, please contact your SCO service provider.

The policy manager daemon is a background process that monitors licensing
on the system. If you are using an Evaluation License on your system that has
has expired, then your system will display this message. Contact the supplier
of the software to obtain a valid license for your software. If you do not have
an Evaluation License, see “LOGIN: ERROR- Failed to initialize policy
manager” (page 96).

OpenServer license has expired

94

If the License Manager indicates your operating system license is expired,
check the system clock and the CMOS clock (the battery-powered hardware
clock inside your computer) to ensure they are synchronized with the correct
time and year. If the CMOS clock is set to the wrong year, it could cause the
license to expire. Check the system time with the date(C) command, and the
CMOS time with setclock(ADM). If they are out of sync, you can log in as root
and synchronize them with this command:

date MMDDhhmmYY
where MMDDhhmmYY is the correct time in month-day-hour-minute-year
format. For example, here is the correct entry for 9:31 AM on August 31, 1997:
0831093197
Once you have changed the clock time to reflect the current time, reboot your
system, start the License Manager and check to see if the license has changed

from “Expired” to “Yes.” Your operating system license should be fully opera-
tional within the options specified by the license.
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Checking for OpenServer product license expiration

Use this procedure to check the expiration date:

1. Determine the OS license using the brand(ADM) command:
brand -L |

The command generates two lines of data per product, the second line
indented relative to the first. The product is identified in the second line.
The output is similar to this example for the SCO OpenServer:

{
{{132} {5.0} {bif654321} {bdhxyz10z;g0;k255/bi£654321;5950502;u5} {799372800} (3955219199}
{SCO:odtes} {5.0.4b} {SCO OpenServer Enterprise System} {bdhyff00z;g0;k;u5}}

The start and end dates for the license are the last two numbers respec-
tively on the first line of data for each product. The number you are
interested in is the end date, shown in bold in the example.

2. Use the fmtclock(TCL) command to convert the expiration time to the
more usual date format, as in this example where the user input is in bold:
# tel
tcl>fmtclock 3955219199

Mon Jan 18 19:14:07 PST 2038
tcl>

No user licenses were found on this machine

If you see this message at boot time:
No user licenses were found on this machine. Please boot

single user and correct this situation. Licensed software
will not operate until user licenses are installed.

The License Policy Manager Daemon (ifor_ pmd) was unable to start.
This is usually due to a read-only root filesystem, lack of

user licenses or a damaged program image file (/etc/ifor_pmd).

If this is not the case, please contact your SCO service provider.

This error message is usually caused by a system clock that is grossly out of
date (page 94). It may also may result from a lack of user licenses or a cor-
rupted policy manager daemon (/etc/ifor_pmd). See “LOGIN: ERROR- Failed
to initialize policy manager” (page 96) for more information.
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LOGIN: ERROR- Failed to initialize policy manager

If you see this message after logging in:
LOGIN: ERROR- Failed to initialize policy manager.(IFOR PM FATAL)

Login session denied.
Either the policy manager daemon, /etc/ifor_pmd, has stopped and not res-
tarted, or some crucial file required by the policy manager to satisfy the login
request is missing or corrupted.

NOTE You may be logged out and be unable to log in to troubleshoot the
problem. Additional error messages may also appear. If so, simply turn the
system off and reboot. If the error messages persist when the system is
brought up, follow the procedures described here.

Here are possible specific sources of corruption or malfunction:
* The /etc/ifor_pmd binary is corrupted or missing (this page)
* Key files or directories are missing (page 97)

* The root filesystem is mounted read-only (page 98)

* No user licenses exist, or there are no more licenses (page 98)

¢ The system has run out of STREAMS resources (page 99)

The /etc/ifor_pmd binary is corrupted or missing

The policy manager (/etc/ifor_pmd) must be present and running for your sys-
tem to function. In the Software Manager, choose Software = Verify Software
and select Broken/missing symbolic links. This will check and possibly repair
the link from /etc/ifor_pmd to the fopt/K/SCO hierarchy. You can also perform
this operation on the policy manager package alone by making the following
successive selections first:

SCO OpenServer Enterprise System

SCO OpenServer Enterprise System UNIX
SCO OpenServer Enterprise System Core OS
Base Operating System

Policy Manager
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If the ifor_pmd binary is actually missing from the /op#/K/SCO directory tree,
you can use the customextract{ADM) command to install a single file from the
installation media. In the case of cdrom media and the cdrom device /dev/cdO,
the command would be:

customextract -m /dev/cd0 /opt/K/SCO/Unix/*/fpmd/ifor_pmd
After the restore is complete, you should use the Software Manager to verify
the link in /etc.

Key files or directories are missing

The directory /pmd and /or its contents, the named streams pipes IPCCT _pipe,
PMDCT _pipe, LST pipe, and the file ifor_pmd.pid, are corrupted or missing.

If [pmd exists, but any of its file contents do not, they may be restored by stop-
ping and restarting /etc/zfor _pmd. Inorderto do this, perform these steps:

1. Enter the command:
ps -ef | grep ifor_pmd | grep -v grep
which should return two lines similar to this:

root 41 1 0 Aug-29 ? 00:00:00 /etc/ifor pmd

root 42 41 0  Aug-29 ? 00:00:04 /etc/ifor pmd
Any of the numbers shown may vary on your system, with the exception
that one of the entries should have “1” in the third field (parent process
ID). This is the “parent” copy of ifor_pmd, and the other entry is the
“child”, whose parent process ID should match the second field (process
ID) of the parent entry.

2. Kill the child ifor_pmd. In the example, the command would be:
kill 42
3. Inafew moments, run the ps command again. You should observe that a
new child ifor_pmd is running.
4. Check the contents of /pmd. You should see four files:

IPCCT_pipe
PMDCT_pipe
LST_pipe
ifor_pmd.pid
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The root filesystem is mounted read-only

This has been identified as a common reason for policy manager-related
failures. Of course, in this case, the policy manager errors would accompany
many write failures to /dev/root, with corresponding error messages.

It is usually sufficient to check this by examining the file /etc/default/filesys for
nondefault root filesystem settings, such as mountflags=-r, or mntopts="-o ro"
If such settings are found, remove them.

No user licenses exist, or there are no more licenses

First, determine how many users are already logged in to the system with the
brand(ADM) command; see “Displaying login licenses in use” (page 93). A
user is defined as a distinct physical keyboard or a login over the network. If
the system has run out of licenses to check out, the only way to avoid the
error message is to add user licenses by purchasing an additional-user license
product.

If the login user count has not been exceeded, it is possible that the license
database itself has been corrupted. Follow the steps below to re-apply the user
licenses on the system. This procedure assumes that user licenses are supplied
only through the SCO OpenServer Enterprise System Certificate of License
and Authenticity. If you have already licensed additional users with a
separate user-license product, apply the procedure to that product first.

1. Tell all users to log off the system.

2. When all users are logged off, invoke the License Manager, select SCO
OpenServer Enterprise System, and choose License = Remove License to
remove the SCO OpenServer Enterprise System license.

3. Re-license and register the SCO OpenServer Enterprise System, choosing
the appropriate options in the License Manager.

4. Run the grep command discussed in “Key files or directories are missing”
(page 97) to check whether the policy manager daemon is running. If two
instances of the /etc/ifor_pmd process are not running, issue this command
to restart the policy manager:

[etc/ifor_pmd
Repeat the grep command to verify that two instances of ifor_pmd are run-
ning.

5. Tell users to log back in to the system.
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The system has run out of STREAMS resources
Issue the command:

netstat -m
Note the first line of the output (streams):

streams allocation:
config alloc free total max fail
streams 292 110 182 337172 126 0

If the streams line shows a fail greater than zero, then run the
Hardware/Kernel Manager (page 286) or the configure(ADM) command and
increase the NSTREAM kernel parameter. See “Tuning STREAMS usage” in the
Performance Guide for more information.
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Chapter 7
Using other operating systems with an
SCO system

If you plan to share your root disk with other operating systems, you should
read this chapter before installing the SCO system.

Configuring your system to accommodate multiple operating systems can
include:

Installing OS/2 or Windows NT™ partitions (page 102)

Creating and formatting a physical DOS partition (page 102)

Partitioning the hard disk using fdisk (Interactive installation) (page 105)
Switching operating systems (page 106)

Installing a UNIX partition on a DOS system (page 109)

Using an SCO system and DOS with two hard disks (page 110)
Removing an operating system from the hard disk (page 111)

Managing DOS files with dosemd(C) (page 111)

Mounting DOS filesystems or partitions (page 113)

NOTE You must have SCO Merge installed to run DOS programs from the
UNIX partition.
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Installing 0S/2 or Windows NT™ partitions

Use Windows NT or OS/2 tools or DOS fdisk to install Windows NT or 0S/2
partitions. These partitions should be installed prior to installing the SCO dis-
tribution or you will need to back up and reinstall the SCO system. Windows
NT and OS/2 rewrite the disk partition table differently than do UNIX, DOS, or
Windows 95 systems. This means that partition labels change. Device nodes
that refer to specific partitions point to different partitions after Windows NT
or 0S/2 has rewritten the partition table. This occurs when Windows NT or
0S/2 is installed, but not subsequently.

In addition:

* SCO systems do not include tools to exchange files from 0S/2 or Windows
NT partitions.

* You must use fdisk(ADM) to switch to or from 0S/2 or Windows NT.
+ fdisk(ADM) displays OS/2 and Windows NT partitions as OS/2.

Creating and formatting a physical DOS partition
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NOTE If a second disk is installed you get a primary partition on the second
disk and, optionally, an extended partition. You cannot boot DOS from the
second extended partition.

If you want a physical DOS partition on an SCO system, you can create it
before, during, or after you install your SCO system, as long as you follow the
restrictions listed below.

NOTE If you create a physical DOS partition before installing the product,
you must select the Preserve installation option to preserve the existing DOS
partition during hard disk initialization.

Use the utilities and documentation packaged with your computer hardware
and your DOS installation documentation. “Partitioning the hard disk using
fdisk (Interactive installation)” (page 105) explains how the UNIX partition
and DOS partitions share the hard disk.
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DOS partition restrictions

The following restrictions apply when creating a DOS partition:

The DOS partition should have a minimum size of 3 MB; some DOS copy-
protection schemes do not install on a partition smaller than this size.

If you plan to install DOS version 6.0 or greater (including Windows 95), the
DOS partition can be any size greater than 7 MB.

If you plan to install a version of DOS earlier than 5.0, the DOS partition size
must not exceed 32 MB.

The DOS partition should be the first partition on the first disk. This applies
to all versions prior to and including DOS 3.3 must adhere (except DOS
4.01.)

You must specify the correct drive and label when formatting the DOS par-
tition. Use the following syntax:

format drive /s |v
This command formats the disk in the specified drive to accept DOS files.

The /s option copies the operating system files listed in the DOS file
formats.tbl from the disk to the specified drive.

NOTE The DOS format command is not the same as a low-level format.

When using the Interactive installation option, verify that the size of your
UNIX partition is a multiple of the number of heads on the hard disk. (If
you remapped the drive during a low-level format of the disk, use the
mapped number of heads.) Otherwise fdisk(ADM) warns that the UNIX
partition is not on a cylinder boundary.

In addition, do not begin the UNIX partition on the track immediately fol-
lowing the last track of the DOS partition. A safe rule is to set the first track
of the UNIX partition to the ending block of DOS plus the number of heads
on the hard disk (if you remapped the drive during a low-level format of
the disk, use the mapped number of heads). As DOS does not expect
another operating system after its last track, it sometimes uses that space to
store programs temporarily. If you install the UNIX partition directly after
the DOS partition, you may lose the boot block.

Do not use a disk partitioning product from another supplier, such as Disk
Manager, to partition the hard disk before installing DOS and the SCO sys-
tem. Use DOS fdisk to partition DOS, and UNIX fdisk to partition the SCO
system.

NOTE If you do not follow these restrictions, you may have problems. If so,
you will have to begin again with a low-level format of your hard disk.
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Using low-level format programs

If necessary, use a program such as DOS-Debug or Speedstor to perform a
low-level format of the disk. Many computers also have a format utility
included in the BIOS setup; check the hardware manual for your computer.

WARNING A low-level format destroys all information currently stored on a
hard disk.

Many ESDI and SCSI disk controllers have on-board BIOS routines. You can
use these routines to perform a low-level format of your disk:
1. Boot DOS.
2. Atthe DOS prompt, enter:
debug
3. Depending on your disk controller, enter one of the following commands
at the “-” prompt:
* for Adaptec SCSI controllers:
g=dc00:6
* for ESDI controllers:
£=c800:5

See your computer and /or controller documentation for more details.

Converting fdisk nhumbers
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DOS 3.3 fdisk uses cylinders (both DOS 5.0 and 6.0 use MB) and UNIX
fdisk(ADM) uses tracks. If you know the number of tracks per cylinder, you
can use consistent numbers when using the two different versions of fdisk .

To determine the number of tracks per cylinder, you must know the number
of platters in your hard disk. Usually there are two tracks per hard disk
platter. For example, a hard disk with two physical platters has four tracks
per cylinder.

To determine disk size, you should multiply the number of heads by the num-
ber of cylinders, times the number of sectors per track, times 512 (the number
of bytes per sector).
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Partitioning the hard disk using fdisk
(Interactive installation)

During installation, you have the option of controlling the layout of partitions
manually. This option is called Interactive disk setup.

NOTE Each version of fdisk is documented in the respective operating
system’s manual. Unless otherwise noted, SCO documentation refers to the
UNIX system version of fdisk(ADM).

fdisk is interactive, and uses a menu to display your options:

1. Display Partition Table
Use Entire Disk For UNIX
. Use Rest of Disk for UNIX
. Create UNIX Partition
Activate Partition

Delete Partition

Create Partition

~N oY O s W
s e e -

Enter your choice or 'g’ to quit:
You can do the following using fdisk:

* Reserve separate areas (partitions) on your hard disk for different operating
systems. The hard disk is divided into #racks. The number of tracks
depends upon the size of the hard disk. A partition consists of a group of
tracks. Each hard disk can accommodate four partitions.

* Specify one disk partition as “active”. This means that when you turn on
(boot) your computer, the operating system installed in the active partition
will start running. The UNIX partition must be active when you intend to
use the SCO system.

* Specify the number of tracks assigned to each partition. The number of
available tracks will vary according to the size of your hard disk. Consult
the Release Notes for the recommended UNIX partition size. The size of the
UNIX partition also depends on the number of software packages you want
to install. You can install the SCO system in this space, and have the rest of
the space for user files and other software packages. Refer to the
custom(ADM) manual page for information on how to install and remove
software.

* Specify precisely where the partition begins and ends. fdisk will not allow
you to construct overlapping partitions. You do not need to install the SCO
system in the first partition.

You should start your DOS partition at the beginning of the disk, starting at
cylinder 0 or cylinder 1.
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If you install a UNIX partition on the same disk after the DOS (or extended
DOS) partition, start the UNIX partition at the beginning of the next cylinder
on the disk. To find the beginning of the next cylinder, note the ending
track number of your DOS partition and start the UNIX partition on the next
track number that is a multiple of the number of heads on your hard disk.
For example, if you have five heads on your hard disk and your DOS parti-
tion ends at track 103, start your UNIX partition at track 105.

When you are running the SCO system, the device name of the active UNIX
partition is /dev/hd0Oa. For more information about hard disk device names, see

the hd(HW) manual page.

Displaying current partition table

Use Display Partition Table to report the current state of the partitions. For
each partition, you can see whether the partition is active, the first track, the
last track, the number of tracks used, and the associated operating system. If
you use Display Partition Table and press (Enter) to see the partition table, the

result will be similar to Example 7-1 (this page).

Example 7-1 Sample fdisk table
Current Hard Disk Drive: /dev/rhd00

E S S RS
| Partition | Status | Type
Fmmmmmmme o S — A —
| 1 | Inactive | DOS

| 2 | Inactive | DOS (ext)
| 3 | Active | UNIX
Fommmmmmmmee S S —

--------- "
Start | End | Size |
--------- el e
5 ] 398 | 393 |

400 | 1219 | 819 |
1220 | 2220 | 1000 |
--------- L A

Total disk size: 2229 tracks (17 reserved for masterboot and diagnostics)

Switching operating systems

There are three ways to switch to another operating system partition:

* Enter dos at the boot prompt (to boot the first DOS partition) or boot an
arbitrary partition using the bootos(HW) command at the boot prompt.

* Use a floppy disk that contains the files necessary to boot the DOS operat-

ing system.

* Use fdisk to change the current active partition.
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When you use the boot prompt or a floppy disk to boot another operating sys-
tem, the UNIX partition remains active even though you have switched oper-
ating systems. When you use fdisk, the UNIX partition is inactive until you
switch back to it.

Booting a DOS partition

To boot a DOS partition, enter dos at the boot prompt:
Boot
: dos

NOTE The system boots from the first DOS partition found. The dos boot
string applies to any DOS partition, including those containing Windows 95.

Booting an arbitrary partition

You can boot different operating systems or partitions using the bootos(HW)
command. You can either specify a partition by number (obtained by entering

bootos ?) or by type:
ccpm concurrent CP/M filesystem
dos matches any DOS filesystem

dos_12 DOS 12-bit FAT (file access table)
dos_16 DOS 16-bit FAT

dos_32 DOS 32-bit FAT

dos_ext  DOS extended partition

nt, 0s2, 0s2_hpfs
Windows NT, OS/2, or OS/2 HPFS filesystem; bootos cannot distin-
guish between these

unix UNIX system filesystem
xenix XENIX filesystem

For example, the following command loads an OS/2 partition:

Boot
: bootos os2

See bootos(HW) for more information.
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Booting DOS from a floppy disk
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To use a floppy disk to boot DOS:
1. Make sure all users are logged off the system.

2. Use the Shutdown Manager (page 178) or the shutdown(ADM) command
to shut down the SCO system. These ensure all users know the system is
being shut down, terminate all processes, then halt the system.

3. Once the system has shut down, insert the bootable DOS disk into the pri-
mary (boot) drive.

4. Boot DOS.

5. To get back to the UNIX partition, remove any disks from the floppy
drive(s) and press (Ctrl)(Alt)Del) or the reset key, or turn the computer off,
then on. Because the UNIX partition is still active, your UNIX system
boots.

Remember that if you have an active UNIX partition and boot DOS from a
floppy disk you can transfer to C: to work with the DOS files.

The other way to change operating systems is to run fdisk and change the
active partition from the UNIX partition to DOS. Then, after you shut down
the system (see the previous steps) DOS boots from the hard disk. From here
you can switch operating systems from the DOS partitions. You do not need a
bootable DOS floppy disk as long as DOS is loaded on the DOS partition of the
hard disk.

To switch back to the UNIX partition, run fdisk under DOS and make the UNIX
partition active. To reboot the UNIX partition, press (Ctrl){Alt)(Del) or the reset
key, or turn the computer off, then on.

Because the UNIX partition must be active for it to operate, you cannot use a
bootable floppy disk to boot the operating system. Using fdisk is appropriate
for an occasional change of the active operating system.

Table 7-1 DOS hard disk devices

XENIX device UNIX device
convention convention

/dev/hd0d  /dev/dsk/0sd (linked with 0sC)
/dev/rhd0d  /dev/rdsk/0sd (linked with 0sC)
/dev/hdld  /dev/dsk/1sd

/dev/rhdld /dev/rdsk/1sd
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The hard disk device names in Table 7-1 (page 108) are similar to /dev/hd0a
(the active disk partition) in that the disk driver determines which partition is
the DOS partition and uses that as hd0d and hdld. (You can use the XENIX or
UNIX system device name conventions; they are equivalent.) This means that
software that is running from the UNIX partition and using the DOS partition
does not need to know which partition is DOS (the disk driver determines
that).

Installing a UNIX partition on a DOS system

If you wish to set up an SCO system on a hard disk which previously con-
tained only DOS, follow these steps:

1.

Copy (back up) all the DOS files and directories on the hard disk onto
floppies, or whatever backup media you wish to use.

Run fdisk, under DOS. If there is enough free space for a UNIX partition
on your hard disk (check the Release Notes), skip to step 4. Otherwise,
delete the DOS partition, then recreate it, leaving enough room on the disk
for your SCO system and any other software that you intend to install.

Return the DOS files from the backup media to the newly created DOS par-
tition on the hard disk. Keep the backups in case there is an error of some
kind, so you will not lose any data.

Turn off your computer.

Follow the installation procedure outlined in Chapter 2, “Installing or
upgrading an SCO system” (page 19) to install the SCO system. Be sure
and select the Preserve option to retain the DOS partition.

You will see a message warning that the contents of the hard disk will be
destroyed. There is no cause for concern, because you have already
backed up the DOS files and transferred them to the new DOS partition.
The new partition being created will contain the SCO system, and the in-
stallation process will only write information on the UNIX partition.

During the installation procedure, fdisk is invoked to partition the hard
disk. Use fdisk to assign a sufficiently large UNIX partition.
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7. Designate UNIX as the active operating system using the Activate Partition
option of fdisk.

8. Finish installing the SCO system distribution.

NOTE UNIX fdisk displays DOS partitions as “DOS” while DOS fdisk dis-
plays UNIX partitions as “Other”. You can only create DOS partitions using
DOS fdisk, and UNIX partitions using UNIX fdisk.

Be aware that DOS fdisk reports sizes in terms of cylinders, while UNIX
fdisk reports sizes in terms of tracks. Check your hard disk manual for the
number and size of cylinders on your hard disk.

Using an SCO system and DOS with two hard disks
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Your computer always boots the operating system in the active partition on
the first hard disk. SCO systems must boot from the first hard disk. There are
several ways to configure your system if you have two hard disks and want to
boot DOS. Two ways are discussed here.

One configuration consists of designating the entire first disk as a UNIX parti-
tion. You then use a DOS boot floppy disk to start DOS and specify:

A> D

to switch to the DOS area on the second hard disk, where D: is the designa-
tion for the second hard disk. This strategy works for some versions of DOS.
Early versions recognize only the first hard disk on the system.

NOTE If you devote a hard disk for use with DOS, the disk must already be
configured under DOS.

Another method is to maintain a small DOS partition on the first hard disk.
The DOS partition is designated the active partition. In this configuration, the
computer always boots DOS. This requires changing the active partition to
boot the SCO system from the hard disk.

If you use the entire second disk for DOS, you need only create the additional
special device files in /dev so that you can access the DOS partition. See
“Accessing DOS partitions on a second disk” (page 114) for more information.

NOTE Be sure to make a backup copy of your boot floppies if you use them
to boot your secondary operating system.
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Removing an operating system from the hard disk

You may find that you no longer need one of the operating systems installed
on your hard disk. If you want to delete an operating system, use the
appropriate version of fdisk. To delete a UNIX partition, you must use the
UNIX system version of fdisk. To delete a DOS partition, use fdisk under DOS.
To delete an Extended DOS partition, you must delete all logical drives on that
partition using fdisk. Deleting the partition removes the contents of that par-
tition and leaves unallocated space.

You can then reallocate that space by either adding another UNIX or DOS par-
tition, or enlarging an existing partition. Enlarging a partition requires rein-
stalling the operating system and (for a UNIX partition) remaking the file-
system on the partition using divvy(ADM).

Managing DOS files with doscmd(C)

SCO systems include special tools to manipulate DOS files that are described
in Chapter 6, “Working with DOS” in the Operating System User’s Guide and
the dosemd(C) manual page. Note that you must have a bootable, although
not active, DOS partition on the hard disk or a DOS floppy disk to use these
SCO system commands. For example, you can only transfer a file from a UNIX
partition on the hard disk to a DOS floppy disk if either the DOS floppy disk is
bootable or there is also a DOS partition on the hard disk.

NOTE Mounting DOS filesystems and accessing the files directly with UNIX
commands is faster and more efficient than using the doscmd(C) utilities.
See “Mounting DOS filesystems or partitions” (page 113) for more informa-
tion.

You may also be able to use the UNIX system dd(C) and diskcp(C) commands
to copy and compare DOS floppies. The UNIX system dtype(C) command tells
you what type of floppies you have (various DOS and UNIX system types).

Also, the file fetc/default/msdos describes which DOS filesystems (for example,
A B, C;,...) correspond to which UNIX system devices.

NOTE You cannot execute (run) DOS programs or applications from an SCO
system unless SCO Merge is installed.
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SCO systems do not record bad tracks in the DOS area of the hard disk. If a bad
track develops in the DOS area, an operation such as doscp that attempts to
access the affected area may fail (resulting in the Error on fixed disk mes-

sage).

NOTE When trying to use the DOS utilities to access files on your DOS parti-
tion, you may see the error message bad media byte. This message indi-
cates that the DOS partition on the hard disk is not bootable. You can make
your DOS partition bootable by first backing up the files on the DOS parti-
tion, booting DOS from the floppy, and formatting the DOS partition using
the command:

format c: /s

You should now reinstall your DOS files.

doscmd(C) default file
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For convenience, the user-configurable default file /etc/default/msdos can define
DOS drive names that you can use in place of UNIX system special device file
pathnames. For example, you can include the following entries in that file:

A=/dev/£d096ds15

B=/dev/£d048ds9

C=/dev/dsk/0sC

D=/dev/dsk/0sD

Once you have defined the variables, you can use the drive letter A: in place of
the special device file /dev/fd0 (96ds15 by default) when referencing DOS files
or directories. For example:

/dev/£d0:/john/memos
can be replaced with:
A:/john/memos

The drive letter B: refers to a low density (48ds9) primary floppy drive. Drive
letter C: refers to the primary DOS partition on the primary hard drlve D:
refers to a logical drive in the extended DOS partition.

NOTE If you get the message cannot open /dev/dsk/0sC (or similar mes-
sage), check the user permissions on the special device file involved. As root,
change the permissions with the chmod command. For example:

chmod 666 /dev/dsk/0sC

gives full read and write permissions to all users for the special device file
Jdev/dsk/0sC, which is the DOS partition on the primary hard disk.
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Mounting DOS filesystems or partitions

You can mount DOS filesystems, including those on floppy disks, and access
their files while still operating from the UNIX partition.

NOTE You must add support for DOS filesystems to the kernel before you
can mount DOS filesystems. See “Adding support for different filesystem
types” in the System Administration Guide for more information.

You can mount DOS filesystems from the Filesystem Manager after adding
them to the mount configuration as described in “Adding and removing
mount configuration” in the System Administration Guide. You must use the
device names shown in Table 7-2, “DOS device names” (page 114) or create
the nodes described in “Accessing DOS partitions on a second disk” (page
114) For information on the behavior of DOS filesystems, see “About mount-
ing DOS filesystems” in the System Administration Guide.

You can also mount these partitions manually using the mount(ADM) com-
mand. The form for a DOS filesystem mount command is:

mount -r -f DOS /dev/dsk/xsy /mountpoint

where:
x is the hard disk number
v is the drive letter (for example, C:, D:)

mountpoint is the name of the directory in the root filesystem where the
DOS filesystem is to be mounted.

The -r flag mounts the filesystem read-only, an optional precaution that will
prevent damage to the DOS filesystem (which is not as robust as other file-
systems.

DOS automatically calls the primary DOS drive, on the first disk, C:. If you
have a primary DOS partition on the second disk this becomes D:, automati-
cally, and logical drives on extended partitions are named in order (for exam-
ple diskO Primary C: EXT E: F: G: H:, diskl Primary D: EXT I: J:). Table 7-2
(page 114) lists these device names under DOS and SCO systems.
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Table 7-2 DOS device names
DOS C: D: E: F: G H: I: J:
UNIX 0sC 1sC 0sD O0sE O0sF 0sG 1sD 1sE

NOTE When using mount, you must give the specific hard disk and parti-
tion numbers (wildcards are not allowed).

Accessing DOS partitions on a second disk
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To access DOS partitions on a second disk you may have to create the correct
special device files in the /dev directory. Special devices are created with the
mknod(C) command. To create the DOS devices for the second disk, log in as
root and run the following commands:

cd /dev/dsk

mknod 1sC b 1 112
mknod 1sD b 1 113
mknod 1sE b 1 114
mknod 1sF b 1 115
mknod 1sG b 1 116
mknod 1sH b 1 117
mknod 1sI b 1 118
mknod 1s] b 1 119
mknod 1sd b 1 112

To change the permissions and ownerships of the files, make sure you are still
logged in as root and run the following script (you must be using the Bourne
shell, the default shell for root):

cd /
for letter in CDEFGHIJd
do
chmod 640 1s$letter
chgrp sysinfo 1s$letter
chown dos 1s$letter
done

You will then be able to access the multiple DOS partitions on the second hard
disk.

If you are not mounting the DOS filesystem and plan to use dosemd(C) com-
mands to access the files, you should add appropriate entries to the
[etcldefault/msdos file (page 112). For example, if the third multiple DOS parti-
tion on the second hard disk were called H: you could include the line:

H=/dev/dsk/1sE

in the /fetc/default/msdos file. From then on any access to H: would refer to
[dev/dsk[1sE, the third multiple DOS partition on the second hard disk.
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Chapter 8
Using the system

There are several ways to interact with your SCO OpenServer system, includ-
ing:

clicking on or dragging icons, selecting actions from menus, and making
choices or answering questions in dialog boxes. Instructions for working
on the Desktop are in this chapter and in the online help linked to the Desk-
top and programs running on it.

typing commands, either outside the graphical environment or in a UNIX
window on the Desktop. Instructions for working on the command line are
in the Operating System User’s Guide.

selecting commands and managing files with the SCO Shell interface.
Instructions for working with the SCO Shell are provided in the Operating
System User’s Guide.

working inside an application (such as an order-processing system)
without directly interacting with either the graphical environment or the
underlying operating system. Instructions for working in such an environ-
ment are provided by the supplier of the application software.

automating routine processes with command-line scripts. This enables you
to run a complex series of commands by typing a simple one, by clicking
on an icon, or by setting a timer to run the script automatically. Instruc-
tions for writing scripts are in the Operating System User’s Guide.
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What do | need to know?
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For UNIX systems, a system administrator (page 138) takes care of the system:
maintaining it, backing up files, installing software, and handling any prob-
lems that might come up. System administrators also sometimes assist users.
This chapter focuses on using the system; for more information on system
administration, see Chapter 9, “Administering SCO systems” (page 137).

On the most basic level, you can bring information into your system (through
the keyboard, disks, tapes, modems, or network connections), store the infor-
mation in files, organize and manipulate those files, and send information out
from your system (through the screen, printers, disks, tapes, modems, or net-
work connections). By combining these operations, especially by using pro-
grams that combine them, you can accomplish complex tasks ranging from
accounting to word processing to database research to developing other pro-
grams.

To use the system most effectively, you should understand how to:
* Login.

One of the security features of UNIX systems is the requirement that users
identify themselves at the beginning of a session with their login names
and passwords. For Desktop instructions, see “Starting the Desktop” (page
121). For command-line instructions, see the Operating System User’s Guide.

* Run programs and enter commands.

For Desktop instructions, see “Using Desktop features” (page 122). On the
command line, type the command (with any options or arguments) and
press (Enter). For additional instructions on running programs on the com-
mand line, see the Operating System User’s Guide. For DOS command-line
and Windows instructions, see the SCO Merge User’s Guide.
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Work with files and directories.

Files are containers used for storing information; directories (also known as
“folders”) are containers used for organizing files. For information on how
to use files and directories (including creating, controlling access to, and
saving them) on the Desktop, see the online help books, Using the Desktop
and Using Edit; for UNIX command-line instructions, see the Operating Sys-
tem User’s Guide or Operating System Tutorial; for DOS command-line and
Windows instructions, see the SCO Merge User’s Guide.

Read and send e-mail.

For Desktop instructions, see “Sending and receiving mail” (page 129) and
the online help book, Using Mail; for command-line and SCO shell instruc-
tions, see the Mail and Messaging Guide.

Communicate with other systems.

If your system is connected to others through a network, you can remotely
log in to other systems, run programs and view files there, and share soft-
ware and devices (such as printers and hard disks) between systems. For
instructions, see Chapter 2, “Using the network” in the Networking Guide.

Customize your work environment.

You can configure many features of the Desktop environment, including
colors, fonts, icons, cursors, menus, messages, and mouse buttons. For
instructions, see the Graphical Environment Guide. From the command line,
you can specify your terminal type, default editor and printer, machine
name, directory search path, and other environmental variables. For
command-line instructions, see the Operating System User’s Guide .

Find more information.

SCO OpenServer documentation includes context-sensitive help, reference
manual pages, and both printed and online books. Instructions for getting
online help are provided in “Getting help” (page 127) and in the online
book, Using Help.
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Command lines, operating systems, and networks
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A “command line” is a line on the screen on which you type commands
(instructions) to your computer. It is usually identified by a symbol such as
“%"” or”$”, called a “prompt”:

$ type command here

An “operating system” is a group of programs that provide basic functionality
on a computer. These programs operate your computer hardware in response
to commands such as copy, sort, and print. An operating system can be seen
as a set of functional building blocks upon which other programs depend. It
also manages computer resources and resolves resource conflicts, as when
two programs want to use a disk drive at the same time.

The Desktop graphical environment is constructed on top of the UNIX operat-
ing system. The UNIX system is used on a variety of hardware, ranging from
personal computers to supercomputers. It is characterized by its assortment
of basic tools (or “utilities”) and by its ability to support multiple users run-
ning multiple programs at the same time.

Another commonly used operating system is DOS, which was designed to
support a single user running one program at a time on a single personal com-
puter. Microsoft Windows is a graphical environment built on top of DOS.
SCO systems can run most DOS and Windows programs by translating the
DOS commands into equivalent UNIX commands. You can use either UNIX or
DOS commands from the UNIX command lines, and you can read files from
either DOS or UNIX disks.

A “network” is a group of interconnected computers. Each computer on the
network acts independently, but can transfer information to and from other
computers on the network.

A local-area network (LAN) connects computers at one site directly by a
high-speed cable, usually an Ethernet cable. A wide-area network (WAN),
which can be worldwide, connects computers at different sites by transmitting
data over telephone lines.
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Starting the Desktop

To start the Desktop, type your login name in the field, press the (Enter) key,
type your password, then press (Enter) again. To keep your password
confidential, it is not shown on the screen as you type it.

NOTE Users should log in with a non-root account to do their daily tasks. It
is recommended that only system administrators log in as root on the Desk-
top.

If you do not have an account (login) name and password, see your system
administrator or the System Administration Guide. If you have problems, make
sure that the “login” field is highlighted (selected) before entering your name.
To select the field, use the mouse to move the pointer into that field, then
briefly press and release (click) the left mouse button (mouse button 1).

If your screen is blank, try pressing any key. If your screen is still blank, make
sure your terminal is turned on.

If your screen is not blank, the absence of the login box means that the Desk-
top has been set up to start differently at your site. The most common alterna-
tive setup requires you to:

1. Enter your login name at a command-line prompt.

2. Enter your password.

3. At the prompt, enter: startx.

See your system administrator for instructions if the Desktop still fails to start.

Exiting the Desktop

When you are ready to exit from the Desktop, open the File menu at the upper
left corner of the Desktop by moving the mouse pointer onto the word File
and clicking mouse button 1. Then move the mouse pointer to the word Exit
and click mouse button 1.

When you are asked, click mouse button 1 on the OK button to confirm that
you want to log out.
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Using Desktop features

As you work on the Desktop, you can communicate with your computer by
pointing to graphic images (objects) on the screen. The objects that you'll be
using the most frequently are icons, windows, menus, and the mouse pointer:

/‘k window  icons

pointer
(text cursor

Figure 8-1 Desktop Overview

Icons are small pictures that represent programs, documents, data, or
the containers (directories) in which those items are kept.

Windows are work areas that open up on the Desktop. You look at and
work with information in these windows.

Menus are lists of tasks you can perform.

Pointer shows you where you are on the screen. It changes shape to let

you know what you can do there. An hourglass, for example,
indicates that you need to wait while the computer performs
your instructions.
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Using the mouse

Use the mouse to point to objects on the screen. When you move the mouse,
the pointer moves. When the pointer touches an object, you are pointing to it.

Use the buttons on the mouse to tell your computer what you want to do with
the object. There are three ways to use the mouse buttons:

Click a button by briefly pressing and releasing it

Double-click  a button by clicking twice in rapid succession

Drag (move) an object by pointing to it, then holding down a button
while moving the mouse. Releasing the button “drops” the
object in the new location.

When you see instructions to click on an object, point to the object, then click
the mouse button.

Right-handed Left-handed
mouse mouse

Figure 8-2 Mouse buttons

Always use mouse button 1 unless instructed otherwise. Mouse button 1 is
usually the left button. Left-handed people may prefer that the right button
function as button 1 and can change the configuration accordingly. For infor-
mation on how to do so, see the Graphical Environment Guide.

Pressing onscreen buttons

When using the various Desktop programs, you will see a variety of dialog
boxes that contain onscreen “buttons”. To press an onscreen button, click on
it.

These buttons always initiate the same actions:

OK accepts any changes you made, closes the window, and ini-
tiates the appropriate action. In a message window, press OK
to indicate you understand the message.

Cancel undoes your changes and closes the window.
Help displays information about the active program.
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Using windows

Windows play an important role in your work on the Desktop. For example,
you can have several windows open at the same time, such as one for reading
your mail and one for writing contracts. You can then move easily back and
forth between these two workspaces, and you can transfer a document or tool
from one window (workspace) to another, just as you would on your desk.

Select a window to work in by clicking on it. That window’s frame changes
color to identify it as the active window. Although you can have many win-
dows open at the same time, you can only enter text, draw, or use controls in
one window (the active window) at a time. Programs may be running in
other windows, but your computer needs to know to which window it should
direct your input.

maximize button

window menu button minimize button

Figure 8-3 Window Components
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Every window has a Window menu you can use to move, resize, or close the
window. Open this menu by clicking on the Window menu button in the upper
left corner of the window’s frame.

To close a window, select Exit from the File menu or double-click on the Win-
dow menu button or select Close from the Window menu.

Scrolling

When there is more information to display than can fit in a window, use the
scroll bars to see more:

* To scroll smoothly through the window’s contents, drag the scroll bar
slider.

* To move in short jumps toward the top or bottom (or right or left edge) of
the window’s contents, click on the arrow at either end of the scroll bar.

* To jump by one full window, click on the scroll bar between the slider and
one of the arrows.

The position of the slider in the scroll bar indicates how much of the window’s
contents lies to either side of the portion displayed in the window.

Using menus

Each window has a menu bar that lists the names of the menus available in
that window. To open a menu, click on its name. To select an item from the
open menu, click on that item. To close the menu without selecting an item,
move the pointer off the menu and click (or release) the mouse button.

If the menu item you select requires that you make additional choices, a sub-
menu appears. Use the same methods for selecting from submenus.
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Using icons

Figure 8-4 Icon Types

Files and directories on the Desktop are represented as pictures; known as
icons. These graphics are designed to give you information about the object
that the icon represents.

Some icons represent unique functions and are illustrated accordingly. The
Trash icon, for example, represents the Trash desktop, which contains your
discarded files and directories.

To activate an icon, double-click on it. For example, if you double-click on the
Help icon, you can select from the online help books available in the Docu-
mentation Library. For more information on using icons, windows, menus,
programs, and other Desktop features, click on Using the Desktop in this
library.
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An overview of the SCO Panner window manager

The SCO® Panner™ window manager allows you to use your screen to view
different aspects of a much larger workspace than can be displayed at one
time. You can organize that workspace to suit your needs. In addition,
because you have more space available, your screen becomes less cluttered.

For example, you can control the SCO Panner window manager by using a
feature known as the “panner”, which contains a map of your entire
workspace, divided by a grid into a number of rectangular regions. These
regions serve as work areas. Also provided is a “viewfinder”, which allows
you to navigate around the workspace and change your view area.

For more information, see the online help book, Using SCO Panner.

Getting help

You can access online help in a variety of ways:

* From the Desktop, either double-click on the Help icon or select On Help
from the Desktop Help menu.

* To get help on a specific Desktop icon, either click on that icon and select
On Object from the Help menu or drop the icon on the Help icon.

* From the Desktop, open a UNIX window and type scohelp at the command
line.

* When available in a window or dialog box, use the Help menu or click on
the Help button.

* Point to the object on which you want help and press (F1) (not supported
on the Desktop itself). Some Desktop icons do not have context-sensitive
help. For more information about using Desktop icons, see Using the Desk-
top in the Documentation Library.

* In a character environment, use the (Tab) and arrow keys to select the Help
item, then press (Enter).

See also:
* “Getting character-based help” (page 128)

* “Finding information” in Using Help
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Getting character-based help

128

Context-sensitive help is available if you are using the character version of
any SCOadmin configuration manager tool:

* Press (F1) to get help on the current screen.

* Press (F2) to find out how to move around in the SCOadmin character and
help environment.

* Use the (Tab) and arrow keys to select Help from your Help menu, then
press (Enter).

If the information you need is not on the current screen when the Help win-
dow opens, use the (PgDn) or (PgUp) key to scroll through the document.

To view topics related to the current one, use the (Tab) and arrow keys to
select Related Topics at the bottom of your screen. Press (Enter). Each item in
the Related Topics window is a hyperlink to another topic.

To open a related topic, use the (Tab) key to move the cursor to the View
Topics window. Use your arrow keys to move the cursor over the desired
topic, then press (Enter).

To close the help window, use your (Tab) key to move your cursor to Close
Window, then press (Enter). Your cursor returns to the current SCOadmin or
configuration manager tool.

Troubleshooting character-based help

You should note the following in the character environment:

* If you do not install the X clients package, most of the help on scohelp is
not available. If you need information about how to use character-based
scohelp, press (F2) in any character-based SCOadmin manager.

* (Esc) does not close character-based scohelp screens. You must use Cancel
to cancel.

* Warning messages can overwrite or garble your help screen. If your
character-based screen is garbled or has random characters, press (Ctrl)R.

* Some special symbols characters do not display correctly in character
environments. For example, if a file contains the symbol for the Greek
letter II, will be spelled out as “Pi”.
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Sending and receiving mail

Use the Desktop Mail accessory to send electronic mail (e-mail) messages to
other users. In addition, you can use this program to reply to, save, and
remove messages.

To start the Mail program, double-click on the Mail icon on the Desktop.

The Mailbox window displays a list of mail messages that are in your mail-
box (called the “message” list). The easiest way to select a message to read is
to click on it in the message list.

Figure 8-5 Mailbox Window

Each line in the message list describes a message: who sent it, what it is about
(the subject), when it was sent, and how big it is. Some messages have addi-
tional graphical information under the “Kind” heading. For example, you
might see that you have not yet read a message, or that you have already
replied to or saved it.

The bottom half of the Mailbox window contains the contents of the currently
selected (highlighted) message. If a message is longer than the window, use
the scroll bar to view the rest of the text.
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The icons below the Mailbox menu bar are called toolbar icons. When you
point to one of these icons, a brief description of that icon’s function is dis-

played at the bottom of the window.

Sending e-mail

1. Select Create from the Mailbox window Message menu. You see this win-
dow:

Figure 8-6 Message Window

2. Type the desired text in the “Subject” field, then press (Enter). For example:

Remember to feed the cats!

3. Type your account name in the “To” field, then press (Enter). When you
send and receive mail, your account name is sometimes called your mail
address.
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4. Press (Enter) to leave the “CC” (“carbon copy”) field blank.

5. Type your message in the bottom half of the Message window. For exam-
ple:

This message is to remind myself to
feed the cats before I go to the
meeting tonight.

To add, delete, or change text in the Message window, see the online
Using Edit book.

6. Select Deliver from the Message window Message menu.

This sends the message and closes the Message window.

Replying to e-mail

Click on a new message in the top half of the Mailbox window.
2. Select Reply To from the Mailbox window Message menu.

This opens the Reply dialog box, where you specify your preferences for
the reply. You may want to change the defaults. For example, if you don’t
want to reply to everyone on the original list, click in the Reply only to the
originator checkbox.

Click on the Edit button.

Type your message in the bottom half of the Message window. For exam-
ple:

In case you didn’t read the previous reminder mail:
To move, delete, and change text in the Message window, see the online

Using Edit book.

5. Select Deliver from the Message window Message menu.
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Saving messages

If you want to keep mail messages, you can save them in files or in mailfolders
(special files that contain mail messages). To keep your mailbox tidy, you
should remove messages regularly from your personal mailbox.

1.

2.

Click on the first message in the top half of the Mailbox window. The
selected message is highlighted.

Select Save To Folder from the Mailbox window Message menu.

This opens the Mail window containing a list of mailfolders. (When you
first start working with Mail, your mailfolders directory might only contain
the Outgoing mailfolder.)

Click on the blank area in the “Selection” field, type ReminderMail, and
press (Enter). This specifies ReminderMail as the mailfolder where you
want to save the message.

You are prompted to create the folder.

Click on Yes. The message is saved to a mailfolder called ReminderMail in
the mailfolders subdirectory of your home directory and you return to the
Message window.

Deleting and restoring messages
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Once you have read a message and finished any actions on it (such as replying
to or saving it), it is a good idea to delete the message from your personal
mailbox to save space and to avoid clutter.

1.

Point to the first message and drag the pointer to the last message. This
selects the messages to delete.

Select Delete from the Mailbox window Edit menu. The selected messages
disappear from the top half of the window and the message listing at the
bottom of the window shows the number of deleted messages.

Select Deleted from the Mailbox window View menu. The window
changes to show only the messages you deleted.

Click on the first message in the list.
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5. Select Undelete from the Mailbox window Edit menu. The first message
disappears from the list of deleted messages.

6. Select All from the Mailbox window View menu. This returns you to
viewing the remaining contents of your mailbox (all the messages you
haven’t deleted and the message you just restored).

NOTE Deleted messages are no longer available to be restored (undeleted)
after you have exited Mail.

Getting more information about Mail

Double-click on the Desktop Help icon, then select Using Mail. Or press (F1)
when using Mail.

133



Using the system

134 SCO OpenServer Handbook



System administration






Chapter 9
Administering SCO systems

“System administration” refers to the tasks that must be performed to main-
tain a system. This chapter how to administer your SCO system, including:

* Understanding the basics (this page)

* Administering your system with SCOadmin (page 143)
* Educating users (page 159)

* Planning your site (page 162)

* Summary of system administration tasks (page 164)

Understanding the basics

If you are new to system administration, you should understand:
* What is system administration? (page 138)

* What to read if you are new (page 139)

* Keeping a system log (page 139)

* The superuser account (page 140)

* The keyboard (page 140)

* Running programs simultaneously with multiscreen displays (page 141)
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What is system administration?

138

Every SCO system should have at least one person in charge of system main-
tenance and operation. Such a person is called a “system administrator”. It is
the responsibility of system administrators to ensure the smooth operation of
the system and to perform a wide variety of tasks that require special
privileges.

Among other things, a system administrator is responsible for:
* Bringing the system up and down for maintenance.

* Making certain that adequate backups (regular copies of files on the sys-
tem) are made and stored for future use.

* Handling problems related to use of limited computer resources (disk
space, number of processes, and so on).

* Alleviating system communication (network) stoppages due to failed con-
nections.

* Applying operating system updates and maintenance fixes.

* Providing general support to users.

NOTE This is only a representative set of tasks; refer to “Summary of sys-
tem administration tasks” (page 164) for a complete list that includes cross-
references to the appropriate documentation.

Depending on the size of the system and the number of users on it, system
administration can be anything from a once-a-day task to a full-time job.
Even if the system is small, the system administrator should consistently per-
form each required maintenance task, because sloppy maintenance can
adversely affect system performance.

You can choose to have a single system administrator or divide the tasks
among several persons, each charged with a different area of operation. You
can even assign roles that are strictly limited to one aspect of the system. See
“ Assigning subsystem authorizations” in the System Administration Guide for
more information.
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What to read if you are new

If you are completely unfamiliar with SCO systems (or UNIX systems), you
should refer to these manuals:

* Operating System Tutorial — covers the basics of the UNIX command line
interface. Although many administration tools have sophisticated inter-
faces, you will often need to use the command line as well.

* Operating System User’s Guide — includes more advanced uses of the oper-
ating system. Pay particular attention to Chapter 3, “Working with files
and directories” and Chapter 5, “Controlling processes”. You will also
benefit from an understanding of the material in Appendix A, “An over-
view of the system”.

* Networking User's Guide — explains the networking components, including
TCP/IP, NFS, and so on.

* This SCO OpenServer Handbook — contains key information you need in the
day-to-day operation of your system: Chapter 10, “Starting and stopping
the system” (page 169) and Chapter 13, “Troubleshooting system-level
problems” (page 247).

See “Educating users” (page 159) for additional references.

Keeping a system log

We recommend you keep a hardcopy log of the initial system configuration,
all system modifications, and system events. Each event, message, backup, or
modification should be logged along with the date, time, name of the person
logging, and the circumstances surrounding the event. For example, if a new
application is added to the system software, an entry should be placed in the
log. This entry should include the time, date, and name of the person install-
ing the application, and any notes about the software or installation that may
be helpful. An accurate log helps in diagnosing system problems and chart-
ing the growth and use of a system.

NOTE Keep a copy of your installation checklist in the log book. See “Ins-
tallation and upgrade checklist” (page 20).

All tasks are presented from a system administrator’s point of view, but many
can also be accomplished by ordinary users. Because some of the tasks
dramatically change the system’s operation, we recommend that, whenever
possible, the system administrator perform these tasks. However, no matter
who performs an operation, it should be entered in the system log. Following
these rules can prevent unwanted or unnecessary changes to the system.
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The superuser account

The superuser login (also known as root) is a special account for performing
system maintenance tasks. It gives the system administrator unusual
privileges that ordinary users do not have, such as accessing all files in the
system, and executing privileged commands. Many tasks presented in the
administrative guides require that the system administrator be logged in as
the superuser. To do this, the system administrator must know the superuser
password created during the installation of your system.

Log in as the superuser only to perform system maintenance tasks. Even if
the system administrator is the only user of the system, that person should
create a user account for day-to-day work, reserving the superuser account for
system maintenance tasks only.

WARNING Few users should know the superuser password. Misuse of the
superuser powers by naive users can result in a loss of data, programs, and
even the operating system itself.

The keyboard
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Many keys and key combinations perform special actions on SCO systems.
These actions have names that may not correspond to the keytop labels on
your keyboard. Table 9-1 (this page) shows which keys on a typical keyboard
correspond to special actions on SCO systems. A list for your particular login
device is in the keyboard(HW) manual page. Many of these keys can be
modified by the user — see the stty(C) manual page.

Table 9-1 special keys

Name Action

(Enter) terminates a command line and initiates an action. This key is
also called the (Return) key; the keytop may indicate a down-left
arrow.

(Esc) exits the current mode; for example, exits insert mode when in
the editor vi. This is also known as the ESCAPE key.

(Del) stops the current program, returning to the shell prompt. This
key is also known as the INTERRUPT key.

(Bksp) deletes the character to the left of the cursor. The keytop may
show a left arrow (do not confuse it with the keypad arrow
keys).

(Continued on next page)
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Table 9-1 special keys

(Continued)

Name Action

(Ctr)D signals the end of input from the keyboard; exits the current
shell, or logs you out if the current shell is the login shell.

(CtrhHH deletes the character to the left of the cursor. This is also called
the ERASE key.

(Ct)Q restarts printing (or displaying) after it is stopped with (Ct:1)S.

(Ctr1)S stops printing (or displaying) at the standard output device, such
as a terminal. This keystroke does not stop the program.

(ChU deletes all characters on the current line. This is also called the
KILL key.

(Ctrl)\ quits current command, creates a core file — see the core(FP)

manual page. This is also called the QUIT key. Recommended
for debugging only, but can be used as a last resort when the
(Del) key does not stop the current command.

Running programs simultaneously with multiscreen displays

With the multiscreens, you can run several programs on your console at the
same time. Pressing a simple key combination switches you from one screen
to another, and each screen acts independently from the others.

To open a second screen, press and hold the (Ctrl) and (Alt) keys, then press
(F2) or another function key on your keyboard. Function keys are generally
located across the top or down the far left side of your keyboard.

After you press the key combination, the screen clears and a login prompt
appears. Log in again and you can begin work on the second “screen.” Press
(Ctrl){Alt)(F1) to switch instantly back to the first screen. Switching between
screens in this way can speed up procedures that require working in two
different programs. You can run both programs simultaneously, and work on
either one at any time.

For example, you can start a session on your first screen, then press
(Ctrl){(Alt)(F2) to create a second screen. Log in again and begin another ses-
sion. Use (Ctrl)(Alt)(F1) and (CtrIXAlt)(F2) to switch back and forth between
screens.

NOTE Opening more than one graphical session or desktop on the console
will consume additional system resources.
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Figure 9-1 multiscreen example

You can open more than two screens at once. However, when you log out you
must remember to log out on all screens; unattended screens where you
remain logged in allow unauthorized access to the system.

If you have several screens open at once, you can rotate through them by
pressing (Ctrl)(PrtSc). This is helpful if you cannot remember which process is
running on a particular screen.

For more information, refer to multiscreen(M).

System security
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An important consideration is protecting the system and its data from unau-
thorized access. Your SCO system includes security mechanisms designed to
meet the C2 class of “trust” as defined by the Trusted Computer System Evalua-
tion Criteria (also known as the Orange Book). As the system administrator,
you can configure the protection mechanisms to the requirements of your site.
Chapter 1, “Administering user accounts” in the System Administration Guide
explains how to add users to the system and how to configure the default
security scheme. For additional information on protecting your system, con-
sult Chapter 5, “Maintaining system security” in the System Administration
Guide.
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Administering your system with SCOadmin

SCOadmin is a series of management applications (or “managers”) that help
you configure and maintain your system. The managers can be run in graphi-
cal or character mode.

You can access SCOadmin managers in three ways:

Desktop mode. Use the icons in the System Administration window located on
the root desktop.

Graphical mode. Use the scoadmin(ADM) command to invoke the SCOad-
min launcher (page 145) or run an individual manager in a scoterm(XC)
window.

Character mode. Use the scoadmin command to run the SCOadmin launcher
or an individual manager on a character display. See “Starting SCOadmin
from the command line” (page 144) and “Using SCOadmin in character
mode” (page 146).

NOTE Unless your system is configured with the Low security profile, ordi-
nary users are not authorized to run SCOadmin managers. See “Assigning
subsystem authorizations” in the System Administration Guide for more infor-
mation.

Most SCOadmin managers are grouped under folders (directories) that corre-
spond to an administrative area.

Some SCOadmin managers permit you to administer different systems across
the network as described in “Administering other systems with SCOadmin”
(page 149). ‘

See alsd:

“ About Sysadmsh Legacy” (page 145)
“Troubleshooting SCOadmin” (page 156)
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Starting SCOadmin from the command line

144

Enter the command:
scoadmin

This brings up the SCOadmin launcher shown in Figure 9-2 (page 145). Note
that most applications are nested in subdirectories (folders in the graphical
version), such as Security Profile under System/Security. In graphical mode,
SCOadmin managers are marked with a tool icon, while subdirectories are
marked with folders. In character mode only subdirectories are marked, with
a greater-than symbol (>).

To run in character mode from a scoterm window, set the CHARM environ-
ment variable to TRUE. To run in the graphical environment again, unset
CHARM or set it to FALSE.

To ascend the directory tree, click on the parent directory button in the lower
left hand corner of the SCOadmin window, or select Parent from the View
menu.

You can also start individual SCOadmin managers from the command line
using the syntax:

scoadmin application_name

where application_name is the name of the SCOadmin manager, such as
account manager. (You do not need to quote the name or use capitalization.)
This command works both graphically and in character mode.

In addition, the scoadmin command will accept “minimum matches” consist-
ing of the first few characters of the manager name. For example, you could
enter scoadmin a to start the Account Manager, or scoadmin au for the Audit
Manager. Keep in mind that the names of some managers may have the first
few characters in common.

To display a list of available SCOadmin managers, enter:

scoadmin -t
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NOTE SCOadmin managers are scripts written in SCO Visual Tcl. Modify-
ing these scripts is not recommended, but if you do alter them, be sure and
make a backup copy first. See the scoadmin(ADM) and scoadmin(F) manual
pages and the SCO Visual Tcl Programmer’s Guide and Reference (page 000) for
more information.

See also:

* “Administering other systems with SCOadmin” (page 149)

Backup Manager
Hardware/Kernel iManager
License hManager

Softwvare Manager

Video Configuration Manager
Filesystems

hail

MNetworks

Printers
Sysadmsh Legacy
System

Figure 9-2 SCOadmin Launcher

About Sysadmsh Legacy

Programs located in the Sysadmsh Legacy directory of the SCOadmin hierarchy
are non-SCO applications originally written for the sysadmsh system adminis-
tration interface used in previous releases of SCO systems. When an update is
performed on an SCO system 3.0 or earlier, non-SCO sysadmsh applications
are automatically moved to this location.

145




Administering SCO systems

Refreshing data in the display

Many SCOadmin managers display information in their main windows that is
updated at regular intervals.

To force an update, select Refresh Now from the View menu.

To set the rate at which the display is automatically updated, select Set Auto
Refresh from the View menu.

Using point help

SCOadmin managers have a text area at the bottom of the screen where status
messages and helpful descriptions called point help are displayed.

You can get point help on a text field or other screen element simply by mov-
ing the cursor to it. In character mode, highlight the screen element.

To disable the point help feature, deselect the Point Help button from the
Options menu.

Using the toolbar

Many SCOadmin managers include a toolbar with icons you can select just
like desktop icons. The icons represent the most common menu selections.
To hide the icons, deselect the Toolbar button from the Options menu.

NOTE The toolbar is only available in graphical mode.

Using SCOadmin in character mode
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By its nature, the SCOadmin character interface differs from the graphical ver-
sion. Character SCOadmin is similar to the previous SCO administrative
interface (sysadmsh).
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Navigating the character screen

In character SCOadmin, the screen is divided into “tab groups”, which make it
possible to move between the menu bar, the display area, and the control but-
tons (OK, Cancel, Help) at the bottom of the window. Once you have moved
to the desired tab group, you can use the arrow keys to select the desired but-
ton, list, or field.

Use the arrow keys to move between items on a menu bar or items in a menu.
Use the (Enter) key to open a menu or make a selection.

NOTE If you are having trouble reaching a button or field, try pressing the
(Tab) key.

Account Manager on miro

[ miro: Add New User J
Login: Imavrac___|
User ID: |BOL__ |
r Comment: | |
Password: {%> Set password now { > Set password later

[ Change Login Shell,.. 1]

Login Shell: Ish |

| | [ (Change Distribution,..)]
|
|

Distributed Via:
Home Directory: Ii/usr/mavrac
Login Group: lgroup

[ Change Home Directory... 1
[ Change Group Membership... 1

Use the next ID number as supplied. or enter a user ID number

- iC oK 1 [ Cancel 1 [ Help 13

Figure 9-3 Sample character SCOadmin screen

Figure 9-3 (this page) is a character-mode screen from the Account Manager.
To navigate this screen from top to bottom, press the (Tab) key. There are two
rows of buttons: the “Password” selection box and the OK, Cancel, and Help
pushbuttons. Use the arrow keys to move between the buttons.
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Table 9-2 Character SCOadmin keys

Key Action

(Tab), (Ctrl)i moves to next tab group

(Ctrl)", (Shift(Tab)  moves to the previous tab group

(Left, Right Arrow)  traverses menu bar, moves between items in a tab group,
opens or closes submenu, scrolls list

(Up, Down Arrow)  opens a menu in menu bar, moves between items in a
menu, moves between items in a tab group or a
displayed list

(CtrhHA replicates (Alt) in graphical environment

(F10) shifts focus to menu bar

(Enter) accepts input in text field, opens menu

(Esc) cancels action (if applicable), closes menu

(Ctrl)r redraws the screen

(PgUp), (PgDn) pages through displayed list

(Home), (End) shifts between top and bottom of list

(Space) selects the highlighted item

Using character buttons

There are three types of buttons, all of which are operated by highlighting
them, then pressing (Space) or (Enter):

pushbuttons

have text names enclosed in square brackets ([ ]). Buttons that
bring up other windows have ellipses (...) appended to the text.
Some bring up an option menu from which you must make a
selection. Highlight the text label associated with the button
rather than the button itself.

radio buttons

are marked with angle brackets (< >) and are used to select
exactly one of a group of options. When a radio button is selected,
an asterisk (*) appears within the brackets. Selecting a second but-
ton deselects the previous button.

checkboxes

are similar to radio buttons and consist of square brackets ([ ]) and
a text label. When a checkbox is selected, an asterisk (*) appears
within the brackets. Checkboxes are used to select one, more than
one, or none of a group of options. Toggle to deselect.
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Administering other systems with SCOadmin

Several SCOadmin applications enable you to manage other SCO systems on
your network. Two types of administration are supported: remote and dis-
tributed. See “Administering other systems with SCOadmin managers” in the
Networking Guide.

Remote administration includes:

* configuring and managing remote printers

* configuring remote filesystems

¢ managing remote accounts

* performing remote backups

* managing remote SNMP agents

Problems with multiple invocations

If you accidentally double-click on a SCOadmin manager icon four or more
times, multiple overlapping copies of the manager will be started. If this
occurs, close the lower windows, leaving the last copy open for use. If the
remaining window fails to accept input, close it using the window menu (as
opposed to the SCOadmin menu) and restart the manager.

Making selections in character mode
In graphical mode, selections that cannot be used are dimmed (stippled). In
character mode, invalid selections are enclosed in parentheses “()".

If you encounter difficulties navigating through the selection fields in charac-
ter mode, press (F2) for quick-reference help.
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Using the System Defaults Manager

You can use the System Defaults Manager located in the System directory of
the SCOadmin hierarchy to change a variety of defaults associated with sys-
tem utilities. The System Defaults Manager displays a list that describes the
function and the associated utility or application. Use the manual page refer-
ence in the description to obtain information about the defaults stored in the
file.

To edit a default file, select the file from the list. When used in character
mode, the vi(C) editor is used by default. For graphical sessions, another edi-
tor can be selected; see “Changing the default editor” (this page).

NOTE The defaults are stored in the /efc/default directory.

See also:

* default(F) manual page

* Appendix H, “vi command summary” (page 543)

* “Using the vi editor” in the Operating System Tutorial

Changing the default editor
The file editor used by applications such as the System Defaults Manager can
be defined in the EDITOR environment variable. Set the variable on the com-
mand line as in these examples:
Bourne or Korn shell:

EDITOR=/usr/bin/X11/sc0edi_t; export EDITOR
C shell:

setenv EDITOR /usr/bin/X11/scoedit
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You can also add EDITOR to your shell initialization file. For the C shell, sim-
ply add the above line to your .login or .cshrc file. For the Bourne or Korn
shells, you need to add the bold elements to your .profile file:

SHELL=/bin/sh

HOME=/

PATH=/bin:/etc:/usr/bin:/tcb/bin

EDITOR=/usr/bin/X11/scoedit

# set terminal type
eval ‘tset -m ansi:ansi -m :\?ansi -e -s -Q‘

export TERM PATH SHELL HOME EDITOR

Controlling processes with the Process Manager

Processes are programs currently running on the system. You can use the
SCOadmin Process Manager to perform operations on system processes
(locally and on remote systems):

* view processes on the system (this page)

* change the priority of a process (page 154)

* send a signal to a process (page 154)

You can start the Process Manager by running the scoadmin(ADM) launcher
or entering scoadmin process on the command line.

Viewing processes

You have several options for viewing processes with the Process Manager:
* view all processes (this page)

* by one or more attributes (this page)

* by attribute value (page 152)

* sorted by PID, user, tty, or command (page 153)

* customize the attributes displayed (page 153)

include/exclude attributes in status labels (page 153)

Viewing all processes

In the Process Manager (this page), select All from the View menu. The
default view shows all processes.

Viewing processes by attributes

In the Process Manager (this page), select By User, By Tty, or By Pid from the
View menu.
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To view processes by a set of extended attributes, select Attributes... from the
View menu. The extended attributes are shown in Table 9-3, “Process attri-
butes” (this page) You also have the option of clicking on buttons that select a
set of attributes (a Default is automatically selected), including Ownership...

Select an attribute in the “Available” column and click on the Add button. You
can remove an attribute from your view by selecting it from the “Selected”
column and clicking on the Remove button. You can search for a specific
attribute by entering it in the “Search for:” field.

Table 9-3 Process attributes

Attribute Definition

Ruser real user ID

Tty controlling port number

Group group name

Pid process ID number

Ppid parent process ID number

Nice nice(1) value

Time cumulative execution time for the process
Pcpu percentage of CPU time used

Vsize virtual memory size in kilobytes

Pgid parent group ID number

Etime time elapsed since the process started
Args command name with its arguments
User user name

Command  command being run (no arguments)

Viewing/finding processes by attribute values

In the Process Manager (page 151), select Attribute_Filter, from the View
menu, or, to find a specific process, select Find Attribute from the Process
menu.

1. Select the desired attribute from the displayed list.

2. Click on the desired relation (Equal to can be selected with either of the
Less than or Greater than buttons.

Enter the desired value.

When using the Find Attribute selection, use the Find Next or Find All but-
tons.

SCO OpenServer Handbook



Administering your system with SCOadmin

Sorting processes
In the Process Manager (page 151), select Sort, from the View menu.

Select the desired sort attribute from the list, then click on a button to select
Increasing or Decreasing order. The None button disables ordering.

Customizing the display

You can easily customize the information displayed by the Process Manager
(page 151). The default display includes the process ID, user name, tty, and
command name. You can add or delete fields as desired.

Select Customize Attributes... from the Options menu.

You can change the following:

* list of attributes (page 152)

* attribute labels

* field width

* data type (alphabetic, octal, integer, hexidecimal)

You can type in the values for “Label” and “Width” fields; use the pull-down
list for “Attribute” and “Type”.

To change the set of available attributes, see “Viewing processes by attributes”
(page 151).

You can reset to the default field widths with the Default button.

Click on Apply to update the display.

Including or excluding attributes in status labels

The Process Manager (page 151) display includes a status labels below the
main list to indicate the selected view (page 151) and sort criterion (this page)
used. You can configure these labels to include or exclude the actual values
for these attributes.

Select Short View/Sort/Filter Labels from the Options menu. For example, the
“long” labels would appear as follows:

View by User (root) Sort(Pid)

The “short” labels exclude the values in parentheses.
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Searching for a process

In the Process Manager (page 151), select Find from the Process menu. Enter
a pattern and use the Find Next or Find All buttons. The pattern can include
standard wildcards.

Changing the priority of a process

All processes are assigned a priority, known as a nice(C) value. This value
determines how much computing time is allocated to a process, affecting the
length of time the process will take to complete.

In the Process Manager (page 151), select the process you wish to reprioritize
from the list and select Priority from the Process menu.

Click on the Raise or Lower Priority buttons and enter an increment, if desired.

Signalling a process

In the Process Manager (page 151), select the desired process from the list and
select Signal from the Process menu. The most commonly used signal is
KILL, used to terminate a process.

The remaining functions are intended for more sophisticated users. See
signal(S) for more information.
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Table 9-4 Signal types

Signal Purpose

HUP hangup

INT interrupt

QUIT quit

ILL illegal instruction (not reset when caught)
TRAP trace trap (not reset when caught)
ABRT IOT instruction

EMT EMT instruction

FPE floating point exception

KILL kill (cannot be caught or ignored)
BUS bus error

SEGV segmentation violation

5YS bad argument to system call

PIPE write on a pipe with no one to read it
ALRM alarm clock

TERM software termination signal

USR1 user-defined signal 1

USR2 user-defined signal 2

CHLD death of a child

PWR power fail

WINCH window change

POLL selectable event pending

STOP sendable stop signal not from tty
TSTP stop signal from tty

CONT continue a stopped process

TTIN background tty read attempt

TTOU background tty write attempt
VTALRM  virtual timer alarm

PROF profile alarm

XCPU exceeded cpu limit

XFSZ exceeded file size limit

WAITING  all lightweight processes blocked interruptibly notification
LWP signal reserved for thread library implementation
AIO asynchronous I/O signal
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Troubleshooting SCOadmin
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This section addresses problems with running SCOadmin:

* “SCOadmin will not start” (this page)

* “Recovering from SCOadmin failures in character mode” (this page)
* “Remote administration problems” (this page)

* “SCOadmin error trace” (page 157)

* “The SCOadmin event log” (page 158)

SCOadmin will not start
If the SCOadmin launcher or a SCOadmin manager fails to start after a rea-
sonable length of time, there may be a problem with the SCO Visual Tcl dae-
mon process used to run SCOadmin:
1. Enter this command to determine the process number:
ps -ae | grep vtcld
You see output similar to this:
571  ttyp0 00:00:00 xm_vtcld
In this case, the daemon is process number 571. (In character mode, the
process is named cm_vtcld.)
2. Kill the daemon process with this command, substituting the actual pro-
cess number for number:
kill -9 number

3. If the process does not appear to be running, you should check the /tmp
directory for temporary files left there by SCO Visual Tcl daemons. First,
SCOadmin character sessions leave files of the format ch_PID.UID (PID is
the process ID number and UID is the user ID number), for example
ch_8132.0. Graphical sessions can leave similar files of the format
PID.UID. If there are a large number of these files present, you should
remove them and try running SCOadmin again.

Recovering from SCOadmin failures in character mode

If a SCOadmin manager fails in character mode and you cannot get a prompt,
enter the following command to restore your display to normal (the com-
mand will not appear on the screen as you type):

(Ctrl)jstty sane(Ctrl)j
Remote administration problems

If you have problems performing remote administration:

* Ensure that user equivalence is configured properly. The account on the
local system used to perform the remote task must be recognized by the
remote system. In addition, the account must have the authorizations
necessary to run the SCOadmin manager.
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* Verify your network connections are configured and functional (including
the Jetc/hosts file or name service).

* Verify that SCOadmin is running on the remote system. This is necessary
for all tasks except remote printing. You can set up a printer on a remote
system that is not running SCOadmin, but the remote system must support
LPD, and the local system must be recognized by the remote system (in
Jetc/hosts.lpd or fetc/hosts.equiv on UNIX systems). If the remote system is
running SCOadmin, it is possible to get a list of the printers available on the
system.

See also:

* “Enabling remote manager capabilities” in the Networking Guide
* “Troubleshooting network configuration” (page 494)

* “Troubleshooting TCP/IP” in the Networking Guide

SCOadmin error trace

When a non-recoverable error occurs in SCOadmin, SCO Visual Tcl creates a
file containing an error trace. The output is put into a file in the /tmp direc-
tory. While the SCO Visual Tcl output will probably not be useful to you, if
the problem persists you should save the output when you call your provider
for assistance.

Error filenames use the format:

tclerror.PID.log
where PID is the number of the process that created the file. Here is a sample
output:

Uncaught error in Tcl program: hostmib:
no SMUX entry for hostmib: goingDown

no SMUX entry for hostmib: goingDown

while executing

"SMUXInit hostmib /etc/sysadm.d/hostmib.defs”
("uplevel” body line 3)
invoked from within

"uplevel $command"
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The SCOadmin event log

SCOadmin includes a logging facility to record administrative events, includ-
ing errors, object creation, among others.

SCOadmin events are recorded along with other system events in
[usrladm/syslog. These events help you keep track of all modifications made to
your system configuration.

NOTE Do not confuse messages contained in the SCOadmin event log with
the system error messages located in /usr/adm/messages.

See also:
* “Understanding the SCOadmin event log” (this page)
» “Using the SCOadmin Event Logs Manager” (page 159)

Understanding the SCOadmin event log

All SCOadmin managers generate records of administrative events that occur
during the daily operation of your system. By default, SCOadmin errors are
the only events recorded. This allows you to monitor any problems that
might occur. You can also elect to record all administrative changes made to

the system, for example when a user account is added to the system or
modified.

Log entries use this format:

date sysname syslog SCOADM: sessionID object instance event_type message

sysname name of the host system

sessionID tty for the login session when the event took place
object type of object

instance name of object

event_type event type

message the system message associated with the event

Here is an example:

Jul 12 22:27:38 apathy syslog: SCOADM: localhost {sco_printer}
{toasterl} objectCreation SCO_OFACE_MSG_OBJECT_CREATION {object
creation {(null)}}
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The event types are:

Object creation The creation of an object, such as a new printer.

Object deletion The deletion of an object, such as a printer.

Attribute change The modification of an object, such as the configuration
values for a printer.

Error A failure to complete a requested action, typically
called an error message.

Warning An action was completed successfully, but with a prob-
lem.

Notice An informative message.

You can modify the list of event types by editing the /usr/adm/events file.
Using the SCOadmin Event Logs Manager

You can select events to be logged using the SCOadmin Event Logs Manager
located in the System/Logs directory of the SCOadmin hierarchy. The SCOad-
min Event Logs Manager displays the events currently logged and not
logged.

To log an event, highlight it in the “Ignored Events” column and click on the
Log event button.

To ignore an event, highlight it in the “Logged Events” column and click on
the Ignore event button.

To save your selections, select Save from the File menu.

See also:
* “The SCOadmin event log” (page 158)
* “Understanding the SCOadmin event log” (page 158)

Educating users

The following list suggests points the system administrator can explain to
users so they can take advantage of the system’s resources without overload-
ing the system or causing unnecessary system problems. The more users
understand the system and its limits, the less demands are placed on the sys-
tem administrator.
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If a user is completely new to SCO systems, the system administrator should
recommend a training course or at least a careful review of the basic user
documentation. Augment this training with the points listed here. References
to documentation cover both graphical and character environments.

How to log in. Emphasize password secrecy and methods of memoriza-
tion. Explain the limits on password length and type, the schedule for
changing passwords, rules about changing passwords, and the number of
unsuccessful tries allowed. Tell users with character terminals how to
specify their terminal type.

Character: Chapter 1, “Getting started” in the Operating System Tutorial
Graphical: “Starting the Desktop” (page 121)

How to manage files and directories. Make sure users are familiar with
basic operations, including the use of file permissions.

Character: Chapter 3, “Directories and files” in the Operating System Tutorial
and Chapter 7, “Protecting files and directories” in the Operating System
Tutorial

Graphical: Chapter 11, “Using files and directories” in Using the Desktop

How to edit files. Make sure users know basic editing commands.
Character: “Using the vi editor” in the Operating System Tutorial

Graphical: Chapter 1, “Creating files with Edit” in Using Edit

How to use the calendar program. Show users how to organize their
schedules with the calendar.

Character: “Using the Calendar” in the Operating System User's Guide
Graphical: “Using the Graphical Calendar” in Using the Graphical Calendar

How to run applications. Relate the names, locations, and commands
necessary to run applications that you have installed at your site.

How to print files. Explain the print commands for most-used programs.
Tell the user the location of the default print service printer. Demonstrate
how to replenish paper and toner, tape, or ribbon cartridge. Refer the user
to the printer documentation, if necessary.

Character: “Printing files” in the Operating System User’s Guide
Graphical: Chapter 13, “Printing files” in Using the Desktop
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* How to use the undelete feature to restore files. Explain the filesystem
versioning feature. Show users how to version files and recover them with
undelete(C).

Character: “Retrieving deleted files” in the Operating System User’s Guide

Graphical: Chapter 12, “Deleting and recovering files and directories” in
Using the Desktop

* Good mail etiquette. Explain how to read and send mail, how to read
through mail lists, and how to organize messages into mailboxes or folders.
Explain how to clean out unwanted messages by deleting or saving them to
floppy or tape. Emphasize the importance of maintaining free disk space.

Character: Chapter 2, “Using e-mail” in the Mail and Messaging Guide
Graphical: “Using Mail” in Using Mail

* Good filesystem planning. Explain the limits of directory size. For best
performance, login and working directories should have less than 64*
entries, including the dot (.) and dot-dot (..) entries, and data storage direc-
tories should have less than 638* entries. Warn users that directories do not
get smaller, even if files are removed. Discourage users from saving mail
messages in separate files rather than appending them to existing mailbox
files. Refer to “Maintaining filesystem efficiency” in the System Administra-
tion Guide for more information.

* How to store (archive) files. Show users how to use floppy disk and tape
archiving facilities to store unused files or directories.

Character: Chapter 7, “Working with disks, tapes, and CD-ROMs” in the
Operating System User’s Guide

Graphical: “Using floppy disks” in Using the Desktop

* How to reset a scrambled serial terminal. Teach users with serial termi-
nals how to escape from the most-used programs and how to reset a termi-
nal with tset(C) and stty sane. Tell users how to turn the terminal on and off
if necessary. Make sure users try these procedures before asking a system
administrator to disable and reenable the scrambled terminal. See “Fixing
scrambled terminal display” (page 448).

* How to kill “hung” processes. Instruct users how to use ps -flu on a
neighbor's terminal to find the hung process on their own terminal, and
how to kill the process without causing undue system problems. See “Fix-
ing hung terminals” (page 447).

*  These figures apply to filenames of 14 characters or less. As filename lengths increase, up to a

maximum of 255 characters, the number of files that fit on a single disk block decreases, reducing the
optimum number of files in a directory.
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* Use of environment variables. Inform users of critical environment vari-
ables (especially $PATH) and how they can be changed. See “Understand-
ing variables” in the Operating System User’s Guide.

* System security profile Inform users of the security profile configured on
the system and any restrictions applied to usage. For a list of security
profiles and parameters affected, see “Security profiles” in the System
Administration Guide. Refer users to Chapter 9, “Using a secure system” in
the Operating System User’s Guide.

Planning your site

Before installing or expanding your system, review this material with
management and create a physical plan of the system that makes the most
efficient use of available resources and allows users the most direct and com-
plete access to those resources.

If growth is expected, plan for it. Make sure that the resources and the com-
munications lines that connect them are adequate for expected growth.

User resource considerations
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* Allow for sufficient disk space in the filesystem where home directories are
located. By default, home directories are located in the root filesystem. If
possible, place home directories outside the root filesystem.

* Organize users into workgroups so they can share files. See “Managing
groups” in the System Administration Guide.

* If you need to create large numbers of user accounts at the outset, use the
useradd(ADM) command and template files. See “Using account tem-
plates” in the System Administration Guide.

* Assign advanced authorizations and privileges only to designated adminis-
trators or trustworthy users. See “Assigning subsystem authorizations” in
the System Administration Guide.

* Versioning (which makes it possible to recover deleted files) is disabled by
default. Consider whether you want to enable this feature and administer
it accordingly. See “Versioning filesystems (undelete)” in the System
Administration Guide for more information.
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Network considerations

¢ If you plan to perform distributed or remote administration, be sure to set
up equivalency and requisite authorizations for administrative users. This
will allow you to administer systems from one location instead of having to
rlogin to each system. See “Administering other systems with SCOadmin
managers” in the Networking Guide.

* Where possible, set up dedicated servers to manage different resources
(files, printers, applications, mail, and so on). See “The dlstrlbuted comput-
ing environment” in the Networking Guide.

Hardware considerations

* Set up the computers in a place where they will not be bumped or moved
at any time. If possible, they should be in a room by themselves, with little
or no foot traffic. If workstations are used for data storage, at least place
them on stable furniture and leave no cables exposed to traffic.

* Keep the computer room cool and give each machine excellent ventilation.
Keep all machines away from walls and, if possible, provide a separate air
conditioner for the computer room, with more-than-adequate cooling capa-
bility.

* Install a Halon® fire extinguishing system in the computer room rather
than sprinklers.

* Store backup media in a separate room from the computers. This room
should be fireproof, or and/or have a Halon fire extinguishing system
(rather than a sprinkler system).

* Ensure that there is adequate and uninterrupted power for the computers
(or at least surge protection). Installing an uninterruptible power source
(UPS) will prevent system crashes caused by small electrical failures and
may provide enough power for an orderly shutdown following major
electrical failures. This is especially important if your building frequently
suffers power glitches or if you live in an area that is subject to frequent
major storms. The computers should also be on an isolated, fully grounded
(earthed) circuit.

* If you install a local area network, plan the cabling and location of all
machines and peripherals carefully. Seek the assistance of a networking
expert to make these plans. Good planning and the use of adequate con-
necting media and compatible hardware are essential for long-term
network performance.
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* If you need leased lines for off-site connections, arrange for these with your
local telephone company.

* If you plan to connect a printer to a parallel port, locate it close to the
machine running it. Keep the machine out of the path of traffic to and from
the printer.

* If you connect terminals, printers, or other peripherals to serial ports, con-
sider using phone-line cabling and switching hardware, especially if your
system is expected to grow in size and complexity. You can readily adapt
phone lines for serial hardware, and telephone connecting and switching
technology is mature and flexible.

Summary of system administration tasks
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A system administrator has numerous tasks to perform. They can be divided
into groups according to how often they are carried out. The following list of
tasks ranges from those that must be performed more often than once a day to
those that need be performed less often than once a month. The administrator
may have to do some of the tasks in the following list more or less often,
depending upon the size and complexity of the system.

Table 9-5 Task list

As needed tasks For more information:

D Create /modify user accounts. “Adding and modifying user accounts”
in the System Administration Guide

U Record all system modifications ~ “Keeping a system log” (page 139)
and events in log.

OBe on call to restart the system “Starting the system” (page 169) and

after panics, crashes, power “System crashes” (page 253)
spikes. '
U Maintain security of hardware, =~ Chapter 5, “Maintaining system
software, data file access. security” in the System Administration
Guide
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Daily tasks

For more information:

UPerform scheduled backups (if
configured).

UCheck usage levels.

O Check for runaway processes.
HCheck disk space.

UCheck mail functionality,
connections.

UCheck printer status with Ipstat -t.

UCheck auditing output, if
activated.

OCheck UUCP communications
links, if active.

UCheck for unattended login
sessions.

“Running scheduled backups” in the
System Administration Guide

“ps — check process activity” in the
Performance Guide

“Runaway processes” (page 267)

“Maintaining free space in filesystems”
in the System Administration Guide

“Checking for MMDF problems” in the
Mail and Messaging Guide

Man page for Ipstat(C)
“Generating audit reports” in the System
Administration Guide

“Generating log reports on usage:
uulog” in the System Administration
Guide

manual page for who(C)

Weekly tasks

For more information:

U Verify system software (checks
permissions, links, and missing
or corrupted files) — best done
after work hours.

U Check printer spooler status
report.

O Check log files such as /etc/wtmp
and those in /usrfadm and
[ust/[spool and clear, trim, or
truncate.

OUse sar(ADM) to generate a
report of activity.

U Generate detailed report of user
disk utilization.

(Continued on next page)

“Verifying software” (page 77)

Check Ip(C) account mailbox for
messages

“Checking and clearing system log files”
in the System Administration Guide

“sar — system activity reporter” in the
Performance Guide

“Displaying filesystem and directory
usage statistics” in the System
Administration Guide — see description
of quot(ADM)
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(Continued)

Weekly tasks

For more information:

U Remove temporary files
including lost+found files and
+.0ut files.

“Finding temporary files” in the System
Administration Guide

Monthly tasks

For more information:

DIf you are not doing scheduled
backups, perform an
unscheduled (level 0) backup.

U Re-tune system and re-allocate
resources, if necessary.

U Perform tape drive
maintenance: clean heads and
retension drive using tape reten
command

0 Change dial-in passwords, if
necessary.

U Change root password, if
necessary.
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“Running unscheduled filesystem
backups” in the System Administration
Guide

Chapter 2, “Managing performance” in
the Performance Guide

tape(C) manual page

“Setting passwords for dial-in lines” in
the System Administration Guide

“Setting or changing a user password”
in the System Administration Guide
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Occasional tasks

For more information:

UUpgrade system and application
software, as needed.

O Check for configuration errors,
including verification of system
software

U Re-distribute space in
filesystems.

O Find SUID or SGID files, check
owner, size. Locate huge (over
64 Mbyte) files and verify their
purpose.

UFind “orphan” files (files
belonging to deleted users).

Release Notes of the new version

“Checking system configuration” (page
260)

“Adding disk space and restructuring
filesystems” or “Maintaining free space
in filesystems” in the System
Administration Guide

“Locating files” in the System
Administration Guide

“Changing ownership of files with an
obsolete UID/GID” in the System
Administration Guide
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Chapter 10
Starting and stopping the system

These tasks are related to powering up your system and bringing it down:

Starting the system (this page)

Stopping the system (page 178)

Logging in as the superuser (page 180)

Understanding the hardware information displayed at boot time (page 181)
Changing the startup process (page 182)

Additional information on altering the startup process is found in Appendix

A,

“Customizing UNIX system startup” in the System Administration Guide.

Starting the system

Starting your SCO system requires more than just turning on the power. The
system goes through a series of stages to ready the system for use, some of
which may require intervention:

Loading the operating system (page 170)

Saving/deleting a system memory image (page 170) if the system was
improperly stopped '

Cleaning filesystems (page 171)

Choosing the mode of system operation (page 172)
Setting the time and date at startup (page 173)
Checking the security databases (page 175)
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NOTE The default system behavior is to restart and proceed with these
stages without intervention when the computer is switched on (or power is
restored). See “Changing the system restart options” (page 182) for more in-
formation.

See also:

* “The UNIX system life cycle” in the Operating System User’s Guide

Loading the operating system

The first step in starting the system is to load the operating system from the
computer’s hard disk.

1. Turn on power to the computer and hard disk. The computer loads the
UNIX system bootstrap program and displays this message:

Boot

2. Press the (Enter) key. The system loads the operating system using the
default bootstring as described in “Changing the startup process” (page
182).

When the system is loaded, it displays information about the system
configuration (page 181) and verifies that the root filesystem (that is, all files
and directories) is in order and not corrupted. If a filesystem is uncorrupted
and in good order, it is called “clean”. If the root filesystem is clean, you can
choose the mode of operation. If not, the system requires you to clean your
filesystems first.

Saving/deleting a system memory image

170

If the system was improperly halted, you may see the message:

There may be a system dump memory image in the swap device.
Do you want to save it? (y/n)

This memory image contains technical data about the state of the system
when operation was interrupted. Information about preserving and analyz-
ing this data is discussed in “Recovering from a system panic” (page 254). If
you respond n, you are then asked if you want to delete the image; enter y to
save the image and continue.
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Cleaning filesystems

The root filesystem must be “cleaned” (checked and cleared of any incon-
sistencies) using fsck(ADM) if the following message is displayed:

fsstat: root filesystem needs checking
0K to check the root filesystem (/dev/root) (y/n)?

This message is displayed only if the system was not shut down properly, as
described in “Stopping the system” (page 178). Your additional filesystems
may also require cleaning.

To clean the filesystem, enter y (for “yes”) and press the (Enter) key. fsck
cleans the filesystem, repairing damaged files or deleting files that cannot be
repaired. It reports on its progress as each step is completed. At some point,
you may be asked if you wish to salvage a file. Always answer by entering y
or n and pressing the (Enter) key. You can also enter y! and yes answers will
be assumed for all succeeding prompts. For an explanation of how fsck
works, refer to “Filesystem check phases (HTFS, EAFS, AFS, S51K)” in the Sys-
tem Administration Guide.

There are two cases where cleaning will be skipped (or shortened consider-
ably):

Intent logging If “intent logging” is enabled on the filesystem, it is
unlikely that cleaning will be necessary; fsck will not be
invoked in this case. If any cleaning is necessary, a “fast
fsck” will be performed that replays the transaction log for
the filesystem. This process lasts several seconds (instead
of minutes). See “Logging filesystem transactions” in the
System Administration Guide for more information.

DTES filesystems DTEFS filesystems are extremely stable and normally do not
require cleaning. When cleaning is necessary, no interven-
tion is needed. See “Filesystem check phases (DTFS)” in
the System Administration Guide for more information. In
some cases, a DTFS root filesystem will be rebooted after
checking if many changes had to be made to repair the file-
system.

When cleaning is complete, the system asks you to choose the mode of
operation.

NOTE When restarting automatically, the default system behavior is to fix
filesystems without operator intervention; the system boots and runs fsck
assuming “yes” answers. To change this, use the System Startup Manager
(page 182) or change FSCKFIX=YES to FSCKFIX=NO in /efc/default/boot.
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Choosing the mode of system operation
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You can choose the mode of operation as soon as you see the message:
INIT: SINGLE USER MODE

Type CONTROL-d to continue with normal startup,
(or give the root password for system maintenance):

The system has two modes: multiuser mode (this page) (for normal opera-
tion) and single-user mode (this page), also known as maintenance mode.
Multiuser mode is for ordinary work on the system and allows users to log in
and begin work. Single-user mode is reserved for work to be done by the sys-
tem administrator, and does not allow multiple users.

To choose multiuser mode, press (Ctrl)D. To choose system maintenance
mode, enter the superuser password (also called the root password) and press
(Enter).

NOTE The superuser (root) password is assigned during system installation.
If you do not know the root password, ask the administrator who installed
your system.

Single-user mode

Use system maintenance mode only if you must do system maintenance work
that requires all other users to be off the system, including checking file-
systems, installing updates or new software, and reinstalling system files or
packages. Note that many system services (like printing and networking) will
not function because the various daemons and startup programs in /etc/rc are
not executed. Single-user mode effectively halts the startup process until you
exit using (Ctrl)D, when the process continues with setting the system time.
While in single-user mode, the superuser prompt “ #” is displayed. -

NOTE You can also configure the system to skip the single-user mode
prompt. See “Changing the startup process” (page 182).

Multiuser mode

When you select multiuser mode, the startup process continues, proceeding
with setting the system time. The most important distinction between single-
user and multiuser mode is the execution of startup commands found in the

Jetc/rc directories discussed in “Changing scripts in /etc/rc2.d” in the System

Administration Guide. These scripts generate startup messages for the various
system services, such as the printer or network services. Next, the system dis-
plays the login: prompt and users are allowed to log in.
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Setting the time and date at startup

Once normal operation starts, the system asks for the correct time and date:
INIT: New run level: 2

Current System Time is Tue Nov 9 23:26:54 1999
Enter new time ([[CC]YYMMDD)hhmm[.ss]):

Unless your clock battery is drained or removed, there should be no need to
change the date. To leave the time and date unchanged, simply press (Enter).
If you need to change the time and date, enter the new time and press (Enter).
The new values must be entered as two or more consecutive sets of digits,
where the digits can be one or more of:

ceyy (optional) - represents the year (the current year is the default). It can be
entered as a 4-digit value to explicitly specify the century or
as a 2-digit value, where the range 69-99 refers to years in the
twentieth century (1969 to 1999 inclusive) and values in the
range 00-68 refer to years in the twenty-first century (2000 to
2068 inclusive).

mm (optional) represents the current month. It can be any two-digit value,
from 01 to 12 for January to December, respectively.

dd (optional)  represents the current day. It can be any two-digit value,
from 01 to the last day of the month.

hh represents the current hour. It can be any two-digit value,
from 00 to 23. Hours are expressed in the 24-hour format, in
which morning hours range from 00 to 11 and evening hours

from 12 to 23.

mm represents the current minutes. It can be any two-digit value,
from 00 to 59.

ss (optional) represents the current seconds. It can be any two-digit value,
from 00 to 59.

For example, to change the time and date to 3 February 1995 at noon, enter:
9502031200

After accepting the new value, the system then displays the new time and
date:

Sun Feb 03 12:00:00 PST 1995

If you enter an incorrect value, the system prompts you to try again. If you do
not enter an optional value, the current value for that item remains
unchanged. If you type a new value for the year, you must also type values
for the month and day. Similarly, if you type a new value for the month, you
must type a value for the day.
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The time and date display is followed by service startup messages and the
login: message.

Setting the time and date during normal operation

You can change the system time during normal operation with the System
Time Manager, located in the System directory of the SCOadmin hierarchy.

Enter numbers manually (or use the up and down buttons in the graphical
version) to set the time and date entries. Note that hours are expressed in 24-
hour format, in which morning hours range from 00 to 11 and evening hours
from 12 to 23.

NOTE If you need to set the system clock back, reboot the system and enter
the new time during startup. Failure to do so may cause unpredictable
behavior, especially in event-driven processes.

To save your changes, select Set from the Time menu.

To change your time zone, see “Changing the system time zone” (this page).

Changing the system time zone
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You can change the system time zone using the System Time Manager,
located in the System directory of the SCOadmin hierarchy.

1. Select Change Timezone from the Time menu.

2. Select the “Geographical area”. The screen is updated with selections
appropriate for your location.

3. Select the “timezone” for your location. If you cannot find your timezone,
click on the Specify Unlisted Timezone button and provide the name,
whether it is east or west of Greenwich Mean Time, and the hours and
minutes from GMT.

4. If applicable, select Yes or No for “Daylight savings time”.
NOTE Any users logged in (including root) during the timezone change
operation will not see the change until they log out and log in again. This is

because the timezone variable (located in /etc/TIMEZONE) is read at login
time. ‘
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Checking the security databases

Each time your system is rebooted (and after fsck is run if your system was
brought down unexpectedly) the system automatically checks critical security
database files. The messages are:

Checking tcb ...

Checking protected password and protected subsystems databases ...

Checking ttys database ...

This checking is done to avoid problems with access to your system. In the
rare case where a file is missing, you are alerted to this fact and asked to
restore the file from backups (or it may be necessary to repair broken sym-
bolic links).

When the system is halted suddenly by power or hardware failures, some file-
system damage can occur. Damage can cause the removal of security data-
base files, or can leave these files in an interim state if they were being
updated at the time of the system crash. Whenever a reboot occurs, the sys-
tem runs a series of programs to check the status of the database files. When
the system terminates abnormally and is rebooted, this check is performed
after fsck(ADM) is run on the root filesystem, and before entering multiuser
mode.

The system follows these steps:

1. The script Jetc/smmck (system maintenance mode checker) runs the
tcbck(ADM) program to clean up any database files that were left in an
interim state while being updated.

When a security database file is updated, the contents of the old file (file)
is copied or updated to create the new “-t” file (file-t). Next, the old file
(file) is moved to a “-0” file (file-0), and the new file (file-t) is moved to the
original name (file). When this process is interrupted, “-0” and “-t” files
are left and must be reconciled before the system will function properly.
tcbek first resolves any “-t” and “-0” files left in the /fetclauth/system,
Jetc/auth/subsystems, and /tcbfiles/auth/+ directories and the /etc/passwd and
the /fetc/group files. If there are multiple versions of a file, the extra files
must be removed. This is done automatically as follows:

a.  If file, file-o, and file-t exist and file is not zero length (empty), then
file-t and file-o are removed.

b.  If file and file-t exist then file-t is removed.
c.  If only file-t exists, then it is moved to file.
d.  If only file-o exists, then it is moved to file.

If scenario c. occurs, a message similar to this is displayed:
/etc/tcbek: file file missing, saved file-t as file
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This is done because the “-t” file is the modified version of the original file
and could have been damaged; it is likely that this file does not contain all
the entries of the original. This message is repeated for all files found in
that state in the specified directories. (The “-0” files are not suspect
because they are the original versions of the files renamed prior to updat-
ing.)

tcbek checks that key system files are present and that they are not empty.
If a file is missing (or empty), then a message similar to this is displayed:

/etc/tcbek: file file is missing or zero length

This process is repeated for each of these files (critical TCB files are marked
with a 1):

[etclauth/system/default +

[etclauth/system/files

[etclauth/system/devassign

Jetclauth/system/fauthorize

[tcb/files/auth[r[root +

Jetc/group

fetc/passwd +
When this process is complete, if any files were missing, or empty “-t” files
were substituted for real files, this message is displayed:

/etc/smmck: restore missing files from backup or distribution.
If either Jetc/passwd or [etc/group is missing, this message is displayed:

/etc/tcbek: either slash (/) is missing from /etc/auth/system/files or there
are malfommed entries in /etc/passwd or /etc/group

"NOTE You can ignore any warnings that /tcb/files/auth/r/root is missing.
Enter exit when the root prompt is displayed and authck will later repair
this file as described in step 6.

Corrupted files are not detected by tcbck, but other error messages may
be displayed that are described in “Troubleshooting system security” in
the System Administration Guide.

If critical database files are missing or corrupted, then the system enters

. maintenance mode automatically without asking for the root password.

These messages are displayed:

INIT: SINGLE USER MODE

Security databases are corrupt.

Starting root shell on console to allow repairs.

Entering System Maintenance Mode
If no critical database files are missing, you are prompted to choose sys-
tem maintenance mode or normal operation. If files are reported missing,
write them down and follow the instructions in “Restoring critical security
database files” (page 186).
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tcbck removes the files Jetclauth/system[pw_id_map and
Jetclauth/system/gr_id_map because the modification times of these files are
compared with those of /etc/passwd and /etc/group, and problems can occur
when the system clock is reset. tcbck then tries to rebuild the map files
using cps(ADM). If this fails, then either the File Control database
(/etc/auth/system/files) is missing, or the File Control database entry for “/” is
missing, or there are syntax errors in /etc/passwd or [etc/group.

After the system enters multiuser mode (INIT: New run level: 2 is dis-
played) and you are prompted to set the system clock, /etc/authckre is rein-
voked. If any missing files are found, warnings similar to the ones shown
previously are displayed, followed by the message shown below:

/etc/tcbek: file file is missing or zero length

/etc/authckrc: Log in on the OVERRIDE tty and restore

the missing files from a backup or the distribution disks.
This means that files are still missing. These files will have to be replaced
when the system comes up in multiuser mode and you are allowed to log
in. Write down the names of the missing files and follow the instructions
in “Restoring critical security database files” (page 186).

If fetc/passwd or Jetc/group are missing, the following messages is displayed
at startup (the first if /etc/passwd is missing, the second if /etc/group is miss-
ing): ’

su: Unknown id: bin

su: Cannot setgid to auth, no auth entry

The message is displayed:
Checking protected password and protected subsystems databases ...

The authck(ADM) program is run to make certain that all users listed in
Jetclpasswd have Protected Password database entries. If any are missing,
they are created as needed if you respond y to this prompt:

There are errors for this user

Fix them (y/n)?

The Protected Subsystem database files are then checked to ensure that they
correctly reflect the subsystem authorization entries in the Protected Pass-
word database. Each name listed in each subsystem file is verified against
the Protected Password entry with the same name to ensure that authoriza-
tions are consistent between the files. In addition, each Protected Password
entry is scanned to verify that all the privileges listed are reflected in the
Protected Subsystem database. If any inconsistencies are found, you are
asked if you want them fixed automatically:

There are discrepancies between the databases.

Fix them (Y or N)?
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You may see that many discrepancies are reported and repaired by this
process — this is normal.

NOTE If the system is set to restart automatically when an operator is
not present (“AUTOBOOT=YES” appears .in [etc/default/boot), then
authck(ADM) is called noninteractively. Warnings are displayed about
inconsistencies found but authck is not given the opportunity to fix
them. The transition to the multiuser operation then proceeds as nor-
mal.

See  “Database consistency  checking:  authck(ADM)  and
addxusers(ADM)” in the System Administration Guide for information on
running authck manually.

7. You see this message:
Checking ttys database ...

ttyupd(ADM) is run to ensure that all ttys in /etc/inittab have entries in the
Terminal Control database (fetc/auth/system/ttys).

8. The system should be up and ready for logins. If any files were reported
missing, you must now log in on the override terminal to restore them, fol-
lowing the same procedure outlined earlier. By default, the override ter-
minal is defined as tty01, also known as the first multiscreen. If you
removed the default entry in /etc/default/login, you will have to shut the
system off, reboot and enter single-user mode, and restore the files that
way. When you log in on the override tty, this message is displayed:

The security databases are corrupt.
However, root login at terminal tty0l is allowed.

Stopping the system
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Stopping your SCO system requires more than just turning off the computer.
You must prepare the system by using the System Shutdown Manager
(located in the System directory of the SCOadmin hierarchy) or with the
shutdown(ADM) command. This not only halts system services properly, but
warns users and gives them an opportunity to finish their work.

To shut down the system, select Begin Shutdown from the Shutdown menu.
The default behavior is to send the default broadcast message to all users and
shut the system down in 60 seconds.

To change the grace period, enter your changes in the “Delay” field. If you set
the “Delay” to 0, the “Message” field cannot be filled in and no message will be
sent because the shutdown will be immediate.
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To change the broadcast message, enter the text in the “Message” field, or
select Read from file from the Message menu to use a prepared file.

To automatically restart the system, select Reboot after shutdown.

To request confirmation before shutting down, select Confirm prior to shut-
down.

To save your selections, select Save from the Shutdown menu.

Using the shutdown command line

To stop the system with the shutdown(ADM) command:

1. Log in as the superuser (page 180). The system opens the superuser
account and displays the message of the day and the superuser prompt.

2. Enter this command:
shutdown -gn

where n is the number of minutes before the shutdown is to take place. To
go from normal operation to system maintenance mode, use this variation:

shutdown -gn su

The system displays a warning message at each terminal, asking logged-in
users to finish their work and to log out. (The warning message can be
customized; see the shutdown(ADM) manual page for details.) As soon
as all users are logged out or the specified time has elapsed, the system
closes all accounts and displays this message:
** Safe to Power Off **
-or-
** Press Any Key to Reboot **

3. If you specified single-user mode on the command line, the system
proceeds directly to the single-user prompt without rebooting as
described in “Choosing the mode of system operation” (page 172).

4. If you did not specify single-user mode, turn off the computer or press any
key to reboot the system.

Using the haltsys command

The haltsys(ADM) command halts the system immediately, without warning
users. If there are any users logged into the system when the haltsys com-
mand is given, they are logged out and their work in progress is lost.
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To stop the system with the haltsys command, log in as the superuser and
enter:

[etc/haltsys
The system displays the message:

** Safe to Power Off **
_or-
** Press Any Key to Reboot **

Turn off the computer, or press any key to reboot the system.

Logging in as the superuser
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Many system maintenance tasks require you to log in as the superuser. For
example, you must be logged in as the superuser to stop the system. Do not
confuse the superuser login with running in single-user mode. (page 172) The
only similarity is that both require the use of the root password.

To log in as the superuser, you must know the superuser password. If you do
not know the root password, ask the administrator who installed your system.
You also need to see the login: message on the screen. If you are using a
character-based display and do not see this message, press (Ctrl)D until it
appears.

WARNING Take special care when you are logged in as the superuser. In
particular, you should be careful when deleting or modifying files or direc-
tories. This is important because the superuser has unlimited access to all
files, and it is possible to remove or modify a file that is vital to the system.
Avoid using wildcard designators in filenames and keep track of your
current working directory.

To log in as the superuser:

1. When you see the login display, enter the superuser login name:

login: root

2. Enter the superuser password when prompted. The system does not dis-
play the password as you enter it, so enter each keystroke carefully.

The system opens the superuser account. If you are using a graphical display,
you see the Desktop of the root account. If you have logged in to a character-
based display, you see the superuser prompt “ #”. You can exit at any time by
pressing (Ctr)D.
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Understanding the hardware information
displayed at boot time

At boot time, a table of hardware information is displayed after the copyright
information. This table represents your hardware configuration as recognized
by the operating system.

Example 10-1 Sample boot display

device address vector dma comment

cpu - - - unit=1 family=5 type=Pentium

cpuid - - - unit=1 vend=GenuineIntel mod=2 step=B5
fpu - 13 - unit=1 type=80387-compatible

floppy 0x03F2-0x03F7 06 2 unit=0 type=96dsl5

serial  0x02F8-0x02FF 03 - -unit=1 type=Standard nports=1

parallel 0x0378-0x037A 07 - unit=0

console - - - unit=ega type=0 12 screens=68k

disk 0x01F0-0x01F7 36 - type=W0 unit=0 cyls=791 hds=16 secs=48
adapter 0x8000-0x8CDC 11 - type=eiad ha=0 id=7 fts=std

Key:

cpu/cpuid The CPU type(s), stepping, and vendor information.
device name of the hardware

address  address in hexadecimal

vector interrupt vector

dma direct memory access channel

comment  other details about the hardware

fpu floating-point unit present (Intel 80387 math coprocessor, 80486
CPU and Pentium chips)

floppy  high density 5.25-inch floppy disk drive (type=96ds15)

serial  this is COM1 with one port (nports=1, no multiport card is
installed)

parallel this is parallel port Ip0 (unit=0)
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console the console has an EGA video adapter (unit=ega) compatible with
type 0 (IBM EGA), with 12 multiscreens that take up 68KB of kernel
space

disk Western Digital st506 controller number 0 (W0), hard drive 0 (unit
0), as well as the number of cylinders, heads, and sectors

adapter ~ Adaptec AHA-174x host adapter. See “Boot time messages from
host adapter drivers” (page 306) for more information.

Due to the wide variety of hardware devices available, you may see addi-
tional device entries not discussed here.

The hwconfig utility can display or access this information at any time, using
the configuration information stored in the file /usr/adm/hwconfig. Refer to the
hwconfig(C) manual page for more information.

In addition, the eisa(ADM) utility can be used to list the cards installed in EISA
machines, and the slot(C) utility used for MCA machines.

Changing the startup process

Each time the computer is started, the system runs the boot program. Unless
you give different instructions at the prompt, boot loads the default kernel
program using the configuration values specified in the file /etc/default/boot on
the default root filesystem. You can change the current boot process with
your response to the prompt, or you can use the System Startup Manager
(this page) to change the default configuration values for future boot opera-
tions. You can also edit the /etc/default/boot file to change these options manu-
ally.

See also:
* boot(F) manual page

* “Changing the default bootstring (DEFBOOTSTR)” (page 183)

Changing the system restart options

182

To alter the system startup behavior, use the System Startup Manager located
in the System directory of the SCOadmin hierarchy.

The restart options determine whether (and how) the system will restart after
a power failure or system panic.
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You have these options:

Restart automatically when power is restored
If selected, restart without operator intervention and allow users to log
in. If not, wait indefinitely for operator to respond to Boot: prompt.

Automatically check and clean filesystems
If selected, automatically clean and mount filesystems. (any incon-
sistencies are resolved automatically). If not selected, wait for operator
to continue manually.

Immediately go to multi-user mode during restart
If selected, skip the prompt for single-user mode. (If booting automati-
cally, the prompt is always skipped.)

Restart automatically after a system panic
If selected, restart without operator intervention (a panic always causes
the system to halt). Similar to “Restart automatically when power is
restored.”

Seconds before auto restart
Specifies how long the system waits at the Boot: prompt before restart-
ing automatically.

Default Boot String
Specifies the boot string to be automatically loaded when you press
(Enter) at the Boot : prompt.

To restore system defaults, select Reset Defaults from the Parameters menu.

To alter other startup parameters in /etc/default/boot, select Advanced from the
Parameters menu. These are described in boot(F) manual page.

To save your changes, select Save from the Startup menu.

Changing the default bootstring (DEFBOOTSTR)

To change which program is loaded by default when you just press (Enter) at
the boot prompt, modify the default bootstring set with the System Startup
Manager (page 182) or change the DEFBOOTSTR option in /etc/default/boot.
For example, this setting in /etc/default/boot causes the boot program to load
the kernel from a hard disk by default:

DEFBOOTSTR=hd (40)unix
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See “Using bootstrings” (page 276) or bootstring(HW) for additional key-
words or “bootstrings” that you can add to the boot command line to load
special drivers at boot time. For example, here is the bootstring for a Wangtek
cartridge tape:

DEFBOOTSTR=hd(40)unix ct=wangtek(0x338,5,1)

Booting an old kernel

If you have recently relinked the kernel and it fails to boot properly or causes
other problems, you can enter unix.old or unix.safe at the boot prompt and
load a previous kernel. If you find no suitable kernel, see “unix not found”
(page 189).

Troubleshooting system startup

184

This section discusses reasons why a system that has booted successfully in
the past may not boot now. These situations usually occur as a result of a
power failure or system panic that corrupts the root filesystem, although con-
figuration changes, hardware failure, and human error can also cause these
situations.

If you are performing an installation and your system fails to boot see Chapter
3, “Troubleshooting the installation” (page 53).

If you cannot boot your system:

~* s the system plugged in?

e Are any cables loose, disconnected, or misconnected?
* Are the cable chains terminated properly?
* Does the floppy drive contain a floppy disk that is not a boot floppy disk?

* Has your hard disk developed a bad track? A bad track on the disk can
corrupt system files that are required for booting the system. See “Fixing
bad tracks and bad blocks on hard disks” (page 341) for information on
how to recover from this situation.

Many of the problems discussed here relate to missing system files. “About

missing or corrupted system files” (page 185) explains what you need to
restore files.
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These problems are discussed:

* Restoring critical security database files (page 186)

* System fails to boot or displays “NO OS” message (page 188)
* boot not found (page 188)

* unix not found (page 189)

* Cannot load floating point emulator (page 190)

* Cannot exec /bin/login: No such file or directory (page 191)
* Cannot open /etc/inittab (page 192)

* /etc/initscript: /bin/sulogin: not found (page 193)

* /etc/initscript: /etc/bcheckre: not found (page 193)

* no utmp entry. You must log in from lowest level -sh (page 194)
* Fork failed... Resource temporarily unavailable (page 194)

* System hangs at boot time (page 195)

* Console keyboard locks up (page 195)

* Cannot log into console (page 197)

About missing or corrupted system files

On rare occasions, one or more of the critical system files may be accidentally
modified or removed, preventing the system from booting or operating
correctly. In cases where your system does not boot, you must boot from
floppy disks in order to access the system so that you can restore the critical
files from backups.

To boot and access a system that does not boot from the hard disk, you must
have an emergency boot floppy disk set (page 81). This set consists of the
boot floppy disk and the root filesystem floppy disk. The boot floppy disk
contains three files necessary for booting and loading the UNIX system kernel:
[boot, [etc/default/boot, and [unix. The root filesystem floppy disk contains a
subset of the UNIX system utilities that you can use to restore your system.

NOTE We recommend that you have a separate emergency boot floppy
disk set for each system or further corruption can result. Systems that have
identical hardware and software configurations can share an emergency boot

floppy disk set.
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If a catastrophic failure occurs and you do not also have a backup of the root
filesystem, you must reinstall your SCO system. To do this, follow the instruc-
tions for reinitializing the root disk in “Replacing the root hard disk” (page
339).

See also:
* “Checking the security databases” (page 175)
* “Restoring a corrupted root filesystem” (page 250)

Restoring critical security database files
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If the system startup process reports that security database files are missing,
follow these steps:

1. First attempt to verify the “UNIX Run Time System” component of your

SCO system using the Software Manager (page 77) or the custom(ADM)
command line:

custom -v quick SCO:Unix:RTS -x

The custom verify command will repair any broken symbolic links that
may have rendered the files unreachable. custom leaves a copy of the ver-
ify output in custom.VerifyReport.

NOTE If the files /etc/passwd or [letc/group are missing from the system,
the custom command will fail. (For /etc/group, the command will take a
very long time to complete.) If it does, use one of these commands to
restore the symbolic link manually:

In -s fvar/opt/K/SCO/Unix/*etc/[passwd [etc/passwd
In -s [var/opt/K/SCO/Unix/*fetc/group /etc/group

If the process is successful, enter (Ctrl)D to continue the startup process. If
files are actually missing from the system and not just a consequence of a
broken link, the error messages will persist and the files must be restored
from backups (step 2) or from the original distribution files (step 3).

Attempt to restore the files from your backups. For example, if the system
reported that the file /etc/auth/system/files was missing and you had a
backup of the root filesystem, run the Backup Manager to restore it as
described in “Restoring files from a scheduled filesystem backup” in the
System Administration Guide. You can also restore the file from the com-
mand line by inserting the first volume of your last full backup of the root
filesystem into the tape drive and entering:

od /
cpio -idv -I /dev/rct0 etc/auth/system/files
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If backups are unavailable or you find your backups are unreadable, it is
possible to restore the original distribution files. These files are located in
the software storage object for the “UNIX Run Time System” component of
your SCO system. Enter this command:

cd /opt/K/SCO/Unix/*/.softmgmt/var
Now use the appropriate copy commands to restore your lost files:

cp etc/auth/system/default /etc/auth/system/default
cp auth/system/files /etc/auth/system/files

cp auth/system/devassign /etc/auth/system/devassign
cp auth/system/authorize /etc/auth/system/authorize
cp etc/group /fetc/group

cp etc/passwd /etc/passwd

If you are missing /etc/default/accounts, enter these commands:

cd /opt/K/SCO/Unix_adm/*/.softmgmt/var/etc/sysadm.d/account
cp accounts /etc/default/accounts

NOTE The original distribution files will not contain any changes you
have made to your system — you will have to add them again. For
example, groups added to /etc/group or users in [etc/passwd. For
Jetcpasswd, you can use the Protected Password database entries to get the
information:

cd /tcb/files/auth

grep u_id */*
This lists all the accounts on the system and their UIDs (u_id). Ignore the
system accounts like root and bin. The remaining accounts can be added
by editing /etc/passwd manually, or by running the Account Manager and
adding the users (making sure to enter the correct UID and use the exist-
ing home directories instead of creating new ones).

Repeat step 1 to make sure all the symbolic links are intact. If the system
is still in single-user mode, enter (Ctrl)D and continue with system startup
as described in “Checking the security databases”, step 4 (page 177). If
you are already in multiuser mode, run this command to repair any
remaining inconsistencies:

authck -a -y
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System fails to boot or displays “NO OS” message

If the system fails to boot or you see the NO 0S message, the blocks containing

the partition boot blocks (/etc/hdOboot and /etc/hd1boot) or masterboot block

(/etc/masterboot) may have been corrupted. To restore them:

1. Insert the boot floppy from your emergency boot floppy set and boot from
it. When the Boot: prompt appears, enter:

hd(40)unix

2. Enter single user mode and enter these commands at the root prompt:
instbb hd /dev/hdOa
dparam -w
instbb(ADM) writes the partition boot blocks to the hard disk.

dparam(ADM) writes the masterboot code to the masterboot block on the
hard disk.

For some disks it may also be necessary to stamp the disk geometry as
described in dparam(ADM).

boot not found

188

If your system displays this message when you turn on the power to your
computer, the /boot file is missing;:

boot not found
Cannot open
Stage 1 boot failure: error loading hd(40)/boot

This refers to the boot(HW) program, which loads and executes the kernel
each time you turn on the computer.

If /boot is missing, use this procedure to boot the system from the emergency
boot floppy disk set so that you can then restore the file:

1. Insert the boot floppy disk in the drive and reboot the machine. This exe-
cutes the initial boot from the boot floppy disk.

2. Atthe Boot: prompt, enter:
fd(60)un_ix.Z root=hd(42)

This command boots the system from the floppy disk, loads the the kernel
from the floppy disk, and mounts the root filesystem.

3. Bring up the system in single-user mode by entering the root password at
the prompt.

4. Unmount the /stand filesystem (where boot and the kernel are located):
umount /stand

The reason for this is that /stand is normally mounted read-only and you
must unmount it and mount it again before you can replace boot.
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5. Re-mount /stand:
mount /stand

6. Now mount the boot floppy disk:
mount -r /dev/fd0 /mnt
7. While the floppy disk is in the drive, restore the /boot file by entering this
command at the system prompt:
cp /mnt/boot /stand
This places a new copy of the /boot file on the hard disk.

8. Before you remove the floppy disk from the drive, unmount the boot
floppy disk (/dev/fd0) by entering:

umount /mnt

9. Remove the floppy disk from the drive and bring down the system using
haltsys(ADM).

10. Reboot the system from the hard disk by pressing (Enter) at the Boot:
prompt.

unix not found

If the system displays the unix not found message after the system starts to
boot, the unix file is missing. The unix file contains the bootable image of the
UNIX system kernel. If unix is missing, you can boot from another kernel file,
(such as unix.old or unix.safe) by entering the alternate kernel name at the
Boot: prompt.
If there are no other kernel files on the system, boot the system from the emer-
gency boot floppy disk set so that you can restore the unix file:
1. Insert the boot floppy disk in the drive and reboot the machine.
2. Atthe Boot: prompt, enter:
fd(60)unix.Z root=hd(42) swap=hd(41)
This loads the kernel from the boot floppy disk and mounts the root file-
system on the hard disk.

NOTE If you have changed the location of the swap device, you should
substitute it for hd(41).
3. Bring up the system in single-user mode by entering the root password at
the prompt.
4. Unmount the /stand filesystem (where boot and the kernel are located):
‘ umount /stand

The reason for this is that /stand is normally mounted read-only and you
must unmount it and mount it again before you can replace the kernel.
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5.

10.
11.

Re-mount /stand:
mount /stand

Mount the boot floppy disk:
mount -r /dev/fd0 /mnt

While the floppy disk is in the drive, restore unix:

cp /mnt/unix.Z /stand
This copies the compressed unix kernel file from the boot floppy disk to
the hard disk. You do not need to uncompress the kernel.
Before you remove the floppy disk from the drive, unmount the floppy
disk (/dev]fd0):

umount /mnt

Remove the floppy disk from the drive and bring down the system with
the haltsys(ADM) command.

Reboot the system by pressing (Enter) at the Boot: prompt.

The kernel you loaded from the boot disk does not include any changes
you've made since creating your emergency boot floppy disk set. You
should immediately relink your kernel as described in “Relinking the ker-
nel” (page 290). Whenever you make changes to your system configura-
tion that add drivers and relink your kernel, you should create a new
emergency boot floppy disk set.

Cannot load floating point emulator
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If your computer does not have a 387 math coprocessor chip and the
[etclemulator file is missing or corrupted, the boot fails with these messages:

WARNING: Cannot load floating point emulator (error 2): /etc/emulator
No floating point is available

(If the 387 chip is present, the kernel recognizes it in the hardware recognition
boot message.)

If the boot fails with this message, boot the system and restore /etc/emulator:

1.
2.

Insert the boot floppy disk in the drive and reboot the machine.

At the Boot: prompt, press (Enter) and when instructed, insert the root
floppy disk. This boots the system and mounts the root filesystem from
the floppies.

Clean the root filesystem:
fsck -ofull /dev/hdOroot
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4. Working from the floppy disk, use this command to mount the hard disk -
root filesystem to /mnt:

fetc/mount /dev/hdOroot /mnt
If mount fails, refer to “Checking and repairing filesystems” in the System

Administration Guide for information on checking the hard disk with
fsck(ADM).

5. Copy [etclemulator from the root filesystem on the floppy disk to the
mounted hard disk:

cp /etc/emulator /mnt/etc/emulator
6. Unmount the hard disk:
fetc/umount /mnt

7. Make sure that the floppy disk is still in the drive, then reboot the system
with the haltsys(ADM) command.

8. When you see the Press any key prompt, remove the floppy disk from
the drive. Press (Enter) at the Boot: prompt to boot from the hard disk.

Cannot exec /bin/login: No such file or directory

If the system boots correctly but hangs at the login prompt after you enter
multiuser mode, try other multiscreens or serial terminals. If you cannot get a
response from any tty, the /binflogin file may be missing. The /bin/login file is
the login(M) program. This command is run at the beginning of each terminal
session to allow users access to the system. To restore /bin/login:

1. Power-cycle the machine and press (Enter) at the Boot: prompt.

2. When prompted, enter the root password to go into single-user mode.

3. Use the Backup Manager as described in “Restoring files from a scheduled
filesystem backup” in the System Administration Guide to restore the
[binflogin file from your root filesystem backup. You can also restore the

file from the command line by inserting the first volume of your last full
backup of the root filesystem into the tape drive and entering:

cd/

cpio -idv -I /dev/rct0 bin/login
The default tape device is linked to /dev/rct0. If you are using a different
device (such as /dev/rctmini), substitute it for /dev/rct0.
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Cannot open /etc/inittab

192

If the system fails to enter multiuser mode when you press (Ctrl)D, or this
message is displayed at boot time, the /etc/inittab file is missing:

INIT: Cannot open /etc/inittab errno: 2

INIT: SINGLE USER MODE

The /etc/inittab file contains instructions for init. When inittab is missing, init
cannot execute the system startup instructions and the system cannot enter
multiuser mode. When you press (Ctrl)D, the system remains in single-user
mode and displays the error message above.

To restore inittab, you must recreate the kernel environment:

1.
2.

Enter the root password to go into system maintenance mode.
Enter these commands:

cd Jetc/conf/cf.d

touch /etc/.new_unix

../bin/idmkenv
When you see these messages:

The kernel environment includes device node files and /etc/inittab.
The new kernel may require changes to /etc/inittab or device nodes.

Do you want the kernel environment rebuilt? (y/n)
Enter “y” and press (Enter). This message is displayed:

The kernel has been successfully linked and installed.
To activate it, reboot your system.

Setting up kernel environment

Enter the command:
cat /etc/inittab

If you see a message that the system cannot open the file, enter this com-
mand:

In -s /var/opt/K/SCO/Unix/*/etc/inittab /etc/inittab

This restores the symbolic link to the inittab file in the UNIX system soft-
ware storage object.

Enter the command:
exit
You see the message:
ENTER RUN LEVEL (0-6,s or S):
Enter 2 and the system will continue into multiuser mode.

The new /etc/inittab file is in place. You do not need to reboot your system.
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/etc/initscript: /bin/sulogin: not found

If the system displays this error message and goes directly into multiuser
mode (run level 2) at boot time, the /bin/sulogin file is missing from the hard
disk. The sulogin(ADM) utility must be present on the system to access
single-user mode. If this file is missing, log in as root and use the Backup
Manager in the System Administration Guide to restore the /bin/sulogin file from
your root filesystem backup. You can also restore the file from the command
line by inserting the first volume of your last full backup of the root filesystem
into the tape drive and entering:

od /

cpio -idv -I /dev/rct0 bin/sulogin
The default tape device is linked to /dev/rct0. If you are using a different de-
vice (such as /dev/rctmini), substitute it for /dev/rct0.

fetc/initscript: /etc/bcheckre: not found

If the system displays the /etc/initscript: /etc/bcheckrc: not found error
message when you boot up, the /etc/bcheckrc file is missing. The init utility
executes bcheckre according to instructions in the /etc/inittab file whenever the
system is booted. This utility checks the root filesystem and repairs it, if
necessary. The Jetc/bcheckre file should be on the hard disk when you boot the
system.

If Jetc/bcheckrc is missing, use this procedure to recover it:

1. Bring up the system in single-user mode by entering the root password at
the prompt.

2. Clean the root filesystem manually with fsck before doing anything on the
system:

letc/fsck [dev/root

3. When filesystem has been checked and, (if necessary) repaired, use the
Backup Manager in the System Administration Guide to restore the
fetc/bcheckrc file from your root filesystem backup. You can also restore the
file from the command line by inserting the first volume of your last full
backup of the root filesystem into the tape drive and entering:

cd /
cpio -idv -I /dev/rct0 etc/bcheckrc

The default tape device is linked to /dev/rct0. If you are using a different
device (such as /dev/rctmini), substitute it for /dev/rct0.

4. Enter haltsys at the prompt and reboot the system.

For more information on bcheckre, see the bcheckrc(ADM) manual page.
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no utmp entry. You must log in from lowest level -sh

One or more of the system login record files /etc/utmp, [etclwtmp, and Jetclutmpx
have been corrupted. They can be emptied w1th0ut affecting the system. Per-
form these steps:

1. Login as root and enter single user mode.
2. Delete the contents of these files by executing the these commands:

> [etc/utmp
> [etc/wtmp
> [etc/utmpx

3. Shut down the system and reboot the system.

Fork failed... Resource temporarily unavailable

If you see this message displayed on the console:
Fork failed: Command[scoterm]System Error was: Resource temporarily unavailable

This message is usually caused by running out of virtual memory and can be
easily remedied by adding more swap space. This must be done while in
multiuser mode. When executed as root, these commands add approximately
30MB of virtual memory:

touch /swap
swap -a /swap 0 60000

The /swap file will only grow according to the actual swap requirements and
may not actually consume 30MB of disk space. To avoid reissuing this com-
mand every time the system is rebooted, simply add the above commands to
the Jetc/rc.d/8luserdef file.

Virtual memory is tracked via the kernel variable availsmem, which tracks
the available virtual memory in 4K pages. This variable is handled conserva-
tively, and normally reserves more swap space than will actually be needed.
Programs that use shared libraries will decrement availsmem. Programs that
use the mmap(S) facility and map privately also require a large reserve of vir-
tual memory.

To monitor availsmem, use the crash(ADM) utility:

# crash

dumpfile = /dev/mem, namelist = /unix, outfile = stdout
> od -d availsmem

£0175120: 0000011682

> q
In this example, the value “0000011682” translates to 11,682 4K pages, or
approximately 45.63 MB.
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System hangs at boot time

If the boot process hangs after the Kernel: i/o bufs message, the /etc/init file
is missing from the system. The /etc/init file contains the init(M) program.
Once started, the init process spawns all other processes on the system, so if it
is missing, no new processes are started.

To restore Jetc/init:

1. Insert the boot floppy disk from the emergency boot floppy disk set in the
floppy drive and reboot the machine.

2. Press (Enter) at the Boot: prompt and, when instructed, insert the root

floppy disk.
3. Mount the hard disk root filesystem:
fetc/mount /dev/hdOroot /mnt

If mount fails, check the hard disk with the fsck(ADM) command as dis-
cussed in “Checking and repairing filesystems” in the System Administra-
tion Guide.

4. Copy the fetc/init file from the root filesystem on the floppy disk to the
mounted hard disk:

cp /etc/init /mnt/etc/init
5. Unmount the hard disk:

fetc/lumount /mnt

6. With the floppy disk in the drive, reboot the system with the
haltsys(ADM) command.

7. Remove the floppy disk from the drive when you see the Press any key
to reboot prompt. Press (Enter) at the Boot: prompt to boot from the hard
disk.

Console keyboard locks up

When the system does not respond to input from the console keyboard, the
situation is known as “keyboard lockup.” Console keyboard lockup only
affects keyboards that are attached to the computer’s console, not standard
terminals that are attached to serial lines.

You may be experiencing keyboard lockup if all these statements are true:

* The system console keyboard cannot be used to enter data or perform any
tasks.

* You cannot switch multiscreens, and the (CapsLock) key does not turn the
CapsLock light on or off.
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¢ Other terminals on the system continue to work.

* Printers or other devices continue to work, and the system is still running.

Before trying to fix a locked keyboard, make sure that:

* you did not accidentally press (Ctr])S (which stops the screen from scrol-
ling). To check this, press (Ctrl)Q and then see if you can enter characters
from the keyboard.

¢ if your computer has a Keyboard Lock key, it is not in the locked position.

* the keyboard is plugged into the correct socket.

* the system itself is still running.

Check a terminal to see if it is still working and that you can perform system

tasks, such as logging in and checking the date. If you do not have a terminal,
watch the hard disk access light (if your computer has one).

NOTE If you are in single-user mode, you cannot use other terminals and
the hard disk access light may not flash.

If it flashes periodically (at least once every 30 seconds), the system is still

running and is using the hard disk.

WARNING Unplugging the keyboard and reconnecting it while the system is
powered up can damage some computers.

If the console keyboard is still locked after checking these suggestions, try
unplugging the console keyboard and plugging it in again.

If this fixes the problem, your situation is definitely keyboard lockup. If this
last step does not fix the problem, you may still have keyboard lockup.

Preventing console keyboard lockup
You can prevent keyboard lockup by applying a special “patch” that changes
the operating system kernel.

NOTE This patch disables the keyboard lights, so you should use it only if
you have tried the other approaches.
To prevent console keyboard lockup:

1. Get the system console working, if it is not. If necessary, reboot the sys-
tem and bring it up in single-user mode by entering the root password at
the Boot : prompt.

If you did not reboot, log in as root on the system console and shut the sys-
tem down to single-user mode with the shutdown(ADM) command:

Jetc/shutdown su
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2. Once the system is in single-user mode, enter these commands:
umount /stand
mount /stand

This unmounts the /stand filesystem (which is normally mounted read-
only) and remounts it so that you can make modifications.

3. Back up the kernel with these commands:

cd /stand
cp unix unix.00

4. Patch the kernel with these commands:

Jete/ fst -w funix
ledspresent/w 0

$q
Shut down the system using /etc/shutdown.

6. When you see the Normal System Shutdown message, press any key to
reboot the system. You have now fixed the keyboard lockup problem.
Confirm that the keyboard is functioning normally. If you have no prob-
lems, you should now apply this fix permanently:

cd /etc/conf/pack.d/cn

copy -om Driver.o Driver.o.save
Jetc/_fst -w Driver.o
ledspresent/w 0

$q

Wrong console keyboard type

If your console keyboard is an XT or other non-AT keyboard and the operating
system is configured for use with an AT keyboard, the system does not recog-
nize input from the keyboard. For information on testing and switching key-
board modes, see “Setting the console keyboard type” in the System Adminis-
tration Guide.

Cannot log into console

If you try to log into the console in multiuser mode, and the system displays
this error message:

Cannot obtain database information on this terminal
Refer to “Cannot obtain database information on this terminal” in the System
Administration Guide for more information.
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Chapter 11
Customizing startup of the Graphical
Environment

This chapter discusses how to customize the startup characteristics of the SCO
OpenServer Graphical Environment. Specifically, this chapter covers how to:

* use the display manager (scologin) (page 200)

* use the startx script (page 202)

* use the session manager (scosession) (page 205)

* use environment variables (page 208)

* customize scologin to manage multiple servers (page 210)

* use the Graphical Environment on X terminals (page 217)

Starting a Graphical Environment session

By default, the Graphical Environment runs the scologin display manager on
the second of your console multiscreens (/dev/tty02). This display manager
starts the X server and keeps it running on your system, even when a user is
not engaged in a Graphical Environment session.

However, you can choose to turn the scologin client off and start the X server
manually, or you can run an additional server session on another multiscreen
manually. To run the X server manually, run the startx script.
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Regardless of the method you use to actually run the X server, a default
Graphical Environment session is controlled by the session management
client, scosession. scosession defines the clients that are run when you start
the server and controls their appearance and behavior.

See also:

* “Running scologin” (this page)

* “Running the startx script” (page 202)

* “Using the session manager” (page 205).

The above sections assume that you are using clients in their default configu-
ration.

Running scologin

200

The scologin display manager provides graphical login windows to local and
remote X servers, as well as services that are similar to those provided by log-
in or getty. In particular, scologin:

* keeps the X server running

* prompts for user login and password

* authenticates users

* requests new passwords when appropriate

* establishes secure Graphical Environment sessions

NOTE See “Customizing scologin” (page 210) for information on modifying
scologin to manage multiple displays, including X terminals.

The scologin client is started as a daemon from the P86scologin script in
fetc/rc2.d. By default, scologin controls the display on the second multiscreen,
[dev/tty02.

The scologin window appears on the screens of all active X servers for which
scologin is configured to manage. The scologin window contains two fields
into which you enter your login name and password. The box also contains
three buttons: Login, Restart, and Help. To start your session, enter your login
and password, then press (Enter) or click on Login. To restart the X server and
redisplay the scologin window, click on Restart.

If the login is successful, the following environment variables are set:
$DISPLAY, $HOME, and $PATH. If you run the Desktop client, the SLANG
environment variable is also set. These variables are discussed in “Using
environment variables” (page 208).
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Once a user is successfully authenticated, several scripts are executed. These
scripts are located in /ust/lib/X11/scologin and are listed in Table 11-1, “scologin
session scripts”.

Table 11-1 scologin session scripts

Configuration file  Description

Xstartup a startup script that defines actions scologin takes before
beginning the user’s session

Xsession, defines the nature of the user’s X server session by running
Xsession-csh,  the fust/bin/startx script, which starts scosession
Xsession-ksh,

Xsession-sh

Xreset defines the actions that scologin takes when the user ends a
session

See also:
* “Configuring scologin’s startup behavior” (this page)
* “Defining X server sessions” (this page)

* “Logging out of scologin” (page 202)

Configuring scologin’s startup behavior

After scologin authenticates a user, it executes the startup script,
Jusr(lib/X11/scologin/Xstartup.

NOTE This script is run as root and as such, should be written with security
issues in mind.

This script does not execute any commands by default — it is empty except
for a few comment statements. You can place shell commands in the file to
perform custom startup tasks, such as mounting users’ home directories from
file servers, displaying the message of the day, setting custom shell environ-
ment variables, and so forth.

Once this script has been executed, scologin begins the user’s session.

Defining X server sessions

After executing the startup script, scologin searches for a script that defines
the X server session. First, it looks for a file called .xsession in the user's home
directory.
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If no user-specific file is found, scologin looks for [usr/lib/X11/scolog-
in/Xsession-SHELL, where SHELL is the user’s current shell. For example, a ses-
sion that is running csh would use the Xsession-csh file.

The Xsession files are started as login shells, which set any environment vari-
ables that are specified in the user’s .profile or .login file. Then the Xsession files
run the startx -t script. Basically, scologin passes the responsibility for session
management to the startx script, which then passes control to the scosession
client. For more information on these next stages of session startup, see “Run-
ning the startx script” (this page).

Logging out of scologin

When you end your Graphical Environment session and log out of the system,
scologin runs a “reset” script, called /usr/lib/X11/scologin/Xreset. This script
executes as root and removes the session manager property from the Root
window.

You can also use this script to undo the effects of commands that were exe-
cuted in the Xstartup script. For example, the Xreset script could unmount
directories from a file server that were mounted when the session was started.

When a Graphical Environment session is terminated, scologin resets the X
server and redisplays the scologin window.

Running the startx script
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If you want to start a Graphical Environment session from the command line,
you must run the startx script:

startx &

If you started a session by logging in through the scologin window, scologin’s
Xsession-SHELL file also runs the startx script, with the -t option. See “Defining
X server sessions” (page 201) for more information on the Xsession-SHELL file.

If the startx script is run without any options, it:

* modifies the $PATH environment variable to include [usr/bin/X11, if neces-
sary

¢ checks to see if the $DISPLAY environment variable is set or not. If not, it
sets the variable to: ' :

hostname:display_number

where hostname is the name of the current host and :display_number is the
next available display. If no other servers are running, the :display_number
is set to zero.
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¢ runs xinit, which starts the X server

* reads the SHOME/.startxrc file, if it exists, and executes any clients specified
in the file. If a .startxrc file is not located in the user’s home directory, the
Just/lib/X11/sys.startxrc file is read.

If the startx script is executed with the -t option, as it is from the scologin
Xsession-SHELL file, the script does all of the tasks above, including modifying
the $PATH environment variable. However, the -t option does not set the
$DISPLAY environment variable or run xinit to start the X server. In the case
of the scologin display manager, it is unnecessary to start the server because
it is already running. The -t option is also useful if you want to run a Graphi-
cal Environment session on an X terminal, which uses its own internal server.
For more information on using the Graphical Environment with X terminals,
see “Using X terminals” (page 217).

NOTE If you run the startx script with the -t option, you must set the
$DISPLAY environment variable before you run startx. Otherwise, you see
the error message:

DISPLAY environment variable not set

For information on the $DISPLAY environment variable, see “Using environ-
ment variables” (page 208).

The /usr/lib/X11/sys.startxrc file specifies the clients and commands that are
run by default in X server sessions for all users on the system. Because the
default configuration uses the session manager to control Graphical Environ-
ment sessions, scosession is the only client that is run by the sys.startxrc file.
This file contains the following line:

exec scosession 2> /dev/null

If you want your system to use scosession to manage Graphical Environment
sessions, you should not modify this file.

The startx script also looks for a local .startxrc file, located in a user’'s home
directory. If a user wants to use the session manager, there is no need to put a
startxrc file in SHOME. The sys.startxrc file is used to run scosession.

If, however, a user does not want to run scosession, a .startxrc file is needed in
$HOME to start the desired clients, particularly the window manager. The
startxrc file is not placed in a user’'s home directory by default. To create this
file, copy fusr/lib/X11/sys.startxrc to .startxrc in your home directory.
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NOTE You are strongly urged to use scosession to control the clients you
want to run automatically in a Graphical Environment session, instead of
adding clients to either $SHOME/ .startxrc or [usr/lib/X11/sys.startxrc. If you do
not use the session manager, you may accidentally overlook starting an
important element of the Graphical Environment, resulting in the loss of
some functionality.

See also:
* startx(X) manual page
* “Using the session manager” (page 205)

Using grey-scale monochrome monitors with the X server

Running startx with some grey-scale monitors (sometimes incorrectly called
monochrome) causes the system to crash. If this happens, ensure that the
console ports are properly configured. To configure your ports automatically
at boot-up:

1. Asroot, use an ASCII editor (such as vi) to open /etc/rc.d/8/userdef.

2. Add the following lines:

vidi v80x25 < /dev/tty0l
vidi v80x25 < /dev/tty02
vidi v80x25 < /dev/tty03
vidi v80x25 < /dev/tty04
vidi v80x25 < /dev/tty05
vidi v80x25 < /dev/tty06
vidi v80x25 < /dev/tty07
vidi v80x25 < /dev/tty08
vidi v80x25 < /dev/tty09
vidi v80x25 < /dev/ttyl0
vidi v80x25 < /dev/ttyll
vidi v80x25 < /dev/ttyl2
echo "Screen- devices set to color mode ..."

3. Save the file.
4. Use shutdown(ADM) or init(M) to reboot your machine.
5. Restart the X server.
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Solving problems exiting the X server

If you use startx to start the X server, you may notice problems when exiting
your Desktop or X server. Sometimes, the screen remains in graphics mode or
the keyboard does not function correctly after exiting.

To prevent this problem, start the X server using this command line:

startx; /etc/clean_screen

If you log in using scologin, you should not encounter any problems.

Using the session manager

The session manager client, scosession, is responsible for the startup and
shutdown of your X server session. Regardless of whether you start your X
server through scologin or by running startx on the command line, the
scosession client is invoked by the /usr/lib/X11/sys.startxrc file by default.

scosession uses several files to determine its behavior. These files are located
in [usr/lib/X11/sco/ScoSession, and are listed in Table 11-2, “scosession
configuration files”.

Table 11-2 scosession configuration files

Configuration file

Description

startup

static

shutdown

xrdbcomp

defines scosession’s tasks when a Graphical Environment
session is started

defines the clients that are run for the default session

defines scosession’s tasks when a Graphical Environment
session is ended

compares the system resources loaded by xrdb with any
resources added to the resource database for the current
session and saves the settings so they can be used in future
sessions. For information on xrdb, see Chapter 5, “Under-
standing resources” in the Graphical Environment Guide.
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scosession also stores information on individual users’ sessions in files in the
$HOME/.odtpref directory. These files are listed in Table 11-3, “User scosession

files”.

Table 11-3 User scosession files

Configuration file

Description

$HOME/.odtpref / ScoSession

$HOME/.odtpref/ScoSession /dynamic

$HOME /.odtpref/ScoSession /static

$HOME /.odtpref/ScoSession /xrdb.save

this directory contains files related
to the management of a user’s ses-
sion

contains the clients that are saved
from a previous session. These
clients are started if the user
resumes the previous session.

contains the clients that constitute
a user’s default session. This file
only exists if the user selected to
save a session configuration from
the Session control. in the Graphi-
cal Environment Guide Otherwise,
the default session is derived from
the static file, located in
Jusr/lib/X11/sco/ScoSession.

contains the resource settings from
the resource database that existed
at the end of a user’s session.
Resources are stored in this file by
the xrdbcomp utility. These
resources are loaded into the
resource database the next time the
session is resumed.

The $HOME/.odtpref directory may contain other directories and files, depend-

ing on the clients you use and configure.

See also:

* “Starting scosession” (page 207)

* “Stopping scosession” (page 207)

* “Using scosession options” (page 208)
* scosession(XC) manual page

* xrdb(XC) manual page
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Starting scosession

When scosession is started, the /usr/lib/X11/sco/ScoSession/startup script is
read. This file sets up your Graphical Environment session. In particular, it:

* loads resources located in files in /usr/lib/X11/sco/startup into the resource
database, using the xrdb command. The script also loads resources stored
in the file $HOME/.odtpref/ScoSession/xrdb.save. (For information on
resources and the resource database, see Chapter 5, “Understanding
resources” in the Graphical Environment Guide.) These resources reside in
the server and determine the basic appearance and behavior of many of the
clients you run.

* restores any state information from your previous session, including
mouse acceleration, threshold, mouse double-click interval, and left- or
right-handed button mapping preferences. This information is determined
by files located in SHOME/.odtpref.

* reads the file $SHOME/.odtpref/ScoSession/dynamic if you resume a previous
session or $HOME/.odtpref]/ScoSession/static if you select the default session,
and starts all of the specified clients. If neither of these files are located,
scosession runs the clients indicated in fust/lib/X11/scof ScoSession/static.

These files indicate not only the clients to run, but any special command
line options used to start the applications, their geometry (size and location
on the screen), the host machine from which the client can be accessed, and
whether or not the client should be run in an iconified or normal state.

+ starts the window manager client that is specified by the
ScoSession*windowManager resource. By default, the SCO Panner win-
dow manager, an enhanced version of the OSF/Motif window manager, is
run. See Chapter 5, “Understanding resources” in the Graphical Environ-
ment Guide, for more information on resource specifications.

Stopping scosession

When you end your Graphical Environment session and either stop the X
server or log out of scologin, scosession  runs the
Just/lib/X11/sco/ ScoSession/shutdown file, which in turn calls
[usr/lib/X11/sco/ ScoSession/xrdbcomp. These perform the following;:

* Remove the resource database from the RESOURCE_MANAGER property of
the Root window. Any resources that you merged into the resource data-
base during the session are stored in the file xrdb.save, located in
$HOME/.odtpref/ScoSession. These resources are also loaded into the
resource database the next time you run a Graphical Environment session.
(For more information on resources and the resource database, see Chapter
5, “Understanding resources” in the Graphical Environment Guide.)
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» Note the state of clients left running when you ended your session and
save this information in $HOME/.odtpref/ScoSession/dynamic. These clients
are run in the same state for your next session, if you choose to resume the
previous session.

* Save all state information in the appropriate files in SHOME/.odtpref.

* Shut down all running clients, including the window manager, in a con-
trolled manner.

Using scosession options
You can use the following options with scosession:

-stop shuts down the clients comprising the session and saves the
state of the session. If you run scosession -stop from a scoterm
window, you are logged out.

-configure  configures how scosession starts and stops your session. This
option brings up a dialog box that allows you to specify if you
want subsequent sessions to start in the same state you left your
previous session, or if you want to start in the default state. This
dialog box also allows users to save the current session’s state as
a customized default state and to choose the option of an
interactive logout prompt.

-help provides a list of the available scosession options

See also:

* scosession(XC) manual page

Using environment variables
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When you start a Graphical Environment session, the $DISPLAY, $HOME, and
$PATH. environment variables are set. When you run the Desktop client, the
$SLANG environment variable is also set.

NOTE If the $SLANG variable is not set to the appropriate locale, you must
do so using the International Settings Manager (page 221). For more infor-
mation, see Chapter 12, “Specifying the locale” (page 221).

The $PATH and $HOME environment variables are actually set when you first
log in, whether through a multiscreen running getty or through scologin.
However, the X server modifies the $PATH variable to include the fusr/bin/X11
directory.
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The $DISPLAY and $LANG environment variables are described below:

+ The $DISPLAY environment variable is used to tell a client to which server
it should send its output.

The X display consists of one or more screens, a keyboard, and a mouse. A
system may have several displays, and each display may, in turn, have
more than one screen. Each display has exactly one server process control-
ling all its input and output. Therefore, the terms “display” and “server”
are used synonymously.

When a client is run, it must open a connection to a display. You must be
able to tell the client the name of the display that you want it to use for out-
put. You can also indicate a specific screen for the display. Because the
display can be anywhere on the network, you have to provide the network
name of the system to which the display is connected to fully identify the
display.

Use the following format when setting the $DISPLAY variable:

[hostname].display_number|.screen_number]

where:

hostname specifies the name of the machine to which the display is
connected, and must be either a machine name or the
machine’s network address. If the hostname is not
specified, the client assumes it should communicate with
the display on the same machine.

:display_number specifies the number of the display, or X server, that you
want the client to use. Each display on a system is
assigned a :display_number. If the display is managed
by scologin, the :display_number is specified explicitly in
the /fusr/lib/X11/scologin/Xservers file. If the X server is
started by startx, the server is assigned the first available
:display_number, starting with “:0”.

Usually, if only one X server is running, its :dis-
play_number is “:0”. If more than one server is running
on your system, you must determine which display
number corresponds to the X server you want to specify.

screen_number  specifies the screen on which the server is running.

The default display name is stored in the $DISPLAY environment variable
when the X server is started by either scologin or the startx script. How-
ever, if you want a client to use a different display, you must reset the
$DISPLAY variable so it specifies the other server.
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For example, to run your clients on a remote server on a machine named
scooter, you would enter:
DISPLAY=scooter:0.0; export DISPLAY (for sh, ksh)
or
setenv DISPLAY scooter:0.0 (for csh)
NOTE Most clients understand the -display command line option. This
option temporarily overrides the contents of the $DISPLAY variable. For

more information on using this command line option, see Chapter 5,
“Understanding resources” in the Graphical Environment Guide.

* The $LANG environment variable specifies the language that is used on
your system. By default, the $LANG variable is set to “english_us.ascii”.

Customizing scologin
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The default configuration of scologin runs the X server, and the scologin
client, on the second multiscreen (/dev/tty02) of the console. You can change
this configuration so that scologin does not run at all, or you can specify that
scologin manage multiple displays, on your system or on remote systems,
including X terminals.

There are several files that are used to configure scologin’s behavior. These
files are all located in /usr/lib/X11/scologin and are listed in Table 11-4, “scolo-
gin configuration files”. '

Table 11-4 scologin configuration files

Configuration file  Description

Xconfig a special configuration file that specifies resources that
determine the scripts used by scologin. The resources in
this file configure the following files.

Xerrors scologin error messages that would otherwise go to stan-
dard error (stderr) are directed to this file

Xhelp contains the help text that you see if you click on the Help
button on the scologin window

Xresources contains resources that configure scologin’s appearance.
These resources are loaded into the resource database by
xrdb.

Xservers contains entries for all of the non-XDMCP X servers that

scologin is to manage
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See also:

* “Using the scologin administration script” (this page)

* “Configuring scologin on multiple displays” (this page)
* “Using X terminals” (page 217)

Using the scologin administration script

The Graphical Environment provides a script, /efc/scologin, that allows system
administrators to control the scologin process. The script must be run as root.

There are six options that you can use with this script:

start starts the scologin process, which in turn reads the files Xconfig,
Xservers, and Xresources, all located in /usr/lib/X11/scologin

stop stops the scologin process. Run scologin stop to halt all current
sessions managed by scologin. For example, use the stop option if
you want to reclaim scologin-managed ttys and restore getty pro-
cesses.

NOTE This option shuts down all scologin processes on your sys-
tem, which results in the closure of any sessions running at the
time you run the script. You should notify users before you run
this script.

query  shows the current state of the scologin process

disable stops the current scologin process and prevents scologin from
starting when the system re-boots; re-enables getty processes on
scologin-managed ttys

enable ensures that scologin starts when the system re-boots and starts the
scologin process if it is not already running

init if scologin is enabled, disables getty processes on screens that are
configured for scologin. scologin init should only be run by init at
boot time.

Configuring scologin on multiple displays

The scologin display manager can do more than run the simple session that
its default configuration provides. In fact, scologin can control multiple
servers, both on the local machine and on remote machines, or X terminals.
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There are two ways to specify the X servers that you want managed by
scologin:

If the server supports the X Consortium standard X Display Manager Con-
trol Protocol, also known as XDMCP, you can usually specify the name or
network address of a remote machine running scologin at the server.

XDMCP is a dynamic mechanism whereby connections are made when
requested by a display, such as a workstation or an X terminal, that can
communicate through the protocol. The SCO X server (Xsco) supports
XDMCP.

If you want to configure scologin to run on a set of console ttys (for exam-
ple, on tty01 through tty12), or if you want scologin to manage an X server
that does not support XDMCP, you can add an entry for each of the displays
in the /ust/lib/X11/scologin/Xservers file. Each line in this file specifies a dis-
play that should constantly be managed by scologin.

See also:

“About XDMCP X server options” (this page) for a list of the X server options for
using XDMCP

“Running scologin with XDMCP” (page 213) for information on running scologin
on remote systems using XDMCP

“Running scologin with the Xservers file” (page 214) for information on manually
configuring scologin sessions

“Using X terminals” (page 217) for information on managing an X terminal’s dis-
play with scologin

About XDMCP X server options
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Any X server that supports the XDMCP protocol can request a scologin ses-
sion. To do this, the server must be started with the appropriate options to
request the session.

The SCO X server (Xsco) uses the following options to determine how it uses

XDMCP:

-broadcast enables XDMCP and broadcasts BroadcastQuery

packets to the network. The first responding display
manager is chosen for the session.

-class display_class sets the value of the additional XDMCP display

qualifier, which is used in resource lookup for dis-
play-specific options. By default, the value is “MIT-
Unspecified”.
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-cookie xdm-auth-bits

-displayID display-id
-indirect host_name

-once

-port port_num

-query host-name

See also:

Customizing scologin

sets the value of a private key shared between the X
server and the manager, which is used when testing
XDM-AUTHENTICATION-1

allows the display manager to identify each display
so that it can locate the shared key

enables XDMCP and sends IndirectQuery packets to
the specified host

exits the X server after the first session is over. Nor-
mally, the X server keeps starting sessions, one after
the other.

specifies an alternate port number for XDMCP pack-
ets. It must be specified before any -query,
-broadcast or -indirect options.

enables XDMCP and sends Query packets to the
specified host

* Xsco(X) manual page for a complete list of X server options

Running scologin with XDMCP

To configure the SCO X server to request a scologin session using the XDMCP
protocol, do one of the following. You must be logged onto the system as root.

* Specify the desired Xsco options from the command line — see “About
XDMCP X server options” (page 212) from the command line. For example:

Jasr/bin/X11/Xsco -broadcast -once

This broadcasts to all machines on the network for a scologin session. The
session is provided by the first machine on the network to answer.

You can also request a session from a specific machine with this command:

fust/bin/X11/Xsco -query hostname -once

This requests a session from the host hostname.

* Alternately, you can create a shell script that runs the Xsco server, as in one
of the examples above.
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Running scologin with the Xservers file
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You can use the /[usr/lib/X11/scologin/Xservers file to configure scologin
management of displays on your local system or on X servers that do not sup-
port XDMCP. You can also use this approach if you do not want to reconfigure
the SCO X server, as described in “Running scologin with XDMCP” (page 213).

To configure scologin to manage multiple displays using the Xservers file, use
the following procedure. You must be logged onto the system as root. For in-
formation on each of the steps in this list, see the sections immediately follow-
ing the procedure.

1. Use the scologin administration script to stop scologin, if it is currently
running on your system.

[etc/scologin stop

2. On the host machine where you want to run scologin, add the servers you
want to manage to the /usr/lib/X11/scologin/Xservers file. Use the following
format when making entries in this file:

display_name [display_class] display_type [startup_command]

When you are finished, save and exit the file.

3. To manage a remote display, you must provide access to the server. On
the system where the display is to be managed, edit the /etc/Xn.hosts file,
where n represents the display number you want to use on the remote ma-
chine, and add the name of the machine on which scologin will be run-
ning.

4. When managing a remote display, you must start the X server on that dis-
play before scologin can gain control. On the actual screen you want
managed by scologin, run the X server:

fust/bin/X11/X :display_number
On a local system, this step is unnecessary because scologin automatically
starts the X server.

5. Returning to the scologin host machine, use the scologin administration
script to restart scologin, so it reads its configuration files, including
Xservers:

[etc/scologin start

The scologin display manager should now be running on all of the displays
you configured.
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Step 1: Stopping existing scologin processes
Before you set up scologin to manage multiple displays, you must first stop -

any scologin processes that are currently running. You can do this using the
scologin administration script:

[etc/scologin stop

NOTE This script shuts down all scologin processes on your system, which
results in the closure of any Graphical Environment sessions running at the
time you run the script. You should notify users before you run this script.

Step 2: Editing the Xservers file

For every X server you want scologin to manage, you must add an entry to
the /usr/lib/X11/scologin/Xservers file. This file should include entries for addi-
tional displays on the local machine and entries for displays on remote ma-
chines.

Entries in the Xservers file use the following format:
display_name [display_class] display_type [startup_command)

The various segments of the format are described below:

display_name name of either a local X server or a remote X display
using the following syntax:

[hostname]:display_number|.screen_number]

hostname specifies the name of the machine to which
the display is connected. If you omit hostname, the dis-
play on the current machine is assumed. :display_num-
ber specifies the number of the display you want to use.
screen_number specifies the number of the screen on the
display that you want to use.

display_class defines a display class with which display_name is asso-
ciated. Although display_class is optional, it is useful if
you have a large collection of similar displays and want
to set scologin configuration resources for groups of
them. To include several X displays in the same class,
use the same display_class in each Xservers entry.

display_type indicates either a local or remote X server:

e if display_type is “local,” scologin manages a local
display on which an X server should be run

» if display_type is “foreign,” scologin manages a
remote display on which the X server is already running
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startup_command  applies only to local displays, and by default is
‘ fust/bin/X11/X. Use startup_command to specify com-
mand line options to the X server, such as the local tty

you want scologin to manage.

For example, to manage a local display on /dev/tty03 that is not yet running
and a display on another SCO system named scooter, include the following
lines in the /usr/lib/X11/scologin/Xservers file:

1 :0 local /usr/bin/X11/X :0 -crt /dev/tty03
2 scooter:1 foreign

In this example, :0 on line 1 and scooter:1 on line 2 are the display_name.
Also, local on line 1 and foreign on line 2 are display_type. /usr/bin/X11/X
:0 -crt /dev/tty03 is the startup_command. The -crt option associates the X
server with a particular console multiscreen, in this case /dev/tty03.

The scooter:1 foreign entry indicates that you want scologin to manage the
second X server running on the remote machine, scooter.

Step 3: Enabling access to the remote display

If you only want to manage the local display, you can skip this step.

If you want scologin to manage a remote display that is running the X server,
you must enable the server to provide access to your host machine. On the
system where the display is to be managed, edit the /etc/Xn.hosts file, where n

represents the display number you want to use. Add the name of the host
machine where scologin will be running.

For example, to gain access to the scooter:1 display, include the name of the
scologin host machine in the /etc/X1.hosts file on scooter.

Step 4: Running the X server on the remote display
If you only want to manage the local display, you can skip this step.

" To enable scologin to manage a remote display, you must first start the X

server on the desired screen of the display where you want the scologin win-
dow to appear:

fust/bin/X11/X :display_number

For example, for scologin to manage a second X server on the fourth mul-
tiscreen on the machine scooter, you would log in on scooter’s [dev/tty04 and
run:

Jusr/bin/X11/X :1
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Step 5: Starting scologin

Now you are ready to start scologin on all of the displays you configured in
the Xservers file. On the host system, use the scologin script to start the client:

[etc/scologin start
This process reads the scologin configuration files, including

[usr/lib/X11/scologin/Xservers. A scologin process is started for all of the dis-
plays specified in the Xservers file.

Using X terminals

You can use X terminals to run Graphical Environment sessions. In fact, you
can configure your X terminal so the scologin display manager automatically
manages the X terminal’s display. When you log in through the scologin win-
dow, you start a Graphical Environment session, running on the host machine
and displaying on the X terminal.

Many X terminals can use the X Display Manager Control Protocol (XDMCP)
to facilitate the connection to remote hosts through scologin. From a user’s
standpoint, the main advantage of XDMCP is that it allows you to turn an X
terminal off and instantly re-establish the connection to the scologin host ma-
chine when you turn the X terminal back on. When you turn on an X termi-
nal, scologin automatically displays a login window. The exchange of infor-
mation between the X terminal and the remote host is invisible to the user. In
fact, XDMCP and scologin are intended to make X terminals as easy to use as
traditional character terminals. With XDMCP, an X terminal basically requests
a connection to a remote host, is recognized by the host, and is sent a login
prompt by scologin.

If you are using X terminals at your site, the way you set up scologin depends
on whether or not the terminals can communicate through XDMCP. If a termi-
nal cannot communicate using XDMCP, you must include an entry for it in the
[usr/lib/X11/scologin/Xservers file and the terminal must be left powered on at
all times to maintain the connection to the host machine.

If an X terminal can communicate through the protocol, the machine that will
host the scologin process requires no configuration. However, the X terminal
must be configured to communicate with the host through the X terminal’s
setup procedures, which vary from one model to another. Some X terminals
let you specify the address of a host machine from which you want to run the
display manager. Some X terminals can broadcast a request for a host over
the network and then display a list of all available hosts from which the user
can choose. Other X terminals can broadcast a request and merely accept the
first available host.
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See also:
* “Managing an X terminal display with scologin” (this page)

* “Running a session on an X terminal without scologin” (page 220)

Managing an X terminal display with scologin

218

The following procedures explain how to run the scologin display manager
so it manages the server on an X terminal.

Once configured, you can log in directly to the machine running scologin
using the scologin window. The scosession manager is started, the Desktop
appears, and you can begin your session. If an .Xdefaults-hostname file exists
in your home directory on the host machine, clients you run use the resources
defined in this file.

These procedures assume that the X terminal has already been correctly con-
nected to the network and that the X terminal’s name and IP address are
known to the machine that will host the scologin process. For information on
how to do this, refer to “Configuring TCP/IP” in the Networking Guide and to
the documentation supplied with your X terminal.

See also:
* “Xterminals that do not support XDMCP” (this page)
* “X terminals that support XDMCP” (page 219)

X terminals that do not support XDMCP

If the X terminal does not support XDMCP, use this procedure to set up a
scologin session:

1. Log into the host machine as root. If scologin is currently running on the
host machine, use the scologin administration script to stop it:

Jetc/scologin stop
2. On the host machine, edit the fusr/lib/X11/scologin/Xservers file so that it
contains an entry for the X terminal.

For example, to configure a terminal named vortex so it runs scologin from
a host machine named scooter, add the following line to the Xservers file on
scooter:

vortex:0 foreign
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3. Start scologin on the host machine by running /etc/scologin start.

4. On the X terminal, restart the X server. When the server is running again,
the scologin window appears on the X terminal screen.

See also:
* “Running scologin with the Xservers file” (page 214)

* “Using the scologin administration script” (page 211)

X terminals that support XDMCP

If the X terminal does support XDMCP, use the following procedure. Note
that you do not need to configure the Xservers file in this situation.

1. Configure the X terminal to use XDMCP. While there are three ways you
can do this, the most common method is mentioned first;

* Set the display manager access parameter to “Direct” and specify the IP
address of the machine on which scologin will be running. This
method transmits a Query packet directly to the specified host machine.

* Set the terminal’s display manager access parameter to “Broadcast.”
This method broadcasts a query packet, to which one or more hosts
may respond. Depending on how your X terminal functions, the dis-
play can request management from the host that responds first or it can
provide a list of available hosts and allow you to pick one.

* Set the display manager access parameter to “Indirect.” This method
transmits a query packet to an intermediate host, which relays it to
another host.

2. Verify that scologin is running on the host machine with the /etc/scologin
query command. Enter /etc/scologin start to start the display manager if it
is not already running,.

3. Restart the server session on the X terminal. The scologin window dis-
plays on the X terminal’s screen.

See also:

* The documentation supplied with your X terminal for more information on setting
display manager access
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Running a session on an X terminal without scologin
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You can run a Graphical Environment session on your X terminal without
going through the process of configuring scologin to manage your X
terminal’s server. To do so:

1. Start a telnet session on the X terminal. Connect to the host machine on
which you want to run your Graphical Environment session.

2. Once you are logged into the host machine, set the $DISPLAY environment
variable to the X terminal’s display. For example, if your X terminal is
named vortex, you would specify:

DISPLAY=vortex:0; export DISPLAY

3. Run the startx script, using the -t option, to start the session:
startx -t &

4. The scosession client is started, the Desktop appears, and you can begin
your session.

If an .Xdefaults-hostname file exists in your home directory on the host ma-
chine, clients you run automatically use the resources defined in this file.
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Chapter 12

Specifying the locale

The International Settings Manager (this page) controls the locale settings for
your system and for each user. This affects the format in which information
such as dates and currency values are displayed, the language in which some
system messages are displayed, the system (graphical console) keyboard con-
figuration, and the characters recognized by the system (the “codeset”).

Each user can set the locale for their own environment. If you are the system
administrator, you can configure the locale for everybody on the system —
see “Setting the system locale” (page 223).

See also:

* “Setting locales” (page 222)

* “Selecting codesets” (page 227)

* “Setting device character mapping” (page 230)

* “Creating a character mapping table” (page 232)

* “Enabling Euro currency symbol support” (page 244)
* the vidi(C) manual page

The International Settings Manager interface

Use the International Settings Manager to:

* set user locales (page 224).

* set the system locale (page 223).

* configure the system keyboard (page 226).

* specify codesets (page 227).

* set the character mapping for a given device (page 230).
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Start the International Settings Manager in one of these ways:

* Double-click on the International Settings Manager icon in the System
folder in the System Administration window on the Desktop.

* Start the SCOadmin launcher by entering scoadmin on the command line,
then select the System folder, and then select the International Settings
Manager.

* Enter scoadmin international settings manager on the command line (or
abbreviate to scoadmin 1).

For more information on using SCOadmin managers, see “Administering
your system with SCOadmin” (page 143).

Setting locales

222

A locale is a name used to refer to a group of settings that influence the
behavior of the library routines used by programs to control the presentation
of dates, currency, time, printable characters, and other data that vary
between countries. By specifying a different locale, you can change the way
programs present country-specific information. See the locale(C) manual
page for more information.

NOTE After you change a locale (by using the International Settings Man-
ager or by setting the LANG environment variable), you must stop and res-
tart the xmvtcld daemon. scoadmin clients will not recognize the new
locale setting until you restart the server.

Locales are software-specific. Character mapping for hardware devices (such
as terminals and printers) is handled by a separate set of programs. See “Dev-
ice mapping” (page 230).

See also:

* “Localization of system software” (page 223)

* “Setting the system locale” (page 223)

* “Setting user locales” (page 224)

* “About locales” (page 224)

* “Selecting codesets” (page 227)

* “Setting device character mapping” (page 230)
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Localization of system software

SCO OpenServer is internationalized for 8-bit languages in the majority of the
software components. It also provides French and German message catalogs
and resource files for these components, as well French and German docu-
mentation for the runtime system.

The following components have not been translated: the kernel; the link-kit;
Installation Query Manager (IQM); supplied drivers (such as Xdrivers and
Network Drivers); layered products, such as the Development System and
SCO Merge™, the supplied NCSA Mosaic™ (although scohelp is
internationalized /localized); mkdev scripts; boot; csh, sh (we recommend
that you use the POSIX shell (/bin/posix/sh) or ksh for localized messages).

Some utilities provided for backwards-compatibility (with XENIX® commands
and SCO value added) are not localized.

No mkdev or kernel relink scripts are currently translated. When you turn
your system on, all system startup information up to the point where you
press (Ctrl)D to proceed with normal startup, (or give the root password for
system maintenance) will always appear in English.

Setting the system locale

The system default locale is originally configured during installation. To
change the system default locale, log in as root and select a language from the
“Language” list in the main window of the International Settings Manager.
This setting determines the default locale for all programs and users on the
system.

The languages available depend on the codeset in use. If you want a language
that is not available using the current codeset, use the International Settings
Manager to select a codeset that is compatible with your language. For exam-
ple, you must be using the 1ISO8859-1 codeset in order to set the language to
German or French. You can set the language to American English in the
1508859-1 codeset or the US ASCII codeset.

In addition to establishing a system-wide locale, you can override the system
defaults for each user and process.
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NOTE Vtcl™ programs appear in English when run on a text screen even
though the system is configured for a different language.

To work around this problem, explicitly set the LANG environment variable
to the language desired. The Vicl program will then display in the language
desired.

This problem does not occur when the Desktop is run because the Desktop
automatically sets the LANG environment variable.

In addition, the version of the C shell supplied cannot handle accented 8-bit
characters. Entering accented characters within a C shell will cause the con-
sole window to close.

Setting user locales

In the International Settings Manager:
1. Select Users from the Settings menu.
2. Select a user from the “User” list.

3. Select a locale from the “Select new language” list, then click on OK.
Any subsequent logins by that user will take place using the new locale.

NOTE Unless you are logged in as root, you can change only your own
locale. See “Setting the system locale”.

About locales

The settings you can configure within a locale are:

collating sequence
The order in which a local character set is sorted. This is used by
the sort(C) command and by programs that use regular expres-
sions. See “Regular expressions and locales” (page 225).

currency format
The character used to denote a unit of currency and the format
used for printing monetary values.

character classification table
The table used to determine whether a given character is an upper-

or lowercase letter, a number, space, or some other class of sym-
bol.

time/date format
The format in which the time and date are presented.
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number format
The format in which numbers are printed (whether groups of
digits are separated by a delimiter, and the type of delimiter to use
for decimals).

response strings
The standard strings to print in place of the English words “yes”
and “no”.

Because the locale in use governs the interpretation of data rather than its
representation, the same data might appear differently when presented under
a different locale. In particular, electronic mail might be affected when it is
sent from one locale to another; see “How mail translates between locales”
(page 226).

See also:

* the locale(M) manual page

* the locale(C) manual page

* the localedef(C) manual page

Regular expressions and locales

Regular expressions are interpreted differently for different locales. Locale
definitions of the collating order of a character set may differ, so that regular
expressions containing collating elements or ranges evaluate differently. If
letters are defined as being equivalent in collating order, this might change the
order of evaluation. Character classes also vary between locales. For exam-
ple, the extended regular expression,

[A-z]
is intended to recognize all upper- or lowercase characters in English. How-
ever, this fails to recognize accented characters in the 1508859-1 character set
(with values from 0xC0 to OxEF in hexadecimal).
To recognize all upper- or lowercase characters, use:

[[:alpha:]]
This expression recognizes all characters in the set that match the set alpha
defined within the current locale. In the POSIX locale, this includes the
defined sets upper and lower. In other locales, it should include all the letters
of the alphabet.

Because the interpretation of regular expressions is dependent on the locale,
take care when using regular expressions in shell scripts that might be used in
more than one locale. Also, when constructing a new locale definition ensure
that the character classes you define correspond to the desired regular expres-
sions.

See the regexp(M) manual page for rules on constructing regular expressions.
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How mail translates between locales

If you are using a locale definition that recognizes characters that are not in
the standard US ASCII character set, you might have difficulty sending mail to
a user on a system that is using a different locale (or one that does not recog-
nize locales). Characters outside the core of alphanumeric characters com-
mon to 1508859-1 might be ignored or mistranslated under other locales.

More problematically, if your user name or machine name contains an 8-bit
character, a user on a 7-bit system cannot send any messages to you because
they cannot input the 8-bit character in the address. Therefore, it is important
not to create user names containing 8-bit characters.

Setting the system keyboard
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To change the system keyboard (i.e., graphical console keyboard) configura-
tion, log in as root and select a keyboard from the “Keyboard” list in the main
window of the International Settings Manager (page 221). This specifies the
keyboard configuration file used by the system keyboard for conversion of
each keystroke from scancodes to the codeset currently in use on the console.

NOTE Once you have changed the system keyboard setting, restart the X
server. (A simple way to do this is to log out and log back in.)

For example, a French keyboard and an American English keyboard may both
have the same physical layout, and the keys in any given position may return
the same codes, but the keycodes have different symbols (“glyphs”, or print-
able characters) attached to them. The French keyboard returns different char-
acters than the American English keyboard.

The keyboard files listed in the main window of the International Settings
Manager specify the country-specific layouts of AT®- and PS/2®-style key-
boards. All the keyboard files are stored in [usr/lib/keyboard. These files map
the system keyboard to the given national standard. The keyboard file for a
particular national standard might need to be modified for a specific key-
board. If you need to modify the keyboard map, or create a new one, copy the
appropriate file in /usr/lib/keyboard to a new file in the same directory and
modify the new file. Name the file according to this convention:

keyboard_type.codeset.country

See also:

* the mapkey(M) manual page

SCO OpenServer Handbook



Selecting codesets

Selecting codesets

SCO provides console fonts for 1SO8859-1 through 10, 1SO8859-15, IBM
codepages 437, 850, 852, 860 and 865, and X fonts for ISO8859-1 and IBM 437,
850 and 858. To support, for example, ISO8859-2 under X and scoterm, you
must supply your own fonts.

NOTE The ISO8859-2 to 1SO8859-10 codesets are only supported on the
character console.

The International Settings Manager allows you to specify both the codeset
used internally by the system (in other words, the way in which data is
represented when it is written to disk and manipulated by various programs)
and the codeset used on the system console.

The single-byte codesets supported by SCO OpenServer systems can represent
a maximum of 256 characters. For this reason, you might benefit by setting
the internal system and console codesets differently for different uses. For
example, the IBM codesets (codepage 437 and codepage 850) contain better
line-drawing characters and are useful as console codesets. The ASCII and
1508859-1 codesets, however, contain all the characters necessary to represent
the American English and Western European languages, respectively. Select-
ing a console codeset which is different from the internal system codeset will
set up mappings to ensure that data continues to be interpreted correctly.

When the system is run in single-user mode, the terminal type defaults to ansi.
This can cause characters to appear incorrectly (for example, letters may be
displayed instead of linedrawing characters when scoadmin is run).

To solve this problem, if your console codeset is set to IBM850, issue this com-
mand immediately on entering single-user mode:

TERM=ansi-850 export TERM
If your console codeset is set to IBM860 or IBM865, enter:
TERM=ansi_intl export TERM
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Setting the internal system codeset

To set the internal system codeset, log in as root, invoke the International Set-
tings Manager, and:

1. Select Codeset from the Settings menu.
2. Select the name of the codeset you want to use and click on OK.

3. Reboot the system (page 178) after exiting the International Settings
Manager.

Codesets assign a value to each character in a character set. Changing the
internal system codeset changes how each character in every file is inter-
preted.

NOTE Changing the internal system codeset will dynamically change the
list of the console codesets. The internal codeset is used as a primary
selection upon which the secondary codeset depends. Therefore, the default
console codeset might change if you change the internal system codeset
selection.

Changing the internal system codeset also changes the list of available
locales. It might also change the way that data previously in use on the sys-
tem is interpreted. After selecting the internal system codeset you should
review the device mappings and user locales under the Settings menu to
ensure that the mappings set up for each device are still appropriate and
that the language each user has selected is still supported by the system.

Setting the console codeset
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To set the console codeset, log in as root, invoke the International Settings
Manager, and:

1. Select Codeset from the Settings menu.

Select Console from the Codeset submenu.

Select the name of the codeset you want to use and click on OK.
Select Save from the File menu.

Exit the International Settings Manager.

oG R W N

Reboot the system.

The system console is not actually a single device, but rather a combination of
both the console keyboard and the console monitor. Selecting the console
codeset will install a console font (see vidi(C)), establish the list of available
system keyboard mapping files, and establish any additional mapping
required if the console codeset is not the same as the internal system codeset.
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Translating files between different codesets

Use iconv(C) to translate files between different codesets. For example:
iconv -f local8 -t 1SO8859-1 < infile > outfile

This converts infile from the local8 codeset to outfile in 1S08859-1 encoding.
The character encoding in either the -f (from) codeset or the -t (to) codeset is
in single-byte values (such as 1S08859-1 or ASCII).

You might need to translate files between different codesets if:

* the files were written under 7-bit software that does not conform to the
1S08859-1 character set.

* the files were generated by software using IBM437 characters which you
need to use with a program using ISO8859-1 characters.

* the files contain one character set and you need to use them with a device
(such as a printer) that uses a different character set.

Although iconv is the recommended translation filter, the older trchan(M)
utility is still available. trchan is a filter that acts in the same way as
mapchan(M) and uses the same mapping files. For example, to translate a file
from 1S08859-1 to US ASCIL where US ASCII is the character set currently in
use, enter:

trchan -i /usr/lib/mapchan/ISO8859-1 < inputfile > outputfile

This command uses the input section of [usr/lib/mapchan/ISO8859-1 to
translate inputfile, and writes the result to outputfile.

229



Specifying the locale

Setting device character mapping

To set the character mapping for each device, log in as root, invoke the Inter-
national Settings Manager, and:

1. Select Devices from the Settings menu.
2. Select a device to configure from the “Device” list.

3. Select a device type from the “Map file” list and click on OK.

This specifies the mapchan(F) file to be used by the peripheral device (such as a
printer or terminal). The specified device now displays or prints all characters
sent to it in accordance with the selected mapchan(F) entry. See the mapchan(F)
manual page for a description of the functionality provided in the individual
mapchan files.

NOTE Any serial line which is used by the UUCP system should not have an
associated channel mapping.

See also:
* “Device mapping” (this page)
* “Creating a character mapping table” (page 232)

* the mapchan(M) manual page

Device mapping
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Device mapping provides a method for ensuring that character input and out-
put devices (such as printers and terminals) connect to the system through a
standard codeset. When you select a device type from the “Select a device
type” list in the International Settings Manager, you are defining the map-
ping between the codeset supported by the external device and the internal
system codeset.
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The following diagram shows a typical example of the flow of information:

Console
screen

—— 1
— Console
=1 keyboard

scancodes
T v

ibm ibm
mapchan @

Internal character set (such as 1S08859-1)

G

ibm or wy60.fra.asc dec
hp.roman8

=

Printer

Wyse 60 terminal with VT220 terminal
French ASCII keyboard

To set up device mapping, see “Creating a character mapping table” (page
232). To configure the system keyboard, see “Setting the system keyboard”
(page 226).
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Creating a character mapping table
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It might be necessary to modify the provided mapchan(F) files to support new
hardware or software which requires character sets other than 1SO8859-1.
mapchan(M) works on characters coming from or going to a device, translat-
ing them to and from the internal system codeset.

The mapchan files are stored in subdirectories in /ust/lib/mapchan. The sub-
directories are named for the supported SCO OpenServer internal system
codesets. (The files in [usr/lib/mapchan/ISO8859-1 are duplicated in
[usr/liblmapchan itself for backward compatibility.) The default mapchan file
for each device on the system is listed in /etc/default/mapchan. To create a new
character mapping table, copy an existing mapchan file and modify it, then
reinstall it in the appropriate subdirectory in /usr/lib/mapchan.

mapchan files contain several divisions, each of which controls some aspect of
the mapping between the internal character set used by the system and the
character set used by the terminal or device. You might want to change one or
more of these divisions.

For details, see:

* “Mapping input characters” (this page)

* “Getting input from mapchan” (page 233)

* “Mapping output escape sequences” (page 233)
* “Mapping dead key sequences” (page 234)

* “Mapping compose sequences” (page 234)

¢ “Mapping function keys” (page 235)

Mapping input characters
Use mapchan(M) to filter characters from peripheral devices to and from an
internal codeset that is used by software running on the system. See “Device
mapping” (page 230) for more information.
To switch off mapchan filtering, enter:
mapchan -n
To switch it on, enter:
mapchan -f mapfile
Here, mapfile is the path and filename of the mapping file you want to use.

Alternatively, create a shell script for each program to switch mapchan off,
run the program, and then reset mapchan on exiting from the program.
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If you have a number of users who have different mapchan configurations,
you must create individual scripts for each of them. A typical script for a pro-
gram called seven, which saves and then restores the current mapping, is:

tmpfile=/tmp/map$$

trap "rm $tmpfile" 0 1 2 3 15

mapchan > $tmpfile

mapchan -n

seven

mapchan -f $tmpfile

Getting input from mapchan

The input section of a mapchan(F) file determines how input codesets are
translated into the internal system codeset. The left column contains the
input character code generated by the keyboard. When this character is input,
the corresponding character in the right column is returned by mapchan(M)
(it is sent as input to the running program on the terminal, or used for storing
data in the filesystem).

If you have the 1508859-1 set as the internal character set, you need to map the
8-bit characters (characters with values greater than 127 decimal).

If you are using the IBM437 codeset internally you need to map only the “§”
symbol. This symbol is normally mapped into the Oxb2 instead, because it has
the same code as (Ctrl)u, which the system treats as a command to clear the
line. Configure mapchan to translate this symbol back to the 8-bit PC code.

Mapping output escape sequences

The output section of the mapchan(F) file controls the way in which characters
are mapped from the internal character set to the character set configured for
the device in use. For example, the default console display configuration
understands 8-bit IBM437 characters. The paragraph, section, and cent sym-
bols use codes which have a special meaning to the UNIX console driver. To
make them print, you must translate them to graphic escape sequences.

The output section is:

output

20 0xlb '[' 2" '0' 'g’ # paragraph sign
21 0xlb "[" r2' r1' 'g’ # section sign
155 O0xlb '[’ r17 '5" '5' ‘g’ # cent sign
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If you are simply mapping from an 1SO8859-1 character set to the IBM437 set,
typical characters are:

output
0xc0 "R’ # use A since no A grave available
0xc4 0x8e # A umlaut

The mapchan files have been written so that the closest printable character is
used if a character is not available.

Mapping dead key sequences

The dead key section of the mapchan(F) file maps the characters for each dead
key on a serial terminal. (A dead key is a key that generates no output when
pressed, but that displays a character when a subsequent key is pressed: for
example, pressing the “*” followed by an “a” prints a “a”.) Dead keys are simi-
lar to compose sequences but are used for entering accented characters. Com-
pose sequences are more commonly used for entering non-standard charac-

ters.

Va4
a

Typical mappings for a dead key for caret characters using 1508859-1 are:

dead 0xb0 # declare the caret character
'a’ Oxe2 # character for a with caret
e’ Oxea # character for e with caret

For details on the dead key section and a table of available dead key
sequences, see the mapchan(F) manual page.

Mapping compose sequences

Compose sequences allow you to press a number of keys to compose a partic-
ular character. The sequence starts when the compose key is typed and is
completed by two further keys that specify the character input. For example,
the supplied map files allow you to generate the registered trademark symbol
“®"” by pressing:

(compose key) r 0

Compose sequences are not the same as dead keys; a dead key produces no
output when you press it, but applies an accent to the next character you
enter. See “Mapping dead key sequences” (this page).

Compose sequences (and dead keys) are configured on terminals or the con-
sole using mapchan(M).

The supplied mapping files all use (Ctzl)_ (“control underscore”) as the charac-
ter to introduce a compose sequence. The PC console might also use the
(Alt)(SysReq) key to introduce a compose sequence. On keyboards with 12
function keys, the alternative compose key is the “ *” symbol on the numeric
keypad.
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The compose key section in the mapchan configuration file (like the dead key
section) declares the compose key, followed by a list of the characters to be
mapped. In all cases, two characters follow the compose key. For example,
mapping compose keys within the 7-bit range of characters common to the
ASCII, 1SO8859-1, and IBM437 character sets:

compose 0x1f # compose key is "
- 0x1f # output the compose key value
++ T# # two + characters generate a #

For more information on compose key mapping and a table of available com-
pose key sequences, see the mapchan(F) manual page.

Mapping function keys

Function keys usually generate a control sequence of an escape character fol-
lowed by one other character. If one of these characters is changed by map-
key, problems might result. For example, if a function key outputs “"A 17,
programs that recognize that function key will not work correctly if the “1” is
changed.

The control section of the mapchan file enables a specific number of charac-
ters to be ignored by mapchan when encountered as part of a terminal escape
sequence or function keystroke. The following control section shows some
typical sequences:

CONTROL

input

“A 1 # Function keys: "A followed by one character

\E 1 # Function keys: Escape followed by one character
output

\Ea 4 # cursor control: Escape a and 4 other characters
\EG 1 # set attributes: Escape G and one character

For full details of the control section of the mapchan file, see mapchan(F).

Configuring SCOterm for European languages

scoterm is codeset-aware and automatically configures the user’s font, map-
chan, and keyboard mapping at startup. There is very little to configure.

System changes such as keyboard and codeset changes made via the
International Settings Manager will affect the way scoterm behaves.

Here is a list of common scoterm problems that can be fixed via the
International Settings Manager:

Character-based applications with character line graphics do not look right
scoterm is running with the wrong font. Using the International Settings
Manager, reconfigure the console codeset to either IBM850 or IBM437.
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Cannot get European characters with my character applications
If running an application that uses line graphics, use the International Set-
tings Manager to set the console codeset to IBM850 (if the currently config-
ured console codeset is IBM437).

If running an application that uses no line-drawing characters, use the
International Settings Manager to set the console codeset to 1508859-1 or
IBM850 (if currently configured console codeset is IBM437).

Using a keyboard made for another locale. Keys are not sending the right characters
Select the new keyboard type with the International Settings Manager, or
scoterm’s keyboard menu ( Options => Keyboard ).

Graphical environment session not saved correctly

If a graphical environment session is run with a German locale set, the
state of the session may not be saved correctly when the user logs out.
Any scoterm windows started by clicking on the desktop UNIX icon will
not be restarted in subsequent sessions. This problem does not affect the
standard X windows terminal emulator xterm. Nor does it affect UNIX
windows started from the Window Manager menu, the desktop menu, or
the command line.

To fix this problem, edit the file:
[usr(lib/X11/IX1/XDesktop/tools/System.ts/Shell.obj/de_DE/text,

and change the following lines:
t1='Unix’

ml=‘Ablegen nicht moéglich '
m2=' hier '

to:

tl='Shell’

t2='UNIX'

ml='Ablegen nicht mdéglich ’
m2=' hier '

Language behavior in SCOadmin

Note the following considerations when using SCOadmin in other locales:

* scoadmin -t displays titles from an index file. To use command-line invo-
cation of SCOadmin managers and make use of short name matching for
managers, use scoadmin -t to see a listing of all registered manager titles,
then enter scoadmin title on the command line.

scoadmin -t will only display manager titles in English regardless of the
language selected. Table 12-1, “French and German name equivalents for
SCOadmin managers” (page 238) shows the equivalent manager names in
English, French, and German.
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* The Backup Manager and custom display device names in English.

* scoadmin stores information about user locales in the shell environment
files of those users. Users who use scosh as their login shell do not have
any shell environment files in their home directory, so user locales cannot
be set using the International Settings Manager in the usual way.

To solve this problem, follow these steps:
1. Create accounts for all scosh users specifying a shell other than scosh.

2. Run scoadmin International Settings Manager and select the required
locale for each user.

3. For each scosh user, add the following line to the end of their .profile file
(Bourne or Korn shell) or the .login file (C shell):

/usr/bin/scosh

* The following managers are English-only and will be localized in a future
release:

- Floppy Filesystem Manager

- UUCP Manager

- HP Network Print Services Manager
- Cron Manager

- Terminal Manager

- Sendmail Configuration Manager
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Table 121 French and German name equivalents for SCOadmin managers

English

French

German

Account Manager

Address Allocation
Manager

Audit Manager
Backup Manager

Cron Manager

DHCP Server
Manager

Filesystem Manager

Floppy Filesystem
Manager

Hardware/Kernel
Manager

HP Network Print
Services Manager

HP Network Printer
Manager

International Settings
Manager

IPX Configuration

Monitor

License Manager

MMDF Alias Admin
MMDF Channel Admin

MMDF Configuration
MMDF Domain Admin

MMDF Host Admin

Gestionnaire de comptes
utilisateurs

Gestionnaire d’audits

Gestionnaire de
sauvegardes

Gestionnaire Cron

Gestionnaire de systemes
de fichiers

Gestionnaire de systémes
de fichiers sur disquette

Gestionnaire du matériel
et du noyau

Gestionnaire de service
d’tmpression
de réseau HP

Gestionnaire
d’impression de réseau
HP

Gestionnaire
de configuration
internationale

Moniteur de
Configuration IPX

Gestionnaire de licences

Administration d’alias
MMDF

Administration de
canaux MMDF

Configuration de MMDF

Administration de

domaines MMDF

Administration d"hétes
MMDF

Benutzer-Manager

Audit-Manager
Backup-Manager

Cron-Manager

Dateisystem-Manager

Dateisystem-Manager
fiir Disketten

Hardware-/
Kernel-Manager

HP Netzwerk-
Druckauftrags-Manager

HP Netzwerk-
Drucker-Manager

Internationale
Einstellungen

IPX Konfigurations-

monitor

Lizenzmanager

MMDEF Alias-Verwalter
MMDF Kanal-Verwalter
MMDF Konfiguration
MMDF Domain-

Verwalter

MMDF Host-Verwalter
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English

French

German

MMDF Table Admin

MOTD Manager

NetWare NVT
Login Manager

NetWare NVT Monitor
NetWare RIP Monitor
NetWare SAP Monitor

Network Configuration
Manager

Node Check

NetWare Login Manager

NetWare Logout Manager

NetWare Access Manager

NetWare Password
Manager

NetWare Local Users
Monitor

PPP Manager

ISA PnP Configuration
Manager

Print Job Manager
Printer Manager

Reports Manager

SCOadmin Event Logs
Manager

Security Profile Manager

Administration de
tables MMDF

Gestionnaire MOTD

Gestionnaire de login
NVT NetWare

Moniteur NVT NetWare
Moniteur RIP NetWare
Moniteur SAP NetWare

Gestionnaire de
configuration
de réseau

Gestionnaire de contrdle
de noeuds

Gestionnaire de
login NetWare

Gestionnaire de
déconnexion
NetWare

Gestionnaire d’accés
NetWare

Gestionnaire de mots de
passe NetWare

Moniteur d’utilisateurs
locaux NetWare

Gestionnaire de tiches
d’impression

Gestionnaire
d’imprimantes

Gestionnaire de rapports

Gestionnaire de logs
d’événements SCOadmin

Gestionnaire de niveau
de sécurité

MMDF Tafel-Verwalter

MOTD-Manager
NetWare NVT-
Login-Manager

NetWare NVT-
Monitor

NetWare RIP-
Monitor

NetWare SAP-
Monitor

Netzwerk-
konfiguration

Knotentest

NetWare Login-
Manager

NetWare Logout-
Manager

NetWare
Zugriffsmanager

NetWare
PaSwortmanager

NetWare Lokale-
Benutzer-Monitor

Druckauftrags-
Manager

Drucker-Manager

Protokoll-Manager

Ereignisprotokoll-
Manager

Sicherheitsprofil-
Manager
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English French German
SNMP Agent Manager Gestionnaire d’agent SNMP Agent-
SNMP Manager

Software Manager
Sysadmsh Legacy
System Defaults Manager

System Logs Manager

System Shutdown
Manager

System Startup Manager

System Time Manager

Terminal Manager

User Equivalence
Manager

UUCP Manager

Video Configuration
Manager

Gestionnaire de logiciels

Sysadmsh

Gestionnaire des valeurs
systemes par défaut

Gestionnaire de logs
systémes

Gestionnaire d’arrét
du systéme

Gestionnaire de lance-
ment
du systéme

Gestionnaire d’heure
systeme

Gestionnaire de terminal
Gestionnaire
d’équivalence

utilisateur

Gestionnaire UUCP

Gestionnaire de
configuration
vidéo

Using mail in 8-bit (European) locales

Software-Manager

Sysadmsh

Systemstandard-
Manager

Systemprotokoll-
Manager

System-Shutdown-
Manager

Systemstart-Manager

Systemzeit-Manager

Terminal-Manager

Benutzerdquivalenz-
Manager

UUCP Manager

Videokonfigurations-
Manager

An 8-bit locale is any locale that contains characters not present in US-ASCIL
The MMDF mail system and scomail need to be configured properly for this to
work. If they are not configured correctly, the 8-bit characters will not display
properly at the receiving end.
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The two kinds of data corruption that can be seen are as follows:
* The high-bit was stripped by an intermediate mail gateway

By default, MMDEF strips the high-bit on outgoing mail and sendmail does
not, so if you are in a locale that uses any characters that are not present in
US English, you must enable 8-bit data in MMDF as follows:

1. In the file /[usr/mmdffmmdftailor, set the confstr parameter to
charset=8bit for the SMTP, badhost, and baduser channels (if present).

2. If the charset=7bit parameter is present or there is no charset parameter
(the default is 7bits), add a confstr parameter similar to the following to
your mmdftailor file:

confstr="charset=8bit, other confstr parameters"

Alternatively, the mmdf configuration utility generates an mmdftailor
file with the 7bit parameter present. In a file of that format, you must
change the “7” to an “8”.

* 7-bit MIME encoded characters not displayed correctly in non-MIME
mailers

By default, scomail generates 7-bit MIME encoded characters which display
in a form similar to “=C7” on non-MIME mailers, such as mailx. To correct
this, set the X resource pass8bits to TRUE. This parameter can be found in
the file /usr/lib/X11/%L/app-defaults/ScoMail.

Additionally, external mail generated by MIME mailers using the 7-bit
encoding will also cause this problem. The problem must be corrected at
the source or (preferably) you can use a MIME capable mailer (such as
scomail) to read the mail. However, it is recommended in 8-bit locales that
you always generate 8-bit data for new mail because that format is compa-
tible with most mailers.

Also, scomail will convert “=C7” style mail to 8-bit encoding on replies or
forwards when the message is included as text, but it will not convert them
to 8-bits when the message is included as an attachment.

Conversely, if scomail is configured to send mail in the 7-bit encoding
style, it will only convert 8-bit messages when the message is included as
text in the reply or forward operation.

* In general, non-MIME mailers send 8-bit data but do not include any MIME
headers to mark the message as 8-bit data. MIME mailers should cope with
this without any problems.
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UUCP dialer scripts

The uucp(C) dialer scripts provided assume that the getty/login is running in
English. If a line is intended for uucp, then the user should either specify that
that terminal should run in English, or should define a new dialer script in the
incoming client.

Calendars
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* You can only administer the calendar database if the administration utili-
ties are running in the same locale in which database was created. If you
change your LANG variable, change the system locale using the Interna-
tional Settings Manager, or edit /etc/default/lang, you cannot administer the
calendar. Also, the calendar server will not start if the system locale has
been changed. If this is the case, you may see “Fatal Error” messages from
the calendar server when bringing up the machine in multiuser mode.

To work around this problem, you can start the calendar server with the
LANG variable temporarily defined as it was when the database was creat-
ed.

Typically, the calendar database is created at initial system load. To deter-
mine what LANG was set to during initial system load, examine the file
Justladm/ISL[igm_file. Search for the variable IQM_LANGUAGE. This will
probably be the language that was used when the calendar database was
created.

If you find that you need to restart the calendar server with the initial
LANG setting, follow these steps as root:

1. Change directories (cd) to /ust/lib/sco/oadb/caldata.

2. Remove all the data files in this directory; they will be rebuilt by cal-
build:

rm .[*

3. Enter cd /etc/rc2.d.
4. Edit the file P95calserver.

Go to line 20 (following the comments) and find the line:
DBKEY=6373; export DBKEY
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6. Before this line, add:

IQMFILE=/usr/adm/ISL/iqm_file

export IOQMFILE

LANG="grep IQM_LANGUAGE $IQMFILE | awk "{ FS="\"" }{ print $2 }"*
export LANG

This will enable the calendar server to start using the locale that was set
at installation time, regardless of the system locale setting.

* In French and German locales, scocal does not display in 24-hour time for-
mat as it should. You can select 24-hour time format by selecting
Preferences = Time & Weekends and clicking on the 24-hour toggle button
under Time Format. This change must only be made once.

Timezones

The start and end dates for daylight savings time (summer time) for all
timezones are correct at the time of publishing. However, European
timezones are being reviewed by the European Union and some of these start
and end dates might change. The correct algorithm for these dates can be set
in timezone.stz, which is located in /usr/lib/nls/msg/lang/sa, where lang is one of
the following directories: english, french_france.8859, or german_germany.8859.

To set the timezone rules for daylight savings time correctly, edit each of the
language specific timezone files (above) and change the following lines: in the
“gmt:” section from:

SUMMER_T0O =GMT0BST,M3.5.0/1,M9.5.0/1
to:
SUMMER_T00 =GMT0BST,M3.5.0/1,M10.5.0/1

In the “europe_west:” section from:

SUMMER_T00O =WETOWETDST,M3.5.0/1,M9.5.0/1
to:
SUMMER T0O =WETOWETDST,M3.5.0/1,M10.5.0/1

In the "europe_middle:" section from:

SUMMER_TOO =MET-1METDST,M3.5.0/2,M9.5.0/2
to:
SUMMER_TOO =MET-1METDST,M3.5.0/1,410.5.0/1

Then, run the scoadmin System Time Manager, and select Change Timezone
from the Time menu. Select your correct timezone, click on OK and exit the
manager.
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Clients

The following X clients have not been localized: fsinfo(X), rgb(X), startx(X),
xauth(X), xhost(X), xinit(X), xmodmap(X), xsconfig(X), xset(X), and xswkey(X).
Usage messages from clients have not been localized.

Documentation and scohelp

* No translated manual pages are shipped with this product, but translated

manual pages can be installed into /usr/lib/scohelp/lang/man/section. How-
ever, these manual pages will not be properly accessed by man. They will
be viewable from scohelp using Open Reference Page if an index is pro-
vided for them.

There are some limitations with hyperlinks from French and German
homepages. When layered products that are not translated (such as Merge)
are installed, their links on the English library page are activated, but the
links to the French and German library pages are not activated. You can
only access this documentation using context sensitive help and internal
hyperlinks or the manual pages using the Open Reference Page command
of scohelp.

Enabling Euro currency symbol support

SCO OpenServer is capable of displaying the Euro currency symbol on the
console and in graphical displays, and printing the symbol to all PostScript

printers. Euro currency symbol support is implemented using the 1508859-15
codeset.

To enable Euro support, you must first set the 1S08859-15 codeset (page 245)
and reboot your system. You can then display (page 246) and print (page 246)
the Euro currency symbol.
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Setting the ISO8859-15 codeset

To access the fonts containing the Euro symbol, you must set the internal and
console codesets to ISO8859-15 using the International Settings Manager
(page 221). As root:

1. Determine your current console codeset setting. It is the second setting
listed in the file /etc/default/codeset.

2. Start the International Settings Manager by selecting System
Administration = System = International Settings Manager on the desktop,
or by entering the following at the command-line prompt:

scoadmin international

3. From the scroll lists on the International Settings Manager main window,
select a language and a keyboard.

4. From the Settings menu, select Codeset...Internal, then select “ISO8859-15".
Click on OK.

5. From the Settings menu, select Codeset...Console.

If your current console codeset starts with “ISO8859”, accept the default of
“IS08859-15”. If you have a PS/2®-style keyboard (that is, your current
console codeset is “IBM850”), select “IBM858”.

Click on OK.

6. Exit the International Settings Manager and reboot the machine. The
new system settings take effect after you reboot.

See also:

* “Selecting codesets” (page 227).
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Using the Euro currency symbol

To display the Euro symbol on the console:

* For most keyboards, enter (Right-Alt)E (that is, hold down the right-hand
(Alt) key and simultaneously press E).

* For British keyboards, enter (Right-Alt)3.
* For United States keyboards, enter (Right-Alt)4.

In the graphical environment, scoterm uses the Euro symbol fonts by default
when invoked from an ISO8859-15 locale. Some X applications may require
additional arguments to get an ISO8859-15 font. For example, to invoke xterm
using the 10x20 fixed-width ISO8859-15 X font, enter the following:

xterm -fn 10x20-15

The default font “fixed” is unchanged from the default ISO8859-1 fixed-width
font.

See also:

* locale(C) manual page.

Printing the Euro currency symbol
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To print text files that contain the Euro symbol:

* If you use a DECColormatePS, DEClasar1150, DEClasar2250, or DECla-
sar3250 printer, simply enter the 1p(C) command:

Ip filename
* For PostScript printing, enter:
Ip -o postscript filename
* For network PostScript printing, enter:

Ip -0 network.ps filename

* For any PostScript printer, you can enter:

cat filename | text2post | lp

See also:

* the 1Ip(C) manual page

* the text2post(ADM) manual page

¢ Chapter 4, “Managing printers and print jobs” in the System Administration Guide
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Chapter 13

Troubleshooting system-level problems

Troubleshooting is the general term for studying and resolving system prob-
lems. This chapter provides general information about analyzing and recov-
ering from general system problems:

“Other troubleshooting documentation” (page 248)
“Preparing to recover from problems” (page 248)
“Restoring a corrupted root filesystem” (page 250)
“System crashes” (page 253)

“Recovering from a system panic” (page 254)

- “Recovering after a power failure” (page 256)

- “Automatic reboot” (page 256)

“ Analyzing system failures” (page 256)

“Examining a memory dump with crash(ADM)” (page 262)
“Common system-wide problems” (page 264)

“cron, at, and batch troubleshooting” (page 265)

“Runaway processes” (page 267)
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Other troubleshooting documentation

In addition to system-level troubleshooting, there are various conditions that
can arise within individual system components. This information is included
in the documentation that discusses the specific components. Command-spe-
cific error messages and problems are discussed on the manual page for the
command; information about resolving problems with a procedure or subsys-
tem is provided in the guides that describe the procedure or subsystem. You
can use the global searching features to look up the error message or condi-
tion and find where in the documentation it is discussed.

Major troubleshooting sections of interest include:

Chapter 3, “Troubleshooting the installation” (page 53) contains informa-
tion about solving problems that may arise when installing SCO software.

“Troubleshooting system startup” (page 184)
“Troubleshooting network configuration” (page 494)

The System Administration Guide discusses troubleshooting issues related to
the security facilities, filesystems, printers, UUCP, and virtual disks.

Networking Guide contains information about troubleshooting various net-
working packages.

Graphical Environment Guide includes information that is useful when
troubleshooting the SCO graphical environment.

Performance Guide discusses how to analyze and improve system perfor-
mance.

Preparing to recover from problems
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“Summary of system administration tasks” (page 164) describes a number of
practices that can help you avoid system problems and minimize the impact
of system failures that happen. A few of these points are summarized here:

Make an emergency boot floppy disk set as discussed in Chapter 5, “Creat-
ing an emergency boot floppy disk set” (page 81). If the root filesystem or a
critical booting file are corrupted by a system crash, the emergency boot
floppy disk set can be used to recover the system. Otherwise, you may
need to reinstall the software before you will be able to boot the system.

Record your root disk information as described in “Recording your root
disk layout” (page 249). This information is vital for restoring your system
after a root disk failure.
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* Monitor system performance, error logs, and the system log book regularly.
This can enable you to correct problems before they cause a hard failure.
See “Checking system files with error histories” (page 260) for a list of use-
ful error log files.

* Install an uninterruptible power supply (UPS) on the system to protect the
system from damage during power surges and failures.

* Back up the system regularly. Consider running full system backups every
week or two. Because incremental backups are usually faster than full
backups, it is tempting to run full backups only rarely. However, if you
need to restore files, you may need to restore the most recent full backup
plus all incrementals run since then, which could be a long and tedious
process.

* Understand the purpose of the “override” terminal in dealing with the
security subsystem. The override terminal is used to correct errors that
prevent access to other terminals. By default, the console multiscreen
(/dev/tty01) is the override terminal. For more information, see Chapter 10,
“Starting and stopping the system” (page 169).

Recording your root disk layout

You should record the details of your root disk layout in case of a hard disk
failure. If you have this information, you can rebuild your system without
reinstalling.

Record the divisions of your UNIX partition in your system log with
divvy(ADM), using this command:

divvy -P -N
The output will look like this:
0 0 14999  boot EAFS
1 15000 39574  swap NON FS
2 39575 346775  root HTFS
3 346776 1022965 u HTFS
6 1022966 1022975 recover NON FS
7 0 1023983  hdOa WHOLE DISK

If you have multiple partitions on the root disk, record them with
fdisk(ADM), including the start and end locations. Use this command:

fdisk -p
The output looks like this:
11 63999 UNIX Active
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Restoring a corrupted root filesystem
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If your root filesystem is so corrupted that fsck(ADM) cannot run when you
boot the system, or the system displays error messages that make no sense,
you must restore the root filesystem from backups. To do this, you need an
emergency boot floppy disk set, which you should have created as described
in Chapter 5, “Creating an emergency boot floppy disk set” (page 81). If you
do not have these diskettes, you must do a partial reinstallation as described
in “Replacing the root hard disk” (page 339).

NOTE The emergency boot floppy disk set must have a kernel with the
correct tape drivers installed. If you have changed the type of tape drive
since creating your emergency boot floppy disk set, you will need to config-
ure the tape drive at the Boot: prompt as described in “QIC-02 tape drive
bootstrings” (page 279) and “SCSI peripheral bootstrings” (page 280).

To restore your root filesystem:
1. Shut the system off.

2. Insert your boot floppy (or a single boot/root floppy disk) in the floppy
disk drive and power up the system.

3. Atthe Boot: prompt, press (Enter).
4. When prompted, insert the root floppy disk and press (Enter).

5. The system creates a RAM disk and loads a rudimentary root filesystem
into memory. After you see the startup messages that list the devices con-
figured into the kernel, the root prompt (#) is displayed. Enter this com-
mand:

fsck /dev/hdOroot

If fsck appears to be successful, shut down the system with haltsys(ADM)
and try booting from the hard disk again by pressing (Enter) at the Boot:
prompt. If the check fails, continue with the next step.

6. Enter this command to reconfigure your root disk from scratch:
mkdev hd

NOTE You may see a few error messages like these:

/usr/lib/mkdev/hd: uniq: not found
mv: cannot access /tmp/DKINIT21: No such file or directory (error 2)

These are a consequence of operating from the limited RAM disk file-
system and can be ignored.
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This runs all the programs necessary to initialize your disk as described in
“Installing a hard disk” (page 327), including:

* setting disk parameters with dkinit(ADM) if necessary; this is skipped
for SCsI disks

* partitioning the disk with fdisk(ADM). If you had multiple partitions,
you should use the information you recorded as described in “Record-
ing your root disk layout” (page 249). If only the root filesystem is cor-
rupted, it is not necessary to repartition the drive and you can simply
quit out of fdisk.

* mapping bad blocks or sectors with badtrk(ADM). You can choose
quick or thorough and destructive or non-destructive scans. If you des-
tructively scan the disk, you will overwrite the boot sectors of the drive
— see “System fails to boot or displays “NO OS” message” (page 188)
for more information.

* recreating the filesystems and swap space with divvy(ADM). Use the
information you recorded in “Recording your root disk layout” (page
249). If you want to change the sizes, ensure they are at least as large as
before.

If the hard disk or filesystem information is still valid, you do not need to
recreate it. For example, if your hard disk still has a valid badtrk table,
you do not need to run a badtrk scan. Intact filesystems will be preserved
if possible.

Soon after you see the Making filesystems message, the root prompt is
returned. Enter:

fsck /dev/hdOroot
This cleans the root filesystem on the hard drive.
Enter:

mount /dev/hdOroot /mnt
This mounts the root filesystem on the hard disk.

Insert the first volume of the root filesystem backup and restore the file-
system with the following commands:

cd /mnt
cpio -ivmkBud -I/dev/xxx

where xxx is either rct0 (for a 1/4-inch cartridge tape) or rctmini (for a
mini-cartridge tape).
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10.

11.

12.

13.

14.
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NOTE If you see an error message like this when you attempt the
restore:

NOTICE: HTFS: No space on dev ram (31/7)
cpio: cannot write /_BACKUP_CONTENTS :...
...No Space left on device (error 28)

This means the files were written to the tape device using absolute
instead of relative pathnames. You are attempting to write to the root
filesystem loaded onto the ramdisk instead of the root filesystem on the
hard drive. You must add the -A option to the cpio command line:

cpio -ivmkBudA -I/dev/xxx

This suppresses absolute pathnames on the files passed to cpio.

After the restore is complete, make sure there is a stand directory at the top
of the root filesystem. If there is not, create it with the following com-
mand:

mkdir stand

NOTE If your system is un upgrade from a release prior to SCO Open-
Server Release 5, you do not have a boot filesystem (/stand) and you
should not create it. You should also skip steps 12-14.

Unmount and clean the newly restored filesystem with the following
commands:

cd/
umount /dev/hdOroot
fsck /dev/hdOroot

You may see this message, which can be ignored:

umount: warning: /dev/filesystem was not in mount table

Check the boot filesystem (/stand):
fsck /dev/boot

Mount the filesystem and change directories:

mount /dev/boot /mnt
cd /mnt

Insert your backup tape of the boot filesystem and restore it using the
same command you used for the root filesystem. When the restore is com-
plete, unmount the filesystem and check it:

cd/
umount /mnt
fsck /dev/boot
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15. Restart your system from the root disk. Power-cycle the computer and
boot normally.

16. Restore any secondary filesystems using the Backup Manager. When this
process is complete, your system should be returned to its original state.

System crashes

A “system crash” is the system going down without unmounting filesystems
and doing other cleanup operations. This is also called an “abnormal shut-
down.” Three types of system crashes occur:

panic The system “panics” when it encounters a hardware problem
or kernel inconsistency that is so severe that the system can-
not continue functioning.

powerfail If the power to the system fails even briefly, the system
crashes.

operator crash  If the system “hangs” due to operator error, you usually need
to reset the system and reboot it to solve the situation.
Recovering from an operator-induced crash is similar to
recovering from a system panic.

Note that a system that has NFS-mounted files from a system
that is down may behave as if it is hung; in that case, reboot-
ing the other system or, if possible, unmounting the file-
systems from your system will usually solve the problem.

When the system is shut down normally, the shutdown(ADM) program stops
all daemons, kills the active processes, unmounts any mounted filesystems,
runs the sync(ADM) command, and tells init(M) to bring the system down to
the appropriate state (either single-user or “safe to power off"), or to reboot.

If the system goes down before this shutdown procedure completes, file-
systems may be corrupted, resulting in lost data. Some data may be lost
because the buffer cache was not flushed to disk. The operating system
flushes the buffers to disk fairly regularly, so the amount of data lost due to an
abnormal system shutdown should be minimal. However, filesystem corrup-
tion is a common problem. If the root filesystem is corrupted, the system may
not function properly.

When the system crashes for any reason, record the relevant data in the sys-
tem log book and then reboot the system.
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Recovering from a system panic

254

To recover from a system panic:

1. Copy the full PANIC message and the EIP number (address of the instruc-
tion being executed) from the console screen to your system log book. See
“Getting the EIP number” (page 258) for instructions on determining the
EIP number.

2. Reset or power-cycle the machine and press (Enter) at the Boot: prompt to
reboot the system.

3. When the system prompts you, respond yes to save a copy of memory at
the time of the PANIC.

NOTE We recommend that you save this dump to tape so you have a
record of the panic in case you need to compare it to the dump from
another PANIC that happens later, and so that you have the dump to
send to SCO Support as discussed in “Additional help from SCO Sup-
port” (page 264). '

The following illustrates how to save the dump to tape. This example
uses /devfrct0, but using /devfrctmini works well if you have such a device
on your system.

There may be a system dump memory image in the swap device.
Do you want to save it? (y/n) y

Use Floppy Drive 0 (/dev/rfd0) by default

Press ENTER to use default device.

Enter valid Floppy Drive number to use if different.
Enter "t" to use tape.

>t

Enter choice of tape drive :
1 - /dev/rct0

2 - /dev/rctmini

n - no, QUIT

> 1

Insert tape cartridge and press return, or enter g to quit. >
<insert tape

Wait.
dd if=/dev/swap of=/dev/rct0 bs=120b count=751 skip=0

Done. Use /etc/ldsysdump to copy dump from tape or diskettes
Press return to continue >
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We strongly recommend that you use tapes rather than floppy disks to
save system dump images. The typical SCO system has many megabytes
of memory, so it takes several floppy disks to save a single image. Prob-
lems can arise if you do not have enough floppy disks, or if you insert
them in the wrong order. You can run crash(ADM) on the dump from the
dumpdev device, or reboot the system and copy this data to disk for study.
See “Examining a memory dump with crash(ADM)” (page 262).

When it panics, the system writes the kernel image to the dumpdev device,
which is usually the same as the swap device. The data will be overwritten
as soon as any paging occurs on the system. See “Defining the default
dump device” in the System Administration Guide for more information.

4. If you want to study the dump image with the crash(ADM) command, use
the 1dsysdump(ADM) command to copy the image to disk. In the sample
session that follows, 06May94 is the name of the file to which the dump
will be copied, but you can use any name that is meaningful:

# cd /tmp
# ldsysdump 06May94

Use Floppy Drive 0 (/dev/rfd0) by default.

Press ENTER to use the default.

Enter valid Floppy Drive number to use if different than default.
Enter "t" to use tape drive.

>t

Enter choice of tape drive:
1 - /dev/rct0

2 - /dev/rctmini

n - no, QUIT

> 1

Insert tape cartridge and press return, or enter q to quit. >

Wait.
dd if=/dev/rct0 bs=120b count=751

System dump copied into image. Use crash(ADM) to analyze the dump.

5. At the prompt to check the root filesystem, answer “y.” This will check
and, in most cases, fix any corruption on the root filesystem. In rare cases,
the operating system becomes corrupted and must be restored or rein-
stalled. See “Cleaning filesystems” (page 171) for more information.
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6. Run fsck(ADM) on those filesystems that were mounted when the system
panicked. This happens automatically for all filesystems that are marked
dirty when the system is brought up to multiuser state, but by running
fsck manually, you can control the response to problems that are found.
See the fsck(ADM) manual page for more information.

7. Verify the integrity of the security system. See “System file integrity
checking: integrity(ADM)” in the System Administration Guide.

Recovering after a power failure

When the power fails, turn the machine off — unless an uninterruptible power
supply (UPS) is configured. This minimizes potential damage to your system
if the power fluctuates.

Once the power comes back on, your filesystems may require cleaning as
described in “Cleaning filesystems” (page 171).

Automatic reboot

SCO OpenServer systems can be configured to reboot automatically after a
panic or power outage as described in “Changing the system restart options”
(page 182).

NOTE If you set the system to automatically reboot after a panic, you will
lose the memory dump that enables you to analyze the cause of the prob-
lem.

Analyzing system failures

In addition to restoring the system, it is important to analyze why the system
failed so you can correct problems before they cause another system failure.
SCO systems provide a number of tools to help in this analysis.

Traps, faults, and exceptions

Traps, faults, and exceptions are special conditions detected by the CPU while
it is executing an instruction on behalf of a user process (running in either
user mode or system mode), a system process running in system mode (for
example, a system daemon such as sched, vhand, or bdflush), or an interrupt
routine. These special conditions cause the CPU to switch into system mode
and execute a trap handler inside the kernel.
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If the trap happens in user mode (in other words, if the trap is caused by a
user process), the kernel usually sends a signal to the process. For example, if
a process executes an instruction that causes a divide-by-zero error, the CPU
raises a divide-by-zero exception, and the trap handler ultimately sends a
SIGFPE (floating point error) signal to the process. (See the signal(S) manual
page for a complete list of supported signals.) Some user exceptions are legal
and do not cause a signal. For example, a process may de-reference a valid
pointer that identifies a piece of data in the process’s data segment that is
currently paged out of main memory. The CPU raises a page fault, and the
trap handler then loads the page of data from the swap area into memory and
restarts the instruction that caused the fault. In this case, the trap handler
does not send a signal to the process.

However, if a process dereferences an invalid pointer (the pointer may be cor-
rupt or uninitialized), the trap handler will determine that there is no corre-
sponding page to load from either the filesystem or the swap area, and will
send a SIGSEGV (segmentation violation) signal to the process.

Except for a few special circumstances, the kernel is not allowed to cause
traps, faults, and exceptions “by itself,” (in other words, when it is executing
system calls, system processes, and interrupt routines). If the kernel does
cause a fault, the situation is considered to be so serious that the system can-
not continue to run. The trap handler calls a special panic() routine inside the
kernel, which stops the system.

When the system panics because of an addressing violation, the current con-
tents of the CPU registers are displayed on the console, the contents of the ma-
chine memory is written to dumpdev (usually the swap device) and the system
makes an internal call to the kernel haltsys( ) function.

Console panic information

The information written to the console usually contains the current contents
of the CPU registers, along with a kernel error message and a trap number that
provide valuable information for analyzing the panic. The same display is
available through the panic function of the crash(ADM) command run on a
postmortem dump. Note that some crashes may not generate a register
dump.

The console display when the system panics looks something like the follow-
ing. The line numbers are included for reference only; they do not appear on
the actual display.
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PANIC:

cr0 OXFFFFFFEB cr2 O0x00FFFFFF  cr3 0x00002000 tlb 0x00500E80
ss 0x00000038 uesp 0xD0119554 efl 0x00010282 ipl 0x00000000
cs 0x00000158 eip 0xD0070488 err 0x00000000 trap 0x0000000E
eax 0x00FFFFFF ecx 0x00000000 edx 0x00000305 ebx 0xD00CD780
esp 0xE0000D40 ebp 0xE0000D64 esi 0xD0119554 edi 0x00000038
ds 0x00000160 es 0x00000160 fs 0x00000000 gs 0x00000000

~N oY Ul s W N

8 PANIC: Kernel mode trap. Type 0x0000000E

9 Trying to dump NNNN Pages.

10 &evvvrnnnnnrennnnannans ittt eecaiatiie s aeeneanen DN
T Creesereesteas et Ceeieeerea
12 NNNN Pages dumped

13 ** Safe to Power Off * %
14 - or -
15 ** Press Any Key To Reboot **

The value of NNNN depends on the amount of memory configured in your
system. Each dot displayed on the screen corresponds to a 64KB block of
memory (or 16 4K pages). Therefore, systems with more memory configured
will have more dots than systems with less memory.

Getting the EIP number
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The EIP (instruction pointer) value can be calculated from the contents of the
CPU registers that are displayed on the console when the system panics. The
EIP value is the address of the instruction the kernel was executing at the time

of the panic.

To calculate the EIP value, join the register values for the Code Segment (cs
register) and the Instruction Pointer (eip register) as a pair of numbers,
separated by a colon, and without the leading zeros. In the sample above,
these two values are at the beginning of line 4. The value of ¢s is 0x00000158
and the value of eip is 0xD007488.- Therefore, the EIP value is 158:D0070488.

The EIP values of several panics can be compared to indicate whether the pan-
ics are being caused by a software or hardware condition. Three or more
identical EIP values usually indicate a software problem; successive panics
with different EIP values indicate a hardware problem such as a bad memory
board. This is not a hard and fast rule; defective RAM can cause multiple pan-
ics with the same EIP value, for example.
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Checking error messages

In most cases, the PANIC error message is displayed on the console (line 8 in
the example). Look in the /ust/adm/messages file for other messages that pre-
ceded the panic and may contain valuable information about what went
wrong.

Kernel error messages report driver errors and errors in other parts of the ker-
nel such as the process scheduling subsystem and the file subsystem. Moni-
toring these message regularly is an important step in preventing serious sys-
tem problems; studying these messages after a system problem develops is an
important part of troubleshooting the system. Reading the PANIC error mes-
sage can give valuable information about the cause of the system failure.

Kernel error messages usually have the format:
class: [ddname:) [routine] message

class is usually one of the following: CONFIG, NOTICE, WARNING, FATAL,
or PANIC. A number of these messages are documented on the messages(M)
manual page.

Messages that have INIT for class are generated by the init(M) process and
are documented on the init(M) manual page. These messages usually occur
during system initialization. A few of the init messages indicate error condi-
tions, but many more are just informational messages.

ddname names the driver or subsystem having problems. The actual peri-
pheral is usually identified by a pair of numbers of the form major/minor.
This identifies the device number of the peripheral where the error occurred.
The routine element indicates the subsystem that detected the condition; these
portions of the error message are included mostly to help support staff in
tracking difficult system problems.

PANIC messages are not usually logged in the /usr/adm/messages file, but other
messages that occurred before the panic are usually logged and can provide
valuable information about the cause of the panic. The PANIC message is
usually displayed on the system console or can be viewed with the panic
function of the crash(ADM) command.

In the example console dump on “Console panic information” (page 257), the
PANIC message does not follow the standard format. This usually means that
the error is from the main kernel code and not a driver. In this case, the mes-
sage includes a definition of the type of trap that caused the panic. The mean-
ing of these trap numbers is defined in the /usr/include/sys/trap.h file and docu-
mented on the messages(M) manual page. In this case, it is a paging viola-
tion, which usually occurs when an errant pointer is dereferenced in a driver
or other kernel code.
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Checking system files with error histories

The system maintains a number of files that contain historical information
that may give you a clue as to what is causing the problem. The most useful
are:

[usrladm[messages  log of all console messages logged by the kernel, includ-
ing error messages and system startup information.

fetc/conficf.d[config.h list of kernel parameters with current values. This same
information can be viewed with the configure(ADM)
command. This information is useful when the system
is giving CONFIG error messages.

[dev/string/cfg list of installed drivers. This same information can be
viewed with the hwconfig(C) command.

Checking system configuration
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System configuration errors can cause a wide range of problems: the system
may not link right, processes may fail, or the system may just behave in pecu-
liar ways. If you experience system problems after tuning the kernel or add-
ing new software packages or hardware devices, check the system configura-
tion. All such activities should be noted in a system log book (page 139). You
can also study the startup statistics that are logged in the [usr/adm/messages
file; if the size of the kernel changes between boots, it indicates that the config-
uration was modified. The operating system includes a number of commands
to help you check facets of the system configuration. Some of the more useful
of these are:

[etc/conf/cf.d/configure -x | more
value of kernel parameters. You can also view the
Jetc/confcf.d[config.h file directly for this information.

You can use the sar(ADM) command to get perfor-
mance statistics about how tunable resources are being
utilized. The strstat function of the crash(ADM) com-
mand or the netstat -m command displays statistics
about the configured STREAMS resources, including in-
formation about structures that have overflowed since
the system was last booted. See the configure(ADM)
manual page and the Performance Guide for more infor-
mation.

Jetc/sysdef current value of some tunable parameters that affect
kernel data structures.
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fusr/bin/swconfig -p history and verification of software packages installed
and /or removed from the system.

fust/bin/hwconfig -h installed drivers. Some memory maps and drivers that
are installed in the /etc/rc.d script are excluded. This in-
formation can also be viewed in the /dev/string/cfg file.

[etc/custom whether packages are totally or partially installed.

[etc/custom -v quick SCO:Unix:RTS -x

verifies the presence, permissions and ownership of
runtime system files. The -x flag specifies that fixes be
made (where possible). Most importantly, this com-
mand repairs any broken symbolic links that may have
rendered files unreachable. The above command only
checks the operating system run time package. To
check the entire system, use this command:

Jetc/custom -V quick -x

custom leaves a copy of the verify output in
custom.VerifyReport. There are other verify options
available that perform different levels of checking. See
the custom(ADM) manual page or “Verifying software”
(page 77) for instructions on invoking the Software

Manager.
fust/bin/displaypkg information about software installed with the

installpkg(ADM) utilities. Such packages do not show
up in the custom(ADM) or swconfig(ADM) reports.

[teb/binffixmog -v  correct system file permissions to match the Authentica-
tion database. Use the -i option to run in interactive
mode so you are prompted before any inconsistencies
are corrected.

[tcb/bin/cps pathname
Similar to fixmog, but only checks the files specified
rather than all system files.

Generating a system dump image with sysdump (ADM)

The sysdump(ADM) command generates a system dump image of a live sys-
tem without disrupting normal operation of the system. The system dump
image is saved to a file for later analysis with the crash(ADM) utility. To gen-
erate a system dump of a live system into the file livedump type:

[etc/sysdump -i /dev/mem -n /unix -o livedump
To use the crash utility to analyze the file:
[etc/crash -n livedump -d livedump

The sysdump(ADM) command can also generate a smaller system dump file
on larger memory systems by ignoring portions of data that are not needed
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for analysis. The resulting “deflated” dump should be small enough to
transfer electronically, which is convenient in situations calling for direct
support-level analysis of panic dumps. This “deflated” file cannot be read
with the crash(ADM) command. You must restore the reduced dump image
to a file that can be read by the crash(ADM) command. For example, to create
a live system dump image, excluding user memory pages (-u), free memory
pages (-f), multiphysical tape buffers (-m), and process page tables (-t) to the
file minidump:
[etc/sysdump -i /[dev/mem -n funix -fumto minidump

This file should be small enough to transfer between machines. To inflate the
system dump file so it can be read by the crash(ADM) utility, use
sysdump(ADM) to inflate the file minidump to maxidump:

[etc/sysdump -i minidump -O maxidump
You can use the crash(ADM) utility to analyze the file maxidump:
[etc/crash -n maxidump -d maxidump

For more information, please see the manual page for sysdump(ADM)

Examining a memory dump with crash(ADM)
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The crash(ADM) command provides a great deal of information that is useful
when implementing drivers or doing other kernel development, and requires
a good understanding of UNIX system internals to take full advantage of the
information provided. The notes in this section enable you to get some basic
information about a system panic from the crash output.

To run crash on the memory dump on the /dev/swap device (after the system
has been rebooted to single-user state but before it goes to multiuser state),
issue a command similar to the following. This command assumes that the
system had been booted on the /unix.test kernel image when it panicked, and
saves all output to the /tmp/crash.out file:

/etc/crash -d /dev/swap -n /unix.test -w /tmp/crash.out

For example, to run crash on the copy of the memory dump that was written
to the /tmp/06May94 file with the ldsysdump(ADM) command using the /unix
kernel image file, you would use the command: '

/etc/crash -d /tmp/06May94 -w /tmp/crash.out

For more information on ldsysdump, see “Recovering from a system panic”
(page 254).

WARNING The argument to the -n option must be the name of the execut-
able kernel file on which the system was last booted. If the -n option is not
specified, crash assumes the /unix file.
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Studying a panic

The following list outlines the process for determining which kernel com-
ponent caused a system panic. For detailed information about interpreting
crash(ADM) output, see Appendix D, “Using the crash(ADM) diagnostic tool”
in the System Administration Guide.

1.
2.

PANICBOOT=NO must be set in the /etc/default/boot file for 