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The following table summarizes the commands that you can use to examine
the performance of NFS:

Table 6-4 Examining NFS performance

Command Field Description
nfsstat -c badcalls number of RPC call failures by client
badxid number of unnecessary repeated responses
received by client from servers
retrans number of repeated requests by client to
: servers
timeout number of calls that timed out on client
wait number of calls that had to wait for a client
handle
nfsstat -s badlen number of corrupted RPC requests received by
server
xdrcall number of corrupted data headers received by
server
nfsstat -z zero out statistics

Tuning NFS performance
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If NFS is configured, your system runs the /etc/rc2.d/S89nfs script each time it
goes to multiuser mode. (Note that this file is a link to /ftc/mfs.) This script
starts several NFS daemons. If configured to run, the following daemons may
affect performance:

biod  Runs on clients to handle access to remote filesystems.

nfsd  Runs on servers to handle access by remote clients to local file-
systems.

penfsd  Runs on servers to handle access by remote clients that use the DOS,

0S/2, or Macintosh operating systems and run PCNFS.
If the output from the sar -u command (see “Identifying disk 1/O-bound sys-
tems” (page 90)) shows that an NFS client is spending a significant proportion
of time waiting for 1/0 to complete (%wio is consistently greater than 15%),
and this cannot be attributed to local disk activity (a disk is busy if sar -d con-
sistently shows avque greater than 1 and %busy greater than 80%), then the
performance of NFS may be causing an I/O bottleneck. See “Tuning NFS client
performance” (page 147) for more information.
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Tuning NFS client performance
Read performance by an NFS client is influenced by several factors:

¢ The biod daemon processes running on the client provide read-ahead of
disk blocks into the client machine’s buffer cache as described in “Tuning
the number of biod daemons on a client” (page 149). This only improves
performance if the applications tend to perform sequential reads through
files. The client’s buffer cache should be tuned to enhance the read hit rate
as described in “Increasing disk 1/0 throughput by increasing the buffer
cache size” (page 75). If the data can be found in the client’s buffer cache,
this avoids the overhead of going out to the remote filesystem for the data.
Note that there is no guarantee that the data is the most current available
unless file locking is used

e The number of nfsd daemon processes running on the server to service
requests from clients as described in “Tuning the number of nfsd daemons
on a server” (page 148).

Write performance by an NFS client is affected if you choose to use non-
standard asynchronous writes as described in “Configuring asynchronous or
synchronous writes” (page 151). You should tune the server’s buffer cache
size to increase the write hit rate as described in “Increasing disk 1/0
throughput by increasing the buffer cache size” (page 75).

There is no benefit to NFS client write performance in tuning the write hit rate
on the server if you opt to use default synchronous writes through its buffer
cache.

NFS server performance can be further improved by using a disk controller
with a write-back (rather than a write-through) cache. This runs the risk of
losing data unless its integrity is protected using a UPS.

Configuring NFS daemons

If your system does not serve clients running PCNFS, comment out the follow-
ing lines in /etc/rpcinit that start penfsd:
[ -x /etc/penfsd ] && {
echo " pcnfsdic”

penfsd &
}

When NFS is next started, penfsd will not run. This will not affect perfor-
mance to any great extent apart from removing an unwanted process from the
system.

The daemons mountd, portmap, statd, and lockd are needed for the operation
of NFS.
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The following sections discuss how to tune the number of biod and nsfd dae-
mons running on clients and servers:

¢ “Tuning the number of nfsd daemons on a server” (this page)

¢ “Tuning the number of biod daemons on a client” (page 149)

Tuning the number of nfsd daemons on a server

Like biods, nfsd daemons provide processes for the scheduler to control —
the bulk of the work dealing with requests from clients is performed inside
the kernel. Each nfsd is available to service an incoming request unless it is
already occupied. The more nfsds that are running, the faster the incoming
requests can be satisfied. There is little context switching overhead with run-
ning several nfsds as only one sleeping daemon is woken when a request
needs to be served.

If you run more nfsds than necessary, the main overhead is the pages of mem-
ory that each process needs for its u-area, data, and stack (program text is
shared). Unused nfsd processes will sleep; they will be candidates for being
paged or swapped out should the system need to obtain memory.

If too few nfsds are running on the server, or its other subsystems, such as the
hard disk, cannot respond fast enough, it will not be able to keep up with the
demand from clients. You may see this on clients if several requests time out
but the server can still service other requests. If you run the command nfsstat
-c on the clients, its output provides some information about the server’s per-
formance as perceived by the client:

Client rpc:
calls badcalls retrans badxid timeout wait newcred
336033 50 413 418 299 0 0

If badxid is non-zero and roughly equal to retrans, as is the case in this exam-
ple, the server is not keeping up with the clients’ requests.

If you run too few nfsds on a server, the number of messages on the request
queue builds up inside the upstream networking protocol stack in the UDP
module. In extreme cases, you could consume all memory on the server
reserved for use by STREAMS; this would cause applications using STREAMS
to fail. Use netstat -m to examine STREAMS usage on the server as described
in “Monitoring STREAMS performance” (page 129).
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You can also use the command netstat -s -p udp to examine how many sys-
tem failures due to shortage of STREAMS memory have occurred in the UDP
module:
udp:

0 incomplete headers

0 bad data length fields

0 bad checksums

62 bad ports

438014 input packets delivered

0 systems errors during input

417038 packets sent

To change the number of nfsds that are configured to run, edit the following
lines in the file /etc/nfs on the server:
[ -x /etc/nfsd ] && {
umask 000
echo " nfsd(xnumber)\c"
nfsd number &
umask S$oldmask
}

When NFS is next started on the client, number nfsds will run.

Tuning the number of biod daemons on a client

On an NFS client system, you do not need to run any biod processes for
applications to access remote filesystems. The biods handle read-ahead and
write-behind on remote filesystems in order to improve performance. When
reading, they send requests to read disk blocks ahead of that currently
requested. When writing, they take over responsibility for handling writing
the block to the remote disk from the application. The biod processes visible
using ps(C) are merely convenient handles used by the process scheduler to
control NFS client operation — the majority of the work dealing with the read
and write requests is dealt with inside the kernel.

If no biods are running, the application’s performance will suffer as a result.
When it writes to the remote filesystem, the write system call will block until
the data has been written to the disk on the server. When it reads from the
remote filesystem, it is unlikely to find the blocks in the buffer cache.
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From this, you might deduce that running an extra copy of biod will always
enhance NFS performance on the client. For example, if four biods are run-
ning, each of these can perform asynchronous writes without applications
programs having to wait for these to complete. If an application requires
access to the remote filesystem while the biods are busy, it performs this
itself. The limit to performance enhancement comes from the fact that each
biod’s disk requests impose a load on the server. nfsd daemons, the buffer
cache, and disk I/O on the server will all come under more pressure if more
biod daemons are run on the clients.Network traffic will also increase as will
the activity of the networking protocol stacks on both the server and its
clients. The default number of biod processes run on a client is four. To see if
the number running on your system is adequate, use the ps -ef command and
examine the elapsed CPU time used by the biods under the TIME column.
Note that the results are only meaningful if your system has been operating
under normal conditions for several hours.

If nfsstat -c on the client shows a wait for client handle value of zero and if
the TIME value for at least one of the biods is substantially less than the others,
then there are probably enough daemons running. If several biods show low
TIME values, it should be safe to reduce their number to one more than the
number showing high TIME values.

If all the TIME values are high, increase the number of biods by two, and con-
tinue to monitor the situation.

If you are root, you can reduce the number of biods running by killing them
with kill(C). You can also start extra biods running using the command
letc/biod.

To change the number of biods that are configured to run, edit the following
lines in the file /etc/nfs on each client:

[ -x /etc/biod ] && {
echo " biod(xnumber)\c"
biod number &

}

When NFS is next started on the client, number biods will run.
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Configuring asynchronous or synchronous writes

One way of improving NFS performance is to prevent applications and biod
daemons from performing synchronous write calls to the remote disk. The
mechanism used is controlled by the value of the kernel variable
nfs_server_async_writes set in the file /etc/conffvack.d/nfs/space.c on the
server. This variable can take three values:

0 Enables slow synchronous writes; write the data blocks through the buffer
cache to the disk one at a time.

1 Enables fast synchronous writes (the default); the data blocks are first writ-
ten to the server’s buffer cache. A file sync operation then flushes the data
to disk.

2 Enables asynchronous writes; write the data to the server’s buffer cache
and rely on the server’s buffer flushing daemon to write the data to disk.
This minimizes the time that processes on the client have to wait for the
write operation to complete.

To change the way that blocks are written to disk on the server, edit the space.c
file and change the value of nfs_server_async_writes to select the desired
behavior. Relink the kernel and reboot the system as described in “Relinking
the kernel” in the SCO OpenServer Handbook.

WARNING Asynchronous writes do not conform to the NFS V2 standard.
There is a possibility that data may be lost irretrievably.

If you choose to use asynchronous writes, this will improve performance but
it increases the risk that data can be lost without reporting an error to the
client. The client can receive notification of a successful write while the data is
still in the server’s buffer cache. If the server’s disk goes down because of a
power failure or other fault, there is a risk that the data may not have been
written to disk. You can protect against this to some extent using:

¢ An uninterruptible power supply (UPS) to maintain power to the server’s
buffer cache, disk cache, and disk in case of power failure.

e Virtual disk management or hardware RAID array to ensure data integrity
and to protect against disk failure.

See also:
e “NFS server and client daemons” in the Networking Guide
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Configuring NFS to use TCP

For NFS filesystems mounted over a high latency, high bandwidth connection
such as a wide area network (WAN), there are benefits in using TCP as the
transport protocol rather than UDP. With TCP, you can define large send and
receive windows to be set on an interface as described in “Tuning TCP/IP per-
formance” (page 131). This allows a large amount of data to be sent before
requiring an acknowledgement. On a noisy connection, it is preferable to use
TCP because it performs packet error detection and correction; UDP relies on
the application to correct errors.

To define NFS to support TCP as a transport protocol on a server, edit /etc/nfs.
Use the -d and -t options to nfsd(NADM) to allocate the number of nfsd dae-
mons that support each protocol. For example, to define six nfsds to use UDP
and two to use TCP, change the lines that starts the nfsd daemons to read:

[ -x /etc/nfsd ] && {
umask 000
echo " nfsd(UDPx6,TCPx2)\c"
nfsd -u 6 -t 2 &
umask $oldmask
}

Specify the mount(ADM) option modifier tcp on each client for the remote NFS
filesystem that you want to mount using TCP. This must be added to the
options defined for the mntopts keyword in the file /fetc/default/filesys (see
filesys(F) for more information). The following is an example of such an entry:
bdev=nfs_svr:/remote \

mountdir=/remote_mnt f£styp=NFS \

fsck=no fsckflags= \

init=yes initcmd="sleep 2" \

mntopts="bg,soft, tcp" \

rcmount=yes rcfsck=no mountflags=

If you use automount, you can specify the option modifiers in the auto.master
configuration map as described in automount(NADM).

These changes will not take effect until NFS is next started on the server and
clients.

Configuring IP to maximize NFS performance

By default, NFS transfers data in 8KB blocks. If the network is Ethernet-based
and full frames are being used, six Ethernet frames are required to transmit
these blocks. If the data in the frames is rounded down to 1KB, eight frames
are required to transmit the data. If your network adapter can handle full
frames and back-to-back packets, it should already be configured as such as
described in “Using ifconfig to change parameters for a network card” (page
225).
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Configuring mount options to maximize NFS performance

If the network adapter on an NFS client cannot handle full frames and back-
to-back packets, reduce the NFS read and write transfer sizes below the
default of 8KB. To do this, specify the mount(ADM) option modifiers rsize
and wsize for each mounted filesystem. These must be added to the options
defined for the mntopts keyword in the file /fetc/default/filesys (see filesys(F) for
more information). The following is an example of such an entry reducing the
read and write transfer sizes to 1KB (1024 bytes):
bdev=nfs_svr:/remote \

mountdir=/remote_mnt fstyp=NFS \

fsck=no fsckflags= \

init=yes initcmd="sleep 2" \

mntopts="bg,soft,rsize=1024,wsize=1024" \

rcmount=yes rcfsck=no mountflags=

If you use automount, you can specify these option modifiers in the
auto.master configuration map as described in automount(NADM).

Performance considerations when using automount

If you use automount(NADM) to mount remote filesystems automatically on
demand, you should consider the following performance implications:

¢ automount is single threaded. Mount requests can be delayed by another
request that has been made to a slow or inactive NFS server. For more infor-
mation see “Troubleshooting NFS” in the Networking Guide.

¢ Making multiple requests to an automounted filesystem can cause high
system overhead. The kernel forces a context switch to automount to look
up the pathname for each request. This can happen, for example, in a shell
script that repeatedly copies files between a local and a remote filesystem,
or between two remote filesystems (see also “Unnecessary automounts” in
the Networking Guide).

¢ Direct automount maps require two mount table entries for each auto-
mounted filesystem; if you use indirect maps, one mount table entry is
used by automount plus one for each automounted filesystem. By default,
the number of mount table entries is determined dynamically, so there is
no need to change the MAX_MOUNT kernel parameter to a value other
than 0 (see also “Direct and indirect mounting” in the Networking Guide).
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e Login time can increase significantly for csh(C) users who include many
automounted filesystems in their path. The C shell adds command path-
names to its internal hash table when the path variable is set. As a conse-
quence, automount mounts each automounted remote filesystem that is
listed.

See also:
¢ Chapter 16, “Configuring the NFS automounter” in the Networking Guide
¢ “When to use automount’’ in the Networking Guide

¢ “Troubleshooting automount” in the Networking Guide

Performance considerations when using NIS

The Network Information Service (NIS) supplements NFS and provides a
distributed database of commonly accessed administration files. A master
NIS server holds information files needed by all machines on the network
centrally; examples of these files are /fetc/passwd, fetc/group, and /Jetc/services.
Whenever this information is updated, it is pushed out to slave servers and
copy-only servers to ensure that it is updated globally.

NIS clients, which may be diskless, request information from servers when-
ever needed. This may be quite a common occurrence. For example, a com-
mand such as Is -1 requires access to information held in the files /etc/passwd
and /etc/group so that it can display the user and group ownership of files. If
you are running NIS clients on your network, you should be aware that a
proportion of network traffic will be caused by NIS clients requesting such in-
formation.

LAN Manager Client Filesystem resources

LAN Manager Client software allows your system to mount and access DOS,
NT, and OS/2 filesystems on LAN Manager servers. See Chapter 4, “Adminis-
tering and using LAN Manager Client” in the Guide to Gateways for LAN Servers
for more information.

As for NFS, the performance of LMCEFS is enhanced if the client system can
take advantage of read-aheads and asynchronous writes. The size of the
read-ahead buffer (in bytes) is controlled by the value of the rawsize option
modifier supplied to mount(ADM). Data that is read-ahead is discarded if it is
not used within the time set by the value (in tenths of a second) of the udttl
option modifier. Asynchronous writes may be enabled using the async option
modifier. This carries an inherent risk of possible data loss should the server
crash before the data has been written to disk.

Performance Guide



LAN Manager Client Filesystem resources

Tuning LAN Manager Client Filesystem performance

If the output from the sar -u command (see “Identifying disk 1/0-bound sys-
tems” (page 90)) shows that a LAN Manager client is spending a significant
proportion of time waiting for I/O to complete (3wio is consistently greater
than 15%), and this cannot be attributed to local disk activity (a disk is busy if
sar -d consistently shows avque greater than 1 and $busy greater than 80%),
then the performance of the LAN Manager Client Filesystem (LMCFS) may be
causing an 1/0 bottleneck.

The kernel parameters that control the behavior of LMCFS are described in
“LAN Manager Client Filesystem parameters” (page 223). These parameters
can only be adjusted using idtune(ADM) as described in “Using idtune to real-
locate kernel resources” (page 190).

There are three areas where you can examine the performance of
LAN Manager clients:

e “Examining possible network or server problems” (this page)
e “Examining the usage of server message blocks and Iminodes” (page 156)

¢ “Examining the performance of each mounted filesystem” (page 156)

Examining possible network or server problems

The -v option to the veview(LMC) command indicates possible network prob-
lems that may be affecting LMCFS performance:

MaxXmt MaxRcv MaxMux TxCnt TxErr RxCnt RxErr Conns Retrans Reconns
4096 4096 50 32131 5 34023 21 1 15 4

If the transmission error rate (100*TxErr/TxCnt) or reception error rate
(100#RxErr /RxCnt) is high (greater than 10%) or either of these these rates is
increasing, the network or the server may be overloaded.

Similarly, if the number of retransmissions (Retrans) or reconnections
(Reconns) is increasing, this may also indicate that the network or the server is
overloaded.
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Examining the usage of server message blocks and Iminodes

The command Imc stats (see Ime¢(LMC)) displays the usage of server message
block (SMB) data buffers, request slots, and LAN Manager inodes (Iminodes):

alloc maxalloc avail fail hiprifail
SMB buffers: 49 102 1024 0 0
SMB req slots: 49 60 256 0 -

SMB sync reads 840 (8.31% of total reads)

Ilminode alloc failures 0

If insufficient SMB data buffers or request slots are configured, processes will
wait until more become available.

Increase the value of the kernel parameter LMCFS_NUM_BUF if the fail
column displays a non-zero value for SMB data buffers.

Increase the value of the kernel parameter LMCFS_NUM_REQ if the fail
column displays a non-zero value for SMB request slots.

Increase the value of the kernel parameter LMCFS_LMINUM if 1ninode alloc
failures shows a non-zero value.

If the proportion of synchronous reads shown by SMB sync reads is high, this
can have a significant negative impact on performance. You can increase the
size of the read-ahead buffer using the rawsize option modifier to mount.
This data is discarded if it is not used within the time set by the udttl option
modifier to mount.

Examining the performance of each mounted filesystem

The command lmc mntstats (see lmc(LMC)) shows statistics for each
mounted LAN Manager filesystem:

NT/TMP mounted on /mnt, user-based, asynch
rbsize rawsize wbsize awwsize timeout retrans udttl old r/a Broken oplocks
8192 16384 8192 16384 300 5 50 0 0

old r/a shows the number of read-ahead blocks that have been discarded
because the client did not make use of the data quickly enough. If the value of
old r/a is increasing, either increase the value of udttl or decrease the size of
rawsize. Which action you should take depends on how long you are willing
to see the data age.

Broken oplocks shows the number of opportunistic locks that were relin-

quished. This shows contention due to several clients accessing the same files
on the server.
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Other networking resources

SCO OpenServer networking services also support the following networking
protocols and software:

o The Internetwork Packet Exchange (IPX) protocol provides a connectionless
datagram service similar to UDP except that the data packet size is limited
to 500 bytes. IPX also plays a similar role to the IP protocol in TCP/IP by
providing a message service for modules above it in the protocol stack,
including SPX.

The Sequenced Packet Exchange (SPX) protocol is a connection-oriented
service similar to TCP except that it does not support a configurable send
and receive window size; an acknowledgement is required for every packet
that is sent.

For testing IPX/SPX network connectivity, the command nping(PADM) is
available. This provides similar information to that provided by the
TCP/IP command ping(ADMN).

For more information about IPX/SPX, see “IPX/SPX” in the Networking
Guide.

e SCO Gateway for NetWare software re-exports filesystems mounted on
Novell® NetWare® servers. Its operation depends fundamentally on the
configuration of IPX/SPX. For more information, see “Accessing NetWare
servers with SCO Gateway for NetWare” in the Networking Guide.

e NetBEUI is another type of protocol stack similar to TCP/IP and IPX/SPX. It
is included with Microsoft® LAN Manager for SCO® Systems.

The NetBIOS interface allows applications such as LAN Manager to send
messages over TCP/IP.

SCO 04l is a protocol stack that implements the Open Systems Interconnec-
tion 7-layer model.

Like the TCP/IP protocol, all these networking resources depend on the avai-
lability of sufficient STREAMS and CPU resources, and the performance of the
network and network adapter cards. See “STREAMS resources” (page 123) for
more information. You can use the netstat or ndstat commands to examine
the number of errors and packet collisions associated with each network inter-
face. See “Monitoring TCP/IP performance” (page 133) for more information.
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Case study: network overhead caused by X clients

In this study, users report that the response time to key presses and mouse
movement is occasionally very slow during the working day. They also report
that resizing and moving windows is also very slow at certain times. This
performance is unacceptable for the interactive applications being run —
word processing, spreadsheets, e-mail, desktop publishing, and graphics
processing.

System configuration

The system’s configuration is as follows:
¢ Ethernet-based (10Base2) LAN.

¢ 10 X terminals — used for running applications that place little processing
and memory load on the main file server.

¢ 12 PC-based workstations running the SCO OpenServer Desktop System —
these run applications locally rather than on the file server.

» File server — a two Pentium 50MHz multiprocessor machine with a high
specification network interface card.

e Two host servers for the X terminals — both servers are based on the
80486DX2 running at 66MHz.

From regular performance monitoring, it is known that there is no perfor-
mance problem caused by X clients running on the two host servers. Users are
encouraged to run applications locally if they have workstations.

Defining a performance goal

The system administrator is asked to investigate the source of the problem,
and suggest means to improve the response time.

Collecting data
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The system administrator runs the netstat -i command on several worksta-
tions to record networking statistics throughout the working day. A sampling
interval of one minute is specified and the output is written to a file in the /tmp
directory:

netstat -i 60 > /tmp/netstat_op

The administrator runs the command on several workstations to try to elim-
inate the possibility that faulty network interface cards are the cause of the
problem.
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The recorded output shows occasional short periods when the network is
overloaded (for clarity, only the statistics for the network interface xxx0 are
shown in this example):

input (xxx0) output
packets errs packets errs colls

110

0 101 0 0
78 0 66 0 0
85 1 75 2 23
180 2 123 1 42
120 1 55 1 18
87 0 67 0 2
67 0 54 0 0

At these times, the numbers of input and output errors are non-zero, and the
number of collisions approaches 30% of output packets. The same behavior is
observed on all the workstations on which statistics were gathered.

If the periods of heavy loading are excluded, the frequency of packet colli-
sions approaches 0%.

Formulating a hypothesis

From the results of running netstat, the system administrator suspects that
some applications must be moving large amounts of data across the network.
Careful examination of the figures shows that the network is overloaded
approximately 5% of the time. Periods of high loading generally last only a
few minutes and seem to occur in bursts. Such behavior is typical if large files
are transferred using NFS. It is unlikely to be the result of network traffic
caused by remote X clients as these are run locally where possible. Possible
culprits are programs used to preview PostScript and graphics image files,
DTP packages, and screen-capture utilities.

Getting more specifics

With the cooperation of several users, the administrator monitors network
performance using netstat over a period of 30 minutes. During this period the
users run the suspect applications to load and manipulate large files across
the network. The outcome of this investigation is that graphics image pre-
viewers and screen-capture utilities seem to cause the most network over-
head. The files being viewed or created are often several megabytes in size.
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Making adjustments to the system

There are several things that can be done to reduce the peak load on the net-
work:

o Encourage users to save and load graphics images to and from the local
disk on the workstation they are using. These files may then be copied to
the file server when the network is less busy.

e Run screen capture and graphics preview utilities on dedicated worksta-
tions rather than on X terminals.

e Splitting the network into several subnets might help if the nodes on the
network can easily be divided into logically distinct groups. However, this
may cause more CPU overhead on the file server if it is is used as the router
between the subnets. This solution is more expensive and may make the
problem worse if the wrong network topology is chosen.
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Chapter 7 ‘
Tuning system call activity

This chapter is of interest to application programmers who need to invest-
igate the level of activity of system calls on a system.

System calls are used by programs and utilities to request services from the
kernel. These can involve passing data to the kernel to be written to disk,
finding process information and creating new processes. By allowing the ker-
nel to perform these services on behalf of an application program, they can be
provided transparently. For example, a program can write data without
needing to be concerned whether this is to a file, memory, or a physical device
such as disk or tape. It also prevents programs from directly manipulating
and accidentally damaging system structures.

System calls can adversely affect performance because of the overhead
required to go into system mode and the extra context switching that may
result.

Viewing system call activity

System call activity can be seen with sar -c (or mpsar -c for SMP):

23:59:44 scall/s sread/s swrit/s fork/s exec/s rchar/s wchar/s

23:59:49 473 9 0 0.09 0.12 292077 421
23:59:54 516 13 3 0.03 0.03 367668 574
23:59:59 483 13 3 0.01 0.02 366992 566
Average 489 12 2 0.04 0.06 338280 512

scall/s indicates the average number of system calls per second averaged
over the sampling interval. Also of interest are sread/s and swrit/s which
indicate the number of read(S) and write(S) calls, and rchar/s and wchar/s
which show the number of characters transferred by them.
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If you are an applications programmer and the SCO OpenServer Development
System is installed on your system, you can use prof(CP) to examine the
results of execution profiling provided by the monitor(S) function. This
should show where a program spends most of its time when it is executing.
You can also use the trace(CP) utility to investigate system call usage by a pro-
gram.

Identifying excessive read and write system call activity

Normally, read and write system calls should not account for more than half
of the total number of system calls. If the number of characters transferred by
each read (rchar/s / sread/s) or write (wchar/s / swrit/s) call is small, it is
likely that some applications are reading and writing small amounts of data
for each system call. It is wasteful for the system to spend much of its time
switching between system and user mode because of the overhead this incurs.

It may be possible to reduce the number of read and write calls by tuning the
application that uses them. For example, a database management system
may provide its own tunable parameters to enable you to tune the caching it
provides for disk 1/0.

Viewing process fork and exec activity

fork/s and exec/s show the number of fork(S) and exec(S) calls per second. If
the system shows high fork and exec activity, this may be due to it running a
large number of shell scripts. To avoid this, one possibility is to rewrite the
shell scripts in a high-level compiled language such as C.

Viewing AIO activity

If applications are using asynchronous I/0 (AIO) to disk, you can use the -O
option to sar(ADM) (or mpsar(ADM) for SMP) to examine the performance of
AIO requests. The values reported include the number of AIO read and write
requests per second, and the total number of 1KB blocks (both read and write)
being handled per second. The %direct column of the report shows the per-
centage of AIO requests that are passed directly to the disk driver by the
POSIX.1b aio functions defined in the Software Update for Database Systems
(SUDS) library. Other AIO requests are handled by the aio(HW) driver.

Viewing IPC activity

You can use the sar -m command (or mpsar -m for SMP) to see how many Sys-
tem V interprocess communication (IPC) message queue and semaphore
primitives are issued per second. Note that you can also use the ipcs(ADM)
command to report the status of active message queues, shared memory seg-
ments, and semaphores.
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Semaphore resources

Semaphores are used to prevent processes from accessing the same resource,
usually shared memory, at the same time.

The number of System V semaphores configured for use is controlled by the
kernel parameter SEMMNS.

If the sema/s column in the output from sar -m shows that the number of
semaphore primitives called per second is high (for example, greater than
100), the application may not be using IPC efficiently. It is not possible to
recommend a value here. What constitutes a high number of semaphore calls
depends on the use to which the application puts them and the processing
power of the system running the application.

System V semaphores are known to be inefficient and adversely affect the per-
formance of multiprocessor systems. This is because:

e They increase contention between processors — this reduces scaling and
prevents the available CPU power being used effectively.

¢ They increase activity on the run queues as several processes sleeping on a
semaphore may be woken when its state changes — this increases system
overhead.

¢ They increase the likelihood of context switching — this also increases sys-
tem overhead.

If you are an applications programmer, consider using the SUDS library
routines instead; these implement more efficient POSIX.1b semaphores. The
number of POSIX.1b semaphores configured for use is controlled by the kernel
parameter SEM_NSEMS_MAX.

Some database management systems may use a sleeper driver to synchronize
processes. (This may also be referred to as a post-wait driver.) If this is not
enabled, they may revert to using less efficient System V semaphores. See the
documentation provided with the database management system for more in-
formation.

For more information on the kernel parameters that you can use to configure
semaphores, see “Semaphores” (page 216) and “Semaphore parameters” (page

217).
Messages and message queue resources

Messages are intended for interprocess communication which involves small
quantities of data, usually less than 1KB. Between being sent and being
received, the messages are stored on message queues. These queues are
implemented as linked lists within the kernel.
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Under some circumstances, you may need to increase resources allocated for
messages and message queues above the default values defined in the
mtune(F) file. Note that the kernel parameters defined in mtune set system-
wide limits, not per-process limits.

Follow the guidelines below when changing the kernel parameters that con-
trol the configuration of message queues:

Each process that calls msgget(S) with either of the flags IPC_CREAT or
IPC_PRIVATE set obtains an ID for a new message queue.

The total number of available message headers (MSGTQL) must be less
than or equal to 16383. This limits the total number of messages system-
wide because each unread message must have a header.

The total number of segments configured for use (MSGSEG) must be less
than or equal to 32768. This limits the total number of messages system-
wide because each message consists of at least one segment.

The size of each message segment (MSGSSZ) is specified in bytes and must
be a multiple of 4 in the range 4 to 4096. Each message is allocated enough
segments to hold it; any remaining space in the last segment allocated to a
message is unused. A small value of MSGSSZ is suitable for systems which
will send and receive many small messages. A large value is suitable if
messages are fewer and larger. Small segments require more processing
overhead by the kernel as it keeps track of them; large segments can be
wasteful of memory.

The total amount of memory reserved for use by message data is controlled
by the product of the number of segments and the segment size:

MSGSEG * MSGSSZ
This value must be less than or equal to 128KB (131072 bytes).

Increase the size of the map used for managing messages (MSGMAP) if a
large number of small messages are processed. Typically, you should set
the map size to half the number of memory segments configured
(MSGSEG). Do not increase MSGMAP to a value greater than that of
MSGSEG.

The amount of message data allowed in an individual queue (MSGMNB)
must be less than or equal to 64KB - 4 bytes (that is, less than or equal to
65532 bytes).

The maximum length of an individual message is limited by the value of
MSGMAX. Although the recommended maximum is 8192 bytes (8KB), the
kernel can support messages up to 32767 bytes in length. Note, however,
that the message size may also be limited by the value of MSGMNB.
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The following table shows how to calculate the maximum values for these
parameters based on the value of MSGSSZ. Note that MSGSSZ must be a
multiple of 4 in the range 4 to 4096:

Table 7-1 Calculation of maximum value of message parameters

Parameter Maximum value
MSGMAP 131072 / MSGSSZ
MSGMAX 32767

MSGMNB 65532

MSGMNI 1024

MSGSEG 131072 / MSGSSZ
MSGTQL MSGMNB / MSGSSZ

For more information on the kernel parameters that you can use to configure
message queues, see “Message queues” (page 213) and “Message queue
parameters” (page 215).

Shared memory resources

Shared memory is an extremely fast method of interprocess communication.
As its name suggests, it operates by allowing processes to share memory seg-
ments within their address spaces. Data written by one process is available
immediately for reading by another process. To prevent processes trying to
access the same memory addresses at the same time, known as a race condi-
tion, the processes must be synchronized using a mechanism such as a sema-
phore.

The maximum number of shared-memory segments available for use is con-
trolled by the value of the kernel parameter SHMMNI. The maximum size in
bytes of a segment is determined by the value of the kernel parameter
SHMMAX.

For more information on the kernel parameters that you can use to configure
shared memory, see “Shared memory” (page 218) and “Shared memory
parameters” (page 218).

SUDS library spin locks and latches

If your application uses spin locks and latches from the SUDS library to syn-
chronize processes, you can use the -L option to sar(ADM) (or mpsar(ADM)
for systems with an SCO SMP License) to view their activity.
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These latches allow processes to spin or sleep while waiting to acquire a latch.
Alternatively, a process can be made to sleep if it has been spinning for a
given time period without being able to acquire a latch. This prevents it
spending an unnecessarily long time spinning. It is efficient for a process to
spin for a short time to avoid the system overhead that a context switch
would cause. Process that wait a long time for a latch should sleep to avoid
wasting CPU time.

See the sar(ADM) manual page for more information about the latch activity
reported by the -L option.

The following table summarizes the commands that can be used to determine
if a system is suffering under heavy system call activity:

Table 7-2 Viewing system call activity

Command Field Description
[mp]sar-c  scall/s total number of all system calls per second
sread /s read system calls per second
swrit/s write system calls per second
fork/s fork system calls per second
exec/s exec system calls per second
rchar/s characters transferred by read system calls per
second
wchar/s characters transferred by write system calls per
second
ipcs -a status of System V IPC facilities
[mp]sar-m msg/s message queue primitives per second
sema/s semaphore primitives per second
[mplsar-O  %direct percentage of AIO requests using the POSIX.1b

aio functions

Reducing system call activity
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Reducing most system call activity is only possible if the source code for the
programs making the system calls is available. If a program is making a large
number of read and write system calls that each transfer a small number of
bytes, then the program needs to be rewritten to make fewer system calls that
each transfer larger numbers of bytes.
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Other possible sources of system call activity are applications that use
interprocess communication (semaphores, shared memory, and message
queues), and record locking. You should ensure that the system has sufficient
of these resources to meet the demands of the application. Most large applica-
tions such as database management systems include advice on tuning the
application for the host operating system. They may also include their own
tuning facilities, so you should always check the documentation that was sup-
plied with the application.

Case study: semaphore activity on a database server

In this study, a site has installed a relational database on a multiprocessor sys-
tem. The database gives the choice of using System V semaphores or the
sleeper driver (sometimes called the post-wait driver) to synchronize pro-
cesses. The object is to investigate which of these options will maximize the
number of transactions that can be processed per second and the response
time for the user.

System configuration

The system’s configuration is as follows:

e Multiprocessor — 2 Pentium 60MHz processors.
e EISA bus.

® 96MB of RAM.

® 96MB of swap space.

e 14GB of hard disk (two arrays of seven 1GB SCSI-2 disks).

e One Bus Mastering DMA Ethernet network card with a 16KB buffer and 32-
bit wide data path.

The database server does not act as host machine to any users directly; instead
there are five host machines connected to the LAN which serve an average of
100 users each.

Defining a performance goal

The performance goal in this study is to compare the performance of the data-
base when using System V semaphores and when using the sleeper driver.

NOTE To configure the sleeper driver into the kernel, change the second
field of the line in the file /etc/conf/sdevice.d/sleeper to read “Y”. Then relink
and reboot the kernel.
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Collecting data

To monitor the performance, an in-house benchmark is used for an hour with
the system configured to use System V semaphores, and then with it using the
sleeper driver. The benchmark measures the minimum, maximum, and aver-
age transaction times and the total throughput in transactions per second.

The result of running the benchmark is that the best performance is achieved
using the sleeper driver.

Formulating a hypothesis

When the database is using System V semaphores, the system may be spend-
ing too much time in kernel mode executing semaphore calls. The benchmark
run using the sleeper driver gives better results because it is an enhancement
specifically aimed at improving the performance of relational databases. It
allows an RDBMS to synchronize built-in processes without the high overhead
of switching between user mode and system mode associated with System V
semaphores.

Getting more specifics

To test the hypothesis, mpsar -u is used to display the time that the system
spent in system mode while each benchmark was being run. For the bench-
mark using the sleeper driver, typical results were:

13:55:00 %usr ¥sys $wio  %idle

14:20:00 75 20

2 3
14:25:00 72 23 1 4
14:30:00 69 24 5 2
14:35:00 71 19 4 0

The averaged performance of all the CPUs was excellent with low percentages
spent in system mode, idle waiting for I/0, or idle.
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For the run using semaphores, the results were:
16:08:00 %usr $sys ¥wio  %idle

16:48:00 55 38

6 0
16:43:00 59 32 7 2
16:58:00 61 34 4 1
16:53:00 58 38 2 2

The system spends more time in system mode and waiting for I/O when Sys-
tem V semaphores are used. The benchmark results indicate that transaction
throughput and response time are approximately 10% better when the sleeper
driver is used.

Making adjustments to the system

The database is configured to use the sleeper driver as this provides the best
performance for the benchmark. The system should be monitored in every-
day use to evaluate its performance under real loading.

Vendors of the database management systems are continually improving their
products to use more sophisticated database technologies. If you upgrade the
database management system to a version that supports POSIX.1b sema-
phores, you may need to evaluate if these should be used instead of the
sleeper driver.

169




Tuning system call activity

Performance Guide



Appendix A

Tools reference

A variety of tools are available to monitor system performance or report on
the usage of system resources such as disk space, interprocess communication
(IPC) facilities, and pipes:

df

ipcs

netstat

nfsstat

ping
pipestat
pPs

sar

Reports the amount of free disk blocks on local disk divisions. See
“df — report disk space usage” (page 172) and df(C) for more infor-
mation. Also see the descriptions of the related commands:
dfspace(C) and du(C).

Reports the status of System V interprocess communication (IPC)
facilities — message queues, semaphores, and shared memory. See
ipcs(ADM) for more information.

Reports on STREAMS usage and various network performance stat-
istics. It is particularly useful for diagnosing if a network is over-
loaded or a network card is faulty. See netstat(TC) for more informa-
tion. See also ndstat(ADM) which reports similar information.

Reports NFS statistics on NFS servers and clients. It is particularly
useful for detecting problems with NFS configuration. See
nfsstat(NADM) for more information.

Can be used to test connectivity over a network. See ping(ADMN)
for more information.

Reports on the usage of ordinary and high performance pipes. See
pipe(ADM) for more information.

Reports on processes currently occupying the process table. See “ps
— check process activity” (page 173) and ps(C) for more information.

Samples the state of the system and provides reports on various
system-wide activities. See “sar — system activity reporter” (page
176) and sar(ADM) for more information.
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swap

timex

Reports on the amount of available swap space or configures addi-
tional swap devices. See “swap — check and add swap space” (page
179) and swap(ADM) for more information.

Reports on system resource usage during the execution of a
command or program. See “timex — examine system activity per
command” (page 180) and timex(ADM) for more information. See
also the description of the related command, time(C).

traceroute

vmstat

Traces the route that network packets take to reach a given destina-
tion. See traceroute(ADMN) for more information.

Reports on process states, paging and swapping activity, system
calls, context switches and CPU usage. See “vmstat — virtual
memory statistics” (page 181) and vmstat(C) for more information.

df — report disk space usage

172

When attempting to achieve optimal performance for the I/O subsystem, it is
important to make sure that the disks have enough free space to do their job
efficiently. The df(C) command, and its close relative dfspace(C), enable you
to see how much free space there is. The following example shows the output
from df and dfspace on the same system:

$ af

/ (/dev/root ): 37872 blocks 46812 i-nodes

/u (/dev/u ): 270814 blocks 36874 i-nodes
/public  (/dev/public ): 191388 blocks 55006 i-nodes
/london  (wansvr:/london ): 149750 blocks 0 i-nodes

$ dfspace

/ Disk space: 18.49 MB of 292.96 MB available ( 6.31%).
/u Disk space: 132.23 MB of 629.98 MB available (20.99%).
/public Disk space: 93.45 MB of 305.77 MB available (30.56%).
/london : Disk space: 73.12 MB of 202.56 MB available (36.10%).
Total Disk Space: 317.29 MB of 1431.29 MB available (22.17%).

$ daf -v

Mount Dir Filesystem blocks used free %used
/ /dev/root 600000 562128 37872 93%
/u /dev/u 1290218 1019404 270814 79%
/public /dev/public 626218 434830 191388 69%
/london wansvr:/london 414858 265108 149750 63%

The -i option to df also provides additional information about the number of

free and used inodes.

dfspace is a shell script interface to df. Without options, it presents the file-

system d

ata in a more readable format than df. When used with its options,

df provides more comprehensive information than dfspace.
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In the above example, there are three local filesystems:
e /devfroot

* /devfu

e /dev/public

and one remote filesystem:

e wansvr:/london

All of these local filesystems have adequate numbers of blocks and inodes
remaining for use. You should aim to keep at least 15% of free space on each
filesystem. This helps to prevent fragmentation which slows down disk I1/0.
In the above example there are no problems with the filesystems /dev/u and
/devfpublic which are less than 85% used. The root filesystem (/ev/root), how-
ever, is 93% full. This filesystem is relatively static apart from the temporary
file storage directories /tmp and /usr/tmp. In the configuration shown, there is
very little free space in these directories. Possible solutions are to create divi-
sions to hold these directories on other disks, or increase the size of the root
filesystem.

du(C) is another command that can be used to investigate disk usage. It differs
from df and dfspace because it reports the number of 512-byte blocks that
files and directories contain rather than the contents of an entire filesystem. If
no path is specified, du reports recursively on files and directories in and
below the current directory. Its use is usually confined to sizing file and direc-
tory contents.

ps — check process activity

The ps(C) command obtains information about active processes. It gives a
“snapshot” picture of what processes are executing, which is useful when you
are trying to identify what processes are loading the system. Without options,
ps gives information about the login session from which it was invoked. If
you use ps as user root, you can obtain information about all the system’s pro-
cesses. The most useful options are as follows:

Table A-1 ps options

Option Reports on:

-e print information on all processes

-f generate a full listing

-1 generate a long listing (includes more fields)
-u print information on a specified user (or users)
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With various combinations of the above options you can, amongst other
things, find out about the resource usage, priority and state of a process or
groups of processes on the system. For example, below is an extract of output
after typing ps -el:

FS UID PID PPID C PRINI ADDR SZ WCHAN TTY TIME CMD

31 s 0 0 0 0 9 20 1f21 0 £0299018 ~ 0:00 sched
20 8 0 1 0 0 6620 252 40 0000000 2 30:37 init
318 0 2 0 0 9520 254 0 £00c687c *? 0:01 vhand
3158 0 3 0 0 8120 256 0 f00be318 2 5:19 bdflush
20 8 0 204 10 7620 416 96 £02345la ? 1:56 cron

20 s 0 441 1 0 7520 972 44 £01076b8 03 0:00 getty
20 s 20213 8783 1 0 7320 1855 48 £f0llbae4 006 0:04 ksh

20 § 13079 25014 24908 0 75 20 155c 48 £010ee28 pé 0:01 ksh

20 R 13079 25016 24910 22 36 20 506 144 £010ed58 p2 0:03 vi

20 s 12752 27895 26142 0 73 20 To0 40 £011£75c 010 0:00 sh

20 Z 13297 25733 25153 0 51 20 0:00 <defunct>
20 R 13297 26089 25148 45 28 20 8a8 48 £012123¢ pl2 0:01 ksh

20 s 12752 26142 1 0 7320 1ce2 48 £01214ec 010 0:04 csh

20 R 12752 28220 27898 55 25 20 lelé6 188 £f010f6b0 p25 0:01 email
20 s 12353 27047 25727 0 73 20 16lc 44 £012179c pl3 0:00 ksh

20 0 13585 28248 28205 36 37 20 cc9 92 p23 0:00 ps

20 s 20213 28240 8783 0 75 20 711 140 £01156f8 006 0:00 vi

The field headed F gives information about the status of a process as a combi-
nation of one or more octal flags. For example, the sched process at the top
has a setting of 31 which is the sum of the flags 1, 10 and 20. This means that
the sched process is part of the kernel (1), sleeping at a priority of 77 or more
(10), and is loaded in primary memory (20). The priority is confirmed by con-
sulting the PRI field further along the line which displays a priority of 95. In
fact both sched (the swapper) and vhand (the paging daemon) are inactive
but have the highest possible priority. Should either of them need to run in the
future they will do so at the context switch following their waking up as no
other process will have a higher priority. For more information on the octal
flags displayed and their interpretation see ps(C).

The s column shows the state of each process. The states shown in the exam-
ple: S, R, O and Z mean sleeping (waiting for an event), ready-to-run, on the
processor (running) and zombie (defunct) respectively. There is only one pro-
cess running, which is the ps command itself (see the penultimate line). Every
other process is either waiting to run or waiting for a resource to become
available. The exception is the zombie process which is currently terminating;
this entry will only disappear from the process table if the parent issues a
wait(S) system call.
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The current priority of a process is also a useful indicator of what a process is
doing. Check the value in the PRI field which can be interpreted as shown in
the following table:

Table A-2 Priority values

Priority Meaning

95 swapping/paging

88 waiting for an inode

81 waiting forI/0

80 waiting for buffer

76 waiting for pipe

75 waiting for tty input

74 waiting for tty output

73 waiting for exit

66 sleeping — lowest system mode priority
65 highest user mode priority
51 default user mode priority
0 lowest user mode priority

Looking back at the above ps output you can see, for example, that the getty
process has a priority of 75, as it is (not surprisingly) waiting for some
keyboard input. Whereas priority values between 66 and 95 are fixed for a
specific action to be taken, anything lower than 66 indicates a user mode pro-
cess. The running process in the above example (ps) is at priority 37 and is
therefore in user mode.

The c field indicates the recent usage of CPU time by a process. This is useful
for determining those processes which are making a machine slow currently.

The NI field shows the nice value of a process. This directly affects the calcula-
tion of its priority when it is being scheduled. All processes in the above
example are running with the default nice value of 20.

The TIME field shows the minutes and seconds of CPU time used by processes.
This is useful for seeing if any processes are CPU hogs, or runaway, gobbling
up large amounts of CPU time.
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The sz field shows the swappable size of the process’s data and stack in 1KB
units. This information is of limited use in determining how much memory is
currently occupied by a process as it does not take into account how much of
the reported memory usage is shared. Totaling up this field for all memory
resident processes will not produce a meaningful figure for current memory
usage. It is useful on a per process basis as you can use it to compare the
memory usage of different versions of an application.

NOTE If you booted your system from a file other than /unix (such as
funix.old), you must specify the name of that file with the -n option to ps.
For example, ps -ef -n unix.old.

sar — system activity reporter

sar(ADM) provides information that can help you understand how system
resources are being used on your system. This information can help you solve
and avoid serious performance problems on your system.

The individual sar options are described on the sar(ADM) manual page.

For systems with an SCO SMP License, mpsar(ADM) reports systemwide
statistics, and cpusar(ADM) reports per-CPU statistics.

The following table summarizes the functionality of each sar, mpsar, and cpu-
sar option that reports an aspect of system activity:

Table A-3 sar, cpusar, and mpsar options

Option Activity reported

-a file access operations

-A summarize all reports

-b buffer cache

-B copy buffers

-c system calls

-d block devices including disks and all SCSI peripherals
-F floating point activity (mpsar only)

-g serial I/0 including overflows and character block usage
-h scatter-gather and physical transfer buffers

-1 inter-CPU interrupts (cpusar and mpsar only)

5 interrupts serviced per CPU (cpusar only)

-L latches

(Continued on next page)
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Table A-3 sar, cpusar, and mpsar options
(Continued)

Option Activity reported

-m System V message queue and semaphores

-n namei cache

-0 asynchronous I/0 (AIO)

P paging

-q run and swap queues

-Q processes locked to CPUs (cpusar and mpsar only)
-r unused memory and swap

-R process scheduling

-S SCSI request blocks

-u CPU utilization (default option for all sar commands)
-v kernel tables

-wW paging and context switching

-y terminal driver including hardware interrupts

How sar works

System activity recording is disabled by default on your system. If you wish
to enable it, log in as root, enter the command /usr/lib/sar/sar_enable -y, then
shut down and reboot the system. See sar_enable(ADM) for more informa-
tion.

Once system activity recording has been started on your system, it measures
internal activity using a number of counters contained in the kernel. Each
time an operation is performed, this increments an associated counter.
sar(ADM) can generate reports based on the raw data gathered from these
counters. sar reports provide useful information to administrators who wish
to find out if the system is performing adequately. sar can either gather sys-
tem activity data at the present time, or extract historic information collected
in data files created by sadc(ADM) (System Activity Data Collector) or
sal(ADM).
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If system activity recording has been started, the following crontab entries
exist for user sys in the file /usr/spool/cron/crontabs/sys:

0 * * * 0-6 /usr/lib/sa/sal
20,40 8-17 * * 1-5 /usr/lib/sa/sal

The first sal entry produces records every hour of every day of the week. The
second entry does the same but at 20 and 40 minutes past the hour between 8
am and 5 pm from Monday to Friday. So, there is always a record made every
hour, and at anticipated peak times of activity recordings are made every 20
minutes. If necessary, root can modify these entries using the crontab(C) com-
mand.

The output files are in binary format (for compactness) and are stored in
fusrfadm/sa. The filenames have the format sadd, where dd is the day of the
month.

Running sar

178

To record system activity every t seconds for n intervals and save this data to
sar_data, enter sar -o datafile t n on a single processor system, or mpsar -0
datafile t n on a multiprocessor system.

For example, to collect data every 60 seconds for 10 minutes into the file
ftmp/sar_data on a single CPU machine, you would enter:

sar -o /tmp/sar_data 60 10

To examine the data from datafile, the sar(ADM) command is:
sar [ option ...] [ £ datafile ]

and the mpsar(ADM) and cpusar(ADM) commands are:
mpsar [ option ... ][ -f datafile ]

cpusar [ option ... ][ -f datafile ]
Each option specifies the aspect of system activity that you want to examine.
datafile is the name of the file that contains the statistics you want to view.
For example, to view the sar -v report for the tenth day of the most recent
month, enter:

sar -v -f fusr/fadm/sa/sal0

You can also run sar to view system activity in “real time” rather than examin-
ing previously collected data. To do this, specify the sampling interval in
seconds followed by the number of repetitions required. For example, to take
20 samples at an interval of 15 seconds, enter:

sar-v 15 20
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As shipped, the system allows any user to run sar in real time. However, the
files in the /usr/adm/sa directory are readable only by root. You must change
the permissions on the files in that directory if you want other users to be able
to access sar data.

With certain options, if there is no information to display in any of the
relevant fields after a specified time interval then a time stamp will be the
only output to the screen. In all other cases zeros are displayed under each
relevant column.

When tuning your system, we recommend that you use a benchmark and
have the system under normal load for your application.

swap — check and add swap space

Swap space is secondary disk storage that is used when the system considers
that there is insufficient main memory. On a well-configured system, it is pri-
marily used for processing dirty pages when free memory drops below the
value of the kernel parameter GPGSLO. If memory is very short, the kernel
may swap whole processes out to swap. Candidates for swapping out are
processes that have been waiting for an event to complete or have been
stopped by a signal for more than two seconds. If a process is chosen to be
swapped out then its stack and data pages are written to the swap device.
(Initialized data and program text can always be reread from the original exe-
cutable file on disk).

The system comes configured with one swap device. Adding additional swap
devices with the swap(ADM) command makes more memory available to
user processes. Swapping and excessive paging degrade system performance
but augmenting the swap space is a way to make more memory available to
executing processes without optimizing the size of the kernel and its internal
data structures and without adding physical memory.

The following command adds a second swap device, Mev/swapl, to the sys-
tem. The swap area starts 0 blocks into the swap device and the swap device
is 16000 512-byte blocks in size.

swap -a /dev/swap1 0 16000

Use the swap -1 command to see statistics about all the swap devices
currently configured on the system. You can also see how much swap is con-
figured on your system at startup by checking nswap. This is listed in the con-
figuration and diagnostic file /usr/adm/messages as a number of 512-byte blocks.
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Running the swap -a command adds a second swap device only until the sys-
tem is rebooted. To ensure that the second swap device is available every
time the system is rebooted, use a startup script in the /etc/rc2.d directory. For
example, you could call it S09AddSwap.

In this release, a swap area can also be created within a filesystem to allow
swapping to a file. To do this, you must marry a block special device to a reg-
ular file. For more information, see swap(ADM) and marry(ADM).

timex — examine system activity per command
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timex(ADM) times a command and reports the system activities that occurred
on behalf of the command as it executed. Run without options it reports the
amount of real (clock) time that expired while the command was executing
and the amount of CPU time (user and system) that was devoted to the pro-
cess. For example:

# timex command command_options
real 6:54.30
user 53.98
sys 14.86

Running timex -s is roughly equivalent to running sar -A, but it displays sys-
tem statistics only from when you issued the command until the command
finished executing. If no other programs are running, this information can
help identify which resources a specific command uses during its execution.
System consumption can be collected for each application program and used
for tuning the heavily loaded resources. Other information is available if the
process accounting software is installed; see timex(ADM) for more informa-
tion.

NOTE To enable process accounting, log in as root, enter the command
fusr/lib/acct/acct_enable -y, then shutdown and reboot the system. See
acct_enable(ADM) for more information.

timex belongs to a family of commands that report command resource usage.
It can be regarded as an extension to time(C) which has no options and pro-
duces output identical to timex without options. If you wish to use time then
you must invoke it by its full pathname as each of the Bourne, Korn and C
shells have their own built-in version. The output from each of the shell built-
ins varies slightly but is just as limited. The C shell, however, does add in
average CPU usage of the specified command.
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vmstat — virtual memory statistics

vmstat(C) is a useful tool for monitoring system performance but is not as
comprehensive as sar. vmstat gives an immediate picture of how a system is
functioning. It enables you to see if system resources are being used within
their capacity.

vmstat’s default output concentrates on four types of system activity — pro-
cess, paging/swapping, system and CPU activity. If a timing interval is
specified then vmstat produces indefinite output until you press (Del). Con-
sider the following example for the command vmstat 5:

PROCS PAGING SYSTEM CPU
r b w frs dmd sw cch £il pft frp pos pif pis rso rsi sy cs us su id

1126 064000 0 0 0o 0 O O O O O 0O O 59 34 0 397
0127 064000 8 0 0 O O O 0 O O O O 47 22 0 298
1126 064000 0 0 0 0 O O O O O O O 45 16 0 298
0127 064000 0 O O 0 O O O O 0O O O 8 23 1 5094
0127 064000 0 O 0 O O O O0 O O O O 24 12 0 199
1129 064000 10 0 15 0 55 0 0 0 O 0 01369 43 19 42 39
0130 064000 0 O 0 O O O O O O 0 0 277 36 2 6292
0130 064000 0 0 0 0o O O O O O O O 78 26 0 1899
0130 064000 0 0 0 0 O O O O O O O 117 36 0 199
0130 064000 0 O 0o 0 O O O O O O O 138 46 0 298
0130 064000 0 O 0O O O O O O O O O 144 51 1 2297

In this case vmstat displays data at regular intervals. Each display represent-
ing an average of the activity over the preceding five second interval.

The PROCS heading encompasses the first three fields of output:

r number of processes on the run queue

b number of processes blocked waiting for a resource

w number of processes swapped out

During the sample period there were no swapped out processes, hardly any
processes on the run queue, and between 126 and 130 blocked processes. Any
process which was ready to run would not spend much time on the run
queue. This conclusion is reinforced by the value of id under the CPU heading
which shows that the system is almost 100% idle most of the time.

The PAGING heading encompasses both paging and swapping activity on the
system. The operating system does not preallocate swap space to running
processes. It only allocates swap space to processes that have been swapped
at least once; this space is only relinquished when such a process terminates.
It does, however, decrease its internal count of available swappable memory.
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In the above example, the amount of free swap space (frs) remains a constant
64000 (roughly 32MB in 512-byte units). Because this is the amount of swap
originally configured for this system, no swapping or paging out to disk
occurred during the sampling period. This is confirmed by the zero value of
the w field. The fields from pos to rsi also show that no processes or regions
were swapped in or out during the time that vmstat was running.

There is a brief amount of paging activity on the sixth line of output. One or
more processes attempted to access pages that were not currently valid. To
satisfy the demand for these pages, the kernel obtained them from the page
cache (cch) in memory or from filesystems on disk but not from swap (sw).

If a process invokes the fork(S) system call, this creates an additional copy, or
child process, of the original process. The new process shares the data or stack
regions of its parent. The pages in these regions are marked copy-on-write (
COW). This is to avoid wasting CPU and memory resources because the usual
purpose of a fork is for either the parent or child process to execute a new
command in place of itself. If, instead, the parent or child process tries to
write to a page marked COW, this generates a protection fault (pft) causing
the page fault handler in the kernel to make a copy of the page.

The dnd field accounts for a combination of demand zero pages (those created
and initialized with zeros for data storage) and demand fill pages (those creat-
ed and filled with text).

System call (sy) and context switching activity (cs) can also be seen under the
SYSTEM heading.

The -s option to vmstat reports statistics about paging activity since the sys-
tem was started or in a specified time interval:

64000 free swap space
12222 demand zero and demand fill pages
25932 pages on swap
44589 pages in cache
28719 pages on file
33791 protection fault
84644 pages are freed
23 success in swapping out a process
0 fail in swapping in a process
22 success in swapping in a process
98 swapping out a region
64 swapping in a region
457461 cpu context switches
1870524 system calls
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Lines showing large values for pages on swap, success in swapping out a
process, success in swapping in a process, swapping out a region, and
swapping in a region may indicate that excessive swapping or paging is
degrading performance.

The -f option to vmstat provides information about the number of forks (that
is, new processes created) since the system was started or in a specified time
interval. For example, to monitor how many fork system calls are being
invoked every second, use the command vmstat -f 1:

0 forks

0 forks

2 forks

1 forks

0 forks
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Appendix B

Configuring kernel parameters

Kernel parameters control the allocation of various kernel resources. These
resources are constantly being used, released and recycled, and include:

buffers Recently used data is cached in memory; buffers increase per-
formance by reducing the need to read data from disk. Buffers
also allow efficient transfer of data by moving it in large units.

table entries Space in system tables that the kernel uses to keep track of
current tasks, resources, and events.

policies Governing such things as security, and conformance to various
standards.

Other parameters are used to indicate control the behavior of device drivers
or the available quantity of special resources such as the number of
multiscreens or semaphores.

Each resource limit is represented by a separate kernel parameter. The limit
imposed by a parameter can be decreased or extended, sometimes at the
expense of other resources. Deciding how to optimize the use of these
resources is one aspect of kernel performance tuning.

For a description of the tools available for examining and changing para-
meters, see “Configuration tools” (page 188).

For a description of the various kernel parameters that you can change using
the configure(ADM) utility or via the Hardware/Kernel Manager, see “Kernel
parameters that you can change using configure” (page 191).

For a description of the various kernel parameters that you can only change
from the command line using the idtune(ADM) utility, see “Using idtune to
reallocate kernel resources” (page 190).
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See “Using configure to change kernel resources” (page 189) for a description
of how to run the configure(ADM) utility.

If you have TCP/IP installed on your system, see Appendix C, “Configuring
TCP/IP tunable parameters” (page 225).

If you are using the LANManager Client Filesystem (LMCFS), see
“LAN Manager Client Filesystem parameters” (page 223).

When to change system parameters
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Among the cases in which you may need to reallocate system resources are:

¢ You install additional physical memory and thus have greater memory
resources to allocate.

o Persistent error messages are being displayed on the system console
indicating that certain resources are used up, such as inodes or table
entries.

e The system response time is consistently slow, indicating that other
resources are too constrained for the system to operate efficiently (as when
too little physical memory is installed).

¢ Resource usage needs to be tailored to meet the needs of a particular
application.

If one of your performance goals is to reduce the size of the kernel (usually
because the system is paging excessively or swapping), first concentrate on
tunable parameters that control large structures. The following table lists a
small subset of kernel tunable parameters and indicates the cost (or benefit) in
bytes of incrementing (or decrementing) each parameter by a single unit. For
example, if NCLIST set to 200, this requires 200 times 72 bytes, or approx-
imately 14KB of memory.
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Parameter Number of bytes per unit parameter

DTCACHEENTS 44

DTHASHQS 8

HTCACHEENTS 44

HTHASHQS 8

NBUF 1024

NCLIST 72 (64 for the buffer + 8 for the header)

NHBUF 8

NHINODE 8

NMPBUF 4096

MSGMAP 8

NSPTTYS 246

NSTREAM 80 (52 for the STREAMS header + 28 for the extended
header)

MAX_INODE 76 per entry added to the dynamic in-core inode table

MAX_PROC 344 per entry added to the dynamic process table

MAX_FILE 12 per entry added to the dynamic open file table

MAX_REGION 76 per entry added to the dynamic region table

Dynamic table parameters such as MAX_PROC usually have their values set
to 0. Each table grows in size as more entries are needed. The memory over-
head of the grown kernel table can be found by multiplying the values shown
above by the number of table entries reported by getconf(C). For example,
from the Korn shell, you can find the current size of the process table by

entering;:

let nproc=344+$(getconf KERNEL_PROC)
echo "Size of process table in bytes is $nproc"

Specialized applications often require the reallocation of key system resources
for optimum performance. For example, users with large databases may find
that they need more System V semaphores than are currently allocated.

Most of the tunable parameters discussed in this chapter are defined in
Jetc/conf/cf.d/mtune. This file lists the default, maximum and minimum values
respectively of each of the parameters specified. To change the values of
specific tunable parameters manually, use the appropriate tool as described in
“Configuration tools” (page 188).
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The following tools are available for examining and/or changing tunable

parameters:

configure

getconf

idtune

iddeftune

ifconfig

inconfig

A menu-driven program that allows you to examine and modify
the value of tunable kernel parameters. This program is also
accessible via the Hardware/Kernel Manager. See “Using
configure to change kernel resources” (page 189) and config-
ure(ADM) for more information.

This utility reports configuration-dependent values for various
standards and for dynamic kernel tables; use setconf to modify
temporarily those values that relate to dynamic kernel tables. See
“Examining and changing configuration-dependent values” (page
223) and getconf(C) for more information.

Modify the values of some tunable parameters (defined in
fetc/conficf.d/mtune) that cannot be modified with configure. See
“Using idtune to reallocate kernel resources” (page 190) and
idtune(ADM) for more information.

Run this command to modify the values of certain tunable pa-
rameters if you increase the amount of physical memory (RAM)
to more than 32MB. See iddeftune(ADM) for more information.

Reconfigure the TCP/IP protocol stack belonging to a single net-
work interface. See “Using ifconfig to change parameters for a
network card” (page 225) and ifconfig(ADMN) for more informa-
tion.

Reconfigure default TCP/IP settings for all network interfaces. See
“Using inconfig to change global TCP/IP parameters” (page 226)
and inconfig(ADMN) for more information.

Network Configuration Manager

setconf

Examine, configure, or modify network protocol stacks (chains).
The Network Configuration Manager is the graphical version of
netconfig(ADM). See Chapter 25, “Configuring network connec-
tions” in the SCO OpenServer Handbook for more information.

Increase dynamic kernel table sizes, or decrease maximum size of
dynamic kernel tables. The new value only remains in force until
the system is next rebooted. See “Examining and changing
configuration-dependent values” (page 223) and setconf(ADM)
for more information.
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Using configure to change kernel resources

The configure(ADM) utility is a menu-driven program that presents each tun-
able kernel parameter and prompts for modification.

To change a kernel parameter using configure, do the following:
1. Enter the following commands as root to run configure:

cd /etc/conf/cf.d
Jconfigure

2. The configure menu displays groups of parameter categories; their indi-
vidual meanings are discussed in “Kernel parameters that you can change
using configure” (page 191).

Choose a category by entering the number preceding it. The resources in
that category are displayed, one by one, each with its current value. Enter
a new value for the resource, or to retain the current value, press (Enter).
After all the resources in the category are displayed, configure returns to
the category menu prompt. Return to the Main Menu to choose another
category or exit configure by entering “ q”.

NOTE The software drivers associated with a parameter must be
present in the kernel for the setting of the parameter to have any effect.

3. After you finish changing parameters, link them into a new kernel and
reboot your system as described in “Relinking the kernel” in the SCO Open-
Server Handbook.

NOTE If you wish to set the values of parameters defined in
Jetc/conf/cf.dfmtune from a shell script, you should use the idtune(ADM)
command as described in “Using idtune to reallocate kernel resources”
(page 190).
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Using idtune to reallocate kernel resources

You cannot use configure to change some kernel parameters because they are
not generally considered to need adjusting. If you do need to alter such a
parameter, log in as root and use the idtune(ADM) command:

cd /etc/conf/cf.d
letc/conf/bin/idtune resource value

resource is the name of the tunable parameter in uppercase as it appears in
Jetc/conf/cf.d/mtune (see mtune(F)). value is the parameter’s new value. After
changing the parameter values, relink the kernel, shut down and reboot the
system as described in “Relinking the kernel” in the SCO OpenServer Handbook.

You can use the -f option to idtune to force it to accept a value outside the
range specified by the minimum and maximum values defined in mtune. If
necessary, you can also use the -min and -max options to write new minimum
and maximum values to the mtune file.

WARNING The configure and idtune commands write new values defined
for kernel parameters to /etc/conf/cf.d/stune (see stune(F)). Do not edit mtune
itself as it can be a valuable reference.

The following sections describe the parameters that can only be tuned using
idtune:

“Boot load extension parameters” (page 222)

» “Buffer cache free list” (page 195)

* “Hardware and device driver parameters” (page 222)

e “Memory management parameters” (page 197)

e “Message queue parameters” (page 215)

e “Semaphore parameters” (page 217)

e “Shared memory parameters” (page 218)

e “STREAMS parameters” (page 213)

e “System parameters” (page 219)

® “LAN Manager Client Filesystem parameters” (page 223)
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Kernel parameters that you can change using configure

The tunable parameters that you can change using configure(ADM) are
grouped into two sets of categories depending on whether they affect system
performance or configuration:

Performance tunables

“Buffer management” (page 192)
“Processes and paging” (page 195)
“TTYs” (page 197)

“Name cache” (page 198)
“Asynchronous I/0” (page 199)
“Virtual disks” (page 200)

Configuration tunables

“User and group configuration” (page 201)
“Security” (page 203)

“TTY and console configuration” (page 204)
“Filesystem configuration” (page 205)
“Table limits” (page 207)

“STREAMS” (page 209)

“Message queues” (page 213)

“Event queues” (page 216)

“Semaphores” (page 216)

“Shared memory” (page 218)

“Miscellaneous system parameters” (page 219)

“Miscellaneous device drivers and hardware parameters” (page 220)
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Buffer management

The following tunables may be used to tune the performance of your system’s
buffers.

NBUF

The amount of memory in 1KB units allocated for use by the system buffer
cache at boot time. The system buffer cache is memory used as a tem-
porary storage area between the disk and user address space when read-
ing to or writing from mounted filesystems.

If NBUF is set to the default of 0, the system calculates the size of the buffer
cache automatically.

The size of the buffer cache is displayed as “kernel i/o bufs” at boot time,
and is recorded along with other configuration information in
fusr/adm/messages. The hit rate on the buffer cache increases as the number
of buffers is increased. Cache hits reduce the number of disk accesses and
thus may improve overall disk I/O performance. Study the sar -b report
for statistics about the cache hit rate on your system. See “Increasing disk
1/0 throughput by increasing the buffer cache size” (page 75) for more in-
formation.

The system buffer cache typically contains between 300 and 600 buffers,
but may contain 8000 or more buffers on a large server system. The max-
imum possible number of buffers is 450000. On HTFS, EAFS, AFS, and S51K
filesystems, each buffer uses 1KB of memory plus a 72-byte header. Hav-
ing an unnecessarily large buffer cache can degrade system performance
because too little space is available for executing processes.

If you are using the DTFS filesystem, buffers are multiples of 512 bytes in
size ranging from 512 bytes to 4KB. The number of buffers in the buffer
cache is not constant in this case and varies with demand.

For optimal performance, you should adjust the number of hash queues
(NHBUF) when you adjust the value of NBUF.

NHBUF

Specifies how many hash queues to allocate for buffer in the buffer cache.
These are used to search for a buffer (given a device number and block
number) rather than have to search through the entire list of buffers. This
value of NHBUF must be a power of 2 ranging between 32 and 524288.
Each hash queue costs 8 bytes of memory. The default value of NHBUF is
0 which sets the number of hash queues automatically:

¢ On single processor machines, NHBUF is set to the power of 2 that is
less than or equal to half the value of NBUF.

¢ On multiprocessor machines, NHBUF is set to the power of 2 that is
greater than or equal to twice the value of NHBUF. This reduces the
likelihood of contention between processors wanting to access the same
hash queue.
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NMPBUF
Number of 4KB pages of memory used for the following types of multi-
physical buffers:

e 16KB scatter-gather buffers (also known as cluster buffers). These are
used to perform transfers of contiguous blocks of data on disk to and
from the buffer cache.

e 4KB transfer buffers. These are used as intermediate storage when mov-
ing data between memory and peripheral devices with controllers that
cannot access memory above 16MB.

¢ 1KB copy request buffers. These are used as intermediate storage when
moving data between the buffer cache and peripheral devices with con-
trollers that cannot access memory above 16MB.

NMPBUF should be set larger than 40 for machines with more than 16MB
of memory and many users. The maximum possible size is 512.

If the value of NMPBUF is set to zero (default), the kernel determines a
suitable value automatically at startup. In this case, it sets the value of
NMPBUF in the range 40 to 64 depending on the amount of available
memory.

PLOWBUFS
Amount of buffer cache that is contained in the first 16MB of RAM. It is
expressed as a percentage, and should be as high as possible if the control-
lers for the peripheral devices (such as the disks) in your system cannot
perform DMA to memory above the first 16MB (24-bit addressing control-
lers). If possible, set PLOWBUFS to 100 to eliminate the need to copy
between buffers above 16MB and the copy buffers (see NMPBUF).

To ascertain if a SCSI host adapter can access memory above the first 16MB
(32-bit addressing), consult the initialization message for its driver in the
file fusr/adm/messages. If the string fts= is followed by one or more charac-
ters including a 4, the controller is 32-bit, otherwise it is 24-bit.

The default value of PLOWBUEFS is 30, and can range between 1 and 100%.
You need only change this parameter if your system has more than 16MB
of RAM.

PUTBUFSZ
Specifies the size of the circular buffer, putbuf, that contains a copy of the
last PUTBUFSZ characters written to the console by the operating system.
The contents of putbuf can be viewed by using crash(ADM). The default
and minimum value is 2000; the maximum is 10000.

NHINODE
Specifies the size of the inode hash table which must be a power of 2. It
ranges from 64 to 8192 with a default value of 128.
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BDFLUSHR

Specifies the rate for the bdflush daemon process to run, checking the need
to write the filesystem buffers to the disk. The range is 1 to 300 seconds.
The value of this parameter must be chosen in conjunction with the value
of NAUTOUP. For example, it is nonsensical to set NAUTOUP to 10 and
BDFLUSHR to 100; some buffers would be marked dirty 10 seconds after
they were written, but would not be written to disk for another 90 seconds.
Choose the values for these two parameters considering how long a dirty
buffer may have to wait to be written to disk and how much disk-writing
activity will occur each time bdflush becomes active. For example, if both
NAUTOUP and BDFLUSHR are set to 40, buffers are 40 to 80 seconds old
when written to disk and the system will sustain a large amount of disk-
writing activity every 40 seconds. If NAUTOUP is set to 10 and BDFLUSHR
is set to 40, buffers are 10 to 50 seconds old when written to disk and the
system sustains a large amount of disk-writing activity every 40 seconds.
Setting NAUTOUP to 40 and BDFLUSHR to 10 means that buffers are 40 to
50 seconds old when written, but the system sustains a smaller amount of
disk writing activity every 10 seconds. With this setting, however, the sys-
tem may devote more overhead time to searching the block lists.

WARNING If the system crashes with BDFLUSHR set to 300 (its max-
imum possible value) then 150 seconds worth of data, on average, will
be lost from the buffer cache. A high value of BDFLUSHR may radically
improve disk I/0 performance but will do so at the risk of significant
data loss.

NAUTOUP

Specifies the buffer age in seconds for automatic filesystem updates. A
system buffer is written to disk when the bdflush daemon process runs
and the buffer has been scheduled for a write for NAUTOUP seconds or
more. This means that not all write buffers will be flushed each time
bdflush runs. This enables a process to perform multiple writes to a buffer
but fewer actual writes to a disk. This is because bdflush will sometimes
run less than NAUTOUP seconds after certain buffers were written to.
These will remain scheduled to be written until the next appropriate flush.

The ratio of writes between physical memory to kernel buffer and buffer to
disk will tend to increase (that is, fewer actual disk writes) if the ratio
between the flush rate BDFLUSHR and NAUTOUP decreases. Specifying a
smaller limit increases system reliability by writing the buffers to disk
more frequently and decreases system performance. Specifying a larger
limit increases system performance at the expense of reliability. The
default value is 10, and ranges between 0 (flush all buffers regardless of
how short a time they were scheduled to be written) and 60 seconds.

Performance Guide



Configuration tools

Buffer cache free list

NOTE This parameter is not tunable using configure(ADM); you must use
the idtune(ADM) command instead as described in “Using idtune to reallo-
cate kernel resources” (page 190).

BFREEMIN

Sets a lower limit on the number of buffers that must remain in the free list.
This allows some (possibly useful) blocks to remain on the free list even
when a large file is accessed. If only BFREEMIN buffers remain on the
freelist, a process requiring one or more buffers may sleep until more
become available. The value of BFREEMIN is usually set to the default and
minimum value of 0; the maximum value is 100. You may see an improve-
ment in the buffer cache read and write hit rates reported by sar -b if you
set the value of BFREEMIN to the smaller of NBUF/10 or 100. Animprove-
ment in performance is most likely on machines that are used primarily for
media copying, uucp transfers, and running other applications that are
both quasi-single-user and access many files.

Processes and paging

The tunable parameters GPGSLO and GPGSHI determine how often the pag-
ing daemon vhand runs. vhand can only run at clock ticks and it is responsi-
ble for freeing up memory when needed by processes. It uses a “least recently
used” algorithm as an approximation of process working sets, and it writes
out pages to disk that are not modified during a defined time period.

GPGSLO
Specifies the low value of free memory pages at which vhand will start
stealing pages from processes. Normally, GPGSLO is tuned to a value that
is about 1/16 of pagable memory. Increase the value to make the vhand
daemon more likely to become active; decrease the value to make it less
likely to become active.

The value of GPGSLO must be a positive whole number greater than or
equal to 0 and less than or equal to 200. Its value must also be less than
that of GPGSHI.

If GPGSLO is too large a fraction of the pages that are available, vhand
becomes active before memory starts to become really short and useful
pages may be paged out. If GPGSLO is too small, the system may run out
of memory altogether between clock ticks. If this happens, the swapper
daemon sched runs to swap whole processes out to disk.

GPGSHI
Specifies the high value of free memory pages at which vhand will stop
stealing pages from processes. Normally GPGSHI is set to a value that is
about 1/10 of pagable memory.
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The value of GPGSHI must be a positive whole number greater than or
equal to 1 and less than or equal to 300. Its value must also be greater than
that of GPGSLO.

If the interval between GPGSLO and GPGSHI is too small, there will be a
tendency for vhand to be constantly active once the number of free pages
first drops below GPGSLO. If the interval is too large, a large amount of
disk activity is required to write pages to disk.

MINARMEM

Threshold value that specifies the minimum amount (in pages) of physical
memory that is available for the text and data segments of user processes.
(Available physical memory for user processes is shown by the command
od -d availrmem in crash(ADM).) The default and minimum is 25; the
maximum is 40 pages.

If there is ever insufficient physical memory available to allocate to
STREAMS or kernel memory allocated resources, an application may fail or
hang, and the system will display the following message on the console:

CONFIG: routine - n resident pages wanted

If you see this message, it is likely that your system has insufficient RAM.

MINASMEM

Threshold value that specifies the minimum size (in pages) that available
virtual memory is allowed to reach. (Available virtual memory is shown
by the command od -d availsmem in crash(ADM).) More swap space or
physical memory must be added to the system if it runs out of virtual
memory. In the case of adding swap space, this can be done dynamically
using swap-to-file. If system performance is still poor because it is swap-
ping or paging out excessively, add more RAM to the system. The default
and minimum is 25; the maximum is 40 pages. If this limit is exceeded, the
following message is displayed on the console:

CONFIG: swapdel - Total swap area too small (MINASMEM = mumber exceeded)

If there is ever insufficient physical memory available to allocate to
STREAMS or kernel memory allocated resources, an application may fail or
hang, and the system will display the following message on the console:

CONFIG: routine - n swappable pages wanted

If you see this message, increasing the value of MINASMEM may help but
it is more likely that your system has insufficient memory or swap space.

MAXSLICE

Specifies in clock ticks the maximum time slice for user processes. After a
process executes for its allocated time slice, that process is suspended. The
operating system then dispatches the highest priority process from the run
queue, and allocates to it MAXSLICE clock ticks. MAXSLICE must be a
value from 25 to 100; the default is 100.
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SPTMAP
Determines the size of the map entry array used for managing kernel vir-
tual address space. The default value is 200; the minimum and maximum
values are 100 and 500.

Memory management parameters

NOTE This group of parameters is not tunable using configure(ADM); you
must use the idtune(ADM) command instead as described in “Using idtune
to reallocate kernel resources” (page 190).

MAXSC
Specifies the maximum number of pages that are swapped out in a single
operation. The default and maximum value is 8.

MAXFC
Maximum number of pages that are added to the free list in a single opera-
tion. The default and maximum value is 8.

TTYs

The following parameters control various data structure sizes and other limits
in character device drivers provided with the operating system.

NCLIST

Specifies the number of character list buffers to allocate. Each buffer con-
tains up to 64 bytes of data. The buffers are dynamically linked to form
input and output queues for the terminal lines and other slow-speed de-
vices. The average number of buffers needed for each terminal is in the
range of 5 to 10. Each entry (buffer space plus header) costs 72 bytes.
When full, input and output characters dealing with terminals are lost,
although echoing continues, and the following message is displayed on
the console:

CONFIG: Out of clists (NCLIST = number exceeded)

The default and minimum value of NCLIST is 120, and the maximum is
16640.

For users logged in over serial lines with speeds up to 9600 bps, the recom-
mended setting of NCLIST is 10 times the maximum number of users that
you expect will log in simultaneously. You should also increase the
TTHOG parameter; this controls the effective maximum size of the raw
input queue for fast serial lines.
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Since each buffer is 64 bytes in size, you should increase NCLIST by
TTHOG divided by 64 and multiplied by the number of fast serial lines, as
shown in the following table:

TTHOG value Increase NCLIST by

2048 32 * number of fast serial lines

4096 64 * number of fast serial lines

8192 128 * number of fast serial lines
TTHOG

Sets the effective size of the raw queue of the tty driver. The default and
minimum value is 256 bytes; the maximum is 8192 bytes. Increasing the
value of this parameter allows more unprocessed characters to be retained
in the tty buffer, which may prevent input characters from being lost if the
system is extremely busy.

If you are using sustained data transfer rates greater than 9600 bps, you
should increase TTHOG to 2048 or 4096 bytes depending on the demands
of the application. You must also increase the value of NCLIST to match
the increased value of TTHOG.

Name cache

The following parameters control the performance of the namei caches that
are used to speed the translation of filenames to inode numbers.

Parameters beginning with HT control the namei cache used with HTFS, EAFS,
and AFS filesystems (all based on the ht filesystem driver).

HTCACHEENTS
Number of name components in the ht namei cache. It must have a value
of between 1 and 4096; the default is 256. The recommended value for
diverse workgroups is to make HTCACHEENTS large, roughly three times
the maximum grown size of the in-core inode table reported by sar -v.

HTHASHQS
Number of hash queues for the ht namei cache. HTHASHQS must be a
prime number between 1 and 8191; the default is 61. The recommended
value of HTHASHQS for diverse workgroups is to make it at least half the
size of HTCACHEENTS.

HTOFBIAS
Determines the bias towards keeping the names of open files in the ht
namei cache. It must have a value of between 1 and 256; the default is 8.
The higher that you make the value of HTOFBIAS, the longer the names
will remain in the cache. A value of 0 means that the names have no spe-
cial caching priority.
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Parameters beginning with DT control the namei cache used with DTFS file-
systems (based on the dt filesystem driver).

DTCACHEENTS
Number of name components in the dt namei cache. It must have a value
of between 1 and 4096; the default is 256. The recommended value for
diverse workgroups is to make DTCACHEENTS large, roughly three times
the maximum grown size of the in-core inode table reported by sar -v.

DTHASHQS
Number of hash queues for the dt namei cache. DTHASHQS must be a
prime number between 1 and 8191; the default is 61. The recommended
value of DTHASHQS for diverse workgroups is to make it at least half the
size of DTCACHEENTS.

DTOFBIAS
Determines the bias towards keeping the names of open files in the dt
namei cache. It must have a value of between 1 and 256; the default is 8.
The higher that you make the value of DTOFBIAS, the longer the names
will remain in the cache. A value of 0 means that the names have no spe-
cial caching priority.

Asynchronous /O

The asynchronous 1/0 feature supports asynchronous 1/0 operations on raw
disk partitions. It must be added to the kernel using the mkdev aio command
for these parameters to have any effect (see aio(HW) for more information).

NAIOPROC
Size of the AIO process table that determines the number of processes that
may be simultaneously performing asynchronous I/0. The range of values
is between 1 and 16; the default is 5. When the AIO process table
overflows, the following message is displayed on the console:

CONFIG: aio_memlock - AIO process table overflow (NAIOPROC = number exceeded)

NAIOREQ
Size of the AIO request table that determines the maximum number of
pending asynchronous I/O requests. The range of values is between 5 and
200; the default is 120. When the AIO request table overflows, the follow-
ing message is displayed on the console:

CONFIG: aio_breakup - AIO request table overflow (NAIOREQ = number exceeded)

NAIOBUF
Size of the AIO buffer table that determines number of asynchronous 1/0
buffers. This should always be set to the same value as NAIOREQ. When
the AIO buffer table overflows, the following message is displayed on the
console:

CONFIG: aio_breakup - AIO buffer table overflow (NAIOBUF = number exceeded)
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NAIOHBUF
Number of internal asynchronous hash queues. The range of values is
between 1 and 50; the default is 25.

NAIOREQPP
Maximum number of asynchronous I/O requests that a single process can
have pending. The default value is 120, meaning that a single process can
potentially exhaust all asynchronous I/O resources. The range of values is
between 30 and 200.

NAIOLOCKTBL
Number of entries in the internal kernel table for asynchronous 1/0 lock
permissions. The range of values is between 5 and 20; the default is 10. If
there are many entries in the /usr/libfaiomemlock file, this value may need to
be increased. When the AIO lock table overflows, the following message is
displayed on the console:

CONFIG: aio_setlockauth - AIO lock table overflow (NAIOLOCKTBL = number exceeded)

Virtual disks

The following parameters control the performance of virtual disk arrays if
these are configured on your system.

VDUNITMAX
The maximum number of virtual disks that can be configured. This
parameter defines the size of several structures used by the vd driver. On
systems where the number of virtual disks is likely to be constant, set
VDUNITMAX equal to the number of virtual disks. The default value is
100; the minimum and maximum values are 5 and 256.

VDJOBS
The maximum number of virtual disk jobs that can exist in the global job

pool. The default value is 200; the minimum and maximum values are 100
and 400.

VDUNITJOBS

The maximum number of job structures and piece pool entries for each
virtual disk in the system. A piece pool entry contains a piece structure for
each disk piece in a virtual disk array. For example, a piece pool entry for
a three-piece RAID 5 array contains three piece structures. Each job struc-
ture is 88 bytes in size. Each piece structure is 84 bytes in size. The default
value of VDUNITJOBS is 100; the minimum and maximum values are 50
and 200.

VDHASHMAX
The size of the hash table used for protecting the integrity of data during
read, modify, and write operations. Each hash table entry requires 24
bytes of memory. The value of VDHASHMAX must be a power of 2; the
minimum and maximum values are 512 and 8192. The default value is
1024.
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VDASYNCPARITY
Controls whether writes to the parity device on RAID 4 and 5 devices are
performed asynchronously. The default is 1 (write asynchronously). If set
to 0, the system waits for all 1/0O to complete.

VDASYNCWRITES
Controls whether writes to the other half of a RAID 1 device (mirror) are
performed asynchronously. The default is 1 (write asynchronously). If set
to 0, the system waits for I/O on both halves of a mirror to complete.

VDASYNCMAX
Sets the maximum number of outstanding asynchronous writes for RAID
1, 4 and 5 configurations in asynchronous mode (that is,
VDASYNCWRITES or VDASYNCPARITY are set to 1). The default value is
20; the minimum and maximum values are 20 and 64.

VDWRITEBACK
Enables write-back caching. This increases the throughput of a virtual
disk by writing data asynchronously during the last phase of a read-
modify-write job. The default value is 0 (do not use write-back caching). If
set to 1, write-back caching is enabled.

WARNING Enabling write-back caching may compromise the integrity of
the data if the system crashes. Use this feature only at your own discre-
tion.

VDRPT
The interval in seconds between error conditions being reported. The
default value is 3600; the minimum and maximum values are 0 and 86400
seconds. If set to 0, errors are only reported when detected.

User and group configuration

The following parameters control resources that are specific to individual
users or groups.

NOFILES
Specifies the maximum number of open files for each process. Unless an
application package recommends that NOFILES be changed, the default
setting should be left unaltered.

The Bourne, C and Korn shells all use three file table entries: standard
input, standard output, and standard error (file descriptors 0, 1, and 2
respectively). This leaves the value of NOFILES minus 3 as the number of
other open files available for each process. If a process requires up to three
more than this number, then the standard files must be closed. This prac-
tice is not recommended and must be used with caution, if at all. If the
configured value of NOFILES is greater than the maximum (11000) or less
than the minimum (60), the configured value is set to the default (110), and
a message is sent to the console.
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Unless an application package recommends that NOFILES be changed, the
default setting should be left as is.

ULIMIT

Specifies in 512-byte blocks the size of the largest file that an ordinary user
can write. The default value is 2097151; that is, the largest file an ordinary
user can write is approximately 1GB (one gigabyte). A lower limit can be
enforced on users by changing the value of ULIMIT in the file
/fetc/default/login; see login(M).

The ULIMIT parameter does not apply to reads; any user can read a file of
any size.

MAXUP

Specifies how many concurrent user processes an ordinary user is allowed
to run. The entry is in the range of 15 to 16000, with a default value of 100
processes. This value should be at least 10% smaller than the value of
MAX_PROC (or the maximum grown size of the process table reported by
sar -v if MAX_PROC is set to 0). This value is determined by the user
identification number, not by the terminal. For example, the more people
that are logged in on the same user identification, the quicker the default
limit would be reached.

MAXUMEM

Maximum size of a process’ virtual address space in 4096-byte pages. The
allowed range of values is between 2560 and 131072; the default is 131072
pages (512MB). If you decrease this value and a process will not start due
to lack of memory, its parent shell reports one of the messages: “Too big”
or “Not enough space”.

NGROUPS

Maximum number of simultaneous supplemental process groups per pro-
cess. The value of NGROUPS can be set to any integral value from 0 to 128;
the default value is 8.

NGROUPS maps to the POSIX.1 runtime value NGROUPS_MAX for which
the minimum value allowed by FIPS is 8. To retain FIPS and XPG4 compli-
ance, you must restrict the value of NGROUPS to be greater than or equal
to 8.

CMASK

The default mask used by umask(S) for file creation. By default this is zero,
meaning that the umask is not set in the kernel. The range of values is
between 0 and 0777. See chmod(C)and umask(C) for an explanation of set-
ting absolute mode file permissions.
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CHOWN_RES
Controls system-wide chown kernel privilege (formally known as the
chown kernel authorization) on all filesystems that set the POSIX.1 con-
stant _POSIX_CHOWN_RESTRICTED (also defined in X/Open CAE Specifi-
cation, System Interfaces and Headers, Issue 4, 1992). See getconf(C) for more
information.

If set, CHOWN_RES prevents all users except root from changing
ownership of files on all filesystems  that support
_POSIX_CHOWN_RESTRICTED. The default value of CHOWN_RES is 0
(not set) which causes the restriction not to be enforced.

You can also use the chown kernel privilege to control users’ privilege to
change file ownership. If chown kernel privilege is removed, some XPG4-
conformant applications may fail if they use interprocess communication
(semaphores, shared memory, and message passing). You should only set
chown kernel privilege in this way if you require C2-level security.

IOV_MAX
Maximum size of the I/O vector (struct iovec) array (number of non-
contiguous buffers) that can be used by the readv(S) (scatter read) and
writev(S) (gather write) system calls. The default value is 512; the mini-
mum and maximum values are 16 and 1024.

Security

The security profile (High, Improved, Traditional, or Low) can be selected as
discussed in “Changing the system security profile” in the System Administra-
tion Guide. The security parameters can be set to modify the behavior of the
security features and to ensure compatibility with utilities that expect tradi-
tional UNIX system behavior. Each of these parameters can be set to 0 (off) or
1 (on).

SECLUID

Controls the enforcement of login user ID (LUID). Under SCO’s implemen-
tation of C2 requirements, every process must have an LUID. This means
that processes that set UIDs or GIDs, such as the printer scheduler
(Ipsched), must have an LUID set when started at system startup in
Jetc/rc2.d/S80lp. This can cause problems with setuid programs. When the
security default is set to a profile other than “High”, enforcement of LUID
is relaxed and setuid programs do not require an LUID to run.
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SECSTOPIO
Controls whether the kernel implements the stopio(S) system call. When
SECSTOPIO is set to 1, the kernel acts on stopio(S) calls; when it is set to 0,
the kernel ignores stopio calls. The stopio system call is used under C2 to
ensure that a device is not held open by another process after it is
reallocated. This means that other processes attempting to access the
same device may be killed.

stopio(S) is used by initcond(ADM), which is called by getty(M) immedi-
ately before starting user interaction and by init(M) immediately after an
interactive session has terminated.

SECCLEARID

Controls the clearing of SUID/SGID bits when a file is written. Under C2
requirements, the set user ID (SUID or setuid) and set group ID (SGID or
setgid) bits on files must be cleared (removed) when a file is written. This
prevents someone from replacing the contents of a setuid binary. This can
cause problems with programs that do not expect this behavior. In the
“Low” security profile, SUID and SGID bits are not cleared when files are
written.

The following table summarizes the initial settings of the security parameters

for each security profile.

Parameter Low Traditional Improved High
SECLUID off off off on
SECSTOPIO off on on on
SECCLEARID off on on on

TTY and console configuration

The multiscreen parameters determine the number of console multiscreens
that can run simultaneously on the system. Each multiscreen requires about 4
to 8KB of memory depending on the number of lines (25 or 43). If you need to
save memory and are not using multiscreens heavily, set NSCRN to 4 and
SCRNMEM to 16 or 32. When you do this, you must also disable(C) mul-
tiscreens 5-12 (tty5 to tty12) or getty will generate warning messages when the
system goes to multiuser mode. NSCRN and SCRNMEM can be set to smaller
values than this if you are sure that you need fewer multiscreens.

TBLNK
Controls the console screen saver feature on VGA consoles (only). It is the
number of seconds before the screen blanks to save wear on the monitor.
TBLNK can have a value of 0 to 32767, with 0 (default) disabling screen
blanking.
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NSCRN
The number of console multiscreens. A value of 0 configures this value at
boot time. The maximum value is 12.

SCRNMEM
Number of 1024-byte blocks used for console screen memory. A value of 0
(the default) configures this value at boot time based on the amount of
memory installed. The range of values is between 9 and 128. Each mul-
tiscreen uses from 4 to 8KB of memory, so when using a non-zero value for
this parameter, make SCRNMEM equal to 4 or 8 times the value of NSCRN.

NSPTTYS

Number of pseudo-ttys on the system. The default value is 16; the mini-
mum and maximum values are 1 and 256. Each NSPTTYS requires 246
bytes of memory. This parameter should only be altered using the mkdev
ptty command which also creates the additional device nodes. Pseudo-
ttys are not related to console multiscreens; they are used for features such
as serial multiscreens mscreen(M), for shell windows, and for remote log-
ins.

NUMXT
Number of layers a subdevice can configure to support bitmapped display
devices such as the BLIT or the AT&T 5620 and 730 terminals. The range of
values is between 1 and 32; the default is 3. When this number is exceeded,
the following message is displayed on the console:
CONFIG: xtinit - Cannot allocate xt link buffers (NUMXT = number exceeded)

Note that the xt driver must have been linked into the kernel using the
mkdev layers command or the Hardware/Kernel Manager in order to use
these display devices.

NUMSXT
Number of shell layers (shl(C)) a subdevice can configure. The range of
values is between 1 and 32; the default is 6.

Note that the sxt driver must have been linked into the kernel using the
mkdev shl command or the Hardware/Kernel Manager in order to use
shell layers.

Filesystem configuration

The following parameters control the configuration of different filesystem

types.

MAXVDEPTH
Maximum number of undeletable (versioned) files allowed in the DTFS
and HTFS filesystems. A value of 0 disables versioning; the maximum
value is 65535. This parameter can be overridden when the filesystem is
mounted.
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MINVTIME
Minimum time before a file is made undeletable (versioned) in the DTFS
and HTFS filesystems. If set to 0, a file is always versioned (as long as
MAXVDEPTH is greater than 0); if set to a value greater than 0, the file is
versioned after it has existed for that number of seconds. The maximum
value is 32767.

This parameter can be overridden when the filesystem is mounted.

ROOTCHKPT
If set to 0, disable checkpointing in a root HTFS filesystem; if set to 1
(default), enable checkpointing.

ROOTLOG
If set to 0, disable transaction intent logging in a root HTFS filesystem; if set
to 1 (default), enable logging.

ROOTSYNC
If set to O (default), disable file synchronization on close on a root DTFS file-
system,; if set to 1, enable synchronization on close.

ROOTNOCOMP
If set to 1, disable compression in a root DTFS filesystem; if set to O
(default), enable compression.

ROOTMAXVDEPTH
Maximum number of undeletable (versioned) files on a root DTFS or HTFS
filesystem. A value of 0 disables versioning.

ROOTMINVTIME
Minimum time before a file is made undeletable (versioned) on a root DTFS
or HTFS filesystem. If set to O, a file is always versioned (as long as -
ROOTMAXVDEPTH is greater than 0); if set to a value greater than 0, the
file is versioned after it has existed for that number of seconds.

DOSNMOUNT
Maximum number of mounted DOS filesystems. The range of values is
between 0 and 25; the default is 4.

DOSNINODE
Maximum number of open inodes for DOS filesystems. The range of
values is between 0 and 300; the default is 40.
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Table limits

The following parameters control the allocation of memory to dynamic kernel
tables.

TBLPAGES
The maximum number of pages of memory for dynamic tables. The range
of values is between 10 and 10000; the default is 0 which means that the
kernel configures the value based on the amount of memory available at
system startup.

TBLDMAPAGES
The maximum number of pages of “dmaable” memory for dynamic tables.
The range of values is between 10 and 1000 pages; the default is 100.

TBLLIMIT
The percentage of TBLPAGES or TBLDMAPAGES to which a single table
may grow. The range of values is between 10 and 100%; the default is 70.

TBLSYSLIMIT
The percentage of memory allowed for dynamic tables if TBLPAGES is set
to 0. The range of values is between 10 and 90%; the default is 25.

TBLMAP
The size of the dynamic table virtual space allocation map. The range of
values is between 50 (default) and 500.

The following parameters control the maximum grown sizes of dynamic ker-
nel tables. If set to 0, the maximum possible size defaults to the value shown
by getconf(C) provided that sufficient TBLPAGES of memory have been allo-
cated. For example, the command getconf KERNEL_MOUNT_MAX dis-
plays the maximum possible size of the mount table.

MAX_DISK
The maximum number of disk drives attached to the system. When the
Diskinfo table overflows, the following message is displayed on the con-
sole:

CONFIG: dk_name - Diskinfo table overflow (MAX_DISK = number exceeded)

The minimum and maximum configurable values of MAX_DISK are 1 and
1024; the default value of 0 means that the kernel determines the number
of disk drives dynamically.

MAX_INODE
Specifies the maximum number of inode table entries that can be allocated.
Each table entry represents an in-core inode that is an active file such as a
current directory, an open file, or a mount point. Pipes, clone drivers,
sockets, semaphores and shared data also use inodes, although they are
not associated with a disk file. The number of entries used depends on the
number of opened files.
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The minimum and maximum configurable values of MAX_INODE are 100
and 64000; the default value of 0 means that the in-core inode table grows
dynamically.

Each open file requires an inode entry in the in-core inode table. If the
inode table is too small, a message similar to the following is displayed on
the console:

CONFIG: routine - Inode table overflow (MAX_INODE = number exceeded)

When the inode table overflows, the specific request is refused. Although
not fatal to the system, inode table overflow may damage the operation of
various spoolers, daemons, the mailer, and other important utilities.
Abnormal results and missing data files are a common result.

If the system consistently displays this error message, use sar -v to evalu-
ate whether your system needs tuning. The inod-sz value shows the num-
ber of inode table entries being used and the number of entries that have
been allocated for use by the table.

MAX_PROC

Specifies the maximum number of process table entries that can be allo-
cated. Each table entry represents an active process. The number of
entries depends on the number of terminal lines available and the number
of processes spawned by each user. If the process table is full, the follow-
ing message appears on the console and in the file /usr/adm/messages:

CONFIG: newproc - Process table overflow (MAX_PROC = mumber exceeded)

The minimum and maximum values of MAX_PROC that can be set are 50
and 16000; the default value is 0 which means that the process table grows
dynamically. The proc-sz values shown by sar -v show how many pro-

cess table entries are being used compared to those that have been dynam-
ically allocated.

MAX_FILE
Specifies the maximum number of open file table entries that can be allo-
cated. Each entry represents an open file.

The minimum and maximum values of MAX_FILE that can be set are 100
and 64000; the default value is 0 which means that the file table grows
dynamically.

When the file table overflows, the following warning message is displayed
on the system console:

CONFIG: falloc - File table overflow (MAX FILE = number exceeded)

This parameter does not control the number of open files per process; see
the description of NOFILES parameter.
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MAX_REGION

Specifies the maximum number of region table entries that can be allo-
cated. Most processes have three regions: text, data, and stack. Additional
regions are needed for each shared memory segment and shared library
(text and data) attached. However, the region table entry for the text of a
“shared text” program is shared by all processes executing that program.
Each shared-memory segment attached to one or more processes uses
another region table entry.

The minimum and maximum values of MAX_REGION that can be set are
500 and 160000; the default value is 0 which means that the region table
grows dynamically.

If you do configure MAX_REGION, as a general rule you should set its
value to slightly more than three times greater than MAX_PROC. When
the region table overflows, the following message is displayed on the con-
sole:

CONFIG: allocreg - Region table overflow (MAX REGION = number exceeded)

MAX_MOUNT
Specifies the maximum number of mount table entries that can be allo-
cated. Each entry represents a mounted filesystem. The root filesystem (/) is
always the first entry. When full, the mount(S) system call returns the
EBUSY error code.

The minimum and maximum values of MAX_MOUNT that can be config-
ured are 4 and 4096; the default value of 0 means that the kernel grows the
size of the mount table dynamically.

MAX_FLCKREC
Specifies the maximum number of lock table entries that can be allocated.
This determines the number of file regions that can be locked by the sys-
tem. The “lock-sz” value reported by sar -v shows the number of entries
that are being used in comparison to the number that have been allocated.

The minimum and maximum values of MAX_FLCKREC that can be config-
ured are 50 and 16000; the default value is 0 which means that the kernel
grows the size of the record lock table dynamically according to the needs
of the applications running on your system.

STREAMS

STREAMS is a facility for UNIX system communication services. It supports
the implementation of services ranging from complete networking protocol
suites (such as TCP/IP and IPX/SPX) to individual device drivers. STREAMS
defines standard interfaces for character 1/0. The associated mechanism is
simple and open-ended, consisting of a set of system calls, kernel resources
and kernel routines.
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STREAMS use system resources that are limited by values defined in kernel
configuration modules. Depending on the demand that you and other system
users place on these resources, your system could run out of STREAMS
resources if you do not first reset the allocations in the kernel configuration
modules.

Running out of some STREAMS resources (such as those controlled by the
NSTREAM parameter) generates kernel configuration error messages.
STREAMS message buffers are dynamically allocated from memory up to a
limit set by the value of the kernel parameter NSTRPAGES. This parameter
sets the maximum number of pages of physical memory that can be dynami-
cally allocated for use by STREAMS.

Before changing the STREAMS parameters NSTREAM or NSTRPAGES, you
should check the current usage of STREAMS resources using the strstat com-
mand of the crash(ADM) utility or netstat(TC) with the -m option.

The following tunable parameters are associated with STREAMS processing;:

NSTREAM

Number of stream head (stdata and estdata) data structures configured.
One of each structure is needed for each stream opened, including both
streams currently open from user processes and streams linked under
multiplexers. The allowed range of values is between 1 and 512; the
default is 32. The recommended configuration value is highly
application-dependent, but a value of 256 usually suffices on a computer
for running a single transport provider with moderate traffic. On Open
Desktop, each X client also uses a pair of stdata and a pair of estdata
structures. You should set NSTREAM to at least 256 on systems that are
running X clients. When the number of stream head structures is
exceeded, the following message is displayed on the console:

CONFIG: stropen - Out of streams (NSTREAM = n exceeded)

NSTRPAGES
The maximum number of pages of virtual memory that can be allocated
dynamically for use by STREAMS message buffers. The allowed range of
values is between 0 and 8000 pages; the default is 500.

If NSTRPAGES pages of virtual memory are not available when STREAMS
are initialized at startup, the system displays the following message on the
console for each STREAMS table that is affected:

CONFIG: strinit - Cannot alloc STREAMS name table \
(NSTRPAGES = 1 too big)
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If more buffers are requested than there are available pages of physical
memory to create them, the system displays the following message on the
console:

CONFIG: allocb - Out of streams memory (NSTRPAGES = # exceeded)

Extra memory is allocated temporarily for high priority buffers only. The
system will then try to reduce STREAMS memory usage until it is less than
NSTRPAGES.

NOTE Memory used by STREAMS for buffers is fully dynamic; memory
can be freed as well as allocated.

The value of NSTRPAGES does not affect the size of the kernel at system
startup although the size of the kernel will grow and shrink over time as
pages of memory are allocated for use by STREAMS and subsequently
released.

STRSPLITFRAC

Sets the percentage of NSTRPAGES above which the system tries to create
buffers by splitting larger buffers that are on the free list. Below this limit,
the system tries to allocate new pages of memory to create the buffers.
STRSPLITFRAC can range between between 50 and 100 (percent); the
defauit is 80. If you set STRSPLITFRAC lower than this, the system will use
less memory for STREAMS but the memory that is used will tend to
become fragmented and the kernel will require more CPU time to manage
it.

NSTREVENT

Initial number of stream event structures configured. Stream event cells
are used for recording process-specific information in the poll system call.
They are also used in the implementation of the STREAMS I_SETSIG ioctl
and in the kernel bufcall mechanism. A rough minimum value to config-
ure would be the expected number of processes to be simultaneously
using poll times the expected number of STREAMS being polled for each
process, plus the expected number of processes expected to be using
STREAMS concurrently. The default and minimum value is 256; the max-
imum is 512. Note that this number is not necessarily a hard upper limit
on the number of event cells that are available on the system (see MAX-
SEPGCNT).
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MAXSEPGCNT

The maximum (4KB) page count for stream events. If this value is 0 (mini-
mum), only the amount defined by NSTREVENT is available for use. If the
value is not 0 and if the kernel runs out of event cells, it will under some
circumstances attempt to allocate an extra page of memory from which
new event cells can be created. MAXSEPGCNT places a limit on the num-
ber of pages that can be allocated for this purpose. Once a page is allo-
cated for event cells, however, it cannot be recovered later for use else-
where. The default value is 1 and the maximum 32.

STRMSGSZ
Maximum allowable size of the data portion of any STREAMS message.
This should usually be set just large enough to accommodate the max-
imum packet size restrictions of the configured STREAMS modules. If it is
larger than necessary, a single write or putmsg can consume an inordinate
number of message headers. The range of values is between 4096 and
524288; the default value of 16384 is sufficient for existing applications.

NUMSP
Determines the number of STREAMS pipe devices (/dev/spx, see spx(HW))
supported by the system. The default value is 64; the maximum and mini-
mum values are 1 and 256. Administrators do not normally need to
modify this parameter unless certain applications state that they require it.

NUMTIM
Maximum number of timod(M) STREAMS modules that can be pushed by
the Transport Layer Interface (TLI) onto a stream head. This parameter
limits the number of streams that can be opened. The default value is 16
but various protocol stacks (for example, TCP, LMU, or NETBIOS) may
require its value to be set to 32, 64, or 128. Administrators do not normally
need to modify this parameter.

NUMTRW

Maximum number of timod(M) STREAMS modules that can be pushed by
the Transport Layer Interface (TLI) onto a stream head in order that the
stream will accept read(S) and write(S) system calls. This parameter
effectively limits the number of streams onto which the module can be
pushed. The default value is 16 but various protocol stacks (for example,
TCP, LMU, or NETBIOS) may require its value to be set to 32, 64, or 128.
Administrators do not normally need to modify this parameter.

See “STREAMS parameters” (page 213) for a description of the STREAMS pa-
rameters that can only be tuned using idtune(ADM).
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STREAMS parameters

NOTE This group of parameters is not tunable using configure(ADM); you
must use the idtune(ADM) command instead as described in “Using idtune
to reallocate kernel resources” (page 190).

NMUXLINK
Number of stream multiplexer links configured. One link structure is
required for each active multiplexer link (STREAMS I_LINK ioctl) in net-
working protocol stacks such as those used to implement TCP/IP and NFS.
Each PPP link also requires such a structure. The number needed is
application-dependent; the default value is 192. The minimum and max-
imum configurable values are 1 and 4096.

NSTRPUSH
Maximum number of modules that may be pushed onto a stream. This
prevents an errant user process from consuming all of the available queues
on a single stream. The default possible value is 9. In practice, applica-
tions usually push at most four modules onto a stream.

NLOG
Number of minor devices to be configured for the log driver; the active
minor devices are 0 through (NLOG-1). The only value of 3 services an
error logger (strerr) and a trace command (strace), with one left over for
miscellaneous usage.

STRCTLSZ
Maximum allowable size of the control portion of any STREAMS message.
The control portion of a putmsg message is not subject to the constraints
of the minimum /maximum packet size, so the value entered here is the
only way of providing a limit for the control part of a message. The only
possible value of 1024 is more than sufficient for existing applications.

Message queues

The following tunable parameters are associated with interprocess communi-
cation message queues:

MSGMAP
Specifies the number of entries in the memory map for messages. An
entry in the message map table says that MSGSEG / MSGMAP memory
segments are free at a particular address.
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MSGMAP measures how fragmented you expect your map to get. Its
value can be small if you always send a few large messages, or it can be
large if you send a lot of small messages. The suggested value for
MSGMAP is approximately half the value of MSGSEG; this allocates two
message segments per map entry. If the value of MSGMAP is set equal to
MSGSEG, long messages may become totally fragmented with their com-
ponent segments being randomly scattered across the map.

Do not set MSGMAP to a value greater than that of MSGSEG. The range of
configurable values is from 4 to 32768; the default value is 512. Each entry
costs 8 bytes.

MSGMAX

Maximum size of a message in bytes. The minimum value is 128, the
default value is 8192 bytes, and the maximum possible size the kernel can
process is 32767 bytes.

MSGMNB

Maximum number of bytes of memory that all the messages in any one
message queue can occupy. The default value is 8192; the maximum and
minimum values are 128 bytes and 65532 bytes.

MSGSEG

Number of MSGSSZ segments of memory allocated at kernel startup for
holding messages. Therefore a total of MSGSEG*MSGSSZ bytes of mem-
ory are allocated for messages.

NOTE The amount of memory allocated for messages must not exceed
128KB.

If MSGSEG is set at 0, then the kernel will auto-configure the values of
MSGSEG, MSGMAX, and MSGMNB. For most memory configurations,
MSGSEG is set to 1024, and MSGMAX and MSGMNB are both set to
MSGSEG*MSGSSZ.

The IPC_NOWAIT flag can be passed into many of the msg system calls. If
this flag is passed, then the system calls will fail immediately if there is no
space for a message. If this flag is not passed, then the system calls will
sleep until there is room for the message.
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To determine adequate values for each of the parameters, compute the
maximum size and number of messages desired, and allocate that amount
of space. For example, if the system will have at most 40 messages of 1KB
each pending, then MSGTQL should be set to 40, and MSGSEG is com-
puted as:

e 40 messages of 1K each = 40KB total message space.

¢ Divide total message space by MSGSSZ to get MSGSEG. If MSGSSZ=8
bytes, then MSGSEG = 40%1024/8 = 5120.

The default value of MSGSEG is 1024; the minimum and maximum values
are 32 and 32768.

See “Message queue parameters” (this page) for a description of the message
queue parameters that can only be tuned using idtune(ADM).

Message queue parameters

The following parameters are associated with System V IPC message queues.

NOTE This group of parameters is not tunable using configure(ADM); you
must use the idtune(ADM) command instead as described in “Using idtune
to reallocate kernel resources” (page 190).

MSGMNI
Maximum number of different message queues allowed system-wide. The
default value of MSGTQL is 50; the minimum and maximum values are 1
and 1024. You should not normally need to adjust the value of this param-
eter.

MSGTQL
Number of system message headers that can be stored by the kernel; that
is, the maximum number of unread messages at any given time. Each
header costs 12 bytes. The default value of MSGTQL is 1024; the minimum
and maximum values are 32 and 16383. You should not normally need to
adjust the value of this parameter unless an application needs a large
number of messages.

MSGSSZ
Size in bytes of the memory segment used for storing a message in a mes-
sage queue.

A message that is shorter than a whole number multiple of memory seg-
ments will waste some bytes. For example, an 18-byte message requires
three message segments if MSGSSZ is set to 8 bytes. In this case, 6 bytes of
memory are unused, and unusable by other messages.

The product of the values of MSGSSZ and MSGSEG determines the total
amount of data that can be present in all message queues on a system. This
product should not be greater than 128KB.
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The default value of MSGSSZ is 8 bytes; the minimum and maximum
values are 4 bytes and 4096 bytes. The configured value of MSGSSZ must
be divisible by 4. You should not normally need to adjust the value of this
parameter.

Event queues
The following parameters control the configuration of the event queues.

EVQUEUES
Maximum number of open event queues systemwide. Each EVQUEUES
costs 88 + (2 * EVDEVSPERQ) bytes of memory. The range of values is
between 1 and 256; the default is 8.

EVDEVS
Maximum number of devices attached to event queues systemwide. Each
EVDEVS costs 48 bytes of memory. The range of values is between 1 and
256; the default is 16. When the event table overflows, the following mes-
sage is displayed on the console:

CONFIG: event - Event table full (EVDEVS = number exceeded)

EVDEVSPERQ
Maximum number of devices for each event queue. The range of values is
between 1 and 16; the default is 3. When the event channel overflows, the
following message is displayed on the console:

CONFIG: event - Event charmnel full (EVDEVSPERQ = number exceeded)

Semaphores

The following tunable parameters are associated with interprocess communi-
cation semaphores:

SEMMAP
Size of the control map used to manage semaphore sets. The default and
minimum value is 10; the maximum is 100. Each entry costs 8 bytes.

SEMMNI
Number of semaphore identifiers in the kernel. This is the number of
unique semaphore sets that can be active at any given time. The default
and minimum value is 10; the maximum is 300. Each entry costs 32 bytes.

SEMMNU
Number of semaphore undo structures in the system. The size is equal to
8*(SEMUME + 2) bytes. See “Semaphore parameters” (page 217) for a
definition of SEMUME. The range of values is between 10 and 100; the
default is 30.
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XSEMMAX
Size of the XENIX® semaphore table that determines the maximum number
of XENIX semaphores allowed systemwide. The minimum value for
XSEMMAX is 20, the maximum value is 90, and the default value is 60.
When the XENIX semaphore table overflows, the following message is dis-
played on the console:

CONFIG: xsem alloc - XENIX semaphore table overflow (XSEMMAX = number exceeded)

See “Semaphore parameters” (this page) for a description of the semaphore
parameters that can only be tuned using idtune(ADM).

Semaphore parameters

NOTE This group of parameters is not tunable using configure(ADM); you
must use the idtune(ADM) command instead as described in “Using idtune
to reallocate kernel resources” (page 190).

SEM_NSEMS_MAX
Maximum number of POSIX.1b semaphores available for use on the system
(provided by the SUDS library). The default value is 100; the minimum
and maximum configurable values are 1 and 255 respectively.

The following parameters are associated with System V IPC semaphores only:

SEMMSL
Maximum number of semaphores for each semaphore identifier. The
default and minimum value is 25; the maximum value is 60.

SEMOFPM
Maximum number of semaphore operations that can be executed for each
semop(S) call. The default value is 10; each entry costs 8 bytes.

SEMUME
Number of undo entries for each process. The default value is 10.

SEMVMX
Maximum value a semaphore can have. The default value is 32767.

SEMAEM
Maximum value for adjustment on exit, alias semadj. This value is used
when a semaphore value becomes greater than or equal to the absolute
value of semop, unless the program has set its own value. The default
value is 16384.

SEMMNS
Number of semaphores in the system. The default and minimum value is
60; the maximum value is 300. Each entry costs 8 bytes.
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Shared memory

The following tunable parameters are associated with interprocess communi-
cation shared memory:

SHMMAX
Maximum shared-memory segment size. The range of values is between
131072 and 80530637 bytes; the default value is 524288 bytes.

SHMMIN
Minimum shared-memory segment size. The default value is 1 byte.

XSDSEGS
Maximum number of XENIX special shared-data segments allowed system
wide. The range of values is between 1 and 150; the default is 25. When
the XENIX shared data table overflows, the following message is displayed
on the console:

CONFIG: xsd_alloc - XENIX shared data table overflow (XSDSEGS = number exceeded)

XSDSLOTS
Number of slots for each XENIX shared data segment. The maximum
number of XENIX special shared data segment attachments system wide is
XSDSEGS#XSDSLOTS. The range of values is between 1 and 10; the
default is 3.

See “Shared memory parameters” (this page) for a description of the shared
memory parameters that can only be tuned using idtune(ADM).

Shared memory parameters

NOTE The following parameter is not tunable using configure(ADM); you
must use the idtune(ADM) command instead as described in “Using idtune
to reallocate kernel resources” (page 190).

SHMMNI
Maximum number of shared-memory identifiers systemwide. The mini-
mum and default value is 100; the maximum is 2000. Each entry costs 52
bytes.
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Miscellaneous system parameters

The following parameters control the size of the configuration string buffer,
and the size of the kernel profiler symbol table.

MAX_CFGSIZE
Maximum size of configuration information saved by the tab(HW) driver.
This is the maximum size of information available using /dev/string/cfg as
described on the string(M) manual page. If this limit is exceeded, the fol-
lowing message is displayed on the console:

CONFIG: string: Configuration buffer full (MAX_CFGSIZE = number exceeded)
MAX_CFGSIZE ranges from 256 to 32768 bytes; the default is 1024 bytes.

PRFMAX
Sets the maximum number of text symbols that the kernel profiler, fdev/prf,
can properly process. The range of values is between 2048 and 8192; the
default is 4500. See profiler(ADM) for information about the kernel profiler.

System parameters

NOTE This group of parameters is not tunable using configure(ADM); you
must use the idtune(ADM) command instead as described in “Using idtune
to reallocate kernel resources” (page 190).

NODE
System name. The value of NODE must not be greater than eight charac-
ters. The default value is “scosysv”.

TIMEZONE
Specifies the timezone in units of minutes different from Greenwich Mean
Time (GMT). Note that the value specifies the system default timezone and
not the value of the TZ environment variable. TIMEZONE can have a
value from -1440 (east of GMT) to 1440 (west of GMT); the default is 480.

DSTFLAG
Specifies the dstflag described for the ctime(S) system call. A value of 1
indicates Daylight Savings Time applies locally, zero is used otherwise.

KDBSYMSIZE
Size of the kernel debugger symbol table in bytes. (This parameter is only
useful if a debugger is linked into the kernel.) It must have a value of
between 50000 and 500000; the default is 300000.

NCPYRIGHT
Defines the maximum number of strings used to store some vendor driver
copyright messages that may be displayed on the console when the system
is booted. Modifying this parameter is unlikely to affect the display of
most copyright messages.
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Miscellaneous device drivers and hardware parameters

The following parameters control the configuration of various device drivers
and hardware behavior.

CTBUFSIZE
Size of the tape buffer in kilobytes. This static buffer is allocated by the
QIC-02 cartridge tape device driver (ct) when it is initialized at system
startup. This parameter should have a value of between 32 and 256. Set
this parameter to 0 if the ct driver is linked into the kernel but you either
do not have or do not use a cartridge tape drive. The following are values
that this parameter can take in various circumstances:

32KB
bare minimum: this is insufficient to stream

64KB
minimum to allow streaming (good for systems with little memory) or
little tape use (if tape I/0O performance is not critical)

96KB
reduce to this at first if the default uses too much memory

128KB
default: this offers good tradeoff performance between 1/0 and mem-
ory

192KB
increase to this at first if the default provides poor 1/0 performance

256KB
maximum size

NOTE The SCSI tape device driver (Stp) allocates a statically configured
128KB buffer for each device which is not controlled by this parameter.
All SCSI tape drives including SCSI cartridge tape drives use the Stp
driver.

SDSKOUT
Maximum number of simultaneous requests that can be queued for each
SCSI disk. The SCSI disk driver (Sdsk) will sleep if no request blocks are
available. The default value of this parameter is 4; the minimum and max-
imum values are 1 and 256. You should set SDSKOUT higher if the -S
option to sar(ADM) (or mpsar(ADM) for SMP) reports that the system is
running out of request blocks.
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DMAEXCL
Specifies whether simultaneous DMA requests are allowed. Some comput-
ers have DMA chips that malfunction when more than one allocated chan-
nel is used simultaneously. DMAEXCL is set to 0 by default to allow
simultaneous DMA on multiple channels. Set its value to 1 if this causes a
problem.

KBTYPE
Determines the logical character protocol used between the keyboard and
the keyboard driver. This tunable is set by default to 0 for XT scancodes
and is recommended; a value of 1 specifies AT scancodes which are recog-
nized by the console driver but not by the X server or by DOS emulators.
All AT-compatible keyboards support both modes.

VGA_PLASMA
Set to 1 if an IBM® PS/2® model P70 or P75 VGA plasma display is present;
set to 0 (default) if not.

NSHINTR
Maximum number of devices sharing the same interrupt vector. This has
a default value of 8; the minimum and maximum values are 2 and 20. You
should not normally need to modify this parameter.

DO387CR3

Controls the setting of high-order bits of Control Register 3 (CR3) when an
80387™ math coprocessor is installed. Because of design defects in early
versions of the Intel® 80387™ chip (B1 stepping), this math coprocessor
may not operate correctly in some computers. The problem causes a CPU
to hang when DMA, paging, or coprocessor accesses occur. You can work
around this problem by changing the DO387CR3 parameter from the
default value of 0 (switched off) to 1.

WARNING Do not set this parameter to 1 on 80486™ or Pentium™ ma-
chines.

DOWPCRO
If set, the kernel uses the write protection bit in Control Register 0 (CR0) to
enable write protection in kernel mode. The default value is 1 which sets
this parameter. This parameter is effectively disabled on machines which
contain one or more 80386™ CPUs which do not support this feature.

MODE_SELECT
No effect. Mode-select checking on parallel (printer) ports can be adjusted
on a per-printer basis using the pa_tune[] array defined in <sys/paconf.h>
and documented in the file /fetc/conffpack.d/pa/space.c.
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Hardware and device driver parameters

NOTE This group of parameters is not tunable using configure(ADM); you
must use the idtune(ADM) command instead as described in “Using idtune
to reallocate kernel resources” (page 190).

NAHACCB
Number of mailboxes available for the Adaptec 154X/164X host adapter
driver to talk to other Adaptec hardware. The higher the number, the less
likely it is that the driver has to sleep. It is not normally necessary to
modify this parameter.

NEMAP
Specifies the maximum number of mapchan(M) I/0 translation mappings
that can be in effect at the same time. The default value of this parameter
is 10.

NKDVTTY
Number of virtual terminals (8) supported by the console keyboard driver.
Administrators should not modify this parameter.

Boot load extension parameters

NOTE This group of parameters is not tunable using configure(ADM); you
must use the idtune(ADM) command instead as described in “Using idtune
to reallocate kernel resources” (page 190).

EXTRA_NDEV
Number of extra device slots in fmodsw[], io_init[}, and ie...[]. It -
defines the number of slots reserved in the device driver tables for Boot
Time Loadable Drivers (BTLDs).

EXTRA_NEVENT
Number of extra event slots. It defines the number of slots reserved in the
event driver tables for BTLDs.

EXTRA_NFILSYS
Number of extra types of filesystem. It defines the number of extra types
of filesystem that can be loaded using BTLDs.

MAX_BDEV
Maximum number of block devices (bdevent is at least this value). It
defines the minimum number of entries in bdevsw([], the block device
switch table.

MAX_CDEV
Maximum number of character devices (cdevent is at least this value). It
defines the minimum number of entries in cdevsw[], the character device
switch table.
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LAN Manager Client Filesystem parameters

NOTE The LAN Manager Client Filesystem (LMCFS) adds several kernel pa-
rameters to the mtune file that are not tunable using configure(ADM); you
must use the idtune(ADM) command instead as described in “Using idtune
to reallocate kernel resources” (page 190).

LMCFS_BUF_SZ
Determines the maximum amount of data that LMCFS can transmit or
receive in a single network packet. The default value is 4096 bytes.

LMCFS_LMINUM _
Controls the number of allocatable inodes. The default value is 150; the
maximum value is 600. Set this value higher if users have many LMCFS
files open simultaneously.

LMCFS_NUM_BUF
Sets the number of server message block (SMB) data buffers used by
LMCFS. The default value is 256; the maximum value is 8192. The size of
each buffer is determined by LMCFS_BUF_SZ.

LMCFS_NUM_REQ
Constrains the number of simultaneous SMB requests that can be made on
the network. The default value is 64; the maximum value is 1024. This
parameter should be set to at least one quarter of the value of
LMCFS_NUM_BUF.

Examining and changing configuration-dependent values

getconf allows you to inspect the values of configuration-dependent variables
for various standards, and the values of dynamic kernel table parameters.
Below is an example of the use of getconf:

$ getconf NZERO
20

$ getconf CLK_TCK
100

This indicates that the default process priority on the system is 20 and the sys-
tem clock runs at 100 ticks per second.
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Path variables, such as NAME_MAX which defines the maximum filename
length, depend on the filesystem type and therefore the pathname. These
examples show the values of NAME_MAX for an HTFS and a XENIX file-
system:

# getconf NAME_MAX /hifs_filesystem
255

# getconf NaME MAX /xenix_filesystem
14

For a complete list of the variable names to use with the command see
getconf(C).

If you are logged in as root, you can use the setconf(ADM) command to
change a subset of the configuration dependent parameters. Using setconf,
you can increase the current size of the dynamic kernel tables or decrease
their maximum possible size. You can also dynamically increase the number
of character buffers available for use by the serial driver, for example:

setconf KERNEL_CLISTS 1024

The maximum possible number of such buffers that you can allocate is con-
trolled by the KERNEL_CLISTS_MAX parameter.

NOTE Any change that you make using setconf remains in force only until
the system is next rebooted. Use the Hardware/Kernel Manager or config-
ure to make the change permanent.
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Configuring TCP/IP tunable parameters

You can adjust the configuration parameters for TCP/IP using the
ifconfig(ADMN) and inconfig(ADMN) utilities as described in the following
sections:

e “Using ifconfig to change parameters for a network card” (this page)
e “Using inconfig to change global TCP/IP parameters” (page 226)
If you need to change STREAMS resources, you must use the configure(ADM)

command as described in “Using configure to change kernel resources” (page
189).

Using ifconfig to change parameters for a network card

You can use the ifconfig(ADMN) command to reconfigure performance pa-
rameters for a single network interface. If you wish to make this change per-
manent you must edit the entry for the interface in the /etc/tcp script.

'The metric, onepacket, and perf parameters affect performance.

metric can be used to artificially raise the routing metric of the interface used
by the routing daemon, routed(ADMN). This has the effect of making a route
using this interface less favorable. For example, to set the metric for the sme0
interface to 10, enter:

letc/ifconfig sme0 inet metric 10

onepacket enables one-packet at a time operation for interfaces with small
buffers that are unable to handle continuous streams of back-to-back packets.
This parameter takes two arguments that allow you to define a small packet
size, and the number of these that you will permit in the receive window.
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Using

This deals with TCP/IP implementations that can send more than one packet
within the window size for the connection. Set the small packet size and
count to zero if you are not interested in detecting small packets. For example,
to set one-packet mode with a small packet threshold of one small packet of
512 bytes on the e3A0 interface, enter:

letc/ifconfig e3A0 inet onepacket 512 1
To turn off one-packet mode for this interface, enter:
letc/ifconfig e3A0 inet -onepacket

perf allows you to tune performance parameters on a per-interface basis. The
arguments to perf specify the receive and send window sizes in bytes, and
whether TCP should restrict the data in a segment to a multiple of 1KB (a
value of 0 restricts; 1 uses the full segment size).

The following example sets the receive and send window size to 4KB, and
uses the maximum 1464-byte data size available in an Ethernet frame:

letc/ifconfig sme0 inet perf 4096 4096 1

NOTE Segment truncation does not change the size of the Ethernet frame;
this is fixed at 1530 bytes.

inconfig to change global TCPAP parameters

226

As root, you can use the inconfig({ADMN) command to change the global
default TCP/IP configuration values.

NOTE Any global performance parameters that you set using inconfig are
overridden by per-interface values specified using ifconfig.

For example, to enable forwarding of IP packets, you would enter:
inconfig ipforwarding 1

inconfig updates the values of the parameters defined in /etc/default/inet and
those in use by the currently executing kernel. You do not need to reboot your
system for these changes to take effect; inconfig dynamically updates the ker-
nel with the changes you specify. Before doing so, it verifies that the values
you input are valid. If they are not, the current values of the parameters are
retained.

See “TCP/IP parameters” (page 227) for a description of the TCP/IP parame-
ters that you can tune using inconfig.
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The parameters that control the operation of TCP/IP are defined in the file
fetc/default/inet.

The parameters are grouped according to function:

e “Address Resolution Protocol (ARP) parameters” (this page)

e “Asynchronous half-duplex (ASYH) line connection parameters” (page 228)
o “Internet Control Message Protocol (ICMP) parameters” (page 228)

¢ “Internet Group Management Protocol (IGMP) parameters” (page 229)

e “Configuring the in-kernel network terminal (IKNT) driver” (page 229)

e “Internet Protocol (IP) parameters” (page 229)

e “Message block control logging (MBCL) parameters” (page 232)

e “NetBIOS parameters” (page 232)

e “Transmission Control Protocol (TCP) parameters” (page 232)

e “User Datagram Protocol (UDP) parameters” (page 234)

You should read the description for a parameter before you change it using
inconfig(ADMN) as described in “Using inconfig to change global TCP/IP

parameters” (page 226). The default values of the parameters are configured
to work efficiently in most situations.

NOTE Never edit the settings for these parameters in the file /fetc/default/inet;
always use inconfig to change them.

Address Resolution Protocol (ARP) parameters

The following parameters control the behavior of the Address Resolution Pro-
tocol (ARP).

arpprintfs
Controls logging of warnings from the kernel ARP driver. These are dis-
played on the console. If set to O (the default), debugging information is
not displayed.

arp_maxretries
Sets the maximum number of retries for the address resolution protocol
(ARP) before it gives up. The default value is 5; the minimum and max-
imum configurable values are 1 and 128.
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arpt_down
Sets the time to hold onto an incomplete ARP cache entry if ARP lookup
fails. The default value is 20 seconds; the minimum and maximum
configurable values are 1 and 600 seconds.

arpt_keep
Sets the time to keep a valid entry in the ARP cache. The default value is
1200 seconds; the minimum and maximum configurable values are 1 and
2400 seconds.

arpt_prune
Sets the interval between scanning the ARP table for stale entries. The
default value is 300 seconds; the minimum and maximum configurable
values are 1 and 1800 seconds.

The number of ARP units is controlled by the value of the defined constant
ARP_UNITS.

Asynchronous half-duplex (ASYH) line connection parameters

The following parameter controls the behavior of asynchronous half-duplex
(ASYH) line connections used by PPP.

ahdlemtu
Sets the maximum transmission unit (MTU) for an asynchronous PPP link.
This is normally set on a per-system basis in the /etc/ppphosts file — if not
defined there, this value is used.

The default value of ahdlemtu is 296 bytes; the minimum and maximum
configurable values are 128 and 2048 bytes.

Internet Control Message Protocol (ICMP) parameters

The following parameters control the behavior of the Internet Control Mes-
sage Protocol (ICMP).

icmp_answermask
If set to 1, the system will respond to ICMP subnet mask request messages.
This variable must be set to 1 to support diskless workstations. The
default value is 0, do not respond, as specified in RFC 1122.

icmpprintfs
Controls logging of warnings from the kernel ICMP driver. These are dis-

played on the console. If set to O (the default), debugging information is
not displayed.
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The following parameter controls the behavior of the Internet Group Manage-
ment Protocol (IGMP).

igmpprintfs
Controls logging of warnings from the kernel IGMP driver. These are dis-
played on the console. If set to 0 (the default), debugging information is
not displayed.

Configuring the in-kernel network terminal (IKNT) driver

The number of IKNT driver units is determined by the number of pseudo-ttys
configured on the system. Use mkdev ptty to tune the number of pseudo-

ttys.

Internet Protocol (IP) parameters

The following parameters control the behavior of the Internet Protocol (IP).
The number of interfaces supported by IP is dynamic and does not need tun-
ing.

NOTE The value of the parameters in_fullsize, in_recvspace, and
in_sendspace affect the systemwide interface defaults. Their values may be
overridden on a per-interface basis by ifconfig(ADMN). This allows you to
mix fast and slow network hardware on the same system with optimal per-
formance parameters defined for each interface.

in_fullsize
Controls the systemwide default TCP behavior for attempting to negotiate
the use of full-sized segments. If set to 1 (the default), TCP attempts to use
a segment size equal to the interface MTU minus the size of the TCP/IP
headers. If set to 0, TCP rounds the segment size down to the nearest
power of 2.

in_loglimit
Controls how many bytes of the error packet to display when debugging.
Note that the appropriate xxxprintfs parameter (such as tcpprintfs) must
be set to a non-zero value to enable logging. The default value is 64. The
minimum and maximum configurable values are 1 and 255.
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in_recvspace

Sets the systemwide default size of the TCP/IP receive window in bytes.
The default value is 4096 bytes. The minimum and maximum
configurable values are 2048 and 65535 bytes.

in_sendspace

Sets the systemwide default size of the TCP/IP send window in bytes. This
should be at least as large as the loopback MTU. The default value is 8192
bytes. The minimum and maximum configurable values are 2048 and
65535 bytes.

ip_checkbroadaddr

Controls whether IP validates broadcast addresses. If set to 1 (the default
as specified in RFC 1122), IP discards non-broadcast packets sent to a link-
level broadcast address. In the unlikely event that a data-link driver does
not support this, packets may be discarded erroneously. If the netstat -sp
ip command shows that many packets cannot be forwarded, set this
parameter to 0 to turn off checking.

ip_dirbroadcast

If set to 1 (the default), allows receipt of broadcast packets only if they
match one of the broadcast addresses configured for the interface upon
which the packet was received. If set to 0, allows receipt of broadcast
packets that match any configured broadcast address.

ip_perform_pmtu

IP performs Path MTU (PMTU) discovery as specified in RFC 1191 if set to 1
(the default). This causes IP to send packets with the “do not fragment” bit
set so that routers will generate “Fragmentation Required” messages. If
this causes interoperability problems, a value of 0 disables PMTU.

If you disable PMTU, you should also set tcp_offer_big mss (described in
“Transmission Control Protocol (TCP) parameters” (page 232)) to 0.

ip_pmtu_decrease_age

Controls how many seconds IP will wait (while performing PMTU) after
decreasing an MTU estimate before it starts raising it. The default value is
600 seconds. The maximum configurable value is 32667. If set to
OxEEffEEEE, the estimate is never raised; this is useful if there is only one
path out of your local network and its MTU is known to be constant.

ip_pmtu_increase_age

Sets the number of seconds between increasing the MTU estimate for a
destination once it starts to increase. The default value is 120 seconds. The
minimum and maximum configurable values are 0 and 600 seconds.

ip_settos

If set to 1 (the default), IP sets type-of service TOS information (as specified
in RFS 1122) in packets that it sends down to the data-link layer. Set this to
0 if your network card link-level driver cannot handle this.
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ip_subnetsarelocal

The default value of 1 specifies that other subnets of the network are to be
considered as local — that is, TCP assumes them to be connected via high-
MSS paths and adjusts its idea of the MSS to be negotiated. Otherwise, TCP
uses the default MSS specified by tcp_mssdfit (described in “Transmission
Control Protocol (TCP) parameters” (page 232)) — this is typically 512
bytes in accordance with RFC 793 and 1122. By default, the parameter
tcp_offer_big_mss is non-zero so that Path MTU discovery will provide
the maximum benefit. If the value of tcp_offer_big mss is zero, the value
of ip_subnetsarelocal is not checked. This allows for good local perfor-
mance even when PMTU discovery is not used.

The message “ICMP Host Unreachable” is generated for local subnet rout-
ing failures. When this value is set to 0, the packet size is set to 576 bytes,
as specified in RFC 1122.

The default value of 1 enables this feature; if set to 0, it is disabled.

ip_ttl
Sets the time to live (TTL) of an IP packet as a number of hops. This value
is used by all kernel drivers that need it (including TCP). The default value
is 64 as recommended by RFC 1340. The minimum and maximum
configurable values are 1 and 255.

ipforwarding

ipsendredirects
If you want to use your machine as a gateway, set both these parameters
tol.

ipforwarding controls whether the system will forward packets sent to it
which are destined for another system (that is, act as a router). The default
value is 0 (off) as defined by RFC 1122. A system acting as a host will still
forward source-routed datagrams unless ipnonlocalsrcroute is set to 0.

ipsendredirects controls whether IP will redirect hosts when forwarding a
packet out of the same interface on which it was received. This should be
set to 1 if ipforwarding is set to 1.

The Network Configuration Manager configures these values when addi-
tional drivers are added. This feature usually makes it unnecessary to
change ipforwarding and ipsendredirects with inconfig.
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ipnonlocalsrcroute
Controls whether source-routed datagrams will be forwarded if they are
not destined for the local system. On hosts, the default value is 0 (off). If
your machine is acting as a router (ipforwarding is set to 1), the Network
Configuration Manager sets its value to 1. Set its value back to 0 if you are
concerned that this may open a security hole.

ipprintfs
Controls logging of warnings from the kernel IP driver. These are dis-
played on the console. If set to 0 (the default), debugging information is
not displayed.

Message block control logging (MBCL) parameters

The following parameter controls the behavior of message block control log-
ging (MBCL).

mbclprintfs
Controls logging of warnings from the kernel MBCL driver which converts
STREAMS messages (mblock) to character lists (clist). The warnings are
displayed on the console. If set to O (the default), debugging information
is not displayed.

NetBIOS parameters
The following parameters control the behavior of NetBIOS.

nb_sendkeepalives
Turns NetBIOS level keepalives on or off. When turned on, NetBIOS
keepalives are sent periodically on dormant NetBIOS connections. NetBIOS
keepalives are independent of TCP/IP keepalives, and are useful for sys-
tems that do not use TCP/IP keepalives. This parameter is set to 0 (turned
off) by default. Set it to 1 to enable NetBIOS keepalives.

nbprintfs
Controls logging of warnings from the kernel NetBIOS driver as specified
in RFC 1001/2. The warnings are displayed on the console. If set to 0 (the
default), debugging information is not displayed.

Transmission Control Protocol (TCP) parameters

The following parameters control the behavior of the Transmission Control
Protocol (TCP). You can increase the number of TCP units beyond the default
number (256) using the Network Configuration Manager for the appropriate
sco_tcp chain.

tcp_initial_timeout
Sets the TCP/IP retransmit time for an initial SYN segment. The default
value is 180 seconds as defined by RFC 1122. The minimum and maximum
configurable values are 1 and 7200 seconds.
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tcp_keepidle
Sets the idle time before TCP/IP keepalives are sent (if enabled). The
default value is 7200 seconds. The minimum and maximum configurable
values are 300 and 86400 seconds.

tcp_keepintvl
Sets the TCP/IP keepalive interval between keepalive packets once they
start being sent. The default value is 75 seconds. The minimum and max-
imum configurable values are 1 and 43200 seconds.

tcp_mss_sw_threshold

Defines the small window threshold for interface MTUs. If the MTU of an
interface is small enough to force TCP to use an MSS smaller than this
threshold, then TCP will use the receive window size specified by
tcp_small_recvspace. This is an optimization to avoid buffering too much
data on low-speed links such as SLIP and PPP. The default value is 1024
bytes. The minimum and maximum configurable values are 512 and 4096
bytes.

tcp_mssdfit
Sets the default TCP segment size to use on interfaces for which no MSS
and Path MTU information is available. The default and minimum value is
512 bytes. The maximum configurable values is 32768. You should keep
the value of this parameter small if possible.

tcp_nkeep
Sets the number of TCP/IP keepalives that will be sent before giving up.
The default value is 8. The minimum and maximum configurable values
are 1 and 256.

tcp_offer_big_mss

In order to get the maximum benefit out of Path MTU (PMTU) discovery,
TCP normally offers an MSS that is derived from the local interface MTU
(after subtracting the packet header sizes). This allows the remote system
to send the biggest segments that the network can handle. Set this parame-
ter to O for systems that cannot handle this, or that do not implement
PMTU discovery. This causes TCP to offer a smaller MTU for non-local con-
nections (see ip_subnetsarelocal in “Internet Protocol (IP) parameters”
(page 229)). The default value of 1 (offer it) allows maximum benefit to be
gained from PMTU discovery; a value of 0 disables this.
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tcp_small_recvspace
Sets the receive window size to use on interfaces that require small win-
dows (see also tcp_mss_sw_threshold).  MTU is less than
tcp_mss_sw_threshold. The default value is 4096 bytes. The minimum
and maximum configurable values are 1024 and 16384 bytes.

tcp_urgbehavior
Controls how TCP interprets the urgent pointer. If set to 0, it interprets it
in RFC 1122 mode; if set to 1 (the default), it interprets it in BSD mode.

tcpalldebug
If non-zero, captures trace information for all connections. The default
value is 0 which causes TCP to trace only those connections that set the
SO_DEBUG option. This information can be retrieved using the
trpt(ADMN) command, or displayed on the console if tcpconsdebug is set.

tcpconsdebug
Directs TCP/IP connection trace output to the console if set to 1 (see also
tcpalldebug). The default value is 0.

tcpprintfs
Controls logging of warnings from the kernel TCP driver. These are dis-
played on the console. If set to O (the default), debugging information is
not displayed.

User Datagram Protocol (UDP) parameters
The following parameter controls the behavior of the User Datagram Protocol
(UDP).

udpprintfs
Controls logging of warnings from the kernel UDP driver. These are dis-
played on the console. If set to 0 (the default), debugging information is
not displayed.
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Appendix D
Quick system tuning reference

Table D-1, “Diagnosing performance problems” (this page) summarizes the
symptoms and possible solutions for some important performance problems.
Note that the measured values represent averages over time. Suggested criti-
cal values may not be suitable for all systems. For example, you may be able
to tolerate a system that is paging out if this is not impacting the performance
of the rest of the system seriously.

Table D-1 Diagnosing performance problems

Insufficient CPU power at high load Possible solutions

[mp]sar -q shows rung-sz > 2 Measures that can be taken include:
[mp].sar -u shows %idle <20% on e check that the system is not swapping or
multiuser system paging out excessively

[mp]sar -u shows %idle < 5% on

e reschedule jobs to run at other times
dedicated database server )

e tune applications to use less CPU power

Additionally for SMP:

mpsar -q shows %runocc > 90% e replace applications with ones needing less
o o CPU power

cpusar -u shows %idle < 20% on any

CPU of multiuser system e replace non-intelligent serial cards with

cpusar -u shows %idle < 5% on any intelligent ones

CPU of dedicated database server e upgrade the system to use faster CPU(s)
e upgrade to a multiprocessor system
¢ add more CPUs to a multiprocessor system

¢ purchase an additional system to share the
load
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Excessive paging out or swapping

Possible solutions

[mp]sar -p shows rclm/s >> 0
[mp]sar -q shows %swpocc > 20%
[mp]sar -w shows swpot/s > 1
swap -1 shows free < 50% of blocks

Increase free memory until swapping does not
occur by:

reducing number of buffers (watch out for
reduced cache hit rates)

running fewer large applications locally
moving users to another machine

adding RAM

Poor disk performance

Possible solutions

[mp]sar -u shows %wio > 15%

[mp]sar -d shows avque >>1 and
%busy > 80%

Increase disk performance by:

using HTFS filesystem(s)

using striping across several disks to balance
load

keeping filesystems < 90% full
reorganizing directories
keeping directories small

distributing different types of activity to
different disks

adding more disks

using faster disks, controllers, and host
adapters

improving buffer cache performance
improving namei cache performance

reducing filesystem fragmentation

Poor buffer cache performance

Possible solutions

[mp]sar -b shows %rcache < 90% and Improve buffer cache performance by:

%wcache < 65%

236

increasing number of buffers

increasing number of buffer hash queues per
buffer
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Poor namei cache performance

Possible solutions

[mp]sar -n shows %Hhit < 65% or
%Dhit < 65%

Increase namei cache hit rate by:

tuning namei cache parameters for each
filesystem type

make each pathname component less than
or equal to 14 characters

Fragmented filesystem

Possible solutions

df -v shows blocks %used > 90%

Reduce the number of disk blocks used by:

using DTFS filesystem(s)
removing unwanted files regularly

archiving and removing, or compressing
infrequently used files

mounting commonly used resources across
the network using NFS

adding disk(s)

Reduce fragmentation by:

archiving and removing the files, and
rebuilding the filesystem

Kernet tables too small

Possible solutions

error messages displayed on console
[mp]sar -v shows ov > 0 (overflows)

Allow table sizes to grow dynamically; for
example, set MAX_PROC to 0 for the process
table

The desirable attributes of systems with many logged-in users and database
server systems differ in some respects. Use the following tables to check that
you have not overlooked anything:

o Table D-2, “Attributes of a well-tuned multiuser system” (page 238)
o Table D-3, “Attributes of a well-tuned dedicated database server system”

(page 239)

Note that the performance values suggested in these tables may not be suit-
able for all systems. The appropriate values depend greatly on the mix of ap-
plications that is running and the likely demands placed on the system.
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To record system activity to a file for later analysis, use the -o option of
sar(ADM) on a single processor system, and of mpsar(ADM) on a multiproces-
sor system. Take the measurements over a period of at least an hour with a
sampling interval sufficiently small to capture the level of detail which you
are interested in. Record the system’s activity at varying levels of loading so
that you can identify when bottlenecks are appearing.

Table D-2 Attributes of a well-tuned multiuser system

CPU performance Explanation

[cpu]sar -u shows %idle > 20% Some idle time on each CPU at high load
[mp]sar -q shows rung-sz < 2 Few processes waiting to run

mpsar -q shows %runocc < 90% Run queue is not continually occupied
(SMP only)

See Chapter 3, “Tuning CPU resources” (page 21).

Memory performance Explanation
[mp]sar -p shows rclm/s =0 Little or no swapping or paging out activity
[mp]sar -w shows swpot/s =0 Little or no activity on the swap device(s)

[mp]sar -q shows swpg-sz=0and  No swapped-out runnable processes
Y%swpocc = 0%

[mp]sar -r shows freemem >> GPGSHI Ample free memory and swap space
and freeswp = constant

See Chapter 4, “Tuning memory resources” (page 41).

Disk 1/0 performance Explanation

[cpu]sar -u shows %wio < 15% Little time spent waiting for I/0 to complete
[mp]sar -b shows %rcache > 90% Good hit rate for reading and writing to the
and %wcache > 65% buffer cache

[mp]sar -d shows avque = 1 Low average number of disk requests queued

[mp]sar -n shows %Hhit > 65% or Good hit rate for namei cache
%Dhit > 65%

See Chapter 5, “Tuning 1/0 resources” (page 71).
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Table D-3 Attributes of a well-tuned dedicated database server system

CPU performance Explanation

[cpu]sar -u shows %idle > 5% Some idle time on each CPU at high load
[mp]sar -q shows rung-sz < 2 Few processes waiting to run

mpsar -q shows %runocc < 90% Run queue is not continually occupied
(SMP only)

See your database documentation and Chapter 3, “Tuning CPU resources”
(page 21).

Memory performance Expianation
[mp]sar -p shows rclm/s = 0 Little or no swapping or paging out activity
[mp]sar -w shows swpot/s =0 Little or no activity on the swap device(s)

[mp]sar -q shows swpg-sz=0and  No swapped-out runnable processes
Yeswpoce = 0%
[mp]sar -r shows freemem =~ GPGSHI Little excess free memory; allow the database to

and freeswp = constant use any excess memory by increasing its
internal work area.

See your database documentation and Chapter 4, “Tuning memory resources”
(page 41).

Disk 110 performance Explanation
[cpu]sar -u shows %wio < 15% Little time spent waiting for I/O to complete
[mp]sar -d shows avque =~ 1 Low average number of disk requests queued

See your database documentation and Chapter 5, “Tuning I/O resources”
(page 71).
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Glossary of performance terminology

This section contains definitions of the key terms used throughout this book
in discussing the performance of computer systems.

AIO
See asynchronous 1/0.

asymmetric multiprocessing

A multiprocessor system is asymmetric when processors are not equally able
to perform all tasks. For example, only the base processor is able to control
I/0. Most machines acknowledged to be symmetric may still have some
asymmetric features present such as only being able to boot using the base
processor.

asynchronous I/O
Provides non-blocking 1/0 access through a raw device interface.

bandwidth
The maximum I/O throughput of a system.

base processor
The first CPU in a multiprocessor system. The system normally boots using

this CPU. Also called the default processor, it cannot be deactivated.

bdflush
The system name for the buffer flushing daemon.

benchmark

Software run on a computer system to measure its performance under specific
operating conditions.

block device interface

9}
Provides access to block-structured peripheral devices (such as hard disks) )
which allow data to be read and written in fixed-sized blocks. §
blocking /O >
Forces a process to wait for the I/O operation to complete. Also known as
synchronous I/0.
bottleneck

Occurs when demand for a particular resource is beyond the capacity of that
resource and this adversely affects other resources. For example, a system has
a disk bottleneck if it is unable to use all of its CPU power because processes
are blocked waiting for disk access.

bss

Another name for data which was not initialized when a program was com-
piled. The name is an acronym for block started by symbol.
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buffer
A témporary data storage area used to allow for the different capabilities
(speed, addressing limits, or transfer size) of two communicating computer
subsystems.

buffer cache
Stores the most-recently accessed blocks on block devices. This avoids having
to re-read the blocks from the physical device.

buffer flushing daemon
Writes the contents of dirty buffers from the buffer cache to disk.

cache memory
High-speed, low-access time memory placed between a CPU and main mem-
ory in order to enhance performance. See also level-one (L1) cache and level-
two (L2) cache.

checkpointing :
One of the functions of the htepi_daemon; marking a filesystem state as clean
after it flushes changed metadata to disk.

child process
A new process created when a parent process calls the fork(S) system call.

clean

The state of a system buffer or memory page that has not had its contents
altered.

client-server model
A method of implementing application programs and operating system
services which divides them into one of more client programs whose requests
for service are satisfied by one or more server programs. The client-server
model is suitable for implementing applications in a networked computer
environment.
Examples of application of the client-server model are:
e page serving to diskless clients
e file serving using NFS and NUCFS
e Domain Name Service (DNS)
e the X Window System

e many relational database management systems (RDBMSs)

clock interrupt
See clock tick.

clock tick

An interrupt received at regular intervals from the programmable interrupt
timer. This interrupt is used to invoke kernel activities that must be per-
formed on a regular basis.
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contention
Occurs when several CPUs or processes need to access the same resource at
the same time.

context
The set of CPU register values and other data, including the u-area, that
describe the state of a process.

context switch

Occurs when the scheduler replaces one process executing on a CPU with
another.

copy-on-write page
A memory page that is shared by several processes until one tries to write to
it. When this happens, the process is given its own private copy of the page.

COW page
See copy-on-write page.

CPU
Abbreviation of central processing unit. One or more CPUs give a computer
the ability to execute software such as operating systems and application pro-
grams. Modern systems may use several auxiliary processors to reduce the
load on the CPU(s).

CPU bound
A system in which there is insufficient CPU power to keep the number of
runnable processes on the run queue low. This results in poor interactive
response by applications.

daemon
A process that performs a service on behalf of the kernel. Since daemons
spend most of their time sleeping, they usually do not consume much CPU
power.

device driver
Performs I/0 with a peripheral device on behalf of the operating system ker-
nel. Most device drivers must be linked into the kernel before they can be
used.
dirty
The state of a system buffer or memory page that has had its contents altered.
distributed interrupts

Interrupts from devices that can be serviced by any CPU in a multiprocessor
system.

event
In the X Window System, an event is the notification that the X server sends
an X client to tell it about changes such as keystrokes, mouse movement, or
the moving or resizing of windows.
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executing

Describes machine instructions belonging to a program or the kernel being
interpreted by a CPU.

fragmentation

The propensity of the component disk blocks of a file or memory segments of
a kernel data structure to become separated from each other. The greater the
fragmentation, the more work has to be performed to retrieve the data.

free list
A chain of unallocated data structures which are available for use.

garbage collection
The process of compacting data structures to retrieve unused memory.

htepi_daemon
A kernel daemon that handles filesystem metadata. It can also perform
optional transaction intent logging and checkpointing on behalf of the HTFS
filesystem.

idle
The operating system is idle if no processes are ready-to-run or are sleeping
while waiting for block I/0 to complete.

idle waiting for I/0

The operating system is idle waiting for I/0O if processes that would otherwise
be runnable are sleeping while waiting for 1/O to a block device to complete.

in-core
Describes something that is internal to the operating system kernel.

in-core inode
An entry in the kernel table describing the status of a filesystem inode that is
being accessed by processes.

inode

Abbreviation of Index Node. An inode is a data structure that represents a file
within a traditional UNIX filesystem. It consists of a file’s metadata and the
numbers of the blocks that can be used to access the file’s data.

interrupt
A notification from a hardware device about an event that is external to the
CPU. Interrupts may be generated for events such as the completion of a
transfer of data to or from disk, or a key being pressed.

interrupt bound
A system which is unable to handle all the interrupts that are arriving.

interrupt latency
The time that the kernel takes to handle an interrupt.
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interrupt overrun

Occurs when too many interrupts arrive while the kernel is trying to handle a
previous interrupt.

/0

Abbreviation of input/output. The transfer of data to and from peripheral
devices such as hard disks, tape drives, the keyboard, and the screen.

I/O bound

A system in which the peripheral devices cannot transfer data as fast as
requested.

job
One or more processes grouped together but issued as a single command. For

example, a job can be a shell script containing several commands or a series of
commands issued on the command line connected by a pipeline.

kernel

The name for the operating system’s central set of intrinsic services. These
services provide the interface between user processes and the system’s hard-
ware allowing access to virtual memory, I/0 from and to peripheral devices,
and sharing resources between the user processes running on the system.

kernel mode
See system mode.

kernel parameter

A constant defined in the file /fefc/conf/cf.d/mtune (see mtune(F)) that controls
the configuration of the kernel.

level-one (L1) cache
Cache memory that is implemented on the CPU itself.

level-two (L2) cache
Cache memory that is implemented externally to the CPU.

load average

The utilization of the CPU measured as the average number of processes on
the run queue over a certain period of time.

logging
See transaction intent logging.
marry driver

A pseudo-device driver that allows a regular file within a filesystem to be
accessed as a block device, and, hence, as a swap area.

memory bound
A system which is short of physical memory, and in which pages of physical
memory, but not their contents, must be shared by different processes. This is
achieved by paging out, and swapping in cases of extreme shortage of physi-
cal memory.
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memory leak

An application program has a memory leak if its size is constantly growing in
virtual memory. This may happen if the program is continually requesting
more memory without re-using memory allocated to data structures that are
no longer in use. A program with a memory leak can eventually make the
whole system memory bound, at which time it may start paging out or swap-

pmg.
metadata
The data that an inode stores concerning file attributes and directory entries.

multiprocessor system
A computer system with more than one CPU.

multithreaded program

A program is multithreaded if it can be accessed simultaneously by different
CPUs. Multithreaded device drivers can run on any CPU in a multiprocessor
system. The kernel is multithreaded to allow equal access by all CPUs to its
tables and the scheduler. Only one copy of the kernel resides in memory.

namei cache
A kernel data structure that stores the most-commonly accessed translations
of filesystem pathname components to inode number. The namei cache
improves 1/0 performance by reducing the need to retrieve such information
from disk.

nice value

A weighting factor in the range 0 to 39 that influences how great a share of
CPU time a process will receive. A high value means that a process will run
on the CPU less often.

non-blocking I/0
Allows a process to continue executing without waiting for an 1/0 operation
to complete. Also known as asynchronous I/0.

operating system
The software that manages access to a computer system’s hardware resources.

overhead

The load that an operating system incurs while sharing resources between
user processes and performing its internal accounting.

page
A fixed-size (4KB) block of memory.

page fault
A hardware event that occurs when a process tries to access an address in vir-
tual memory that does not have a location in physical memory associated
with it. In response, the system tries to load the appropriate data into a newly
assigned physical page.
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page stealing daemon
The daemon responsible for releasing pages of memory for use by other pro-
cesses. Also known as vhand.

paging in
Reading pages of program text and pre-initialized data from the filesystems,
or stack and data pages from swap.

paging out
Releasing pages of physical memory for use by making temporary copies of
the contents of dirty pages to swap space. Clean pages of program text and
pre-initialized data are not copied to swap space because they can be paged in
from the filesystems.

parent process
A process that executes a fork(S) system call to create a new child process.
The child process usually executes an exec(S) system call to invoke a new pro-
gram in its place.

physical memory
Storage implemented using RAM chips.

preemption

A process that was running on a CPU is replaced by a higher priority process.
priority

A value that the scheduler calculates to determine which process(es) should

next run on the CPUs. A process’ priority is calculated from its nice value and
its recent CPU usage.

process
A single instance of a program in execution. This can be a login shell or an
operating system command, but not a built-in shell command. If a command
is built into the shell a separate process is not created on its invocation; the
built-in command is issued within the context of the shell process.

process table
A data structure inside the kernel that stores information about all the pro-
cesses that are present on a system.

protocol
A set of rules and procedures used to establish and maintain communication
between hardware or software subsystems.

protocol stack
Allows two high-level systems to communicate by passing messages through
a low-level physical interface.

pseudo-device driver
A device driver that allows software to behave as though it is a physical de-
vice. Examples are ramdisks and pseudo-ttys.
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pseudo-tty
A pseudo-terminal is a device driver that allows one process to communicate
with another as though it were a physical terminal. Pseudo-ttys are used to
interface to programs that expect to receive non-blocking input and to send
terminal control characters.

queue
An ordered list of entities.

race condition

The condition which occurs when several processes or CPUs are trying to
write to the same memory or disk locations at the same time. The data that is
eventually stored depends on the order that the writes occur. A synchron-
ization mechanism must be used to enforce the desired order in which the
writes are to take place.

RAID array

Abbreviation of redundant array of inexpensive disks. Used to implement
high performance and /or high integrity disk storage.

ramdisk

A portion of physical memory configured to look like a physical disk but
capable of fast access times. Data written to a ramdisk is lost when the oper-
ating system is shut down. Ramdisks are, therefore, only suitable for imple-
menting temporary filesystems.

raw device interface

Provides access to block-structured peripheral devices which bypasses the
block device interface and allows variable-sized transfers of data. The raw
interface also allows control of a peripheral using the ioctl(S) system call. This
allows, for example, for low-level operations such as formatting a disk or
rewinding a tape.

region

A region groups a process’ pages by their function. A process has at least
three regions for its data, stack, and text.

resource

Can be divided into software and hardware resources. Software resources
may be specific to applications, or they may be kernel data structures such as
the process table, open file, and in-core inode tables, buffer and namei caches,
multiphysical buffers, and character lists. Hardware resources are a
computer’s physical subsystems. The three main subsystems are CPU, mem-
ory and I/0. The memory subsystem can be divided into two resources —
physical memory (or main memory) and swap space (or secondary memory).
The 1/0 subsystem comprises one or more resources of similar or different
types — hard and floppy disk drives, tape drives, CD-ROMs, graphics displays
and network devices.

ready-to-run process

A process that has all the system resources that it needs in order to be able to
run on a CPU.
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response time

The time taken between issuing a command and receiving some feedback
from the system. This is not to be confused with turnaround time which is a
measure of how long a particular task takes from invocation to completion.

run queue
The list of ready-to-run processes maintained by the kernel.

runnable process
See ready-to-run process.

scaling
A computer system’s ability to increase its processing capacity as CPUs are
added. If the processing capacity increases in direct proportion to the number
of CPUs, a system is said to exhibit 100% scaling. In practice, a system’s ability
to scale is limited by contention between the CPUs for resources and depends
on the mix of applications being run.

sched
The system name for the swapper daemon.

scheduler
The part of the kernel that chooses which process(es) to run on the CPUs.

single threaded program

A program is single threaded if it can only run on one CPU at a time. Single
threaded devices drivers can only run on the base processor in a multiproces-
sor system.

sleeping on /O
See waiting for I/0.

spin lock
A method of synchronizing processes on a multiprocessor system. A process
waiting for a resource which is currently in use (locked) by a process running
on a different CPU repeatedly executes a short section of kernel code (spins)
until the lock is released.

stack
A list of temporary data used by a program to handle function calls.

strd
The system name for the STREAMS daemon.

stream head
The level of the STREAMS 1/0 interface with which a user process communi-
cates.

STREAMS I/O

A mechanism for implementing a layered interface between applications
running in user space and a device driver. Most often used to implement net-
work protocol stacks.
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STREAMS daemon
The daemon used by the STREAMS I/O subsystem to manage STREAMS mem-
ory.

swap area

A piece of swap space implemented as a disk division or as a block device
married to a regular file in a filesystem.

swap space
A collection of swap areas used to store the contents of stack and data mem-
ory pages temporarily while they are used by other processes.

swapper daemon
Part of the kernel that reclaims physical pages of memory for use by copying
whole regions of processes to swap space.

swapping
The action take by the swapper daemon when the system is extremely short

of physical memory needed for use by processes. Swapping can place a
heavy load on the CPU and disk I/0O subsystems.

symmetric multiprocessing

A multiprocessor system is symmetric when any processor can perform any
function. This ensures an even load distribution because no processor
depends on another. Each process is executed by a single processor.

system mode

The state of a CPU when the kernel needs to ensure that it has privileged
access to its data and physical devices. Also known as kernel mode.

text
Executable machine instructions (code) that a CPU can interpret and act on.

throughput
The amount of work (measured in number of jobs completed, disk requests
handled, and so on) that a system processes in a specified time.

time slice

The maximum amount of time for which a process can run without being
preempted.

transaction intent logging
One of the functions of the htepi_daemon; writing the intention to change
filesystem metadata to a log file on disk.

u-area
Abbreviation of user area and also known as a u-block. A data structure pos-

sessed by every process. The u-area contains private data about the process
that only the kernel may access.

user mode

The state of a CPU when it is executing the code of a user program that
accesses its own data space in memory.
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vhand
The system name for the page stealing daemon.

virtual disk
A disk composed of pieces of several physical disks.

virtual memory
A method of expanding the amount of available memory by combining physi-
cal memory (RAM) with cheaper and slower storage such as a swap area on a
hard disk.

waiting for I/O
A process goes to sleep if it has to wait for an 1/0 operation to complete.

X client
An applications program that communicates with an X server to request that
it display information on a screen or to receive input events from the key-
board or a pointing device such as a mouse. The client may be running on the
same computer as the server (local), or it may be connected via a network
(remote).

X server
The software that controls the screen, keyboard and pointing device under the
X Window System.

X terminal
A display device that is able to run X server software. All of an X terminal’s
clients must run on remote machines.

X Window System
A windowing system based on the client-server model.

zombie process
An entry in the process table corresponding to a process that no longer exists.
The entry will only be removed if its parent process invokes a wait(S) system
call. A zombie process does not consume any system resources apart from its
slot in the process table. However, you should beware of runaway processes
that generate many zombies. These will cause the system to become short of
memory as the process table grows to accommodate them.
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Index

Symbols, numbers

16450, UART, 108

16550, UART, 108

80387, math coprocessor, 221
8250, UART, 108

10Base2, 137

10Baseb, 137

10Base-T, 137

A

Address Resolution Protocol, parameters,
227
address space, limiting, 202
ahdlemtu, 228
AIO. See asynchronous 1/0
aio_breakup - AIO buffer table overflow,
199
aio_breakup - AIO request table overflow,
199
aio_memlock - AIO process table overflow,
199
aio_setlockauth - AIO lock table overflow,
200
allocb - Out of streams memory, 211
allocreg - Region table overflow, 209
applications
performance tuning, 9
using STREAMS, 129
ARP, parameters, 227
arp_maxretries, 227
arpprintfs, 227
arpt_down, 228
arpt_keep, 228
arpt_prune, 228
ASYH, parameters, 228
asynchronous 1I/0
control blocks, 85
high performance, 11
introduced, 72
kernel parameters, 199
POSIX.1b, 162
viewing activity of, 162

asynchronous writes, configuring on NFS
server, 151

automount(NADM), performance
considerations, 153

avque field, sar -d, 69, 89, 90

avserv field, sar -d, 89, 90

avwait field, sar -d, 89, 90

B

back-to-back packets, 225
bad line, 110
badcalls field, nfsstat -c, 144
badlen field, nfsstat -s, 145
badxid field, nfsstat -c, 145
balancing hard disk activity, 98
base processor, 23
bdflush, 73, 194
BDFLUSHR, 93, 194
benchmarks, 118
BFREEMIN, 195
biod daemons, performance tuning, 149
blks/s field, sar -d, 90
block device, switch table size, 222
block 170, viewing, 89
blocks field, swap -1, 48
boot, load extension, kernel parameters,
222
Boot Time Loadable Driver, kernel parame-
ters, 222
bread /s field, sar -b, 75
bridges, 137
bswot/s field, sar -w, 49, 68
BTLD, kernel parameters, 222
buffer cache
changing size at boot time, 79
disk blocks read to, 75
disk blocks written from, 75
effect of large, 77
finding size of, 74
freelist, 195
hash queues, setting number of, 80
hit rates, 54
increasing available memory, 54
increasing size of, 75
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buffer

buffer cache (continued)
number of reads from, 54, 75
number of writes to, 54, 75
position in memory of, 79
reducing contention, 81
reducing size of, 53, 54, 70
too small, 67
used by a database, 122
used by system, 72
viewing activity of, 75
buffer flushing daemon, 73
buffer header, STREAMS, 127
buffers
allocating character list, 197
configuration string, 219
increasing cache hit rate, 192
kernel parameters, 192
specifying age for filesystem updates,
194
splitting threshold, 211
writing to disk, 194
Y%busy field, sar -d, 69, 89, 90
buying hardware, 8
bwrit/s field, sar -b, 75

c

C2, disabling features, 203
cache hits, reducing disk accesses, 192
cache_affinity variable, 36
cblock, 110
character block, 110
character buffers
allocating number of, 197
kernel parameters, 197
character device, switch table size, 222
character lists
introduced, 110
tuning, 112
chattering terminal, 110
CheaperNet, 137
checkpointing, 206
chown kernel privilege, controlling, 203
CHOWN_RES, 203
client-server
applications, 139
running applications over network, 140
clist, 110
CLK_TCK, 223
clock interrupt, 26
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clock tick, 26
cluster, filesystem, 94
cluster buffers, number set using NMPBUF,
193
cluster size, 103
CMASK, 202
Collis field, netstat -i, 133
configuration, tunable kernel parameters,
191
configuration string, size of buffer, 219
configuration-dependent values, changing,
223
configure(ADM), 189
console
kernel parameters, 204
plasma display, 221
console screen saver, 204
contention, locking, 10
context switch, 28
control, map size, specifying, 216
Control Register 0 (CR0), 221
Control Register 3 (CR3), 221
copy buffers
number set using NMPBUF, 193
tuning number of, 86
used by system, 79, 84
CPU
adding, 31
base processor, 23
disabling, 23
enabling, 23
idle, 22
number currently active, 23
turning on/off, 23
viewing activity of, 23
CPU-bound system
identifying, 38
tuning, 40
cpuonoff(ADM), 23
cpusar(ADM)
-1, 34
-, 34
-u, 23,119
crash(ADM)
available swappable memory, 49
reading putbuf buffer, 193
crontab(C), 40, 52
CTBUFSIZE, 220



D

data, region, 209
database server, adjusting scheduler
behavior for, 35
database systems, 118
databases
arranging disks on server, 122
buffer cache used by, 122
disk layout of journal logs, 122
profiling files in, 122
shared memory, 122
desktop, reducing memory usage, 56
desktop client, performance, 56
device driver
kernel parameters, 222
multithreaded, 33
third party, 33
device field, sar -d, 89
/dev/spx, 212
df(c), 172
dfspace(C), 172
%Dhit field, sar -n, 82, 91
D_hits field, sar -n, 82
%direct field, sar -O, 162
directories, efficiency of searching, 95
disk controllers
block caching, 92
effect of slow, 67
multiple, 92
track caching, 92
disk 1/0-bound system, identifying, 90
diskless clients, NIS, 154
disks
average number of requests waiting for,
89
average size of data transfers, 90
average time for request to, 89
configuration for database server, 122
estimating throughput of, 90
even distribution of activity, 120
examining amount of space, 172
kernel parameters, 192
percentage of time busy, 89
redistributing data, 122
time request waits in driver, 89
dkconfig(ADM)
-ps, 104
-Tp, 106
dk_name - Diskinfo table overflow, 207

EXTRA_NFILSYS

DMA (Direct Memory Access)
buffers, 84
simultaneous requests on channel, 221
transfers, 79
use by hard disk controllers, 40
DMAEXCL, 221
Dmisses field, sar -n, 82
DNS (Domain Name Service), performance
considerations, 141-142
DO387CR3, 221
dopricalc variable, 35
DOS filesystem kernel parameters, 206
DOSNINODE, 206
DOSNMOUNT, 206
DOWPCRO, 221
DSTFLAG, 219
DTCACHEENTS, 199
DTHASHQS, 199
DTOFBIAS, 199
dynamic kernel table parameters, 56, 207
dynamic linked libraries, 11
dynamic tables, kernel parameters, 207

E

environment variables, TZ (timezone), 219
/etc/conf/cf.d /mtune, 190
Jetc/conf/cf.d /stune, 190
/etc/default/inet, 227

TCP/IP configuration, 226
/etc/default/login, 202
/etc/tcp script, TCP/IP configuration, 225
Ethernet, 137
EVDEVS, 216
EVDEVSPERQ, 216
event - Event channel full, 216
event - Event table full, 216
event queue, kernel parameters, 216
EVQUEUES, 216
exec/s field, sar -c, 162
execution profiler, 10, 162
EXTRA_NDEV, 222
EXTRA_NEVENT, 222
EXTRA_NFILSYS, 222
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factor(C)

F

factor(C), testing for prime, 83
fail field, netstat -m, 130
falloc - File table overflow, 208
file table, viewing, 55
files
compression, 206
controlling depth of versioning, 205
controlling undelete time, 206
default mask used on creation of, 202
maximum number of open, 201
size limit, 202
synchronization, 206
filesystem configuration, kernel parame-
ters, 205
filesystems
cluster, 94
defragmenting, 94
examining amount of space, 172
factors that affect performance of, 94
fragmentation, 94
namei cache, 198
writing buffers to disk, 194
file-sz field, sar -v, 55
fixed-priority process, 28
floating point coprocessors, 21
fork/s field, sar -c, 162
fragmentation, filesystem, 94
Fragmentation Required, 230
free list
used by buffer cache, 195
used by paged memory, 42
free memory pages, 48
freemem field, sar -r, 48, 51, 68
freeswp field, sar -1, 48
full frames, 131
full stripe, 103

G

Gateway for NetWare, performance tuning,
157

getconf(C), 207, 223

GPGSH], 45, 53, 67, 195

GPGSLO, 44, 51, 53,195

group configuration, kernel parameters,
201

groups, limiting supplemental, 202
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H

hard disks
balancing activity of, 98
performance limitations, 96
hardware
kernel parameters, 222
performance, 8
performance considerations, 8
upgrading, 8
hardware-dependent kernel parameters,
220
Hardware/Kernel Manager, 188
hash queues
increasing with system buffers, 192
setting number of, 80
%HMhit field, sar -n, 82, 83, 91
H_hits field, sar -n, 82
Hmisses field, sar -n, 82
hop count, increasing on interface, 140
host adapter
scatter-gather, 92
tagged command queuing, 92
HTCACHEENTS, 198
HTFS filesystems, increasing performance
of, 95
HTHASHQS, 198
HTOFBIAS, 198
HZ, clock interrupt rate, 26

/

ICMP Host Unreachable, 231
ICMP (Internet Control Message Protocol)
parameters, 228
icmp_answermask, 228
icmpprintfs, 228
iddeftune(ADM), 53
idle
no runnable processes, 23
operating system state, 22
waiting for 1/0, 22
%idle field, sar -u, 23
idle waiting for 1/0, 23
idtune(ADM), 190
changing kernel parameters using, 190
lerrs field, netstat -i, 133
ifconfig(ADMN), 131, 225
IGMP (Internet Group Management
Protocol) parameters, 229
igmpprintfs, 229



IKNT (in-kernel network terminal) driver,
configuring, 229
inconfig(ADMN), 132, 226
in-core inode table, viewing, 55
indirect blocks, 95
inet file, TCP/IP configuration, 226
in_fullsize, 229
in-kernel network terminal driver, config-
uring, 229
in_loglimit, 229
inode table
allocating entries, 207
viewing, 55
Inode table overflow, 208
inodes
indirect blocks, 95
number in DOS filesystem, 206
inod-sz field, sar -v, 55, 83
in_recvspace, 230
in_sendspace, 230
intelligent serial cards, 40
inter-CPU interrupts, examining, 34
interface cards, performance tuning, 225
Internet Control Message Protocol parame-
ters, 228
Internet Group Management Protocol pa-
rameters, 229
Internetwork Packet Exchange, IPX, 157
interrupt
bound, 111
examining activity, 34
examining inter-CPU activity, 34
inter-CPU, 34
introduced, 28
latency, 111
overrun, 111
sharing, 221
trigger level, 111
1/0
asynchronous, 72
buffers, 74
programmed, 22
synchronous, 72
tuning, 71
1/0 bottlenecks
due to LMCFS performance, 155
due to NFS performance, 146
1/0 vector size, setting, 203
1/O-bound system, identifying, 91
IOV_MAX, 203

kernel

IP (Internet Protocol)
configuring for NFS, 152
introduced, 131
parameters, 229
IPC activity, viewing, 162
ip_checkbroadaddr, 230
IPC_NOWAIT, 214
ip_dirbroadcast, 230
ipforwarding, 231
ipnonlocalsrcroute, 232
ip_perform_pmtu, 230
ip_pmtu_decrease_age, 230
ip_pmtu_increase_age, 230
ipprintfs, 232
ipsendredirects, 231
ip_settos, 230
ip_subnetsarelocal, 231
ip_ttl, 231
IPX (Internetwork Packet Exchange), 157
IPX/SPX, performance tuning, 157

J

job structure, 107

journal logs
bottleneck, 98
disk layout, 122

K

KBTYPE, 221
KDBSYMSIZE, 219
kernel
managing virtual address space, 197
relinking with link_unix, 189
resources, 189, 190
kernel debugger, size of symbol table, 219
kernel mode, operating system state, 22
kernel parameters
AIO, 199
boot load extension, 222
BTLD, 222
buffers, 192
changing, 189
changing using configureADM), 191
changing using idtune(ADM), 190
console, 204
disks, 192
event queues, 216
filesystem, 205
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kernel

kernel parameters (continued)
hardware-dependent, 220
math coprocessor, 221
memory management, 195, 197
message queues, 213, 215
multiphysical buffers, 192
multiscreens, 204
namei cache, 198
paging, 195
processes, 195
semaphores, 216
shared memory, 218
STREAMS, 209-213
swapping, 195
system name, 219
tunable for configuration, 191
tunable for performance, 191
user and group configuration, 201
virtual disk, 200
kernel profiler, text symbols, 219
kernel tables
dynamic, 56
kernel parameters, 207
KERNEL_CLISTS, 224
adjusting number of, 112
KERNEL_CLISTS _MAX, 224
KERNEL_MOUNT_MAX, 207
keyboard, logical character protocol, 221

L

L1 cache, 37, 41
12 cache, 35, 37, 41
LAN Manager Client Filesystem, LMCFS
kernel parameters, 223
performance tuning, 154
latches, 165
latency, interrupt, 111
layers, setting number of, 205
libraries, 11
link_unix(ADM), 189
LMCFS (LAN Manager Client Filesystem)
kernel parameters, 223
performance tuning, 154, 155
LMCFS_BUF_SZ, 223
LMCFS_LMINUM, 156, 223
LMCFS_NUM_BUEF, 156, 223
LMCFS_NUM_REQ, 156, 223

Imc(LMC)

mntstats, 156

stats, 156
load displayer, 34
loadbalance variable, 37
localization of reference, 11
lock table, viewing, 55
locks, contention, 10
lock-sz field, sar -v, 55
log driver, number of minor devices, 213
logging, 206
login user ID, LUID, 203
logs, disk layout, 122
LUID (login user ID), 203

M

math coprocessor, kernel parameter, 221
MAX_BDEV, 222
MAX_CDEV, 222
MAX_CFGSIZE, 219
MAX_DISK, 207
MAXFC, 197
MAX_FILE, 208
MAX_FLCKREC, 209
maximum segment size, adjusting, 131
MAX_INODE, 207
MAX_MOUNT, 153, 209
MAX_PROC, 202, 208
MAX_REGION, 209
MAXSC, 197
MAXSEPGCNT, 212
MAXSLICE, 26, 196
MAXUMEM, 202
MAXUP, 202
MAXVDEPTH, 205
MBCL (message block control logging), pa-
rameters, 232
mbclprintfs, 232
mdmin/s field, sar -y, 110
memory
adding more, 53
cause of leak, 52
finding amount of, 42
greater than 32MB, 53
management, 195
maximum used by STREAMS, 210
pages, 42
setting maximum used by process, 202
shared segment size, 218



memory (continued)
swappable, 49
used by virtual disk driver, 101
memory management, kernel parameters,
197
memory-bound system
identifying, 51
tuning, 52
message block control logging, MBCL, pa-
rameters, 232
message buffers, 127
message header, STREAMS, 127
message map, size of, 164
message queue, kernel parameters, 213, 215
messages
data per queue, 164
file, 42,74
length of, 164
memory reserved for, 164
message queues, 163
number of segments, 164
size of message map, 164
size of segment, 164
using, 163
viewing activity of, 162
MINARMEM, 196
MINASMEM, 196
MINVTIME, 206
mkdev(ADM)
configuring layers, 205
configuring pseudo-ttys, 205
configuring shell layers, 205
modems, tuning serial port parameters, 111
MODE_SELECT, 221
mpsar(ADM). See sar(ADM)
mpstat(ADM), 34
MSGMAP, 164, 213
MSGMAX, 164, 214
MSGMNB, 164, 214
MSGMNI, 215
msg/s field, sar -m, 163
MSGSEG, 164, 214
MSGSSZ, 164, 215
MSGTQL, 215
mtune file, 190
mtune(F), kernel parameters file, 187
multiphysical buffers
configuring number of, 193
kernel parameters, 192
tuning number of, 86
used by system, 72, 79, 84

networking

multiplexer links, 213
multiscreen, kernel parameters, 204

N

NAHACCB, 222
NAIOBUF, 199
NAIOHBUF, 200
NAIOLOCKTBL, 200
NAIOPROC, 199
NAIOREQ, 199
NAIOREQPP, 200

‘name service, performance considerations,

141-142
name to inode (namei) translation cache, 72
namei cache
DTFS kernel parameters, 199
HTFS kernel parameters, 198
kernel parameters, 198
low hit rate for, 91
number of components found in, 82
number of misses in, 82
operation of, 81
percentage of hits in, 82
tuning performance of, 83
used by system, 72
NAME_MAX, 224
NAUTOUP, 93, 194
nbprintfs, 232
nb_sendkeepalives, 232
NBUF, 54, 74,78, 192
nbuf bootstring, 79
NCLIST, 110, 111, 112, 197
NCPYRIGHT, 219
NEMAP, 222
NetBEUI
performance tuning, 157
protocol stack, 157
NetBIOS
interface, 157
parameters, 232
performance tuning, 157
netstat(TC)
-i, 133, 158
-m, 130
networking, performance tuning, 123-157
networking parameters, TCP/IP, 227-234
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networks

networks
configuring topology of, 137-140

interface cards, performance tuning, 225

monitoring activity of, 138
packet collisions, 133, 138
packet corruption, 133
packet transmit errors, 133
route tracing, 136
server types, 139
sniffer, 138
subnets, 139
testing connectivity, 136
newproc - Process table overflow, 208
NFS (Network File System)
asynchronous writes, configuring, 151
configuring IP for, 152
configuring to use TCP, 152
daemons, tuning, 147
examining client performance, 144

mount(ADM) options, configuring, 153

performance implications of daemons,
146
performance tuning, 142-154
server, examining performance, 145
synchronous writes, configuring, 151
tuning client performance, 147
nfsd daemons, performance tuning, 148
nfsstat(NADM)
-c, 144
-s, 145
NGROUPS, 202
NGROUPS_MAX runtime value, 202
NHBUF, 78, 80, 192
NHINODE, 193
nice value
changing, 30
use in calculating priority, 29
NIS (Network Information Service)
clients, 154
performance considerations, 154
NKDVTTY, 222
NLOG, 213
NMPBUF, 79, 84, 193
NMUXLINK, 213
NODE, 219
NOFILES, 201
non-intelligent serial cards, 40, 108
Not enough space, 202
nping(PADM), 157
NSCRN, 205
NSHINTR, 221
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NSPTTYS, 58, 205
NSTREAM, 58, 129, 130, 210
NSTREVENT, 211
NSTRPAGES, 58, 128, 130
NSTRPUSH, 213

NUMSP, 58, 212
NUMSXT, 205

NUMTIM, 212

NUMTRW, 212

NUMXT, 205

NZERO, 223

o

Oerrs field, netstat -i, 133
ompb/s field, sar -h, 86
one-packet mode

disabling, 226

enabling, 225

setting, 132
open file table, viewing, 55
operating system states, 22
oreqblk/s field, sar -S, 94
OsI protocol stack, 157
Out of clists ..., 197
out of streams, 129
ovclist/s field, sar -g, 112
overrun, interrupt, 111
ovsiodma/s field, sar -g, 112
ovsiohw/s field, sar -g, 111

P

packets
collisions, 133, 138
corrupted, 133
output errors, 133
page stealing daemon, vhand, 44
pages, 42
paging
affecting 1/0 throughput, 69
heavy activity, 51
indicating memory shortage, 67
memory, 195
pages added to the free list, 50
pages not found in memory, 50
used by system, 44
Path MTU discovery, 230, 233
perfect scaling, 31



performance
buying hardware, 8
collecting data, 16
defining goals, 16
formulating a hypothesis, 17
getting more specifics, 17
hard disk, 96
hardware considerations, 8
introduced, 7
making adjustments, 18
managing, 13
managing the workload, 19
tunable kernel parameters, 191
tuning applications, 9
tuning methodology, 14
upgrading hardware, 8
performance tuning, quick guide, 235-239
piece structure, 107
ping(ADMN), 136
PIO (programmed 1/0), 22
PLOWBUFS, 79, 193
PMTU discovery, 230, 233
_POSIX_CHOWN_RESTRICTED, 203
PPP
ASYH parameters, 228
performance tuning, 136
preemption variable, 37
PREMAX, 219
prime number, testing for, 83
primove variable, 36
priority
table of values, 175
types of, 29
process
context, 28
examining activity of, 173
finding virtual size of, 52
fixed-priority, 28
kernel parameters, 195
limiting number of, 202
memory management, paging and
swapping, 195
nice value, 29
priority of, 29
regions, 209
scheduling, 24
specifying maximum time slice, 196
process table
allocating entries in, 208
viewing, 55
processes, reducing number of, 70

ROOTMINVTIME

proc-sz field, sar -v, 55
profiling, 10, 162
profiling files, in databases, 122
programmed 1/0, PIO, 22
protocol stack, implementation of, 125
ps(C)

-el, 52

using, 173
pseudo-ttys, configuring, 205
putbuf buffer, 193
PUTBUFSZ, 193

Q

QIC-02 tape drive, size of buffer, 220

R

RAID (redundant array of inexpensive
disks), performance, 102
raw 1/0,118
rawch/s field, sar -y, 110
%rcache field, sar -b, 54, 69, 75, 91
rchar/s field, sar -c, 161
rcim/s field, sar -p, 50, 51
rcvin/s field, sar -y, 110
read-ahead, 73
readv(S), 1/0 vector size, 203
receive window size
adjusting, 131
setting for each interface, 226
records, locked by system, 209
region table, 209
repeaters, 137
regblk/s field, sar -S, 94
request counts, 104
rescheduling jobs, 40
resident pages wanted, 196
retrans field, nfsstat -c, 145
root filesystem
checkpointing, 206
compression, 206
file synchronization, 206
logging, 206
undelete depth, 206
undelete time, 206
ROOTCHKPT, 206
ROOTLOG, 206
ROOTMAXVDEPTH, 206
ROOTMINVTIME, 206
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ROOTNOCOMP

ROOTNOCOMP, 206
ROOTSYNC, 206
routers, 125, 137
routing, performance considerations, 140-
141
routing metric, adjusting, 225
run queue
heavy activity on, 38
runnable processes on, 24
viewing activity of, 30
viewing occupancy of, 30
viewing size of, 30
Y%runocc field, sar -q, 30
rung-sz field, sar -q, 30
r+w/s field, sar -d, 90

S

sadc (System Activity Data Collector), 177
sar(ADM), 176
-B, 86
b, 54, 69, 75,91
-, 161
-d, 69, 89, 90
enabling for use, 177
-g, 111
-h, 86
-L, 165
-m, 162
-n, 82, 83,91
-0, 162
-p, 50, 51
-q, 30,49, 68
-r,48, 51, 68
-S, 93,220
system activity reporter, 176
-u, 23,146,155
-v, 55, 83,202, 208
-w, 49, 68
-y, 110
scaling, perfect, 31
scall/s field, sar -c, 161
scatter-gather buffer headers, used by
system, 85
scatter-gather buffers
number set using NMPBUF, 193
tuning number of, 86
used by system, 84

sched
daemon, 47
heavy activity by, 51
scheduler, purpose of, 24
scheduling
cache affinity, 36
cache_affinity variable, 36
dopricalc variable, 35
fixed-priority, 11
load balancing, 37
loadbalance variable, 37
of processes, 34
preemption variable, 37
primove variable, 36
priority calculations, 35
screen saver, 204
SCRNMEM, 205
SCSI disk request blocks, tuning, 93
SCSI disks
request queue, 93
tuning number of request blocks, 93
sdevice file, entry for sleeper driver, 167
sdmabuf/s field, sar -h, 86
SDSKOUT, 93, 220
SECCLEARID, 204
SECLUID, 203
SECSTOPIO, 204
security
disabling C2 features, 203
kernel parameters, 203
SEMAEM, 217
semaphores
kernel parameters, 216-217
POSIX.1b, 163
System V, 162
used by database, 168
using, 163
viewing activity of, 162
sema/s field, sar -m, 163
SEMMAP, 216
SEMMNI, 216
SEMMNS, 163, 217
SEMMNU, 216
SEMMSL, 217
SEM_NSEMS_MAX, 163, 217
SEMOPM, 217
SEMUME, 217
SEMVMX, 217



send window size
adjusting, 131
setting for each interface, 226
Sequenced Packet Exchange, SPX, 157
serial I/O
device driver, 108
tuning, 110
server types, 139
setconf(ADM), 224
SGID bits, 204
shared memory
by CPUs, 33
kernel parameters, 218
used by databases, 122
using, 165
shell layers, setting number of, 205
SHMMAX, 165, 218
SHMMIN, 218
SHMMN], 165, 218
sio, serial driver, 108
sleeper driver, 163, 167, 168
SLIP, performance tuning, 135
slpcpybufs/s field, sar -B, 86
spin locks, 165
split job, 103
SPTMAP, 197
spurious interrupts, 110
SPX (Sequenced Packet Exchange), 157
sread/s field, sar -c, 161
stack, region, 209
static shared libraries, 11
stopio(S), 204
STRCTLSZ, 213
strd, daemon, 129
stream event, structures, 211
stream head, 123
stream heads
configuring number of, 129, 210
structures, 210
STREAMS
applications using, 129
buffer splitting, 211
configuring number of pipes, 212
kernel parameters, 209-213
message buffers, 127
message header, 127
messages, 124, 127
monitoring use, 129
multiplexer links, 213
performance tuning, 123-131
too few stream heads, 129

swrit/s

STREAMS message, control portion, 213
STREAMS modules
kernel parameters, 212
number on stream, 213
STREAMS pipes, configuring number of, 212
string: Configuration buffer full, 219
strinit - Cannot alloc STREAMS table, 210
striped disks, 98
STRMSGSZ, 212
stropen - Out of streams, 210
STRSPLITFRAC, 128, 211
stune file, 190
subnets, 139
SUDS library
AIO, 162
semaphores, 163
spin locks and latches, 165
SUID bits, 204
supplemental groups, limiting, 202
swap area
adding, 179
deleting, 179
examining usage of, 179
size of, 48
unused disk blocks in, 48
used by system, 47
swap queue
activity on, 51
used by system, 49
viewing occupancy of, 49
viewing size of, 49
swap(ADM)
-1, 48, 68
using, 179
swapdel - Total swap area too small, 196
swappable pages wanted, 196
swapper daemon, sched, 47
swapping
activity, 51
affecting 1/0 throughput, 69
consuming CPU resources, 40
heavy activity, 51
indicating memory shortage, 67
kernel parameters, 195
memory, 195
used by system, 47
viewing activity of, 49
Y%swpocc field, sar -q, 49, 68
swpot/s field, sar -w, 68
swpq-sz field, sar -q, 49, 68
swrit/s field, sar -c, 161
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synchronous

synchronous 1/0,72
synchronous writes, configuring on NFS
server, 151
%sys field, sar -u, 23
system, increasing reliability of, 194
system activity, per command, 180 _
System Activity Data Collector, sadc, 177
system activity recording, enabling, 177
system calls
excessive number of, 162, 168
investigating activity of, 161
number of characters read, 161
number of characters written, 161
number of execs, 162
number of forks, 162
number of reads, 161
number of writes, 161
reducing, 166
total number of, 161
system mode, operating system state, 22
system name, 219
system resources, kernel, 189, 190
system tables, viewing, 55
Sz field, ps -el, 52

T

tape drive buffer, size of, 220

TBLDMAPAGES, 207

TBLLIMIT, 207

TBLMAP, 207

TBLNK, 204

TBLPAGES, 207

TBLSYSLIMIT, 207

TCP (Transmission Control Protocol)
introduced, 131
parameters. 232

tcpalldebug, 54

tcpconsdebug, 234

tcp_initial_timeout, 232

TCP/IP
daemons, performance implications, 134
global parameters, changing, 226
maximum segment size, adjusting, 131
one-packet mode, setting, 132
parameters, 227-234
performance considerations, 132
performance tuning, 131-142
problem solving, 132
receive window size, adjusting, 131

266

TCP/IP (continued)
send window size, adjusting, 131
setting receive window size, 226
setting send window size, 226
setting truncate segment, 226
time-to-live, setting, 132
using with NFS, 152
tep_keepidle, 233
tcp_keepintvl, 233
tep_mssdflt, 233
tcp_mss_sw_threshold, 233
tcp_nkeep, 233
tep_offer_big_mss, 233
tepprintfs, 234
tep_small_recvspace, 234
tcp_urgbehavior, 234
terminal driver, 109
text
of program, 42
region, 209
shared, 209
ThickNet, 137
ThinNet, 137
throughput, disk, 90
time slice, 26
timeout field, nfsstat -c, 145
time-to-live, setting, 132
timex(ADM), 180
TIMEZONE, 219
timezone variable, TZ, 219
timod(M), STREAMS modules, 212
TLI (Transport Library Interface), kernel pa-
rameters, 212
Too big, 202
traceroute(ADMN), 136
transfer buffers
number set using NMPBUF, 193
tuning number of, 86
used by system, 84
Transport Library Interface, TLI, kernel pa-
rameters, 212
trigger level, UART, 111
truncate segment, setting for each interface,
226
TTHOG, 111

configuration parameters, 197
kernel parameters, 204
terminal driver, 109



tuning
CPU resources, 21-40
CPU-bound systems, 40
disk 1/0-bound systems, 92
increasing disk I/0 throughput, 75
increasing speed of access to buffers, 80
1/0resources, 71-122
LMCEFS performance, 155
memory resources, 41-70
memory-bound systems, 52
methodology, 14
networking resources, 123-160
NFS client performance, 147
NFS performance, 146
number of biod daemons, 149
number of nfsd daemons, 148
PPP performance, 136
reducing contention for buffers, 80
reducing contention for multiphysical
buffers, 86
reducing contention for SCSI disk request
blocks, 93
reducing disk I/0 using the namei cache,
83
serial 1/0, 110
SLIP performance, 135
STREAMS resources, 130
system call activity, 161-169
TCP/IP performance, 131
virtual disk performance, 100
X server performance, 57
twisted pair, 137
TZ (timezone) variable, 219

U

UART (universal asynchronous
receiver /transmitter), 108
UDP, parameters, 234
udpprintfs, 234
ULIMIT, 202
umask(S), default mask, 202
undelete, controlling time, 206
undelete depth, 206
undelete time, 206
undo structures, number in system, 216
universal asynchronous
receiver/transmitter, UART, 108
upgrading hardware, 8
user configuration, kernel parameters, 201

virtual

User Datagram Protocol, parameters, 234
user mode, operating system state, 22
%usr field, sar -u, 23
/usr/adm/messages, 42, 74

|4

veview(LMC), -v, 155
VDASYNCMAX, 107, 201
VDASYNCPARITY, 201
VDASYNCWRITES, 201
VDHASHMAX, 108, 200
vdisk - job pool is empty, 107
vdisk - job queue is full, 107
vdisk - piece pool is empty, 107
vdisk driver, 100, 105
VDJOBS, 107, 200
VDRPT, 201
VDUNITJOBS, 107, 200
VDUNITMAX, 200
VDWRITEBACK, 201
versioning, controlling depth of, 205
vflt/s field, sar -p, 50
VGA_PLASMA, 221
vhand
daemon, 44, 195
heavy activity by, 51
viewing, block 1/0, 89
virtual, terminals, 222
virtual connection, 126
virtual disks
asynchronous writes, 107
balancing disk load, 105
buffer headers, 106
choosing a cluster size, 103
comparison of configurations, 100
CPU requirements, 100
examining request counts, 104
full stripe, 103
hash table, 108
job poo}, 107
kernel parameters, 200
memory requirements, 101
number of job structures, 107
number of jobs, 107
number of piece pool entries, 107
piece pool, 107
RAID 4 and 5 performance, 102
split job, 103
striping, 98

267



virtual

virtual disks (continued)

tuning, 100-108

tuning kernel parameters, 106

used by databases, 103

using, 98

vdisk driver, 100

write-back caching, 201
virtual memory statistics, examining, 181
vmstat(C), virtual memory statistics, 181

w

wait field, nfsstat -c, 145
waiting for I/0, operating system state, 22
%wecache field, sar -b, 54, 69, 75, 91
wchar/s field, sar -c, 161
window sizes, setting for each interface,
226
%wio field
cpusar -u, 119
sar -u, 23, 39, 90
workload, managing, 19
writev(S), I/0 vector size, 203

X

X client
performance, 56
unable to start, 58
X server, tuning, 57
X Window System, configuration, 58
xdrcall field, nfsstat -s, 145
XENIX, shared data segments, 218
XENIX semaphores, 217
xsd_alloc - XENIX shared data table
overflow, 218
XSDSEGS, 218
XSDSLOTS, 218
xsem_alloc - XENIX semaphore table
overflow, 217
XSEMMAX, 217
xtinit - Cannot allocate xt link buffers, 205

268






1May 1995

AU20004P001



