


















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Index 

Symbols 
__ lc_load() interface, 10-10 

A 
a.out, 8-5 
ablsolute executable image, 8-1 
absolute 

load module, 8-3, 8-4 
object file region, 8-18 

access control list (ACL), 15-2 to 
15-6, 15-24, 15-26to 
15-30 

ACL. See access control list 
active page queue, 7-8 
adding protocols dynamically, 

12-5 
address map 

and entries, 6-2, 6-8 
and memory objects, 3-8 
and pmap, 3-16 
and regions, 3-9 
introduction, 3-3 
kernel, 6-29, 6-31 
locks, 6-29 

task, 3-10 
task swapping, 7-16 

address map entry, 6-7, 6-8, 6-30 
address space 

and copy map object, 6-29 
and memory objects, 3-8, 

3-12 
and pmap, 6-34 
and the program loader, 8-1 

to 8-11, 8-18, 8-20 
fast lookup, 6-2 
implementation, 3-10, 6-1, 

6-8,6-9 
in traditional UNIX, 3-16, 

3-19 
kernel, 6-29 
locks, 6-30 
primitives that manipulate, 

3-17, 3-18 
process, 2-2 
regions, 6-3 
sparsely filled, 3-9 

address translation, 6-32, 6-33, 
6-37 

allocation of file descriptors, 11-7 
allocb() routine, 13-19 
alphabetic sorting, 10-1 
API, 10-9, 14-12 
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application programming interface. 
See API 

application programs, 
internationalization, 10-1 to 
10-12 

Asian code sets, 10-14 
assert_ wait( ) routine, 5-14, 5-16 
asymmetric copy-on-write, 6-10, 

6-25,6-26,6-29 
asynchronous signal, 4-7, 4-11, 

4-16 
audit, 15-10, 15-44 to 15-56 

and locks, 15-40 
and LUID, 15-38 
compaction files, 15-50 
control files, 15-36 
daemon, 15-47 
data structures, 15-48 
device driver, 15-46 
internal kernel buffering, 

15-49 
ISSO interface, 15-47 
pathname processing, 15-55 
record format, 15-51 
record generation, 15-53 
reduction program, 15-47 

audit_info structure, 15-68 
authentication, 15-7, 15-20, 

15-36, 15-37 to 15-44 
authorizations 

command, 15-3, 15-19, 
15-20, 15-43 

kernel, 15-3, 15-20, 15-21 
automatic configuration, 9-3 
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B 
Bl certification, 15-2, 15-4 
backing object, 6-13, 6-16, 6-17 
bad blocks, 14-2, 14-8, 14-21, 

14-26, 14-27 
bad sectors, 14-2, 14-8, 14-26, 

14-27 
base privilege set, 15-3, 15-20, 

15-65 
binding (or linking), 8-1, 8-3, 8-9 
block device, 11-12, 11-25 
block-oriented storage, 14-2 
boot time configuration, 9-10 
bottom-half configuration, 9-6 
BSD scheduler, 5-2 to 5-4 
bufcall() routine, 13-19, 13-20 
buffer 

c 

cache, 11-12, 11-19, 11-27 
free list, 11-28 

C2 certification, 15-2, 15-4 
cache 

buffer, 11-12, 11-19, 11-27 
name, 11-16 
preload, 8-22 

cache management algorithm, 
11-16 

callback, 13-9, 13-11, 13-19 
requests, 13-1 

canput() routine, 13-16 
catgets() function, 10-11 



catopen( ) function, 10-11 
cdevsw table, 13-7 
cdevsw _open_ comm() routine, 

13-22 
certification, 15-2, 15-4 
character 

classification, 10-6 
device revocation, 11-24 
devices, 11-25 
longer than one byte, 10-3 

classification of characters, 10-6 
clean buffer list, 11-19 
cleaning-in-place and cluster 

pageout, 7-11 
clearance, 15-3, 15-6 to 15-8, 

15-30 to 15-34, 15-36 
client parallelization, 11-31 
clock interrupt handler, 2-10, 5-3, 

5-4 
clone device, 13-7, 13-21 
clone devices, 11-27 
cloning, 13-21 
cluster data structure, 12-21, 

12-22 
cluster size, 7-5 
coarse-grained application 

scheduling, 5-23 
code sets 

Asian, 10-14 
converting between, 10-15 
eight-bit, 10-3, 10-12 
multibyte, 10-3 
single-byte, 10-3 

COFF, 8-5 
collation, 10-4 

Index 

command 
authorizations, 15-3, 15-19, 

15-20 
authorizations database, 

15-39, 15-43 
commands, autopush, 10-18 
Common Object File Format 

(COFF), 8-5 
compare-and-swap locks, 5-23 
computation-bound program, 5-3 
computational state, 2-8, 3-2 
configuration 

automatic, 9-3 
boot time, 9-10 
bottom half, 9-6 
database, 9-3 
dynamic, 14-2, 14-18 
manager, 9-3 
method, 9-3 
of dynamic system calls, 

9-9 
of file system types, 9-8 
security, 15-6 
selective, 9-10 
static, 9-10 
top half, 9-6 

context switching 
and discouragement hints, 

5-23 
and quantum, 5-2 
and the thread_ block() 

routine, 5-11, 5-14 
and the thread _switch() 

routine, 5-24 
and timers, 5-27 
introduction, 2-8 

control device, 14-19, 14-24 
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conventions for date and time, 
10-6 

conversion table, 10-16 
converting between code sets, 

10-15 
copied region, 6-9 
copy map object, 6-29 
copy object, 6-22, 6-24, 6-26, 

6-29 
copy-on-write, 3-6, 3-9, 6-10 

asymmetric, 6-10, 6-25, 
6-26,6-29 

symmetric, 6-10, 6-14, 
6-22,6-26 

covered vnode, 11-11 

CPU-usage timers, 5-2, 5-25, 
5-26 

csq_ acquire() routine, 13-13, 
13-25 

csq_lateral() routine, 13-13, 
13-17 

D 
data 
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mirroring, 14-6 
permanent, 6-22, 6-23, 

6-26, 7-3 
recovery, 14-6 
replication, 14-2, 14-6 
restoring, 14-11 
stale, 14-22 
temporary, 6-10, 6-14, 

6-22, 7-4 

date and time conventions, 10-6 
date display, international, 10-1 
deadlocks, 12-14, 13-16 
deallocation of file descriptors, 

11-7 
default 

pager, 3-13, 7-3 
pager, submap, 6-30 
processor set, 5-19, 5-20, 

5-21 
deferred catalog opens, 10-11 
deleting protocols dynamically, 

12-5 
demand paging, 2-6, 7-1 
descriptor management, 11-3 
device 

assignment database, 15-36, 
15-39, 15-43, 15-44 

driver, 2-11 
driver, bottom half, 9-6, 9-7 
driver, dynamically 

configurable, 9-6 
driver, top half, 9-6, 9-7 
hashing, 11-26 
interrupt, 2-12 
special files, 11-25 

devices, logical volumes, 14-4 
dirty buffer list, 11-19 
discretionary access control 

(DAC), 15-7, 15-11, 15-24 
to 15-30, 15-68 

disk drivers, 14-2 
disks, 14-1, 14-2, 14-4, 14-8 
distributed file system, 11-15 
domain, 12-3 

families, 12-2 
funnel mechanism, 12-10, 

12-13, 12-18 



list, 12-5 
reference count, 12-5 

domain data structure, 12-3, 12-4 
DOMAIN_ FUNNEL macro, 

12-19, 12-21 
domain_funnel structure, 12-19, 

12-21 
DOMAIN_ UNFUNNEL macro, 

12-19, 12-21 
dynamic 

E 

configuration, 11-38, 14-2, 
14-18 

configuration changes, 
11-32 

device driver, 9-6 
loading, 8-2, 8-12, 8-13, 

8-18,8-23 
system call numbers, 9-9 
system calls, 9-9 
unconfiguration, 14-18 

effective privilege set, 15-3, 
15-21, 15-22, 15-32, 
15-64, 15-65 

eight-bit code sets, 10-3 
esballoc() routine, 13-20 
event management, 12-9 
event-wait mechanism, 5-13, 

5-14,5-16,5-17 
events, 13-8 
exception handler, 4-13, 4-15 

default, 4-14 
exception handling facility, 4-13 

to 4-16 

exec, 4-6 
exec switch, 8-6, 8-7 
exec() system call 

algorithm, 8-7 

Index 

and absolute images, 8-1 
and Id in UNIX, 8-5 
and privileged processes, 

8-25 
and UNIX processes, 4-1 
architecture, 8-6 
introduction, 2-3 

executable image, absolute, 8-1 
execution 

mode, 2-10 
state, 2-4, 3-2, 5-8 to 5-18 

exit() system call, 2-3, 4-1, 4-6 
exported 

packages list, 8-14 
symbol, 8-5, 8-9, 8-10, 

8-12, 8-17 
extent size, 14-4 
external 

data, 12-25 
memory manager, 3-13, 

7-3,7-17, 7-19 
memory manager and 

paging, 7-9 
memory manager interface, 

7-3,7-19 
pager, 6-27 
reference, 8-1, 8-2, 8-3, 

8-4,8-10 
VM objects, 3-12 

extra privilege checking, 11-39 
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F 
fast symbolic links, 11-35 
fattach() routine, 13-21 
fictitious pages, 7-10 
file 

format manager, 8-6, 8-7, 
8-8, 8-17, 8-18, 
8-23 

layer, 11-3 
locking, 11-24 

file descriptor, 11-7, 12-1 
state, 2-4 
table, 4-2, 4-4 

file system 
layer, 11-30 
metadata, 11-25 
private data, 11-20 
security extensions, 11-38, 

15-56 to 15-61 
tree, 11-9 
type, loading, 9-8 

fine-grained application 
scheduling, 5-23 

flow control, 13-1 
fmodsw table, 13-7 
forcible unmount, 11-11, 11-24 
fork() system call, 2-3, 4-1, 4-6, 

13-21 
format-dependent loader routines, 

8-17 
framework, 13-1 
free list chains, 11-28 
free page queue, 7-8 
free() routine, 2-2 
freeb() routine, 13-20 
funneling, 11-36 

lndex-6 

G 
general registers, 2-9 
getaddressconf() system call, 

8-20 
getmsg() routine, 13-5 
getnewvnode() routine, 11-23 
getpmsg() routine, 13-5 
global 

data file, 8-20, 8-22 
installed packages table 

(global IPT), 8-11, 
8-20, 8-22, 8-23, 
8-25 

granted privilege set, 11-39, 15-3, 
15-21, 15-22, 15-60 

group ID, 2-5 

H 
hardware clock, 2-12 

I 
iconv conversion subsystem, 

10-15 
iconv() converters, 10-10 
iconv() function, 10-15 
iconv _close() function, 10-15 
iconv _open() function, 10-15 
identification, 2-5, 15-7, 15-42 



imported 
packages list, 8-14 
symbol, 8-5, 8-8, 8-9, 

8-10, 8-12, 8-14, 
8-15,8-24 

inactive page queue, 7-8 
information systems security 

officer (ISSO), 15-19, 
15-20, 15-23, 15-44, 15-47 

inlib build-in shell command, 8-11 
inode locking, 11-37 
installing libraries, 8-11, 8-22 
interactive program and CPU, 5-3 
internal VM objects, 3-12 
internationalization subsystem, 

10-1 to 10-12 
Internet 

domain, 12-2 
domain locks, 12-16 
protocols, 12-17 

interrupt 
handler, 2-12 
handler, clock, 2-10, 5-3, 

5-4 
handler, registering, 9-6 
level, 2-12 
service routine, 12-5 
service threads, 12-8, 12-13 

interrupts, 13-16 
invalidation of vnodes, 11-24 
ioctl() routine, 13-5 
IPC and paging requests, 7-2, 7-3, 

7-10, 7-11 
ISR threads, 12-8, 12-13 

J 
job control facility, 4-1, 4-7 

K 
keep-on-exec, 8-25 
kernel 

Index 

authorizations, 15-3, 15-20, 
15-21 

daemons, 2-13 
load server, 8-21 
map, 6-29 
mode, 2-10 
space loading, 8-21 
task, 6-29 
timer, 5-26, 5-27 
UNIX, 2-1, 2-3, 2-10 

kmodcall() system call, 9-3 
known module, 8-9 
known modules list, 8-14, 8-15, 

8-16 

L 
Latin-1, 10-13 
lazy evaluation, 3-6, 3-17, 6-32, 

6-36, 7-6 
Id command, 8-3, 8-4, 8-5, 8-10 
least privilege principle, 15-4 
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least recently used (LRU) 
name cache policy, 11-16 
paging policy, 7-9 

libraries, installing, 8-11, 8-22 
lib_ admin command, 8-11, 8-19, 

8-22 
linker, 8-3, 8-5, 8-10 
load average calculation, 5-3, 5-5 
load() 

interface, 8-12 
system call, 8-24 

load-time linking, 8-4 
loaded packages table (LPT), 8-12 
loader 

address space management, 
8-18 

context, 8-8, 8-12, 8-13, 
8-18 

format-dependent routines, 
8-17 

memory allocation 
interfaces, 8-19 

security, 15-65 
switch, 8-8, 8-14, 8-17 

loading 
a file system type, 9-8 
kernel space, 8-21 

locale, 10-1 
locking, 12-14, 13-9 
locks 

compare-and-swap, 5-23 
test-and-set, 5-23 
user address map, 6-29 

logical 
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address space, 2-2 
addresses, 2-7 
block requests, 14-21, 

14-23 
extents, 14-4, 14-6 

page, 3-14 
track group, 14-5, 14-21 

Logical Volume Manager. See 
LVM 

logical volumes, 14-2, 14-4 
allocation unit, 14-4 
and physical volumes, 14-2, 

14-6,14-8 
defect mirroring, 14-27 
logical extents, 14-4 

LTG. See logical track group 
LVM, 14-1to14-27 

M 
Mach 

Interprocess 
Communication 
(Mach IPC), 3-4, 
4-13,6-29 

security, 15-66 
machine-dependent, virtual 

memory management, 3-16, 
3-17 

machine-independent, 6-36, 6-37 
data structures, 6-32 
resident memory 

management, 3-14 
virtual memory 

management, 3-16, 
3-17 

malloc() routine, 2-2, 12-25 
managing disk storage, 14-1 
mandatory access control (MAC), 

15-2 to 15-7, 15-11, 15-30 
to 15-37, 15-62, 15-63, 
15-67 



mapping, logical-to-physical, 14-6 
masking signals, 4-10 
mbuf 

chain, 12-15, 12-22 
data structure, 12-21, 

12-22, 12-23, 13-20 
MCLALLOC macro, 12-25 
MCLGET macro, 12-25 
memory 

allocation, 13-1, 13-19 
allocation interfaces, loader, 

8-19 
external manager, 3-13, 

7-3, 7-17, 7-19 
external manager and 

paging, 7-9 
management hybrid policy, 

7-2 
management unit (MMU), 

2-7,6-32,6-37 
manager, 7-2 
map, 4-2, 4-3 
mapping, 2-6 
object, 3-1, 3-6, 3-8 to 

3-13, 3-16, 3-18, 
3-19 

object, cache management 
interface, 7-20 

physical, 3-14 
region, 3-9, 3-11, 3-18, 

3-19, 6-2 to 6-9, 
6-13, 6-27 

region, and memory object, 
7-2 

resident, 2-6, 7-1 
memory_ object_ data _provided() 

routine, 7-20 
message, 3-6, 3-7 

and paging, 3-12 

definition, 3-4 
subsystem, 10-11 

Index 

used to invoke an operation, 
3-8 

MFREE macro, 12-25 
MGET macro, 12-25 
MGETHDR macro, 12-25 
minor number space, 13-22 
mirror consistency record, 14-9, 

14-10, 14-25 
mirroring, 14-6 

consistency, 14-22 
data in transition, 14-23 
doubly, 14-6 
logical volume defects, 

14-27 
physical extents, 14-6 
recovery, 14-6 
replication, 14-22 
restoring, 14-11 
resynchronization, 14-22 
sequential policy, 14-24 
singly, 14-6 
stale data, 14-22 
synchronization, 14-21 

mknod() routine, 13-21 
mmap() routine, 6-28, 7-3 

and loader, 8-20 
MMU, 2-7, 6-32, 6-37 
module record, 8-14, 8-15, 8-23 
monetary display, international, 

10-1 
monetary formatting, 10-8 
mount point, 11-13 
mount structure, 11-11 
mounted 

block device, 11-12 
file system, 11-10, 11-14 
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mpsleep() routine, 13-18 
multi byte 

code sets, 10-3 
encoding methods, 10-3 

multilevel directories, 11-40 
multiplexing streams, 13-23, 

13-24 
multiprocessor environment, 12-13 
multiprocessor networking code, 

12-13 

N 
name 

cache, 11-16 
translation, 11-12 

namei() function, 11-13 
National Computer Security Center 

(NCSC), 15-1, 15-4 
negative caching, 11-16 
Netintr() routine, 12-9, 12-13 
netisr data structure, 12-10, 12-12 
netisr framework, 13-5, 13-8 
netisr _add() routine, 12-9 
netisr _ del() routine, 12-9 
netisr _input() routine, 12-12 
NETISR _STREAMS event, 13-8 
NETISR_STRTO event, 13-8 
NETISR_STRWELD event, 13-8 
netisr _thread event, 12-13 
nonresident page, 3-11 
nonparallelized protocol, 12-2, 

12-13, 12-18 
np_uthread structure, 4-2, 4-4, 

4-5 
numeric display, international, 

10-1 
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0 
object 

backing, 6-13, 6-16, 6-17 
copy,6-22,6-24,6-26, 

6-29 
copy map, 6-29 

object file, 8-2, 8-3, 8-4, 8-5, 
8-15,8-18 
format, 8-2, 8-4, 8-5, 8-6 

object-oriented subsystem, 
internationalization, 10-9 

operations vector, 11-11 
operator, 15-22, 15-23 
Orange Book, 15-1, 15-4, 15-7, 

15-10 
OSF/ROSE, 8-5 
OSR, 13-7 
OSRQ, 13-7 
out-of-line data, 3-6 

p 
packages, 8-9, 8-10, 8-11, 8-14, 

8-17 
packet processing, 12-12 
page 

caching, 3-15, 3-20, 6-35, 
7-17,7-20 

cluster size, 7-5 
clustering, 7-5 to 7-8 
fault, 3-11, 6-3, 6-8, 6-26, 

6-30,6-34,6-37 
fault exception, 2-7 
fault handler, 2-7, 6-7, 

6-26, 7-2, 7-3, 7-9 



page in 

fault handler and page 
clustering, 7-5, 7-12 

fictitious, 7-10 
frames, 2-6, 3-14 
logical, 3-14 
nonresident, 3-11 
private, 7-11 
queue, 7-8 
replacement algorithm, 7-8 
resident, 3-11, 3-14, 3-15 
size, 14-5 
target, 7-8, 7-11, 7-12 
wired, 3-15 

and caching, 3-20 
and memory objects, 3-9 
of clusters, 7-7, 7-12 
requests, 7-2 
thread protection, 7-13 
vnode pager, 7-3 

pageout, 3-9, 3-13, 3-20 
pageout daemon, 2-8, 2-13, 7-5, 

7-6 to 7-9, 7-10, 7-11, 
7-14 

pager 
and scheduler, 5-4 

default, 6-30, 7-3 
external, 6-27 
trusted, 7-3 

pager port, 3-11 
pager_ file data structure, 7-6 
paging 

demand, 2-6, 7-1 
files, 7-4 to 7-7 
manager, 3-8 

parallel programming models and 
the scheduler, 5-1, 5-18 

parallel protocol, 12-14 
parallelization, 11-30 

Index 

of NFS server, 11-31 
parallelized protocol, 12-2 
patching (subroutine and global 

variable references), 8-3, 
8-5 

pathname translation, 11-12 
pcb structure, 12-14, 12-16 
per-process open-file table, 11-3 
permanent data, 6-22, 6-23, 6-26, 

7-3 
pf_ drain() routine, 12-25 
physical 

disks, spanning, 14-2 
extents, 14-4, 14-6 
file system, 11-12 
map (pmap), 3-16 to 3-17, 

6-32 to 6-39, 7-9, 
7-10, 7-15, 7-16 

memory, 3-14 
volumes, 14-2 to 14-10, 

14-19, 14-26 
physical volume reserved area, 

14-8 
PID,2-5 
pipes, 13-21 
pmap, 3-16 to 3-17, 6-32 to 6-39, 

7-9, 7-10,7-15,7-16 
functions, 6-32 to 6-37 

port 
and memory object, 3-9 
as object, 3-8 
definition, 3-4 
name space, 3-5 
rights, 3-5 to 3-6 

potential privilege set, 11-39, 
15-3, 15-21, 15-60 
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predetermined system call 
numbers, 9-9 

preload, 8-13, 8-17, 8-19, 8-22 
preload cache, 8-22 
prerelocate, 8-22 
private installed packages table 

(private IPT), 8-11, 8-25 
private page, 7-11 
privilege bracketing, 15-4 
privileges, 15-3, 15-18 to 15-23, 

15-28, 15-32 
probing devices, 9-10 
proc structure, 2-5, 4-1, 4-3 
proc structure (UNIX), 4-5, 5-3 
process 

context, 2-8 
ID (PID), 2-5 
relation state, 2-5 
UNIX,2-1 

processor 
as object, 5-19, 5-20 
data structure, 5-19 
server program, 5-19, 5-21 

processor set, 5-18, 5-19 to 5-23 
as object, 5-19, 5-20 
data structure, 5-19 
default, 5-19, 5-20, 5-21 

program counter, 2-8 
program exceptions, 2-11 
protected password database, 

15-36, 15-39 to 15-41, 
15-43 

protocol, 12-3 
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control block, 12-7, 12-16 
deleting dynamically, 12-5 
endpoints, 13-21 
Internet, 12-17 

nonparallelized, 12-2, 
12-13, 12-18 

parallelized, 12-2, 12-14 
protocol-to-protocol service 

requests, 12-3 
protosw data structure, 12-3 
pseudodevices, 9-7 
pseudoterminals, 13-21 
pse_select() routine, 13-5 
psignal() (UNIX), 4-12 
psignal_indirect() routine, 4-12 
psignal_internal() routine, 4-12 
putmsg() routine, 13-5 
putnext()routine, 13-13 
putpmsg() routine, 13-5 
PVRA. See physical volume 

reserved area 

Q 
qenable() routine, 13-16, 13-19, 

13-20, 13-23 
qreply( ) routine, 13-13 
quantum (time-slice), 2-13, 5-2, 

5-3 
queue 

active page, 7-8 
free page, 7-8 
inactive page, 7-8 
wait, 5-13, 5-14, 5-15, 

5-16 
queue-pair synchronization, 13-28 
queued messages, 13-17 
quorums, 14-6, 14-9, 14-10, 

14-19, 14-25 



q next routine, 13-22 
q_qlock routine, 13-16 

R 
raw disk paging file, 7-4 
receive rights, 3-5 
recursion, 13-11 
recycling vnodes, 11-23 
region 

copied, 6-9 
in object file, 8-4, 8-8, 

8-17, 8-18, 8-21, 
8-23,8-25 

memory, 6-2 to 6-9, 6-13, 
6-27 

memory, inheritance, 3-18 
memory, interfaces, 3-19 
memory, introduction, 3-9 
memory, tracking, 3-11 
record, 8-14, 8-23 
shared, 6-9 

registering interrupt handlers, 9-6 
registers, general, 2-9 
relocatable object file region, 8-18 
relocation 

by the loader, 8-3, 8-5, 8-8, 
8-12, 8-14, 8-18, 
8-22 

sectors, 14-9 
software, 14-9 

remote procedure call. See RPC 
request 

unweld, 13-8 
weld, 13-8, 13-16, 13-22 
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