












































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































DCE Distributed File Service Overview

Using the Token Manager to control physical file and directory access rights
suggests expanding the term ‘‘client’’ from simply being a remote user of
files exported by a file server, to being any system (local or remote) that
requests tokens on a file. This is a more flexible and appropriate definition
of a client, because the potential clients of a Token Manager can range from
the local UNIX kernel to any number of remote File Exporters.

49.3.4.2 Types of Tokens

DFS File Exporters support a number of different types of tokens. These
different token types reflect the different types of access to files and
directories that are required in a distributed computing environment.
Because tokens reflect the type of file or directory access requested by a
client, some types of tokens are incompatible. Before granting a new token,
the Token Manager may have to revoke some existing tokens. The following
types of tokens can be granted by a File Server machine’s File Exporter:

» Data Tokens: Data Tokens grant the client the right to access a range of
bytes in a file. Both read and write data tokens are available. A read data
token allows the client to cache and use a copy of the relevant file data
without repeatedly performing RPCs to the appropriate file server (either
for validating the data or for re-reading it). A write data token allows the
client to update the data in a cached copy of the file without storing the
data back to the server or notifying the server.

o Status Tokens: Status Tokens allow the client to access the status
information associated with a file or directory. Both read and write
status tokens are available. A read status token allows the client to refer
to cached copies of the status information without calling the server to
check the status. A write status token allows the client to update its
cached copy of the file’s status without notifying the server. The Token
Manager blocks other VFS+ functions from any access to status
information for the cached file or directory while the client has its write
token.

» Lock Tokens: Lock Tokens allow the client to set a lock on a particular
range of bytes within a file. Both read and write lock tokens are
available. With a lock token, the client is assured that the server does not
attempt to set conflicting locks on the file without first revoking the
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token. If a client does not hold a lock token, it must get one before being
able to operate on the data. Lock tokens behave in the same way as
open tokens with respect to revocation; see the following.

¢ Open Tokens: Open Tokens grant the holder the right to open a file.
Different types of open tokens are available, corresponding to different
possible open modes: normal reading, normal writing, executing, shared

reading (same as executing), and exclusive writing.

Different types of tokens can be held simultaneously for the same file
because they refer to separate components of the file. Table 49-1 describes
the compatibility matrix of open tokens. Tokens of the same type may also
be incompatible with each other, as in the following examples:

e Read and write data tokens are incompatible if the byte ranges
associated with those tokens overlap, but otherwise are compatible.

« All write tokens are incompatible with all others.

o Read and write lock tokens are incompatible if the byte ranges
associated with those tokens overlap, but otherwise are compatible.

Table 49-1. Compatibility Between Open Tokens

49-22

Normal Normal | Shared Shared
Access Reading | Writing | Reading | Writing
Open for normal reading C C C |
Open for normal writing C C | I
Open for shared reading
or open for executing C | C I

Open for exclusive writing

C = Compatible | = Incompatible

DFS tokens are managed by the VFS+ wrapper functions, as described
previously. To summarize, the VFS+ wrapper functions modify all standard
VES functions to first call the Token Manager, obtaining the appropriate
tokens for the operations they will perform before actually performing those
operations. The functions that compose this part of the VFS+ interface are

frequently referred to as the ‘‘glue layer.””
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When the Token Manager wishes to revoke a token, the File Exporter
notifies the client that holds the token. If the token was granted for

o Reading (status or data), the client only has to return it.

s Writing, the client must write back any status or data that it modifies
before returning the token.

» Locking or opening, the client cannot return the token if the file is still
open, or if the corresponding lock is still held. This is the normal action
if the client has already locked or opened the file.

For remote clients, token management requires two-way RPC
communications. Clients must call File Server machines to access files and
obtain tokens, and File Exporters must call clients to revoke tokens. Token
revocation requests for file systems that are local to the client making the
requests do not require RPC communications. When handling requests to
local file systems, the Token Manager and VFS+ interface communicate
directly, except for the use of the Host Module.

49.3.5 The Fileset Server

Filesets are the basic storage and administrative unit for data in the DFS.
The abstraction provided by filesets is similar to that provided by UNIX disk
partitions, although DCE LFS filesets are actually implemented as logical
subsets of disk partitions (aggregates). The entire contents of a DCE LFS
fileset must physically be located within a single aggregate, and its size is
determined by a per-fileset quota. Non-LFS filesets are equal in size to the
exported partition. Keeping filesets small compared to aggregates simplifies
load balancing. Load balancing involves moving filesets from one aggregate
to another when the first aggregate becomes nearly full or when equalizing
fileset access across various File Server machines. It is easier to find room
on other aggregates for a fileset if it is relatively small. DCE LFS filesets
can be moved between aggregates on the same File Server machine, or to an
aggregate on another server. The files stored together in a fileset form an
entire subtree of the file system, which can be separately mounted and
administered. Filesets are mounted so that they create the illusion of a
seamless hierarchy of files, even though that hierarchy may actually be
distributed across multiple File Server machines. Storing filesets on multiple
File Server machines, or dynamically moving filesets between different
machines, does not affect the transparency of user access.
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A fileset header is associated with each fileset, and must be stored on the
same aggregate as the fileset it describes. The fileset header contains the
fileset name, fileset ID number (not guaranteed to be unique), unique
identifier (which combined with the fileset ID produces a unique
identification), type, and status. The fileset header also contains the anode
indexes of all of the files and directories present in that fileset. The fileset
label must be stored on the same aggregate as the fileset.

The Fileset Server allows system administrators to create, delete, duplicate
(clone), move, back up, or restore entire filesets with a single operation.
Each of these operations is carried out as a single operation that requires an
exclusive lock on a specified fileset. The administration of DCE LFS
filesets is covered in detail in the OSF DCE Administration Guide.

Creating, deleting, and moving filesets are standard administrative functions
that are required to effectively manage any subset of a file system. Cloning
allows an administrator to dynamically produce an inexpensive read-only
copy of a DCE LFS fileset, recording its exact state at the time of the copy.
Uses of fileset clones include serving as online backups from which users
can retrieve a former version of a file they accidently change or delete, or as
fileset replicas, which can be distributed to multiple File Server machines.
Replication increases the availability of the contents of a fileset, and can
reduce the overhead associated with accessing filesets that contain
frequently used system binaries and files. When copies of these files are
available at multiple locations, the requests for these files are distributed
across the File Server machines on which these files are available. An
incidental benefit of replicated filesets is that the File Exporter does not
need to revoke tokens because (by definition) files in a read-only clone
cannot change. Replication and cloning require features of DCE LFS and
thus are not supported for non-LFS filesets.

It is important to understand the difference betweén cloning and replication.
Cloning means to create a'read-only copy of an existing fileset on the same
aggregate. Replication, which uses the cloning operation as a primitive,
means making an exact copy of a fileset, including all of the data blocks
associated with the files and directories in that fileset. This copy may or may
not be located on the same aggregate or File Server machine as the parent
fileset.

Filesets can be cloned only to the aggregate on which the original fileset is
located because the cloning operation initially copies only the anode
indexes for the files on the specified fileset, rather than copying the files
themselves. Once these are copied, the original indexes are updated to point
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to the clone’s copied indexes, and a bit is set in each parent anode to
indicate that this indirection is occurring. Subsequent write operations on
parts of the fileset first check the status of the indirection bit for the anode
associated with a file. If this bit is set, the original data must be copied to
other blocks, the indirection must be undone, and the indirection bit must be
cleared before the write actually occurs. This ensures that cloning a fileset
initially involves copying the minimum amount of information. Initially,
the parent fileset consists of a skeleton fileset that simply points to the
blocks in the clone. As more writes occur in a cloned fileset, the parent
fileset comes to own an increasing number of ‘‘new’’ blocks. Only the
blocks that change are copied; a small change to a large file does not result
in the entire file being copied.

Dumping and restoring files are standard administrative functions necessary
for any computer system. Dumping a fileset refers to the process of copying
a fileset to a data stream. The target of this data stream is usually some
archival device, such as a tape drive. Restoring refers to the process of
converting a data stream back into proper fileset format. The ability to dump
and restore logical portions of disk storage is necessary to create backups
for long-term storage on tape. Backups are done both as a precaution against
loss of data due to hardware failure and as a way of protecting users against
the accidental deletion of their own data. Backups are also routinely
performed when deleting a fileset from the file system. Dumping and
restoring can also be used when moving filesets between machines that store
or represent filesets in different formats.

49.3.6 The Fileset Location Database and Server

The Fileset Location Database (FLDB) is a cell-wide replicated database
that maps fileset names to the servers on which they are actually located.
The FLDB is accessed only via a collection of Fileset Location Server
processes, one at each machine on which the FLDB is replicated. These
RPC server processes provide calls to examine and change information
about the filesets located in the cell.

An individual fileset location entry, an FLDB entry, contains the fileset’s
name, its type, the File Server machines where the fileset is located, the
numeric identifier of the aggregate on the specified File Server machine on
which the fileset is located, any status flags specific to that file server
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location, any flags associated with the fileset, and the numeric identifiers of
this and any associated filesets such as backups and read-only copies.

For more detailed information about legal fileset types and the contents of
fileset location entries, see the OSF DCE Administration Guide.

49.3.7 The Replication Server

49-26

Note: Replication only operates on DCE LFS filesets; it cannot be
applied to the UNIX File System.

The organization of DCE LFS filesets into aggregates provides a number of
features not found on ordinary UNIX file systems. First, the concept of DCE
LFS filesets as logical subsets of aggregates means that filesets are not tied
to a physical location on the storage media and can therefore be
manipulated independently. This allows filesets to be moved among
partitions or moved from one server to another.

Similarly, a read-only copy of a fileset (a clone) can be created within the
same aggregate where the original fileset is located. Fileset cloning can be
used as an intermediate backup mechanism or as a part of the replication
process. The administrative procedure of cloning a fileset and copying the
clone(s) is called read/only replication of that fileset. Cloned copies of
filesets cannot exist outside the aggregate on which the parent fileset is
located, while replicas of filesets can be located on any file server machine.
This is similar to the distinction between the cp (copy) and In (link)
commands in UNIX type operating systems; that is, files can be physically
copied across partitions because the cp command creates a copy of both file
and user data at the destination of the copy, but files can never be
hardlinked across partitions. Similarly, filesets cannot be cloned outside the
aggregate that holds their parent fileset because they directly share storage..

The DFS replication servers provide for both scheduled replication and
release replication of filesets. In scheduled replication, a fileset can be
copied and updated at specified intervals by the replication server. A replica
is therefore maintained permanently and is guaranteed to be out-of-date by
no more than an interval specified by the system administrator. For practical
reasons, the existing implimentation is unable to keep up with short

“intervals of time (less than 10 minutes). However, system administrators

can teplicate a fileset at any time explicitly; this is called release
replication.
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Any client of a replicated fileset is guaranteed to always see a consistent
snapshot of the fileset and is guaranteed that the data in the replica is never
replaced by older data. When a replication server must update the replica, it
obtains only those files that have changed during the replication interval
from the master fileset.

Both cloning and replication are useful tools for system administration
because the basic DFS backup unit is the fileset and not the aggregate. A
system administrator can back up a fileset by first cloning it and then
copying the clone to removable media whenever convenient. Cloning is also
an efficient backup mechanism because of the small initial size of the
cloned fileset, and because it initially copies only the fileset’s metadata.
Cloned filesets can continue to exist on disk indefinitely, during which time
files can be directly restored from the cloned fileset. This can eliminate, in
some cases, the most time-consuming part of restoring files from backups,
which is the time required to mount and search removable backup media.

49.3.8 The BOS Server

The BOS Server (Basic OverSeer Server) runs on every DFS server machine
and monitors the other DFS server processes on the machine. It restarts
processes automatically if they fail, in the correct order. The BOS Server
also provides an interface through which processes can be started, stopped,
and monitored, and through which binaries for software can be maintained.

The programming interface to the BOS Server allows the creation, deletion,
and modification of processes. Processes are managed by the use of bnodes,
which keep track of process parameters, start times, and frequency of
execution.
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49.4 An Example of DF'S File Access Synchronization

49-28

This section provides an example of the interaction between the various
DFS support modules, showing the roles of the Token Manager and File
Exporters in synchronizing access to a file. The file in this example is stored
in a conventional UNIX file system, and is being written by both a local
user (Userl), who is issuing both read and write system calls, and a remote
user (User2), who is attempting to access the same file through a client
Cache Manager.

Initially, User2’s remote application issues a write system call to the file.
This operation is handled by the client’s Cache Manager, which requires a
token guaranteeing that it is permitted to update the cached copy of the file
locally. This token is requested from the File Exporter of the File Server
machine where the master copy of the file is located. The File Exporter
registers the client with the File Server machine’s Token Manager as having
a data write token. Once User2 receives the data write token, the client can
handle all remote writes to the cached copy of the file without contacting
the File Server machine further.

At some point Userl, through a process local to the File Server machine and
therefore accessing the file locally (not through a DFS File Exporter),
decides to read some data from the master copy of the file. Before reading
the master copy, the VFS+ interface calls the local Token Manager,
requesting a read data token for the file. Because there is a conflicting write
data token already granted to User2 by the File Exporter, the read token for
Userl cannot be granted immediately; User2’s incompatible token must be
revoked before User1’s local process can be granted its own token.

At this point, the Token Manager attempts to resolve the access conflict by
requesting that the File Exporter revoke the conflicting token. As part of the
revocation procedure, the File Exporter makes an RPC back to User2’s
client Cache Manager, asking it to return the write token. Before the client
returns the write token, it also stores its modifications back to the fileset on
the File Server machine in a separate RPC. Once this occurs, the File
Exporter returns from the revocation call made by the Token Manager. The
new read data token can be granted to the VFS+ interface call. Once the
new token is granted, the VFS+ interface can then proceed with Userl’s
read operation by calling the original virtual file system’s read data function.
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The read data token can be returned at any time after the read data call has
completed, although it is usually held as long as possible to avoid
unnecessary RPCs. Remote clients always hold on to tokens as long as they
can to avoid unnecessary RPCs. If User2 issues another call to write the
specified data, the client system must contact the File Server machine again
to get another guarantee, and the File Exporter must call the local Token
Manager again to obtain another write data token. Thus, the VFS+ layer
provides a consistent file system image regardless of the dispersion of
clients making reference to any one piece of it.
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Chapter 50

General Cache Manager Operations

This chapter describes the operations you can perform with the DFS Cache
Manager. The Cache Manager is the process on the client machine that
maintains information about filesets that have already been fetched from the
server. For more information about the general operation of the Cache
Manager, see the introductory chapter of this guide, or the OSF DCE
Administration Guide. For more information about the functions described
in this chapter, see the OSF DCE Application Development Reference.

The Cache Manager is the part of DFS that is responsible for the local
caching of file and directory data on file system clients. Once a file or
directory is requested by a client, the data is kept (cached) until either it is
flushed or the cache storage is recycled. DFS provides functions to access
cached data, manipulate related fileset information, and control the behavior
of the Cache Manager. These function calls are described in this chapter.

At the end of this chapter is a summary of the syntax and parameters for the
various calls.

Most Cache Manager management operations are done through the ioctl()
and pioctl() calls. ACLs are manipulated through the afs_syscall() system
call. The ioctl() call is a standard (BSD) UNIX call; pioctl() and
afs_syscall() are DFS extensions. All three calls take several arguments,
one of which is the identifier of the specific call to apply.
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50.1 Extensions to the ioctl() System Call

The Cache Manager provides one additional ioctl() -call,
VIOCIGETCELL. This call finds the cell name associated with an open
file descriptor. This is the recommended method of determining whether a
file is stored in the DCE Distributed File System; if it is not, then it has no
associated cell.

50.2 Using the pioctl() System Call

50-2

The syntax for pioctl() is as follows:

long pioctl (

char *pathname, [*1in */

int command, [*in */
struct afs_ioctl *ioDesc, /* inout */
int follow_links) [*in */

The pioctl() call is very similar to the ioctl() call. One important difference
between the two is that for pioctl(), the first argument, which refers to the
file or directory to which the call applies, is passed via a pathname rather
than via a file descriptor. (The p in pioctl() stands for pathname.) Using
pathnames is necessary because pathnames, unlike file descriptors, can refer
to files or directories that do not actually exist. Some calls, in fact, use the
first argument to supply a directory and another argument to supply the
name of a file in that directory; if the file does not exist but the directory
does, some actions can still be taken, while a descriptor cannot be obtained
on a nonexistent file.

The second argument, as with ioctl(), is the specific call to be issued.
Constants are defined for these values; you should use those constants rather
than specific numeric values. The syntax summary at the end of this chapter
contains these constants and other parameter information for each pioctl()
call. Further information is also provided in the OSF DCE Application
Development Reference.

As with ioctl(), the third argument is a pointer to the block of data to be
manipulated by the call. This data block contains an input buffer and an
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output buffer, one, both, or neither of which may be used for any particular
call. The exact nature of this data depends on which call is being made.
More information is given later in this chapter.

The fourth argument is unique to pioctl(). It determines what file should be
used if the file specified is a symbolic link. If this parameter is 1, the
symbolic link is followed to its destination and the call is applied to that
destination file. If the parameter is 0 (zero), the call is applied to the
symbolic link itself. Note that this fourth parameter applies to a symbolic
link only if the link is the last component of the pathname; links
encountered in intermediate components are always followed.

Not all pioctl() calls affect files. In those cases, a null pointer may be used
for the pathname argument (in other words, (char *)0).

All calls either return O (zero), indicating successful execution, or return -1
and set errno to an error flag. Output, when provided, is placed in the output
buffer, which is the third argument to pioctl().

The pioctl() calls described in this chapter are only meaningful for
operations on the DFS; in particular, they do not operate on files in the local
file system.

The following pioctl() calls require root privileges to perform:
» VIOC_AFS_SYSNAME
» VIOC_CLOCK_MGMT (setting only)
o VIOC_EXPORTAFS (setting only)
o VIOCGETREQUEST
» VIOCSENDRESPONSE
« VIOCSETCACHESIZE
e VIOC_SETCELLSTATUS
o VIOCSETVOLSTAT
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50.2.1 System, Cell, and Fileset Operations

50-4

The calls in the following subsections have to do with getting information
and performing operations on the system (workstation), cell, and filesets.
Some information is related to the system in general (and not DFS in
particular), some is related to the cell as a whole, and some is related to
filesets. Anyone with access to the right directories, as determined by
Access Control Lists on those directories, can examine this information, but
usually only system administrators or root can change it. You should make
sure you know the implications of what you are doing before you alter
things at the system or cell level, as you will be affecting many other
people. For more information about these implications, see the OSF DCE
Administration Guide.

50.2.1.1 System Information

It is often useful to be able to check to see which file servers are up before
starting expensive operations. This sort of test can be much faster than an
attempt to contact a server that is not available. The pioctl() call
VIOCCKSERY can be used to get this information. It returns a list of
socket addresses of servers that are down (or none, if no servers are down).
It can operate in one of two modes. The first (the ‘“‘quick’ mode) uses
cached information about server status, which is updated periodically. The
second (the ‘‘thorough’” mode) performs the check when the call is made, so
the information is more accurate, but at a price. The fast check is the
recommended one unless your application really needs up-to-the-minute
information. The thorough check is potentially expensive, as a query to a
server that is down will have to wait to time out. Cached information about
which servers are up is usually updated every 10 or 15 minutes; this time is
controlled by parameters set by the system administrator.

The pioctl() call VIOC_AFS_SYSNAME is used to set or query the string
that the @sys variable uses for pathname expansion. This variable, when
used in a path, is expanded by the kernel; if you set it to different values on
different hardware platforms, you can, for instance, use @sys to point to
platform-dependent binaries while still using only one path in the code that
calls them. The user command c¢cm sysname checks the current platform’s

type.
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It is not generally necessary to set the pathname variable, as DFS usually
knows what its hardware and operating system are.

The input to this call contains a flag that indicates whether to query or set
the value, and if setting a value, which value to use.

Because so many Cache Manager operations are tied to the time, there is a
pioctl() call to examine and change the setting of the local machine’s clock.
This call, VIOC_CLOCK_MGMT, also fetches and stores kernel values
that describe the clock’s accuracy. This feature is typically used only on
client-only machines to set the machine’s clock based on the time as set on a
local File Server machine. This feature is initialized with dfsd (see the OSF
DCE Administration Guide).

The clock data block contains a number of items, which are described in the
OSF DCE Application Development Reference.

50.2.1.2 Cells

There are several types of information that you may want to get about a cell.

The pioctl() call VIOCGETCELL provides a list of the known Fileset
Location Servers (FL Servers) for a cell. The call provides the addresses of
FL Servers known to the workstation on which the call is made. The way to
use this function is to keep calling it, incrementing the cell number (starting
with O (zero)), until you reach the end of the list of cells, at which point the
call returns an error.

Sometimes a client application needs to be able to determine the name of
the cell that the machine on which it is running belongs to. This information
is provided by the VIOC_GET_WS_CELL pioctl() call. A machine, of
course, can access many cells; the cell under discussion here is the primary
cell to which users of the machine authenticate by default. Programs such
as the login authentication call make this call once, at startup.

VIOC_GETCELLSTATUS and VIOC_SETCELLSTATUS obtain and set
the status information for a named cell. Currently, the only information
available is a status bit that indicates whether the named cell is the local
one.

OSF DCE Application Development Guide 50-5



DCE Distributed File Service

50.2.1.3 Mount Points

A fileset is connected to the root directory of other filesets through a DFS
mount point. Each mount point connects to the root directory of a fileset.
The mount point looks like an ordinary subdirectory, but it is actually a
special interface to a fileset. A mount point’s name is the name of the
subdirectory. Mount points are created after the filesets themselves are
created.

Unlike Network File System (NFS) mount points, DFS mount points are
stored in the file system. They are thus persistent, meaning that they survive
system restarts.

Given the name of a mount point, it is possible to find the name of the fileset
to be mounted at that place. Mount point and fileset names can, and should,
be different. A fileset’s name should be more verbose than the name that
users of the system see. Users want to see terse names, but system
administrators often want verbosity to make tasks such as accounting and
backups easier. For example, the fileset corresponding to the mount point
jones in the user tree may be user.jones, indicating that this fileset
corresponds to a user directory. Users browsing through the directory
already know that this fileset is in the user space because a directory named
something like user or usr is above it in the tree, so the information should
not be repeated in the mount point name itself.

The pioctl() call VIOC_AFS_STAT_MT_PT maps mount point names to
fileset names. In addition to the fileset name, this call provides the type of
the mount point. (The call actually produces a single string that begins with
the character representing the type.) Mount points come in three types:

o The first type (regular), indicated by the # (number sign) character, tells
the Cache Manager to use the latest read-only replica (fileset copy) that
corresponds to the named fileset, if the mount point is part of a read-only
tree and there is a read-only version of the fileset.

o The second type, indicated by the % (percent sign) character, forces the
Cache Manager to use the read/write copy.

o The third type, indicated by the ! (exclamation point) character,
indicates a mount point for the global namespace itself.
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The third type is typically only used for diskless support. Using regular
mount points is more efficient than forcing the use of the read/write copy,
but there are times when you want to force access to the original fileset.
Replicas are discussed in more detail in Chapter 49 of this guide.

Anyone who has delete access to the directory can delete a mount point.
The pioctl() call VIOC_AFS_DELETE MT _PT accomplishes this. If
you want to completely remove a fileset and its mount points, you should
use the fileset manipulation functions described in Chapter 51 of this guide.

50.2.1.4 Filesets and Files

The pioctl() call VIOCWHEREIS locates copies of a fileset, given the
name of any file in it. It returns the addresses of all servers that have copies
of the fileset. This call allows you to make the correspondence between a
server being down and a directory access timing. out. If you give
VIOCWHEREIS a file in a read-only fileset, it returns the read-only
servers. If you give it a file in a read/write fileset, it returns the read/write
Servers.

Given a filename, you may want to find out additional information about the
fileset and cell in which it is stored. VIOCWHEREIS is useful for finding
copies, but if you want other information, such as the fileset’s cell or the file
ID number of a particular file in the fileset, you need to use the pioctl() call
VIOCGETFID. This call, given a filename, gets the filé handle, which is a
string representing that file’s cell identifier, fileset identifier, file slot
number, and a uniquifier that, combined with the other information, ensures
uniqueness.

The cell and fileset identifiers are unique IDs assigned to the cell and filesét,
respectively. The file slot number is the number of the file in the fileset.
These numbers can be reused when files are deleted and others are created;
you can think of a fileset as being an array of files (referenced by index
number), and it is most efficient to fill the array from beginning to end. It is
therefore preferable to put a new file in the earliest open slot in the array,
rather than extending the array and giving the new file the highest position
assigned to date.

Because of this scheme, a uniquifier is needed to distinguish among files
that occupy, or once occupied, a particular file slot. This is simply an integer
specifying which file this is; when a file slot is first occupied the file is given
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a uniquifier of 1, and for each subsequent occupant of that file slot, the
uniquifier is incremented.

If all you want is the cell name for a file, you can call
VIOC_FILE_CELL_NAME, which returns the name of the cell in which a
file is stored. This is easier than calling VIOCGETFID and extracting the
cell data. Note, however, that while VIOCGETFID returns the cell ID,
VIOC_FILE_CELL_NAME returns the cell name.

To summarize, VIOCWHEREIS finds copies of a fileset, VIOCGETFID
gets the file handle for a particular file within a fileset, and
VIOC_FILE_CELL_NAME, given a filename, finds the name of the cell
in which that file is stored.

50.2.1.5 Fileset and File Access

The VIOC_SETCELLSTATUS and VIOC_GETCELLSTATUS pioctl()
calls control and report status information about a cell. Currently, the only
status information available is whether a cell is the local one.

The calls VIOCGETVOLSTAT and VIOCSETVOLSTAT control status
information about a particular fileset, rather then the cell. There are two
status flags for filesets. The first controls whether the setuid and setgid bits
are to be honored for the fileset. The second controls whether special device
files (those in /dev) can be seen from workstations other than the local one.

To determine if a caller has access rights to a file, according to the DFS
ACL, use the pioctl() call VIOCACCESS. When making this call, you
supply the name of the file or directory and a mask specifying the types of
access you want. The call fails if any of the requested permissions are
denied, but it does not provide a way of finding out which one failed (short
of iterating over all of the access rights). Because the denial of any single
access right causes the entire call to fail, you should make sure you request
only the rights you actually need to check.

VIOCACCESS does not actually retrieve the file or change the last
modification time; it just checks that you are able to access the file. You
may want to check this in advance if, for example, you will be running a job
later that requires access.

The Cache Manager allows clients to fetch files before they are actually
needed in order to save time later. This is done to take advantage of idle
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time, or to prepare for accesses that must happen very quickly for
application-specific reasons. The pioctl() call VIOCPREFETCH
prefetches the desired file into the local cache, so that the first file access is
treated like a later access. If the caller does not have access rights to the file,
the prefetch is unsuccessful.

50.2.2 The Cache

There are several pioctl() calls that directly manipulate the local cache and
its parameters. It is possible to manipulate cache parameters on only a
single machine at a time; changes that you make on one machine do not
propagate to any other. Further, these calls cannot affect remote machines;
you have to run the application on each machine separately to make changes
on multiple machines. If you want to permanently change cache parameters,
it is probably better to do this through the standard system administration
procedures, described in the OSF DCE Administration Guide. These calls
are intended primarily for use by applications that need to make temporary
or localized changes.

50.2.2.1 Manipulating Cache Parameters

There is currently only one cache parameter that can be set or monitored:
the cache size. The larger the cache, the more information you are able to
store without performing unnecessary remote accesses. (If the cache fills up,
the oldest entries are discarded first.) You need to balance this convenience
against your other disk space needs, such as swap space and a local file
system. More information about suggested sizes can be found in the OSF
DCE Administration Guide.

To change the size of the «cache, wuse the pioctl() call
VIOCSETCACHESIZE. Size is allocated in 1024-byte units; you supply
the number of these units to allocate. If you reduce the size of the cache,
data is immediately deleted, oldest first, to make room.
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If you attempt to reduce the cache size to an unrealistic value, the cache is
not resized. (See the OSF DCE Administration Guide for guidelines on
appropriate values.) If you specify a size of O (zero), it is reset to its default
value.

The pioctl call VIOCGETCACHEPARMS can be used to find out how
many blocks of data are currently allocated to the cache, and how many of
those are in use.

There is no way to find out what is actually in the cache; you can only find
out how much space it is using.

50.2.2.2 Manipulating Pending File Writes

Sometimes the Cache Manager attempts to write a file and cannot do so
because the fileset is over quota. This type of write failure is different from
others because quota problems can be corrected more easily than, for
example, protection problems. Thus, the Cache Manager will remember that
it is trying to write the file and keep trying, rather than rejecting the write
entirely, in the hope that room will be cleared for the file. By default, the
Cache Manager repeats these attempts approximately once per minute.

If you want to flush the queue of pending writes, you can use the
VIOCRESETSTORES call. There are no inputs or outputs. By the time a
write gets to this point, the error [EDQUOT!] has already been returned to
the caller, so it is not sent again. At this stage, no guarantees are made that
the write will actually succeed, but efforts are made anyway. Thus,
canceling these efforts does not significantly change expectations held by
the application.

To see what is in this queue, use VIOCLISTSTORES. This call produces a
count of the files waiting and an array describing the filesets to which they
are to be written.
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50.2.2.3 Flushing Information from the Cache

As discussed earlier, when the Cache Manager needs to make room to cache
something, it flushes the oldest data it has. Sometimes your cache fills
quickly causing the Cache Manager to flush something you still need. Thus,
it is sometimes useful to be able to explicitly flush data from the cache to
reclaim space, to prevent flushing data you still want, or to repair a
corrupted cache.

The most general way to flush data from the cache is to use the pioctl()
calls VIOCFLUSH and VIOC_FLUSHVOLUME. The former flushes the
cache entry for a single file, and the latter for an entire fileset. The next
time that file or fileset is accessed, the server is queried and new data is
retrieved.

The pioctl() call VIOCCKBACK flushes the Cache Manager’s memory of
the mappings between fileset names and IDs, and between the ID of the
read/write fileset and its replicas, if any. This information must be flushed
periodically to allow for the fact that filesets can be moved. This flushing is
normally done automatically once every hour.

Before flushing data, these functions try to write any local modifications to
the server. You should not rely on this, however, as they may not succeed;
do not use these functions in place of the fsync() call.

50.2.3 Other Operations

The following subsections describe other Cache Manager pioctl()
operations.

50.2.3.1 Exporting the LFS to NFS

The pioctl() call VIOC_EXPORTAFS exports a DFS Local File System
(LFS) to the Network File System (NFS). It can be used to query and set the
export status of the DCE LFS. (See the OSF DCE Application Development
Reference for details.)
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50.2.3.2 Using Nonkernel Helper Functions

Because DCE is very large, most of the code cannot reside in the kernel.
When the kernel needs to call a routine or access data that is not resident in
the kernel, it obtains its access through a helper function that is resident in
user space. The user space process that makes the call is sometimes called a
slave process.

The VIOCGETREQUEST and VIOCSENDRESPONSE pioctl() calls are
used by a user process to communicate with the kernel. The process
announces its readiness to accept kernel calls with VIOCGETREQUEST,
and the process then waits until the kernel returns from the call. When the
kernel returns, the process should then take the contents of the output buffer
and issue the call described therein. Once it has done this, it calls
VIOCSENDRESPONSE to communicate the results back to the kernel. At
this point it may call VIOCGETREQUEST again to repeat the process.

50.3 Using the afs_syscall() System Call

50-12

File and directory protection is handled by DCE Access Control Lists
(ACLs), which are manipulated through the afs_syscall() system call. An
ACL specifies the types of access users and groups have to a file or
directory. The use of ACLs is described fully in the OSF DCE User’s Guide
and Reference; the following subsections describe only the programming
interface to them. DFS provides calls to set, retrieve, and copy ACLs, and
to try to access files or directories.

All ACL calls are issued through the afs_syscall() call. The first argument
selects a DFS component; all ACL system calls use
AFSCALL_VNODE_OPS for this argument. The second argument to
afs_syscall() is the name of the particular call to issue; it is analogous to the
second argument to pioctl() or ioctl(). There are also additional call-
specific arguments.
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50.3.1 Retrieving ACLs

The afs_syscall() VNX_OPCODE_GETACL retrieves an ACL for an
object. It takes four additional arguments:

» The pathname of the file or directory whose ACL is requested

¢ Memory in which to store the ACL (a string)

e Memory in which to store the length of the ACL

» Anindication of which ACL is requested.
A directory can have up to three ACLs:

e One for its own use (VNX_ACL_REGULAR_ACL)

¢ One for files created in it (VNX_ACL_INITIAL ACL)

e One for directories created in it (VNX_ACL_DEFAULT ACL)
A regular file can have only a VNX_ACL_REGULAR ACL set.

The ACL is an array of bytes, and is very complex. The full description of
the format is contained in the afs_syscall(2dfs) reference page in the OSF
DCE Application Development Reference.

50.3.2 Setting ACLs

The afs_syscall() VNX_OPCODE_SETACL sets an ACL for an object.
Like VNX_OPCODE_GETACL, it takes four additional arguments:

» A pathname, an ACL (represented as a string)
¢ The length of the string
e Which ACL to set

The ACL types are the same as for VNX_OPCODE_GETACL. It is an
error to try to set any ACL type other than VNX_ACL_REGULAR_ACL
for files.
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50.3.3 Copying ACLs

The VNX_OPCODE_COPYACL call copies an ACL from one object to
another. It takes four additional arguments:

» The destination pathname

¢ The source pathname

» Which ACL to set in the destination
¢ Which ACL to copy from the source.

As with VNX_OPCODE_SETACL, files can only have one of the three
ACL types set.

50.4 Syntax Summary

The following subsections provide a summary of the syntax and parameters
for the ioctl(), pioctl(), and afs_syscall() system calls.

50.4.1 The ioctl() Call

The syntax for a call to ioctl() follows:
#include<ioctl.h>
long ioctl(

char *pathname, [*in */

int command, /* in ¥/
struct afs_ioctl *ioDesc) /* inout */
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The following table shows the specific call implemented in DCE.

Contents of | Contents of
Call Input Buffer | Output Buffer

VIOCIGETCELL | none string

50.4.2 The pioctl() Call

The syntax for a call to pioctl() follows:
#include<ioctl.h>

long pioctl (
char *pathname, [*in */
int command, [¥in */
struct afs_ioctl *ioDesc, /* inout */
int follow_links) [*in */

The piocfl() calls are invoked not by name but by opcode number or by a

defined constant. The following table contains these constants and the input
and output types for each call.
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Call Contents of Contents of
Input Buffer Output Buffer
VIOCACCESS long none
VIOC_AFS_DELETE_MT_PT | string none
VIOC_AFS_STAT_MT_PT string() string
VIOC_AFS_SYSNAME long + string long + string
VIOC_CLOCK_MGMT (see text) (see text)
VIOCCKBACK none none
VIOCCKSERV long [+ string] long + sockaddrs
VIOC_EXPORTAFS long fong
VIOC_FILE_CELL_NAME none string
VIOCFLUSH none none
VIOC_FLUSHVOLUME none none
VIOCGETCACHEPARMS none array of longs
VIOCGETCELL long long + sockaddrs +
string
VIOC_GETCELLSTATUS string long
VIOCGETFID none afsFid
VIOCGETREQUEST none long + bytes
VIOCGETVOLSTAT none long
VIOC_GET_WS_CELL none string
VIOCLISTSTORES none long + long +
array of afsHyper
VIOCPREFETCH none none
VIOCRESETSTORES none none
VIOCSENDRESPONSE bytes none
VIOCSETCACHESIZE long none
VIOC_SETCELLSTATUS 2 longs + string | none
VIOCSETVOLSTAT long none
VIOCWHEREIS none long + array of
sockaddrs + string

50-16 OSF DCE Application Development Guide



General Cache Manager Operations

50.4.3 The afs_syscall() Call

The syntax for the DFS part of syscall follows:

#include<syscall.h>
#include<aclint.h>

int afs_syscall(

AFSCALL_VNODE_OPS,
VNX_OPCODE_GETACL,

char *pathname,

char *acl, /* out */
int *length, [* out */

int whichacl)

int afs_syscall(

AFSCALL_VNODE_OPS,
VNX_OPCODE_SETACL,

char *pathname,_

char *acl, [*in */
int length, [*in */

int whichacl)

int afs_syscall(

AFSCALL_VNODE_OPS,
VNX_OPCODE_COPYACL,

[*in*/
[*in*/

[*in */
[*in*/

[*in */
[*in*/

char *dest_pathname, [*in */
char *source_pathname, [* in */
int dest_whichacl, [* in */

int source_whichacl) [* in */
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Chapter 51

Manipulating Filesets

This chapter describes the three sets of functions available for manipulating
filesets. These sets are:

e Volume Call (VC...())
e Fileset Location Database (VL...())
 Fileset Server (FTSERVER...())

The VC...() functions meet most fileset manipulation needs. These are
high-level, general-purpose functions for maintaining filesets. (They are not,
technically, RPC calls, but they build on the VL...() and FTSERVER...()
RPC calls.) These functions automatically keep the Fileset Location
Database (FLDB) up-to-date, and handle errors gracefully. Failing to keep
the FLDB and actual filesets in sync with each other could leave the system
in an inconsistent state, as explained in the following paragraph. The
VC...() functions are implemented using the VL...() and FTSERVER...()
functions. They also provide consistency guarantees that naive use of the
other two sets cannot provide.

At times, you may need to perform very specific operations that are not
covered by the general VC...() functions. In those cases, you can use the
VL...() and FTSERVER...() functions to alter the FLDB entries and actual
data, respectively. If you use these functions instead of the VC...()
functions, you have to do your own consistency checking when you alter
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filesets or FLDB entries to ensure that the two stay in sync. Changing either
the data or FLDB entry alone, without changing the other, leads to
inconsistency that can eventually eliminate your change; that is, if the
wrong thing, database or data, is synchronized with the other. You need to
be careful to make both changes at the same time. If you are creating new
filesets or copies of filesets, you should make the copy first and then create
the FLDB entry because if you have an entry and no fileset, applications that
try to access the fileset before you create it get errors. When you are making
a change, such as renaming a fileset, there is no good rule about which to
change first, the data or the database entry. Just make sure you do one
immediately after the other.

In addition, you need to make sure that if one of the two changes you make
(to the fileset or FLDB entry) gets an error that prevents the change from
actually being made, you do not make the other change anyway or leave the
disk or database in an intermediate state.

All of the functions in this chapter operate, directly or indirectly, through
remote procedure calls. You must write your own code to obtain and
manage RPC connections. (See Part 3 of this guide for information on doing
this.)

All of the functions in this chapter operate on DFS filesets, and not on files
resident on the native UNIX File System (UFS) that are not exported to
DFS. An exported UFS is treated as a DFS fileset.

51.1 DCE and DFS API Terminology Differences

51-2

There are some differences in terminology between DCE documentation and
the DFS APL In the DFS API, a fileset is referred to as a volume, an
aggregate as a partition, and the FLDB as the VLDB. Although the DCE
documents have been changed to use fileset terminology, the DFS API has
not always been changed. Thus, calls, parameter lists, and structures often
include the vol, volume, and vildb strings, and refer to partitions. In the DFS
API, volume always means fileset, and partition means aggregate unless a
UFS partition is explicitly being referred to.
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51.2° Parameters, Types, and Return Values

Many UNIX functions either return O (zero) if the function succeeds, or
return -1 and set a global variable (errno) to a status code. The functions
described in this chapter do not do this; they always return a status code, or
zero if there is no error.

Because the functions return error codes, the problem of how to return other
data arises. Because these calls are issued over a network, rather than on the
local machine, the functions cannot simply return pointers to modified data.
Thus, you must allocate space for this additional data in advance, and pass
pointers to this space in the calls. You simply need to allocate and manage
the memory for these parameters using standard UNIX memory
management techniques (the malloc() and free() calls, or stack variables).

All DFS functions with RPC interfaces have one argument in common, the
RPC handle. It is always the first argument to a function and is of type
rpc_binding_handle_t, as defined in Part 3 of this guide. This handle
identifies the particular remote client, and is supplied when the remote
connection is first established.

For the purpose of the examples in this chapter, we assume that you have
created a function to obtain an RPC handle and set the variable Rpc_Handle
to its output. For information about creating RPC handles, see Part 3 of this
guide.

51.3 Data Types

Most of the structures described in this chapter have been defined in
typedefs as well as structures. For example, struct afsHyper and afsHyper
are the same. For reasons of extra clarity, the structure notation is used in
describing the syntax of these functions. In the unlikely event that an
application programmer needs to use the IDL interface for application
development, only the latter format is acceptable in that environment.

Likewise, most of the fields of these structures are of unsigned types,
including characters. These are explicitly labeled as unsigned only in cases
where ambiguity could result otherwise.
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51.4 Authorization Requirements

The Fileset Location Server (FL Server) and the Fileset Server (FT Server)
each have administrative lists stored in dcelocall/var/dfs. The Fileset
Location Server for a cell runs on some subset of the machines in the cell,
and the Fileset Server runs on every machine configured as a file server.

FL Server administrators can create file server entries in the FLDB that are
owned by specific groups. People in the group owning a server entry can
create, delete, and modify FLDB entries for filesets that are housed on the
declared file server. Specifically, the caller has to be in the group owning the
file server entry for all file servers referenced by the FLDB fileset entry,
either before or after any proposed modification. This is transparent to the
application programmer because the caller uses authenticated DCE RPC
and the permissions are granted on the basis of that authentication.

FL Server administrators can make changes to the FLDB. All functions in
this chapter that require altering the FLDB, including those in the VC...()
set that create, delete, and move filesets, can be called only by those
administrators whose principals are in the security group that is the
““owner’’ of an FLDB server machine entry.

The administrative list for the Fileset Server should be the union of the FL
Server administrative list, and the members of the group declared as owning
the server entry in the FLDB. People on this list can alter any filesets on the
affected servers. Callers of functions in this chapter that alter filesets
themselves must be in the appropriate groups. (See the OSF DCE
Administration Guide for more information about these administrative lists.)

51.5 The VC Functions: General Fileset Operations

51-4

The Volume Call (VC...()) functions obtain information and perform actions
on filesets. These functions allow you to manipulate filesets and their
corresponding Fileset Location Database (FLDB) entries; for example, you
can read them, delete them, move them around, get status information from
them, and so forth.

All of the VC..() functions except VC_VolumeStatus() require
authorization.
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51.5.1 Parameters

Because filesets are accessed through RPC calls, almost all functions in this
section take an RPC connection and a socket address as arguments. These
are necessary in order to tell the file server where to look for the fileset you
are manipulating. When you first establish the remote connection, you
should save the information about the connection and simply pass it to these
functions. (See Part 3 of this guide for more information.)

A socket address is needed in addition to an RPC connection because the
RPC connection is a connection to a fileset server and the socket address
represents a file server machine to the fileset location server. The socket
address can be obtained with the standard UNIX function gethostbyname().

Most of these functions also take an aggregate identifier, which identifies
the aggregate containing the fileset. This identifier is unique only within a
single file server. This information is available from the Fileset Location
Database (see Section 51.6).

Filesets have both names and identifiers. The name is a string. Because
system administrators and programmers create these names, there is no
guarantee that the names are unique, although they are checked for
collisions. The identifier is numeric, is generated by the system, and is
unique.

51.5.2 Creating and Deleting Filesets

VC_CreateVolume() creates a fileset. Only DCE LFS filesets can be
created with this function. It takes a fileset name and other identifying
information, creates the fileset, creates an FLDB entry for the fileset, and
returns the fileset’s identifier. You should save this identifier for future
references to this fileset.

The fileset name is a string of up to 111 characters, plus a null terminator as
the 112th character.

There are two functions that can be used to delete a fileset. The first,
VC_DeleteVolume(), removes the fileset and updates the FLDB. The
second, VC_VolumeZap(), removes the fileset, but does not update the
FLDB. You may want to use the latter if the database entry is already
corrupted or nonexistent, or if you have multiple copies of a fileset and some
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of those copies are corrupted or out of date. You can use VC_SyncVIidb(),
described later in this chapter, to correct the FLDB entry for the fileset.
Until you update the FLDB manually, the entry for this fileset is still there,
and this could interfere with other operations on the fileset.

Both VC_DeleteVolume() and VC_VolumeZap() take four input
parameters: an RPC connection, a socket address, an aggregate identifier,
and a fileset identifier.

Note that the fileset name is not used in these calls. Both of these functions
operate only on DCE LFS filesets.

51.5.3 Moving, Renaming, and Backing Up Filesets

51-6

There are three functions for modifying filesets. These are
VC_MoveVolume, VC_RenameVolume, and VC_BackupVolume.

51.5.3.1 Moving Filesets

VC_MoveVolume() moves a fileset from one aggregate to another. Both the
source and destination must be DCE LFS filesets; moving a UFS fileset,
which by definition occupies an entire disk partition, would not be helpful. It
takes five arguments: a fileset identifier, a socket address for the source
server, the source aggregate, a socket address for the destination server, and
the destination aggregate. The source and destination socket addresses can,
of course, be on the same server, but they cannot be the same aggregate.

VC_MoveVolume() moves the given fileset to the new aggregate. It deletes
any backups that existed on the old aggregate, but does not make new
backups. If an error occurs (for example, if the fileset or the destination
aggregate does not exist), an error is returned and any partially completed
actions are undone.

As a general guideline, if there is a system failure you should check the state
of the system to find out what the FLDB believes to be true and what is
actually true (which filesets exist where). This enables you to recover
appropriately.
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51.5.3.2 Renaming Filesets

VC_RenameVolume() changes the name of a fileset. It also renames all
associated backup and replicated copies of the fileset. Only the fileset name
is changed; the fileset stays in the same aggregate and retains the same ID
and mount point. To move a fileset from one aggregate to another, use
VC_MoveVolume(). If you want to change both a fileset’s name and
aggregate, you need to call both functions.

VC_RenameVolume() takes three parameters: an FLDB entry for the
fileset, the old name, and the new name. The FLDB entry must be obtained
using the function VL_GetEntryByID() or VL_GetEntryByName() (see
Section 51.6).

51.5.3.3 Backing Up Filesets

VC_BackupVolume() makes a copy of a fileset and registers it as a backup
in the FLDB. Backups have the name fileset.backup, where fileset is the
name of the source fileset. Backups are important for recovering to a
previous state, in the event that the fileset becomes corrupted due to
programmer, user, or system errors. There is (by default) only one backup
copy of a fileset; if one already exists, VC_BackupVolume() brings it up to
date. Because VC_BackupVolume() uses cloning, it can be called only on
DCE LFsS filesets.

VC_BackupVolume() has four parameters: an RPC connection, a socket
address, an aggregate identifier, and a fileset identifier.

51.5.4 Saving and Restoring Changes to Filesets

There are two fairly general functions for dumping and restoring filesets.
These dumps can either be full or incremental; the changes since the last
dump (if incremental) are written to or read from a pipe that you
manipulate.
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51.5.4.1 Dumping Changes

VC_DumpVolume() is used for dumping fileset changes to a file. This
function is meant primarily for short-term dumping, such as moving filesets
around by hand. For long-term storage, you should use the DCE backup
facility (see the OSF DCE Administration Guide).

In addition to the parameters described previously, VC_DumpVolume()
takes a source aggregate identifier and the reference date, which is the date
from which changes should be written. This date is a structure containing
fields for the date, the version number, and the mask. (You do not need to
supply all three of these.) You must specify the mask, which is used to
determine how VC_DumpVolume() should decide what changes to write.
A value of 1 means to use the date only (so the version number does not
need to be supplied). A value of 2 means to use the fileset’s version number
only (so the date does not need to be supplied). A value of O (zero) means to
use neither of these, and just do a complete dump of the contents of the
fileset. Keep in mind that any of these, but especially the complete dump,
could require quite a bit of disk space. How much disk space you need
depends on the amount of data you are dumping.

You can cause VC_DumpVolume() to write to standard output (stdout) by
passing a NULL pointer as the filename.

51.5.4.2 Restoring Changes

The function VC_RestoreVolume() is used to restore data changes that you
have recorded using VC_DumpVolume(). The fileset must be a DCE LFS
fileset. The function takes an RPC connection, a socket address, a fileset
identifier, the destination aggregate (for the fileset), a new fileset name, and
a pointer to a filename where the dump is stored. It also takes an option that
tells the function what to do with any preexisting copy of the named fileset.
If the value is 1, the old copy is overwritten; if the value is O (zero), the
restoration is canceled if a fileset with that name already exists.
VC_RestoreVolume() restores from standard input (stdin) if the fileset
name is a NULL pointer.

When restoring from incremental dumps, be sure to do the restorations in
the same order in which the dumps were made, starting with the full dump,
if applicable.
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51.5.5 Setting Fileset Quotas

The function VC_SetQuota() is used to change the disk quota for a DCE
LFS fileset. You supply a fileset ID and a new quota. If the new quota is not
sufficient to hold the current contents of the fileset, the quota is set anyway
and any future write to the fileset will fail until the usage is reduced below
the new limit.

The quota is measured in units of 1024 bytes.

51.5.6 Synchronizing the Database and File Server

It is possible for the Fileset Location Database (FLDB) to become
inconsistent with the actual state of the system. Sometimes filesets will be
deleted without the FLDB being updated (for example, VC_VolumeZap()
does this); sometimes ‘‘garbage’’ like incomplete filesets will be generated
and not cleaned up. For these reasons, there are two functions for
synchronizing the FLDB and the actual contents of the aggregates.

VC_SyncVidb() operates on a specific aggregate on a server, or all
aggregates on one server. It makes sure that everything in the aggregate(s) is
represented in the FLDB, creating or updating entries as necessary. This
function should always be called before VC_SyncServer(), or you risk
throwing away data.

VC_SyncServer() synchronizes the server with the FLDB. Filesets on the
aggregate and not in the given FLDB entries are deleted, unless they are
corrupted, in which case they are removed. Once deleted, there is no way to
recover this data (except from backups), so make sure you really want to do
this and have first called VC_SyncVIdb().

VC_SykeServer() either operates on a single aggregate or, if the aggregate
ID parameter is -1, operates on all aggregates on a server.
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51.5.7 Getting Information About Filesets
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Several functions are available for obtaining various types of information
about filesets. VC_ListVolumes() lists all of the filesets in a given
aggregate. VC_VolumeStatus() reports the status of a particular fileset.
VC_VolserStatus() reports the status of the fileset server.

51.5.7.1 Listing Filesets in an Aggregate

VC_ListVolumes() provides a list of all filesets in an aggregate. It takes an
RPC connection, a socket address, an aggregate identifier, and an option as
input parameters, and a pointer to an array of results structures and the size
of that structure as output parameters. One structure is returned for each
fileset in the aggregate.

The result of a call to VC_ListVolumes() is an array of ftserver_status
structures, one per fileset. Some of the fields of this structure include the
fileset identifier, the type of fileset (read-only, read/write, or backup), the
identifiers and dates of the last backup, the last clone and other copies, the
fileset’s creation date and last update date, the number of files in the fileset,
information about disk quotas, and so on. For detailed information about this
structure, see the OSF DCE Application Development Reference .

51.5.7.2 Getting the Status of One Fileset

VC_VolumeStatus() returns the same fileset information as
VC_ListVolumes(), but for only one (specified) fileset. It takes an RPC
connection, a socket address, an aggregate identifier, and a fileset identifier
as input parameters, and returns the status (a ftserver_status structure) as an
output parameter. (See the previous section and the OSF DCE Application
Development Reference for information about this structure.)

This is an unprivileged call.
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51.5.7.3 Getting the Status of the Fileset Server

Currently active operations (‘‘transactions’’) are the basis for all file server
operations, such as manipulating processes or filesets. When an operation is
started a transaction is opened, and at the end of the operation the
transaction is closed. Transactions are explained further in Section 51.7.

VC_VolserStatus() returns a list of all active transactions on the fileset
server. These transactions cover all file server operations, such as rename,
delete, create, move, and copy.

The transaction information is represented by an array of
flserver_transStatus structures. The structures contains information such as
the transaction identifier, the aggregate identifier, the fileset identifier, a
descriptor of the open fileset, the time the transaction was started, and the
time the transaction was last active. For more information, see the OSF DCE
Application Development Reference.

51.5.8 Syntax Summary

The VC...() functions are as follows:

+ VC_BackupVolume(): Makes a backup copy of a fileset (DCE LFS
filesets only)

VC_CreateVolume(): Creates a new fileset (DCE LFS filesets only)
e VC_DeleteVolume(): Deletes a fileset (DCE LFS filesets only)

VC_DumpVolume(): Dumps recent changes to a fileset

VC_ListVolumes(): Gets a list of filesets on a particular aggregate

¢ VC_MoveVolume(): Moves a fileset from one aggregate to another
(DCE LFS filesets only)

¢ VC_RenameVolume(): Renames a fileset

¢ VC_RestoreVolume(): Restores previously saved changes to a fileset
(DCE LEFsS filesets only)

¢ VC_SetQuota(): Sets the disk space quota for a fileset (DCE LFS
filesets only)
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VC_SyncServer(): Removes filesets from an aggregate that are not
listed as being there in the Fileset Location Database

VC_SyncVIidb(): Synchronizes the Fileset Location Database with the
actual state of an aggregate

VC_VolserStatus(): Reports the status of a fileset server

VC_VolumeStatus(): Reports the status of a particular fileset

VC_VolumeZap(): Deletes a fileset without updating the Fileset
Location Database (DCE LFS filesets only)

A syntax summary of each VC function follows.

#include <param.h>
#include <sysincludes.h>
#include <stds.h>

#include <common_data.h>
#include <rpc.h>

#include <pthread.h>
#include <cma_exception.h>
#include <compat.h>
#include <nubik.h>
#include <fldb_proc.h>
#include <flserver.h>
#include <flclient.h>
#include <fentl.h>

#include <ftserver_proc.h>
#include <queue.h>
#include <volume.h>
#include <fldb_data.h>
#include <ftserver.h>
#include <ftserver_trans.h>
#include <aggr.h>

#include <volc.h>

long VC_BackupVolume(
rpc_binding_handle_t RpcBinding, [* in */

struct sockaddr *servAddrp, [*in */
unsigned long aggrid, [*in */
struct afsHyper *filesetIDp) [*in */
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long VC_CreateVolume(

rpc_binding_handle_t RpcBinding, [*in */

struct sockaddr *servAddrp,

unsigned long aggrid,
char *filesetNamep,

struct afsHyper *filesetIDp)

long VC_DeleteVolume(

[*in */
[* in */
[*in */
/* out */

rpc_binding handle_t RpcBinding, /* in */

struct sockaddr *servAddrp,

unsigned long aggrid,

struct afsHyper *filesetIDp)

long VC_DumpVolume(

[*in*/
[*in */
[*in*/

rpc_binding_handle_t RpcBinding, [*in */

struct sockaddr *servAddrp,
struct afsHyper *filesetIDp,

unsigned long fromAggrld,

/*in*/
[*in*/
[*in */

struct ftserver_Date *dumpDatep, [*in */

char *filename)

long VC_ListVolumes(

/[*in ¥/

rpc_binding_handle_t RpcBinding,  /* in */

struct sockaddr *servAddrp,

unsigned long aggrid,
int allFlag,

[*in*/
[*in*/

[*in*/

struct ftserver_status **resultPtr, [* out */

long *sizep)

long VC_MoveVolume(

struct afsHyper *fileset/Dp,

/* out */

[*in*/

struct sockaddr *fromservAddrp, [*in */

unsigned long fromaggrld,

struct sockaddr *toservAddrp,

unsigned long toaggrild)

long VC_RenameVolume(
struct vldbentry *entryp,
char *oldNamep,
char *newNamep)
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long VC_RestoreVolume(
rpc_binding_handle_t ToRpcBinding, [* in */

struct sockaddr *foservAddrp, [*in */
unsigned long toaggrid, /*in */
struct afsHyper *filesetIDp, /*in */
char *filesetNamep, [*in */

int override, [* in */

char *filename) /¥ 1in */

long VC_SetQuota(
rpc_binding_handle_t RpcBinding, [*1in */

struct sockaddr *servAddrp, [*in */
unsigned long aggrld, [*in */
struct afsHyper *filesetIDp, [* in */
unsigned long quota) [*in */

long VC_SyncServer(
rpc_binding_handle_t RpcBinding,  /[*in */
struct sockaddr *servAddrp, [*in */
unsigned long aggrid) /*1in */

long VC_SyncVIidb(
rpc_binding_handle_t RpcBinding,  [* in */
struct sockaddr *servAddrp, /*1n */
unsigned long aggrid) /*in */

long VC_VolserStatus(
rpc_binding_handle_t RpcBinding, [*in */
struct sockaddr *servAddrp, [¥in */
ftserver_transEntries *rstatusp) /* out */

long VC_VolumeStatus(
rpc_binding_handle_t RpcBinding, [*in */

struct sockaddr *servAddrp, [*in */
unsigned long aggrld, [¥in */
struct afsHyper *filesetIDp, [*in */

struct ftserver_status *statusp) [* out */
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long VC_VolumeZap(
rpc_binding_handle_t RpcBinding, [* in */

struct sockaddr *servAddrp, /¥ in */
unsigned long aggrid, [*in *#/
struct afsHyper *filesetIDp) [*in */

51.6 The VL Functions: Interacting with the Fileset
Location Database

The Volume Location (VL...()) functions are used by remote clients to
interact with the Fileset Location Server. (To interact with the filesets
themselves, use the FTSERVER...() functions.) As described in Chapter
49, each fileset has one entry in the FLDB, and this entry is accessed by the
Fileset Location Server.

The VL...() functions are the basic means by which DFS Cache Managers
locate resources, primarily filesets, in a DCE cell. The locations of filesets
are listed in the Fileset Location Database (FLDB), which is primarily read
and updated by the Fileset Location Server.

The VL...() functions fall into several categories:

o Fileset location: These functions determine the location of a fileset
given either its assigned unique identifier (‘‘uniquifier’’) or its name.

o Fileset maintenance: These functions create, delete, and change
attributes of filesets, enumerate entries in the Fileset Location Database,
report statistics, and change attributes of fileset-bearing servers.

e Obtaining configuration information: This function allows an
application to get configuration information about a cell from the Fileset
Server.

The VL...() functions have, in addition to the RPC handle that is common to
all RPC functions, a second common argument, which is always the last
output parameter. This parameter contains the RPC error codes, if any RPC
errors occurred during the call. It is of type error_status_t, which is defined
in Part 3 of this guide.
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51.6.1 The Fileset Location Database Entry

An FLDB entry contains the following information:

o Fileset name

Fileset type (read/write, read-only, or backup)

Information about all of the servers on which the fileset is replicated

Information used for replicating and cloning the fileset
The DCE principal for the fileset

This information is represented by the vldbentry structure, which is defined
as follows. It is discussed fully in the OSF DCE Application Development
Reference.

struct vidbentry{
char name[MAXNAMELEN];
unsigned long volumeType;
unsigned long nServers;O
struct afsNetAddr siteAddr[MAXNSERVERS];
unsigned long sitePartition[MAXNSERVERS];
unsigned long siteFlagst MAXNSERVERS];
unsigned long sitemaxReplicalLatency[MAXNSERVERS];
struct kerb_princ_name sitePrincipa[ MAXNSERVERS];
struct afsUUID siteOwner[MAXNSERVERS];
struct afsUUID siteObjID[MAXNSERVERS];
struct afsHyper VolIDs[MAXVOLTYPES];
unsigned long VolTypesfMAXVOLTYPES];
struct afsHyper cloneld;
unsigned long flags;
unsigned long maxTotalLatency;
unsigned long hardMaxTotalLatency;
unsigned long minimumPounceDally;
unsigned long defanltMaxReplicaLatency;
unsigned long reclaimDally;
unsigned long WhenLocked;
unsigned long sparel;
unsigned long spare2;
unsigned long spare3;
unsigned long spared4;
char LockerName[MAXLOCKNAMELEN];
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char charSpares[50];
}
The fields of this structure are
name The string naming the fileset.

volumeType
The fileset type, one of the following:

e VOLTIX_TO_VOLTYPE(RWVOL) (read/write)
e VOLTIX_TO_VOLTYPE(ROVOL) (read-only)
+ VOLTIX_TO_VOLTYPE(BACKVOL) (backup)

The macro VOLTIX_TO_VOLTYPE takes one of the three
types as its argument and produces the actual type
representation, which is internal.

nServers The number of servers that contain this fileset, up to
MAXNSERVERS.

siteAddr  An array of server addresses; a value higher than the value of
nServers is meaningless.

sitePartition An array listing aggregate identifiers for the fileset on each
server; a value higher than the value of nServers is
meaningless.

siteFlags  Flags for each server, as described in the OSF DCE
Application Development Reference under VL.

sitemaxReplicaLatency
The maximum age, in seconds, that a fileset replica can be
without the Replication Server attempting to update it.

sitePrincipal
The name of the DCE principal.

siteOwner The UUID of the authentication group that can modify site
information.

siteObjId  The UUID of the site.
YollDs The fileset IDs for all related filesets.

VolTypes  The types of those related filesets. This array and the previous
one are paired.
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cloneld IDs of cloned copies of a fileset.

flags General flags, as opposed to site flags, as described in the OSF
DCE Application Development Reference under VL.

maxTotalLatency
The maximum age, in seconds, a cached copy of data from a
fileset can be before the DFS Cache Manager seeks to refresh
it.

hardMaxTotalLatency
The fileset age at which the Cache Manager will refuse to use
cached data.

minimumPounceDally
The amount of time, in seconds, for the Replication Server to
wait before attempting to retrieve a new token after losing
one.

defaultMaxReplicaLatency
The age, in seconds, a replica can be before the replication
server will not trust it.

reclaimDally
The time, in seconds, between keep-alive messages sent by the
Cache Manager.

WhenLocked
The time at which this entry was locked, if it is currently
locked.

LockerName
The name of the user holding the current lock on the entry, if
any.

Caution: While DFS gives you the ability to alter any of this
information, doing so could have severe ramifications
throughout the file system. You should not attempt to
alter any of this information directly unless you are
fully aware of the consequences. (See the OSF DCE
Administration Guide for further information.)

In addition to the vldbentry structure, the compactvldbentry structure
holds a subset of this information. The latter, being much smaller, is more
efficient to pass around. (See Section 51.6.2 for a discussion of this.)
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The standard fileset types are obtained with a call to the
VOLTIX_TO_VOLTYPE macro with one of the following three values:

RWVOL  Read/write fileset
ROVOL  Read-only fileset
BACKYVOL Backup fileset

51.6.2 Fileset Location

There are two ways to get the FLDB entry for a fileset: by the fileset’s name
or by its unique identifier.

VL_GetEntryByID() and VL_GetEntryByName() return a full FLDB
entry for the given fileset. This is the most straightforward way to get fileset
information from the FLDB.

If VL_GetEntryByID() is being used, there are two input parameters: a
fileset ID (an afsHyper structure) and the fileset type (a number). A fileset
has a number of IDs (one per distinct type); you just need to supply one of
them. The type is used to distinguish the various copies of a fileset from the
read/write version because you could be asking for information about any
of these and they share the same name. The type is used as a hint to
locating the correct entry. If VL_GetEntryByName() is being used, there
is a single input parameter, a string.

In addition to VL_GetEntryByID() and VL_GetEntryByName(), DFS
provides two functions to get ‘‘compact’’ information from the FLDB.
These functions, VL_GetCEntryByID() and VL_GetCEntryByName(),
take the same arguments and have the same behavior as the
VL_GetEntryByID() and VL_GetEntryByName() functions, except that
instead of returning structures, they return compactvldbentry structures.

The compact entry has the following fields from the original structure:
e name
o volumeType
» nServers

o sitePartition
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o siteFlags

« sitemaxReplicaLatency
» volIDs

» VolTypes

* cloneld

o flags

» maxTotalLatency

» hardMaxTotalLatency
+ minimumPounceDally
o defaultMaxReplicaLatency
¢ reclaimDally

o WhenLocked

» LockerName

There is also one additional field, siteCookies. The contents of this field
can be used to generate detailed site information; more information on this
is given later in this section.

The FLDB stores information about the servers on which a fileset is
available, such as addresses, server partition numbers, and so on.
Depending on your configuration, a fileset may exist on only one server or
on a large number of servers. Because there is no way to guess how much
server data will have to be stored for a fileset, VL_GetEntryByld() and
VL_GetEntryByName() may not be able to return all of the server
information that is available in a single call. An FLDB entry can contain up
to 16 addresses for a fileset, but each server can have up to four addresses,
so a fileset could have as many as 64 addresses.

In order to get this additional information, you must use the
VL_GetNextServersByID() and VL_GetNextServersByName()
functions. As with the functions described previously, the only difference
between the two is the means of identifying the fileset.

The VL_GetNextServersByID() and VL_GetNextServersByName()
functions are used to get a list of all of the file servers that contain a given
fileset. Call them repeatedly until you have received all of the server
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information. Each produces an output value whose low-order bit is set to 1
if the results from this call end the list. Otherwise, this bit is set to 0 (zero).

This iteration is done by feeding the functions a start position. This
indicates how far through the list of servérs you have gotten; the initial
value is 0 (zero). VL_GetNextServersByID() and
VL_GetNextServersByName() will return, along with the expected data,
a new start number to use in the next call. You simply keep calling the
functions with the new start numbers until you run out of servers, which is
signalled by the functions returning a special error code
(VL_ENDOFLIST). The iterator is not used except as input to the
subsequent call.

If the next call to the function would return' VL_ENDOFLIST, the low-
order bit will be set in the output flags parameter.

The first time VL_GetNextServersByID() or
VL_GetNextServersByName() is called, the data looks like the output
from VL_GetEntryByID() and VL_GetEntryByName(). If you know
that you are going to want to retrieve all of the server information, use the
server functions instead of VL_GetEntryByID() and
VL_GetEntryByName().

The inputs to VL_GetNextServersByID() and
VL_GetNextServersByName() are analogous to those for
VL_GetEntryByID() and VL_GetEntryByName(); the former takes a
fileset ID and a type, and the latter takes a fileset name (a string).

The following code fragment obtains a list of all servers that contain the
user.jones fileset.

char *fileset = "user.jones";

unsigned long startIterator, newlterator, flags;
struct vldbentry *entry;

error_status_t error;

long nextServ = 0;

int j;

while (nextServ != VI, ENDOFLIST && ((nextServ != 0) || (flags & j) == 0))

{

nextServ = VL_GetNextServersByName (Rpc_Handle, fileset,

startIterator, &newlterator, &entry, &flags, &error);

if (error)

printf("Got an error! \n");
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else

{

startIterator = newlterator;

printf ("Servers: \n");

for(j=0; j<16 && j < entry->nServers; j++)
/* net address is in two pieces, a short and a string */
printf(" %2d: %d%s\n", j, entry[jl->type, entry[jl->data);

As with VL_GetEntryByID() and VL_GetEntryByName(), there are
also analogs for the server functions that produce compact FLDB entries.
These functions are VL_GetCNextServersByID() and
VL_GetCNextServersByName(), and they behave as the similarly named
function pair described previously.

The “‘compact’ functions, as mentioned earlier, store a compacted version
of the server information instead of the larger version found in the
vldbentry structure. This compacted format is only useful if it is easy to
convert from this to an expanded format. VL_ExpandSiteCookie() does
exactly this. It takes the cookie field from a compactvldbentry structure
and returns a siteDesc structure, which contains network addresses and the
DCE principal.

51.6.3 Fileset Entry Maintenance

51-22

Most of the VL..() functions relate to maintaining the FLDB. This
maintenance includes routine activities like creating, deleting, and
modifying entries, obtaining various information, changing the servers
associated with filesets, and locking filesets to block other access to them.
This maintenance is usually initiated by system administrators, but
applications may need to create and maintain filesets and their associated
data as well.

You should lock fileset entries before modifying them or their filesets; this
lock will serve as a signal to others who may wish to operate on it. Locks
are discussed in Section 51.6.3.2.

In order to modify FLDB entries, you must have administrator privileges on
the FLDB or, in some cases, be in the owner group for any file server
entries that your action refers to.
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51.6.3.1 Creating and Deleting Fileset Entries

The functions VL_CreateEntry() and VL_DeleteEntry() do what their
names imply, they create and delete FLDB entries.

VL_CreateEntry() is used to create a new FLDB entry; creating the actual
fileset is a separate issue. You have to supply a full vldbentry structure, as
described earlier. You must fill in all fields except the name of the user who
last locked the entry.

The FLDB entry that you supply to VL_CreateEntry() includes a fileset
ID. Before creating an entry, you need to allocate this ID. You really need
to allocate three such IDs: one for the source, one for the backup, and one
for a replica.

The functions VL_GetNewVolumeld() and VL_GetNewVolumelds()
allocate fileset IDs for future use. VL_GetNewVolumeld() allocates one
ID; VL_GetNewVolumelds() takes an argument that specifies the number
of identifiers to reserve.

Avoid allocating more IDs than you actually need because these IDs are
kept forever once they are allocated. There is no way to reclaim them.
While the limit on the total number of IDs is large, it is still finite, and it is
beneficial to keep the numbers representing IDs as low as possible. The
best approach is to allocate IDs right before you need them, rather than
allocating a large block and then using only a few of them later.

VL_DeleteEntry() deletes an entry from the FLDB. As with other
functions in this set, you must separately remove the actual fileset.
VL_DeleteEntry() takes two arguments: the fileset ID and fileset type.

Because there is only one FLDB entry per fileset, deleting the entry
automatically deletes information about backups, clones, and replicas. The
filesetType parameter to VL_DeleteEntry() is used as a hint; if you know
the type of fileset, you should supply this information so that the function
can locate the entry more easily.

If you do not know the type, use a value of -1.

OSF DCE Application Development Guide 51-23



DCE Distributed File Service

51-24

51.6.3.2 Locks

In order to reserve an FLDB entry for your exclusive use, such as to write to
it, you must first lock it. There is no way to lock a fileset directly; all locks
are handled through the FLDB.

Locking an FLDB entry alerts the FLDB that the fileset is reserved for
writing by one particular client. Applications are free to bypass locks and
alter the fileset directly; locks are purely advisory. You should make sure
your applications attempt to set locks before modifying FLDB entries or
filesets; applications must never make modifications without setting locks
first. Locks are there to help you: that is, to protect you from other
applications (including user commands) that might attempt to manipulate
the same filesets that you are manipulating. However, locks do not enforce
anything, and if any application bypasses the use of locks, the potential for
incompatible changes exists.

The function used to set a lock is VL_SetLock(). It takes three arguments:
a fileset 1D, fileset type, and a set of options (represented as a number; the
following names are the names of constants). The options indicate the
reason for the lock, such as VLOP_MOVE for moving the fileset and
VLOP_DELETE for deleting the fileset. You should set the correct options
so that other applications attempting to access the FLDB entry know why
the lock is in place.

A list of the possible options follows:
» VLOP_MOVE
VLOP_RELEASE
VLOP_BACKUP
VLOP_DELETE
VLOP_DUMP
VLOP_RESTORE
 VLOP_ADDSITE

Any client that tries to lock a locked fileset entry will be informed of the
existing lock, and its attempt to obtain a lock will fail.

You should make sure you release the lock as soon as you are done with it,
so that the fileset entry will be available to others who need to write it.
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VL_ReleaseLock() releases a fileset lock acquired by VL_SetLock(). It
takes three arguments: the fileset ID, fileset type, and a mask for the FLDB
lock options to clear.

51.6.3.3 Modifying Fileset Entries

Sometimes it is necessary to change information in an FLDB entry, such as
a fileset name or server information, to reflect changes on the file servers.
For example, backup facilities may need to do this. You can change any
field of an FLDB entry, although as discussed before, it can be dangerous to
change them without being aware of the consequences.

VL_ReplaceEntry() replaces one entry in the FLDB with another. As with
VL_CreateEntry(), you are responsible for making sure the new entry is
complete. The function takes four arguments: the fileset ID for the entry
you wish to change, the fileset type, the new entry, and the lock fields to be
cleared at the end of the operation.

Calling VL_ReplaceEntry() is functionally equivalent to calling
VL_CreateEntry() with the new entry then calling VL_DeleteEntry()
with the old entry; however, actually doing this is prohibited because you
cannot have two filesets with the same name or ID.

51.6.3.4 Modifying Server Addresses

A machine can have several network addresses, generally corresponding to
different networks for which the machine has an interface. Because
network addresses sometimes change, and network interfaces may be added
and dropped from server machines, and addresses specified when the server
is first added to the file system may become out-of-date and need to be
changed. The functions described in this section are used to be added,
remove, change, and look up these addresses.

VL_AddAddress() declares another network address for a server. It takes
two arguments: any current address for the server (to identify it) and the
address to be added. All known addresses can be found by the
VL_GetSiteInfo() call.
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VL_RemoveAddress() removes a network address from the list of
addresses for a server. It takes two arguments, the associated RPC
connection and the address to be removed.

VL_ChangeAddress() changes one of the network addresses for a file
server to a new value. It is comparable to the VL_AddAddress(OldAddr,
NewAddr) sequence followed by VL_RemoveAddress(O/dAddr), but does
not require that the set of addresses have space available for a new entry.

The maximum number of addresses that a server can have is
ADDRSINSITE.

In order to get all of the addresses for a server, use the VL_GetSiteInfo()
function, which returns all known server addresses and the DCE principal,
given any one address. It produces a siteDesc structure as output. This
structure contains several fields:

e Addr, an array of four site addresses

KerbPrin, a string identifying the principal

Owner, the UUID for the owning authentication group
ObjID, the UUID for the server itself

CreationQuota, the maximum number of filesets allowed (0 means
unlimited)

CreationUses, the number of filesets that currently exist

51.6.3.5 Modifying the Set of Servers

In addition to modifying addresses and principals for existing servers, DCE
provides a way to add and change servers themselves in the FLDB.

The VL_CreateServer() function adds a server to the FLDB. It takes a
siteDesc structure, described previously. Before you can create entries on a
server or modify the server’s addresses, you must create it in the FLDB.
Merely having a File Exporter running on the server is not sufficient; if the
FLDB is not told about the server explicitly, it will not be able to locate
filesets on the servers in question. This is an operation that should be
performed only once. If the FLDB contains servers marked as deleted, one
of these is reused to save space.
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The VL_AlterServer() function makes changes to an existing server. It
takes an address (any single address by which the server is known can be
used) and a siteAlter structure, which specifies the properties to change.
The siteAlter structure is defined as follows:

struct siteAlter {
unsigned long Mask;
char KerbPrin[MAXKPRINCIPALLENT];
afsUUID Owner;
afsUUID ObjID;
unsigned long CreationQuota;
unsigned long CreationUses;
unsigned long sparel;
unsigned long spare2; }

The mask is the bitwise OR of the options for the fields to be altered; the
new values for those fields are taken from the rest of this structure. (Any
other values that are filled in are ignored.) The options are

o SITEALTER_PRINCIPAL

o SITEALTER_OWNER

o SITEALTER_OBJID
SITEALTER_CREATIONQUOTA
SITEALTER _CREATIONUSES

o SITEALTER_DELETEME

CreationQuota is the maximum number of filesets that can be created on
the server. If it is O (zero), there is no limit.

CreationUses is the current number of entries in the FLDB that point to
this server. Do not modify this field.
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51.6.3.6 Manipulating Other FLDB Information

If SITEALTER_DELETEME is specified, the server is deleted from the
FLDB. It is an error to combine this bit with any other, or to delete a server
that is still in use. Once a site is deleted, there is no way to retrieve it. The
memory used to store the data is zeroed and reused by the next site
creation.

It is sometimes useful to be able to get a list of all FLDB entries, so that
you can perform some global actions or just survey the existing filesets.
The VL_ListEntry() function provides a list of all entries in the FLDB.
The vldbentry structure for each is provided; this structure lists a variety of
information about the entry, and was described earlier in this chapter.

You should be sure that you really want information about the entire FLDB
before issuing this call repeatedly. The database could be quite large.

VL_ListEntry() provides FLDB entries one at a time by using an iterator,
as described earlier. The function returns, along with an entry, an entry
number saying where to start on the next call. On subsequent calls, you
pass in that number and it starts there, rather than at the beginning. On the
first call, pass O (zero) for this value. This allows you to get all of the
information, although it generally takes many calls. When that number is
returned as 0 (zero), all of the entries have been supplied.

This number is the only input argument to VL_ListEntry(). Three values
are placed into the output buffer: an estimate of the number of entries
remaining, the start number for the next call, and the returned entry.

VL_ListByAttributes() addresses two limitations in the VL_ListEntry()
mechanism: that each FLDB entry is returned in individual calls, and that
no selection of FLDB entries is done at the database location itself.
VL_ListByAttributes() uses a selector structure that describes the subset
of the FLDB entries that should be returned. The results are returned in an
array (up to MAXBULKLEN entries).

The selector is a VldbListByAttributes structure.

struct VldbListByAttributes {
unsigned long Mask;
struct afsNetAddr site;
unsigned long partition;
unsigned long volumetype;
struct afsHyper volumeid;
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unsigned long flag;
unsigned long sparel;
unsigned long spare2;
unsigned long spare3;
unsigned long spared4;
unsigned long spareS; };
The fields are as follows:
site The network address of the server.
partition = The aggregate numeric ID.
volumetype The fileset type, one of the following:
e (VOLTIX_TO_VOLTYPE(RWYVOL)
e VOLTIX_TO_VOLTYPE(ROVOL)
¢ VOLTIX TO _VOLTYPE(BACKVOL)

volumeid  The fileset ID.

flag The options.

Mask A value for the whole FLDB, indicating the fields about
which information is desired. Possible mask values are
Site VLLIST_SITE (0x1)

Partition =~ VLLIST PARTITION (0x2)
Fileset type VLLIST VOLUMETYPE (0x4)
Fileset ID VLLIST VOLUMEID (0x8)
Flags VLLIST _FLAG (0x10)

To generate a mask, take the bitwise OR of the constants listed previously
for the fields you want to see. (The numeric values are provided for
convenience; you should always use the constants.)

For example, to select all filesets on a particular server and aggregate, use a
mask value of 0x3 and fill in the site and partition fields with the particular
site and aggregate in which you are interested.

More information about this data structure is provided in the OSF DCE
Application Development Reference.
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As with VL_ListEntry(), iteration is used to get all of the entries, but up to
MAXBULKLEN entries are returned on each call.

VL_ListByAttributes() takes two input parameters: the structure
described previously and the iteration value (starting with 0). It returns four
values: the number of entries returned, the entries, the next iterator value,
and a flag. Only the low order bit of this flag is defined; if it is set, then this
return includes the last matching entry.

The following code obtains all read/write entries on a particular server; the
ID of this server is presumed to be stored in the global variable
This_Server.

struct V1dbListByAttributes attrib;

unsigned long iterator, newlterator, numEntries, flags;

bulkentries *entries;

error_status_t error;

/* The size of the following array depends on how many
filesets you expect to match. */

struct vldbentry AllEntries[256];

int lastFilledEntry = 0, Jj;

attrib.volumeType = VOLTIX_TO_VOLTYPE (RWVOL) ;
attrib.Mask = VLLIST SITE | VLLIST VOLUMETYPE;
beopy (&This_Server, &attrib.site, sizeof (afsNetAddr));

flags = 0;
iterator = 0;

while (flags == 0)
{
VL_ListByAttributes (Rpc_Handle, &attrib, iterator,
&numentries, &entries,
&newlterator, &flags, &error);
if (error)
printf("Got an error! \n");
else
{
vlidbentry *entry;

iterator = newlterator;
entry= &entries.bulkentries_wval[0];
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for(j=0; j<numEntries; j++, entry++,
lastFilledEntry++)
AllEntries[lastFilledEntry] = entry;

}

It is possible to get information about the FLDB itself, such as when servers
started running, how many requests of what types have been made, and so
on. VL_GetStats() returns two data structures that describe both the
specific operational statistics that have been gathered by this Fileset
Location Server instance and the basic information describing the FLDB as
a whole.

The operational statistics, represented by the vistats structure, include the
following:

o start_time, when the server started up
« requests, the number of requests of each type of RPC procedure
» aborts, the number of aborts of each type

These last two are arrays; the index values for each RPC are listed in the
OSF  DCE  Application  Development  Reference  under the
VL_GetStats(3dfs) reference page.

The basic FLDB information, a vital vlheader structure, contains
frequently used global values and general information such as internal
statistics.

If you do not want all of the preceding information, you can get just a list of
all active file servers known to the FLDB (in other words, any servers
mentioned in it and not marked as deleted) by using the
VL_GenerateSites() function. This function uses an iterator, and provides
siteDesc structures (see VL, GetSiteInfo()) compacted together into a
bulkSites structure, nine at a time.

You can also check for communications problems involving the Fileset
Location Server with the VL_Probe() function. There are no error
conditions specific to the Fileset Location Server, although the underlying
communications mechanism may encounter errors and signal the errors in
the final output parameter.
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51.6.4 Obtaining Configuration Information

There is a single function to get cell-wide information from the Fileset
Location Server. VL_GetCellInfo() allows a DFS Cache Manager to learn
all the configuration information about a cell simply by contacting one of
the Fileset Location Server instances for that cell. It takes no input (other
than the RPC connection) and returns a vliconf_cell structure containing the
information.

The viconf_cell structure contains fields for the name of the cell, the cell’s
ID, the number of database servers on which Fileset Location Servers are
running, and the network addresses and names of those servers. There is a
limit on the size of these last two values (see the structure definition,
described in the OSF DCE Application Development Reference); if the
number of servers is greater than the limit imposed by this size, then there
is no way to get the information about the additional servers.

51.6.5 Syntax Summary

51-32

The functions in this set are
o Fileset Location
— VL_ExpandSiteCookie(): Expands compacted site representation

— VL_GetCEntryByID(): Gets the compact FLDB entry
corresponding to a fileset ID

— VL_GetCEntryByName(): Gets the compact FLDB entry
corresponding to a fileset name

— VL_GetCNextServersByID(): Returns the next set of servers from
a compact FLDB entry for a fileset (using the ID for lookup)

— VL_GetCNextServersByName(): Returns the next set of servers
from a compact FLDB entry for a fileset (using the name for lookup)

— VL_GetEntryByID(): Gets the FLDB entry corresponding to a
fileset ID

— VL_GetEntryByName(): Gets the FLDB entry corresponding to a
fileset
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— VL _GetNextServersByID(): Returns the next set of servers for a
fileset (using the ID for lookup)

— VL_GetNextServersByName(): Returns the next set of servers for
a fileset (using the name for lookup)

o Fileset Maintenance
— VL_AddAddress(): Declares another network address for a server
— VL_AlterServer(): Alters server information in the FLDB
— VL _ChangeAddress(): Alters a network address for a server
— VL_CreateEntry(): Creates a new FLDB entry
— VL_CreateServer(): Declares another server machine to the FLDB
— VL_DeleteEntry(): Deletes an entry from the FLDB
— VL_GenerateSites(): Lists all file servers known to the FLDB
— VL _GetNewVolumeld(): Allocates one fileset ID
— VL_GetNewVolumelds(): Allocates several fileset IDs
— VL_GetSiteInfo(): Finds out a server’s addresses and principal
— VL_GetStats(): Gets FLDB and server statistics
— VL_ListByAttributes(): Returns selected FLDB entries
— VL _ListEntry(): Lists the contents of the FLDB

— VL _Probe(): Checks whether the Fileset Location Server is
reachable

— VL_ReleaseLock(): Releases a previously held lock on an FLDB
entry

— VL_RemoveAddress(): Removes a network address for a server
— VL_ReplaceEntry(): Replaces an FLDB entry for a fileset
— VL_SetLock(): Marks an FLDB entry as locked

» Obtaining Configuration Information

— VL _GetCellInfo() Gets configuration information for the server’s
cell

A syntax summary for each VL...() function follows.
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#include <param.h>
#include <sysincludes.h>
#include <stds.h>

#include <common_data.h>
#include <rpc.h>

#include <pthread.h>

#include <cma_exception.h>

#include <compat.h>
#include <nubik.h>
#include <fldb_proc.h>
#include <flserver.h>
#include <ficlient.h>

long VL_AddAddress(

rpc_binding_handle_t rpcBinding, /¥ in */

struct afsNetAddr *OldAddr, [*in */
struct afsNetAddr *AddrToAdd, [*in */
error_status_t *theCommStatus) /* out */

int VL_AlterServer(

rpc_binding_handle_t rpcBinding,  /[*in ¥/

struct afsNetAddr *Addr, [*in */
struct siteAlter *Attrs, [¥in */
error_status_t *theCommStatus) /* out */

long VL_ChangeAddress(

rpc_binding_handle_t rpcBinding,  [*in*/

struct afsNetAddr *OldAddr, [*in */
struct afsNetAddr *NewAddr, [*in */
error_status_t *theCommsStatus) /* out */

long VL._CreateEntry(

rpc_binding_handle_t rpcBinding,  /*in*/

struct vildbentry *new,

[*in*/

error_status_t *theCommStatus) /¥ out */

long VL_CreateServer(

rpc_binding_handle_t rpcBinding, /¥ in */
struct siteDesc *FullSiteInfo, /*1in */
error_status_t *theCommStatus) [* out */
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long VL_DeleteEntry(
rpc_binding_handle_t rpcBinding, /*in */

struct afsHyper *filesetID, /¥ in */
unsigned long filesetType, /¥ in */
error_status_t *theCommsStatus) /* out */

long VL_ExpandSiteCookie(
rpc_binding_handle_t rpcBinding,  /*in */

unsigned long Cookie, /*in */
struct siteDesc *FullSitelnfo, /* out */
error_status_t *theCommStatus) /* out */

long VL_GenerateSites(
rpc_binding_handle_t rpcBinding, /¥ in */
unsigned long startHere, [*in */
unsigned long *nextStartP, /¥ out */
struct bulkSites *TheseSites, /* out */
long *nSites, /* out */
error_status_t *theCommStatus) /* out */

long VL_GetCellInfo(
rpc_binding_handle_t rpcBinding, /*in */
struct viconf_cell *MyCell, /* out */
error_status_t *theCommStatus) /* out */

long VL_GetCEntryByID(
rpc_binding_handle_t rpcBinding, /¥ in ¥/
struct afsHyper *filesetID, /* in */
unsigned long filesetType, [*in */
struct compactvldbentry *entry, /* out */
error_status_t *theCommStatus) /* out */

long VL._GetCEntryByName(
rpc_binding_handle_t rpcBinding, [*in */

char *filesetName, /*in */
struct compactvldbentry *entry, /* out */
error_status_t *theCommStatus) /* out */
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long VL_GetCNextServersByID(

rpc_binding handle_t rpcBinding, [*in */

struct afsHyper *filesetID, [*1in */
unsigned long filesetType, [*in */
unsigned long startHere, [*in */
unsigned long *nextStartP, [* out */
struct compactvldbentry *entry, /* out */
unsigned long *flags, [* out */
error_status_t *theCommStatus) [* out */

long VL_GetCNextServersByName(

rpc_binding_handle_t rpcBinding, /¥ in */

char *filesetName, [*in */
unsigned long startHere, [*in */
unsigned long *nextStartP, [* out */
struct compactvldbentry *entry, /* out */
unsigned long *flags, [* out */
error_status_t *theCommStatus) /* out */

long VL_GetEntryByID(

rpc_binding_handle_t rpcBinding,  [*in*/

struct afsHyper *filesetID, [*in */
unsigned long filesetType, [*in */
struct vldbentry *entry, [* out */
error_status_t *theCommStatus) /* out */

long VL_GetEntryByName(

rpc_binding_handle_t rpcBinding,  [* in */

char *name, [*in */
struct vldbentry *entry, [* out */
error_status_t *theCommStatus) [* out */

long VL._GetNewVolumeld(

rpc_binding_handle_t rpcBinding, /¥ in */

unsigned long BumpCount, [*in */
struct afsNetAddr *serverAddr, [*in */
struct afsHyper *NewfilesetID, [* out ¥/

error_status_t *theCommStatus) /* out */
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long VL_GetNewVolumelds(
rpc_binding_handle_t rpcBinding,  /*in */

unsigned long numWanted, /*in */
struct afsNetAddr *serverAddr, /* in */
struct bulklIds *newlDs, /* out */
error_status_t *theCommStatus) /% out */

long VL_GetNextServersByID(
rpc_binding_handle_t rpcBinding, [*in */

struct afsHyper *filesetID, [*in ¥/
unsigned long filesetType, [* in */
unsigned long startHere, /*in */
unsigned long *nextStartP, [* out */
struct vldbentry *entry, [* out */
unsigned long *flags, /* out */
error_status_t *theCommStatus) [* out */

long VL_GetNextServersByName(
rpc_binding_handle_t rpcBinding, /¥ in */

char *name, [¥1in */

unsigned long startHere, [*in */
unsigned long *nextStartP, [* out */
struct vildbentry *entry, /* out */
unsigned long *flags, /* out */
error_status_t *rheCommStatus) /* out */

long VL_GetSiteInfo(
rpc_binding_handle_t rpcBinding,  /*in*/

struct afsNetAddr *OldAddr, /¥ in */
struct siteDesc *FullSiteInfo, /* out */
error_status_t *theCommStatus) /* out */

long VL_GetStats(
rpc_binding_handle_t rpcBinding, /*in */
struct vldstats *stats, /* out */
struct vital_vlheader *vital header, [* out*/
error_status_t *theCommStatus) /* out */

OSF DCE Application Development Guide 51-37



DCE Distributed File Service

long VL_ListByAttributes(
rpc_binding_handle_t rpcBinding, /¥ in */
struct VidbListByAttributes *attributes, [* in */

unsigned long cookie, /*in */
unsigned long *nentries, /* out */
bulkentries *blkentries, /* out */
unsigned long *nextcookiep, [* out */
unsigned long *flagp, /¥ out */
error_status_t *theCommStatus) /¥ out */

long VL._ListEntry(
rpc_binding_handle_t rpcBinding,  /*in*/

unsigned long previous_index, [*in */
unsigned long *count, [* out */
unsigned long *next_index, /* out */
struct vldbentry *entry, /* out */
error_status_t *theCommStatus) [* out */

long VL._Probe(
rpc_binding_handle_t rpcBinding, /* in */
error_status_t *theCommStatus) [* out */

long VL_ReleaseLock(
rpc_binding_handle_t rpcBinding, [*in */

struct afsHyper *filesetID, [*in */

unsigned long filesetType, [*in */

long ReleaseType, /*in */
error_status_t *theCommStatus) /* out */

long VL_RemoveAddress(
rpc_binding_handle_t rpcBinding, [*in */
struct afsNetAddr AddrToRemove, [*in */
error_status_t *theCommStatus) /* out */

long VL._ReplaceEntry(
rpc_binding_handle_t rpcBinding, [*in */

struct afsHyper *filesetID, [*in */

unsigned long filesetType, /¥ in */

struct vldbentry *new, [*in */

long ReleaseType, [*in */
error_status_t *theCommStatus) /* out */

51-38 OSF DCE Application Development Guide



Manipulating Filesets

long VL_SetLock(
rpc_binding_handle_t rpcBinding, [*1in */
struct afsHyper *filesetID, [*in */
unsigned long filesetType, [*in */
long fsOper, /* in */
error_status_t *theCommStatus) [* out */

51.7 The FTSERVER Functions: Interacting with the
Fileset Server

The Fileset Server (FTSERVER...()) functions are used to perform basic
operations on filesets, such as creating, deleting, moving, and replicating
them. Unlike the Volume Call (VC...()) functions, these functions do not
change the corresponding entries in the Fileset Location Database. To do
that, use the VL...() functions, described in the previous section. Unless
you need the extra flexibility that the FTSERVER...() functions provide,
you should use the VC...() functions instead; the VC...() functions do more
for you automatically.

All of the FTSERVER...() functions require authorization except
FTSERVER_ListAggregates(), FTSERVER_ListVolumes(),
FTSERVER_Aggregatelnfo(), and FTSERVER_GetOneVolStatus().

Each FTSERVER...() operation is carried out as a transaction, which can
be logically viewed as an ‘‘open fileset’” operation with an exclusive lock
on the affected fileset. The term ‘‘transaction’’ is somewhat of a misnomer
here; Fileset Server transactions are not atomic. The Fileset Server does not
use a 2-phase commit mechanism, nor does it attempt to undo changes on
abort. Instead, the Filset Server’s transactions are simply a convenient way
of denoting state information being held by the Fileset Server itself.

There is a large amount of state associated with holding a fileset open. That
state is not returned to the client. So, if you open a transaction and do not
complete it, the FLDB and file server are not returned to the states they
were in before the transaction was opened.

Fileset Server transactions do prevent simultaneous access to a fileset.
Opening a transaction signals to other servers that the fileset in question is
unavailable while the Fileset Server is manipulating it.
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Before calling any function except FTSERVER_CreateVolume() or
FTSERVER_GetOneVolStatus(), you must first open a transaction by
calling FTSERVER CreateTrans(), or the function fails.
(FTSERVER_CreateVolume() opens its own transaction automatically.)
You then must explicitly close every transaction, even those created by
FTSERVER_CreateVolume(), with FTSERVER_DeleteTrans(), or the
affected fileset remains locked even after you are done making changes to
it, and other processes will not be able to access it.

Transactions do not time out so long as they are still actively referenced,
such as in a long-running operation like a dump. Once they are no longer
being actively referenced, they time out after 10 minutes, and the filesets
are restored to service. However, applications should not rely on timing
out; you should call FTSERVER_ DeleteTrans() as soon as you no longer
need a transaction. Timing out is provided to prevent filesets from
becoming permanently unavailable if the failure of a machine or other
problem interrupts a transaction before FTSERVER_ DeleteTrans() is
called.

51.7.1 Basic Transaction Functions

51-40

The functions in this section are used to create and delete transactions on
filesets. No other functions in this set, except
FTSERVER_CreateVolume() and FTSERVER_GetOneVolStatus() can

be called before a transaction has been opened for the fileset in question.

FTSERVER CreateTrans() creates a new fileset transaction and returns
its unique transaction identifier. You must use this ID in all calls to
FTSERVER...() functions that operate on that fileset.

The function accepts a fileset ID, an aggregate ID (where the fileset lives),
and a set of options. The options represent the operations that will be
performed while the fileset is open and the status codes to report to other
processes attempting to access the same fileset. The options are combined
via bitwise OR in the options variable.
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The following options represent operations that will be performed on the
fileset during the transaction:

FTSERVER_OP_DELETE()
FTSERVER_OP_DUMP()
FTSERVER_OP_RESTORE()
FTSERVER_OP_CLONE()
FTSERVER_OP_RECLONE()
FTSERVER_OP_GETFLAGS()
FTSERVER_OP_SETFLAGS()
FTSERVER_OP_SETSTATUS()
FTSERVER_OP_GETSTATUS()

The following options represent the error codes that can be reported:

°

VOLERR_PERS_LOWEST: The lowest bound for persistent errors.

VOLERR_PERS DELETED: The fileset has already been
deleted/moved.

VOLERR_PERS_BADDUMPOPCODE: A bad opcode was passed to
the dump.

VOLERR_PERS BADDUMP: A bad dump format.

VOLERR_PERS_BADFTSOPSVECTOR: A bad ftserver ops vector
was passed in.

VOLERR_PERS_REPDESTROY: The fileset was deleted by the
repserver.

VOLERR_PERS_DAMAGED: The fileset is inconsistent.

VOLERR_PERS BADVOLOPSVECTOR: A bad fileset ops vector
was passed in.

VOLERR_TRANS_LOWEST: The lowest bound for transient errors.
VOLERR_TRANS_DELETE: The fileset is being deleted/moved.
VOLERR_TRANS DUMP: The fileset is being dumped.
VOLERR_TRANS_RESTORE: The fileset is being restored.
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VOLERR_TRANS CLONE: The fileset is being cloned.
VOLERR_TRANS_ RECLONE: The fileset is being recloned.
VOLERR_TRANS_LIST: Lists the filesets.
VOLERR_TRANS_GETSTATUS: Gets the status of a fileset.
VOLERR_TRANS_CREATEFILESET: Creates a new fileset.
VOLERR_TRANS_RELEASE: Releases a fileset.
VOLERR_TRANS_SETQUOTA: Sets the quota on a fileset.
VOLERR_TRANS_FILESETEXISTS: A fileset already exists.
VOLERR_TRANS_SETFLAGS: Sets the options on a fileset.
VOLERR_TRANS_MOVE: The fileset is being moved.
VOLERR_TRANS_SETSTATUS: Sets the status on a fileset.

VOLERR_TRANS COPYCLONE: Copies the clone to a new
location.

VOLERR_TRANS_FORWARD: Copies the fileset to a different
server or aggregate.

VOLERR_TRANS_BACKUPDUMP: Dumps a fileset to tape.

VOLERR_TRANS_BACKUPRESTORE: Restores a fileset from
tape.

VOLERR_TRANS_REPGETSTATUS: The repserver gets the status
on a fileset.

VOLERR_TRANS_REPSETSTATUS: The repserver sets the status
on a fileset.

VOLERR_TRANS_REPSETFILESETVERSION: The repserver sets
the fileset version.

VOLERR_TRANS_REPCLONE: The repserver clones a fileset.

VOLERR_TRANS_REPEDITSTATUS: The repserver edits fileset
status.

VOLERR_TRANS REPCLEARSTATUS: The repserver clears

fileset status.

VOLERR_TRANS REPUNCLONE: The repserver unclones the
fileset.
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e VOLERR_TRANS REPSWITCHFILESETS: The repserver
switches filesets.

¢ VOLERR_TRANS_REPGETFILESETCHANGES: The repserver
gets fileset changes.

¢« VOLERR_TRANS_REPFORWARD: The repserver forwards the
fileset.

 VOLERR_PERS_NOMEM: No more memory available.

o VOLERR_PERS IO: Pipe I/O failure.
VOLERR_TRANS_QUOTA: The fileset is over quota.

e VOLERR_TRANS_HIGHEST: The upper bound for transient errors.

Additional VOLERR codes are allocated as spares to provide for future
expansion.

If no option is set, the fileset is available.

Any number of operation options can be specified, but only one error code
may be given. The operation options are used by DFS to determine what
operations may occur concurrently with this one; the error code is returned
to any process that attempts to open the fileset for an incompatable
operation.

FTSERVER DeleteTrans() takes one argument (in addition to the RPC
connection): a transaction ID, and deletes the transaction associated with it.
Once you delete a transaction, you will not be able to perform
FTSERVER...() operations on the fileset until you create another
transaction.

51.7.2 Creating, Deleting, and Cloning Filesets

The functions in this section create, delete, clone, and update clones of
filesets. They all apply only to DCE LFS filesets. All except
FTSERVER_CreateVolume() require that a transaction be open for the
fileset.

FTSERVER CreateVolume() is used to create a fileset. Like
VC_CreateVolume, it takes an RPC connection, an aggregate ID, a fileset
name, and a fileset ID. In addition, you must specify the fileset type and the
ID of the parent fileset. This parent fileset has nothing to do with where the
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fileset will eventually be mounted on the file server; rather, this refers to
relationships with other filesets. For example, a copy of a fileset has that
fileset as its parent. If you are creating a copy, use the fileset ID for the
source as the parent; if you are creating a new fileset, pass a 0 (zero) ID.
Finally, FTSERVER_CreateVolume() takes an option argument like the
one taken by FTSERVER_CreateTrans().

FTSERVER_CreateVolume() returns a transaction ID, which should be
treated like transaction IDs returned by FTSERVER_CreateTrans().

The types of filesets are as follows:
VOLTIX_TO_VOLTYPE(RWVOL): read/write fileset
VOLTIX_TO_VOLTYPE(ROVOL): read-only fileset
VOLTIX_TO_VOLTYPE(BACKVOL): backup fileset

The fileset will not actually be accessible until FTSERVER_SetFlags() or
FTSERVER_SetStatus() is called to bring it online and the transaction
ends. Be sure to call FTSERVER DeleteTrans() to close the transaction,
or the fileset will remain unavailable until the transaction times out.

The following example shows the creation of a read/write fileset.

char *fileset = "foo"; /* arbitrary name */
long AggID = 0; /* arbitrary disk no. */
struct afsHyper filesetID, parentID;

unsigned long transactionID;

int code; /* return code */
error_status_t error;

bzero (&filesetID, sizeof (filesetID));
bzero (&parentID, sizeof (parentID));
bzero (&transactionID, sizeof (transactionID)) ;

/* PARENT FILESET */
/* get ID */
VL_GetNewVolumeId(Rpc_Handle, 1, &filesetID, &error);

if (error)
printf("Got an RPC error while getting fileset ID! \n");
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/* create fileset */
code = FTSERVER_CreateVolume (Rpc_Handle, AggID, fileset,
VOLTIX_ TO_VOLTYPE (RWVOL) ,
&parentID, &filesetID,
&transactionID) ;
if(code !'= 0)
printf ("Got an RPC error while creating parent fileset! \n");

/* bring fileset online */
code = FTSERVER_SetFlags (Rpc_Handle, transactionID, VOL_RW) ;
if (code !'= 0)

printf ("Got an RPC error while bringing fileset online!\n");

/* delete transaction */
code = FTSERVER DeleteTrans (Rpc_Handle, transactionID);
if (code != 0)
printf ("Got an RPC error while deleting transaction! \n");

FTSERVER_DeleteVolume() deletes a fileset from the aggregate. It takes
two arguments: an RPC connection and the transaction ID that was
obtained from FTSERVER_CreateTrans() or
FTSERVER_CreateVolume().

FTSERVER_Clone() creates a clone (read-only or backup copy) of a
read/write fileset. It takes an RPC connection and transaction ID and the ID,
type, and name of the copy.

To make administration easier, the name of the clone should be related to
the name of the source fileset. For example, a backup clone of fileset foo
could be named foo.backup.

Once you have made a clone, you may wish to update it from time to time.
This is more efficient than making new clones and then deleting the old
ones, as only the information that has changed will need to be updated.

FTSERVER_ReClone() brings a clone up to date with the source fileset.
It takes three arguments: an RPC connection, the transaction ID of the
source fileset, and the fileset ID of the clone.

There is no explicit ‘‘unclone’” function to delete a clone.
FTSERVER_DeleteVolume(), if given a clone as a parameter, removes
that clone only.
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51.7.3 Getting and Modifying Fileset Status

51-46

The functions in this section are used to find and modify the status of
filesets; for instance, to move them online or offline, or to examine or
change fileset header fields.

You must explicitly set the status of a fileset when you create it, and
manually change it, when using the FTSERVER...() functions. The status
determines the conditions under which the fileset can be accessed, and what
types of operations can be done.

FTSERVER_SetFlags() is used to set the current status of a fileset.
The status is a bitwise OR of values from the following list:
+ VOL_RW indicates that the fileset allows both read and write access.

+« VOL_READONLY indicates that the fileset is read-only. Writes to this
fileset will fail.

e VOL_DELONSALVAGE indicates that the fileset is not usable; it will
be deleted upon reboot. This is an intermediate state used to guarantee
correctness for large operations such as cloning a fileset.

o VOL_OFFLINE indicates that the fileset is offline. Reads and writes to
this fileset will fail.

« VOL_BUSY indicates that the fileset is temporarily unavailable.

e VOL_OUTOFSERVICE indicates that the fileset is not usable; it will
not be deleted upon reboot.

« VOL_DEADMEAT indicates that the fileset is in the process of being
deleted.

» VOL_OK is the bitwise negation of VOL_BUSY, VOL_OFFLINE,
VOL_DELONSALVAGE, and VOL_OUTOFSERVICE. It is used to
mark a fileset as usable.

o VOL_REPFIELD is used for replication and should never be modified
by applications.

FTSERVER_GetFlags() gets the current availability of a fileset. It takes
two arguments: an RPC connection and the transaction ID of the fileset in

question, and returns a mask derived from the options described previously
for FTSERVER_SetFlags().
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In addition to the current availability, there are other types of status
information that can be set. FTSERVER_SetStatus() sets this status
information. It takes four arguments: an RPC connection, the transaction ID
for the fileset, a mask, and a structure representing the status to set. The
status is an ftserver_status structure.

struct ftserver_status {
ftserver_status_static vss;
ftserver_status_dynamic vsd;

}

struct ftserver_status_static {
struct afsHyper volld;
struct afsHyper parentld;
struct afsTimeval cloneTime;
struct afsTimeval vvCurrentTime;
struct afsTimeval vvPingCurrentTime;
unsigned long type;
unsigned long accStatus;
unsigned long accError;
unsigned long states;
unsigned long reclaimDally;
long static_sparel;
long static_spare2;
long static_spare3;
long static_spared;
long static_spareS5;
long static_spare6;
long static_spare7;
char volName[FTSERVER_MAXFSNAME];
char static_cspares[16];

}

struct ftserver_status_dynamic {
struct afsTimeval creationDate;
struct afsTimeval updateDate;
struct afsTimeval accessDate;
struct afsTimeval backupDate;
struct afsTimeval copyDate;
struct afsHyper volversion;
struct afsHyper backupld;
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struct aszyper cloneld;
struct afsHyper 11Backld;
struct afsHyper lIFwdId;

long fileCount;

long maxQuota;

long minQuota;

long size;

long owner;

long unique;

long index;

long rwindex;

long backupIndex;
long parentIndex;
long clonelndex;

long dynamic_sparel;
long dynamic_spare2;
long dynamic_spare3;
long dynamic_spared4;
long dynamic_spareS5;
long dynamic_spare6;
char statusMsg[128];

char dynamic_cspares[16];

}

« ftserver_status_static

The fields of these structures are as follows:

— volld: The ID of the fileset, which should be unique throughout the

cell.

— parentld: The fileset ID of the read/write source, if this is a read-

only or backup clone.

— cloneTime: The time the last clone was made of this fileset.

— vvCurrentTime: The most recent time that the fileset version
number was known to be current on the read/write site.
Applications should not modify this field.

— vvPingCurrentTime: The most recent time that a read-only site
tried to contact a read/write site to determine how current the fileset
version number there is. Applications should not modify this field.
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type: The fileset’s type.

accStatus: The access status on the fileset; the status will be one of
the codes described under FTSERVER_CreateTrans(). This field
should never be modified by an application program.

accError: The access error on a fileset; this will be one of the codes
described under FTSERVER_CreateTrans(). This field should
never be modified by an application program.

states: The status flag, as set by FTSERVER_SetFlags().

reclaimDally: The time, in seconds, between keep-alive messages
sent by the Cache Manager.

static_sparel through static_spare3: Spares reserved for future use.
volName: The name of the fileset.

static_cspares: Reserved for future use.

o ftserver_status_dynamic

creationDate: The date of the fileset’s creation.

updateDate: The timestamp of the last modification by a user.
accessDate: The last access time by a user.

backupDate: The date at which the last backup clone was made.
copyDate: The time that this copy of the fileset was created.
volVersion: The current version number of the fileset.

backupld: The fileset ID of the latest backup version of this fileset.
cloneld: The fileset ID of the clone.

lIBackId and lIFwdId: Links all related filesets in a doubly linked
list; used to find the correct fileset to unclone when deleting a
fileset.

fileCount: The number of files in the fileset.

maxQuota: The maximum amount of disk space the fileset is
allowed to take up, expressed in units of 1024 bytes. A value of 0
(zero) means there is no limit.
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— minQuota: The amount of disk space guaranteed to be available for

the fileset, expressed in units of 1024 bytes. Other filesets on the
partition are prevented from growing if their growth would impinge
on this limit.

size: The size of the fileset, in units of 1024 bytes.
owner: The DFS ID of the owner of the fileset.

unique: The uniquifier, a value combined with other IDs to
guarantee uniqueness {(do not modify this).

index, rwindex, backupIndex, parentIndex, and clonelndex:
Information about where other related filesets are located within an
aggregate; for the remote application user they are meaningless.
They cannot be set remotely.

dynamic_sparel through dynamic_spare6: Spares reserved for
future use.

statusMsg: A message field used by low-level code to transmit error
messages back up to the caller (across the FTServer-to-kernel
interface). Applications should not use this field.

— dynamic_cspares: Reserved for future use.

The mask is the bitwise OR of identifiers for the fields to be set. The fields
are defined by the following constants:

¢ VOL_STAT VOLNAME

VOL_STAT VOLID
VOL_STAT VERSION
VOL_STAT UNIQUE
VOL_STAT_OWNER
VOL_STAT_TYPE

o VOL_STAT_STATES

¢ VOL_STAT_ACCSTATUS
e VOL_STAT_BACKUPID
e VOL_STAT_PARENTID
e VOL_STAT_CLONEID
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« VOL_STAT LLBACKID
« VOL_STAT LLFWDID

« VOL_STAT_CREATEDATE

« VOL_STAT UPDATEDATE

« VOL_STAT ACCESSDATE

« VOL_STAT COPYDATE

« VOL_STAT FILECOUNT

« VOL_STAT MAXQUOTA

« VOL_STAT MINQUOTA

« VOL_STAT SIZE

« VOL_STAT INDEX

« VOL_STAT BACKVOLINDEX

« VOL_STAT STATUSMSG

« VOL_STAT CLONETIME

« VOL_STAT VVCURRTIME

« VOL_STAT_VVPINGCURRTIME
« VOL_STAT _ACCERROR

« VOL_STAT_BACKUPDATE

« VOL_STAT RECLAIMDALLY

FTSERVER_GetStatus() returns the status information listed previously
for a fileset. It takes two arguments: an RPC connection and the transaction
ID for the fileset in question, and returns a ftserver_status structure
containing the information.

FTSERVER_GetStatus(), like most calls in this section, requires that
FTSERVER CreateTrans() and FTSERVER_DeleteTrans() be called,
thus locking the fileset while the status check is in progress. An easier
solution for those cases where you wish to quickly check the status of a
single fileset is FTSERVER_GetOneVolStatus(). This function does not
require the two transaction calls, and does not require any special
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authentication to use. It takes an RPC handle, the identifier for the fileset to
check, and an aggregate ID, and returns the same status as
FTSERVER_GetStatus() does in the output buffer.

51.7.4 Dumping, Restoring, and Moving Filesets

51-52

This section describes functions for dumping and restoring filesets and
moving dumps around.

Dumping refers to the process of copying a fileset, or portion thereof, to a
byte stream, which is suitable for storage on tape or as an intermediate
format when moving filesets between file server machines that store filesets
in different formats. Restoring refers to conversion of a byte stream back
into the appropriate fileset format and placement back into the file system.
Dumping is different from backing up because the result is not a mountable
fileset. In order to use a backed up fileset, you merely need to bring it
online, which is a fast operation. In order to use a dumped fileset, you need
to restore it. However, dumping is necessary for offline storage.

FTSERVER_Dump() dumps a fileset as a byte stream. It takes four
arguments: an RPC connection, the transaction ID for the affected fileset, a
specification of what to dump, and an RPC pipe to accept the output. The
date is represented as an ftserver_Date structure, described previously.

The ftserver_Date structure contains a mask slot that indicates which of
the other two fields, the date or version number, to use. A mask of 1 means
to use the date, and a mask of 2 means to use the version. A mask of 0
means to use neither. All other values are undefined.

The dump data itself is returned as an output pipe parameter.

A fileset dump consists of a fileset header dump followed by a set of
individual vnode dumps, followed by an end-of-fileset opcode. Individual
vnode dumps consist of a vnode start opcode, multiple vnode descriptor
opcodes, and an end-of-vnode opcode.

Complete information about these opcodes is given in the OSF DCE
Application Development Reference. The information that is represented
follows:

¢ Maximum uniquifier, the value of the highest uniquifier that has been
used.

OSF DCE Application Development Guide



Manipulating Filesets

e Maximum quota, the maximum number of 1024-byte units that the
fileset can grow to (0 (zero) means no limit).

e Minimum quota, the minimum number of 1024-byte units that the
fileset has reserved (0 (zero) means no reservation).

o Actual disk usage, in 1024-byte units.

» The number of files in the fileset.

 Fileset owner ID.

¢ Creation date, when the fileset ID was first used by this fileset.
o Last access date.

o Last update date.

o Message of the day, a string that gives human readable information
about the particular state of this fileset; that is, why the fileset is
unavailable, when it will be back, and so on.

* Volume version.

o Fileset type from which the dump was made.

¢ Vnode type.

¢ Vnode link count.

» Vnode data version.

¢ Vnode fileset version.

» Vnode access time.

» Vnode modify time (from the client rather than from server).
* Vnode change time.

¢ Vnode true modify time (from the server rather than from client).
e Vnode group owner.

¢ Vnode author (the person who last modified the fileset).

» Vnode owner.

e Vnode UNIX mode bits.

¢ Vnode access control lists.
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e Vnode size.
¢ Vnode data.

If you are planning to immediately restore the dumped fileset elsewhere, for
efficiency reasons, you should call FTSERVER Forward() instead of
calling FTSERVER_Dump() followed by FTSERVER_Restore().

FTSERVER_Restore() restores a DCE LFS fileset from a dump. It takes
three arguments: an RPC connection, the transaction ID for the fileset, and
a third argument that is reserved for future use (use 0 (zero)).

Dumping and restoring filesets are CPU- and network-intensive processes,
so you should be careful about their use.

FTSERVER Forward() dumps a fileset from one file server and restores
it on another. The destination must be a DCE LFS fileset. It takes five
arguments: an RPC connection, a transaction ID for the source fileset, an
ftserver_Date structure describing what kind of dump to make (this is the
same as the corresponding argument to FTSERVER _Dump()), the address
of the destination machine in an ftserver_dest structure, and a transaction
ID for the fileset on the destination machine.

You must first create a fileset on the destination machine, and then open
transactions on both the source and destination filesets.

51.7.5 Enumerating Filesets, Aggregates, and Transactions

51-54

The functions in this section supply information about filesets, aggregates,
and current transactions. Because these functions do not directly
manipulate filesets, they do not require open transactions.

FTSERVER_ListAggregates() returns the names, devices, 1IDs, and types
of all valid aggregates on a server. It takes an RPC connection on the server
in question. It returns an array of ftserver_aggrList structures. This
structure has four main fields that correspond to the four pieces of
information returned for each aggregate. The array contains up to
FTSERVER_MAXAGGR() structures.

FTSERVER_ListAggregates() uses iterators to return the aggregates.

To get more specific information about a single aggregate, use
FTSERVER_AggregateInfo(). This function returns detailed information
about a single aggregate, unlike FTSERVER_ListAggregates(), which
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returns general information about all of them.
FTSERVER_Aggregatelnfo() takes two arguments: an RPC connection
and an aggregate ID, and returns a ftserver_aggrInfo structure. The
structure contains the following information:

» The name of the partition on which the aggregate resides

» The new device name on which the aggregate is mounted

The type of aggregate (for example, UFS or DCE LFS)
o The number of usable 1024-byte units allocated

The total space free, in 1024-byte units
o The reserved space, in 1024-byte units

If you want to list the contents of an aggregate, use
FTSERVER_ListVolumes(). This function returns a list of all filesets on
a given aggregate. It takes three arguments: an RPC connection, an
aggregate ID, and an iterator. It returns two values: the iterator to use for
the next call and the actual information. As with other functions that use an
iterator, you should give an initial value of 0 (zero) and use the output
iterator as the next input iterator value until you have all of the data.

This operation has substantial overhead because it reads the fileset headers
for all the filesets on that aggregate on the disk. If you are really only
interested in a small number of filesets, you would be much better off using
FTSERVER_GetStatus() or FTSERVER_GetOneVolStatus() to get
information on those specific filesets only. For information about the
information returned, see Section 51.7.3.

Finally, FTSERVER_Monitor() is provided to return a list of all active
transactions involving a given file server. This function allows processes to
monitor the progress of a transaction. The function takes one argument, an
RPC connection for the server, and returns an array of ftserver_trans
structures containing the results.

The following information about each transaction is returned:
¢ The transaction ID
o The open fileset’s aggregate
e The open fileset’s ID
o The descriptor of the open fileset
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The time the transaction was last active

The time the transaction started

The transaction error code, if any errors have occurred

The transaction’s status bits

51.7.6 Syntax Summary

The FTSERVER...() functions are as follows:

o Transactions
— FTSERVER_CreateTrans(): Opens a transaction on a fileset
— FTSERVER_DeleteTrans(): Closes a transaction on a fileset

o Creating, Deleting, and Cloning (LFS filesets only)
— FTSERVER_Clone(): Creates a read-only copy of a fileset
— FTSERVER_CreateVolume(): Creates a new fileset
— FTSERVER _DeleteVolume(): Deletes a fileset

— FTSERVER_ReClone(): Brings a clone up to date with the
read/write copy

e Modifying Fileset Status
— FTSERVER_GetFlags(): Gets the current availability of a fileset

— FTSERVER_GetOneVolStatus(): Gets the full status of a fileset
without requiring explicit transactions

— FTSERVER_GetStatus(): Gets the full status of a fileset
— FTSERVER_SetFlags(): Sets the current availability of a fileset

— FTSERVER_SetStatus(): Sets the various status information for a
fileset

¢ Dumping, Restoring, and Moving
— FTSERVER_Dump(): Dumps a fileset to a character stream

— FTSERVER Forward(): Dumps a fileset from one file server and
restores it to another (DCE LFS filesets only)
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— FTSERVER_Restore(): Restores a fileset from a character stream
(DCE LFS filesets only)

o Enumerating Filesets, Aggregates, and Transactions

— FTSERVER_Aggregatelnfo(): Provides specific information
about an aggregate

— FTSERVER_ListAggregates(): Identifies all valid aggregates on a
server

— FTSERVER_ListVolumes(): Lists the filesets on a file server

— FTSERVER_Monitor(): Identifies all active transactions
involving a given file server

A syntax summary for each FTSERVER...() function follows.

#include <param.h>
#include <fcntl.h>
#include <compat.h>
#include <ftserver_proc.h>
#include <queue.h>
#include <sysincludes.h>
#include <fldb_data.h>
#include <flserver.h>
#include <ftserver.h>
#include <ftserver_trans.h>
#include <rpc.h>

long FTSERVER _AggregateInfo(
rpc_binding_handle_t RpcBinding, [* in */
unsigned long aggrID, /*in */
struct ftserver_aggrInfo *aggrDesc) /* out */

long FTSERVER_Clone(
rpc_binding_handle_t RpcBinding, /*1in */

unsigned long transID, [* in */
unsigned long nenwType, /*in */

char *newName, [*in */

struct afsHyper *newfilesetID) /* inout */
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long FTSERVER_CreateTrans(
rpc_binding_handle_t RpcBinding, [*in */

struct afsHyper *filesetIDp, [*in */
unsigned long aggregatelD, [*in */
unsigned long flags, [*in */
unsigned long *transiD) /* out */

long FTSERVER_CreateVolume(
rpc_binding_handle_t RpcBinding, /¥ in */

long aggregatelD, /* in */

char *name, [¥in */
unsigned long type, [*in */
unsigned long flags, [*in */
struct afsHyper *parentID, [*in */
struct afsHyper *filesetID, /* inout */
unsigned long *transiD) [* out */

long FTSERVER DeleteTrans(
rpc_binding_handle_t RpcBinding, [*in */
unsigned long transID) [*in */

long FTSERVER_DeleteVolume(
rpc_binding_handle_t RpcBinding,  [* in */
unsigned long transiD) [*in */

long FTSERVER_Dump(
rpc_binding_handle_t RpcBinding,  /*in */

unsigned long transiD, /*in */
struct ftserver_Date *dumpDate, /¥ in */
struct pipe_t *dataPipeP) [* out */

long FTSERVER_Forward(
rpc_binding_handle_t RpcBinding, /¥ in */

unsigned long fromTrans, [* in */
struct ftserver_Date *fromDate, [*in */
struct ftserver_dest *destAddress,  [*in */
unsigned long destTrans) [*in */
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long FTSERVER_GetFlags(
rpc_binding_handle_t RpcBinding, [*in */
unsigned long transID, [*1in */
unsigned long *flags) [* out */

long FTSERVER_GetOneVolStatus(
rpc_binding_handle_t RpcBinding, [*in */

struct afsHyper *filesetID, [*1in */
unsigned long aggrid, [*in #/
unsigned long sparel, /¥ in */
ftserver_status *status) /* out */

long FTSERVER_GetStatus(
rpc_binding_handle_t RpcBinding, [*in */
unsigned long transiD, [*1in */
struct ftserver_status *status) [* out */

long FTSERVER_ListAggregates(
rpc_binding_handle_t RpcBinding, /*in */
ftserver_iterator *inCookie, [*1in */
ftserver_iterator *outCookie, /* out */
struct ftserver_aggrEntries *aggrEnts) /* out */

long FTSERVER _ListVolumes(
rpc_binding_handle_t RpcBinding, [*in */

unsigned long aggriD, [*in */
ftserver_iterator *inCookie, [*in */
ftserver_iterator *outCookie, [* out */

struct ftserver_statEntries *resultEnts[]) /* out */

long FTSERVER_Monitor(
rpc_binding_handle_t RpcBinding,  [* in*/
struct ftserver_transEntries *transP) [* out */

long FTSERVER_ReClone(
rpc_binding_handle_t RpcBinding, /¥ in */
unsigned long transiD, [*in */
struct afsHyper *clonelD) /* inout */
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long FTSERVER_Restore(
rpc_binding_handle_t RpcBinding, [* in */

unsigned long transID, [*in */
unsigned long flags, [*in*/
pipe_t *dataPipeP) [*in */

long FTSERVER_SetFlags(
rpc_binding_handle_t RpcBinding,  [* in */
unsigned long transiD, [*in */
unsigned long flags) [*in */

long FTSERVER_SetStatus (
rpc_binding_handle_t RpcBinding, [* in */

unsigned long transiD, [* in */
unsigned long mask, [*in */
struct ftserver_status *status, [*in */
unsigned long sparel) [*in */
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The BOS Server: Monitoring File
Server Processes

The BOS Server interface (BOSSVR...()) functions maintain all necessary
DFS processes and software on DFS File Server machines. At the time the
File Server machine is initially configured, a system administrator sets
parameters for these operations, probably interactively using the BOS
command suite; the functions in this chapter allow the manipulation of this
information. Care must be taken in doing so, however, because such changes
impact everyone who uses the server machines on which the operations are
performed.

The BOS interface is useful for writing administrative monitoring tools,
such as monitoring whether a server is running or shutdown is reported. In
addition, you can obtain statistics about the time of last restart and other
similar information, which could be used in system monitoring applications.

You can use this interface to write a graphical command interface, wherein
an administrator may use a point-and-click interface to describe what
servers should be running on which machines.

The functions in this set fall into several categories:

o Process Monitoring: Monitoring processes and restarting them upon
failure.

o Server Key Maintenance: Maintaining the set of authentication keys
used by the various DFS servers.
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 Binary Maintenance: Installing new binaries on the server machines and
scheduling server restarts to pick up the newly installed binaries.

o Authorization: Ensuring that only authorized users reconfigure the
servers. Authentication of these users is handled by the DCE Security
Service.

Most of the functions in this set require that the caller be on the server’s
BOS user list. The ones that do not are

* BOSSVR_GetCellName()

» BOSSVR_GetStatus()
BOSSVR_Enumeratelnstance()
* BOSSVR_GetInstanceInfo()

¢ BOSSVR_GetCellName()

* BOSSVR_GetInstanceParm()

« BOSSVR_ListSUsers()
BOSSVR_GetDates()

* BOSSVR_GetRestartTime()

* BOSSVR_GetLog()

Note: There are situations in which BOSSVR_GetLog() does
require the caller to be on the BOS user list; see the discussion
of this function later in this chapter for more information.

52.1 Common Arguments

As with the other RPC interfaces, the functions in this set have two common
arguments: an RPC handle that is supplied when the remote connection is
first established, and an output parameter giving RPC error status.

For the purpose of the examples in this chapter, we assume that the
programmer has created a function to obtain an RPC handle and set the
variable Rpc Handle to its output. For information about creating RPC
handles, see Part 3 of this guide.
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All structure types described in this chapter are also defined as types; for
example, struct bossvr_key and bossvr_key are equivalent. The former
form is used in this document.

52.2 Configuration Files

The BOS Server uses a configuration file dcelocal/var/dfs/BosConfig,
which records all of the processes to be run when the BOS Server starts up.
The BOS process itself should rot be included in this file; doing this will
result in process recursion and as a result performance penalties and
possible system failures.

Some of the functions described in this chapter, and some of the commands
in the BOS command suite, modify the BosConfig file. This file should not
be edited manually; use one of the two interfaces (application or command
suite) to do this. The file format is internal to the BOS Server and is subject
to change.

52.3 Process Monitoring

The process monitoring functions are responsible for bnode maintenance.
These functions create and delete bnodes, examine and change their
properties, and start and stop process execution on a server.

52.3.1 Bnodes

A bnode is a structure that gives the static characteristics of a process; that
is, the characteristics that apply to every instance of a process with that
name. Bnodes have types, and for any given type of bnode, the BOS Server
has embedded code that defines how those types of processes are managed.
There are two types of bnodes: simple bnodes and cron bnodes.

All bnodes are parameterizable at bnode creation time. Bnode parameters
are character strings, and each type of bnode has its own specific set of
parameters.
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A simple bnode manages a single process, and manages it with a simple
goal: to keep the process running. If a process managed by a simple bnode
crashes, any resulting core file is saved for future reference and the process
is restarted. If the process restarts too often in a given period, the bnode
instance is marked as damaged and is shut down pending an operator’s
intervention. Most bnode instances in a File Server machine installation are
simple bnodes.

A simple bnode has only one parameter, which is the command string to be
used to start the process. The command string is parsed by execve, and thus
cannot contain the usual shell-provided expansions, such as those
containing asterisks, but otherwise resembles a typical UNIX command.
This command is reexecuted whenever the process needs to be restarted.

A cron bnode manages a single process that is to be run either exactly once
or periodically. Essentially, this is a generalization of the simple bnode that
runs a process, but leaves it shut down after it exits until the next time that
the process is scheduled to be executed. After a process’s last scheduled
execution (assuming that it sas a last execution), a cron bnode deletes itself;
this generally only occurs with once-only bnodes.

A cron bnode has two parameters. The first is the command to be used to
start the process to be managed, and the second is a string that can be parsed
as a periodically recurring date, giving the times that the process should be
run.

The date format is one of the following (all are strings):
e never

* NOow

A day of the week and a time, separated by spaces, such as “‘wed
16:00.”” Such processes run once per week. The day must come first
and begin with a lowercase character. Use either the entire day name or
the first three letters. A

A time, in 24-hour notation. The process runs once per day.
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52.3.2 Creating and Deleting Bnodes

Because processes are represented by bnodes, and most of the time the BOS
Server is used to manage processes, the most fundamental BOS functions

are those to create bnodes.

You can use the function BOSSVR_CreateBnode() to create a bnode. This
function creates a bnode instance that represnts a new process to be run. The
name you give that instance is used to refer to this bnode until you delete it.
In addition to the name, you specify the type (simple or cron) and further

parameters, the nature of which depends on the type.

The following two examples create two bnodes, a simple one called testl
and a cron one called test2. The simple bnode simply runs a program called
testl; the cron bnode runs a program called test2 every Saturday at 23:00.

handle_t Rpc_Handle;
error_status_t error;
int bos_error = 0;

char *errorStringP = "";

/* assign Rpc_Handle */

bos_error = BOSSVR_CreateBnode (Rpc_Handle,

"testl",

"/afs/tr/usr/bin/testl",

wn nn nn
’ ’ I

if (error != error_status_ok)

printf("Got an error! (testl)\n\tError text: %s\n",

error_text (error)) ;
else printf("First call completed.\n");

bos_error = BOSSVR_CreateBnode (Rpc_Handle,

"test2",

, &error);
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"/afs/tr/usr/bin/test2",
"sat 23:00", **, ", "",
"n, &error) ;
if (error != error_status_ok)
printf("Got an error! (test2)\n\tError text: %s\n",
error_text (error) ) ;
else printf("Second call completed.\n");
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if ((error == error_status_ok) && (bossvr_error == 0)) {
printf ("Test Completed OK\n");
}

To delete a bnode, first shut down all its processes (described later in this
chapter) and then call BOSSVR_DeleteBnode(). This function takes the
instance name, which you supplied to BOSSVR_CreateBnode. If you only
want to kill processes, and do not want to permanently remove those
processes from the BOS Server start-up file, do not use this function.
Operations on processes are described later in this chapter.

52.3.3 Changing and Examining Bnode Instances

52-6

The BOS Server provides a number of functions for examining or changing
various information associated with bnodes. This information includes:

e Current run status

¢ Permanent run status

Bnode type (cannot be changed once bnode is created)

Process start and stop times

bnode parameters (cannot be changed once bnode is created)
e Lists of all known bnodes

The most commonly accessed information about a bnode is its run status.
The run status is, as the name implies, the status of the process associated
with the bnode; that is, running or stopped. A process could be stopped for a
number of reasons deriving from system problems that are beyond the scope
of this guide.

The function BOSSVR_GetStatus() returns, in an output parameter, the run
status of the named bnode. This status is a long integer; the following
constants represent possible values:

o BSTAT_SHUTDOWN: The process is not currently running.
o BSTAT _NORMAL: The process is running normally.
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o BSTAT _STARTINGUP: The BOS Server is still starting up the
process; likely, checking again will result in a normal status.

o BSTAT SHUTTINGDOWN: A kill signal has been sent to the process,
but it has not exited yet.

The functions BOSSVR_SetStatus() and BOSSVR_SetTStatus() set the
status of a bnode to one of the previously listed options. The difference
between the two is that BOSSVR_SetStatus() records the change in the
BOS initialization file, so that the change will be in effect in future startups
of the BOS Server, while BOSSVR_SetTStatus() changes the status only
in the current environment. (The T stands for temporary.) Of course, a
change made with BOSSVR_SetStatus() can be changed by a later call to
that function, or can be temporarily overridden.

There is other useful information about a bnode, such as the bnode type and
the parameters supplied when it was created. The function
BOSSVR_GetlInstancelnfo() provides such information about a bnode. It
provides two output parameters, the type and a bossvr_status structure. The
bossvr_status structure contains a number of fields, including the
following:

 procStartTime: The time this process last started
o procStarts: The total number of times this process has been started
o lastAnyExit: The last time this process exited

» lastErrorExit: The last time this process got an error

errorCode: The last error code returned by a process

To only obtain the parameters that are associated with a bnode, the function
BOSSVR_GetInstanceParm() should be used instead of
BOSSVR_GetInstancelnfo(). BOSSVR_GetInstanceParm() takes a
bnode instance name and the parameter number (the first one is number O
(zero)). Simple bnodes have only one parameter, while cron bnodes have
two.

All of the preceding functions require the bnode instance name. One way to
get a list of all names is to diligently keep track of all names as they are
created. Another way is to use the function
BOSSVR_Enumeratelnstance(). This function can be used to enumerate
all instance names at a server; however, because the number of instances is
unknown, this function cannot return all of them at once. Thus, a single call
to this function produces one instance. You use this function by continuing
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to call it until there are no more instances, at which point the function
signals this by returning an error code. You supply an instance number when
calling the function; start with 0 (zero) and increment by one on each call.

The following code stores the names of all the bnode instances into the
array SavedInstances.

handle_t Rpc_Handle;

long j;

bossvr_out_string instance;
char SavedInstances[256];
error_status_t error;

long code;

/* assign Rpc_Handle */

for(j=0; (code != BZDOM) && (error == 0)
&& (j < 256); j++)
{ code = BOSSVR_EnumerateInstance (Rpc_Handle, j,
&instance, &error);

if (exrror != error_status_ok)

printf ("Got an error!\nError text: %s\n",

error_text (error)) ;

else {

printf("Call completed.\n");

strcpy (SavedInstances[j], instance.theString);}

if (j == 256 && code != BZDOM)
printf ("Too many instances! Give me more room! \n");
else printf("%d instances.\n", j);

52.3.4 Stopping and Starting Bnode Instances

The BOS Server provides functions to start, stop, and restart bnode
instances. Most of these functions take a bnode instance name; some
operate on all bnodes on the server. All of them take the standard two RPC
arguments: the RPC handle and the RPC error status, which were described
at the beginning of this chapter. Some of the following functions read the
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initialization file, and some take arguments specifying the processes to
manipulate.

The following functions manage bnode instances:

BOSSVR_ShutdownAll() shuts down all of the bnode instances at a
server. It does not change the BOS Server initialization file, so all BOS
processes start up again when BOS is restarted.

BOSSVR_Restart() restarts a single bnode instance. If that instance is
already running, the function stops it and restarts it. This function does
not alter the initialization file.

BOSSVR_RestartAll() restarts all bnode instances on a server. Note
that BOSSVR_RestartAll() restarts all processes marked in the
initialization file as runnable; processes that are currently running are
shut down and restarted. This function does not alter the initialization
file.

BOSSVR_RestartAll() does not restart the BOS Server itself. To do
that, you must call BOSSVR_ReBossvr().

BOSSVR_ReBossvr() restarts the BOS Server and then restarts all of
the bnode instances at a server that are marked as runnable in the
initialization file. It is like BOSSVR_RestartAll() except that it also
restarts the BOS Server itself. This is useful in cases where the BOS
Server binary has changed and you want to start using the new version
immediately.

BOSSVR_StartupAll() starts all of the bnode instances at a server that
are not running and that are marked as runnable in the BOS Server’s
initialization file. This call does not change the initialization file, or do
anything to those bnode instances marked in the file as not runnable. It
also does not restart processes that are already running; if you want to
do that, you must use BOSSVR_RestartAll() or BOSSVR_ReBossvr().

It is not necessary to call BOSSVR_ShutdownAll() before calling
BOSSVR_StartupAll().

BOSSVR_WiaitAll() waits until all of the bnode instances that are
changing state from running to not running, or vice versa, complete their
state changes. The call does not return until all state changes are
complete. When it is important to have the status of all bnode instances
up-to-date before proceeding, this function should be called
immediately after all the status-changing calls.
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 BOSSVR_SetRestartTime() and BOSSVR_GetRestartTime() are
used to set and retrieve the restart times associated with BOS processes
and the BOS Server itself. It is useful to occasionally restart BOS
processes to pick up new versions of binaries (for example, ones that
have been installed on the File Server machine since the BOS Server
started running), or to clean up after core leaks.

52.4 Server Key Maintenance

52-10

The server key maintenance functions maintain the authentication keys used
by DFS servers. More information about server keys can be found in Part 6
of this guide.

BOSSVR_AddKey() adds a key to the server key database. It takes a
principal name, the key version number, the new password to use, and a flag
that indicates whether the change is local or global. The password is a
string.

The change can be either local to the BOS Server machine, or it can be
exported to the Registry Server as well. If the value of this flag is nonzero,
the change is local only.

You can also add a key by calling BOSSVR_GenerateKey(), which
generates a key randomly so that you do not have to provide one. There is
no option for specifying a local or global change; all changes are global.

BOSSVR_ListKeys() returns the key given an iteration value. Like other
iterative functions, you continue calling this, incrementing the iterator, until
the end of the list is signaled. In this case, the error flag BZDOM will be
returned when there are no more keys to return.

BOSSVR_ListKeys() returns the key version number, the key, and a
checksum value for each key. If the server is not running in NoAuth mode,
only the checksum (rather than the key) is returned.

BOSSVR _DeleteKey() removes the key with a given key version number
from the key database.

BOSSVR_GarbageCollectKeys() removes all keys that are no longer used
for a given principal. It operates on the local key file only.
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52.5 Installing Binaries

There are several functions for managing system binaries and reverting to
older versions when necessary.

The BOS Server maintains up to three copies of a program: the current
version, a backup (.BAK) version, and an old (.OLD) version, which is
older than the .BAK version. Generally, the .BAK version of a program is
the previously installed version of the program. The .OLD version is created
from the previous .BAK version, but only if this version is at least 7 days
old or there is no already existing .OLD version. The BOS Server attempts
to make sure that the .OLD version is at least a week old in case it is
necessary to revert to a previous version of the software; if the BOS Server
did not enforce this and several changes were made in a short amount of
time, there would be no prior version to use.

The function BOSSVR Install() installs a new version of a binary on a
server. It takes the pathname (on the destination machine) of a program to
install, a pipe to the source, and other information about the binary.
BOSSVR _Install() moves the current .BAK file to the .OLD file if it is at
least a week old. It then moves the current file to the .BAK file and installs
the new file. Any processes running the old binary at the time must be
stopped and restarted to get the new version. This can be done by the
application unless special privileges are needed to start the processes.

The information you must supply is the destination pathname, the size of the
binary, a set of flags (reserved for future use), the last modification date of
the file, and a pipe that points to the actual file data. The pipe is of type
pipe_t; pipes are discussed in more detail in Part 3 of this guide.

If the binary cannot be installed for some reason, such as disk space
limitations, the following happens:

1. BOSSVR_Install() empties the input pipe to prevent RPC errors.

2. The function deletes the temporary file that was being used to collect
the new binary.

3. The function returns the value BZINSTALLFAILED.

The .BAK and .OLD files are not moved around until the entire binary has
been successfully received in the temporary file.
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Sometimes it is necessary to undo an installation; for example, if something
went wrong in the installation. In that case, use the function
BOSSVR_Unlnstall(), which reverts to the previous version of a binary. It
renames any existing .BAK file to be the currently installed program, and
renames any existing .OLD file to be the new .BAK file. If there is no .BAK
file but there is a .OLD file, it installs the .OLD file instead. (This situation
can only exist if something unusual is done, such as manually operating on
these files.) Note that the binary being uninstalled will be deleted from the
server; if you want to keep a copy, you need to make the copy before calling
this function.

The age of binaries can be checked with BOSSVR_GetDates(), which
provides the modification times for a binary, its .BAK version, and its .OLD
version.

Occasionally, old versions of binaries on a server need to be removed.
(Lack of disk space sometimes requires this.) The function
BOSSVR_Prune() can be used to delete prior versions and core files.

The way to specify pruning actions is to pass the bitwise OR of the
following flags.

+« BOSSVR_PRUNEOLD() deletes all .OLD files.
« BOSSVR_PRUNEBAK() deletes all .BAK files.
+ BOSSVR_PRUNECORE() deletes all saved core files.

Note that BOSSVR_Prune() cannot be used to selectively remove files of a
given type; the function removes all files of a given type (.BAK, .OLD, or
core). If more selectivity is required, files must be removed manually.

52.6 Authorization Issues

52-12

The functions in this section relate to authorization issues. Specifically, they
manipulate the administrative user lists.

All administrative list manipulation functions take a pathname argument
that is the name of the user list file. If the filename contains any slashes, it is
used as an absolute pathname. Otherwise, the path dcelocallvar/dfs/ is
prepended to the name and the resultant filename is used as the name of the
file containing the user list.
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All of these functions also have arguments that are reserved for future use.
They are strings, so pass ‘*’’ (the empty string) for these arguments.

BOSSVR_AddSUser() adds a user to the administrative user list contained
in the named file. It takes a filename and a DCE Registry identity for the
user to be elevated to administrative status.

BOSSVR_AddSUser() also takes a flag that indicates whether to create the
file for the administrative user list if it does not already exist (in other
words, if there are no other administrative users in the file specified). If the
flag is O (zero), the file is not created and an error is returned; otherwise, the
file is created.

BOSSVR_DeleteSUser() removes a user from a named administrative user
list. The user’s DCE principal (DCE Registry identity) is passed. This
function also takes a flag that indicates whether the file should be deleted if
this administrative user is the last one. A value of O (zero) means to keep the
file; otherwise it is deleted.

BOSSVR_ListSUsers() enumerates the administrative users. It is an
iterative function; keep calling it, incrementing the iterator, until the value
BZDOM is returned to signal the end of the list.

52.7 Miscellaneous Functions

Some BOS functions cannot easily be categorized:

* BOSSVR_GetCellName() provides the name of the current cell (a
string). This is similar to the pioctl call VIOCGETWSCELL but the
pioctl call finds the cell associated with the workstation on which the
call is made, while BOSSVR_GetCellName() instead finds the cell
associated with the BOS Server.

« BOSSVR_Exec() executes a shell command in a bosserver subprocess.
The command runs as root. The call does not return until the subprocess
exits. Any output generated by the subprocess is discarded.

e Most BOS Server processes write log files. BOSSVR_GetLog()
provides access to this data; it returns a pipe (see Part 3 of this guide) to
which this output is fed. You must process the data in the pipe yourself.
Logs are typically stored in dcelocal/var/dfs/adm. Because the BOS
Server runs as root, logs in this directory are accessible to any BOS
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Server process. If this function is called for a file not in this directory,
however, the caller must be in the BOS Server’s user list. See the OSF
DCE Administration Guide for more information about the user list.

52.8 Syntax Summary

The BOS Server functions are as follows:
e Process Monitoring
— BOSSVR_CreateBnode(): Creates a new process bnode instance
— BOSSVR_DeleteBnode(): Deletes a bnode instance

— BOSSVR_Enumeratelnstance(): Enumerates all bnode instances
on a server

— BOSSVR_GetlnstanceInfo(): Gets a basic bnode instance
description

— BOSSVR_GetInstanceParm(): Gets the parameters for a bnode
instance

— BOSSVR_GetRestartTime(): Gets the BOS Server restart process
time

— BOSSVR_GetStatus(): Gets the run status of a bnode instance

— BOSSVR_ReBossvr(): Restarts all servers, including the BOS
Server

— BOSSVR_Restart(): Restarts a given BOS process

— BOSSVR_RestartAll(): Restarts all BOS processes

— BOSSVR_SetRestartTime(): Sets BOS Server process restart times
— BOSSVR_SetStatus(): Sets the run status of a bnode instance

— BOSSVR_SetTStatus(): Temporarily sets the run status of a bnode
instance

— BOSSVR_ShutdownAll(): Shuts down all BOS processes
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— BOSSVR_StartupAll(): Starts all BOS processes

— BOSSVR_WaitAll(): Waits for all bnodes to stabilize their status
e Server Key Maintenance

— BOSSVR_AddKey(): Adds a new server key to the database

— BOSSVR_DeleteKey(): Deletes the named server key

— BOSSVR_GarbageCollectKeys(): Gets rid of obsolete keys

— BOSSVR_GenerateKey(): Generates and adds a key to the server
key database

— BOSSVR_ListKeys(): Lists all known server keys
¢ Binary Maintenance

— BOSSVR_GetDates(): Gets the modification times of a program
and its backups

— BOSSVR_Install(): Installs a server binary on a server

— BOSSVR_Prune(): Deletes old and unnecessary binaries

— BOSSVR_Unlnstall(): Reverts to an older copy of a server binary
¢ Authorization

— BOSSVR_AddSUser(): Adds a user to the named administrative
user list

— BOSSVR_DeleteSUser(): Deletes a user from the named
administrative user list

— BOSSVR_ListSUsers(): Gets the list of all administrative users

— BOSSVR_SetNoAuthFlag(): Sets the flag that controls whether
DEFS servers check authorization

¢ Miscellaneous
— BOSSVR_Exec(): Executes a command from the BOS Server
— BOSSVR_GetCellName(): Gets the server’s cell name
— BOSSVR_GetLog(): Retrieves a text log file

Full syntax for each BOS Server function follows.
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#include<bbos_ncs_interface.h>

const BOSSVR_BSSIZE = 256; /* bosserver string length */

long BOSSVR_AddKey(

handle_t bosserverBinding, /¥ in */

char prinNameP[BOSSVR_BSSIZE], [*in */
long kvno, [*in */

char passwdP[BOSSVR _BSSIZE], [* in */
long localOnly, [*in */
error_status_t *theCommStatus) /* out */

long BOSSVR_AddSUser(

handle_t bosserverBinding, [*1in ¥/
char filename[BOSSVR_BSSIZE], /*1in */
char typeStr[BOSSVR_BSSIZE], [*in */

char name[BOSSVR_BSSIZE], /¥ in */
char permStr BOSSVR_BSSIZE], /¥ in */
long createFile, [*in */
error_status_t *theCommStatus) /* out */

long BOSSVR_CreateBnode(

handle_t bosserverBinding, /*in */
char type[BOSSVR_BSSIZE], [*in */
char instance[BOSSVR_BSSIZE], [*in */
char pI[BOSSVR_BSSIZE], [*in */
char p2[BOSSVR_BSSIZE], [*in */
char p3[BOSSVR_BSSIZE], [* in */
char p4[BOSSVR_BSSIZE], [*in */
char p5[BOSSVR_BSSIZE], /¥ in */
char p6[BOSSVR_BSSIZE], [* in */
error_status_t *theCommStatus) /* out */

long BOSSVR_DeleteBnode(

handle_t bosserverBinding, [*in */
char instance[BOSSVR_BSSIZE], [*in */
error_status_t *theCommStatus) /* out */
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long BOSSVR_DeleteKey(
handle_t bosserverBinding, [*1in */

char prinNameP[BOSSVR BSSIZE], [*in */

long kvno, ~[Fin #/
error_status_t *theCommStatus) /* out */

long BOSSVR_DeleteSUser(

handle_t bosserverBinding, [* in */
char filename[BOSSVR BSSIZE], [*1in */
char rypeStr[BOSSVR _BSSIZE], /% in */
char name[BOSSVR_BSSIZE], [*in */
long removeFile, /*in */
error_status_t *theCommStatus) /* out */

long BOSSVR_Enumeratelnstance(

handle_t bosserverBinding, [*1n */
long instanceNum, [*in */
bossvr_out_string *result [* out */
error_status_t *theCommStatus) /* out */

long BOSSVR_Exec(

handle_t bosserverBinding, [*in */
char cmd[BOSSVR _BSSIZE], /*in */
error_status_t *theCommStatus) /* out */

long BOSSVR_GarbageCollectKeys(
handle_t bosserverBinding, [¥1in */

char prinNameP[BOSSVR_BSSTRING], [*1in */

error_status_t *theCommStatus) /¥ out */

long BOSSVR_GenerateKey(
handle t bosserverBinding, [*in */

char pr_inNameP[BOSSVR_BSSIZE Ty [*1in */

long kvno, [* in */
error_status_t *theCommStatus) /* out */

long BOSSVR_GetCellName(

handle_t bosserverBinding, /¥ 1in */
bossvr_out_string *nameP, [* out */
error_status_t *theCommStatus) /* out */
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52-18

long BOSSVR_GetDates(

handle_t bosserverBinding, /¥ 1in */
char path[BOSSVR_BSSIZE], [* in */
long *newtime, /* out */

long *baktime, /* out */

long *oldtime, /* out */
error_status_t *theCommStatus) [* out */

long BOSSVR_GetlInstanceInfo(

handle_t bosserverBinding, [*in */
char instance[BOSSVR_BSSIZE], [*in */
bossvr_out_string *rype, /* out */
struct bossvr_status *status /* out */
error_status_t *theCommStatus) /* out */

long BOSSVR_GetInstanceParm(

handle_t bosserverBinding, [*in */
char instance[BOSSVR_BSSIZE], /* in */
long num, [*in */
bossvr_out_string *parm, /* out */
error_status_t *theCommStatus) /* out */

long BOSSVR_GetLog(

handle_t bosserverBinding, [*in */
char name[BOSSVR_BSSIZE], [*in ¥/
pipe_t *thePipeP, [* out */
error_status_t *theCommStatus) /* out */

long BOSSVR_GetRestartTime(

handle_t bosserverBinding, [*in */
long type, /*in %/

struct bossvr_netKTime *restartTime, /* out */
error_status_t *theCommStatus) [* out */

long BOSSVR_GetStatus(

handle_t bosserverBinding, /*in */
char instance[BOSSVR_BSSIZE], [*in */
long *status, /* out */
bossvr_out_string *statdescrP, /* out */
error_status_t *theCommStatus) /¥ out */
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long BOSSVR _Install(

handle_t bosserverBinding, /¥ in */
char path[BOSSVR_BSSIZE], - [Fin ¥/
long size, /¥ in */

long flags, [*in */

long date, /*in */

pipe_t *thePipeP, [*in */
error_status_t *theCommStatus) [* out */

long BOSSVR _ListKeys(

handle_t bosserverBinding, [*in */

char prinNameP[BOSSVR_BSSIZE], [*in */
long an, [*in */

long *kvno, /* out */

struct bossvr_key *key, /* out */

struct bossvr_keylInfo *keyinfo, [* out */
error_status_t *theCommStatus) /* out */

long BOSSVR_ListSUsers(

handle_t bosserverBinding, [*in ¥/
char filename[BOSSVR_BSSIZE], /*in */
long an, /*in */
bossvr_out_string *nameP, /* out */
bossvr_out_string *typeStrP, [* out */
bossvr_out_string *permStrP, /* out */
error_status_t *theCommStatus) /* out */

long BOSSVR_Prune(

handle_t bosserverBinding, [* in */
long flags, [*1in ¥/
error_status_t *theCommStatus) /* out */

long BOSSVR_ReBossvr(
handle_t bosserverBinding, [*in */
error_status_t *theCommStatus) /* out */

long BOSSVR_Restart(

handle_t bosserverBinding, [*in */
char instance[BOSSVR_BSSIZE], [*in */
error_status_t *theCommStatus) [* out */
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long BOSSVR_RestartAll(
handle_t bosserverBinding, [*in */
error_status_t *theCommStatus) /* out */

long BOSSVR_SetNoAuthFlag(

handle_t bosserverBinding, [*in ¥/
long flag, [*1in */
error_status_t *theCommStatus) [* out */

long BOSSVR_SetRestartTime(
handle_t bosserverBinding, /*1in */
long type, /¥ in */
struct bossvr_netKTime *restartTime, [* in */
error_status_t *theCommStatus) /* out */

long BOSSVR_SetStatus(

handle_t bosserverBinding, /* in */
char instance[BOSSVR_BSSIZE], [*in */
long status, [*in */
error_status_t *theCommStatus) /* out */

long BOSSVR_SetTStatus(

handle_t bosserverBinding, [¥in */
char instance[BOSSVR_BSSIZE], [*in */
long status, /¥ in */
error_status_t *theCommStatus) /* out */

long BOSSVR_ShutdownAll(
handle_t bosserverBinding, [¥in */
error_status_t *theCommStatus) /* out */

long BOSSVR_StartupAll(
handle_t bosserverBinding, [* in */
error_status_t *theCommStatus) /* out */

long BOSSVR_UnlInstall(

handle_t bosserverBinding, [*in */
char path[BOSSVR_BSSIZE], [*1in */
error_status_t *theCommStatus) /¥ out */
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long BOSSVR_WaitAll(
handle_t bosserverBinding, /*in */
error_status_t *theCommStatus) /* out */
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abstract OM class, 26-23, 2624
Abstract Service, 29—1
Abstract Service Definition, 27—-16
Abstract Syntax Notation 1, 37-3
abstract syntaxes, 25-26
relating to Basic Encoding
Rules, 25-26
sample definition, 25-22
simple types, 25-27
transfer syntaxes, 25—26
types, 25-27
abstract syntaxes. See Abstract
Syntax Notation 1
access control, 27—-14
access control list. See ACL
access testing, ACL, 474
accessing files, 50-8
accounts, Registry database, 44—6
ACF, 16-1, 18-2
See also Attribute
Configuration Language;
Language Grammar
Synopsis
attribute list, 18-3
body, 18-5
compiling, 18-2
features, 18-3
file extension, 18—2
header, 18—4

naming, 18-2

RPC, 10-6, 13-22

structure, 18—3

table of attributes, 18—23

ACL, 13-32,43-2,43-4,49-13

access checking, 43-9 to
43-19

access testing, 474

accessing files, 50—8

contents, 43—4

default for files, 50-13

default for subdirectories,
50-13

definition, 43—1

editor, 47-2

entries, 43-5 to 43-9

errors, 47-5

extended naming, 47—7

format of, 50—13

handle, 47-3

in DCE, 50-12

manager interface, 47-7

manager types, 43—2

names, 41-13

network interface, 47—8

permissions, for RPC
control program,
13-18

regular, 50-13

Index—1



OSF DCE Application Development Guide

acl.c, 28-14
acl.h, header file, 28-36
Ada combpiler, generating reentrant
code, 6-14
adding
administrative users, 52—13
server keys, 52—-10
servers to FLDB, 51-26
additional parameter, 18-8, 18—-12
address, O/R, 33-25 to 33-27
address space association, 17-66
ADMD. See administration
management domain
administration management
domain, 33-15
administrative limit exceeded,
30-32
administrative users, 52—13
afs_syscall, 50-12
syntax, 50-17
aggregates
definition, 49-9
listing, 51-54
listing contents of, 51-10,
51-55
listing detailed information,
51-54
alias entries, 25—12
aliasing, 17-49, 17-50
alignment of network data, 17-76
allocating memory, 17-54, 18-20
anodes, 49-14
API, 29-4,30-2
Access Control List, 47-1
definition of, 9-10
ID map, 48-1
Key Management, 46-1
Login, 45-1
Registry, 44—1
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security, 41-1
Security services and
facilities, 41-8 to
41-11
server-side, 47-5
application
See also RPC application
RPC code, 9-8
RPC thread, 14-14
tasks for distributing, 9-3
Application Programming
Interface. See API
approximate match, 30-25
array attributes, 17-31, 17-43
arrays, 17-41
array_declarator, 1742
attributes, 17-23
first_is, 17-45
last_is, 17-45
length_is, 1746
max_is, 17-44
size_is, 17-44
v1_array, 17-75
bounds, 17-42
conformant, 17-41, 17-75
fixed, 17-41, 17-75
multidimensional, 17—43
rules for, 17-47
varying, 17-75
array_attribute attribute, 17-31
array_declarator, 17—42
ASCII text strings, binary
timestamps translated to,
38-2
ASN.1. See Abstract Syntax
Notation 1
asynchronous cancelability, 5-17
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asynchronous signals, 6—8
AT. See Attribute Table
at-most-once semantics, 12—-20
atomic transactions, 49—10
atomicity, 51-39
attribute, 30-5, 30-7
cacheable, 34-11
error, 31-7
list, 30-6
OM syntax, object type,
26-38
type, 30-6, 35-8, 36—17
mandatory, 25-22
optional, 25-22
attribute configuration file
See also ACF
Attribute Configuration Language,
18-1
syntax, 18-1, 18—4,20-9
Attribute Value Assertion, 25-11,
30-7
attributes
ACF, 18-2 to 18-22
adding, 30-20
array. See arrays

array_attribute, 17-31

code, 18-23

condition variable, 5-9

domain-defined, 33-22

IDL, 17-6

ignore, 17-31

inherit scheduling, 58

matching rules, 27-12

multi-valued, 27-12

mutex type, 5-9

OM syntax, 26-36

enumerated type,

26—-36

string type, 26-38
value, 27-12
OM type, 36—-16
out, 17-6
privilege, 435
scheduling policy, 5-6
scheduling priority, 5-7
stacksize, 5-9
syntax template, 26—36
table, 25-23
thread, 5-6
type
describing, 36-5
directory, 25-5
OM, 26-2
selected directory,
32-2
value, 2636
assertion; 25-10
OM, 30-6, 36—7
value length, 27-12
attributes object
creating, 5-5
definition of, 5—4
deleting, 5-5
authenticated bind, 27-7
authenticated RPC, 10-10, 10-12
access checking, 13-30
and DCE Security, 13-27,
13-32
and RPC runtime, 13-27
authenticate, 9-13
authentication, 13—27
cross-cell, 1328
authorization, 9—13
See also
authorization
basic operations, 13-3
choosing a server principal
name, 15-13
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definition, 13-27

protection level, 13-27,
13-29

routines, 13-32

rpc_ss_register_auth_info(),
13-33

server principal name,
13-28, 13-33

authentication, 13-27, 13-28,

27-13,41-3,42-1 to 4220

commands, 42—6

mutual surrogates, 42—19

protection level, 13-29

protocol. See Shared-Secret
Authentication
protocol

protocols, 43—1
See also protocols
server principal name,
13-28, 13-33
surrogates, 42—2
Authentication Service. See
authentication
authorization, 13-27, 13-30, 41-3,
43-1t0 43-19
See also authenticated RPC
DCE, 13-32
name-based, 13-32
options, 13-31
protocols, 43—-1
See also protocols
requirements
BOSSVR, 522
FTSERVER, 51-39
with PACs, 13-32
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authorization interface,
authenticated RPC, 9-13

automatic binding, 13-19, 18-6,

automatic connection management,
27-9

automatic continuation, 30—14

auto_handle attribute, 18—4, 18-6,
18-23

auxiliary file, 18-15

AVA. See Attribute Value
Assertion

avoiding
deadlocks, 6—16
nonreentrant software, 6—13
priority inversion, 6—14
race conditions, 6—15

B

backing up
filesets, 51-7
vs. dumping, 51-52

Backus-Naur Form. See Language
Grammar Synopsis

base type specifiers, 17-19

Basic Directory Contents Package,
26-29, 26-30

Basic Encoding Rules, 25-28,
29-8

BER. See Basic Encoding Rules

BIH, 38-2

binaries
deleting old DFS, 52—-12
installing DFS, 52-11
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reverting to previous DFS
versions, 52—12
Binary Timestamps, 38—8
bind
authenticated, 277
credentials, 27-8
binding, 12-2
automatic, 18-6
context handle, 17-69
explicit, 18-8
handle, 12-5
implicit, 18-10
information, 12-5
management methods,
13-19
binding attribute, 14—2
searches of, 14-5
BLISS compiler, generating
reentrant code, 6—14
blocking system calls, 6—5
BNF. See Language Grammar
Synopsis
bnodes, 49-27, 52-3 to 52-9
getting status, 52—-6
simple, 52-3
body, ACF, 18-5
Boolean, 36-5, 36—18
boolean type, 17-26
Booleans, 17-16
BOS, 52-13
creating bnodes, 52—5
deleting bnodes, 52—6
deleting old files, 52—-12
executing commands, 52—13
getting bnode instance
descriptions, 527
getting bnode status, 52—-6
getting cell name, 52-13
getting instance parameters,
52-7

getting process restart time,
52-10
getting text log, 52—13
installing binaries, 52—11
listing all bnode instances,
52-7
restarting bnode instances,
52-9
restarting BOS Server, 52-9
reverting binaries, 52—12
setting bnode status, 52—7
setting process restart time,
52-10
shutting down instances,
52-9
starting bnode instances,
52-9
waiting for status changes,
529
BOS Server, 49-27, 52—1
authorization, 52—-12
configuration files, 52-3
function syntax, 52—14
process monitoring, 52-3
server key maintenance,
52-10
boss/worker software model, 4-3
BOSSVR, 52-6 to 52-21
BOSSVR functions, 52-1 to 52-21
See also BOS
broadcast attribute, 17-8, 17-21,
1722
broadcast semantics, 12—-20
broadcasting, 17-21, 17-22
byte type, 17-27
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C

C
compiler, 6-14
library interfaces, 41-11
naming conventions, 26—7
Cache Manager. See DFS Cache
Manager
cache size
getting, 50-10
setting, 50-9
cache update process, 25-33
caching, definition, 49—-16
call queue, 14-33
call thread, 14-14
callbacks, definition, 49—20
calling
fork(), 6-5
UNIX services, 6—2
calls
Registry database, 44—4
Registry server, 44-2
cancel-time-out period, 14-18
canceled thread, 14-18
canceling a thread, 5-17

cancels, RPC, use of, 12-21, 14-18

canonical-ber, 37-2

CCITT, 37-3

CDS, and Security namespace,
41-12

cell
and security, 42-3
name, RPC, 15-3
profile, RPC, 15-20
root, RPC, 15-3
RPC, 152

Cell Directory Service. See CDS .
See NSI

Index—6

cell-relative name, RPC, 15-3
certificate of identity, 45-2,45-6
See also Ticket-Granting
Ticket
chaining, 25-31
chaining prohibited, 30-12
changing servers in FLDB, 51-26
character set, local, 36—6
character string, 35-3, 3615,
36-19
length, 36-19
type, 35-7
characters, 17-17, 17-26
checking run status of file servers,
50-4
class
abstract OM, 26-23
concrctc OM, 26-23
OM, 37-1,37-2
OM hierarchy, 2622
OM inheritance, 26-22
OM object, 2622
client, 18-2
and server components,
39-2
application thread, RPC,
14-14
authentication information,
RPC, 9-13
auxiliary file, 18-15
binding handle, RPC, 12-14
binding information, RPC,
12-14
definition of, 9—1
exceptions, 18-11
machine, 49-6
memory, 17-56
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memory management,
17-56
clients becoming servers, 17-58
clones, 51-45
cloning, 49-24
versus replication, 49-24
closure, package, 26—32
COBOL compiler, generating
nonreentrant code, 6—14
code attribute, 18—4, 18—14, 18-23
combination software model, 4—5
commands
authentication, 42—-6, 42—8
idl, 18-2
nidl_to_idl, 21-3
committing, definition, 49-10
common results, 30—7
communication failure, 16—1
context rundown, 17—-67
status attributes, 18—11
communications
criteria for remote
procedure calls,
12-11
protocols, 12-3
RPC protocol, 12-3
communications error, 31-9
communications link, RPC, 10-10
comm_status attribute, 18-5, 18-7,
18-11, 18-23
comm_status routine, 16—1
compact FLDB entries, 51-18,
51-19
compare result, 30—8
compatibility, 21-1
compatible
binding information, RPC,
12-8

programming language,
9-14
server, 12—-10
compatible interfaces, between
NIDL and IDL, 21-2
compiler, NIDL, 21-3
compilers
generating nonreentrant
code, 6-14
generating reentrant code,
6-14
compiling, ACF, 18-2
complex types, 17-72
concrete OM class, 26-23, 26-24
concurrency control, RPC, 14-20
condition variable, 5-12 to 5-15
attributes, 5-9
diagram of, 5-13
figure of, 5-14
signaling, 6—16
conformant array, 17-75
connection-oriented RPC protocol,
12-4
connectionless RPC protocol, 12-3
constant declarations, 17—15
constant expressions, 17-16
constants
Booleans, 17-16
characters, 17-17
integers, 17-15,17-16
nulls, 17-17
strings, 17-15, 17-17
constructed data types, 17-30
constructed type specifiers, 17-20
ContactProvider
procedure, 395
remote procedure call, 39-2
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contents of an FLDB entry, 51-16
context, 27-10, 29-1, 30-9
common parameters, 27—-10
GDSP, 34-10
local controls, 27—10
login. See login context

service controls, 27—-10
context handle, 17-53, 17-66
and binding, 17-69
attribute, 17-66
creating new, 17—68
definition of, 12—18
resource recovery, 17-67
usage rules, 17-69
context rundown procedure, 12-21,
17-67
context_handle attribute, 17-8,
17-18, 17-22, 17-23, 17-66
continuation reference, 29—14,
30-15
controls, service, 34—12
conventions, 11-3, 11-4
Coordinated Universal Time, 38—2
creating
attributes object, 5-5
bnodes, 52-5
context, 17—68
files with jacket routines,
6-2
filesets, 51-5
threads, 5-2
cron bnodes, 52—4
cross-cell authentication, 13—28
customized binding handle, 13-22
customized handles, 17-64
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D

daemon, RPC, 10-8
DAP. See Directory Access
Protocol
data
encryption mechanisms,
42-5
thread-specific, 5-16
Data Encryption Standard, 425
data tokens, 4921
data types
handle_t, 13-22
rpc_binding_handle_t(),
13-22
DCE Authorization protocol, 43-1
DCE Interface Definition
Language. See IDL
DCE LFS versus UFS, 49-14
DCE Local File System, 49—8
DCE Threads Exceptions, table of,
7-11
DCE Threads signal handling, 6-9
dce/utc.h header file, 38—10
DDA. See domain-defined attribute
deadlock, avoiding, 6-16
default
authentication protocol,
41-8
authorization protocol, 43—1
context, 29-7, 30-14
directory session, 29—6
pointer semantics, 17-49
profile, 15-9
profile element, 15-8
session, 29—6
defining, epilogue actions, 7-7
deleting
administrative users, 52—13
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attributes object, 5-5
bnodes, 52—6

condition variables, 6—17
filesets, 51-5

mount points, 50-7

old binaries, 52—12
server keys, 52—10
threads, 5—4

DES. See Data Encryption

Standard

descriptor list, 26—-10

DFES

initializing, 26—42

OM_descriptor data
structure, 26—40

representation of public
object, 26-11

Cache Manager, 49-7,
49-16, 50-1 to 50-2
Cache Manager syntax
summary, 50—14
File Exporter, 49-7, 49-18
file system component, 49-7
Fileset Registry, 49-19
Host Module, 49-19
Server Procedure, 49—19
Token Manager, 49-7,
49-18, 49-20

DIB. See Directory Information

Base

directional attributes, 17-24
directory, 27-38

access control, 27-14

alias entries, 25—12

Attribute Table, 25-23

attribute types, 25-5, 25-22

authentication, 27—13

automatic connection
management, 27-9

building a distinguished
name, 26—13

class definitions, 27—11

context, 27-10

defining subclasses, 25-25

distinguished name, 25-9

example of entry, 25-7

filter, 27-26

GDS Standard Schema,
25-15

modify operations, 27-37

modifying entries, 27-38

name verification, 25-14

naming attributes, 25—17

Object Class Table, 25-19

object entries, 25—7

object identifiers, 25-5

objects, 25-3

reading an entry, 27-17

relationship between
schemas and the DIT,
25-25

relative distinguished name,
25-10

search, 27-31

search criteria, 27-26

search operation, 27-26

selected attribute types,
27-11

selected object classes,
27-11

session, 27—-6

structure of the DIB, 25—4

Structure Rule Table, 25-16

Directory Access Protocol, 25-30
Directory class, 33-28
Directory Connection Management

Functions, 27-1,27-6
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Directory Information Base, 25—4,
25-9
Directory Information Model, 25-3
Directory Information Tree. See
DIT
directory modify operations, 27-37
Directory Operation Functions,
27-16
directory pathname, RPC, 15-3
directory read operations, 27—-16
directory search operations, 27-26
directory service
entries, 15-2
handle, 15-14
when to use, 12—-13
Directory Service Agent. See DSA
directory service entries, RPC
server entries, 154
Directory Service Functions, 27-1
directory service interface, RPC,
definition of, 10-11
Directory Service Package, 27-12
Directory System Protocol, 25-30
directory user agent cache, 25-33,
25-34,25-36,27-15
disabling memory, 17-55
distinguished encoding, 29-9
distinguished name, 25-9, 26—13
as a public object, 26—13
example of distinguished
name, 25-9
relative, 25-10
distribution list, 33—1
DIT, 25-9, 25-25
GDS Standard Schema,
25-15
DL. See distribution list
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DMD, 30-13
domain
defined attribute, 33-22
management, 33-22
domain-defined attribute, 33-22
double type, 17-26
DSA, 25-29
address, 30—4, 30-39
name, 30-39
DSP. See Directory System
Protocol
DTS
API routines, 40-1
relative time structures,
38-8
routines, 38—1
security dependencies,
41-12
synchronization algorithm,
39-15
DTS time structures, 38-8, 38-9,
38-10
dtsprovider files, 39-7
DUA. See directory user agent
cache
dumping filesets, 51-8, 51-52
dynamic endpoint, 12—17

E

editor, ACL, 47-2

EIT. See encoded information type

elements, 35-3

elements, string, 36—14

enable_allocate attribute, 18—35,
18-20, 18-23
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enabling memory, 17-55
encoded information type, 33-5
encoding, 36-16
encryption mechanisms, 42-5
endpoint
attribute, 17-8, 17-12
map, 10-8, 14-27
register operation, 13—14,
15-25
role of within server
address, 12—6
RPC, 10-8
unregister operation, 13-15
entries, 30-35, 30-36
entry, modification, 30-20
list, 30-21
entry types, ACL. See ACL, entries
Enum(*), 35-2
enumerated type, 2636
enumeration, 17-34, 17-76, 36-7
to 3618
environment variable, NSI, 15-16
epilogue actions, 7-7
errors, 16—1
See also status
ACL, 47-5
attributes, 18—5
Directory Service, 311 to
31-18
attribute, 31-7
communications,
31-9
library, 31-10
name, 31-12
security, 31-13
service, 31-14
system, 31-16
update, 31-17

error_status_t type, 17-28
See also unsigned32 type
examining, local clock, 50-5
example program, prime number
search, 8—1
example.c, 282
exception codes, RPC exceptions,
16-2 ,
exception-returning interface, 7-1,
7-12
invoking, 74
syntax for C, 7-2
exceptions, 161, 18—7
and definitions, table of,
7-11
catching, 7-7
client, 11-12, 11-20, 18-11
declaring and initializing,
7-5
defining a region of code to
catch, 7-6
defining epilogue actions,
7-7
definition, 7-5
handler, 16—1
importing error status, 7—-8
invoking the exception-
returning interface,
7-4
naming convention for, 7-8
operations on, 7-5
raising, 7-6, 11-12, 11-20
rules for modular use of,
7-8
server, 11-12, 11-20, 18-11
executing commands from BOS
Server, 52—13
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execution semantics, 12—19

expanding compacted information,
51-22

expiration age, 14—13

explicit binding, 13-20, 18-8

explicit_handle attribute, 184,
18-8, 18-23

export operation, 13-2, 13—-16

exporting LFS to NFS, 50-11

extended ACL entry type, 43-9

extended naming, ACL, 47-7

extensions, 30-21

external type, 37-3

F

facsimile telephone number, 32—17
failures, 16—1, 187
See also status
attributes, 18—5
fault_status attribute, 18-5, 18—11,
18-23
FIFO (First in, First out)
scheduling, 5-6
file
extension, ACF, 18-2
name, ACF, 18-2
protection, 49—13
slot number, 507
File Server machine, 49-6
files
getting cell information,
50-7,50-8
getting fileset information,
50-7
getting handles, 50-7
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IDL, 39-2
pre-fetching, 50-8
reading/writing with jacket
routines, 62
Fileset Location Database, 49-7,
49-25, 51-15, 51-16
checking run status of,
51-31
entries
creating, 51-23
deleting, 51-23
listing, 51-28
replacing, 51-25
retrieving, 51-19
function syntax, 51-33
getting network information,
51-26
getting server statistics,
51-31
listing known servers, 51-31
locking filesets, 5124
releasing fileset locks,
51-25
reserving fileset IDs, 51-23
retrieving server
information, 51-20
selected entries, listing,
51-28
server addresses
adding, 51-25
changing, 51-26
removing, 51-25
synchronizing with filesets,
51-9
Fileset Registry, 49-19
Fileset Server, 49-7
aggregates
listing, 51-54
listing contents of,
51-54,51-55
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cloning filesets, 51-45 listing contents of an
creating filesets, 51-43 aggregate, 51-10
deleting filesets, 51-45 locating, 51-19
dumping filesets, 51-52 moving, 51-6, 51-54
functions, 51-5, 51-39 renaming, 51-7
getting status of filesets, replication, 49-24
51-46, 51-51 restoring, 49-25, 51-52,
moving filesets, 51-54 51-54
restoring dumped filesets, restoring from dump, 51-8
51-54 setting quotas, 51-9
setting status of filesets, setting status of, 51-46,
51-46, 51-47 51-47
syntax, 51-56 synchronizing with
transaction, getting database, 51-9
information, 51-11 types, 51-17,51-18
transactions, 51-40 types of data, 49-10
creating, 51—40 updating clones, 51-45
deleting, 51-43 filter, 27-26, 27-32, 30-22
listing active, 51-55 item, 30-23
updating clones, 51-45 item type, 30-25
filesets, 49~7, 49-23 type, 30-23
backing up, 517 final substring, 30-26
cloning, 49-24, 51-45 first_is attribute, 178, 17-45,
creating, 51-5, 51-43 17-53
definition, 49-9 fixed array, 17-75
deleting, 51-5, 51-45 FLDB. See Fileset Location
dumping, 49-25, 51-8, Database
51-52 float type, 17-26
getting addresses, 50-7 floating-point numbers, 17-26
getting cell, 50-7 flushing
getting data, 49-19 pending write queue, 50-10
getting detailed information, the cache, 50-11
51-10 fork(), calling, 6-5
getting information about, format, of ACLs, 50—13
51-10 freeing memory, 17-54, 18—-20
getting status of, 51-46, from entry, 30-18, 30-28
51-51 FTSERVER functions, 51-39 to
headers, 49-23 . 51-60
listing aggregate contents, syntax, 51-56
51-55
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full pointer, 17-50
fully bound binding handle, 12—-8
function results, pointers, 17-53

G

GDS

as distributed service, 25-28

authenticated bind, 25-38

binding with credentials,
25-38

chaining, 25-31

DAP, 25-30

directory user agent cache.
See directory user
agent cache

DSA-DUA relationship,
25-29
DSP, 25-30
Extension Package, 26-31,
27-15
referral, 25-30
security, 25-38
Standard Schema, 25-15
Attribute Table,
25-23
naming attributes,
25-17
Object Class Table,
25-19
Structure Rule Table,
25-16
structured object
classes, 25—-17
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XDS API, 25-2
XOM API, 25-2
GDSP, 27-13
context, 34-10
DUA, 34-15
session, 34-15
general cancelability, 5-17
generating nonreentrant code, 6—14
generating server keys, 52—-10
getting
a machine’s cell, 50-5
administrative users, 52—13
all bnode instances, 52—7
all known cells, 50-5
bnode instance descriptions,
52-7
bnode instance parameters,
52-7
bnode status, 52—6
cache size, 50-10
configuration cell name,
52-13
contents of aggregate,
51-10
detailed fileset information,
51-10
fileset addresses, 50-7
fileset data, 49—-19
fileset information, 50-7,
51-10
fileset names from mount
points, 506
fileset status, 51-51
pending write queue, 50-10
restart time for BOS
processes, 52—-10
server keys, 52-10
text logs, 52—13
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transaction information,
51-11
Global Directory Service. See GDS

directory user agent cache,
25-33
Global Directory Service Package.
See GDSP
global lock, 6-12,6-13
Greenwich Mean Time (GMT),
382
group
RPC, 152
RPC attribute, 14-2, 14-5
RPC member, 15-6

H

handle, 17-23

ACL,47-3
attribute, 17-8, 17-18,
17-53, 17-64

context, 17-66
customized binding, 13-22,
RPC, 51-3
handlers not provided with UNIX
signals, 6-9
handles, customized, 17-64
handle_t type, 17-28
header, ACF, 18—4
header files
XDS API, 28-36
XOM API, 26-52

heap attribute, 18-5, 18-21, 18-23
helper functions, 50—12

high priority, 30-13

Host Module, 49-19

hyper type, 17-25

I

ID map API, 481

idempotent attribute, 17-8, 17-21,
17-22

idempotent semantics, 12—20

identifier, 30-22

IDL, 17-1to 17-76, 18-2,21-3
array attributes, 17-23,

17-31

arrays. See arrays

attributes, 17-6 to 17-72

base type specifiers, 17—-19

basic data types, 17-25

boolean type, 17-26

byte type, 17-27

case sensitivity, 17-5

comments, 17-5

const declaration, 17-15

constant declarations, 17-15

constructed type specifiers,
17-20

constructed types, 17-30

customized handles, 17—64

data types, 17-6

declarations, 17-6

enumerations, 17-34

file, 39-2

identifiers, 17-3
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idl_macros, 17-19

import declarations, 17-8,
17-14

interface definition body,
17-7

interface definition header,
17-7

interface definition
structure, 17-7

international characters,
17-29

keywords, 17-4

lexical elements, 17-3

named types, 17-18

operation declaration,
17-21

parameter declarations,
17-22

pipes. See pipes

predefined type specifiers,
17-20

punctuation characters,
17-4

special symbols, 17-2

strings, 17-47

structures, 17-30

syntax notation, 17-2

Time-Provider process file,
39-7

type attributes, 17—18

types. See types, IDL

typography, 17-2

unions, 17-32

unsigned integer types,
17-26

white space, 17—4

idl command, 18-2
idl_ macros, 17-19
idl_void_p_t type, 17-54, 17-55
ignore attribute, 17-8, 17-31
implicit binding, 13-20, 18-10
implicit_handle attribute, 18—4,
18-6, 18-10, 18-23
import declarations, 17-14
import operation, RPC, 13-2
in attribute, 17-8, 17-23, 17-24
inaccuracy, specifying ISO, 38-3
include statement, 18-5, 18—6
information type, 30-19
information type, encoded, 33-5
inherit scheduling attribute, 5—8
initial substring, 30-26
initialization routines, one-time,
5-15
inline code, RPC, 10-7
inodes, 49—13
input jacket routines, 6—2
installing binaries, 52—11
instance
of an RPC server, 10-8
distinguishing, 15-29
interchangeable
instances,
15-4, 15-22
of RPC server, 14-30,
15-26
RPC UUID, 12-5
int type, 17-25
integers, 17-15, 17-16, 17-25,
17-26, 36—16 to 36—19
interface
See also API; RPC interface
body, 18-5
C library, 41-11
definitions, 11-2, 17-1,
17-7
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exception-returning. See
exception-returning
interface

handle, RPC, 10-6

header, 18—4

Registry database, 44—4

RPC identifier, 15-8

RPC specification, 13-11

RPC UUIDs, 94

Security Server, 41-7

Security services and
facilities, 41-8 to
41-11

UNIX security, 41-11

Interface Definition Language. See

IDL
interface definitions, 17-7
header, 17-7
interface handle, RPC use of,
13-16
interface specification, RPC
definition of, 10—6
interface UUID, 11-2
RPC definition of, 9—4
RPC use of, 12-9
intermediate data type, 36—4
international characters, 17-29
International Standards
Organization. See ISO
International Time Bureau, 38—2
in_line attribute, 18—4, 18-15,
18-23
ioctl, 50-2, 50-14
IS0, 37-3
ISO format, 38-2 to 38—4
item, 30-24

J

jacket routines, 6-2 to 6—4
join primitive, 5-15

K

kernel vs. user space, 50-12
key management, 46—1 to 465
Key Management API, 46—1

L

Language Grammar Synopsis,

18-4,20-1, 20-9
last_is attribute, 17-8, 17-45,
17-53

leaf name, RPC, 15—4

length, string, 35-3

length-unspecified, 36-14

length -is attribute, 17-8, 1746,
17-53

levels, protection, 42—4

LFS, 49-8

limit problem, 30-32

list, info, 30-26, 3029

local application thread, RPC,
14-14

local attribute, 17-8, 17-13

local file system, 49—8

local management operations,
RPC, 10-12
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local scope, 30-12

local type, 18-17

lock, global, 6-13

lock tokens, 49-21

locking a mutex, 6—16

log-based file system, 49—10

login context, 45—1, 45-2, 45-10
changing a groupset, 458
expiration, 45-6
importing and exporting,

45-7

inheritance, 45-5
validating, 45-3

logs, definition, 49—-10

long type, 17-25

lookup operation, RPC, 132

low priority, 30—13

M

major version number, 12—-6, 12-9
management domain, 33—-22
management program, RPC, 10-13
manager, RPC, 9-7
manager interface, ACL, 47-7
mapping string-to-UUID, 48-1
marshalling, 18—15
masks, 51-29
ACL entry types, 43—8
matched, 30-9
max outstanding operations, 29-12
max_is attribute, 17-8, 17-44
maybe attribute, 17-8, 17-21,
17-23

Index-18

maybe semantics, 12—20

MD. See management domain

MDUP. See MHS Directory User
Package

- medium priority, 30-13

memory
advanced management
support, 17-55
allocating, 17-54, 18-20
disabling, 17-55
enabling, 17-55
freeing, 17-54, 18-20
heap attribute, 18-21
management, 17-54
client, 17-56
server, 18-20
server threads, 17-57
usage rules, 17-59
routines, 17-54 to 17-57
server threads, 17-57
setting client, 17-56
setting for thread stack, 5-9
swapping memory, 17-56
message
handling system, 33—1
store, 33-5
message transfer agent. See MTA
metacharacters, 23—-18
in CDS, 23-18
in DNS, 23-18
in GDS, 23-18
metadata, definition, 49-10
MHS Directory User Package,
33-1
migration, 21-3
attributes, 17-75
minor version number, 12—6, 12-9
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mnemonic O/R address, 33-25
models for multithreaded
programming, 4-3 to 4-5
modification type, 30-20
modular use of exceptions, 7-8
mount points, 50-6
moving filesets, 51-6
MS. See message store
MTA, 33-1
multithreaded, applications, 14-20
multithreaded programming, 6—15
introduction, 4-1, 9-1
potential disadvantages,
4-5,4-6,6-14,6-16
software models. See
models for
multithreaded
programming
mutex, 5—10 to 5-12
locking before signaling
condition variable,
6-16
type attribute, 5-9
mutual authentication surrogates,

42-19
name, 30-30
domain, 44-3

resolution phase, 30-31
Name Service Interface. See NSI
Name-Based Authorization, 43—19
named types, 17-18
names, 11-3,11-4
directory service entry,
15-11

maximum sizes, 23—22
server principal, 15-13
valid characters, 23—16
namespace, definition, 10—-11
naming
attributes, 25—-17
rules, 23—16
NCS Version 1, 17-75
NDR. See Network Data
Representation
nested remote procedure call,
14-22
network
ACL interface, 47-8
address, 12—-6
addressing information,
12-6
alignment of data, 17-76
descriptor, 1221
protocol, 12-3
type, 18-17
network addresses, 30-34
Network Data Representation, 9-1
NIDL. See IDL
nidl_to_idl command, 21-3
nil UUID, RPC, 12-9
no limit exceeded, 30-32
nocode attribute, 18—4, 18—14,
18-23
nonreentrant code, 6—14
nonreentrant software, 4—6, 6—13,
6-14
using global lock to avoid,
6-13
nonterminating signals, 67
nonthreaded libraries, 6—-11
NSI
attribute, 15-14
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attributes, 14-5
RPC, 14-2
binding attribute, 14-2
CDS ACL permissions,
13-18
definition, 10-11
directory service entries,
15-2
profile, 15-2
server entry, 15-2
directory service handle,
15-14
directory service names,
15-11
export operation, 13-16
group attribute, 14-2
import operation, 13-2
lookup operation, 132
object attribute, 14-2
operations, 13-2
potential binding, 13—-13
profile attribute, 14-2
search operations, 14—4,
15-6
search path, 15-10
unexport operation, 13-3
usage models, 15-21,
15-22,15-29

null constants, 17—17
numeric O/R address, 33-25

O/R, 33-5,33-28

address, 33-25 to 33-27

attribute, 14-2
class attribute, 25-7
class hierarchy, 2622
directory, 25-3
dynamically-defined static
public, 28—49
encoding OM, 37-3
entries, 25-7, 27-17
example of internal
structure, 26—3
identifier
directory, 25-5
Object Class Table,
25-20
OM class, 26—6
identifier, XDS Package,
25-6
name, 30-9, 30-18, 30-27,
30-36,31-7
OM. See OM

partially-de fined static
public, 28—48

predefined static public,
28-46

private, 36-9, 36—17

public, 26-10, 36-5, 36-9,
36-17

representation of public
object, 26—11

RPC, 9-7
use of, 12-9

selected attribute types,
27-11

selected classes, 27-11

subordinate, 26—43, 30-27

type, 26-38
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UuID, 124
value, 263
Object Class Table, 25-19
acronyms of super class,
25-19
attributes, 25-22
class inheritance, 25-20
partial representation of,
25-19
OCT. See Object Class Table
oM
attribute types, 262, 26—6
classes, 26—22, 30-2, 37-2
abstract, 26—23
concrete, 2623
defining, 2626
hierarchy, 2622
inheritance, 2622
mapping class
definition,
26—4
object identifier,
26-6
OM attribute, 2628
value syntax, 26-28
objects, 26-2
syntax, 26-3
value syntax, 27-12
one-time initialization routines,
5-15
opaque pointer, 17-66
open tokens, 49-22
opening, files with jacket routines,
62
operation
attribute, ACF, 13-22
attributes, 17-22
declaration, 10-3, 1721,
17-22,17-23

Directory Service, 29—1
not started, 30—12, 30-31
progress, 30—12, 30-16,
30-30
operations, 17-21, 17-22, 17-23
IDL, 10-3
NSI, 13-2
on exceptions, 7-5
optional functionality, 30—-14,
30-39
originator/recipient. See O/R
OSI
application contexts, 32—13
application entity, 30-5,
32-12
communications, 30-5
presentation address, 32—12
out attribute, 17-8, 17-23, 17-24
out-of-line code, 10-7
output jacket routines, 6—2
out_of_line attribute, 18—4, 18—15,
18-23

P

PAC, 13-32
package, 26-29
Basic Directory Contents,
26-30,27-4
closure, 26-32
Directory Service, 26—29,
274
ds_version, 26—30
GDS, 26-29,27-4,27-13
GDS Extension, 26-31
MHS Directory User,
26-29,27-4
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negotiating features, 26-30
service, 30—1
XDS, 29-2
parameters, 17-22, 17-23,17-24,
17-52
parent directory, 15-3
partial outcome qualifier, 30-27,
30-32,30-36
partially bound binding handle,
12-8
PASCAL compiler, generating
reentrant code, 6—14
path, for NSI searches, 15-10
pioctls, 50—4 to 50-12
pipelining software model, 4—4
pipes, 17-34 to 17-40, 52-11
in, 17-37
in,out, 17-39, 17-40
out, 17-38, 17-39
pointer levels, 17-52
pointers, 17-48 to 17-53, 17-66
in function results, 17-53
opaque, 17-66
pointer_default attribute, 17-8,
17-13, 17-49, 17-53
port, 17-12
position, string, 35-3
POSIX
sigaction service, 6—10
sigwait service, 6-9
postal address, 32—-18
postal O/R address, 33—26
potential binding, RPC, 13—13
pre-fetching files, 50-8
predefined type specifiers, 17-20
prefer chaining, 30—12
presentation
address, 30-33
selector, 30-34

Index-22

prime number search example, 8—1
primitive binding handle, 13-22
principal, 422
priority, 30-13
inversion, 6—14
of scheduling routines, 5-19
private management domain. See
PRMD
private object, 26—20
privelege attributes, 43—5
privilege attribute certificate,
13-32
Privilege Service. See Security
Server
Privilege Ticket-Granting Ticket,
42-8
PRMD, 33-15
procedure declaration, 9—4
processes, Time-Provider. See
Time-Provider, process
profile, 15-2, 15-8, 15-10, 15-20
attribute, 14-2, 14-6
programming with threads, 6-1
protection levels, 13—27, 13-29,
424
protocol
family, 17-12
sequence, 12-5
protocols
authentication and
authorization, 41-3
See also services
DCE Authorization, 41-3,
43-1
for RPC communications,
12-3
Name-Based Authorization,
43-19
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Shared-Secret
Authentication, 42—4
PTGT. See Privilege Ticket-
Granting Ticket
pthread functions, 5-3 to 5-18,
6-13
ptr attribute, 17-8, 17-18 to 17-23,
17-31, 17-33, 17-49, 17-50
public object, 26-10
building for ds_search(),
27-31
client-generated, 26—18
comparison with private
objects, 2620
creating, 27-20
dynamically-defined static,
28-49
partially-de fined static,
28-48
predefined static, 28—46
representation using
descriptor list, 26—11
service-generated, 26—18
public profile, 15-20
purging obsolete server keys,
52-10

Q

query site, 44—1
quotas, setting for filesets, 51-9

R

race conditions, 6—15
raising exceptions, 7-6
RDN, 25-10, 30-15, 30-16
resolved, 30-16
read result, 27-23, 30-34
reading/writing files with jacket
routines, 6-2
realm. See cell
recoverable file systems, 49—10
reentrant code, 4-6, 6—14
ref attribute, 17-8, 1718, 17-23,
17-31,17-49
reference pointer, 17-49
referral, 25-30, 29-14, 31-13
Registry, 44-1, 44-3, 44-7
API, 44-1
database, 42—2
database accounts, 44—6
database calls and
interfaces, 44—4
Server, 44-2
Service, 13-27
See also Security
Server
Relative Distinguished Name. See
RDN
relative name, 30-35
relative time, 38-5, 38—6
remote management operations,
10-12
remote procedure call, 9-1
See also RPC
renaming filesets, 51-7
replication, 49-24
release, 49-26
scheduled, 49-26
versus cloning, 49-24
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Replication Server, 497
represent_as attribute, 18-5, 18-6,
18-17,18-23
request buffer, 14-32
requestor, 30-39
resource, 15-22
resource model, 15-29
restarting
bnode instances, 52-9
BOS Server, 52-9
restoring
binaries, 52—-12
filesets from dumps, 51-8,
51-52
return codes, 36—14
service interface, 36—22
reverting binaries, 52—-12
routines
ACF, 18-18
context rundown, 17-67
error, 16—1
jacket. See jacket routines

marshalling, 18-15

RPC, 17-54, 17-55, 17-56,
18-20, 19-1

RPC

application, definition of,
9-1

Authenticated, 41-2

daemon, 10—8

data types, 13-22

handles, 51-3

inline code, definition of,
10-7

interface, 9—4
body, 10-3
definition, 10-3
handle, 10-6, 13-16
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header, 10-3
identifier, 15-8
name, 10-3
operation declaration,
10-3
specification, 10-6,
13-11
UUID, 12-9
version numbers,
12-9
object, 9-7, 12-9
operations, 13—14
parts of application, 9—-8
profile, 15-8, 15-20
definition of, 15-2
explanation of, 15-10
profile element, 15-8
protocol, 12-3
sequence, 12-5
version numbers,
12-6
public profile, 15-20
remote management
operations, 10-12
resource, 15-22
resource model, 15-29
runtime, 9-10
basic operations,
10-9
library, 39—4
routines, 13—15, 14-3
search path, 15-10
server instances, 10-8,
15-29
thread, 14-15
RR (Round Robin) scheduling, 5-6
rules, OM object encoding, 373
rundown. See context rundown
procedure
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running routines with fork(), 6—4

running Time-Provider process,
39-16

runtime, 17-66, 18—-6, 21-3
RPC, 10-9
RPC library, 39—4

S

saved server state, 17-66
scheduling, 5-7, 5-8, 5-19
policy attribute, 56
threads. See threads,
scheduling
search
criterion, 32—18
guide, 32-20
info, 30-36
operations, 14—4, 15-6,
15-14
path, 15-10
security
commands used in

authentication, 42-6,

42-8

DTS dependencies, 41-12

risks, 41-2

services, 41-3

UNIX vs. DCE, 41-2
Security Server, 41-6

and cells, 42-3

interfaces, 41-7
Security Service

namespaces, 41-12

RPC principal names, 15-13

selected attribute types, 32—2
sending and receiving messages on
sockets, 6—2
server, 9-1, 18-2
adding keys, 52—-10
addresses, 51-25
changing, 51-26
removing, 51-25
application thread, 14-14
auxiliary file, 18-15
binding handle, 12—6
binding information, 12—6

distinguishing RPC
instances, 15-26,
15-29

entry, 15-2

exceptions, 18—-11

failure, 16—-1

initialization code, 9-11
instance, 15—4
interchangeable instances,
14-30, 1522
keys, 52-10
memory management,
18-20
process management, 52—1
state, 17-66
threads, 17-57
Server Procedure, 49-19
server-side APIs, 47-5
servers
adding to FLDB, 51-26
changing in FLDB, 51-26
service
controls, 34-10, 34—12
interface data types, 26-40
model, 15-22
package, 30-1
RPC, 9-6
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service-generated descriptor, 36—7
session, 29—1
default directory, 296
directory, 27-6
GDSP, 34-15
multiple concurrent, 27—-6
selector, 30—34
Set of, 35-9
setting
@sys variable, 50-4
bnode status, 52—7
cache size, 50-9
client memory, 17-56
fileset quotas, 51-9
local clock, 50-5
restart time for BOS
processes, 52—-10
shadow update process, 25-33
Shared-Secret Authentication
protocol, 42-3
short type, 17-25
shutting down bnode instances,
52-9
signal handlers, 6-9
signals, 6—7 to 6-11
sigwait service, 6-9
simple bnodes, 52-3
size limit, 30-13
size_is attribute, 17-8, 17-44
skeletal interface definitions, 11-2
slave functions, 50—12
small type, 17-25
spawning server threads, 17-57
SPI,RPC, 10-10
SRT. See Structure Rule Table,
SRT
stacksize attribute, 5-9
standards, 29-1, 31-1
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starting
bnode instances, 52-9
threads, 5-2
state transitions, threads, 5-2
status, 18—7
attributes, 18-5, 18-11
codes, 14—4
directory, 2912
status codes, 14-13, 14-34
status tokens, 49-21
storage management, 26—33
string, 35-3, 36-18
attribute, 17-8, 17-18,
17-22,17-23, 17-31,
17-33, 17-47
bindings, 12—-11, 12—-13,
13-23
length, 35-3, 3614
position, 35-3
type, 26-38
v1_string attribute, 17-76
string(*), 35-3
string-to-UUID mapping, 48—1
strings, 17-15, 17-17, 17-47
in Directory Service, 35-3
struct type, 17-30
structure, representation of, 17-76
structure member attributes, 17—30
Structure Rule Table, 25-16,
25-17
structured O/R address, 33-26
structured object classes, 25-17
stub, 9-8
stub programming interface, 10-10
subclasses, 32—15
substrings, 30-26
superclasses, 32—15
OM, 32-16
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surrogates
authentication, 422
mutual authentication,
42-19
swapping client memory, 17-56
synchronization methods, 5-15
synchronization objects, 5—-12,
6-16
mutex, 5—10
race conditions, 6—15
synchronizing filesets with FLDB,
51-9
synchronous programming
techniques, 611
synchronous signals, 6—8
syntax
See also Language
Grammar Synopsis
afs_syscall, 50-17
BOSSVR functions, 52-14
Cache Manager, 50—-14
FTSERVER functions,
51-56 '
ioctl, 50-14
pioctl, 50-15
template, 2636, 35-2
VC functions, 51-11
VL functions, 51-33
system profile, 15-20

T

target object, 30—-16
TDF, 38-3

teldir.c, 28—46
teletex terminal identifier, 32—21
telex number, 32-22
terminal O/R address, 3327
terminating, threads, 5-3, 6—8
terminating signals, 67
TGT. See Ticket-Granting Ticket
thread
canceling, 5-17
example, 8—1 to 8-9
scheduling, priority
attribute, 5-7
state transitions, 5—2
thread-specific data, 5-16, 613,
6-14
thread-specific storage, 6—14
threads, 14—14
attributes, 5-6
avoiding nonreentrant
routines, 4—6
canceling, 5-17
creating, 52
definition, 41, 9-1
deleting, 5—4
exception-returning
interface, 7—1
exceptions and definitions,
table of, 7-11
memory management for,
17-57
multithreaded programming,
4-5
priorities, 5-19
reentrant, 6—12
scheduling, 5-6 td 5-8,
5-18 to 5-20
starting, 52
states, 5—2
terminating, 5-3
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waiting for another to
terminate, 5-3
Ticket-Granting Ticket, 42—6
See also certificate of
identity
time, relative. See relative time
Time Differential Factor, 38—3
time limit, 30-13
exceeded, 30-13, 30-32
time representation, 38—2
time structures. See DTS, time
structures
Time-Provider
algorithm, 39-14
interface, 39-1
process, 39-16
time.h header file, 38-9
timeslice, 5-6
tm time structure, 38—9
Token Manager, 49—7, 4918,
49-20
tokens
compatibility, 49-22
data, 49-21
lock, 49-21
open, 49-22
revocation, 49-23
status, 49-21
TP stub, 39—4
TPI, 39-1
TPI Control Flow, 39-2
transaction, atomic, 49-10
transactions, 49—-10, 51-39
and simultaneous access,
51-39
atomicity of, 51-39
basic functions, 51-40
committing, 49-10
creating, 5140

Index—28

deleting, 51-43
getting information about,
51-11
listing active, 51-55
status, 51-41
timing out, 51-40
transfer syntax, 12-6, 25-26
RPC, definition of, 10-9
translator, 21-3
transmit_as attribute, 17-8, 17-18,
17-72
transport protocol, 12-3
type
declarations, 17—18
declarators, 17-21
of a manager EPV, 13-11
specifiers, 17-19, 17-20,
17-22, 17-24
UUID, 12-5, 13-8, 13-11
typedef declaration, 17-18
types, 17-72
and values, 30-20

IDL, 17-18 to 17-32, 17-64

of signals, 67

U

undefining jackets, 6—4
unexport operation, 13-3
uninstalling binaries, 52—12
union type, 17-32
unions, 17-32
uniquifier, 50-7
universal unique identifier, 9—4
UNIX

security interfaces, 41-11
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services, 6—2 to 6-3
signals, installing signal
handlers for, 6—9
UNIX file system, accessing from
DFS, 49-14
UNIX signals. See signals

table of, 6-9
unmarshalling, RPC, 9-9
unsigned integer types, 17-26
unsigned32 type, 18—12
unstructured O/R address, 33—26
update site, 44—1
usage models. See NSI usage

models
user agent cache. See directory

user agent cache
user data, definition, 49—10
using

a thread attributes object,

5-6

jacketed system calls, 6—4

signals, 6—7

synchronization objects,

6-15
UTC, 38-2, 39-1
uuid attribute, 17-8, 17-10
UUID generator, 10-2
UUIDs, 12-4
definition of, 9-4

\Y%

value
OM attribute, 36—7
OM data, 36—17
varying array, 17-75
vC
functions, 51-4, 51-5 to
51-14
syntax, 51-11
vs. VL and FTSERVER
functions, 511
version attribute, 17-8, 17-10
version numbers, 12-6, 12-9
VFES+, 49-6, 49-15
VFS+ Interface, 49—19
VIOC functions, 50-15
Virtual File System interface,
49-6, 49-15
VL functions, 51-20 to 51-39
VNX functions, 50-13 to 50-17
void type, 17-27
Volume Call. See VC

W

waiting
for a thread to terminate,
5-3
for bnode status changes,
52-9
well-known endpoint, 12—-16
wire interoperability, 21-2
work crew software model, 4-3,
4-4
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work queue variation of
boss/worker model, 4-3
workspace, 26—2, 26-32, 36-19

X

X.500
Directory Information
Model, 25-3
naming concepts, 25-9
X/Open Directory Service API,
25-2 See also XDS
X/Open OSI-Abstract-Data
Manipulation API, 25-2
See also XOM
XDS, 265 to 26-54,27-1 to
27-26
definitions, 27-9
directory read operations,
27-16

dynamically-defined static
public objects, 28—49

. header files, 28—-36

Interface Class Definitions,

27-9
Interface Management
Functions, 27-1
Management Functions,
27-2
partially-de fined static

public objects, 28—48

predefined static public
objects, 28—-46

programming guidelines,
28-2

sample programs, 28—1

Index-30

XDS Application Interface, 27-1

acl.c, 28-1
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