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Abstract

SC30-3409, THE X.25 1984/1988 DTE/DCE and DTE/DTE INTERFACE ARCHITEC-
TURE REFERENCE describes the protocols, formats and procedures for the
three layers - physical, data link and packet - of the X.25 DTE/DCE and DTE/DTE
interfaces, as well as the logical link control(s) employed by IBM SNA X.25
DTEs on both SNA-to-SNA and SNA-to-non_SNA connections.
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Preface

This manual describes the elements, including optional user facilities, of CCITT
Recommendation X.25 - INTERFACE BETWEEN DATA TERMINAL EQUIPMENT
(DTE) AND DATA CIRCUIT TERMINATING EQUIPMENT (DCE) FOR TERMINALS
OPERATING IN THE PACKET MODE ON PUBLIC DATA NETWORKS (Geneva,
1976; amended Geneva, 1980; Malaga-Torremolinos, 1984; and Melbourne, 1988)
- that are applicable to IBM SNA network nodes that can attach to X.25-based
Packet-Switched Data Networks (PSDNs). It is based on the version of CCITT
Recommendation X.25 adopted by the IXth Plenary Assembly in 1988 as pub-
lished in the ‘Blue Books'.

Excerpts from CCITT Recommendation X.25 (Melbourne, November 1988),
including sections 1.1-1.2,21-25,3.1-35,41-46,51-6.6,5.7.2,6.1-6.28,
7.1 -7.3, Annex A, Annex B, Annex C, Annex D, Annex E, Annex F and Annex G
are reprinted in this manual.

IBM SNA data terminal equipment (DTEs) that use the X.25 recommendation to
interface to PSDN data circuit-terminating equipment (DCEs) are referred to in
this document as IBM SNA X.25 DTEs. Elements of CCITT Recommendation
X.25 (1988) are selected by IBM to support three basic categories of con-
nections:

a. SNA-to-SNA:

connections between SNA X.25 DTEs, either via direct attachment; or via
virtual calls or permanent virtual circuits, or both, through intervening
packet-switched data network(s); are accommodated.

b. SNA-to-non_SNA:

connections between SNA X.25 DTEs and non-SNA X.25 DTEs, either via
direct attachment; or via virtual calls or permanent virtual circuits, or -
both, through intervening packet-switched data network(s); are accom-
modated.

c. OSL.N_connections

between X.25 Packet-Mode DTEs, either via direct attachment; or, via
virtual calls or permanent virtual circuits, »r both, through intervening
packet-switched data network(s); are accommodated.

The DTE/DCE and DTE/DTE interfaces for SNA-to-SNA connections,
SNA-to-non_SNA connections and OSI.N_connections differ only at the packet
layer; therefore, the definitions and descriptions of the physical layer and the
data link layer apply equally to all three types of connections.

Information in this manual must not be construed as describing any specific
IBM product {machine or program) or service. Neither can it be construed to
mean that all or any specific IBM products necessarily provide only, or all of,
the X.25 DTE/DCE or DTE/DTE interface functions described herein.

In addition, note that the ELLC, QLLC and PSH Protocols defined in this manual
describe existing implementations of end-to-end control functions that are
required above the X.25 DTE/DCE Interface. -Further end-to-end controls appli-
cable for use with X.25-based network services may be implemented as
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requirements become more clearly identified. Readers are cautioned to refer
to appropriate IBM product description and operation manuals for information
regarding the availability and characteristics of X.25 DTE/DCE interface func-
tions supported by specific IBM products.

The reader is assumed to be conversant with both CCITT Recommendation X.25
and SNA. A list of applicable references is included in a companion General
Information Manual, GA27-3761, to help the less informed reader to understand
these subjects.

CCITT Recommendation X.25 (Melbourne, November 1988), like it’s predecessor
(Malaga-Torremolinos, October, 1984), defines an interface between customer
data terminal equipment (DTE) and data circuit-terminating equipment (DCE). It
is designed to facilitate the attachment of DTEs to packet-switched data net-
works (PSDNs). The definition includes three independent elements:

1. Physical Layer - the mechanical, electrical, functional and proce-
dural characteristics to activate, maintain and deactivate physical
communication links between DTEs and DCEs.

2. Data Link Layer - the link access procedure for the interchange of
data across communication links between DTEs and DCEs.

3. Packet Layer - the packet formats and control procedures for the
exchange of control information or user data, or both, between
DTEs and DCEs.

Other international standards explicitly or implicitly reflected in this specifica-
tion include:

¢ CCITT Recommendation X.1 - International User Classes of Service in
Public Data Networks and Integrated Services Digital Networks (ISDN);

¢« CCITT Recommendation X.2 - International Data Transmission Ser-
vices and Optional User Facilities in Public Data Networks;

e CCITT Recommendation X.21 - Interface between Terminal Equipment
(DTE) and Data Circuit-Terminating Equipment (DCE) for Synchronous
Operation on Public Data Networks;

¢ CCITT Recommendation X.21_bis - Use on Public Data Networks of
Data Terminal Equipment (DTE) which are Designed for Interfacing to
Synchronous V-Series Modems;

¢ CCITT Recommendation X.31 - Support of Packet Mode Terminal
Equipment by an ISDN;

* CCITT Recommendation X.32 - interface between Data Terminal Equip-
ment (DTE) and Data Circuit-Terminating Equipment (DCE) for termi-
nals operating in a packet mode and accessing a packet switched
public data network through a public switched telephone network or
an integrated services digital network or a circuit switched public data
network;

¢ CCITT Recommendation X.96 - Call Progress Signals in Public Data
Networks; '

e CCITT Recommendation X.110 - Routing Principles for International
Public Data.Services through Switched Public Data Networks of the
Same Type;
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e CCITT Recommendation X.121 - International Numbering Plan for
Public Data Networks;

e CCITT Recommendation X.200 - Reference Model of Open Systems
Interconnection for CCITT Applications;

e CCITT Recommendation X.213 - Network Service Definition for Open
Systems Interconnection for CCITT Applications;

e« CCITT Recommendation X.223 - Use of X.25 Packet Layer Protocol to
provide the OSI Connection Mode Network Service;

e CCITT Recommendation X.244 - Procedure for the Exchange of Pro-
tocol Identification During Virtual Call Establishment on Packet-
Switched Public Data Networks;

e CCITT Recommendation X.301 - Description of the General Arrange-
ments for Call Control within a Subnetwork and between Subnetworks
for the Provision of Data Transmission Services;

* |S0-8348 - Open Systems Interconnection (OSl) - Network Service Defi-
nition;

e |SO-7776 - Description of the X.25 LAPB-compatible DTE Data Link Pro-
cedures;

¢ |S0-7498 - Information processing systems - Open Systems Intercon-
nection - Basic Reference Model;

= 1S0-8208 - X.25 Packet Layer Protoco! for Data Termina!l Equipment;

* [S0-8878 - Information Processing Systems - Data Communications -
Use of X.25 to provide the OSI connection-mode network service;

¢ |S0O-8880-2 - Information Processing Systems - Data Communications -
Support of the connection-mode network service; and,

¢ ANS X3.100 - Interface between Data Terminal Equipment (DTE) and
Data Circuit-Terminating Equipment (DCE) for Operation with Packet-
Switched Data Networks (PSDN), or between two DTEs, by Dedicated
Circuit.

This document supports communication between a DTE and a DCE or between
two DTEs without an intervening network. Since one of those DTEs will be
acting as a DCE, the term DTE/DTE can be substiiuted for the term DTE/DCE in
the following paragraphs.

A companion document, GA27-3761, The X.25 1984/1988 Interface for Attaching
IBM SNA Nodes to Packet-Switched Data Networks - General Information
Manual, describes the elements of CCITT Recommendation X.25_1984/1988
selected for implementation in IBM SNA X.25 1988 DTEs that adhere to Systems
Network Architecture (SNA).

CCITT Recommendation X.25 1388 focuses on a description of the DTE/DCE
interface functions from the perspective of DCEs. This manual focuses on the
same interface from the perspective of DTEs. Thus, many instances occur
where the term DTE or DCE is replaced by the word station(s}. Other substan-
tive differences between the two interface descriptions and SC30-3408-0 are
identified by symbols in the left margin of this document. Text included herein
that:
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- is essentially the same as that contained in CCITT Recommendation
X.25 (Melbourne, November 1988) and that contained in SC30-3409-0 is
unmarked:

- is essentially the same as that contained in CCITT Recommendation
X.25 (Melbourne, November 1388) but differs substantially from that
contained in SC30-3409-0 is identified by greater than symbols (>) in
the left margin of this document;

- differs substantially from that contained in CCITT Recommendation
X.25 (Melbourne, November 1988) and that contained in SC30-3409-0 is
identified by plus signs (+) in the left margin of this document;

- is extracted from ISO-7776, 1SO-8208 or ANS x3.100 for elaboration or
clarification and is identified by the letter s in the left margin of this
document.

DCE operation as described in CCITT Recommendation X.25_(1988) is retained
here for comparative purposes.

Notes:

1. The bit/byte numbering used throughout this specification is con-
sistent with the numbering used in CCITT Recommendation X.25
and may, therefore, differ from that with which the reader may be
more familiar.

2. Network specific interface requirements, that deviate from the
interpretation of CCITT Recommendation X.25 (Melbourne,
November 1988), ISO 7776, 1ISO 8208 or ANS x3.100 reflected in this
document, may be considered by IBM SNA X.25 Product Managers
on an individual basis, in making technical and business judge-
ments regarding possible justification for the support of such
deviation(s). Network specific requirements are not defined in this
manual.

This manual complies with, and is patterned after, the version of CCITT Recom-
mendation X.25 adopted by the IXth Plenary Assembly at Melbourne and sub-
sequently published in the ‘Blue Book.’ It also complies with requirements set
forth in ANS-X3.100, ISO-7776, ISO 8208, and ISO-8878 for the provision of
Network Layer services in Open Systems. It is composed of nine chapters and
several appendixes, as follows:

Architecture Reference

Chapter 1 - DTE/DCE Interface Characteristics

specifies the physical layer interface used between IBM SNA X.25
DTEs and their associated DCEs.

Chapter 2 - Link Access Procedure Across the DTE/DCE Interface

specifies the data link layer interface used for the interchange of
data via communication links between IBM SNA X.25 DTEs and their
associated DCEs.

Chapter 3 - Description of the Packet Layer DTE/DCE Interface

describes the packet layer procedures used to exchange control
information and user data at the X.25 DTE/DCE interface.

Chapter 4 - Procedures for Virtual Circuit Services

TN



describes the procedures used for virtual call and permanent virtual
circuit services.

Chapter 5 - Packet Formats

specifies the formats for packets exchanged between IBM SNA X.25
DTEs and their associated DCEs.

Chapter 6 - Procedures for Optional User Facilities (Packet Layer)

describes the optional packet layer user facilities and specifies pro-
cedures for their selection and use.

Chapter 7 - Formats for Facility Fields and Registration Fields

specifies the formats for facility fields and registration fields for
optional user facilities.

Chapter 8 - Logical Link Control (LLC) on SNA-to-SNA Connections

introduces the adjacent node protocols (logical link controls)
employed by IBM SNA X.25 DTEs in PSDN environments to perform
SNA adjacent node physical services.

Chapter 9 - Other System Considerations

describes some other considerations for the use of IBM SNA X.25
DTEs in Packet-Switched Data Network environments.

Appendix A - Logical Channel Ranges

defines the ranges of logical channels used for virtual calls and
permanent virtual circuits.

Appendix B - Packet Layer DTE/DCE Interface State Diagrams

defines the packet layer state transitions at the X.25 DTE/DCE inter-
face.

Appendix C - Packet Layer DCE Actions

describes the actions taken by DCEs on receipt of packets in a
given state of the packet layer X.25 DTE/DCE interface as perceived
by DCEs.

Appendix D - DCE Time-outs and DTE Time-limits
defines packet layer DCE time-outs and DTE time-limits.
Appendix E - Network Generated Diagnostic Codes

specifies the diagnostic codes generated by DCEs employing CCITT
Recommendation X.25 for CLEAR INDICATION, RESET INDICATION,
RESTART INDICATION and DIAGNOSTIC packets.

Appendix F - On-Line Registration Facility Applicability

defines applicability of the on-line registration facilities to other
facilities.

Appendix G - CCITT-Specified DTE Facilities
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describes CCITT-Specified_DTE facilities that may be passed
unchanged between communicating DTEs to support end-to-end sig-
nalling required by the OSI Network Service.

Appendix H - SNA-to-SNA Diagnostic Codes

specifies the diagnostic codes generated by IBM SNA X.25 DTEs for
CLEAR REQUEST, RESET REQUEST and RESTART REQUEST
packets on SNA-to-SNA connections.

Appendix | - Packet Layer DTE Actions

describes the actions taken by IBM SNA X.25 DTEs on receipt of
packets in a given state of the packet layer of the X.25 DTE/DCE
interface as perceived by DTEs.

Appendix J - Physical Services Headers

describes the Physical Services Header (PSH) used on SNA-to-SNA
connections to an IBM 5973 Network Interface Adapter (NIA).

Appendix K - SNA-to-Non_SNA Architectural Corsiderations

describes some architectural considerations for SNA-to-non SNA
connections.

Appendix L - LAPB SLP Finite State Machines

describes the actions taken by IBM SNA X.25 DTEs upon occurrence
of events in the various states of the data link layer SLP interface.

Appendix M - Description of the Enhanced Logical Link Control (ELLC) Pro-
cedures

describes the actions taken by IBM SNA X.25 DTEs upon occurrence
of events in the various states of the interface for ELLC.

Appendix N - X.25_1980/1984/1988 Compatibility Considerations

describes limitations that may be imposed on the use of X.25_1984
and X.25 1988 functions and formats for compatibility with specific
X.25 DTE/DCE Interface implementations that comply with CCITT
Recommendation X.25_1980.

Appendix O - Description of the BNN_Qualified Logical Link Control - (QLLC)
Procedures

describes the protocols, formats and procedures employed by IBM
SNA X.25_1988 DTE Boundary Network Nodes for Qualified Logical
Control on SNA-to-SNA connections.

Appendix V - Information on Addresses in Call Set-up and Clearing Packets

describes the two components a DTE address may include: a main
address and a complementary address as defined in CCITT Recom-
mendation X.25 (Melbourne, 1988).
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Chapter 1. DTE/DCE Interface Characteristics (Physical Layer)

Administrations may offer one or more of the interfaces specified below. The
exact use of the relevant points in these specifications is detailed below.

1.1 CCITT Recommendation X.21

1.1.1 DTE/DCE Physical Interface Elements

The DTE/DCE physical interface elements shall be according to §§ 2.1 through
2.5 of CCITT Recommendation X.21.

1.1.2 Procedures for Entering Operational Phases
The procedures for entering operational phases shall be as described in § 5.2 of
CCITT Recommendation X.21. The data exchanged on circuits T and R when
the interface is in states 13S, 13R and 13 of Figure A-3/X.21 of CCITT Recom-
mendation X.21 will be as described in subsequent sections of this specification.

The not ready states given in § 2.5 of Recommendation X.21 are considered to
be non-operational states and may be considered by the higher layers to be
out-of-order states (see “Effects of the Physical and Data Link Layer on the
Packet Layer” on page 4-23).
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Legend:
'C! signifies ¢ = ON signal
'c! signifies ¢ = OFF signal
'I' signifies i = ON signal
'i' signifies i = OFF signal

Figure 1-1. Physical Layer (Layer 1) Initialization. X.21 Non-Switched

1.1.3 Failure Detection and Test Loops

The failure detection principles shall be according to § 2.6 of CCITT Recommen-
dation X.21. In addition, i = OFF may be signalled due to momentary trans-
mission failures. Higher layers may delay for several seconds before
considering the interface to be out-of-order.

The definitions of test loops and the principles of maintenance testing using the
test loops are provided in CCITT Recommendation X.150.

A description of the test loops and the procedures for their use is given in § 7 of
CCITT Recommendation X.21.

Automatic activation by a DTE of a Test Loop 2 in the DCE at the remote ter-
minal is not possible. However, some Administrations may permit the DTE to
control the equivalent of a Test Loop 2, at the local DSE (Data Switching Equip-
ment), to verify the operation of the leased line or subscriber line and all or part
of the DCE or line terminating equipment. Control of the loop, if provided, may
be either manual or automatic, as described in CCITT Recommendation X.150
and X.21, respectively.
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1.1.4 Signal element timing
Signal element timing shall be in accordance with § 2.6.3 of CCITT Recommen-
dation X.21.

1.2 Recommendation X.21_bis Interface

1.2.1 DTE/DCE Physical Interface Elements
The DTE/DCE physical interface elements shall be according to § 1.2 of CCITT
Recommendation X.21_bis.

1.2.2 Operational Phases
When circuit 107 is in the ON condition, and circuits 105, 106, 108 and 109, if
provided, are in the ON condition, data exchange on circuits 103 and 104 will be
as described in subsequent sections of this specification.

When circuit 107 is in the OFF condition, or any of circuits 105, 106, 108 or 109, if
provided, are in the OFF condition, this is considered to be in a non-operational
state, and may be considered by the higher layers to be in an out-of-order state
(see “Effects of the Physical and Data Link Layer on the Packet Layer” on

page 4-23).

1.2.3 Failure Detection and Test Loops
The failure detection principles, the description of test loops and the procedures
for their use shall be according to §§ 3.1 through 3.3 of CCITT Recommendation
X.21_bis. In addition, circuits 106 and 108 may enter the OFF condition due to
momentary transmission failures. Higher layers may delay for several seconds

before considering the interface to be out-of-order.

Automatic activation by a DTE of Test Loop 2 in the DCE at the remote terminal
is not possible. However, some Administrations may permit the DTE to control
the equivalent of a Test Loop 2, at the local DSE to verify the operation of the
leased line or subscriber line and all or part of the DCE or line terminating
equipment. Control of the loop, if provided, may be either manual or automatic
as described in CCITT Recommendation X.150 and X.21_bis, respectively.

1.2.4 Signal Element Timing

Signal element timing shall be in accordance with § 3.4 of CCITT Recommenda-
tion X.21_bis.

1.3 V-Series Interface

General operation with V-series modems is as described in “Recommendation
X.21_bis Interface” above. However, for specific details, particularly related to
failure detection principles, loop testing, and the use of circuits 107, 109, 113
and 114, refer to the appropriate CCITT V-series Recommendations.

The delay between 105-ON and 106-ON (when these circuits are present) will be

more than 10 ms and less than 1 sec. In addition, circuits 106 or 103 may enter
the OFF condition due to momentary transmission failures or modem retraining.
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Higher layers may delay for several seconds before considering the interface to
be out-of-order.

- 1.4 Recommendation X.31 Interface

>1.4.1 DTE/DCE Physical Interface

The DTE/DCE physical interface shall coincide with the R reference point
between the DTE and the Terminal Adaptor (TA). The purpose of the TA is to
allow the operation of a DTE over an ISDN. The functions of such a TA when
accessing a packet switched data transmission service through a semi-
permanent ISDN connection (i.e., a non switched B-channel) are described in §
7 of Recommendation X.31.

VVVVVY

\

Notes:

> 1. This type of access is considered a dedicated access to a public switched
data transmission service. Non dedicated {or de mand) access to a public
switched data transmission service is defined in Recommendations X.32
and X.31.

vV vy

2. The DTE and the TA functions may be implemented in the same piece of
equipment in the case of a packet mode terminal TE1 conforming to the
I-series Recommendations. In this case, this Recommendation covers layer
2 and layer 3 operation on a semi-permanent B-channel.

vV V.V V

>1.4.2 Operational Phases

> The operational phases are as described in § 7 of Recommendation X.31.

>1.4.3 Maintenance
> The maintenance shall be made as described in § 7.6 of Recommendation X.31.

>1.4.4 Synchronization
> The synchronization shall be made as described in § 7 of Recommendation
> X.31.

1.5 Access Speeds

IBM SNA X.25 DTEs support one or more of the following CCITT recommended
data transmission speeds:

2.4, 4.8, 9.6 or 48.0 Kbit/s.
Additional data transmission speeds that may be considered by specific IBM
SNA X.25 DTEs include:
1.2, 18.2, 56.0 and 64.0 Kbit/s.

S In order to be compatible with ANS X3.100, all Packet Switching Data Networks
(PSDNs) must support the data signaling rates of 4.8 and 9.6 Kbit/s duplex.

1-4 Architecture Reference



-+

N
S
+

Chapter 2. Link Access Procedure Across the DTE/DCE
Interface

Basic functions of the Data Link Layer, link access procedure, for DTEs include:

¢ Link initialization - necessary for the DTE to begin communication in a
known state;

¢ Flow control - to control the flow of frames between the DTE and the
other station (DCE or DTE) to ensure that they are not sent more quickly
than they can be received;

¢ Error Detection - provided in two forms,

1. a cyclic redundancy check (CRC) using a 16-bit polynomial to detect
mutilated frames,

2. use of sequence numbers to protect against the loss of entire
frames; and

» Error Recovery - which endeavors to insure correct receipt of all frames
by retransmission of missing or mutilated frames.

Introduction

2.1 Scope and Field of Applications

The Link Access Procedure (LAPB) is described as the Data Link Layer Element
and is used for data interchange between a DCE and a DTE, or between two
DTEs, over a single physical circuit, or optionally over multiple physical circuits
operating in user classes of service 8 to 11 inclusive as indicated in CCITT
Recommendation X.1. The optional, subscription-time selectable, multipie phys-
ical circuit operation with LAPB (known as multilink operation) is required if the
effects of circuit failures are not to disrupt the Packet Layer operation.

The single link procedures (SLPs), described in §§ 2.2, 2.3 and 2.4 are used for
data interchange over a single physical circuit, conforming to the description
given in Chapter 1, “DTE/DCE Interface Characteristics (Physical Layer),”
between a DTE and a DCE or between two DTEs. When the optional multilink
operation is employed, a single link procedure (SLP) is used independently on
each physical circuit, and the multilink procedure (MLP) described in “Multilink
Procedure - ( MLP ) (Subscription-time Selectable Option)” on page 2-44 is
used for data interchange over these multiple parallel LAPB data links. In addi-
tion, when only a single physical circuit is employed with LAPB, agreements
may be made with the Administration to use this optional multilink procedure
over the one LAPB data link.

2.1.2 Terminology

The single link procedures {SLPs) use the principles and terminology of the
High-Level Data Link Control (HDLC) procedures specified by the International
Organization for Standardization (ISO). The multilink procedure (MLP) is based
on the principles and terminology of the Multilink Control Procedures specified
by 1SO.
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2.1.3 Media Characteristics

2.1.4 Compatibility

The transmission facility is duplex.

Station (DCE and DTE) compatibility of operation with the ISO balanced class of
procedure (Class BA with options 2, 8 and Class BA with options 2, 8, 10) is
achieved using the LAPB procedures described in §§ 2.3 and 2.4 of this specifi-
cation. Of these classes, Class BA with options 2, 8 (LAPB modulo 8) is the
basic service, and is available in all networks. Class BA with options 2, 8, 10
(LAPB modulo 128) is recognized as an optional, subscription-time selectable,
extended sequence numbering service that may be available in those networks
wishing to serve DTE applications having a need for modulo 128 sequence num-
bering.

DTE manufacturers and implementers must be aware that the procedure here-
under described as LAPB modulo 8 will be the only one available in all net-
works.

Likewise, a DTE may continue to use the LAP procedure described in §§ 2.2, 2.6
and 2.7 of CCITT Recommendation X.25 (in those networks supporting such a
procedure), but for new DTE implementations, LAPB should be preferred.

Note:

Other possible application are being considered by the CCITT, for
example:

— two-way alternate, asynchronous response mode;
— two-way simultaneous, normal response mode; and,
— two-way alternate, normal response mode.

2.1.5 LAPB Service Selection

For those DTE/DCE connections that choose to support both the basic and
extended LAPB sequence numbering services, the choice of either basic mode
(modulo 8) or extended mode {modulo 128) may be made at subscription-time.
The choice of the mode employed for each data link procedure is independent
of all others and of the choice of mode for the corresponding Packet Layer pro-
cedures. All choices are matters for agreement for a period of time with the
Administration. For those DTE/remote DTE connections that support both basic
{modulo 8) and extended (modulo 128) operation, the choice is made by bilat-
eral agreement.

2.2 Frame Structure

2.2.1 Delineation

All transmissions on an SLP are in frames conforming to one of the formats
shown in Table 1 for basic (modulo 8) operation or, alternatively, one of the
formats shown in Table 2 for extended (modulo 128) operation. The flag pre-
ceding the address field is defined as the opening flag. The flag following the
FCS is defined as the closing flag. '
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2.2.2 Flag (F) Sequence
All frames shall start and end with at least one flag sequence consisting of at
least one ‘0’ bit followed by six contiguous ‘1’ bits and one ‘0’ bit {‘'01111110°).
The DTE and DCE shall only send complete eight-bit flag sequences when
sending multiple flag sequences (see § 2.2.11). A single flag sequence may be
used as both the closing flag for one frame and the opening flag for the next
frame.

Note:

IBM SNA X.25 DTEs transmit and receive bit configurations
‘...0111111001111110...” as sequences of multiple flag sequences; and,
also receive and interpret bit configurations ‘...011111101111110..." as
sequences of multiple flags sequences.

TABLE 1 — Frame Formats — Basic (Modulo 8) Operation

Order of Bit
Transmission 12345678 12345678 12345678 16 to 1 12345678

Flag Address| Control FCS Flag

F A ¢ FCS F
01111110 8-bits | 8-bits | 16-bits [01111110

Order of Bit
Transmission 12345678 12345678 12345678 123....... n 16 to 1 12345678

Flag Address| Control|Information| FCS Flag

F A C I FCS F
611111164 8-bits | 8-bits | N-Octets! [16-bits|01111110

FCS = frame checking sequence
1 — an Octet is an 8-bit byte.
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TABLE 2 — Frame Formats — Extended (Modulo 128) Operation

Order of Bit
Transmission 12345678 12345678 1 to * 16 to 1 12345678

Flag Address| Control FCS Flag

F A C FCS F
01111110 8-bits | *-bits | 16-bits |01111110

Order of Bit
Transmission 12345678 12345678 1 to * 123....... n 16 to 1 12345678

Flag Address| Control|Information| FCS Flag

F A C I FCS F
01111110| 8-bits [ *-bits | N-Octets?! |16-bits|01111110

FCS = frame checking sequence
1 — an Octet is an 8-bit byte.
* 16 for frame formats that contain sequence numbers; 8 for frame
formats that do not contain sequence numbers.

2.2.3 Address (A) Field
The A field is a single octet. The address field identifies the intended receiver
of a command frame and the transmitter of a response frame. The coding of
the address field is described in § 2.4.2

2.2.4 Control (C) Field
For modulo 8 (basic) operation, the control field shall consist of one octet. For
modulo 128 (extended) operation, the control field shall consist of two octets for
frame formats that contain sequence numbers, and one octet for frame formats
that do not contain sequence numbers. The content of this field is described in
§23.2

2.2.5 Information (l) Field
The information field of a frame, when present, follows the control field (see §
2.2.4) and precedes the frame check sequence field (see § 2.2.7).

See §§ 2.3.4.9,2.5.2,2.6.4.8, 5, 8 and Appendixes J, M and O for the various
codings and groupings of bits in the information field as used in this specifica-
tion. The coding and grouping of bits received from a higher layer are unre-
stricted, except for requirements that may be imposed by the higher layer itself.

See §§ 2.3.4.9, 2.4.8.5, 2.6.4.8 and 2.7.7.5 with regard to the maximum informa-
tion field length.
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Note:

Frames containing other than an integral number of octets are ignored
by IBM SNA X.25 DTEs at the data link layer.

2.2.6 Transparency
Transmitting stations examine the frame content between the two flag
sequences including the address, control, information and FCS fields and insert
a ‘0’ bit immediately after all sequences of 5 contiguous ‘1’ bits (including the
last 5 bits of the FCS) to ensure that a flag sequence is not simulated by data
on the line. Receiving stations examine the frame content and discard any ‘0’
bit which directly follows 5 contiguous ‘1’ bits.

2.2.7 Frame Checking Sequence (FCS) Field
The notation used to describe the FCS is based on the property of cyclic codes
that a code vector such as ‘1000000100001’ can be represented by a polynomial
P(x) = x12 + x> + 1. The elements of an n-element code word are thus the
coefficients of a polynomial of order n - 1. In this application, these coefficients
can have the value ‘0’ or 1" and the polynomial operations are performed
modulo 2. The polynomial representing the content of a frame is generated
using the first bit received after the frame opening flag as the coefficient of the
highest order term. :

The FCS is a 16-bit sequence. It shall be the ones complement of the sum
(modulo 2) of:

1. the remainder of X*2’(X15 + X14 + X13 + . + X2 4+ X + 1 divided
(modulo 2) by the generator polynomial X1 + X2 + X + 1, where ‘*’
is the number of bits in the frame existing between, but not including,
the final bit of the opening flag and the first bit of the FCS, excluding
bits inserted for transparency, and

2. the remainder of the division (modulo 2) by the generator polynomial .
X16 + X12 + X° + 1 of the product of X'6 by the content of the frame,
existing between but not including, the final bit of the opening flag and
the first bit of the FCS, excluding bits inserted for transparency.

As a typical implementation, at transmitting stations, the initial content of the
register of the device computing the remainder of the division is preset to all
‘’s and is then modified by division by the generator polynomial {(as described
above) on the address, control and information fields; the ones complement of
the resulting remainder is transmitted as the 16-bit FCS.

At receiving stations, the initial content of the register of the device computing
the remainder is preset to all ‘“1’s. The final remainder, after multiplication by
x16 and then division (modulo 2) by the generator polynomial x16 + x12 + x> +
1 of the serial incoming protected bits and the FCS, will be ‘0001110100001111’
(X15 through X°, respectively) in the absence of transmission errors.

Note:

Examples of transmitted bit patterns by the DCE and the DTE illustrating
application of the transparency mechanism and the frame check
sequence to the SABM command and the UA response are given in
“TRANSMITTED BIT PATTERN EXAMPLES” on page 2-6.
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2.2.8 Order of Bit Transmission
Addresses, commands, responses, sequence numbers and information octets
are transmitted with the low-order bit first {for example the first bit of the
sequence number that is transmitted has the weight 2°). The FCS shall be
transmitted to the line commencing with the coefficient of the highest term,
which is found in bit position 16 of the FCS field (see Tables 1 and 2).

Note:
In Tables 1 through 13, bit 1 is defined as the low-order bit.

2.2.81 TRANSMITTED BIT PATTERN EXAMPLES
‘(Appendix | to CCITT Recommendation X.25_1988: Examples of Data Link
Layer Transmitted Bit Patterns by the DCE and the DTE).

Introduction: This section, provided for explanatory purposes, indicates the bit
patterns that will exist on the physical link for some of the unnumbered frames.
It is included for the purpose of furthering the understanding of the transpar-
ency mechanism and the frame check sequence implementation.

DCE Transmission

¢ SABM Command Frame with Address = A, P = 1
First bit transmitted Last bit transmitted

0111 1110 1100 0000 1111 103100 1161 1010 0011 0111 0111 1110
Flag Address = A SABM(P=1) Frame Check Sequence Flag

e UA Response Frame with Address = B, F = 1
First bit transmitted Last bit transmitted

0111 1110 1600 0000 1100 1110 11601 0601 1110 1010 0111 1110
Flag Address = B UA(F=1) Frame Check Sequence Flag
DTE Transmission

* SABM Command Frame with Address -B, P = 1
First bit transmitted Last bit transmitted

0111 1116 1000 0000 1111 103100 1101 0111 110311 1011 0111 1110
Flag Address = B SABM(P=1) Frame Check Sequence Flag

e UA Response Frame with Address = A, F = 1
First bit transmitted Last bit transmitted

0111 1110 1100 0000 1100 1110 1100 1100 0010 0110 0111 1110
Flag Address = A UA(F=1) Frame Check Sequence Flag

3 - Zero inserted for transparency

2.2.9 Invalid frames
The definition of an invalid frame is described in § 2.3.5.3.
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2.2.10 Frame Abortion

Aborting a frame is performed by transmitting at least seven (7) contiguous ‘1’
bits (with no inserted ‘0’s).

2.2.11 Interframe Time-Fill
Interframe time-fill is accomplished by transmitting contiguous’ flags between
frames, i.e., multiple eight-bit flag sequences (see § 2.2.2).

2.2.12 Data Link Channel States

A link channel is defined here as the means for transmission for one direction.

2.2121 Active Channel State
The incoming or outgoing channel is defined to be in an active condition when
the station is receiving or transmitting, respectively, a frame, an abortion
sequence or interframe time-fill.

2.212.2 ldle Channel State
The incoming or outgoing channel is defined to be in an idle condition when the
station is receiving or transmitting, respectively, a continuous ‘1s’ state for a
period of at least 15 bit times.

See § 2.3.5.5 for a description of DCE action when an idle condition exists on its
incoming channel for an excessive period of time.

IBM SNA X.25 DTEs do not generate Idle Channel state as a normal sequence
and those that detect the Idle Channel state may consider it either:
e as an indication that the DCE is not able to support data link set-up;

e as a simple indication that the DCE has temporarily suspended trans-
mission; or,

¢ as an indication that the data link is in the disconnected phase if a flag
sequence is not received within at least time Ti. Ti is defined in §
2.4.8.7.

Note:

Upon detection of the idle channel state for at least time T3, DTEs
should consider the data link to be in the disconnected state. T3 is as
defined in “DCE Timer T3” on page 2-36.

2.3 LAPB Elements of Procedure

2.3.1 Definition
The LAPB elements of procedure are defined in terms of actions that occur on
receipt of frames at the DCE or DTE.

The elements of procedure specified below contain the selection of commands
and responses relevant to the LAPB data link and system configuration
described in § 2.1. Together §§ 2.2 and 2.3 form the general requirements for
proper management of the access data link connecting a DCE and an IBM SNA
X.25 DTE. '
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2.3.2 LAPB Control Field Formats and Parameters

2.3.21 Control (C) Field Formats
The C field contains a command or a response, and sequence numbers when
applicable.

Three types of C-field formats are used to perform numbered information trans-
fers (I format), numbered supervisory functions (S format) and unnumbered

control functions (U format).

The control field formats for basic {(modulo 8) operation are depicted in Table 3.

TABLE 3 — Control Field Formats — Basic (Modulo 8) Operation

Control field bits 8 7 6 5 4 3 2 1
I frame Nr P Ns 0
S frame Nr P/F S S 0 1
U frame M M M P/F M M 1 1

Ns = transmitter send sequence number (bit 2 = low order bit).
Nr = transmitter receive sequence number (bit 6 = low order bit).
S = supervisory function bit.
M = modifier function bit.
P/F = poll (P) bit in command frames or final (F) bit in response
frames (1 = Poll/Final).
P = Poll bit (1 = Poll).

The control field formats for extended {modulo 128) operation are depicted in
Table 4.
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TABLE 4 — Control Field Formats — Extended (Modulo 128) Operation

Control Octet 2 Octet 1

Field

Bits §—-——-—=—-=-=-=-=-=-- 2 1 8 7 6 5 4 3 2
I format Nr p Ns

S format Nr P/F X X X XS S}|o
U format Single Octet Format M M MIP/FIM M| 1

Ns = send sequence number (bit 2 of octet 1 = low order bit).

Nr = receive sequence number (bit 2 of octet 2 = low order bit).
S = supervisory function bit.
M = modifier function bit.
X = Reserved and set to '0'.
P/F = poll (P) bit in command frames or final (F) bit in response
frames (1 = Poll/Final).
P = Poll bit (1 = Poll).

1. Information Transfer Format - |

The | format is used to perform information transfers. The func-
tions of Ns, Nr and P are independent; i.e., each | frame has an

Ns, and an Nr which may or may not acknowledge additional |

frames received by the DCE or DTE, and a P bit that may be set

to ‘0" or *1’.

2. Supervisory Format - S

The S format is used to perform data link supervisory control func-
tions such as acknowledging | frames, requesting retransmission
of | frames, and requesting temporary suspension of transmission

of | frames, The functions of Nr and P/F are independent; i.e.,

each supervisory frame has an Nr which may or may not acknowl-
edge additional | frames received by the DCE or DTE, and a P/F bit

that may be setto ‘0’ or ‘1.

3. Unnumbered Format - U

The U format is used to provide additional data link control func-

tions. This format contains no sequence numbers, but does
include a P/F bit that may be setto ‘0’ or ‘1. The numbered

frames have the same control field length {(one octet) in both basic

(modulo 8) operation and extended {(modulo 128) operation.
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2.3.2.2 Control Field Parameters
The various parameters associated with the control field formats are described
as follows:

1.

Modulus - ‘m’

Each | frame is sequentially numbered and may have the value ‘0’
through ‘modulus minus one’ (where “modulus” is the modulus of
the sequence numbers). The modulus equals either ‘8’ or ‘128’
and the sequence numbers cycle through the entire range ‘0’ to ‘7
or ‘0’ to “127°, inclusive, respectively.

Send State Variable - (Vs)

Vs denotes the sequence number of the next in-sequence | frame
to be transmitted. Vs can take on the value ‘0’ through ‘modulus
minus one’. The value of Vs is incremented by one with each suc-
cessive | frame transmission, but cannot exceed the Nr of the last
received | or S frame by more than the maximum permissible
number of outstanding | frames (k). The value of ‘k’ is defined in §
2.4.8.6.

Send Sequence Number - (Ns)

Only | frames contain Ns, the send sequence number of trans-
mitted frames. At the time that an in-sequence | frame is desig-
nated for transmission, the value of Ns is set equal to the value of
the send state variable (Vs).

Receive State Variable - (Vr)

Vr denotes the sequence number of the next in-sequence | frame
expected to be received. Vr can take on the values ‘0’ through
‘modulus minus one’. The value of Vr is incremented by one upon
receipt of each error free, in-sequence | frame whose Ns that is
equal to the current value of Vr.

Receive Sequence Number - (Nr)

All | frames and S frames contain Nr, the expected sequence
number of the next received | frame. At the time that a frame of
the above types is designated for transmission, the value of Nr is
set equal to the current value of Vr. Nr indicates that the station’
transmitting the Nr has correctly received all | frames numbered
up to and including ‘Nr - 1'.

. Poll/Final Bit - (P/F)

All frames contain P/F, the Poll/Final bit. In command frames, the
P/F is referred to as the Poll (P) bit. In response frames, it is
referred to as the Final (F) bit.

2.3.3 Functions of the Poll/Final Bit
‘P = 1" is used by the DCE or DTE to solicit (poll) a response from the DTE or
DCE/remote DTE, respectively. ‘F = 1’ is used by the DCE or DTE to indicate
the response frame transmitted by the DTE or DCE, respectively, as a result of
the soliciting (poll) command.

Use of the ‘P/F’.bit is described in § 2.4.3.
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2.3.4 Commands and Responses
For basic (modulo 8) operation, the commands and responses represented in
Table 5 will be supported by the DCE and the DTE.

For extended (modulo 128) operation, the commands and responses repres-
ented in Table 6 will be supported by the DCE and the DTE.

For purposes of the LAPB procedures, the supervisory function bit encoding ‘11’
and those encodings of the maodifier function bits in Tables 3 and 4 not identified
in Tables 5 and 6 are identified as “undefined or not implemented” command
and response control fields.

The commands and responses in Tables 5 and 6 are defined in “Information (l)
Command” through “Frame Reject (FRMR) Response” on page 2-15.

2.3.41 Information (I) Command
The function of the | command is to transfer across a data link a sequentially
numbered frame containing an information field.

TABLE 5 — Commands and Responses — Basic (Modulo 8) Operation
Bits 8 7 6 5 4 302 1

Format !Commands!Responses Encoding

Information I Nr P Ns 0
transfer

Supervisory RR RR Nr P/F | O 0 0 1
RNR RNR Nr P/F | © 1 0 1
(See Note) REJ REJ Nr P/F |1 0 0 1
Unnumbered SABM 0 0 1 P 1 1 1 1
DISC 0 1 0 P 0 0 1 1
DM 0 0 0 F 1 1 1 1
UA 0 1 1 F 0 0 1 1
FRMR 1 0 0 F 0 1 1 1

DISC = Disconnect
DM = Disconnected Mode
FRMR = Frame Reject
I = Information
REJ = Reject
RNR = Receive Not Ready
RR = Receive Ready
SABM = Set Asynchronous Balanced Mode
UA = Unnumbered Acknowledgement

Note: IBM SNA X.25 DTEs transmit Unnumbered commands with 'P = 1!
and Information command frames with 'P = 0!
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TABLE 6 — Commands and Responses — Extended (Modulo 128) Operation

Octet 2 Octet 1

8§ 765432 1876 5 432 1

FMT | CMND [RESP Encoding
| 1 Nr p Ns 0
s | RR | RR Nr PFlo oo o 006 1
RNR| RNR Nr PFlo oo 0 o 10 1
REJ| REJ Nr PFlo oo o0 100 1

U |SABM

E o1 1|Pl1 11 1
DISC Single o1 e0flPloo 1 1
DM Octet o0 0 |F|l1 11 1
ua | Format 01 1|Flo o 1 1
FRHR 100|Flo 1 1 1

CMND = Command
DISC = Disconnect
DM = Disconnected Mode

FMT = Format
FRMR = Frame Reject

I = Information
REJ = Reject
RESP = Response

RNR = Receive Not Ready
RR = Receive Ready

SABM = Set Asynchronous Balanced Mode
UA = Unnumbered Acknowledgement

Note: IBM SNA X.25 DTEs transmit Unnumbered commands with 'P = 1!
and Information command frames with 'P = Q'

2.3.4.2 Receive Ready (RR) Command and Response
The RR supervisory frame is used by the DCE or the DTE to:

* indicate it is ready to receive an | frame; and,
e acknowledge previously received | frames numbered up to and
including ‘Nr - 1.

An RR frame may be used to indicate the clearance of a busy condition that
was reported by the earlier transmission of RNR frame by that same station
(DCE or DTE). In addition to indicating the DCE or DTE status, the RR command
with ‘P = 1" may be used by the DCE or DTE to ask for the status of the DTE or
DCE/remote DTE, respectively.
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2.3.4.3 Receive Not Ready (RNR) Command and Response
The RNR supervisory frame is used by the DCE or DTE to indicate a busy condi-
tion; i.e., temporary inability to accept additional incoming | frames. I-frames
numbered up to and including ‘Nr - 1" are acknowledged. | frame Nr and subse-
quent | frames received, if any, are not acknowledged; the acceptance status of
these I-frames is indicated in subsequent exchanges.

In addition to indicating the DCE or DTE status, the RNR command with ‘P = 1’
may be used by the DCE or DTE to ask for the status of the DTE or DCE/remote
DTE, respectively.

Upon receipt of an RNR command or response IBM SNA X.25 DTEs start Query
Timer, Tn, if it is not running. If Query Timer, Tn, then expires prior to the
receipt of a UA, RR, REJ or SABM, IBM SNA X.25 DTEs perform the
retransmission procedure described in § 2.4.8.1 before declaring the data link
{station) to be inoperative and reporting the condition to a higher layer.

Note:

If unacknowledged frames are purged, by the DTE or DCE, as a result of
sending or receiving an SABM or UA, notification must be given to a
higher layer so that the DTE/DCE packet layer interface can be restarted
to protect the integrity of the system when ELLC recovery is not being
employed.

2.3.4.4 Reject (REJ) Command and Response
The REJ supervisory frame is used by the DCE or DTE to request transmission
of | frames starting with the frame numbered Nr. | frames numbered ‘Nr - 1’
and below are acknowledged. Additional | frames pending initial transmission
may be transmitted following the retransmitted | frame(s).

Only one REJ exception condition for a given direction of information transfer
may be established at any time. The REJ exception condition is cleared (reset)
upon receipt of an | frame with an Ns equal to the Nr of the REJ frame.

An REJ frame may be used to indicate the clearance of a busy condition that
was reported by the earlier transmission of an RNR frame by that same station
{DCE or DTE). In addition to indicating the DCE or DTE status, the REJ
command with ‘P = 1’ may be used by the DCE or DTE to ask for the status of
the DTE or DCE/remote DTE, respectively.

2.3.4.5 Set Asynchronous Balanced Mode (SABM/SABME) Command
The SABM unnumbered command is used to place the addressed DCE or DTE
in an asynchronous balanced mode (ABM) information transfer phase where all
command/response control fields will be one octet in length.

The SABME unnumbered command is used to place the addressed DCE or DTE
in an asynchronous balanced mode (ABM) information transfer phase where
numbered command/response (I and S frame) control fields will be two octets
in length, and unnumbered command/response control fields will be one octet
in length. No information field is permitted with the SABM or SABME
command. The transmission of a SABM/SABME command indicates the clear-
ance of a busy condition that was reported by the earlier transmission of an
RNR frame by that same station (DCE or DTE). The DCE or DTE confirms
acceptance of the SABM or SABME (moduld 8 (basic) operation or moduloc 128
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(extended) operation) command by the transmission at the first opportunity of a
UA response. Upon acceptance of a this command, the DCE or DTE send state
variable Vs and receive state variable Vr are set equal to ‘0’. IBM SNA X.25
DTEs always transmit this command with ‘P = 1’.

Previously transmitted | frames that are unacknowledged when this command is
acted upon remain unacknowledged (see Waiting for Acknowledgement in §
2.4.5.9). It is the responsibility of a higher layer (e.g., Packet Layer or MLP) to
recover from the possible loss of the contents (e.g., packets) of such | frames.

Notes:

1. For DTE/DCE connections, the mode of operation of a data link (basic
{modulo 8) or extended {modulo 128)) may be determined at sub-
scription time. For DTE/DTE connections, the mode of operation of the
data link (basic {modulo 8)) or extended ((modulo 128)) shall be deter-
mined by bilateral agreement.

2. If unacknowledged frames are purged, by the DTE or DCE, as a result of
sending or receiving an SABM/SABME or U2, notification must be given
to a higher layer so that the DTE/DCE packet layer interface can be
restarted to protect the integrity of the system when ELLC recovery is
not being employed.

2.3.4.6 Disconnect (DISC) Command
The DISC unnumbered command is used to terminate the mode previously set.
It is used to inform the DCE or DTE receiving the DISC command that the DTE
or DCE/rernote DTE sending the DISC command is suspending operation. No
information field is permitted with DISC commands. Prior to taking action on \
the DISC command, the DCE or DTE receiving the DISC command confirms the
acceptance of the DISC command by the transmission of a UA response. The
DTE or DCE sending the DISC command enters the disconnected phase when it
receives the acknowledging UA response. IBM SNA X.25 DTEs always transmit
DISC commands with ‘P = 1°.

Previously transmitted | frames that are unacknowledged when the DISC
command is acted upon remain unacknowledged (see Waiting for Acknowledge-
ment in § 2.4.5.9). It is the responsibility of a higher layer (e.g., Packet Layer or
MLP) to recover from the possible loss of the contents (e.g., packets) of such |
frames.

Note:

If unacknowledged frames are purged, by the DTE or DCE, as a result of
sending or receiving an SABM/SABME or UA, notification must be given
to a higher layer so that the DTE/DCE or DTE/remote DTE packet layer
interface can be restarted to protect the integrity of the system.

2.3.4.7 Unnumbered Acknowledgement (UA) Response
The UA unnumbered response is used by the DCE or DTE to acknowledge
receipt and acceptance of the mode-setting commands. Received mode-setting
commands are not acted upon until the UA response is transmitted. The trans-
mission of a UA response indicates clearance of a busy condition that was
reported by the earlier transmission of an RNR frame by that same station (DCE
or DTE). No information field is permitted with the UA response.

TN

2-14  Architecture Reference



2.3.4.8 Disconnected Mode (DM) Response
The DM unnumbered response is used to report a status where the DCE or DTE
is logically disconnected from the data link, and is in the disconnected phase.
The DM response may be sent to indicate that the DCE or DTE has entered the
disconnected phase without benefit of having received a DISC command, or, if
sent in response to the reception of a mode-setting command, is sent to inform
the DTE or DCE that the DCE or DTE, respectively, is still in the disconnected
phase and cannot act upon the set-mode command. No information field is per-
mitted with the DM response.

A DCE or DTE in a disconnected phase will monitor received commands and
will:

* react to an SABM/SABME command as described in § 2.4.4 below; and,

¢ respond with a DM response with ‘F = 1’ to any other command
received with ‘P = 1’

2.3.4.9 Frame Reject (FRMR) Response
The FRMR unnumbered response is used by the DCE or DTE to report an error
condition not recoverable by retransmission of the identical frame; i.e., at least
one of the following conditions, which result from the receipt of a valid frame:

* the receipt of a command or response control field that is undefined or
not implemented;

* the receipt of an | frame with an information field which exceeds the
maximum established length;

* the receipt of an invalid Nr; er,

* receipt of a frame with an information field which is not permitted or the
receipt of a supervisory or unnumbered frame with an incorrect length.

An undefined or not implemented control field is any of the control field
encodings that are not identified in Tables 5 or 6.

A valid Nr must be within the range from the lowest send sequence number Ns
of the still unacknowledged frame(s) to the current DCE or DTE send state vari-
able, Vs, included (or to the current internal variable X’ if the DCE or DTE is in
the timer recovery condition as described in § 2.4.5.9).

An information field which immediately follows the control field, and consists of
3 or 5 octets {(modulo 8 (basic) operation or modulo 128 (extended) operation,
respectively), is returned with this response and provides the reason for the
FRMR response. These formats are given in Tables 7 and 8.
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TABLE 7 — FRMR Information Field Format — Basic (Modulo 8) Operation

I-field bits 111 1 111 1 1 1 2 2222
12345678 ¢ 0612 3 456 7 8 9 0123 41
Rejected Frame C
0 Vs / Vr Wl X|Y | Z|0j0|0]0
Control Field R

With reference to Table 7:

‘Rejected frame control field’ is the control field of the received frame that
caused the frame reject.

‘Vs’ is the current value of Vs at the DCE or DTE reporting the rejection con-
dition (bit 10 = low-order bit).

‘C/R’ set to ‘1’ indicates the rejected frame was a response. C/R set to ‘0’
indicates the rejected frame was a command,

‘Vr’ is the current value of Vr at the DCE or DTE reporting the rejection con-
dition (bit 14 = low-order bit).

‘W=1’ indicates that the control field received and returned in bits 1
through 8 was considered invalid or not implemented.

‘X=1"indicates that the control field received and returned in bits 1 through
8 was considered invalid because the frame contained an information field
which is not permitted with this frame or is a supervisory or unnumbered
frame with incorrect length. ‘W =1’ is required in conjunction with this bit.

‘Y =1’ indicates that the information field received exceeded the maximum
established capacity.

‘Z=1 indicates that the control field received and returned in bits 1 through
8 contained an invalid Nr.

Bits 9 and 21 to 24 shall be set to ‘0’.

TABLE 8 — FRMR Information Field Format — Extended (Modulo 128) Operation

I-field bits 1 1 1 2 2 2 3 3 3 3

3 3334
1-=-==== ==~ 6 7 8--4 5 6--2 3 4 5 6 789680

Rejected Frame

Control Field

2-16  Architecture Reference



[Z 7 T 7 R - I 7 B I R 7 ]

With reference to Table 8:

‘Rejected frame control field’ is the control field of the received frame that
caused the frame reject. When the rejected frame is an unnumbered frame,
the control field of the rejected frame is positioned in bit positions 1-8, with
9-16 set to 0.

‘Vs’ is the current value of Vs at the DCE or DTE reporting the rejection con-
dition (bit 18 = low-order bit).

‘C/R’ set to ‘1’ indicates the rejected frame was a response. C/R setto ‘0’
indicates the rejected frame was a command.

‘Vr’ is the current value of Vr at the DCE or DTE reporting the rejection con-
dition (bit 26 = low-order bit).

‘W =1 indicates that the control field received and returned in bits 1
through 16 was considered invalid or not implemented.

‘X=1" indicates that the control field received and returned in bits 1 through
16 was considered invalid because the frame contained an information field
which is not permitted with this frame or is a supervisory or unnumbered
frame with incorrect length. ‘W=1"is required in conjunction with this bit.

'Y =1’ indicates that the information field received exceeded the maximum
established capacity.

‘Z=1" indicates that the control field received and returned in bits 1 through
16 contained an invalid Nr.

Bits 17 and 37 to 40 shall be set to 0.

2.3.5 Exception Condition Reporting and Recovery
The error recavery procedures which are available to effect recovery following
the detection/occurrence of an exception condition at the Data Link Layer are
described in “Busy Condition” through “Excessive Idle Channel State Condition
on Incoming Channel” on page 2-20. Exception conditions described include
situations which may occur as the result of transmission errors, DCE or DTE
malfunctions or abnormal operational situations.

2.3.5.1 Busy Condition
The busy condition results when a DCE or DTE is temporarily unable to con-
tinue to receive | frames due to internal constraints (e.g., receive buffering limi-
tations). In this case an RNR frame is transmitted from the busy DCE or DTE. |
frames pending transmission may be transmitted from the busy DCE or DTE
prior to or following the RNR frame.

An indication that the busy condition has cleared is communicated by the trans-
mission of a UA (only in response to a SABM/SABME command), RR, REJ, or
SABM/SABME (modulo 8/modulo 128) frame.

Upon receipt of an RNR frame from the DCE/remote DTE, the DTE shall discon-
tinue further transmission of | frames and wait for an indication from the
DCE/remote DTE that the busy condition has been cleared. If the DTE has |
frames to send, it shall start a time-out function (Timer Tn) when it receives the
RNR frame, or if | frames become available to send while in the busy condition,
the DTE shall start Timer Tn when the first | frame becomes available. If Timer
Tn runs out before an indication of busy clearance is received, the DTE shall
send a supervisory command frame with the P bit set to ‘1’ to solicit the status
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of the DCE/remote DTE. The response received with the F bit set to ‘1’ shall
report the busy/non-busy status of the DCE/remote DTE. The DTE shall repeat-
edly solicit status in this manner until either a non-busy response is received or
it is determined that the data link layer should return information regarding the
status of the information frames to higher layer for subsequent disposition.

2.3.5.2 Ns Sequence Error

The information field of all | frames received whose Ns does not equal the
current value of Vr will be discarded.

An Ns sequence error exception condition occurs in the receiver when an |
frame received contains an Ns which is not equal to the current value of Vr at
the receiver. The receiver does not acknowledge (increment its Vr) the | frame
causing the sequence error, or any | frame which may follow, until an | frame
with Ns equal to Vr is received.

A DCE or DTE which receives one or more valid | frames having sequence
errors or subsequent supervisory frames (RR, RNR and REJ) shall accept the
control information contained in the Nr field and the P’ or ‘F’ bit to perform link
control functions; e.g., to receive acknowledgement of previously transmitted |
frames and to cause the DCE or DTE to respond (‘P = 17).

The means specified in §§ 2.3.5.2(2) and 2.3.5.2(3) shall be available for initiating
the retransmission of lost or errored | frames following the occurrence of an Ns
sequence error condition.

1. Checkpoint Recovery

Checkpoint recovery shall be based on a checkpoint cycle. A check-
point cycle shall begin with the transmission of a command frame with
the P bit set to ‘1" and end either

e with the receipt of a response frame with ‘F = 1’, or
¢ when the reply time-out function (Timer T1) runs out.

When the station receives the supervisory response frame with the F bit
set to ‘1’, after having transmitted an |, RR, RNR or REJ command frame
with ‘P = 1, it shall initiate retransmission of all unacknowledged |
frames with sequence numbers less than the value of the send state
variable Vs at the time the command frame with ‘P = 1’ was trans-
mitted. (In the case where the supervisory frame received is a RNR
response, the station shall first wait for an indication of clearance of the
busy condition at the DCE/remote DTE before initiating possible
retransmission.) Retransmission shall start with the lowest numbered
unacknowledged | frame. | frames shall be retransmitted sequentially.
New | frames may be transmitted if they become available. Such
retransmission of | frames is known as checkpoint retransmission.

When the station detects the necessity for checkpoint retransmission,
the retransmission shall be started either before or concurrent with
transmission of the next command frame with ‘P = 1°.

Note: The DTE and the DCE/remote DTE may each initiate a check-
pointing cycle independently of the other by the transmission of a
command frame with ‘P = 1’. Therefore, since two independent check-
pointing cycles may be in process simultaneously, the station will not
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initiate checkpoint retransmission upon the receipt of a command frame
with ‘F = 1’, that is the response to a command frame with ‘P = 1,

To prevent duplicate retransmissions, checkpoint retransmission of a
specific | frame (same Nr in the same numbering cycle) shall be inhib-
ited for the current checkpoint cycle, if during the checkpoint cycle the
station has previously received and acted upon a REJ frame with ‘P = 0
or1,or ‘F = 0.

Checkpoint retransmission shall also be inhibited if, after sending a
command frame with ‘P = 1’, an acknowledgment for that frame is
received before the next checkpoint occurs.

2. REJ Recovery

The REJ frame is used by a receiving DCE or DTE to initiate a recovery
(retransmission) following detection of a sequence error. -

With respect to each direction of transmission on the data link, only one
“sent REJ” exception condition for a DCE or DTE, to a DTE or
DCE/remote DTE, is established at a time. A “sent REJ” exception con-
dition is cleared when the requested | frame is received.

A DCE or DTE receiving REJ initiates sequential (re-)transmission of |
frames starting with the | frame indicated by the Nr contained in the REJ
frame. The retransmitted frames may contain an Nr and a ‘P’ bit that
are updated from, and therefore different from, the ones contained in
the originally transmitted | frames.

3. Time-out Recovery

If, due to a transmission error, a station does not receive (or receives
and discards) a single | frame or the last | frame(s) in a sequence of |
frames, it will not detect an Ns sequence error condition and, therefore,
will not transmit a REJ frame. The DTE or DCE which transmitted the
unacknowledged | frame(s) shall, following the completion of a system
specified time-out period (see § 2.4.5.1 and 2.4.5.9 below), take appro-
priate recovery action to determine at which | frame retransmission
must begin. The retransmitted frame(s) may contain an Nr and a ‘P’ bit
that is updated from, and therefore different from, the ones contained in
the originally transmitted | frame(s).

IBM SNA X.25 DTEs use the lost reply protection mechanism, described
in § 2.4.3.1, after a system specified time-out period (see § 2.4.8.2), to
determine at which | frame to begin retransmission.

2.3.5.3 Invalid Frame Condition
Any frame received which is invalid will be discarded, and no action is taken as
the result of that frame. An invalid frame is defined as one which:

* is not properly bounded by two flags;

¢ in basic (modulo 8) operation, contains fewer than 32 bits between flags; in
extended {modulo 128) operation, contains fewer than 40 bits between flags
of frames that contain sequence numbers or 32 bits between flags of frames
that do not contain sequence numbers;

¢ contains a Frame Check Sequence (FCS) error; or,

e contains an address other than ‘A’ or ‘B’ (for single link operation) or other
than ‘C’ or ‘D’ (for multilink operation).

Chapter 2. Link Access Procedure Across the DTE/DCE Interface 2-19



S

For those DTEs and DCEs that are octet aligned, a detection of non-octet align-
ment may be made at the Data Link Layer by adding a frame validity check that
requires the number of bits between the opening flag and the closing flag,
excluding bits inserted for transparency, to be an integral number of octets in
length, or the frame is considered invalid.

Note:

IBM SNA X.25 DTEs may detect non-octet aligned frames (frames in
which the number of bits between the opening flag and the closing flag,
excluding bits inserted for transparency, is other than an integral
number of octets in length) and consider them invalid at the Data Link
layer.

2.3.5.4 Frame Rejection Condition
A frame rejection condition is established upon the receipt of an error-free
frame with one of the conditions listed in § 2.3.4.9 above.

At the local station (DCE or DTE), this frame rejection exception condition is
reported by an FRMR response for appropriate remote station action. Once a
station has established such an exception condition, no additional | frames are
accepted until the condition is reset by the remote station, except for examina-
tion of the ‘P’ bit. The FRMR response will be repeated at each opportunity, as
specified in § 2.4.7.3, until recovery is effected by the remote station, or until the
local station initiates its own recovery in case the remote station does not
respond.

2.3.5.5 Excessive ldie Channel State Condition on incoming Channel
Upon detection of an idle channel state condition (see § 2.2.12.2 above) on the
incoming channel, the DCE shall wait for a period of T3 (see § 2.4.8.3 below)
without taking any specific action, waiting for detection of a return to the active
channel state (i.e., detection of at least one flag sequence). After the period T3,
the DCE shall notify the higher-layer (e.g., the packet layer or the MLP) of the
excessive idle channel state condition, but shall not take any action that would
preclude the DTE from establishing the data link by normal data link set-up pro-
cedures.

Note:

Other actions to be taken by the DCE at the Data Link Layer upon expi-
ration of period T3 is a subject for further study by the CCITT.

2.4 Description of the LAPB Procedure

The actions, frame transmissions and state transitions that result from events
occurring in the various states of the X.25 DTE/DCE Data Link Layer interface as
perceived by IBM SNA X.25 (1988) DTEs are formalized in Appendix L, “LAPB
SLP Finite State Machines.”

2.41 LAPB Basic and Extended Modes of Operation
In accordance with the system choice made by the DTE at subscription time, the
DCE will either support modulo 8 (basic) operation or will support modulo 128
{extended) operation. Changing from basic operation to extended operation, or
vice versa, in the DCE requires subscription by the DTE for the desired service,
and is not supported dynamically.
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Table 5 indicates the command and response control field formats used with
the basic (modulo 8) service. The mode-setting command empioyed to initialize
(set-up) or reset the basic mode

Table 6 indicates the command and response control field formats used with
the extended {modulo 128) service. The mode-setting command employed to
initialize (set-up) or reset the extended mode is the SABME command.

2.4.2 LAPB Procedure for Addressing

The address field identifies a frame as either a command or a response. A
command frame contains the address of the DCE or DTE to which the command
is being sent. A response frame contains the address of the DCE or DTE
sending the frame.

In order to allow differentiation between single link operation and the optional
multilink operation for diagnostic and/or maintenance reasons, different
address pair encodings are assigned to data links operating with the multilink
procedure compared to data links operating with the single link procedure.

Frames containing commands transferred from the DCE to the DTE will contain
the address ‘A’ for single link operation and address ‘C’ for multilink operation.

Frames containing respohses transferred from the DCE to the DTE will contain
the address ‘B’ for single link operation and address ‘D’ for multilink operation.

Frames containing commands transferred from the DTE to the DCE will contain
the address ‘B’ for single link operation and address ‘D’ for multilink operation.

Frames containing responses transferred from the DTE to the DCE will contain
the address ‘A’ for single link operation and address ‘C’ for multilink operation.

These addresses are coded as follows:

Address 87654321

Single Link Operation Al 00000011
'B! 00000001
Multilink Operation 'c! 060001111
D! 060000111

Note:

The DCE or DTE will discard all frames received with an address
other than ‘A’ or ‘B’ {single link operation), or ‘C’ or ‘D’ {(multilink
operation).

Note:

For DTE/DTE use (point-to-point non-switched applications), the
assignment of A/B (single link operation) or C/D (multilink opera-
tion) addresses shall be made prior to initialization and should be
capable of being fixed at system generation time.

The mechanism for ascertaining DTE address allocation in the
case of point-to-point switched applications for both DTE/DCE
cases and DTE/DTE cases is a subject for further study.
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2.4.3 LAPB Procedure for Use of the P/F Bit
The DCE or DTE receiving an SABM/SABME, DISC, supervisory command
or | frame with ‘P = 1’ will set ‘F = 1’ in the next response frame it trans-
mits.

The response frame returned by the DCE or DTE to an SABM/SABME or
DISC command with ‘P = 1’ will be a UA or DM with ‘F = 1°. The
response frame returned by the DCE or DTE to an | frame with ‘P = 1°,
received during the information transfer phase, will be an RR, REJ, RNR
or FRMR response with ‘F = 1'. The response frame returned by the DCE
or DTE to supervisory command with ‘P=1’, received during the informa-
tion transfer phase, will be an RR, REJ, RNR or FRMR response with ‘F =
1’. The response frame returned by the DCE or DTE to an | frame or a
supervisory command with ‘P = 1°, received during the disconnected
phase, will be an DM response with ‘F = 1°.

The ‘P’ bit shall be used by the DCE or DTE in conjunction with the timer
recovery condition (see § 2.4.5.9 below).

The response frame returned by IBM SNA X.25 1988 DTEs to:

- SABM/SABME or DISC command frame received with ‘P = 1’ will be
a UA or DM response with ‘F = 17;

- | frames received, in the information transfer phase, with ‘P = 1’ will
be an RR, REJ, RNR or FRMR frame with ‘F = 17;

- supervisory command frames received, in the information transfer
phase, with ‘P = 1’ will be an RR, REJ, RNR or FRMR frame with ‘F =
1’; or,

- | frame or supervisory frame received, during the disconnected
phase, with ‘P = 1’ will be a DM frame with ‘F = 1°.

The ‘P’ bit is also used by the IBM SNA X.25_1988 DTEs in conjunction with
timer recovery conditions as described in § 2.4.5.9.

Note:

Other uses of the ‘P’ bit by the DCE is a subject for further study \
by the CCITT.

2.4.31 Lost Reply Protection
Transmitting stations provide a time-out function to protect against dead-lock
conditions caused by the loss of responses from the remote station due to
transmission errors. A timer T1 (or Tp for DTEs) may be started upon trans-
mission of I-frames or supervisory command frames, or both, during the infor-
mation transfer phase. Timer T1 {(and Tp for DTESs) is also used during link
set-up and disconnection as described in §§ 2.4.4.1 and 2.4.4.3, respectively.

If timer T1 (or Tp for DTEs) expires prior to receipt of an appropriate response
frame from the remote station, recovery action is initiated by the local station.
Transmitting stations transmit an appropriate supervisory command frame or

retransmit the appropriate I-frame with ‘P = 1’ and restart timer T1 (or Tp for P
DTEs). After timer T1 expires N2 times, appropriate recovery action is initiated
by the DCE.

2-22  Architecture Reference



L7 7 R T R 7 R 7 I ]

“ »n o un u un wm

Upon expiration of timer Tp prior to receipt of an appropriate response with ‘F
= 1’, IBM SNA X.25 DTEs perform the retransmission procedure described in §
2.4.8.1 before declaring the data link (station) to be inoperative and reporting
the condition to a higher layer.

2.4.4 LAPB Procedure for Data Link Set-Up and Disconnection

2.4.41 Data Link set-up

The DCE or DTE will indicate that it is able to set-up the data link by transmit-
ting contiguous flags (active channel state).

Either the DTE or the DCE/remote DTE may initiate data link set-up. Prior to
initiation of data link set-up, either the DTE or the DCE/remote DTE may initiate
data link disconnection (see § 2.4.4.3) for the purpose of insuring that the DTE
and the DCE/remote DTE are in the same phase (phase synchronization). The
DCE or DTE may also transmit an unsolicited DM response to request the DTE
or DCE/remote DTE to initiate data link set-up.

IBM SNA X.25 DTEs should always take the initiative in the data link layer
initialization procedure by sending SABM/SABME with ‘P = 1’. The DTE shall
initiate data link set-up by transmitting an SABM/SABME command to the DCE
and starting timer T1 in order to determine when too much time has elapsed
waiting for a reply (see § 2.4.8.1 below). If, upon correct receipt of the
SABM/SABME command, the DCE determines that it can enter the information
transfer phase, it will return a UA response to the DTE, will reset its send and
receive state variables Vs and Vi o zero, and will consider that the data iink is
set-up. If, upon correct receipt of the SABM/SABME command, the DCE deter-
mines that it cannot enter the information transfer phase, it will return a DM
response to the DTE as a denial to the data link set-up initialization and con-
sider that the data link is not set-up. In order to avoid. misinterpretation of the
DM response received, the DTE shall always send SABM/SABME with ‘P = 1’
Otherwise, it is not possible to differentiate a DM response intended as a denial
to data link set-up from a DM response that is issued in a separate unsolicited
sense as a request for a mode-setting command (as described in § £.4.4.4.2).

The DCE/remote DTE will initiate data link set-up by transmitting an
SABM/SABME command to the DTE and starting its Timer T1 in order to deter-
mine when too much time has elapsed waiting for a reply (see § 2.4.8.1 below).
If on receiving correctly the SABM/SAMBE command, the DTE can enter the
information transfer phase, it shall return a UA response, set its send and
receive state variables, Vs and Vr, to ‘0’, and consider the link set-up. If, on
receiving correctly the SABM/SABME command, the DTE cannot enter the infor-
mation transfer phase, it shall return a DM response as a denial to the link
set-up initialization and consider the link not set up. Upon reception of a UA
response from the DTE, the DCE will reset its send and receive state variables
Vs and Vr to zero, will stop its Timer T1, and will consider that the data link is
set-up. Upon reception of a DM response from the DTE as a denial to the data
link set-up initialization, the DCE will stop its Timer T1 and will consider that the
data link is not set-up.

The DCE or DTE, having sent the SABM/SABME command, will ignore and
discard any frames except an SABM/SABME or DISC command, or a UA or DM
response received from the DTE or DCE/remote DTE. The receipt of an
SABM/SABME or DISC command from the DTE or DCE/remote DTE will result
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in a collision situation that is resolved per § 2.4.4.5 below. Frames other than
the UA or DM responses sent in response to a received SABM/SABME
command will be sent only after the data link is set-up and if no outstanding
SABM/SABME command exists.

After the DCE or DTE sends the SABM/SABME command, if a UA or DM
response is not received correctly, Timer T1 will run out. The DCE or DTE will
then resend the SABM/SABME command and will restart Timer T1. After trans-
mission of the SABM/SABME command N2 times, appropriate higher layer
recovery action will be initiated. The value of N2 is defined in § 2.4.8.4 below.

Upon expiration of Timer Tp prior to receipt of an appropriate response with ‘F
= 1’, IBM SNA X.25 DTEs perform the retransmission procedure described in §
2.4.8.1 before declaring the data link (station) to be inoperative and reporting
the condition to a higher layer.

2.4.4.2 Information Transfer Phase
After having transmitted a UA response to the SABM/SABME command or
having received a UA response to a transmitted SABM/SABME command, the
DCE or DTE will accept and transmit | and supervisory frames according to the
procedures described in § 2.4.5 below.

During the information transfer phase, whenever there has been no activity on
the data link for a period of time T4, it is strongly recommended that the DTE
transmit an appropriate supervisory command frame with ‘P = 1’ to query the
status of the DCE/remote DTE. Receipt of a response with ‘F = 1’ will indicate
both the existence of a working physical link and the logical status of the
responding DCE/remote DTE.

Upon receipt of an SABM/SABME command, a UA response or a DM response
with ‘F = 0’, while in the information transfer phase, DTEs will inform the higher
layer and conform to the resetting procedure described in § 2.4.7.2.

When receiving an SABM/SABME command while in the information transfer
phase, DCEs will conform to the data link resetting procedure described in §
2.4.7.3 below.

2.4.4.3 Data Link Disconnection \
IBM SNA X.25 DTEs shall initiate a disconnection of the data link by transmitting
a DISC command with ‘P = 1’ to the DCE and starting timer Tp (see 2.4.8.1).
Upon receipt of a UA or a DM response with ‘F = 1’ from the DCE/remote DTE
IBM SNA X.25 DTEs stop timer Tp. On correctly receiving a DISC command in
the information transfer phase, the DCE will send a UA response and enter the
disconnected phase. On correctly receiving a DISC command in the discon-
nected phase, the DCE will send a DM response and remain in the discon-
nected phase. In order to avoid misinterpretation of the DM response received,
IBM SNA X.25 DTEs always send the DISC command with ‘P = 1’. Otherwise, it
is not possible to differentiate a DM response intended to indicate that the DCE
is already in the disconnected phase from a DM response that is issued in a
separate unsolicited sense as a request for a mode-setting command (as
described in § 2.4.4.4.2).

N

Upon expiration of timer Tp prior to receipt of a UA or DM response with ‘F =
1’, IBM SNA X.25 DTEs perform the retransmission procedure described in §
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2.4.8.1 before declaring the data link (station) to he inoperative and reporting
the condition to a higher layer.

The DCE/remote DTE will initiate a disconnect of the data link by transmitting a
DISC command to the DTE and starting timer T1 (see § 2.4.8.1 below). Upon
reception of a UA response from the DTE, the DCE will stop its timer T1 and will
enter the disconnected phase. Upon reception of a DM response from the DTE
as an indication that the DTE was already in the disconnected phase, the DCE
will stop its Timer T1 and will enter the disconnected phase.

The DCE or DTE, having sent the DISC command, will ignore and discard any
frames except an SABM/SABME or DISC command, or a UA or DM response
received from the DTE or DCE. The receipt of an SABM/SABME or DISC
command will result in a collision situation that is resolved per § 2.4.4.5 below.

After the DCE sends the DISC command, if a UA or DM response is not
received correctly, Timer T1 will run out in the DCE. The DCE will then resend
the DISC command and will restart Timer T1. After transmission of the DISC
command N2 times by the DCE, appropriate higher layer recovery action will be
initiated. The value of N2 is defined in § 2.4.8.4 below.

2.4.4.4 Disconnected Phase
1. A station having received a DISC command and returned a UA
response, or having received a UA response to a transmitted DISC
command, is in disconnected phase.

Stations, in the disconnecied phase, may iniiiaie daia iink sei-up.
While in the disconnected phase, stations react to the receipt of
SABM/SABME commands as described in § 2.4.4.1 above and
transmit a DM response to a received DISC command. Upon
receipt of any other command (defined, or undefined or not imple-
mented) with ‘P = 1" while in disconnected phase, the receiving
station will transmit a DM response with ‘F = 1’. Other frames
received while in the disconnected phase will be ignored by the
receiving station.

2. When a station enters the disconnected phase after detecting
error conditions as listed in § 2.4.6 below, or after an internal mal-
function, it may indicate this by sending a DM response rather
than a DISC command. In these cases, the station will transmit
DM with ‘F = 0’ and start Timer T1 (see § 2.4.8.1 below).

If Timer T1 runs out before the reception of an SABM/SABME or
DISC command from the DTE, the station will retransmit the DM
response and restart Timer T1. After transmission of the DM
response N2 times, the station will remain in disconnected phase
and initiate appropriate recovery actions. The value of N2 is
defined in § 2.4.8.4 below.

Alternatively, after an internal malfunction, the DTE may either initiate a data
link resetting procedure (see § 2.4.7 below) or disconnect the data link (see §
2.4.4.3 above) prior to initiating a data link set-up procedure (see § 2.4.4.1
above).
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2.4.4.5 Collision of Unnumbered Commands
Collision situations are resolved in the following way:

e |f the sent and received unnumbered commands are the same,
both stations send a UA response at the earliest possible opportu-
nity and then enter the indicated phase either:

1. after receiving the UA response;
2. after sending the UA response; or,

3. after timing out waiting for a UA response, having sent a UA
response.

In the case of b) above, the station will accept a subsequent UA
response to the mode-setting command it issued without causing
a subsequent exception condition (unsolicited UA) if received
within the time-out interval.

< |f the sent and received unnumbered commands are different, both
stations enter the disconnected phase and transmit a DM
response at the earliest possible opportunity.

2.4.4.6 Collision of DM Response with SABM/SABME or DISC Command
When a DM response is issued by the DCE/remote DTE or DTE as an unsolic-
ited response to request the DTE or DCE/remote DTE, respectively, to issue a
mode-setting command, as described in § 2.4.4.4, a collision between the
SABM/SABME or DISC command and the unsolicited DM response may occur.
In order to avoid misinterpretation of the DM response received, IBM SNA X.25
DTEs always transmit SABM/SABME and DISC commands with ‘P = 1°.

2.4.4.7 Collision of DM Responses
A contention situation may occur when both the DCE/remote DTE and the DTE
issue a DM response to request a mode-setting command. In this case, the
DTE will issue an SABM/SABME command to resolve the contention situation.

2.4.5 LAPB Procedures for Information Transfer
The procedures which apply to the transmission of | frames in each direction of
transmission during the information transfer phase are described in “Sending |
Frames” through “Waiting for Acknowledgement” on page 2-30.

In the following text, “number one higher” is in reference to a continuously
repeated sequence series, i.e., ‘7’ is one higher than ‘6’ and ‘0’ is one higher
than ‘7’ for modulo 8 series, ‘127’ is one higher than 126 and ‘0’ is one higher
than 127’ for modulo 128 series.

2.4.51 Sending | Frames
When a station has an | frame to transmit (i.e., an | frame not already trans-
mitted, or having to be retransmitted as described in § 2.4.5.6 below), it will
transmit it with an Ns equal to its current value of Vs and an Nr equal to its
current value of Vr. At the end of transmission of the | frame, the station incre-
ments Vs by one (1).

DCEs start timer T1 if it is not running at the instant of transmission of an
I-frame.
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IBM SNA X.25 DTEs start timer Tp upon completion of transmission of I-frames
if it is not already running. IBM SNA X.25 DTEs always send I-frames with P=0.

If the value of Vs is equal to the last value of Nr received plus ‘k’ (where 'k’ is

the maximum number of outstanding I-frames permitted - see § 2.4.8.6 below),

the station will not transmit any new | frame(s), but may retransmit | frames as
described in §§ 2.4.5.6 or 2.4.5.9 below.

In order to insure security of information transfer, the DTE shall not transfer any
| frame if its Vs is equal the last value of Nr it has received from the
DCE/remote DTE plus 7 in basic (modulo 8) operation or 127 in extended
(modulo 128) operation.

When a station is in the busy condition, it may continue to transmit | frames,
provided the remote station is not busy. When a station is in the frame
rejection condition, it will stop transmitting | frames.

2.4.5.2 Receiving an | Frame
e When a station is not in a busy condition and receives a valid |
frame whose send sequence number Ns is equal to its receive
state variable Vr, the station will accept the information field of
this frame, increment by one (1) its receive state variable Vr, and
act as follows:

— ii the station is still not in a busy condition:

1. If an | frame is available for transmission by the
station, it may act as in § 2.4.5.1 above and
acknowledge the received | frame by setting Nr
in the control field of the next transmitted |
frame to the current value of its receive state
variable Vr. Alternatively, the station may
acknowledge the received | frame by transmit-
ting an RR frame with the Nr equal to the
current value of Vr.

2. If no | frame is available for transmission by the
station, it will transmit an RR frame with Nr
equal to the current value of Vr.

— If the station is now in a busy condition, it will transmit an RNR
frame with Nr equal to the value of Vr (see § 2.4.5.8).

* When the station is in a busy condition, it may ignore the informa-
tion field contained in any received | frame(s).

Note:
IBM SNA X.25 DTEs treat I-frames received with zero length infor-

mation fields the same as any other I-frame at the data link layer.

2.4.5.3 Reception of Invalid Frames
When a station receives an invalid frame (see § 2.3.5.3), this frame will be dis-
carded.
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2.4.5.4 Reception of Out-of-Sequence | Frames
When a station receives a valid | frame whose send sequence number Ns is
incorrect, i.e., not equal to the current value of Vr, it will discard the information
field of the | frame and transmit a REJ frame with an Nr one higher than the Ns
of the last correctly received | frame. The REJ frame will be a command frame
with ‘P = 1’ if an acknowledged transfer of the retransmission request is
required; otherwise the REJ frame may be either a command or a response
frame. The station will then discard the information field of all | frames
received until the expected | frame is correctly received. When receiving the
expected | frame, the station will then acknowledge the | frame as described in
§ 2.4.5.2 above. The station will use the Nr and ‘P’ bit information in the dis-
carded | frames as described in § 2.3.5.2 above.

2.4.5.5 Receiving Acknowledgement

When correctly receiving an | frame or a supervisory frame (RR, RNR or REJ),
even in the busy condition, a station will consider the Nr contained in this frame
as an acknowledgment for all | frames it has transmitted with an Ns up to and
including the received ‘Nr-1". The DCE or DTE will stop Timer T1 or Tp when it
correctly receives an | frame or a supervisory frame with the Nr higher than the
last received Nr (actually acknowledging some | frame(s), or an REJ frame with
an Nr equal to the last received Nr.

If Timer T1 or Tp has been stopped by the receipt of an I, RR or RNR frame, and
if there are outstanding | frames still unacknowledged, the station will restart
Timer T1 or Tp. If Timer T1 or Tp then runs out, the station will follow the
recovery procedure (see § 2.4.5.9 below) with respect to the unacknowledged |
frame(s). If Timer T1 or Tp has been stopped by the receipt of an REJ frame,
the station will follow the retransmission procedures in § 2.4.5.6 below.

2.4.5.6 Receiving a REJ Frame
When receiving an REJ frame, a station will set its send state variable Vs equal
to the Nr of the received REJ control field. It will then transmit the corre-
sponding | frame as soon as it is available or retransmit it in accordance with
the procedures described in § 2.4.5.1 above. (Re)transmission will conform to
the following procedures:

* if a station is transmitting a supervisory command or response
when it receives the REJ frame, it will complete that transmission
before commencing transmission of the requested | frame;

» if a station is transmitting an unnumbered command or response
when it receives the REJ frame, it will ignore the request for
retransmission;

» if a station is transmitting an | frame when it receives the REJ
frame, it may abort the | frame transmission and commence
transmission of the requested |-frame immediately after abortion;

 if a station is not transmitting any frame when the REJ frame is
received, it will commence transmission of the requested | frame
immediately.

In all cases, if other unacknowledged | frames had already been transmitted fol-

lowing the one indicated in the REJ frame, then those | frames will be retrans-
mitted by the station following retransmission of the requested | frame. Other |
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frames not yet transmitted may be transmitted following the retransmitted |
frame(s).

If the REJ frame was received as a command with ‘P = 1’, the station will
transmit an RR, RNR or REJ response with ‘F = 1’ before transmitting or
retransmitting the corresponding | frame.

2.4.5.7 Receiving an RNR Frame

" Receiving an RNR at the DTE

After receiving an RNR frame, the DTE will stop transmission or
retransmission of | frames until an RR or REJ frame is received, or until
Timer Tp runs out, see § 2.3.5.1.

* Receiving an RNR at the DCE

After receiving an RNR frame whose Nr acknowledges all frames previ-
ously transmitted, the DCE will stop Timer T1 and may then transmit an |
frame, with the P bit set to 0, whose send sequence number is equal to
the Nr indicated in the RNR frame, restarting Timer T1 as it does. After
receiving an RNR frame whose Nr indicates a previously transmitted
frame, the DCE will not transmit or retransmit any | frame, Timer T1 being
already running.

In either case (DTE or DCE), if the Timer (T1 for DCEs or Tn for DTEs) runs out
before receipt of a busy clearance indication, the station (DTE or DCE} will
follow the procedures described in § 2.4.5.9. In any case, the station will not
transmit any other | frames before receiving an RR or REJ frame or before the
completion of a data link resetting procedure.

Alternatively, or if no I-frames are pending transmission, after receiving an RNR
frame, the station may wait for a period of time (e.g., the length of Timer T1 for
DCEs or Tn for DTEs) and then transmit a supervisory command frame (RR,
RNR or REJ) with ‘P = 1’ and start Timer T1 (DCEs) or Tp (DTEs), in order to
determine if there is any change in the receive status of the remote station. The
remote station shall respond to the ‘P = 1’ with a supervisory response frame
(RR, RNR or REJ) with ‘F = 1’ indicating either continuance of the busy condi-
tion (RNR) or clearance of the busy condition (RR or REJ). Upon receipt of the
response, Timer T1 is stopped.

e If the response is the RR or REJ response, the busy condition is
cleared and the station may transmit | frames beginning with the |
frame identified by the Nr in the received response frame.

¢ |f the response is the RNR response, the busy condition still exists,
and the station will, after a period of time (e.g., the length of Timer
T1), repeat the enquiry of the remote station receive status.

If Timer T1 runs out before the status response is received, the enquiry process
above is repeated. If N2 attempts to get a status response fail (i.e., Timer T1
runs out N2 times), the DTE will initiate a data link resetting procedure as
described in § 2.4.7.2. Under the same conditions, the DCE will initiate a data
link resetting procedure as described in § 2.4.7.2 or will transmit a DM response
to ask the DTE to initiate a data link set-up procedure as described in § 2.4.4.1
and enter the disconnected phase. The value of N2 is defined in § 2.4.8.4
below.
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If, at any time during the enquiry process, an unsolicited RR or REJ frame is
received, it will be considered to be an indication of clearance of the busy con-
dition. Should the unsolicited RR or REJ frame be a command with ‘P = 1, the
appropriate response frame with ‘F = 1’ must be transmitted before the station
may resume transmission of | frames. If Timer T1 is running, the station will
wait for the non-busy response with ‘F = 1’ or will wait for Timer T1 to run out
and then may either:

e reinitiate the enquiry process in order to realize a successful P/F
bit exchange (this option is not allowed in ISO 7776); or,

e may resume transmission of | frames beginning with the | frame
identified by the Nr in the received RR or REJ frame.

2.4.5.8 Station Busy Condition
When a station enters a busy condition, it will transmit an RNR frame at the
earliest opportunity. The RNR frame will be a command frame with ‘P = 1’ if
an acknowledged transfer of the busy condition indication is required; otherwise
the RNR may be either a command or a response frame. While in the busy
condition, the station will accept and process S frames, will accept and process
the contents of the Nr fields of | frames, and will return an RNR response with
‘F = 1’ if it receives a supervisory command or an | command frame with ‘P =
1’. To clear the busy condition, the station will transmit either an REJ frame or
an RR frame, with Nr set to the current value of Vr, depending on whether or
not it discarded the information field of correctly received | frame(s).

The REJ frame or the RR frame will be a command frame with ‘P = 1’ if an
acknowledged transfer of the busy-to-non-busy transition is required; otherwise
the REJ frame or the RR frame may be either a command or a response frame.

2.4.5.9 Waiting for Acknowledgement
The station maintains an internal retransmission count variable (Y) which is set
to ‘0’ when the station sends a UA response, when the station receives a UA or
RNR command or response, or when the station correctly receives an | frame
or supervisory frame with the Nr higher than the last received Nr (actually
acknowledging some | frame(s)).

If Timer T1 {or Tp for DTEs) runs out waiting for the acknowledgment for an |
frame transmitted, the station will enter the timer recovery condition, add one
to the internal transmission attempt variable Y’ and set an internal variable ‘X’
to the current value of Vs. The DCE will then restart timer T1, set Vs equal to
the last value of Nr received and retransmit the corresponding I-frame with ‘P
= 1’ or transmit an appropriate supervisory command frame (RR, RNR or REJ)
with ‘P = 1°. IBM SNA X.25 DTEs restart Timer Tp, set Vs equal to the last
value of Nr received and transmit an appropriate supervisory command frame
(RR, RNR or REJ) with ‘P = 1. To be in compliance with ISO 7776, DTEs must
transmit an appropriate supervisory command with ‘P = 1°, not retransmit the
corresponding I-frame.

The timer recovery condition is cleared when the station receives a valid super-
visoiy frame with ‘F = 1’

If, while in the timer recovery condition, the station correctiy receives a supervi-

sory frame with ‘F = 1’ and with the Nr within the range from its current Vs to
‘X’ included, it will clear the timer recovery condition (including stopping Timer
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T1 or Tp) and set Vs equal to the value of the received Nr, and may then
resume with | frame transmission or retransmission as appropriate.

If, while in the timer recovery condition, the station correctly receives a supervi-
sory response frame ‘F = 0’ or an | frame with the ‘P/F’ bit set to ‘0’ or ‘1" and
with a valid Nr (see § 2.3.4.9), it will not clear the timer recovery condition. The
value of the received Nr may be used to update Vs.

If the received supervisory frame with the ‘P/F’ bit set to ‘0’ is an REJ frame
with a valid Nr, the DCE may either immediately initiate (re)transmission from
the value of the send state variable Vs, or it may ignore the request for
retransmission and wait until the supervisory frame with ‘F = 1’ is received
before initiating (re)transmission of frames from the value identified in the Nr
field of the supervisory frame with ‘F = 1’. In the case of immediate
retransmission, in order to prevent duplicate retransmissions following clear-
ance of the timer recovery condition,-the DCE shall inhibit the retransmission of
a specific | frame (same Nr) in the same numbering cycle if the DCE has
retransmitted that | frame as the result of a received REJ frame with the ‘P/F’
bit set to ‘0’

If, while in the timer recovery condition, the DCE receives a REJ command with
‘P = 1°, the DCE will respond immediately with an appropriate supervisory
response with ‘F = 1’. The DCE may then use the value of the Nr in the REJ
command to update Vs, and may either immediately begin (re)transmission
from the value of Nr indicated in the REJ frame or ignore the request for
retransmission and wait until the supervisory frame with ‘F = 1’ is received
before initiating (re)transmission of | frames from the value indicated in the Nr
field of the supervisory frame with ‘F = 1’

In the DCE: If Timer T1 runs out in the timer recovery condition, and no l or S
frame with ‘F = 0’ and with a valid Nr has been received, or no REJ command
with ‘P = 1’ and with a valid Nr has been received, the DCE will add one to its
transmission attempt variable, restart Timer T1, and either retransmit the |
frame with ‘P = 1’ or transmit an appropriate supervisory command with ‘P =
1.

In the DTE (according to ISO 7776): If Timer Tp runs out before a supervisory
response frame with ‘F = 1’ is received, the DTE will retransmit an appropriate
supervisory command frame (RR, RNR or REJ) with ‘P = 1°.

If the transmission attempt variable (Y) is equal to N2 (or Np for DTEs), the
station will initiate a data link resetting procedure as described in § 2.4.7.2 or
the DCE will transmit a DM response to ask the DTE to initiate a data link set-up
procedure as described in § 2.4.4.1 above and enter the disconnected phase.
N2 (and Np for DTEs) are system parameters (see § 2.4.8.4).

Note:

Although the DCE may implement the internal variable ‘X’, other
mechanisms exist that achieve identical functions.
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IBM SNA X.25 DTEs maintain separate retry counts for Information and Supervi-
sory frames:

1. a ‘transmission count’ variable - which is:

 initialized upon completion of the data link set-up procedure and
upon receipt of an Nr acknowledging some I-frame(s): and

* incremented up to N2 times upon successive expirations of Reply
Timer, Tp, while in the OPENED state, and

2. a ‘poll count’ variable - which is:

* initialized upon expiration of Reply Timer, Tp, while in the OPENED
state; and

* incremented up to N2 times upon successive expirations of Reply
Timer, Tp, while in the CHECKPOINTING state.

In the event that either the ‘transmissicn count’ or the ‘poll count’ variable
exceeds the retry limit, N2, IBM SNA X.25 DTEs report the access data link
failure to a higher layer.

2.4.6 LAPB Conditions for Data Link Resetting or Re-Initialization

2.4.61 Sending Frame Reject

When a station (DTE or DCE) receives, during the information transfer phase, a
frame which is not invalid (see § 2.3.5.3) with one of the conditions listed in §
2.3.4.9 above, it will request the remote station (DCE or DTE) to initiate a data
link resetting procedure by transmitting a FRMR response as described in §
2.4.7.3. (A DTE will also report the error condition to a higher layer.)

s 2.4.6.2 Receiving Frame Reject

-+
+

-+

-+

-+
+

When a station receives, during the information transfer phase, an FRMR
response, it will initiate the data link resetting procedure as described in §
2.47.2. (A DTE will also report the error condition to a higher layer.)

2.4.6.3 Unsolicited UA or ‘F = 1’

When a station receives, during the information iransfer phase, a UA response,
or an unsolicited response with ‘F = 1°, it will initiate the data link resetting
procedure as described in § 2.4.7.2. (A DTE will also report the error condition
to a higher layer.)

2.4.6.4 Unsolicited DM

When a station receives, during the information transfer phase, a DM response,
it will initiate the data link set-up (initialization) procedure as described in §
2.4.41. (A DTE will also report the error condition to a higher layer.)

2.4.7 LAPB Procedure for Data Link Resetting

2.4.71 Definition

The data link resetting procedure, which is used o initialize both directions of
information transfer according to the procedure described below, applies only
during information transfer phase.

Either the DTE or the DCE/remote DTE may initiate the data link resetting proce-
dure. The data link resetting procedure indicates a clearance of any existing
DCE and/or DTE busy condition.

2-32  Architecture Reference



s 2.4.7.2 Link reset

The station (DTE or DCE/remote DTE) shall initiate a data link resetting by
transmitting an SABM/SABME command to the remote station (DCE/remote
DTE or DTE respectively) and starting its Timer T1. If, upon correct receipt of
the SABM/SABME command, the remote station (DCE/remote DTE or DTE)
determines that it can continue in the information transfer phase, it will return a
UA response, reset its send and receive state variables, Vs and Vr, to ‘0’, and
remain in the information transfer phase. If, upon correct receipt of the
SABM/SABME command, the remote station determines that it cannot remain
in the information transfer phase, it will return a DM response denying the
resetting request and enter the disconnected phase.

Upon reception of a UA response, the station will reset its send and receive
state variables Vs and Vr to ‘0’, stop its Timer T1, and remain in the information
transfer phase. Upon reception of a DM response, denying the data link reset-
ting request, the station will stop its Timer T1 and enter the disconnected
phase.

The station, having sent an SABM/SABME command, will ignore and discard
any frames received from the remote station except an SABM/SABME or DISC
command, or a UA or DM response. The receipt of an SABM/SABME or DISC
command from the remote station will result in a collision situation that is
resolved per § 2.4.4.5 above. Frames, other than a UA or DM response sent in
response to a received SABM/SABME or DISC command, will be sent only after
the data link is reset and if no outstanding SABM/SABME command exists.

After the station sends the SABM/SABME command, if a UA or DM response is
not received correctly, Timer T1 will run out in the sending station. The station
will then resend the SABM/SABME command and will restart Timer T1. After
N2 attempts to reset the data link, the station will initiate appropriate higher
layer recovery action and will enter the disconnected phase. The value of N2 is
defined in § 2.4.8.4 below.

s 2.4.7.3 Request for Link Reset

>
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A station (DCE or DTE) may ask the remote station tc reset the data link by
transmitiing an FRMR response (see § 2.4.6.1 above). After transmitting an
FRMR response, the station will enter the frame rejection condition.

The frame rejection condition is cleared when the station receives an
SABM/SABME command, a DISC command, a FRMR response, or a DM
response; or transmits an SABM/SABME command, a DISC command, or a DM
response. Other commands received while in the frame rejection condition will
cause the station to retransmit the FRMR response with the same information
field as originally transmitted.

The station will start Timer T1 on transmission of the FRMR response. If Timer
T1 runs out before the frame rejection condition is cleared, the station shall
retransmit the FRMR response, and restart T1. If timer T1 is not started, or
after N2 attempts (timeouts) to get the remote station to reset the data link, the
station will reset the data link itself as described in § 2.4.7.2 above. The value
of N2 is defined in § 2.4.8.4 below.

In the frame rejection condition, | frames and supervisory frames will not be

transmitted by the station. Also, received | frames and supervisory frames will
be discarded by the station except for the observance of a ‘P = 1. When an
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additional FRMR response must be transmitted by the station as a result of the
receipt of a ‘P = 1’ while Timer T1 is running, Timer T1 will continue to run.
Upon receipt of an FRMR response (even during a frame rejection condition),
the station will initiate a resetting procedure by transmitting an SABM/SABME
command as described in § 2.4.7.2 above, or will transmit a DM response to ask
the remote station to initiate the data link set-up procedure as described in §
2.4.4.1 and enter the disconnected phase.

2.4.8 List of LAPB System Parameters

The DCE and DTE system parameters are as follows:

2.4.8.1 Time-Outs and Time-Limits
IBM SNA X.25 DTE timers are referenced using the terms:

start timer - meaning causing the timer to be switched on and begin
counting down to zero from the time parameter value; and

reset timer - meaning causing the timer to be stopped immediately and
switched off.
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o DTE Timer, Tp (DCE Timer, T1)

DTE Reply Timer, Tp, is used to prevent dead-lock conditions and
to detect transmission errors due to faulty data link channel opera-
tion. The value of the DTE Reply Timer Tp system parameter may
be different than the value of the DCE/remote DTE Timer T1

system parameter. These values shall be made known to both the
DTE and the DCE/remote DTE and agreed to for a period of time
by both the DTE and the DCE/remote DTE.

The period of Timer Tp, at the end of which retransmission of a
frame may be initiated (see §§ 2.4.4 and 2.4.5 above), shall take
into account whether Tp is started at the beginning or at the end
of frame transmission.

The proper operation of the procedure requires that the transmit-
ter’s (DCE/remote DTE or DTE) Timer T1 or Tp be greater than the
maximum time between transmission of a frame (SABM/SABME,
DISC, | or supervisory command or DM or FRMR response) and
the reception of the corresponding frame returned as an answer to
that frame (UA, DM or acknowledging frame'. Therefore, the
receiver (DCE/remote DTE or DTE) should not delay the response
or acknowledging frame returned to one of the above frames by
more than a value T2, where T2 is a system parameter.

The DCE will not delay response or acknowledging frames
returned to one of the above DTE frames by more than T2.

DTE Time-Out Function, (Ft)

The duration of the time-out function (Ft) is:

Ft = (TpeNp+Td)eNd
where:

The duration of DTE Reply Timer, Tp, is a function of the
time allowed by DTEs between the transmission of
command frames and receipt of the corresponding
acknowledging frame.



Upon expiration of Reply Timer Tp, DTEs retransmit the
command with ‘P = 1’ and restart Reply Timer Tp.

Np =1’ is the maximum number of transmissions and
retransmissions of a frame following the expiration of
Reply Time, Tp.

The duration of Delay Timer, Td, is typically many times
greater than the duration of Reply Timer, Tp, and is the
time to be delayed between consecutive repetitions of
TpeNp.

Nd > ‘1" is the maximum number of repetitions of
TpeNp +Td to be performed before declaring the data link
station to be inoperative.

Although the duration of Delay Timer, Td, may be defined as zero,
experience has shown that when Td="0" and Nd='1" are used,
links are often declared inoperative prematurely, causing unneces-
sary session outages and user dissatisfaction.

It is, therefore, highly recommended that Tp, Np, Td and Nd have
default values that can be overridden by customers as experience
indicates.

IBM SNA X.25 DTEs start Reply Timer, Tp, upon completion of
transmission of | frames and supervisory command frames.

2.4.8.2 Response Timer, T2

The value of the DTE parameter T2 may be different than the value of the
DCE/remote DTE parameter T2. These values shall be made known to both the
DTE and the DCE/remote DTE, and agreed to for a period of time by both the
DTE and the DCE/remote DTE.

The period of parameter T2 is the amount of time available at the DCE/remote
DTE or DTE before transmission of the acknowledging frame must be initiated in
order to ensure its receipt by the DTE or DCE/remote DTE, respectively, prior to
Timer T1 or Tp running out at the DTE or DCE/remote DTE. T2 is less than T1.

To insure that responses to received frames are transmitted within the required
time limit, IBM SNA X.25 DTEs may use Response Timer T2 when immediate
transmission of a required response is not deemed desirable.

Note:

The period of parameter T2 shall take into account the following timing
factors:

the transmission time of the acknowledging frame,

the propagation time over the access data link,

the stated processing time at the DCE and the DTE, and

the time to complete the transmission of the frame(s) in the DCE or
DTE transmit queue that are neither displaceable or modifiable in
an orderly manner.

Given a value for Timer T1 for the DTE or DCE, the value of parameter
T2 at the DCE or DTE, respectively, must be no larger than T1 minus 2
times the propagation time over the access data link, minus the frame

Chapter 2. Link Access Procedure Across the DTE/DCE Interface  2-35



vV Vv

vV V. VYV

processing time of the acknowledging frame by the DCE or DTE, respec-
tively.

2.4.8.3 DCE Timer T3

The DCE shall support a Timer T3 system parameter, the value of which shall
be made known to the DTE. Timer T3 is optional to the DTE.

The period of Timer T3, at the end of which an indication of an observed exces-
sively long idle channel state condition is passed to the Packet Layer, shall be
sufficiently greater than the period of the DCE Timer T1 (i.e., T3 greater than T1)
so that the expiration of T3 provides the desired level of assurance that the
data link channel is in a non-active, non-operational state, and is in need of
data link set-up before normal data link operation can resume.

2.4.8.4 Maximum Number of Attempts to Complete a Transmission, N2
The value of the DTE N2 system parameter may be different than the value of
the DCE/remote DTE N2 system parameter. These values shall be made known
to both the DTE and the DCE/remote DTE, and agreed to for a period of time by
both.

The value of N2 shall indicate the maximum number of attempts made by the
DCE/remote DTE or DTE to complete the successful transmission of a frame to
the DTE or DCE/remote DTE, respectively. It is used to initialize or establish
limits for the transmission of both I-frames and supervisory or unnumbered
command frames with ‘P = 1’

2.4.8.5 Maximum Number of Bits in an | frame, N1
The value of the DTE N1 system parameter may be different than the value of
the DCE/remote DTE N1 system parameter. These values shall be made known
to both the DTE and the DCE/remote DTE, and agreed to for a period of time by
both.

The value of N1 shall indicate the maximum number of bits in an | frame
{excluding flags and ‘0’ bits inserted for transparency) that the station DTE is
willing to accept from the remote station.

In order to allow for universal operation, a DTE will support a value of DTE N1
which is not less than 1080 bits, (135 octets). DTEs should be aware that the
network may transmit longer packets (see § 5.2), that may result in a data link
layer problem.

All networks shall offer to a DTE which requires it, a value of DCE N1 which is
greater than or equal to 2072 bits (259 octets) plus the length of the address,
control and FCS fields at the DTE/DCE interface, and greater than or equal to
the maximum length of the DATA packets which may cross the DTE/DCE inter-
face plus the length of the address, control and FCS field at the DTE/DCE inter-
face.

The following provides a description of how the values given for the parameter
N1 are derived.

e DTE N1 - For universal operation, a DTE must be capable of accepting at
least the largest packet that can be transmitted across a DTE/DCE interface
when no options apply. This implies that the DTE may choose not to
support, for example, any optional facilities for universal operations, but
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must support, for example, a DATA packet using the standard default
packet size. Therefore, the determining factor for the maximum value of N1
that a DTE must. support is the standard default packet size of a DATA
packet rather than the size of a call setup packet. Thus, for universal oper-
ation a DTE should support a value of DTE N1 which is not less than 135
octets, derived as shown in the following table.

TABLE 8.1 Derivation of minimum value of N1 for DTE

name of the field length of the field (octets)
Packet Header (Layer 3) 3
User Data (Layer 3) 128
Address (Layer 2) 1
Control (Layer 2) 1
FCS (Layer 2) 2
TOTAL 135

Note - A DTE will need to support larger values of N1 when optional facili-
ties will apply.

DCE N1 - When the maximum length of the data field of a DATA packet sup-
ported is less than or equal to the standard default value of 128 octets, the
determining factor (for the value of DCE N1) is the CLEAR_REQUEST packet
rather than the DATA packet. Therefore, the network shall offer to a DTE, a
value of DCE N1 which is not less than 263 or 264 octets, derived as shown
in the following table.
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TABLE 8.2 Derivation of minimum value of N1 for DCE
name of the field length of the field (octets)

Header (Layer 3) : 3
Clearing Cause (Layer 3) 1
Diagnostic Code (Layer 3) 1
DTE Address Length (Layer 3) 1
OTE Address(es) (Layer 3) 15
Facility Length (Layer 3) 1
Facilities (Layer 3) 109
Clear User Data (Layer 3) 128
Layer 3 Total 259
Address (Layer 2) 1
Control (Layer 2) 1or2*
Multilink Procedure 2%

TOTAL 263 or 264* or 265** or 266* **

* If Layer 2 Modulo 128 operation is supported.
** Multilink Procedures (MLP) are supported.

When the maximum length of the user data field of a DATA packet sup-
ported is greater than the standard default value of 128 octets, the deter-
mining factor (for the value of DCE N1) is the DATA packet rather than the
CLEAR_REQUEST packet. Therefore, the network shall offer to a DTE, a
value of DCE N1 which is greater than or equal to:

the maximum length of the DATA packet +

the length of the address field (Layer 2) +

the length of the control field (Layer 2) +

the length of the FCS field (Layer 2).
GENERAL DCE N1 CALCULATIONS

The following table indicates the value of DCE N1 for each possible case.
The table shows for each case whether

— Layer 2 Modulo 128 is used,
— Multilink Procedures are used,

— Layer 3 Modulo 128 is used, and/or
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— the maximum length of the data field (p) in a DATA packet is greater
than or equal to 256 octets.

Table 8.3 Various cases and corresponding minimum N1 values for a DCE
Layer 2| MLP |Layer 3 DCE N1
Mod 128 Mod 128| p==256 (octets)
259 + 4*
X 250 + 4% 4pxrkkN
X p + 3** + 4*
X X P+ 3%F 4 4% 4 QErwx
X 259 + 4%
X X 259 + 4% 4+ Qxxaxx
X X p o+ 3FF 4 IrRE 4 g*
X X X P+ 3% 4 1FEF 4 4x 4 QEwkEk
X P59 + 4% 41wEwx
X X D5Q 4 4% 4]kkE* 4 Dxkkxk
X X P+ 3K 4 [¥RRx 4 4%
X X X P+ 3FK 4 ]FEEE L Lx gpkEwEk
X X 259 + 4% + ]**x
X X X 250 + 4% 4 [EEEE 4 DxxkEE
X X X R LL I E ey N E
X X X X R L L R

* The number of octets for Modulo 8 Layer 2 frame fields.
** The number of octets for Layer 3 packet header fields.
*** Additional octet for Layer 3 Modulo 128 operations.
**** Additional octet for Layer 2 Modulo 128 operations.
*>*** Additional octets for MLP support.
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2.4.8.6 Maximum Number of Outstanding | frames, K
S In the case of DTE/DCE operation, the value of the DTE K system parameter
shall be the same as the value of the DCE K system parameter. This value
shall be agreed to for a period of time by both the DTE and the DCE. In the
case of DTE/DTE operation, the value of the DTE K system parameter may be
different from the value of the remote DTE K system parameter. These values
will be agreed to for a period of time by both the DTE and the remote DTE.

v »n v v

The value of K shall indicate the maximum number of sequentially numbered |
frames that the DTE or DCE may have outstanding (i.e., unacknowledged) at any
given time. The value of K shall never exceed seven (7) for modulo 8 (basic)
operation, or one hundred twenty seven for modulo 128 {extended) operation.
S All networks {(DCEs) and all DTEs shall support a value of seven. Other values
S may also be supported.

+2.4.8.7 DTE Idle Timer, Ti (Called T4 in ISO 7776)
The purpose of the Idle Timer, which has a value of Ti, is to assist in preventing
the persistence of an idle condition on a data link channel.

This is the period of time that a DTE may allow the idle channel state to exist
before considering it to be in the disconnected phase (out-of-order state). Typi-
cally, the duration of Idle Timer, Ti, should be many times greater than the
duration of Reply Timer, Tp.

2.4.8.8 Query Timer, Tn
This timer is used to detect excessive periods of data link inactivity. The period
5 of Query Timer, Tn, is the time following receipt of a remote station busy indi-
S cation after which a DTE initiates a ‘P/F cycle’ to assure the connection is oper-
able. Query Timer, Tn, is typically equivalent to Reply Timer, Tp.
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Figure 2-1. Data Link Layer (Layer 2) LAPB_SLP. Activation
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Figure 2-2. Data Link Layer (Layer 2) LAPB_SLP.
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Figure 2-3. Data Link Layer (Layer 2) LAPB_SLP. Resetting

Notes with reference to Figure 2-3:

1. Transition is not allowed by some PSDN certification procedures. On
those PSDNs, DTEs respond UA(F =0]1) to received SABM commands
and then initiate the disconnection procedure to achieve this state.

2. In the DCE Rejection state, DTEs are responsible for restoring the data
link to normal operation by initiating either the LAPB initialization pro-
cedure or the LAPB disconnection procedure.

Chapter 2. Link Access Procedure Across the DTE/DCE Interface

2-43



>

+ +

++ + v

\

VVVVVVYV

vV VYV

YVVVVVVVVVVVVVVVVVVVVVY

2.5 Multilink Procedure - ( MLP ) (Subscription-time Selectable

Option)

|«<—Multiple DTE\DCE|<«—Multiple single
line interface

S

The Multilink procedure (MLP) exists as an added upper sublayer of the Data
Link Layer, operating between the Packet Layer and more than one single data
link protocol function (SLP) in the Data Link Layer (see figure below).

A multilink procedure (MLP) performs the functions of accepting packets from
the Packet Layer, distributing those packets across the available SLPs for trans-
mission, and resequencing the packets received from the SLPs for delivery to

the Packet Layer.

Physical Layer |

Data Link Layer

Entity 1 } SLP 1
|
|
l
Entity 2 — SLP 2
|
® | L)
. | .
. | .
l
Entity N | SLP N

interface

= Single link interface

Figure 2.3.5 Multilink Functional Organization
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2.5.1 Field of Application
The optional multilink procedure (MLP) described in “Multilink Frame Structure”
through “List of Multilink System Parameters” on page 2-58 is used for data
interchange over one or more single link procedures (SLPs), each conforming
to the description in §§ 2.2, 2.3 and 2.4, in parallel between a DCE or DTE and a
DTE or DCE/remote DTE respectively. The multilink procedure provides the fol-
lowing general features:

* achieve economy and reliability of service by providing multiple SLPs
between a station and a remote station;

¢ permit addition and deletion of SLPs without interrupting the service pro-
vided by the multiple SLPs;

o optimize bandwidth utilization of a group of SLPs through load sharing;
» achieve graceful degradation of service when an SLP(s) fails;

e provide each multiple SLP group with a single logical Data Link Layer
appearance to the Packet Layer; and

e provide resequencing of the received packets prior to delivering them to the
Packet Layer.

2.5.2 Multilink Frame Structure

All information transfers over a SLP are in multilink frames conforming to one
of the formats shown in Table 9.

TABLE 9 — Multilink Frame Formats

Fe— Multilink Frame —

F A C MLC FCS F

f«—— 2 Octets —

fe—————— Multilink Frame ———>]

F A C MLC Information FCS | F

|—4— 2 Octets —»]

KEY:
SLP = single line procedure
MLP = multiple line procedure
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2.5.2.1 Multilink Control Field
The multilink control field (MLC) consists of two octets, and its contents are
described in § 2.5.3.

2.5.2.2 Multilink Information Field
The information field of a multilink frame is used primarily for the transfer of
packets and, when present, follows the MLC. See §§ 2.5.3.2.3 and 2.5.3.2.4 for
the various codings and groupings of bits, other than the packets, in the multi-
link information field.

2.5.3 Multilink Control Field Format and Parameters

2.5.3.1 Multilink Control Field Format.
The relationship shown in Table 10 exists between the order of bits delivered
to/received from an SLP and the coding of the fields in the multilink control
field.
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TABLE 10 — Multilink Control Field Format

e Multilink Control Field .|
l Order of Bits Delivered to/Received from an SLP —l
12 3 4 5 6 7 8 g — — mm o mm 16

MNHs v S R C MNLs

08 211 20 27
|

I
Weight of bits in MN(S)

— Internal View —

F Multilink Control Field -
[ Order of Bits Delivered to/Received from an SLP __—l
16 - -=-—-=-=-=-=-=-=-=-= 9 8 7 6 5 4 3 2 1

MNLs C R S v MNHs

27 20 211 08
|

T
Weight of bits in MN(S)

MNHs — bits 9 — 12 of 12-bit multilink send sequence number MNs
MNLs — bits 1 — 8 of 12-bit multilink Send sequence number MNs
V — Void Sequencing Bit
S — Sequence Check Option Bit
R — MLP Reset Request Bit
C — MLP Reset Confirmation Bit

2.5.3.2 Multilink Control Field Parameters
The various parameters associated with the multilink control field format are
described below. See Table 10 and Figure 2-4 on page 2-51.

¢ Void Sequencing Bit - (V)

The void sequencing bit (V) indicates if a received multilink frame
shall be subjected to sequencing constraints. V = ‘1’ means
sequencing is not required.

Note:

For purposes of this specification, V=0’
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¢ Sequence Check Option Bit - (S)

The sequence check option bit (S) is only significant when V=1
(indicating that sequencing of received multilink frames is not
required). ‘S=1" means no MN(S) number has been assigned.
‘S=0" means an MN(S) number has been assigned, so that
although sequencing is not required, a duplicate multilink frame
check may be made, as well as a missing multilink frame identi-
fied.

Note:
For purposes of this specification, ‘S=0’.

MLP Reset Request Bit - (R)

The MLP reset request bit (R) is used to request a multilink reset
{see § 2.5.4.2). ‘R = 0’ is used in normal communication, i.e., no
request for a multilink reset. ‘R = 1’ is used by the DCE MLP or
DTE MLP to request the reset of the DTE MLP or DCE MLP state
variables, respectively. In this ‘R = 1’ case, the multilink informa-
tion field does not contain Packet Layer information, but may
contain an optional 8-bit Cause Field that incorporates the reason
for the reset.

Note:

The encoding of the Cause Field is a subject for further
study.

MLP Reset Confirmation Bit - (C)

The MLP reset confirmation bit {(C) is used in replytoan 'R = 1’
(see § 2.5.3.2.3) to confirm the resetting of the multilink state vari-
ables (see § 2.5.4.2). ‘C = 0’ is used in normal communications,
i.e., no multilink reset request has been activated. ‘C = 1’ is used
by the local station MLP or remote station MLP in reply to a
remote station MLP or local station MLP multilink frame, respec-
tively, with ‘R = 1’, and indicates that the local station MLP or
remote station MLP state variable reset pro’cess has been com-
pleted by the local station or remote station, respectively. In this
‘C = 1’ case, the multilink frame is used without an information
field.

Multilink Send State Variable - MVs

The multilink send state variable MVs denotes the sequence
number of the next in-sequence multilink frame to be assigned to
an SLP. This variable can take on the value ‘0’ through ‘4095’
{x'000 - FFF’ (modulo 4096)). The value of MVs is incremented by
‘1" with each successive multilink frame assignment.

Multilink Sequence Number - MNs

Multilink frames contain the multilink sequence number MNs.

Prior to the assignment of an in-sequence multilink frame to an
available SLP, the value of MNs is set equal to the value of the
multilink send state variable MVs. The multilink sequence number
is used to resequence and to detect missing and duplicate multi-
link frames at the receiver before the contents of a multilink frame
information field is delivered to the Packet Layer.



¢ Transmitted Multilink Frame Acknowledged State Variable - MVt

MVt is the state variable at the transmitting DCE MLP or DTE MLP
denoting the oldest multilink frame which is awaiting an indication
that a DCE SLP or DTE SLP has received an acknowledgment from
its remote DTE SLP or DCE SLP, respectively. This variable can
take on the value ‘O’ through ‘4095 (x°000 - FFF’ (modulo 4096)).
Some multilink frames with sequence numbers higher than MVt
may already have been acknowledged.

* Multilink Receive State Variable - MVr

The multilink receive state variable MVr denotes the sequence
number at the receiving DCE MLP or DTE MLP of the next in-
sequence multilink frame to be delivered to the Packet Layer upon
receipt. This variable can take on the value ‘0’ through ‘4095’
(x‘000 - FFF’ (modulo 4096)). The value of MVr is updated as
described in § 2.5.4.3.2 below. Multilink frames with higher
sequence numbers in the DCE MLP or DTE MLP receive window
may already have been received.

¢ Multilink Window Size - MW

MW is the maximum number of sequentially numbered multilink
frames that the DCE MLP or DTE MLP may transfer to its SLPs
beyond the lowest numbered multilink frame which has not yet
been acknowledged. MW is a system parameter which can never
exceed 4095 - MX. The value of MW shall be agreed to for a
period of time with the Administration and shall have the same
value for both the DCE MLP and the DTE MLP for a given direction
of information transfer.

Note:

Factors which will affect the value of parameter MW
include, but are not limited to, single link trans-
mission and propagation delays, the number of links,
the range of multilink frame lengths, and SLP param-
eters N2, T1 and k.

The MLP transmit window contains the sequence
numbers MVt to MVt+ MW-1, inclusive.

The MLP receive window contains the sequence numbers MVr to
MVr+ MW-1, inclusive. Any multilink frame received within this
window shall be delivered to the Packet Layer when its MNs
becomes the same as MVr.

e Receive MLP Window Guard Region - MX

MX is a system parameter which defines a guard region of multi-
link sequence numbers of fixed size beginning at MVr+MW. The
range of MX shall be large enough for the receiving MLP to recog-
nize the highest MNs outside of its receive window that it may
legitimately receive after a multilink frame loss has occurred.

A multilink frame with sequence number MNs =Y received in this
guard region indicates that those missing multilink frame(s) in the
range MVr to Y-MW has(have) been lost. MVr is then updated to
Y-MW +1.

Chapter 2. Link Access Procedure Across the DTE/DCE Interface 2-49



2-50 Architecture Reference

Note:

A number of methods may be selected in calculating a
value for the guard region MX:

. In a system where the transmitting MLP assigns hi in-

sequence contiguous multilink frames at a time to the ith
SLP, MX should be greater than or equal to the sum of the
hi+1-hmin, where hmin equals the smallest hi encount-
ered. Where there are L SLPs in the multilink group, MX
should be greater than or equal to:
L
Sum hi+l-hmin; or
i=1

. In a system where the transmitting MLP assigns on a rota-

tion basis h in-sequence contiguous multilink frames at a
time to each SLP, MX at the receiving MLP should be
greater than or equal to h(L-1) +1, where L is the number
of SLPs in the multilink group; or

3. MX should be no larger than MW.

Additional methods of selecting MX values are being studied
by the CCITT.
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