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About This Book

IBM Transmission Control Protocol/Internet Protocol Version 1.2 for OS/2: Installa-
tion and*Maintenance describes the installation, configuration, and maintenance gf
the IBM Transm*ission Control Protocol/Internet Protocol for Operating System/2
(TCP/IP for OS/2 ) software on a personal computer (PC).

Note: In this book, the abbreviation PC refers to personal computer. See “How the
Term “PC” Is Used” on page xv. The abbreviation OS/2 refers to Operating
System/2 Standard Edition (OS/2 SE), Version 1.3, Operating System/2 Extended
Edition (OS/2 EE), Version 1.3, or Operating System/2, Version 2.0.

Who Should Use This Book

IBM TCP/IP Version 1.2 for OS/2: Installation and Maintenance is intended for
network administrators, PC users responsible for installing TCP/IP for OS/2, and
system programmers.

If you are installing this product, you should have a working knowledge of computer
network technology, the operation of the PC, and knowledge of the OS/2 operating
system. Knowledge of the TCP/IP protocols and standard TCP/IP user applications
are also helpful. In this book, the term protocol is a set of rules for handling com-
munication tasks.

If you are not familiar with TCP/IP concepts, see Internetworking With TCP/IP
Volume I: Principles, Protocols, and Architectures, and Internetworking With TCP/IP
Volume II: Implementation and Internals.

How to Use This Book

You should read this book when you want to install TCP/IP for OS/2, or when you
want to set up TCP/IP for OS/2 servers and functions.

How This Book Is Organized

Read the beginning section of each chapter to familiarize yourself with the topics
that you need to know to plan and install this product.

Chapter 1, “Introducing Computer Networks and Protocols,” describes computer
networks, an internet environment, and protocols supported by TCP/IP for OS/2.
Also included in this chapter is an overview of the routing and addressing schemes
used by TCP/IP for OS/2.

Chapter 2, “Introducing TCP/IP for Your OS/2 Environment,” describes the hard-
ware, software, and other considerations needed to install TCP/IP for OS/2.

Chapter 3, “Installing TCP/IP for OS/2,” provides instructions for automated instal-
lation of your TCP/IP for OS/2.

Chapter 4, “Host Name Resolution,” describes the files used for host name resol-
ution.

Chapter 5, “Manually Modifying Your TCP/IP Configuration,” provides information
to customize your TCP/IP system.
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Chapter 6, “Manually Setting Up the TCP/IP Servers,” describes how to customize
your TCP/IP servers for the OS/2 environment.

Chapter 7, “Installing and Customizing Network Management Components,”
describes how to manually set up the Simple Network Management Protocol
(SNMP).

Chapter 8, “Installin *the Network File System Client,” describes how to install
Network File System clients.

Chapter 9, “Installing the Network File System Server,” describes how to install
Network File System servers.

Chapter 10, “Setting Up an X.25 Interface,” describes how to install, configure, and
use an X.25 interface.

Chapter 11, “Setting Up a SLIP Line,” describes how to connect to another TCP/IP
network over a serial line.

Chapter 12, “Setting Up Your Kerberos System,” describes how to manually con-
figure, customize, and verify the Kerberos Authentication System for
TCP/IP for OS/2.

Chapter 13, “Setting Up trlg X Window System Server,” describes how to setup and
use the X Window System  server.

Chapter 14, “Boot Protocol (BOOTP),” describes how to use the BOOTPD and
BOOTP commands.

Chapter 15, “Security Issues,” provides information concerning security issues in
TCP/IP for OS/2.

Appendix A, “Optional Files,” contains optional files that can be created for use by
TCP/IP for OS/2 applications.

Appendix B, “Sample SLIP.CMD File,” contains a sample SLIP.CMD file.

Appendix C, “Sample OS/2 TCP/IP Default Directory Structure,” describes the
defaults directory structure for the TCP/IP for OS/2 product.

Appendix D, “Management Information Base (MIB) Objects,” contains a list of the
variables defined by the Management Information Base (MIB).

Appendix E, “MIB2.TBL File: MIB-Il Objects,” contains a sample MIB variable file.

Appendix F, “Messages and Codes,” provides a list of messages and codes for
TCP/IP for OS/2.

Appendix G, “Sample BOOTPTAB File,” contains a sample BOOTPTARB file.

Appendix H, “Related Protocol Specifications,” provides a list of related protocol
specifications.

The book also includes a glossary, a bibliography, and an index.
For comments and suggestions on IBM TCP/IP Version 1.2 for OS/2: Installation and

Maintenance, use the Reader’'s Comment Form located at the back of this book. Use
this form to give IBM information that might improve the book.
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What Is New in This Book

The following is a list of the differences between this edition and the previous
edition of this book.

Chapter 1, “Introducing Computer Networks and Protocols,” has been expanded
to include the X Window System and X.25.

Chapter 6, “Manually Setting Up the TCP/IP Servers,” has been expanded to
include information about the LPR driver and RSHD.

Chapter 7, “Installing and Customizing Network Management Components,” is
new. The old Chapter 7 “Obtaining Network Status Information,” has been moved
to IBM TCP/IP Version 1.2 for 0S/2: User’s Guide.

Chapter 9, “Installing the Network File System Server,” is new.
Chapter 10, “Setting Up an X.25 Interface,” is new.

Chapter 13, “Setting Up the X Window System Server,” is new.
Chapter 14, “Boot Protocol (BOOTP),” is new.

Appendix D, “Management Information Base (MIB) Objects,” is new.
Appendix E, “MIB2.TBL File: MIB-Il Objects,” is new.

Appendix G, “Sample BOOTPTAB File,” is new.

Appendix H, “Related Protocol Specifications,” is new.

How the Term “internet” Is Used
In this book, an internet is a logical collection of networks supported by gateways,
routers, hosts, and various layers of protocols that permit the network to function as
a large, virtual network.

Note: The term internet is used as a generic term for a TCP/IP network, and should
not be confused with the Internet (note capital I), which consists of large national
backbone networks (such as MILNET, NSFNet, and CREN) and a myriad of regional
and local campus networks all over the world.

How the Term “PC” Is Used
In this book, PC refers to a personal computer that can run Operating System/2
Standard Edition (OS/2 SE), Version 1.3, Operating System/2 Extended Edition
(0S/2 EE), Version 1.3, or Operating System/2, Version 2.0.

Coding Conventions Used in This Book
The following coding conventions are used throughout this book:

Uppercase letters represent commands and subcommands that you must type
verbatim.

Lowercase letters represent values that must be entered in lowercase.

Lowercase italicized letters represent variable parameters for which you supply
the values.

Square brackets [] enclose optional or conditional values.

Optional values can be omitted. When certain optional values are omitted,
default values are used.

Conditional values can be omitted, depending on the statement.

Braces {} enclose values from which you must choose a value.
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¢ Vertical line symbols | indicate that you must select a value from either side of
the symbol.

* Periods in numbers separate the whole and the fractional portions of the S
numeral.

¢ Commands and subcommands appear in bold print within format boxes.

Note: Upper or lowercase italicized letters can also represent screen selections
from which you must choose. For example:

Select Yes to stop the NFS control program.

How Numbers Are Used in This Book

In this book, numbers over four digits are represented in metric style. A space is
used rather than a comma to separate groups of three digits. For example, the
number sixteen thousand, one hundred forty-seven is written 16 147.

Where to Find More Information

The following is a list of related publications that you might want to read for more
information about TCP/IP for OS/2.

e |BM TCP/IP Tutorial and Technical Overview

¢ [nternetworking With TCP/IP Volume I: Principles, Protocols, and Architectures
* [nternetworking With TCP/IP Volume Il: Implementation and Internals

® |BM Operating System/2 System Administrator’s Guide for Communications

* [ntroducing IBM’s TCP/IP Products for 0S/2, VM, and MVS

® IBM TCP/IP Version 1.2 for OS/2: Programmer’s Reference

® |BM TCP/IP Version 1.2 for 0S/2: User’s Guide

* |[BM TCP/IP Version 1.2 for OS/2: Quick Reference Guide.

For more information about related publications, see the “Bibliography” at the back
of this book.
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Chapter 1. Introducing Computer Networks and Protocols

This chapter introduces the concepts of computer networks and an internet environ-
ment. The protocols used by TCP/IP are listed by layer, and then described.
Routing and addressing guidelines are also described.

Computer Networks

A computer network is a group of connected nodes that are used for data communi-
cation. A computer network configuration consists of data processing devices, soft-
ware, and transmission media that are linked for information interchange.

Nodes are the functional units, located at the points of connection among the data
circuits. A node, or end point, can be a host computer, a communication controller,
a cluster controller, a video display terminal, or another peripheral device.

Computer networks can be local area networks (LANs), which provide direct com-
munication among data stations on the user’s local premises, or wide area networks
(WANSs), which provide communication services to a geographic area larger than
that served by a LAN. Typically, WANs operate at a slower rate of speed than LANSs.

Different types of networks provide different functions. Network configurations vary,
depending on the functions required by the organization. Different organizations
implement different types of networks. The technology used by these networks
varies not only from organization to organization, but often varies within the same
company.

Networks can differ at any or all layers. At the physical Iayer;*networks can run
over various network interfaces, such as token ring, Ethernet , PC Network, X.25,
and serial line. Networks can also vary as to the architectures they use to imple-
ment network strategies. Some of the more common architectures used today are
OSlI, TCP/IP, SNA, and ISDN. Networks use different protocols to communicate over
the different physical interfaces available. In addition to these differences, networks
can all use different software packages to implement various functions.

To exchange information among these different networks, the concept of an internet
emerged.

Internet Environment

An internet is a logical collection of networks supported by gateways, routers,
bridges, hosts, and various layers of protocols. An internet permits different phys-
ical networks to function as a single, large virtual network, and permits dissimilar
computers to communicate with each other, regardless of their physical con-
nections. Processes within gateways, routers, and hosts originate and receive
packet information. Protocols specify a set of rules and formats required to
exchange these packets of information.
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Protocols are used to accomplish different tasks in TCP/IP software. To understand
TCP/IP, you should be familiar with the following terms and relationships.

A client is a computer or process that requests services on the network. A server is
a computer or process that responds to a request for service from a client. A user
accesses a service, which allows the use of data or some other resource.

A datagram is the basic unit of information, consisting of one or more data packets
that are passed across an internet at the transport level.

A gateway is a functional unit that connects two computer networks of different
network architectures. A router is a device that connects networks at the ISO
Network Layer. A router is protocol-dependent and connects only networks oper-
ating the same protocol. Routers do more than transmit data; they also select the
best transmission paths and optimum sizes for packets. A bridge is a router that
connects two or more networks and forwards packets among them. The operations
carried out by a bridge are done at the physical layer and are transparent to TCP/IP
and TCP/IP routing.

A host is a computer, connected to a network, which provides an access point to that
network. A host can be a client, a server, or a client and server simultaneously. In
a communication network, computers are both the sources and destinations of the
packets. The local host is the computer to which a user’s terminal is directly con-
nected without the use of an internet, for example, a PC running TCP/IP. A foreign
host is any host on the network including the local host. A remote host is any
foreign host not including the local host. A host is identified by its internet address.

An internet address is a unique 32-bit address identifying each node in an internet.
An internet address consists of a network number and a local address. Internet
addresses are represented in dotted-decimal notation and are used to route packets
through the network.

Mapping relates internet addresses to physical hardware addresses in the network.
For example, the Address Resolution Protocol (ARP) is used to map internet
addresses to token ring or Ethernet physical hardware addresses.

A network is the combination of two or more nodes and the connecting branches
among them. A physical network is the hardware that makes up a network. A
logical network is the abstract organization overlaid on one or more physical net-
works. An internet is an example of a logical network.

Packet refers to the unit or block of data of one transaction between a host and its
network. A packet usually contains a network header, at least one high-level pro-
tocol header, and data blocks. Generally, the format of the data blocks does not
affect how packets are handled. Packets are the exchange medium used at the
internetwork layer to send and receive data through the network.

A port is an end point for communication between applications, generally referring
to a logical connection. A port provides queues for sending and receiving data.
Each port has a port number for identification. When the port number is combined
with an internet address, a socket address results.

Protocol refers to a set of rules for achieving communication on a network.
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TCP/IP Protocols and Functions

This section categorizes the TCP/IP protocols and functions by their functional group
(network layer, internetwork layer, transport layer, and application layer). Figure 1
shows the relationship of these protocols and functions within the TCP/IP layered
architecture for OS/2.

* Network Layer

— X.25 Protocol
— Serial Line Internet Protocol (SLIP)

¢ Internetwork Layer

— Internet Protocol (IP)

— Internet Control Message Protocol (ICMP)
— Routing Information Protocol (RIP)

— Address Resolution Protocol (ARP)

¢ Transport Layer

— Transmission Controi Protocol (TCP)
— User Datagram Protocol (UDP)

¢ Application Layer

— Telnet

— File Transfer Protocol (FTP)

— Trivial File Transfer Protocol (TFTP)
— Simple Mail Transfer Protocol (SMTP)
— Domain Name System (DNS)

— Simple Network Management Protocol (SNMP)
— Kerberos Authentication System

— Remote Printing (LPR and LPD)

— Talk

— Finger

— RouteD

— X Window System

— Remote Procedure Call (Rf*C)

— Network File System (NFS )

— Remote Execution Protocol (REXEC)
— Network Computing System (NCS)

— Socket Interfaces.

X NFS
Telnet [FTP|TFTP|SMTP |DNS|SNMP |Kerberos [LPR |Talk|Finger|RouteD|Window REXEC |NCS
LPD System|RPC
Application
Sockets
Transport
TCP UpP
Inter-
IP and ICMP RIP | ARP |network
Physical
Token Ring, Ethernet V2, IEEE 802.3, IBM PC Network, X.25, Serial Line Network

Figure 1. The TCP/IP Layered Architecture
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Network Protocols

X.25 Protocol

This section describes the protocols that compose the network layer available in
TCP/IP for OS/2. Network protocols define how data is transported over a physical
network. These network protocols are not defined by TCP/IP. After a TCP/IP packet
is created, the network protocol adds a transport dependent network header before
the packet is sent out onto the network.

You can use an X.25 network to establish a TCP/IP connection between two hosts.
X.25, recommended as a communication interface standard by the International
Telegraph and Telephone Consultative Commitee (CCITT), defines the interface
between Data Terminal Equipment (DTE) and Data Circuit-Terminating Equipment
(DCE). A DTE is a computer or workstation connected to a network. A DCE is the
equipment at the point of the connection to the network, such as a modem.

For more information about TCP/IP over X.25, see RFC 877.

Serial Line Internet Protocol (SLIP)

in TCP/IP for OS/2, the Serial Line Internet Protocol (SLIP) allows you to set up a
point-to-point connection between two TCP/IP hosts over a serial line; for example,
a serial cable or an RS-232 connection into a modem and over a telephone line.
You can use SLIP to access a remote TCP/IP network from your local host, or to
route datagrams between two TCP/IP networks.

For more information about SLIP, see RFC 1055.

Internetwork Protocols

Protocols in the internetwork layer provide connection services for TCP/IP. These
protocols connect physical networks and transport protocols. This section describes
the internetwork protocols in TCP/IP.

For more information about TCP/IP in general, see Request For Comments (RFCs)
1118, 1180, 1206, 1207, and 1208. See Appendix H, “Related Protocol
Specifications” for a list of other related RFCs.

Internet Protocol (IP)

Internet Protocol (IP) provides the interface from the transport level (host-to-host,
TCP or UDP) protocols to the physical-level protocols. IP is the basic transport
mechanism for routing IP packets to the next gateway, router, or destination host.

IP provides the means to transmit blocks of data (or packets) from sources to desti-
nations. Sources and destinations are hosts identified by internet addresses. Out-
going packets automatically have an IP header prefixed to them, and incoming
packets have their IP header removed before being sent to the higher-level proto-
cols. This protocol provides the universal addressing of hosts in an internet
network. '
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IP does not ensure a reliable communication, because it does not require acknowl-
edgments from the sending host, the receiving host, or intermediate hosts. IP does
not provide error control for data; it provides only a header checksum. IP treats
each packet as an independent entity unrelated to any other packet. IP does not
perform retransmissions or flow control. A higher-level protocol that uses IP must
implement its own reliability procedures.

For more information about IP, see RFC 791.

Internet Control Message Protocol (ICMP)

Internet Control Message Protocol (ICMP) passes control messages between gate-
ways, routers, and hosts. For example, ICMP messages can be sent in any of the
following situations:

¢ When a host checks to see if another host is available (PING).

¢ When a packet cannot reach its destination.

¢ When a gateway or router can direct a host to send traffic on a shorter route.
* When a host requests a netmask or a time stamp.

* When a gateway or router does not have the buffering capacity to forward a

packet.

ICMP provides feedback about problems in the communication environment; it does
not make IP reliable. ICMP does not guarantee that an IP packet will be delivered
reliably or that an ICMP message will be returned to the source host when an IP
packet is not delivered or is incorrectly delivered.

For more information about ICMP, see RFC 792.

Routing Information Protocol (RIP)

Routing Information Protocol (RIP) is used by gateways, routers, and hosts to
exchange routing information. This information can be used to maintain routing
table entries.

For more information about RIP, see RFC 1058.

Address Resolution Protocol (ARP)

Address Resolution Protocol (ARP) maps internet addresses to hardware
addresses. TCP/IP uses ARP to collect and distribute the information for mapping
tables.

ARP is not directly available to users or applications. When an application sends an
internet packet, IP requests the appropriate address mapping. If the mapping is not
in the mapping table, an ARP broadcast packet is sent to all the hosts on the
network requesting the physical hardware address for the host.

For more information about ARP, see RFC 826.
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Transport Protocols

The transport layer of TCP/IP consists of transport protocols, which allow communi-
cation between application programs. This section describes the transport proto-
cols in TCP/IP.

Transmission Control Protocol (TCP)

The Transmission Control Protocol (TCP) provides a reliable vehicle for delivering
packets between hosts on an internet. TCP takes a stream of data, breaks it into
datagrams, sends each one individually using IP, and reassembles the datagrams at
the destination node. If any datagrams are lost or damaged during transmission,
TCP detects this fact and resends the missing datagrams. The received data stream
is a reliable copy of the transmitted data stream.

TCP is designed to guarantee that data is not damaged, lost, duplicated, or deliv-
ered out of order. The receiving process has control over the rate at which it
receives the data.

For more information about TCP, see RFC 793.

User Datagram Protocol (UDP)

User Datagram Protocol (UDP) provides an unreliable mode of communication
between source and destination hosts. UDP is built upon the service of the IP pro-
tocol in the internetwork layer. UDP provides a procedure for application programs
to send data to other programs with a minimum of protocol overhead.

Like IP, UDP does not offer reliable datagram delivery or duplication protection.
UDP does provide checksums for both the header and data portions of a datagram.
However, applications that require reliable delivery of streams of data should use
TCP.

For more information about UDP, see RFC 768.

Applications, Functions, and Protocols

Applications are provided with TCP/IP for OS/2 that allow users to use network ser-
vices. These applications are included in the application layer of TCP/IP. The appli-
cation layer is built upon the services of the transport layer. This section describes
the applications, functions, and protocols in TCP/IP.

Telnet Protocol

Telnet Protocol provides a standard method to interface terminal devices and
terminal-oriented processes with each other. Telnet is built upon the services of
TCP in the transport layer. Telnet provides duplex communication and sends data
either as ASCII characters or as binary data.

Telnet is commonly used to establish a logon session on a foreign host. Telnet can
also be used for terminal-to-terminal communication and interprocess communi-
cation.

For more information about the Telnet Protocol, see RFCs 854, 856, 857, 885, and
1091.
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File Transfer Protocol (FTP)

File Transfer Protocol (FTP) makes it possible to transfer data between local and
foreign hosts or between two foreign hosts. FTP is built upon the services of TCP in
the transport layer. FTP transfers files as either ASCII characters or as binary data.
ASCII characters are used to transfer files that contain text characters.

FTP provides functions such as listing remote directories, changing the current
remote directory, creating and removing remote directories, and transferring one or
more files in a single request. Security is handled by passing user and account
passwords to the foreign hosts.

For more information about FTP, see RFC 959.

Trivial File Transfer Protocol (TFTP)

Trivial File Transfer Protocol (TFTP) is designed only to read and write files to and
from a foreign host. TFTP is built upon the services of UDP in the transport layer.
TFTP allows you to limit drive and directory access.

TFTP, like FTP, can transfer files as either ASCIl characters or as binary data.
However, unlike FTP, TFTP cannot be used to list or change directories at a foreign
host, and it has no provisions for user authentication.

For more information about TFTP, see RFC 783.

Simple Mail Transfer Protocol (SMTP)

Simple Mail Transfer Protocol (SMTP) is an electronic mail protocol with both client
(sender) and server (receiver) functions.

SMTP is implemented with the Sendmail program in an 0OS/2 environment. You do
not interface directly with SMTP. Instead, electronic mail software is used to create
mail, which in turn uses SMTP to send the mail to its destination.

For more information about SMTP, see RFCs 821, 822, and 974.

Domain Name System (DNS)
Domain Name System (DNS) uses a hierarchical-naming system for naming hosts.
Each host name is composed of domain labels separated by periods. Local network
administrators have the authority to name local domains within an internet. Each
label represents an increasingly higher domain level within an internet. The fully
qualified domain name of a host connected to one of the larger internets generally
has one or more subdomains. For example:

host.subdomain.subdomain. rootdomain
or
host.subdomain. rootdomain

Domain names often reflect the hierarchy level used by network administrators to
assign domain names. For example, the domain name eng.mit.edu is the lowest
level domain name, which is a subdomain of mit.edu. The subdomain mit.eduis a
subdomain of edu.

Figure 2 on page 10 is an example of the DNS used in the hierarchy naming struc-
ture across an internet.
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Figure 2. Hierarchical Tree

You can refer to hosts in your domain by host name only; however, a name server
requires a fully qualified domain name. The local resolver combines the host name
with the domain name before sending the address resolution request to the domain
name server.

TCP/IP for OS/2 uses the local resolver functions of a local name resolution file.
This file, called HOSTS, resides in the ETC directory and contains entries that allow
you to map symbolic names to internet addresses. If a RESOLYV file exists in the
ETC directory, the resolver sends the request to the foreign name server before
using the local HOSTS file.

When using the HOSTS file on a small internet, it is not necessary to use the
hierarchical-naming system used by the larger internets. The following example is
a token ring network of three users and their entries in the HOSTS file.

129.5.24.1 Hostl vjsPC PCl mathdept
129.5.24.3 PC3 normasPC Host3 # This is Norma's PC
129.5.24.4 PC4 budsPC

A carriage return must be entered at the end of each line.

In this example, each time the user enters the host_name of Hostl or the aliases
vjsPC, PC1, or mathdept, the local name resolver transiates it to the internet address
of 129.5.24.1. For more information about the format of network addresses, see
“Network Address Format” on page 14.

For more information about DNS, see RFCs 1034 and 1035.
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Simple Network Management Protocol (SNMP)

Simple Network Management Protocol (SNMP) provides a means for managing an
internet environment. SNMP allows network management by elements, such as
gateways, routers, and hosts. Network elements act as servers and contain man-
agement agents, which perform the management functions requested. Network
management stations act as clients; they run the management applications, which
monitor and control the network. SNMP provides a means of communicating
between these elements and stations to send and receive information about network
resources.

For more information about SNMP, see RFCs 1155, 1157, 1187, and 1213.

Kerberos Authentication System

The Kerberos Authentication System provides additional security by allowing
authorization checking at the user level rather than at the node level. This system
allows client and server pairs to verify that the partner is authorized to participate in
the function being performed.

For more information about Kerberos, see the MIT papers “Kerberos: An
Authentication Service for Open Networks” and “Kerberos Authentication and
Authorization System.”

Remote Printing (LPR and LPD)

Talk

TCP/IP for OS/2 provides both client and server support for remote printing. This
application allows you to spool files remotely to a line printer daemon (LPD). The
line printer client (LPR) sends the file to be printed to a specified print server host
and to a specified printer.

For more information about LPR and LPD, see RFC 1179.

Talk allows you to send interactive messages, as opposed to the batch mail capabil-
ities of SMTP. When a local host sends a Talk request to a foreign host, the user on
the foreign host is notified that there is a connection request. The user on the
foreign host must respond with a Talk message to the local host. Message
exchange can then occur between the local and foreign hosts.

Finger Protocol (FINGER)

RouteD

The Finger Protocol (FINGER) provides an interface for querying the current status
of a remote host or a user ID on a remote host. FINGER uses TCP as the underlying
protocol.

For more information about FINGER, see RFC 1196.

RouteD uses the Routing Information Protocol (RIP) to dynamically create and main-
tain network routing tables. The RIP protocol arranges to have gateways and
routers periodically broadcast their routing tables to neighbors. Using this informa-
tion, a RouteD server can update a host’s routing tables. For example, RouteD
determines if a new route has been created, if a route is temporarily unavailable, or
if a more efficient route exists.

For more information about RouteD, see RFC 1058.
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X Window System

The X Window System Protocol is designed to support network transparent win-
dowing and graphics. TCP/IP for OS/2 provides server support to X Window System
client applications.

For more information about X Window System, see RFC 1013.

File Transfer Protocol Application Programming Interface (FTP API)

The File Transfer Protocol (FTP) Application Programming Interface (API) allows
applications to have a client interface for file transfer. Applications written to this
interface can communicate with multiple FTP servers at the same time. A maximum
of 256 simultaneous connections are supported. The interface also allows
third-party transfers between pairs of FTP servers. Consecutive third-party proxy
transfers are allowed between any sequence of pairs of FTP servers.

The API tracks the servers to which an application is currently connected. When a
new request for FTP service is requested, APl checks whether there is a connection
to the server. If the connection does not exist, it is established. If the server has
dropped the connection since last use, it is reestablished.

FTP API provides functions, such as listing remote directories, changing the current
remote directory, creating and removing remote directories, and transferring one or
more files in a single request. Security is handled by passing user and account
passwords to the foreign hosts.

For more information about FTP, see RFC 959.

Remote Procedure Call (RPC)

The Remote Procedure Call Protocol (RPC) is a programming interface that allows
programs to execute subroutines on a foreign host. RPCs are high-level program
calls, which can be used in place of the lower-level calls that are based on sockets.

For more information about RPC, see RFC 1057.

Network File System (NFS)

The Network File System (NFS) allows you to manipulate files on remote TCP/IP
hosts as if they reside on your local host. NFS is based on the NFS protocol, and
uses the Remote Procedure Cali (RPC) protocol to communicate between the client
and the server. The files to be accessed reside on the server host, and are made
available to the user on the client host.

NFS supports a hierarchical file structure. The directory and subdirectory structure
can be different for individual client systems.

For more information about NFS, see RFC 1094.

Remote Execution Protocol (REXEC)

12

Remote Execution Protocol allows you to execute a command on a foreign host and
receive the results on the local host. Remote Execution Protocol provides automatic
logon and user authentication depending on the parameters set by the user.
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Network Computing System (NCS)

Network Computing System (NCS) is a programmer tool kit that allows program-
mers to distribute processing power to other hosts. NCS is similar to RPC in that it
allows a higher level of program calls. TCP/IP provides a programming interface to
NCS.

For more information about NCS, see Network Computing System (NCS) Reference.

Socket Interfaces

Socket interfaces allow users to write their own applications to supplement those
supplied by TCP/IP for OS/2. Most of these additional applications communicate
with either TCP or UDP. Some applications are written to communicate directly with
iP. To write appiications that use the socket interfaces of TCP/if*for 0872, you must
be able to compile and link the programs using the Microsoft C  compiler, Version
6.00A.

Sockets are duplex, which means that data can be transmitted and received simul-
taneously. Sockets allow you to send to, and receive from, the socket as if you are
writing to and reading from any other network device.

Routing

The routing functions in an internet are performed at the internetwork layer.
Routing is the process of deciding where to send a packet based on its destination
address. Two kinds of routing are involved in communications within an internet:
direct and indirect.

Direct routing is used when the source and destination nodes are on the same
logical network within an internet. The source node maps the destination internet
address into a hardware address and sends packets to the destination node using
this address. This mapping is normally performed through a translation table. If a
match cannot be found for a destination internet address, ARP is invoked to deter-
mine this address.

Indirect routing is used when the source and destination nodes are on different
logical networks within an internet. The source node sends packets to a gateway or
router on the same network using direct routing. From there, the packets are for-
warded through intermediate gateways or routers, as required, until they arrive at
the destination network. Direct routing is then used to forward the packets to the
destination host on that network. Each gateway, router, and host in an internet has
a routing table that defines the address of the next gateway to other networks (as
well as other nodes on other networks) in an internet.

Internet Addressing

Each internet host is assigned at least one unique internet address. This address is
used by the IP and other higher-level protocols. When gateway hosts are used,
more than one address may be required. Each interface to an internet is assigned
its own unique address. Internet addresses are used to route packets through the
network.
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Addresses within an internet consist of a network number and a local address. A
unique network number is assigned to each network when it connects to another
internet. If a local network is not going to connect to other internets, any convenient
network number is assigned. Some networks are divided into subnets. For informa-
tion about subnetting, see “Subnetwork Address Format” on page 15.

Hosts that exchange packets on the same physical network should have the same
network number. Hosts on different physical networks might also have the same
network number. If hosts have the same network number, part of the local address
is used as a subnetwork number. All host interfaces to the same physical network
are given the same subnetwork number.

An internet can provide standards for assigning addresses to networks, broadcasts,
and subnetworks. Examples of these standard formats are described in the fol-
lowing sections.

Network Address Format

14

A standard internet address uses a two-part, 32-bit address field. The first part of
the address field contains the network address; the second part contains the local
address. The four different types of address fields are classified as A, B, C, or D,
depending on the bit allocation.

Figure 3 represents a class A address. Class A addresses have a 7-bit network
number and a 24-bit local address, with the highest order bit set to 0.

1 2 3
01234567 (89012345 167890123 (45678901

0 Network Local Address

Figure 3. Class A Address

Figure 4 represents a class B address. Class B addresses have a 14-bit network
number and a 16-bit local address with the highest order bits set to 10.

1 2 3
01234567 (89012345 |67890123}45678901

10 Network Local Address

Figure 4. Class B Address

Figure 5 represents a class C address. Class C addresses have a 21-bit network
number and an 8-bit local address with the three highest order bits set to 110.

1 2 3
01234567 (89012345 /67890123 45678901

110 Network Local Address

Figure 5. Class C Address.
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Figure 6 represents a class D address. Class D networks have a multicast address
that is sent to selected hosts on the network. The four highest order bits are set to
1110.

1 2 3
01234567 (89012345 (67890123 45678901

1110 Multicast Address

Figure 6. Class D Address

Note: Class D addresses are not supported in TCP/IP for OS/2.

A commonly used notation for internet host addresses is the dotted-decimal, which
divides the 32-bit address into four 8-bit fieids. The value of each fieid is specified
as a decimal number, and the fields are separated by periods (for example,
010.002.000.052 or 10.2.0.52).

Address examples in this book use dotted-decimal notation in the following forms:

Class A nnn. 11T
Class B nnn.nnn .11
Class C nnn.nnn.nnn.lll

where nnn represents part or all of a network number and /// represents part or all
of a local address.

Broadcast Address Format
TCP/IP uses IP broadcasting to send datagrams to all the TCP/IP hosts on a network
or subnetwork. A datagram sent to the broadcast address is received by all the
hosts on the network and processed as if the datagram was sent directly to the
host’s IP address. The IP broadcast address is formed by setting all the host bits to
ones.

For more information about IP broadcasting, see RFCs 919 and 922.

Subnetwork Address Format
The subnetwork capability of TCP/IP divides a single network into multiple logical
networks (subnets). For instance, an organization can have a single internet
network address that is known to users outside the organization, yet configure its
internal network into different departmental subnets. Subnetwork addresses
enhance local routing capabilities, while reducing the number of network numbers
required.

For a subnet, the local address part of an internet address is divided into a subnet
number and a host number, for example:

network_number subnet_number host_number

where:

network_number Is the network portion of the internet address.
subnet_number Is a field of a constant width for a given network.
host_number Is a field that is at least 1-bit wide.
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If the width of the subnet_number field is 0, the network is not organized into
subnets, and addressing to the network is done with an internet network address
(network_number).

Figure 7 represents a class B address with a 6-bit subnet field.

1 2 3
01234567 |89012345}167890123 45678901

10 Network Subnet Host

Figure 7. Class B Address with Subnet

The bits that identify the subnet are specified by a bit mask. A bit mask is a pattern
of binary digits used to assign subnet addresses. The subnet bits are not required
to be adjacent in the address. However, the subnet bits generally are contiguous
and located as the most significant bits of the local address.

For more information about Subnetwork Address Format, see RFC 950.
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Chapter 2. Introducing TCP/IP for Your OS/2 Environment

This chapter contains an introduction to TCP/IP for OS/2. Additional background
information can be found in /ntroducing IBM’s TCP/IP Products for 0S/2, VM, and
MVS.

This chapter also describes the hardware and software requirements for installing
TCP/IP for OS/2.

Overview of TCP/IP for OS/2

Multitasking

TCP/iP for GS/2 aliows PCs running OS/2 to attach to neiworks running TCP/iP.
With TCP/IP for OS/2 your PC can be used as a stand-alone PC, yet access and
provide services on a network.

TCP/IP for OS/2 uses the multitasking feature in OS/2. Multitasking allows you to
work on two or more applications at the same time. This means TCP/IP clients and
servers can run as background tasks in the TCP/IP for OS/2 environment; enabling
clients and servers to send and receive, or to request and service several functions
at the same time.

You should not run TCP/IP for OS/2 servers as detached processes. Because
detached processes do not process output calls to your PC, you do not receive any
messages from the servers.

Clients and Servers

TCP/IP for OS/2 clients and servers are programs started by you. Clients request
services on the network. Servers respond to requests for service from clients.

Hosts and Routers

When you install TCP/IP for 0S/2, you can configure your PC as a host or router, or
both. If you install a second network adapter board to connect to another network,
you can configure your PC as a router. If you configure your PC to handle both func-
tions, you may require additional memory to provide both packet routing and
network services efficiently. If you configure your PC as a router, your performance
could also be affected.

System Requirements

This section describes the hardware and software environments that are required
for TCP/IP for OS/2.

Hardware Environment

TCP/IP for OS/2 requires the following hardware.
e Computer Models

Any PC, with the appropriate fixed disk and memory that 0S/2 SE 1.3, OS/2 EE
1.3, or OS/2 2.0 supports is also supported by TCP/IP for OS/2.

Note: To use an X.25 interface with TCP/IP for OS/2, you need at least a PS/2
Model 50 (micro channel) or higher.
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Computer Accessories
You require the following accessories to install TCP/IP for 0S/2:

— A 3.5-inch or 5.25-inch diskette drive

— A color or monochrome monitor

— A keyboard (IBM PC AT or Enhanced)

- A mouseﬂ({optional)

— A Hayes AT-compatible modem (optional)

Network Adapters

TCP/IP for OS/2 conforms to the Network Driver Interface Specification (NDIS**)
and has been tested with the following network adapters.

— IBM PC Network Adapter li

— |IBM PC Network Adapter II/A

— IBM PS/2 Adapter/A for Ethernet

— IBM Token Ring Network Adapter

— IBM Token Ring Network Adapter I

— IBM Token Ring Network Adapter/A

— IBM Token Ring Network 16/4 Adapter

— IBM Token Ring Network 16/4 Adapter/A
— 3Com Etherlink Il Adapter

— 3Com Etherlink/MC Adapter

— Western Digital Ethercard PLUS Adapter
— Western Digital Ethercard PLUS/A Adapter
— Ungerman-Bass NIUpc Adapter

— Ungerman-Bass NIUps Adapter

To run X.25, you need the following network adapter:
— IBM X.25 Interface Coprocessor/2
Network Communication Media

TCP/IP for OS/2 accommodates several kinds of media. Set up your network
communication media using one or more of the following network communi-
cation devices:

— IBM PC Network LAN
— IBM Token Ring LAN
— Ethernet LAN

— Serial Line

— X.25 Link

Once the LANs are in place, you can interconnect them with gateways to form an
internet. If a serial line is used, the following line speeds are supported:

— 1200 bps
— 2400 bps
— 4800 bps
— 9600 bps
— 19 200 bps.

Note: All line speeds are given in bits per second.
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Software Environment

TCP/IP for OS/2 requires OS/2 SE, Version 1.3, OS/2 EE, Version 1.3, or 0S/2,
Version 2.0 installed on your PC. TCP/IP for OS/2 using an X.25 network requires
0S/2 EE 1.3 and Communications Manager installed on your PC.

To install TCP/IP for OS/2, you should know how to create and edit files, and manip-
ulate directories on your fixgd disk using OS/2. You should be familiar with the
0S/2 Presentation Manager . You should also be familiar with the 0S/2 Communi-
cations Manager to use the X.25 network.

If you plan to write your own applications, which use the programming interfaces of

TCP/IP for OS/2, or modify the source code provided, you need the Microsoft C com-
piler, Version 6.00A.

Chapter 2. Introducing TCP/IP for Your OS/2 Environment 21
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Chapter 3. Installing TCP/IP for OS/2

This chapter contains information necessary to install TCP/IP for OS/2 on your PC.

System Requirements

You must have Operating System/2 SE, Version 1.3, Operating System/2 EE, Version
1.3, or Operating System/2, Version 2.0, and at least one network adapter or modem
installed on your PC. For additional information about the required hardware and
software environments, see Chapter 2, “Introducing TCP/IP for Your OS/2
Environment.”

The steps you should follow during installation depend on the following:
¢ The operation of your PC as a host or router

¢ Your network communication media

* The models of network adapters and the number of network connections planned
for your PC.

Installation

The Installation and Configuration Automation Tool (ICAT) program is used for auto-
mated installation. ICAT is contained on a diskette that is a part of your TCP/IP for
08S/2 base product.

During the installation process, ICAT prompts you for all the information you need to
get TCP/IP for OS/2 running on your PC.

ICAT is a Presentation Manager application that uses standard input and output con-
ventions. If at any time you need further assistance to understand a data entry field,
place the cursor on the field, and press the [# key. To get help on the current
screen, press the (21 key, or click on the F1=Help selection available at the
bottom of each ICAT screen.

Starting ICAT

The following steps describe how to start the ICAT program.

1. Insert the diskette labeled “TCP/IP Version 1.2 for OS/2, diskette B-1" into drive
A.

2. Type A:ICAT at an OS/2 command prompt, and press the ||

The “TCP/IP - ICAT” introduction window is displayed.
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/
Figure 8. TCP/IP - ICAT
The following button selections are displayed at the bottom of the window.
Selection Description
Read Me Displays additional product release information. It is important that

you review the Read Me information before installing or configuring
the TCP/IP for OS/2 product.

Install Displays the “TCP/IP Installation Tool” window.
Configure Displays the “TCP/IP Configuration Tool” window.
Exit Exits you from the ICAT program.

To install your TCP/IP for OS/2 programs, select Install.

Installing TCP/IP
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If you are replacing an existing installation of TCP/IP for OS/2 with Version 1.2,
follow the procedures described in “Removing TCP/IP for 0S/2” on page 40 to
remove the earlier installation, before proceeding with your installation.

The following is an example of the “TCP/IP Installation Tool” window that is dis-
played as a result of selecting Install from the “TCP/IP - ICAT” introduction window.
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TCPHP - ICAT |~

[ B R P )

TCPAP Installation Tool

Transmission Control Protocol/Internet Protocol

~Select the options to be installed

{4.96 MBytes) [Xi 1t
(0.41 MBytes] Network File System
(5.62 MBytes] [{]X window System Server
(0.13 MBytes] [IX.25 Interface Software
(3.20 MBytes] [X] Programming Libraries
[7.42 MBytes) Source Code

for Operating Systemé2

Installation Tool

Base directory for the installation: |C:\TCPIP

[ stal | | cancel | [ F1=Help ]

\

Figure 9. TCP/IP Installation Tool

The following options are displayed.

Option

Base Product

Network File System

X Window System Server
X.25 Interface Software
Programming Libraries

TCP/IP Source Code

Description

The executable modules that are needed to run TCP/IP
and the TCP/IP for OS/2 clients and servers.

The executable modules that are needed to run the
Network File System Client and Server.

The executable modules that are needed to run the
X Window System Server.

The executable modules that are needed to run TCP/IP
for OS/2 over an X.25 interface.

The libraries and header files for each of the TCP/IP
application programming interfaces.

The source code to customize or change the TCP/IP for
08/2 products.

Note: These products are purchased as a total package or individually. The sizes
of the products shown in Figure 9 may have changed since the printing of this

manual.

The default base directory for the installation is C\TCPIP. To change the name of
the base directory for the installation of TCP/IP for 0S/2, use your [ji:i. key to scroll
to the “Base directory for the installation” field, and type the name of the directory.

When you use the “TCP/IP Configuration Tool” window, you are requested to enter
the name of the base directory where you installed TCP/IP. Keep a record of the
name you have chosen for the base directory.
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Press the | key to move from the base directory field to the buttons at the
bottom of the window.

The following button selections are displayed at the bottom of the window.

Selection Description
Install Executes the installation process for the products that you selected.
Cancel Returns you to the “TCP/IP - ICAT” introduction window without

installing any of the selected products.

F1=Help Provides help information.

If you choose the Install selection, you are prompted to insert the required diskettes
into drive A. If you are installing a product that requires CONFIG.SYS changes,
ICAT asks you if you want to update your CONFIG.SYS after the diskettes have been
copied. Upon completion of the automated installation process, a message is dis-
played, verifying a successful installation.

The “TCP/IP - ICAT” introduction window is redisplayed.

If a message is displayed stating that installation was not successful, repeat the
installation process and correct any errors that are indicated during the process.

The TCP/IP for OS/2 programs are installed, by default, into the C:\TCPIP subdirec-
tory. For example, the TCPIP.LIB file resides in the directory path C:\TCPIP\LIB and
contains the programming interface libraries of TCP/IP for OS/2. For more informa-
tion about the default directory structure, see Appendix C, “Sample OS/2 TCP/IP
Default Directory Structure.”

Before You Configure Your TCP/IP Software
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You must have certain information available before configuring your system.
Review the ICAT program documentation provided in the following sections of this
chapter to determine the information that you need for your specific network config-
uration.

You are now ready to configure your TCP/IP software.

IBM TCP/IP Version 1.2 for 0S/2: Installation and Maintenance

N



Configuring TCP/IP

The following is an example of the “TCP/IP Configuration Tool” window that is dis-
played as a result of selecting Configure from the “TCP/IP - ICAT” introduction

window.

~

TCPAP - ICAT R4

F1=Help

(R)=

TCP{IP Configuration Tool

for

Base directory where the
product is installed:

0 '4'---

. Configure Services
-_Routing Information

[ L)

Transmission Coentrol Protocolfintemet Protocol

Configuration Menu

Select the options that you want to configure

. X.25 Interface Parameters
. SLIP Interface Parameters
. Automatic Starting of Services

Operating System/2

|caTcPin

[ Exit |

| Cancel | | F1=He|p|

-

Figure 10. TCP/IP Configuration Tool

At the top of the window in the “Base directory where the product is installed” field,
type the name of the installation directory that you specified in the “TCP/IP Installa-

tion Tool” window.

The following configuration selections are displayed.

Selection

Network Interface Parameters

X.25 Interface Parameters

SLIP Interface Parameters

Automatic Starting of Services

Configure Services

Routing Information

Description

Displays the “Configure Network Interface Param-
eters” window.

Displays the “Configure X.25 Interface
Parameters” window.

Displays the “Configure SLIP Interface Parame-
ters” window.

Displays the “Configure Automatic Starting of Ser-
vices” windows.

Displays the “Configure Services” window.

Displays the “Configure Routing Information”
window.
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Use any of the following methods to make your screen selections.
¢ Use the mouse and place the cursor on the desired selection, and double click.
¢ Use the following keyboard functions:

— Press the directional arrows to scroll to the desired item, and press the
key.

— Press the directional arrows to scroll to the desired item, and press the space
bar.

e Use the
selections.

key to move from one group of selections to another group of

The following button selections are displayed at the bottom of the window.
Selection Description

Exit Saves the current configuration values and returns you to the
“TCP/IP-ICAT” introduction window.

Cancel Discards any changes made and returns you to the “TCP/IP-ICAT”
introduction window.

F1=Help Provides help information.

Configuring Network Interface Parameters

The following is an example of the “Configure Network Interface Parameters”
window that is displayed as a result of selecting Network Interface Parameters from
the “TCP/IP Configuration Tool” window.

(" 1

Configure Network Interface Parameters

rLocal Area Network Adapter 0 [Primary) -Local Area Network Adapter 1 [Alternate] —
Enable LAN Adapter 0 Enable LAN Adapter 1

IP Address: [9.67.30.60 | IP Address: [9.67.60.128 |
Subnet Mask: [255.255.254.0] | Subnet Mask: [255.255.255.224 |
Broadcast: | 1 Broadcast: I |

|

Destination Address: | Destination Address:l J
Routing Metric Count: IEI Routing Metric Count: E

Curre:'tﬂxlmum Transmission Llnll.[:' c“"el:taxlmum Transmission Unit: I:]
"ifconfig" "ifconfig"
State [note: Default state is all fields off] | |State [note: Default state is all fields off]

allrs [ Single route broadcast allrs [ Single route broadcast

arp [ Disable use of ARP arp [dDisable use of ARP

bridge []Disable routing field support bridge []Disable routing field support

snap [JDisable extended SNAP support snap []Disable extended SNAP support
- trailers [J Trailer encapsulation —trailers [] Trailer encapsulation

l Menu | | Cancel | | Fi=Help | [ Mext Screen |

\ J

Figure 11. Configure Network Interface Parameters
When you configure your network adapters, ICAT creates or modifies the

SETUP.CMD file for you. You can configure up to four network adapters. An
example of the format of the network adapter entries is displayed in Figure 11.
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The IFCONFIG parameters that you can select are displayed at the bottom of the
window. A description of the parameters is also displayed. If you select one of the
IFCONFIG options, the current state changes. For more information about the
IFCONFIG parameters, see IBM TCP/IP Version 1.2 for OS/2: User’s Guide.

Use any of the following methods to make your screen selections at the top of the
window.

¢ Use the mouse and place the cursor in the entry field of the desired selection;
type your entry, and single click on your next entry field.

¢ Press the directional arrows to scroll to the desired item; type your entry in the
entry field. Use the 1.1 key to move from one group of selections to another
group of selections.

Use any of the following methods to make your screen selections at the bottom of
the window.

¢ Use the mouse and place the cursor in the box of the desired selection, and
single click.

* Press the directional arrows to scroll to the desired item, and press the space
bar.

e Use the
selections.

key to move from one group of selections to another group of

The following button selections are displayed at the bottom of the window.
Selection Description

Menu Retains the current values, and redisplays the “TCP/IP Config-
uration Tool” window. The values are not saved until you exit
from the “TCP/IP Configuration Tool” window.

Cancel Discards any changes made and returns you to the “TCP/IP Con-
figuration Tool” window.

F1=Help Provides help information.

Next Screen Displays the next screen.

Previous Screen Returns you to the previous screen.

Configuring X.25 Interface Parameters

The following is an example of the “Configure X.25 Interface Parameters” window
that is displayed as a result of selecting X.25 Interface Parameters from the “TCP/IP
Configuration Tool” window.

When you configure your X.25 interface, ICAT creates or modifies the X25.CMD file
for you.
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TCPHP - ICAT | =]
Fi=Help

(R)=

TCP/P Configuration Tool

Configure X.25 Interface Parameters

IP Address: [9.67.58.163 |

Subnet Mask: | |

Maximum Transmission Unit:

<
2. [ Menu | | cancel ] [ F1=Help |
3.
4. A -
5. Configure Services
6. Routing Information L&
|_Exit ] [ Cancel | [ FizHelp |
\_ J

Figure 12. Configure X.25 Interface Parameters

The following button selections are displayed at the bottom of the window.
Selection Description
Menu Retains the current values, and redisplays the “TCP/IP Configura-

tion Tool” window. The values are not saved until you exit from the
“TCP/IP Configuration Tool” window.

Cancel Discards any changed values and returns you to the “TCP/IP Config-
uration Tool” window.

F1=Help Provides help information.

Configuring SLIP Interface Parameters

The following is an example of the “Configure SLIP Interface Parameters” window
that is displayed as a result of selecting SLIP Interface Parameters from the “TCP/IP
Configuration Tool” window.
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=] TCPAP - ICAT [~]

[ D P}

Configure SLIP Interface Parameters —

Enable the SLIP interface.

[J Automatically dial the target host at TCP/IP startup.

IP Address:|9.67.58.160|
Destination Address:[_—_]

Communications Port: |COM1

Modem Speed:[2400 | (bps)
Dial String: [ATDT 1 (123) 123-1234 |

Modem Delay: IZI [seconds)

Menu | [ cancel | [ F1=Help |

. J

Figure 13. Configure SLIP Interface Parameters

When you configure your SLIP Interface, ICAT creates or modifies the SLIP.CMD and
SETUP.CMD files for you. For an example of a SLIP.CMD file, see Appendix B,
“Sample SLIP.CMD File.”

Note: You must click on the “Enable the SLIP Interface” selection to use the
adapter.

The following button selections are displayed at the bottom of the window.
Selection Description

Menu Retains the current values, and redisplays the “TCP/IP Configura-
tion Tool” window. The values are not saved until you exit from the
“TCP/IP Configuration Tool” window.

Cancel Discards any changed values and returns you to the “TCP/IP Config-
uration Tool” window.

F1=Help Provides help information.

Configuring Automatic Starting of Services

The following are examples of the “Configure Automatic Starting of Services”
windows that are displayed when you select Automatic Starting of Services from the
“TCP/IP Configuration Tool” window.

When you configure the services that you want automatically started, ICAT creates
or modifies the TCPSTART.CMD and STARTUP.CMD files.
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Configure Automatic Starting of Services SCREEN 1 OF 2

Select Service for Automatic Starting Parameters
Enable this machine to start the inctd super server.
(inetd]

Enable other users to login to this machine.
ftelnetd] Start the telnetd using: @inetd (Q Foreground session

X Enable others to access your files by using FTP.
fftpd) Start the ftpd using:  @inetd () Foreground session

Enable others to access your files by using TFTP. ............ |
(thipd]  Start the titpd using: @inetd () Foreground session

K Enable others to remotely execute commands on this machine usin
[rexecd] Start the rexecd using: ®inetd (JForeground session

[JEnable others to remotely execute commands on this machine usin
rshd]  Startthe rshd using: @inetd (QForeground sesslon

Enable this machine's printer to accept network print jobs. .. ... l |
fipd) Start the Ipd using: ®inetd (O Foreground session

| Menu: l | Cancel | | F1=Help | { NextScreen_I

~
/

Configure Automatic Starting of Services SCREEN 2 OF 2

Select Service for Automatic Starting Parameters

[REnable this machine to function as an X server. ... ........... ﬁocopyright J
[pmz]

[JEnable others to "talk" o you by using TALK.
[talkd)

[JEnable this machine to function as an NFSserver............. | |
[nfsd]

Enable this machine to mount remote file systems. [NFSCTL). .. [ |
[nisstari]

[JEnable automatic management of this machine's routing tables. | J
[routed]

Enable this machine to receive mail from others.. .. .......... |-q30m |
[sendmail -bd)

[XIEnable automatic starting of the LaMail application.
flamail)

| Menu I r Cancel ] [ F1=Help I [PreuinusScreenl

g J
Figure 14. Configure Automatic Starting of Services

Select the TCP/IP services that you want to automatically start when you initially
start TCP/IP. The TCP/IP services are invoked from the TCPSTART.CMD file. See
Chapter 6, “Manually Setting Up the TCP/IP Servers,” for more information about
parameters.
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Use any of the following methods to make your screen selections on the right side of
the window.

* Use the mouse and place the cursor in the entry field of the desired selection;
type your entry, and single click on your next entry field.

* Press the directional arrows to scroll to the desired item; type your entry in the
entry field.

e Use the |

key to move down to the buttons at the bottom of the windows.
Use any of the following methods to make your screen selections on the left side of
the window.

* Use the mouse and place the cursor in the box of the desired selection, and
single click.

* Press the directional arrows to scroll to the desired item, and press the space
bar.

¢ Use the |
selections.

key to move from one group of selections to another group of

The following button selections are displayed at the bottom of the windows.
Selection Description

Menu Retains the current values, and redisplays the “TCP/IP Con-
figuration Tool” window. The values are not saved until you
exit from the “TCP/IP Configuration Tool” window.

Cancel Discards any changes made and returns you to the “TCP/IP
Configuration Tool” window.

F1=Help Provides help information.

Next Screen Displays the next screen.

Previous Screen Returns you to the previous screen.

Configuring Services

The following is an example of the “Configure Services” window that is displayed as
a result of selecting Configure Services from the “TCP/IP Configuration Tool”
window.
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( R
1 1
Configure Services
insert Betore (#F8 lased Aley 5FB] E4R{FH] Delete [#FH]
FTP Access Protection ¥ Host Authorization
anonymous 2] cambridg 2
sarah n cambvm3
julie ¥ als-ps2 F3
X Client Display Variable: |9.67.30.60:0 Timezone for NFS: !estEedt ]
. i Remote Print Server's
Remote Printer Server: Printer: IIpﬂ ]
Username for REXEC & Password for REXEC
Remote Printing: Users: ]
Passward for Telnet: ::I
Domain Name Services
This Machine's Hostname: |happy
Domain Name: |tcp.raleigh.ibm.com
Domain Nameserver(s): [9.67.30.100 ]
(address]
4]
| Menu | [ cancel | [ Fi=Help |
o J

Figure 15. Configure Services

The TCP/IP services that can be configured are:

Service

FTP Access Protection

X Host Authorization

X Client Display Variable

Timezone for NFS

Remote Printer Server

Remote Print Server’s Printer

Description

Specifies the names of the users and passwords
that can access your FTP server. The TRUSERS
file that is used by the FTP server is created or
modified.

Specifies the X client hosts on the network that are
authorized to connect to the X server. The
XOHOSTS file that is used by the X server is
created or modified.

Specifies the DISPLAY environment variable used
by X client utilities to indicate to which X server to
direct their requests. An environmental variable

called DISPLAY is added to your CONFIG.SYS file.

Specifies the TZ environment variable used by the
NFS server and client. The TZ environmental vari-
able is added to your CONFIG.SYS file.

Specifies the host name of the LPD server. An
environment variable called LPR_SERVER is added
to your CONFIG.SYS file.

Specifies the name of the printer that is used by
LPR. An environment variable called
LPR_PRINTER is added to your CONFIG.SYS file.
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Username for REXEC & Remote Printing

Password for REXEC Users

Password for Telnet

Domain Name Services

Specifies the name used to recognize REXEC and
remote print requests submitted by other TCP/IP
hosts to your PC. An environment variable called
USER is added to your CONFIG.SYS file.

Specifies the password used to validate REXEC
requests submitted by other TCP/IP hosts to your
PC. An environment variable called PASSWD is
added to your CONFIG.SYS file.

Specifies the name of the password that is used by
the Telnet server. An environment variable called
TELNET.PASSWORD.ID is added to your
CONFIG.SYS file.

Specifies the host name, the domain name, and the
name server addresses. A RESOLYV file that is
used by clients is created and an environment vari-
able called HOSTNAME is added to your
CONFIG.SYS.

Use the function keys that are displayed on the action bar at the top of the screen to
make your screen selections for the FTP Access Protection, Domain Name Services,

and X Host Authorization boxes.

The following buttons are displayed at the bottom of the window:

Selection Description

Menu Retains the current values, and redisplays the “TCP/IP Configura-
tion Tool” window. The values are not saved until you exit from the
“TCP/IP Configuration Tool” window.

Cancel Discards any changes made and returns you to the “TCP/IP Config-
uration Tool” window.

F1=Help Provides help information.

Configuring Routing Information
The following is an example of the “Configure Routing Information” window that is
displayed as a result of selecting Routing Information from the “TCP/IP Configura-

tion Tool” window.
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= TCPAP - ICAT |~]
F1=Help

IO,

Configure Routing Information
Insert Before [=F5] Insert After (=F6] Edit [=F7] Delete [=F8} ]

ROUTE
ROUTE TYPE DESTINATION GATEWAY METRIC
(Default!Net! Sutmet/Host) (<IP Address=) (<IP Address>) (<t of Haps to Destination=)
DEFAULT 9 67 .60 84 1 L'ﬂ
NET 9.67 42 9.67.58.164 2
NET 9.67. 35 9.67.58 167 5
SUENET - £ E Y 1

%]
| Menu I | Cancel | | F1=Help I
T TRT—] T CANCET ] T rl—ﬂ T
|\ J

Figure 16. Configure Routing Information

The Configure Routing Information window is used to define routes that are placed
in the SETUP.CMD file. See Appendix A, “Optional Files,” or IBM TCP/IP Version

1.2 for 0OS/2: User’s Guide for the routing information you need to type in the entry
fields of this window. An example of the routing entry’s format is displayed at the

top of the window.

To make your entries, use the function keys displayed at the top of the window to
perform the desired function, or press the key to go to the action bar and
select the desired action.

Use the

key to move to the buttons at the bottom of the window.

The following button selections are displayed at the bottom of the window.
Selection Description

Menu Retains the current values, and redisplays the “TCP/IP Configura-
tion Tool” window. The values are not saved until you exit from the
“TCP/IP Configuration Tool” window.

Cancel Discards any changes made and returns you to the “TCP/IP Config-
uration Tool” window.

F1=Help Provides help information.

Starting TCP/IP for 0S/2

When you exit the “TCP/IP Configuration Tool” window, the changes you made to
your configuration are saved to the appropriate files.

You must reboot your system to activate the changes to your configuration. You
should shut down all tasks before you reboot your system.
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When the system restarts, TCP/IP is started from your CONFIG.SYS. If your config-
uration included the automatic starting of any services, your STARTUP.CMD calls
TCPSTART.CMD, which starts the services you requested.

During the configuration process, several files were modified. Backup copies are
created with file names ending in .BKn. For example, the first backup copy of the
CONFIG.SYS file would be CONFIG.BK1.

Testing Your Installation

You can use the PING command to test your installation. PING sends out an ICMP
echo request to a specified destination and waits for an echo reply. The receiver
echoes the frames it receives back to the originator.

Enter the PING command from an OS/2 command prompt.

The following is the format of the PING command.

The parameters for the PING command are:

Parameter Description

-? Displays help information.

-d Starts the socket-level debugging process.

-r Bypasses the routing table.

-V Specifies verbose output.

host Specifies the foreign host to which you want to send the echo
request.

data_size Sets the number of data bytes for the echo request (the default
number of data bytes is 56, with an additional 8-byte header
attached).

npackets Sets the number of echo requests that are sent to the foreign host.

These parameters are position dependent; you cannot specify the
number of packets without specifying the data size.

Note: If you do not specify npackets, the echo requests is sent
continuously. Any of the following actions discontinues the echo
request.

~ key simultaneously.
key simultaneously.

* Pressing the
* Pressing the
¢ Closing the task.

key and the
key and the

PING can be used to verify the following parts of the TCP/IP for OS/2 installation.
* PING your_internet_address
This form of the PING command verifies that TCP/IP is running.
¢ PING remote_internet_address

This form of the PING command verifies that you can be addressed.
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* PING remote_host_name
This form of the PING command verifies the operation of the name server or host
file and whether it can reach that host.

You are now ready to use the applications and functions provided with TCP/IP for
0Ss/2.

Removing TCP/IP for OS/2

This section describes how to remove TCP/IP for OS/2 from your PC.

Procedure
To remove TCP/IP for OS/2 from your PC, do the following steps.

1. Remove any TCP/IP related information from your CONFIG.SYS.

Note: For CONFIG.SYS statements that contain references to multiple directo-
ries, such as SET PATH, LIBPATH and SET HELP, remove the reference to the
directory in which TCP/IP is installed. Do not delete the entire statement.

2. If the file C:\STARTUP.CMD contains the line CALL TCPSTART.CMD, delete the
line.

3. Save any configuration-related files in a directory other than the directory in
which your current TCP/IP software resides. Configuration-related files include:

BIN\SETUP.CMD

BIN\TCPSTART.CMD

ETC\SENDMAIL.CF

BIN\SLIP.CMD

BIN\X25.CMD

The files listed in Appendix A, “Optional Files.”

4. Reboot your machine.

5. Remove the directory structure in which TCP/IP is installed.
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Chapter 4. Host Name Resolution

This chapter describes the files that are used for host name resolution. The files,
which reside in the ETC directory, are:

¢ RESOLV
* HOSTS

This chapter also provides examples of the file content of the RESOLV file and the
HOSTS file.

Overview of Name Resolution

When a TCP/IP for OS/2 service or application receives a symbolic name that
represents a host address, it calls a host name resolver routine to resolve the sym-
bolic name into an internet address. The host name resolver routine queries a
domain name server or a local HOSTS file, or both, to perform the name resolution.

The resolver sends the request to the foreign name server before using the local
HOSTS file. If a RESOLV file exists in the ETC directory, the host name resolver
routine first tries to resolve the name through name servers specified in that file.

If resolution through a name server fails or if a RESOLYV file does not exist, the host
name resolver routine tries to resolve the name locally by searching the HOSTS file
in the ETC directory for a match of the symbolic host name.

If a match is found, the routine returns the corresponding internet address. If a
match is not found, a message is displayed stating that the host is unknown.

RESOLV File

The following example shows the format of the RESOLY file.

domain domain_name
nameserver internet_address

The following is an example of the content of a RESOLYV file.

domain eng.mit.edu
nameserver 129.34.128.245
nameserver 129.34.128.246

Because the Domain Name Server requires a fully qualified domain name, the host
name resolver routine scans the host name to see if it contains a period. If a period
is not present, the routine appends the domain name specified by the domain state-
ment in the RESOLYV file. Otherwise, the name is assumed to be fully qualified and

is passed as is to the name server.

You can have a maximum of one domain entry and three nameserver entries. The
routine queries the first name server specified in the RESOLYV file. if the specified

name server does not respond, the routine queries the next name server specified,
if any, until either a response is received or the last name server specified fails to

respond.
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If a name server responds with the internet address associated with the symbolic
host name, that address is returned to the requesting service or application.

Note: For each name server that does not respond, a time-out of 60 to 80 seconds
occurs.

HOSTS File

The following example shows the format of the HOSTS file.
internet_address host_name [alias(es)] [# comment] <carriage return>

When using the HOSTS file on a small internet, it is not necessary to use the
hierarchical-naming system used by the larger internets. The following example is
a token ring network of three users and their entries in the HOSTS file.

129.5.24.1 Hostl vjsPC PC1 mathdept
129.5.24.3 PC3 normasPC Host3 # This is Norma's PC
129.5.24.4 PC4 budsPC

You must enter a carriage return at the end of each line.

In this example, each time you enter the host name of Hostl or the aliases vjsPC,
PC1, or mathdept, the local name resolver translates it to the internet address of
129.5.24.1. For more information about the format of network addresses, see
“Network Address Format” on page 14.

Note: When both the RESOLV and HOSTS files exist in the ETC directory, you
should keep the HOSTS file up to date. As name servers are modified, the HOSTS
file can become outdated.
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Chapter 5. Manually Modifying Your TCP/IP Configuration

TCP/IP for OS/2 allows you to change your TCP/IP configuration to suit your specific
requirements.

This chapter describes an alternative to using ICAT to modify your TCP/IP configura-
tion.

Configuring the Network Interface

The IFCONFIG command assigns an address to a network interface and also config-
ures network interface parameters.

You must use the IFCONFIG command to define the network address of each inter-
face present on the machine.

You can also use the IFCONFIG command to redefine an interface’s address or
other operating parameters.

Warning: Do not attempt to modify the configuration of a network interface unless
you are an experienced TCP/IP user.

The following example shows the format of the IFCONFIG command.

The parameters of the IFCONFIG command are:
Parameter Description

interface The name of the interface you are configuring (lan0, lan1,
lan2, lan3, si, or x25).

af Name of the address family supported.

You must specify the address family (af), because an inter-
face can receive transmissions in different protocols, and
each protocol requires a separate naming scheme. However,
specifying the address family can change the interpretation of
the remaining parameters. Specify only inet, which is the
default.

address The address assigned to a particular interface in the standard
dotted-decimal notation.

dest_address Specifies the address of the correspondent on the receiving
end of a point-to-point link.

up Enables an interface after the interface has been marked
down with an IFCONFIG statement.

interfaces are automatically marked up when the first
address is set on an interface.
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down

netmask mask

metric n

Marks an interface down. When an interface is marked down,
the system does not attempt to transmit messages through
that interface. In some cases, the reception of messages is
also disabled.

This action does not automatically disable routes using the
interface.

This parameter is used for networks only. The mask value
specifies how much of the internet address to reserve for use
as a subnetwork address.

For example, the subnetwork capability of TCP/IP divides a
single network into multiple logical networks. An organiza-
tion can have a single internet network address that is known
to users outside the organization, yet configure its internal
network into different departmental subnets.

The subnet, or local address, portion of an internet address is
then divided into a subnet number and a host number, for
example:

network_number subnet_number host_number

where:

network_number Is the network portion of the internet
address.

subnet_number Is the subnet number portion of the
local address.

host_number Is the host number portion of the local

address.

The mask value includes the network portion of the local
address and the subnet portion, which is taken from the host
field of the address. The mask can be specified as-a single
hexadecimal number with a leading 0x, or with a
dotted-decimal notation address.

The mask contains 1s for the bit positions in the 32-bit
address that are to be used for the network and subnet parts,
and Os for the host part. The mask should contain at least the
standard network portion, but the bits of the netmask do not
have to be contiguous. The subnet field should be contiguous
with the network portion.

For an example of the ROUTE command with the subnet
parameter, see “ROUTE—Modifying Routing Tables” on
page 50.

Sets the metric for the interface to n. The value n represents
a number and should be between 0 and 15. The default is 0
(directly connected). The routing metric is used by the
Routing Information Protocol (RIP).

Metrics that are greater in value make a route less favorable.
Metrics are counted as the number of hops to the destination
network or host.
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mtu n

trailers

-trailers

arp

-arp
bridge
-bridge

snap

-snap

-alirs

Sets the maximum transmission unit of the interface to n.
The value n represents a number. The default MTU value is
1500.

Notes:

1. When using a PCNet adapter the MTU should be set to a
maximum of 1462.

2. When using an Ethernet adapter on an IEEE 802.3
network, the MTU should be set to a maximum of 1492.

3. When using a Token Ring 16/4 Adapter/A card on a 16
megabyte token ring, the MTU should be set to a
maximum of 4400.

4. When using an X.25 co-processor adapter, the MTU
should be set to a maximum of 576.

Requests the use of a trailer link level encapsulation when
sending.

For example, if a network interface supports trailers, the
system, when possible, encapsulates outgoing messages,
which minimize the number of memory-to-memory copy oper-
ations that the receiver must perform.

On networks that support the Address Resolution Protocol
(ARP), this parameter indicates that the system should
request that other systems use trailers when sending to this
host. Trailer encapsulations are sent to other hosts that have
made such requests.

Disables trailer link level encapsulation. This is the default.

Enables ARP in mapping between network level addresses
and physical, or station addresses.

ARP is currently implemented for mapping between internet
addresses and Ethernet addresses or IBM token ring
addresses.

Disables Address Resolution Protocol.
Enables routing field support.
Disables routing field support.

Sends token ring headers with the extended snap format.
This is the Institute of Electrical and Electronic Engineers
(IEEE) standard and is necessary to communicate with
machines using the extended snap format, such as AlX*. The
snap parameter is the configuration default.

Does not send token ring headers with the extended snap
format.

Sets the token ring broadcast indicator to Single-Route
Broadcast. The default is All-Routes Broadcast. See IBM
0OS/2 LAN Technical Reference for more information.

broadcast broadcast_address

Specifies the address to use to represent broadcasts to the
network. The default broadcast address is an internet
address with a local address that has a value of all 1s.
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802.3 Enables Ethernet 802.3

-802.3 Disables Ethernet 802.3. Enables Ethernet DIX 2. This is the
default.

icmpred Allows TCP/IP to add routes obtained by the ICMP redirects.
This is the default.

-icmpred Prevents TCP/IP from adding routes obtained by ICMP redi-
rects.

The IFCONFIG command displays the current configuration for a network interface
when only an interface is supplied. If a protocol family is specified using af,
IFCONFIG reports only the details specific to that protocol family.

To receive help for the command syntax, use the IFCONFIG command alone, without
specifying an interface, address, or parameter.

ROUTE—Modifying Routing Tables
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Use the ROUTE command to manually configure the network routing tables.

Warning: Do not attempt to configure the network routing tables unless you are an
experienced TCP/IP user.

The following example shows the format of the ROUTE command.

The parameters of the ROUTE command are:

Parameter Description
? Displays help information.
-f Flushes the routing tables of all network and subnet route entries.

If this is used in conjunction with another parameter, the tables are
flushed before the parameter’s application.

-h Flushes the routing tables of all host route entries.

If this is used in conjunction with another parameter, the tables are
flushed before the parameter’s application.

add Adds a route.

delete Deletes a route.

net Specifies that a network is to be added or deleted.

subnet Specifies that a subnet is to be added or deleted.

host Specifies that a host destination is to be added or deleted.

destination Specifies the internet address of the destination host, network, or
subnet.

default Specifies all destinations not defined with another routing table
entry.
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router Specifies the internet address of the next hop in the path to the
destination.

metric Specifies the number of hops to the destination.

Note: Metric is required for add commands.

The following is an example of a ROUTE command.
_ ROUTE -fh add net 129.34.10.0 120.34.10.60 1

In the example, the ROUTE -fh command clears the routing table of all entries and
adds a route tc the network 129.34.10.0 through the router 129.34 10.60, specifying
the number of hops to the destination host as 1.

The following is the response that is displayed as a result of issuing the ROUTE -fh
command illustrated in the preceding example.

You can use the NETSTAT -r command to display the current routing tables.

The subnet parameter is used in place of net, when using a netmask that subnets
down into the fourth byte of an address.

For example, if you have the address 192.67.59.nn, where nn represents any
number, and you need to support at least 4 networks with no more than 62 hosts for
each net, use a netmask of 255.255.255.192. The following example illustrates the
ROUTE command with the subnet parameter.

In the example, any packets addressed for the address range 192.67.59.65 through
192.67.59.126 are sent to 192.67.59.66, which is one hop away.
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Chapter 6. Manually Setting Up the TCP/IP Servers

This chapter describes how to manually customize TCP/IP for the OS/2 environment.

Only one instance of each server should be run on a PC at one time. If you try to
start a second server of the same type, a message is displayed informing you that
the address is already in use. For example, if you have an FTP server running, you
cannot start a second FTP server on your PC.

INETD

This section describes how to set up the INETD server. INETD is a super server that
allows you to start multiple servers from a single OS/2 session, and use the appli-
cable server when needed. INETD supports the following servers:

s FTPD

* LPD

¢ REXECD
* RSHD
TELNETD
* TFTPD

You can use INETD as an alternative to starting each individual server. However,
you cannot specify the parameters used with LPD and TFTPD.

Warning: Do not attempt to activate servers by two methods. If you use INETD,
which can start multiple servers, do not attempt to start an individual server by
using a specific server command, such as FTPD.

For example, if you have used INETD to start FTPD, do not attempt to start FTPD
with the FTPD command also.

Setting Up the Environment

Before using the INETD command, you must create or modify the INETD.LST file,
and the file must reside in the ETC directory, or the directory specified by the ETC
environment variable.

INETD.LST File
The INETD.LST file is used by the INETD server to define the servers that are to be
activated.

The INETD.LST file contains one or more entries. The following is an example of the
content of an INETD.LST file containing multiple entries. For the file format, see
Appendix A, “Optional Files.”
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telnet tcp telnetd

exec tcp rexecd
ftp tcp ftpdc
printer tcp lpd

tftp udp tftpd

shell tcp rshd
Where:

telnet is the application, tcp is the protocol, as defined in the services file, and
telnetd is the server to be activated.

exec is the application, tcp is the protocol, as defined in the services file, and rexecd
is the server to be activated.

Note: If the TFTP server is started without using INETD, its file access path can be
set as a parameter to the command. No such parameter can be included in the
INETD.LST file, but the file access path can be specified by the environmental vari-
able TFTPDPATH. For example:

SET TFTDPATH=C:\TEMP\

Comment characters and blank lines are not allowed in the INETD.LST file. INETD
will not start if it discovers any blank lines.

Setting Up the INETD Server

A server is required on one of the hosts involved in the transfer of data.

To start the server on your local host, type INETD at an OS/2 command prompt, and
press the key.

INETD starts the INETD.EXE program. INETD.EXE runs as a task until you shut down
the server.

FTP

This section describes how to set up the environment and server for FTP.

Setting Up the Environment

56

Several different files can be used by FTP to enable or automate various functions.
These files are:

* TRUSERS
e NETRC

These files are created by the user and must reside in the ETC directory, or the
directory specified by the ETC environment variable.
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TRUSERS File

The TRUSERS file is used by the FTP server to define access authorization to users
on the foreign host. You can define users with read access to particular directories
and write access to particular directories.

The following is an example of the content of a TRUSERS file containing multiple
entries. For the file format, see Appendix A, “Optional Files.”

user: chris boz
rd: d:\ c:\
wr: d:\tmp c:\tmp

user: anonymous
rd: c:\anonymous
wr:

user: diane green
wr: ciletc

Where:

chris is the FTP user, boz is the password for chris, rd: d:\ c:\ gives chris access
to read files and subdirectories in the c:\ and d:\ subdirectories, and

wr: d:\tmp c:\tmp gives chris access to write to files and subdirectores only in the
c:\tmp or d:\tmp directories.

anonymous is defined as the user with no password. This user name has special
meaning because you are not required to define a password. This is the only user
name you can define without a password. This user can read files and directories in
c:\anonymous but cannot write to any files or directories.

diane is the user, green is the password for diane, and wr": c:\etc gives diane
access to read or write to any file or directory except c:\etc. This also gives diane
access to read or write to any other drives, floppy and mounted.

Warning: Use discretion in giving write access to other users. A remote user with
write access can destroy files and directories on your PC.

NETRC File

The NETRC file is used by the FTP (and REXEC) clients as a source for user and
password values. Create the NETRC file in the ETC directory. For the file format,
see Appendix A, “Optional Files.”
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The following is an example of the content of a NETRC file containing multiple
entries.

machine raleigh Togin kent password baseball

machine boston login bruce password september macdef mymacro
bell

hash

prompt

binary

cd c:\mydir

get myfile.bin

machine york login jane password workday account payday

In this example, when using the FTP command on the local host to connect to the
raleigh host, the user kent and the password baseball are automatically sent to the
FTP server on the foreign host. To allow the user kent access to the FTP server, the
value of the password baseball must also be the password specified for the user
kent on the foreign host running the FTP server.

If a user uses FTP to open a connection to machine boston, the user name bruce and
the password september are automatically passed to the FTP server on the other end
of the connection. Also, the macro called mymacro is defined from the line following
the macdef mymacro, until a null line is encountered. To execute the macro, mymacro,
type $mymacro at the FTP command shell.

Warning: If you have a Telnet, REXEC, TFTP, RSH, or FTP server running on your
machine, be aware that a NETRC file provides users with user and password infor-
mation that may allow them access to other users’ files.

Setting Up the Server

58

A server is required on one of the hosts involved in the transfer of data.

To start the server on your local host, type FTPD at an OS/2 command prompt, and
press the [Z1::: key.

The following example shows the format of the FTPD command.

There are no parameters for the FTPD command.

As an alternative, you can start this server using INETD. INETD allows you to start
multiple servers from an OS/2 session.

FTPD starts the FTPD.EXE program. FTPDC.EXE runs as a task until you shut down
the server.
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LPD

This section describes how to set up the LPD server.

Setting Up the Environment

All of the Line Printer commands require the host name of the server providing the
print spooling services, as well as the printer name, and in some cases a user
name.

You can set default values for all of these by defining the following environment var-
iables. You can also override the values for printer name and host name by using
the -p and -s parameters. See the format of the specific Line Printer command you
want to use.

The environment variables and their associated parameters used to set default
values for the Line Printer commands are:

Environment Variable Parameter
LPR_PRINTER printer
LPR_SERVER server
USER username

The following is a description of the parameters.
Parameter Description

printer Name of the printer that provides the output. When connecting to
an OS/2 LPD server, the printer name corresponds to a queue
defined in the Print Manager of the server machine. The user can
also specify a device name. The LPD server tries to determine the
associated queue as defined in the Print Manager.

server Internet address or name of the host that provides the print
spooling service.

username Character string passed to the host that provides the print spooling
services as an identifier of who created the print job.

Setting Up the Server

The Line Printer commands use the LPD server for remote printing.

Before using a Line Printer command, the LPD server must be running on the
foreign host that provides the print spooling service.

To start th
press the

r on your local host, type LPD at an OS/2 command prompt, and
key.

The following example shows the format of the LPD command.
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The parameters of the LPD command are:

Parameter Description

-? Displays help information.

-C Prevents printing of the control file.

-b Prevents printing of the banner page.

- Causes LPD to validate client requests based on the port

addresses. According to RFC 1179, all line printer requests should
come from clients on a port within the range of 721 to 731.
However, because some clients do not support this, the default
does not verify that the client is connecting from a valid port within
this range.

As an alternative, you can start LPD using INETD. INETD allows you to start mul-
tiple servers from an OS/2 session.

LPD.EXE runs as a task until you shut down the server.

Entering the LPRMON Command

60

LPRMON is a Parallel Device Monitor that allows you to set up your PC to automat-
ically send data to a remote LPR server. This allows you to print to an LPR server
without an application using the Line Printer protocol directly.

LPRMON can work with the OS/2 Print Manager. If you defined a queue associated
with a parallel port for which LPRMON is going to monitor, then the Print Manager
first queues the request, at which time you can manage the queue using the Print
Manager interface before sending the request over a TCP/IP network to a remote
LPR server. If a printer is not set up in the Print Manager for the parallel port that
LPRMON is going to monitor, then the data is sent directly to the LPR server without
going through the Print Manager.

If you wish to use the Print Manager and LPRMON together, configure the Print
Manager to be consistent with the type of printer on the remote LPD server where
the printing actually occurs. This is done by installing the appropriate driver con-
nected to the parallel port that LPRMON is going to monitor.

For example, if the remote printer is an IBM 4019 Laser Printer in PostScript** mode
and LPRMON is started to monitor LPT3, the IBM 4019 printer should be installed in
the Print Manager as connected to LPT3 and the PostScript printer driver should be
loaded for the IBM 4019 printer.

If there is no equivalent driver for the remote printer available for installation in the
Print Manager, you should configure the port as being connected to the IBMNULL
printer and driver.

Note: You should use the -b option unless the remote LPD printer is strictly a text
printer (the printer does not support embedded binary control characters).
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The following example shows the format of the LPRMON command.

LPRMON ; {[ b] [-f] [-n] [Qr n] t«q'}r] [-p printer] [-s server] devicenam"e,’},

The parameters of the LPRMON command are:

Parameters Description

-? Displays help information

-b Specifies that the data is interpreted as binary by the LPR server
LPD.

-f When the print server is running on a UNIX system, the -f param-

eter formats the file using the UNIX PR command. When the print
server is running under 0S/2, LPD passes the file through unal-

tered.
-n Disables the beep that occurs when there is an error.
-rn Sets the number of retries. The default is 3 tries.
-qn Sets retry delay in seconds. The default is 10 seconds
-p printer Specifies the name of the printer to which the file is sent. If you

omit the -p parameter, LPRMON looks at the environment variable,
LPR_PRINTER, for the corresponding value.

-s server Specifies the name or internet address of a network host with print
spooling capabilities.

If a print server is not specified on the command line, LPRMON
looks at the environment variable, LPR_SERVER, for the corre-
sponding value and uses that value as the print server.

If a print server is not specified with the LPRMON command or
defined in the environment variable, LPRMON displays an error
message and terminates.

devicename Specifies the paraliel port for LPRMON to monitor. Data sent to
this port is then redirected to a remote LPR server. This should be
specified as LPD n, where n is a number between 1 and 3.

PMX

This section describes how to start the X Window System Server (X server).

Starting the X Server

Start the X server from a PM group menu, from an OS/2 command line, or from a
batch (CMD) file.

The following example shows the format of the PMX command.
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The parameters for the PMX command are:

Parameter
-an

-co filename

-fc fontname
-fn fontname
-fp pathname
-help

-lc

-nocopyright

-r

-tn
-ton
-1

Description
Sets mouse acceleration (n is the number of pixels).

Sets color database file name. The default filename is
X11\RGB.TXT.

Sets cursor font. The default is the font named cursor.
Sets default font. The default is the font named fixed.
Sets default font path. The default is X11\MISC,X11\75DPI
Displays help information (will not start the X server).

Doubles the dimensions of any cursor, unless the cursor
would become too large for a PM cursor.

Does not display initial copyright window when starting the
server.

Turns off the keyboard auto-repeat function.

Turns on the keyboard auto-repeat function. This is the
default.

Sets mouse threshold (n is the number of pixels).
Sets connection time-out (n is the number of seconds).

Ignores all remaining arguments.

In the case of the font path (-fp pathname), multiple directories are separated by
commas, rather than blanks. For example, to start the server with both the miscel-
laneous and the 75 dot per inch (dpi) font directories, as well as your own personal
fonts directory C:\myfonts, specify the following command parameters:

pmx -fp d:tcpip\X11l\misc,d:tcpip\X11\75dpi,c:\myfonts

This example assumes that you installed TCP/IP on drive d: in the \tcpip directory.

For more information about X fonts, see “X Font Support” on page 148. For more
information about the color database and font files, see “The Color Database
(RGB.TXT)” on page 147 and “How the OS/2 X Server Accesses Fonts” on

page 149.

Portmap

This section describes how to set up the Portmap server.

Setting Up the Server

The Portmapper program maps client programs to the port numbers of server pro-
grams. Portmap is used with Remote Procedure Call (RPC) programs. See IBM
TCPIIP Version 1.2 for 0S/2: Programmer’s Reference for additional information
about Portmap and RPC.

To start the PORTMAP server on your local host, type PORTMAP at an 0S/2

command prompt, and press the |

. key. PORTMAP.EXE runs as a task until

you shut down the server.
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REXEC

This section describes how to set up the environment and server for REXEC.

Setting Up the Environment

NETRC File

Before you activate the REXEC server, set the environment variables USER and
PASSWD. These environment variables define the user’s ID and password, which a
remote user specifies to log on to your PC. The values for these environment vari-
ables are case sensitive.

Examples of the USER and PASSWD environment variables are:

SET USER=user
SET PASSWD=password

These environment variables can be set in your CONFIG.SYS file, or they can be
typed in a command shell before starting the REXEC server. Using a command
shell has the advantage that only the command shell and any functions running in it
have knowledge of the USER and PASSWD variables.

The NETRC file is used by the REXEC (and FTP) client as a source for user and
password values. Create the NETRC file in the ETC directory. For the file format,
see Appendix A, “Optional Files.”

The following is an example of the content of a NETRC file containing multiple
entries.

machine raleigh user kent password baseball
machine boston user bruce password september
machine 251.1.11.3 user jane password workday

Note: The account and macdef parameters are not used by the REXEC server.

In this example, when you issue the REXEC command to machine raleigh, the user
name kent and password baseball are automatically sent to the foreign host. The
foreign host called raleigh has a REXEC server running and has the user kent with
the password baseball defined.

Warning: [f you have a Telnet, REXEC, TFTP, RSH, or FTP server running on your
machine, be aware that a NETRC file provides users with user and password infor-
mation that may allow them access to other users’ files.

Setting Up the Server

To use the REXEC command, the REXECD server must be running on the foreign
host.

To start the server on your local host, type REXECD at an OS/2 command prompt,
and press the key.

The following example shows the format of the REXECD command.
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There are no parameters for the REXECD command.

As an alternative, you can start REXECD using INETD. INETD allows you to start
multiple servers from an OS/2 session.

REXECD starts the REXECD.EXE program and runs as a task until you shut down the
server.

Security can be an issue when the REXEC server is running. If a remote user learns
the name of the user and password on your system, that remote user can execute
commands on your PC.

Warning: Use discretion in allowing remote users to learn your USER and PASSWD
environment variables.

RSH

This section describes how to set up the environment and server for RSH.

Setting Up the Environment

RHOSTS File

Before you activate the RSH server, create the RHOSTS file in the ETC directory.

The RHOSTS file is used by the RSH server to verify the authorization of remote
hosts. You must specify the full domain name of the remote hosts. The RHOSTS file
must be in the ETC directory, as defined by the ETC environmental variable.

The following is an example of the content of an RHOSTS file containing multiple
entries.

shofert.raleigh.ibm.com
agusta.raleigh.ibm.com
yazzo.watson.ibm.com

Warning: If you have a Telnet, REXEC, TFTP, RSH, or FTP server running on your
machine, be aware that a NETRC file provides users with user and password infor-
mation that may allow them access to other users’ files.

Setting Up the Server

To use the RSH command, the RSHD server must be running on the foreign host.

To start the server on your local host, type RSHD at an OS/2 command prompt, and
press the key.

The following example shows the format of the RSHD command.
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There are no parameters for the RSHD command.

As an alternative, you can start RSH using INETD. INETD aliows you to start mul-
tiple servers from an OS/2 session.

RSHD starts the RSHD.EXE program and runs as a task until you shut down the

server.

Security can be an issue when the RSH server is running. If a remote user learns
the host names in the RHOSTS file, that remote user can execute commands on

your PC.

ROUTED

This section describes how to set up the environment and server for ROUTED.

Setting up the Environment

The ROUTED server queries the network and dynamically builds routing tables from
routing information transmitted by other hosts that are directly connected to the
network. The ROUTED server implements the Routing Information Protocol (RIP).
See RFC 1058 for more information. The gateways file is used to configure the
ROUTED server, and must reside in the ETC directory.

An active entry is used to add routes to RIP routers that cannot be reached by
normal IP broadcasts. A passive entry in the gateways file is used to add a route to
a part of the network that does not support RIP. An external entry in the gateways
file indicates a route that should never be added to the routing tables. If another RIP
server offers this route to your host, the route is discarded and not added to the

routing tables.

The following example shows the line format for the gateways file.

_,n&kziél ig:a'tfeway name2 nietr?iéyvdlilé {active | passive |

The following is a description of each element in a gateways file entry.

Element
net
host

namel

gateway

name2

metric

Description
Specifies that a network is to be added or deleted.
Specifies that a host destination is to be added or deleted.

Can be either a symbolic name or the internet address of the
destination network or host.

Specifies a gateway or router. The parameters that follow
this keyword identify the gateway or router for this destina-
tion.

Can be either a symbolic name or the internet address of the
gateway or router for this destination.

Specifies the number of hops to the destination host or
network. The value that follows this keyword is the metric
hop count.
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value Specifies the hop count to the destination. The number is an
integer in the range of 0 through 16, where 16 (infinity) indi-
cates the network cannot be reached.

active Specifies the type of gateway. An active gateway is treated
like a network interface. It is expected to exchange routing
information, and if it does not do so for a period of time, the
route associated with this gateway is deleted. Information
about the active gateway is maintained in the routing tables
indefinitely and is included in any routing information that is
transmitted.

passive Specifies the type of gateway. A passive gateway does not
exchange routing information. Information about the
passive gateway is maintained in the local routing tables
indefinitely and is only local to this ROUTED server.
Passive gateway entries are not included in any routing
information that is transmitted.

external Specifies the type of gateway. An external gateway option
indicates that entries for this destination should never be
added to the routing table. The ROUTED server discards
any routes for this destination that it receives from other
ROUTED servers. Only the destination field is significant;
the gateway and metric fields are ignored.

Note: The keywords in the gateways file are case-sensitive and must be entered in
lowercase.

The following example shows the contents of a gateways file containing multiple
entries:

host joespc gateway 192.9.201.5 metric 4 active

net acmenet gateway gateway.acme.com metric 5 passive
host vm3.ibm.com gateway 9.67.43.126 metric 6 passive
host bad.host gateway Xxxx metric 1 external

In the first entry, the route identified goes to a specific host, joespc, through a
gateway 192.9.201.5. The hop count metric to joespc is 4, and the gateway is treated
as active.

In the second entry, the route indicates that acmenet can be reached through the
gateway gateway.acme.com, and that it is 5 hop counts away.

In the third entry, the route indicates that vm3. ibm. com can be reached through the
gateway 9.67.43.126, and that it is 6 hop counts away.

In the fourth entry, the external gateway option indicates that routes for the host
bad.host should not be added to the routing tables, and that routes received from
other ROUTED servers for bad.host should not be accepted.
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Setting Up the Server

The following steps describe how to set up the ROUTED server.

To start the server on your local host, type ROUTED, wi
specified, at an OS/2 command prompt, and press the

desired parameters
key.

The following example shows the format of the ROUTED command.

The parameters of the ROUTED command are:

Parameters Description

-d Enables additional debugging information to be logged, such as
bad packets received.

-g Offers a route to the default destination. This is typically used on a
gateway to an internet, or on a gateway that uses another routing
protocol, whose routes are not reported to other local gateways.

-S Forces the ROUTED command to supply routing information
regardless of whether it is acting as an internetwork router. This is
the default if multiple network interfaces are present, or if a
point-to-point link is in use.

-q Suppresses broadcasting of routing information.
-t Starts the packet tracing process.
-t -t Starts the packet tracing process and traces all packets sent or

received on the standard output.

-t -t -t Starts the packet tracing process, traces all packets sent or
received on the standard output, and starts the history tracing.

-t-t-t-t Starts the packet tracing process, traces all packets sent or
received on the standard output, starts the history tracing, and
starts tracing the packet contents.

Notes:

1. The parameters for the ROUTED command are case sensitive and must be
entered in lowercase.

2. You must enter a space between each -t parameter when entering multiple -t
parameters.

ROUTED starts the ROUTED.EXE program and runs as a task until you shut down
the server.
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Sendmail

This section describes how to set up the Sendmail environment.

Setting Up the Sendmail Environment

68

The following steps describe how to set up the Sendmail environment. If you use
the Installation and Configuration Automation Tool (ICAT) program, the Sendmail
environment is set up for you.

1. SENDMAIL.CF is the configuration file for Sendmail. The SENDMAIL.CF file
must reside in the ETC directory or the directory specified by the ETC environ-
ment variable.

The SENDMAIL.CF file is updated with your specific installation requirements
during the ICAT installation process for TCP/IP for OS/2.

Make the following changes to the SENDMAIL.CF file:
* Change the Dw and Cw parameters to reflect your host name.
¢ Change the DD parameter to reflect your domain.

Note: Delete the line concerning the DD parameter if you do not have a
domain name.

2. The following subdirectories must reside in the ETC directory or the directory
specified by the ETC environment variable.

MAIL The MAIL subdirectory; incoming mail is stored in this direc-
tory.
MQUEUE The MQUEUE subdirectory; outgoing mail and temporary

files are stored in this directory.

Ensure that the MAIL and MQUEUE subdirectories have been created.

The following example shows the format of the SENDMAIL command.

The parameters of the SENDMAIL command are:

Parameter Description
-bd Starts Sendmail as a server.
-qtime Specifies how often the mail queue should be processed. time

should be entered in the format of number, letter. The letter
s = seconds, m = minutes, h = hours, d = days,
and w = weeks.

For example:

-q30m specifies every 30 minutes
-q1h30m specifies every hour and 30 minutes.

Note: A recommended time value is 30 minutes (-q30m).
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-d Causes detailed debug information to be written to the Sendmail
console, and creates a SENDMAIL.LOG file in the ETC directory
that contains the SMTP transactions between the Sendmail server
and the foreign SMTP server.

-d1.1 Causes only the SENDMAIL.LOG file to be created in the ETC direc-
tory.

For example, to start the Sendmail server with the detailed debug information
parameter, use:

[C:/]sendmail -bd -q30m -d

If you attempt to send mail to a host that is not up and running, Sendmail stores
(queues) the maii in the MQUEUE subdirectory and continuously resends the maii
after the specified time interval, until the mail is successfully sent.

After the SENDMAIL program starts, a status message is displayed confirming that
the program started correctly.

SENDMAIL.EXE should be run continuously to allow you to send and receive mail.
To run Sendmail continuously, initiate SENDMAIL.EXE when you bring up the
system.

Note: If you stop the Sendmail program while it is sending or receiving mail, files
can be stranded in the MQUEUE directory. Periodically check the MQUEUE direc-
tory, and delete old files.

Using MX Records
MX records direct the SMTP server to deliver mail to alternative hosts. MX records
are obtained from the Domain Name Server. If SMTP is not using a name server,
then MX records are not used.

For example, if SMTP wants to send mail to USER@HOST, it checks the name
server for MX records and finds the following:

HOST MX 0 HOST
HOST MX 5 HOST-BACKUP1
HOST MX 10 HOST-BACKUP2

SMTP delivers the mail to the record (host) that has the lowest count, in this
example, directly to HOST. If HOST is unable to receive the mail, SMTP then tries to
deliver it to HOST-BACKUP1. If HOST-BACKUP1 cannot receive the mail, it tries
HOST-BACKUP2. If none of the hosts can receive the mail, SMTP stores the mail and
queues it for later delivery, at which time the process is repeated.

If SMTP does not find MX records for a host, it delivers mail only to the primary
host.

For more information about MX records, see RFC 974.
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Talk

This section describes how to set up the environment and server for Talk.

Setting Up the Environment

To use the TALK command, the originating machine:
¢ Must have the HOSTNAME environment variable defined.

¢ The host name and the destination host must be defined on an accessible name
server or in the HOSTS file.

In addition, the originating host name must also exist in the destination host’s name
server or HOSTS file. If the destination host cannot resolve the originating host
name, the following message is generated to the originating host:

Setting Up the Server

To use the TALK command, the TALKD server must be running on both the local and
foreign hosts, to exchange TALK messages.

r on your local host, type TALKD at an OS/2 command prompt, and
key.

To start the s
press the

The following example shows the format of the TALKD command.

There are no parameters for the TALKD command.

TALKD starts the TALK.EXE program and runs as a task until you shut down the
server.

Telnet

This section describes how to set up the environment and server for Telnet.

Setting Up the Environment

The Telnet server uses Dynamic Link Library (DLL) files to implement the supported
terminal types. You must specify the path where the DLL files that are used with
Telnet reside. This path is specified using the LIBPATH statement in your
CONFIG.SYS file.

The DLL files are:

¢ VT100.DLL
* ANSLDLL
e DUMB.DLL

The TELNET.PASSWORD.ID environment variable contains the required password
for the Telnet server. The TELNET.PASSWORD.ID environment variable can be set
in your CONFIG.SYS file or from an OS/2 command prompt. During login by a
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Telnet client, the client user is prompted for a password, which is the value of
TELNET.PASSWORD.ID. The client user must type the value of
TELNET.PASSWORD.ID as the password to access the Telnet server machine.

Note: If you make changes to your CONFIG.SYS file, you must reboot your PC to
activate the changes.

Setting Up the Server

To allow Telnet logins to your PC using TCP/IP for OS/2, you must have a Telnet
server running on your PC. You must also set the environment variable
TELNET.PASSWORD.ID to a value that connecting Telnet clients are required to
enter during login. For more information about TELNET.PASSWORD.ID, see
“Setting Up the Environment” on page 70.

To start the se
and press the

your local host, type TELNETD at an OS/2 command prompt,
key.

The following example shows the format of the TELNETD command.

There are no parameters for the TELNETD command.

As an alternative, you can start TELNETD using INETD. INETD allows you to start
multiple servers from an OS/2 session.

TELNETD starts the TELENETD.EXE program and runs as a task until you shut down
the server.

A separate task, Telnet Session, is displayed in the “Task List” window for each
client that establishes a connection with the Telnet server.

Note: TELNETD uses functions of OS/2 that support full-screen sessions only. As a
result, the remote logon client must only run full-screen applications. Presentation
Manager applications cannot be executed remotely.

TFTP

This section describes how to set up the TFTP server. Restricting access to files is
also described. The TCP/IP for OS/2 program is implemented with both client and
server support for TFTP.

To use TFTP, a server must be running on the foreign host.

Setting Up the Server

To start the server on your local host, type TFTPD at an 0OS/2 command prompt, and
press the key.

The following example shows the format of the TFTPD command.
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There are no parameters for the TFTPD command.

As an alternative, you can start TFTPD using INETD. INETD allows you to start mui-
tiple servers from an OS/2 session.

TFTPD starts the TFTPD.EXE program and runs as a task until you shut down the
server.

Restricting Access to Files or Directories
The following example shows the format of the TFTPD command to specify access to
a particular path.

The only parameter of the TFTPD command is:

Parameter Description
path Specifies the path for which you are granting access to the TFTP
client.

The following example shows the format of the TFTPD command specifying access
for TFTP clients to the \TEMP directory on the C drive.

e

The value of the parameter is used as a prefix for all file names specified by the
PUT and GET subcommands. If you request a GET or PUT operation, specifying a
file name of xxx.aaa, the resulting GET or PUT is for the file xxx.aaa in the \TEMP
directory on the C drive.

If you specify the TFTPD command, as shown in the following example, and request
a GET or PUT operation for the file xxx.aaa, the resulting GET or PUT would be for
the file TEMPxxx.aaa on the C drive.

If you start the TFTPD server with the TFTPD path parameter, all TFTP clients are
restricted to the specified path. The TFTP clients do not have access to files on any
other path.
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Chapter 7. Installing and Customizing Network Management
Components

This chapter describes how to install and customize the components of TCP/IP for
08/2 that are used to manage your TCP/IP network.

Overview of Network Management Functions

TCP/IP for OS/2 provides the following functions to assist you in managing your
TCP/IP Network.

* Simple Network Management Protocoi (SNMP) ciient is the neiwork manager.
¢ SNMP Agent is the network element being managed.
¢ The Network Monitor (PMPING), which continuously verifies that a list of hosts

can be reached using echo requests (PING).

A complete SNMP configuration involves both the OS/2 SNMP client and the 0OS/2
SNMP agent. In addition, other IBM and non-IBM SNMP clients and agents may
need to be configured. For an overview of the SNMP and PMPING, see IBM TCP/IP
Version 1.2 for OS/2: User’s Guide.

Summary of Commands
The commands that are available for each function are:
e SNMP Client
— SNMPGRP to retrieve a group of management information variables
— SNMP GET to retrieve a single management information variable

— SNMP NEXT to retrieve a singie management information variable from a
table

— SNMPTRAP to receive unsolicited notification of network events from SNMP
agents

¢ SNMP Agent
— SNMPD to start the SNMP agent
¢ Network Monitoring
— PMPING to display the status of a group of user defined hosts.

For a description of these commands and information about their usage, see IBM
TCP/IP Version 1.2 for 0S/2: User’s Guide.

Other network management functions that are provided with 0S/2 TCP/IP include
ARP, FINGER, NETSTAT, and PING. These functions do not require any
customization. For a description of these functions and their command usage, see
IBM TCP/IP Version 1.2 for OS/2: User’s Guide.

© Copyright IBM Corp. 1990, 1991 75



Setting Up SNMP (Simple Network Management Protocol) - Summary

The following is a summary of the steps needed to configure SNMP.

0S/2 SNMP Client
* Modify the MIB2.TBL file to include any vendor specific MIB variables.

To manage other hosts using SNMP, an SNMP agent must be installed and oper-
ational. Specifically:

— To retrieve management information from SNMP agents, you must know the
host name (or IP address) and community name of the agent.

— To receive TRAPs from SNMP agents, you must configure the agent to
forward these TRAPs to the OS/2 SNMP client.

0S/2 SNMP Agent
* Modify the CONFIG.SYS file for the MIB variables SYSCONTACT and
SYSLOCATION.

Configure the Community Name(s) for the Agent
¢ Create the PW.SRC file that contains the agent’s community name(s).
* Scramble the PW.SRC file using MAKE_PW to produce the SNMP.PW file.

* Move the scrambled file to the directory defined by the ETC environment vari-
able.

Configure the Destination(s) to which TRAPs are sent

e Create the SNMPTRAP.DST file which contains a list of the SNMP client(s) to
which TRAPs will be sent.

Other SNMP Agents

To manage agents other than 0S/2 SNMP agents, those agents must be configured
with a community name and set up to send TRAPs to your OS/2 SNMP client. This
procedure depends on the particular SNMP agent you are managing. See the doc-
umentation accompanying your SNMP agent. For example, to send TRAPs from the
IBM VM SNMP agent to your OS/2 SNMP client:

¢ Create the file SNMPTRAP DEST on the VM host.
¢ Specify your OS/2 SNMP client host name or IP address in this file.

Other SNMP Clients

To manage your OS/2 SNMP agent from a client other than an 0S/2 SNMP client,
configure the OS/2 SNMP agent as described in “Installing and Configuring the 0S/2
SNMP Agent” on page 82. See the documentation accompanying your SNMP client
for setup information.

Setting Up the Network Monitor (PMPING) - Summary

76

The following is a summary of the steps needed to configure PMPING.

e Modify the PINGHOST.LST file to contain the IP address and information to be
displayed for each host you want to monitor.
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Installing and Configuring the SNMP Client

This section describes how to set up the environment for the SNMP client.

Management information Base (MIB)

The Management Information Base (MIB) defines management information obtained
from SNMP agents. The MIB defines objects such as the description of the system
being managed, packets received in error, and the status of an interface.

MIB objects can be described in two ways:

* Using an English-like textual notation. For example - sysDescr (system
description)

¢ Using Abstract Syntax Notation.1 (ASN.1). For example - 1.3.6.1.2.1.1.1.0 is the
ASN.1 equivalent of sysDescr.

Requests to obtain the value of a MIB object are sent to an SNMP agent using ASN.1
notation.

Some of these MIB objects are members of a table. For example, the Interfaces
Table is a two dimensional array of MIB objects related to the interfaces installed.
This array contains information such as the description of each interface and the
speed of each interface. There can be several instances of a particular object within
the table. For example, there would be a description of interface number 1, inter-
face number 2, and so on.

Some MIB objects are scalars. That is, there is only one instance of that particular
object. For example, there is only one system description.

Logically related MIB objects are placed into groups. A group can contain both
scalars and tables. For example, the Interfaces Group contains a scalar (the object
ifNumber, which is the number of interfaces present) and a table (the Interfaces
Table).

For more information about MIB, see Appendix D, “Management Information Base
(MIB) Objects.”

Setting Up the Environment

The MIB2.TBL File
During installation, the MIB2.TBL file is placed in the directory defined by the ETC
environment variable in your CONFIG.SYS file.

Several of the SNMP commands use the MIB2.TBL file. This file defines the
mapping between an object’s ASN.1 notation and an object’s textual notation. When
you issue an SNMP GET command, and specify the object name using the textual
description, for example sysDescr, the OS/2 SNMP client looks for that object in the
MIB2.TBL file and uses the corresponding ASN.1 notation in the SNMP request to an
SNMP agent.

The MIB2.TBL file for the 0OS/2 SNMP client contains the textual names as defined in
RFC 1213. A copy of this file is contained in Appendix E, “MIB2.TBL File: MIB-II
Objects.” Each line in this file has the following format:

textual _name asn.l1 _name syntax

Chapter 7. Installing and Customizing Network Management Components 77



For example:
sysDescr 1.3.6.1.2.1.1.1.0 display

Each field in the line must be separated by one or more spaces. The fields
textual_name and asn.1_name correspond to the English-like textual notation and
ASN.1 notation previously described.

The syntax field is the data type of the MIB object and has the value of display,
object, number, counter, ticks, gauge, string, or internet. This syntax is defined in
RFC 1155.

You can add entries to the MIB2.TBL file. Entries do not have to be in a specific
sequence, but each entry must start on a new line.

Modify this file as needed for vendor-specific MIB objects, and save the new file in
the directory defined by the ETC environment variable in your CONFIG.SYS file.

Note: You must modify the MIB2.TBL file only if you are managing SNMP agenis
that have objects that are not defined in RFC 1213.

Customizing SNMP for Your Network

78

This section describes information about how to modify the MIB2.TBL file. The
MIB2.TBL file, which was installed in the directory specified by your ETC environ-
ment variable, contains all of the MIB objects as defined in RFC 1213.

Before adding MIB objects to the MIB2.TBL file, you should have the following
information:

¢ The textual name for each object (for example, sysDescr)
* The ASN.1 notation for each object (for example, 1.3.6.1.2.1.1.1.0)
* The syntax (data type) of each object (for example, display).

See Appendix E, “MIB2.TBL File: MIB-ll Objects” for a copy of this file.

The format of each line in the MIB2.TBL file is:

textual_name  asn.l_name syntax

The Textual Name Field
The textual name field contains the name of the MIB object that is entered by the
end user.

You can modify the textual names of the MIB objects in your MIB2.TBL file and still
have the agent respond properly. For example, you could change sysDescr to
systemDescription. As long as the asn.1_name field is correct, the value requested
is correct.

Note: To remain consistent with the conventions in the MIB-Il RFC, do not change
these names.

The ASN.1_Name Field
This field represents the object identifier, in ASN.1 notation, of the MIB object. This
value is sent to the SNMP agent during a SNMP GET or SNMP NEXT request.

For those MIB objects that are scalars (unique), the value in this field must end with

.0. The following is the entry for the scalar MIB object sysDescr in the MIB2.TBL
file.
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sysDescr 1.3.6.1.2.1.1.1.0 display

If a scalar MIB object does not have the .0 suffix present, many SNMP agents
respond with no such name when a request is made to obtain the value of that object.

For those MIB objects which are members of a table, the value in the asn.1_name
field must end with x., where x is a digit. For example, the entry for the MIB object
ifindex (from the Interfaces Table) in the MIB2.TBL file is:

ifIndex 1.3.6.1.2.1.2.2.1.1. integer

If the trailing . (period) is left off, the request sent to the agent is not formatted prop-
erly and can result in a response of no such name.

The Syntax Field
The syntax of an object defines the data type of the object. It identifies the structure
corresponding to object types. For a complete description of all data types and their
meanings, see RFC 1155.
There are eight main data types:
¢ Integer
A 32 bit numeric value.
¢ QOctet String
A string of octets. Each byte in an octet string can take any value from 0 to 255.
¢ Object Identifier
An authoritative identification of an object. This is the ASN.1 notation.
¢ NetworkAddress

This data type represents an address from a protcol family. The Internet family
is the only protocol currently supported. Because of this, NetworkAddress is
equivalent to IpAddress.

* IpAddress

The IpAddress is a 32-bit internet address, represented as a string of eight com-
ponents (octets) each with a length four bytes, in network byte order.

e Counter

This data type represents a nonnegative integer that increases by one until it
reaches a maximum value, at which time it resets to zero and starts increasing
again.

e Gauge

This data type represents a nonnegative integer that can increase or decrease,
but which latches at a maximum value.

¢ TimeTicks
This data type represents a nonnegative integer that counts the time in
hundreths of a second since some event.
In addtion to the data types listed previously, the MIB-ll RFC defines two additional
data types:
e DisplayString
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This data type is the same as an octet string, but is limited to the ASCII character
set. It contains human readable characters.

¢ PhysAddress

This data type is an octet string used for hardware addresses.

Data Types Used in the MIB2.TBL File

This section describes the correspondence between data types, as defined in the
RFCs and the types supported by the MIB2.TBL file (and used by the SNMP GET and
SNMP NEXT commands). When adding new objects to the MIB2.TBL, these are the
values that should be used in the syntax field:

* |nteger

For integer objects, use number in the MIB2.TBL syntax field. An example of a
MIB2.TBL entry with number in the syntax field is:

ifNumber 1.3.6.1.2.1.2.1.0 number
® QOctet String and PhysAddress

For Octet String objects and PhysAddress objects, use string in the MIB2.TBL
syntax field. An example of a MIB2.TBL entry with string in the syntax field is:

ifPhysaddress 1.3.6.1.2.1.2.2.1.6 string
* Object Identifier

For Object Identifier objects, use object in the MIB2.TBL syntax field. An
example of a MIB2.TBL entry with object in the syntax field is:

sysObjectID 1.3.6.1.2.1.1.2.0 object
* NetworkAddress and IpAddress

For NetworkAddress and IpAddress objects, use internet in the MIB2.TBL syntax
field. An example of a MIB2.TBL entry with internet in the syntax field is:

ipRouteDest 1.3.6.1.2.1.4.21.1.1 internet
e Counter

For Counter objects use counter in the MIB2.TBL syntax field. An example of a
MIB2.TBL entry with counter in the syntax field is:

ifInOctets 1.3.6.1.2.1.2.2.1.10 counter
e Gauge

For Gauge objects use gauge in the MiB2.TBL syntax field. An example of a
MIB2.TBL entry with gauge in the syntax field is:

iSpeed 1.3.6.1.2.1.2.2.1.5 gauge
* TimeTicks

For TimeTicks objects use ticks in the MIB2.TBL syntax field. An example of a
MIB2.TBL entry with ticks in the syntax field is:

sysUptime 1.3.6.1.2.1.1.3.0 ticks
¢ DisplayString

For DisplayString objects use display in the MIB2.TBL syntax field. An example
of a MIB2.TBL entry with display in the syntax field is:

sysDescr 1.3.6.1.2.1.1.1.0 display
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Your CONFIG.SYS File

Verify that your CONFIG.SYS file contains a PATH entry for the SNMP executable
(EXE) files. During installation the SNMP executables and other TCP/IP executables
are installed in the directory of your choice.

Verify that your CONFIG.SYS file contains a LIBPATH entry for the ISODEDLL.DLL
file.

Verify that your CONFIG.SYS file contains an ETC entry. If there is no ETC entry,
C:\ETC is the default.

Starting SNMPREQD

You must start the SNMPREQD program before invoking any of the SNMP com-
mands. This can be done in several ways.

¢ From the OS/2 command prompt type START SNMPREQD and press the § tel
The 0S/2 START command starts a program in another session. See the 0S/2
Commands Reference for more information about the START command.

* Modify or create the file STARTUP.CMD to contain the line
START "SNMPREQD" SNMPREQD
STARTUP.CMD is a batch file that is the first session started by 0S/2.
Display the OS/2 Task List and verify that t an entry SNMPREQD. The 0S/2

Task List can be displayed by pressing the and g@ keys, or by pressing the
right mouse button on an unused area of the screen.

SNMPREQD runs as a task until explicitly stopped.

Verifying Your Setup—Invoking tre 0S/2 SNMP Client Commands

You can invoke the 0S/2 SNMP client commands after the environment has been
established and SNMPREQD is running.

For a detailed description of the 0S/2 SNMP commands’ syntax and usage, see IBM
TCP/IP Version 1.2 for OS/2: User’s Guide.

The following examples are shown to allow a quick verification that SNMP was
installed properly. The examples assume that an SNMP agent is installed and oper-
ational with the following parameters:

¢ SNMP agent host name is quicktest
¢ SNMP agent community name is green

The examples also assume that the SNMP agent supports the MIB objects sysDescr
and iflndex, and has been properly configured to send the authentication failure
TRAP to your 0OS/2 SNMP client.

If an SNMP agent is not available, stop, and install the 0S/2 SNMP agent on your
PC. See “Installing and Configuring the OS/2 SNMP Agent” on page 82.
The following is a list of 0S/2 SNMP client commands:

¢ SNMPGRP

The SNMPGRP command is used to retrieve an entire group of MIB objects.
Using the example information, at the OS/2 command prompt, type

snmpgrp quicktest green sys
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and press [[Zl.50 . The SNMP agent should respond with all of the supported
objects in the System group.

* SNMP GET

The SNMP GET command is used to retrieve an individual MIB object. Using the
example information, at the 0S/2 command prompt, type

snmp get quicktest green sysDescr

and press . The SNMP agent should respond with the value of sysDescr,
the system description.

¢ SNMP NEXT

The SNMP NEXT command is used to retrieve an individual MIB object from a
table. Using the examplie information, at the OS/2 command prompt, type

snmp next quicktest green ifIndex.0

and press [a0
instance of ifl

* SNMPTRAP

The SNMPTRAP command is used to display unsolicited TRAPs from an SNMP
agent. Using the example information, at the OS/2 command prompt, type

: . The SNMP agent should respond with the value for the first
ex, which is 1.

start snmptrap

and press [30)] . After the SNMPTRAP program window appears, select
Get_Traps from the menu bar, and then select Start. At an 0S/2 command
prompt, type

snmp get quicktest red sysDescr

and press [l 0¢ . Because red is an incorrect community name, the SNMP
agent should respond with an authentication failure TRAP, which is displayed on
the SNMPTRAP window.

What to Do if there Is no Response from the SNMP Agent
If the agent does not respond to queries from the OS/2 SNMP client, check the
following:

* Can you reach the host? Try to ping the host using PING.
* |s the agent operational?
¢ |s the community name you used correct?
* Does the agent support the MIB objects you used?
If the authentication failure TRAP was not displayed, check the following:
¢ |s the agent configured to send TRAPs to your OS/2 SNMP client?
* Does the agent support the authentication failure TRAP?

¢ |s the community name you used incorrect? To generate this TRAP, you should
use an incorrect community name.

Installing and Configuring the 0S/2 SNMP Agent

This section describes how to install and configure the 0S/2 SNMP agent.
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Setting Up the Environment
To set up the environment for the SNMP agent, you must do the following:

¢ Define the values for two MIB objects by modifying your CONFIG.SYS file.

* Define a community name for this agent by creating and scrambling the PW.SRC
file.

¢ Define a list of SNMP clients that are sent TRAPs generated by the 0S/2 SNMP
agent, by creating the SNMPTRAP.DST file.

Modifying Your CONFIG.SYS File
To modify your CONFIG.SYS file, you must define values for the following two MIB
objects.

¢ SYSCONTACT
¢ SYSLOCATION

You define these MIB objects by using the OS/2 SET command to set the value of
two environment variables, SYSCONTACT and SYSLOCATION.

The following example shows the format of the SET command.

SYSCONTACT contains information about a contact person for this managed node,
along with information about how to contact the person. For example, if Bill Smith
at telephone extension 389 is the contact person for this node, the CONFIG.SYS con-
tains the entry:

SET SYSCONTACT=B. Smith, Extension 389

SYSLOCATION contains the physical location of this node. For example, if the node
is physically located in Raleigh, Building 503, Room A145, on the floor tile K-19, the
CONFIG.SYS contains the entry:

SET SYSLOCATION=Raleigh, Bldg. 503, Room Al45, Tile K-19

After modifying your CONFIG.SYS, you must reboot your PC for the changes to take
effect.

TRAPs

TRAPs are unsolicited notifications of network-significant events that are sent from
an SNMP agent to an SNMP client. For a description of TRAPs, see IBM TCP/IP
Version 1.2 for 0S/2: User’s Guide.

The SNMPTRAP.DST file determines the client(s) that are to be sent the TRAPs gen-
erated by the OS/2 SNMP agent. The following describes how to set up the
SNMPTRAP.DST file.

1. Create a file called SNMPTRAP.DST in the directory defined by the ETC environ-
ment variable in your CONFIG.SYS file.

2. The SNMPTRAP.DST file has a list of clients who are sent TRAPs, and identifies
User Datagram Protocol (UDP) as the transport protocol used to send TRAPs.
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The format of each line in the SNMPTRAP.DST file is: hostname UDP

The following is an example of the contents of an SNMPTRAP.DST file containing
multiple entries.

124.34.216.1  UDP
Manager?2 upp

Creating a Community Name File

SNMP agents respond to requests for information from remote SNMP clients or
network management stations. The community name is the authentication mech-
anism used by the SNMP to verify that a request for information is valid. A commu-
nity name is similar to a password. Each request sent to the OS/2 SNMP agent must
be accompanied by the correct community name. If a request is received with an
incorrect community name, an authentication failure TRAP is sent to the SNMP
clients listed in the SNMPTRAP.DST file.

In addition, the OS/2 SNMP agent has a protection mechanism to hide the informa-
tion in the community name file so that it cannot be viewed. The information con-
tained in the community name file, PW.SRC, is scrambled to prevent someone with
access to the community name file from obtaining the actual community names.

The actual community names should reside in an unscrambled format in a master
file on a secure host.

The following describes how to create a protected community name file.

1. Verify that there is an entry in your CONFIG.SYS to SET the HOSTNAME environ-
ment variable, SET HOSTNAME = hostname. Add this line if it is not present.

2. Create the PW.SRC file in the directory where the SNMP executable (EXE) files
are installed by ICAT.

3. The format of each line in the PW.SRC file is:

community_name desired_network snmp_mask

The following is an example of the contents of a PW.SRC file containing multiple
entries.

passwdl  9.0.0.0 255.0.0.0
passwd2  129.34.81.22 255.255.255.255

When a request is received from an SNMP client, the community name received
is checked against the entries in the PW.SRC file. If the community name
received does not match any of the entries listed in the PW.SRC file, an
AUTHENTICATION_FAILURE TRAP is sent, provided that a destination entry
exists in the SNMPTRAP.DST file. If the community name received matches an
entry in the PW.SRC file, the originating IP address of the incoming SNMP
request is logically ANDed with the snmp_mask. The result of the logical
ANDing process is compared with the desired_network, and if they are equal, the
request is accepted. This allows the agent to accept requests only from certain
clients which can have different community names.

Using the previously described PW.SRC file as an example: assume a request
from an SNMP client at IP address 9.34.22.122 is received and the correct com-
munity name of passwdl was used by the manager. The IP address 9.34.22.122
is ANDed with 255.0.0.0. The resultis 9.0.0.0, which equals the specified
desired_network and the request is valid.
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Looking at the second entry of the example PW.SRC file, a request that contains
the community name passwd? is only accepted from the SNMP client at host
129.34.81.22. If a request is received from any other client with the passwd2
community name, an authentication Failure TRAP is sent. A desired_network
and snmp_mask of all zeros allows any host with the correct community_name to
make requests.

4. Execute the MAKE_PW program. At the OS/2 command prompt, type MAKE_PW
' . This program creates the scrambled SNMP.PW file.

5. Copy the SNMP.PW file to the directory defined by the ETC environment variable
in your CONFIG.SYS file.

To protect a remote SNMP agent, SNMP.PW should be created at a secure
location and then sent to the remote host for inclusion in the ETC directory.

Starting the SNMP Agent

Before starting the OS/2 SNMP agent, the SNMPREQD program must be running.
See “Starting SNMPREQD” on page 81.

SNMPD starts the OS/2 SNMP agent. There are several ways to start the 0S/2
SNMP agent (SNMPD):

¢ From the OS/2 command prompt, type START SNMPD and press the .
The 0OS/2 START command starts a program in another session. See IBM 0S/2
Commands Reference for more information.

¢ Modify or create the file STARTUP.CMD to contain the line:
START "SNMPD" SNMPD
STARTUP.CMD is a batch file that is the first session started by 0S/2.

Note: The entry to start SNMPD must come after the entry to start SNMPREQD in
your STARTUP.CMD file.

Display the OS/2 Task List and verify that there is an entry SNMPD. The OS/2 Task
List can be displayed by pressing the ﬁ};} and | f%f; keys, or by pressing the right
mouse button on an unused area of the screen.

SNMPD runs as a task until explicitly stopped.

Verifying your 0S/2 SNMP Agent Setup

When the environment is established and SNMPREQD is running, the OS/2 SNMP
agent responds to requests for management information and sends TRAPs to SNMP
clients. To verify the agent setup, you need an SNMP client to issue these requests
and display the results, and which also displays TRAPs. If an SNMP client is not
available, stop, and install the OS/2 SNMP client on your PC. When the client instal-
lation is done, see “Verifying Your Setup—Invoking the OS/2 SNMP Client
Commands” on page 81 to verify that the SNMP agent was set up properly.

Monitoring Your Network Using PMPING

PMPING is a Presentation Manager (PM) program that displays the status of a user
defined list of hosts using ICMP echo requests (PING). The PINGHOST.LST file con-
tains the lists of hosts to be monitored.
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Setting Up the Environment

During installation, a sample PINGHOST.LST file is placed in the directory defined
by the ETC environment variable in your CONFIG.SYS file.

This table defines a list of hosts to be continuously monitored and a description of
the host. The following example shows the format for the PINGHOST.LST file.

host_ip_address description

The following is an example of multiple entries in the PINGHOST.LST file.

9.67.30.100  **Nameserver-Call_Dan
9.67.22.1 RALVMM_via_3172-Call_IS
# This is a comment line.

Each field in the line must be separated by one or more spaces. The
host_ip_address field is the IP address of the host being monitored. The description
field is up to forty characters of comments that are displayed. A line with “#”
starting in column 1 will be treated as a comment. Spaces are not allowed in the
description field.

You can list up to 300 hosts (entries) in the PINGHOST.LST file. Each entry must
start on a new line, and the entries do not have to be in a specific sequence.

Modify the sample file for your network and save the new file in the directory
defined by the ETC environment variable in your CONFIG.SYS file.

Your CONFIG.SYS File

Verify that your CONFIG.SYS contains a PATH entry for the PMPING executable
(EXE) file. During installation, the PMPING executable and other TCP/IP executa-
bles are installed in the directory of your choice.

Verify that your CONFIG.SYS contains a ETC entry. If there is no ETC entry, C:\ETC
is the default.

Starting PMPING—Verifying Your Setup
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When the environment is established you can start the the PMPING program. This
can be done in one of several ways:

¢ From the OS/2 command prompt, type START PMPING and press the key.
The 0S/2 START command starts a program in another session. For more infor-
mation about the START command, see IBM 0S/2 Commands Reference.

¢ Modify or create the file STARTUP.CMD to contain the line
START PMPING

STARTUP.CMD is a batch file that is the first session started by 0S/2.

Display the OS/2 Task List and verify that there is an entry PMPING. The OS/2 Task
List can be displayed by pressing the | | and § keys, or by pressing the right
mouse button on an unused area of the screen.

PMPING runs as a task until explicitly stopped.

From PMPING window, select Ping_all from the Menu bar, and then select Start.
The list of hosts you defined appears in the PMPING window with their status.

To verify correct operation, make one of the hosts unreachabie from your PC and
ensure that the line corresponding to the unreachable host turns red in the PMPING
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window. Reestablish connectivity and ensure that the host turns back to black in the
PMPING window.

For a description of the other options available on the Menu bar, see IBM TCP/IP
Version 1.2 for 0S/2: User’s Guide.
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Chapter 8. Installing the Network File System Client

This chapter describes how to install the Network File System (NFS) client, and pro-
vides information about how to mount a remote NFS server for 0S/2, AlX, VM, and
MVS operating systems.

Setting Up Your Local Host

Because the 0S/2 NFS client is built on the OS/2 Installable File System (IFS) base,
an IFS statement must exist in the CONFIG.SYS file of the machine on which the
client runs. If you allow ICAT to modify your CONFIG.SYS file, ICAT adds the state-
ment for you.

If you do not allow ICAT to modify your CONFIG.SYS file, then you must add the IFS
statement to your CONFIG.SYS file. For example, if you are installing TCP/IP for
0S/2 in the C:\TCPIP directory, the IFS statement is:

IFS=C:\TCPIP\BIN\NFS.IFS

Setting Up the Environment
You can add SET commands to your CONFIG.SYS file when you add the IFS state-
ment, to set defaults for the UNIX.UID, UNIX.GID, NFS.PERMISSION.BITS,
NFS.PERMISSION.DBITS, and HOSTNAME environment variables.

Note: The environment variables depend on the type of access, and the type of
server to which the client is communicating.

The environment variables are:
Environment Variable Description

UNIX.UID MOUNT can use the UNIX.UID environment variable to
identify the client’s user ID on UNIX systems. The NFS
server uses the user ID vaiue and the group ID value for
permission checking. If these values are not set, MOUNT
may prompt you to enter them.

UNIX.GID MOUNT can use the UNIX.GID environment variable to
identify the client’s group ID on UNIX systems. The NFS
server uses the group ID value and the user ID value for
permission checking. If these values are not set, MOUNT
may prompt you to enter them.

Note: For security reasons, you should not set UNIX.UID
and UNIX.GID in the CONFIG.SYS file, and instead let
mount prompt you for them.

NFS.PERMISSION.BITS  The NFS Control Program (NFSCTL) uses the
NFS.PERMISSION.BITS variabie as the value, in octal,
for UNIX permission bits when creating a file. The
NFS.PERMISSION.BITS variable can also apply to
non-UNIX servers, depending on the server implementa-
tion. For more information, see the documentation for
the server you are using.
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NFS.PERMISSION.DBITS The NFS Control Program (NFSCTL) uses the
NFS.PERMISSION.DBITS variable as the value, in octal,
for UNIX permission bits when creating a directory. If
this variable is not set, NFSCTL uses the value for
NFS.PERMISSION.BITS when creating a directory. The
NFS.PERMISSION.DBITS variable can also apply to
non-UNIX servers, depending on the server implementa-
tion.

HOSTNAME The NFS Control Program (NFSCTL) uses the
HOSTNAME variable to identify the client requesting
access to the server.

TZ The NFS Control Program (NFSCTL) uses the TZ environ-
ment variable to determine the correct date and time
associated with a file. For more information about the TZ
environment variable, see “The TZ Environment
Variable.”

You are ready to start the NFS client after you complete the following steps:
* The IFS statement has been added to your CONFIG.SYS file.
¢ The applicable environment variables have been set.

* You have rebooted the machine, so that the CONFIG.SYS file changes take
effect.

The TZ Environment Variable

You must set the TZ environment variable, which is used to determine the correct
date and time for clients located in different time zones. The TZ environment vari-
able contains a string that has the abbreviation for your time zone, and the number
of hours your time zone differs from Greenwich Mean Time (GMT).

The following example shows the format for the TZ environment variable.

The parameters of the TZ environment variable are:

Parameter Description
XXX The three-character label for your time zone.
n The number of hours your time zone differs from GMT. |f you

are east of GMT, put a minus sign (-) before the number. If
you are west of GMT, you can optionally put a plus sign (+)
before the number. The n value ranges from -12 to +12.

yyy The three-character label for your time zone when in daylight
savings time. If you do not observe daylight savings time,
leave this parameter blank.

Note: The default for the TZ environment variable is Eastern Standard Time (EST).

The following are examples of the TZ environment variable for different time zones.
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Example Description

ESTS5EDT For the eastern coast of the United States. The time zone
label is EST when daylight savings time is not in effect. When
daylight savings time is in effect, the time zone is EDT.
During standard time there is a five hour difference between
local time and GMT.

CST6CDT For the central time zone of the United States. The time zone
label is CST when daylight savings time is not in effect.
When daylight savings time is in effect, the time zone is CDT.
During standard time there is a six hour difference between
local time and GMT.

MST? For the mountain time zone of the United States. The time
zone label is MST. Daylight savings time is not observed.
During standard time there is a seven hour difference

between local time and GMT.

PST8PDT For the western coast of the United States. The time zone
label is PST when daylight savings time is not in effect. When
daylight savings time is in effect, the time zone is PDT.
During standard time there is an eight hour difference
between local time and GMT.

The TZ environment variable should be included in your CONFIG.SYS file. You can
let ICAT make this modification for you during configuration. If you change the TZ
environment variable, reboot your PC so that the change takes effect.

Starting the NFSCTL Program

The NFS Control Program (NFSCTL) is an application that communicates with the
NFS IFS driver. The NFS Control Program (NFSCTL) must be running to mount a
remote file system as a local drive.

To start the control program, a REXX file called NFSC.CMD is supplied with TCP/IP
for OS/2. The parameters of the REXX file are identical to the parameters for
NFSCTL. You can invoke the REXX file by typing NFSC followed by the parameters
at an OS/2 command prompt. When you require special configuration of the client
control program, you can either use the NFSCTL program directly, or modify the
NFSC.CMD file.

Using NFSSTART

NFSSTART is a command file, written in REXX, which starts the NFS client and auto-
matically mounts entries that are in the FSTAB file. You can use NFSSTART with
the FSTAB file when you have a set of servers that you have to mount every day to
avoid mounting each one manually.

The following example shows the format of the NFSSTART command.

nfsctl_parameters
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The parameters of the NFSSTART command are:
Parameter Description

etc_dir The base directory for the FSTAB file. If not speci-
fied, the value of the ETC environment variable is
used as the etc_dir.

nfsctl_parameters The parameters to be passed to the NFS Control
Program (NFSCTL).

If FSTAB does not exist, then using the NFSSTART.CMD file is the same as using the
NFSC.CMD file.

Interfacing with ICAT

ICAT edits the STARTUP.CMD file for you and adds a call to the TCPSTART.CMD
file, which starts the services (and other programs) that you selected during the con-
figuration phase of ICAT. The entry added for NFS is a call to NFSSTART with any
parameters you specified on the ICAT services screen.

The FSTAB File

The FSTAB file specifies the NFS servers that are mounted automatically when your
machine is booted. The FSTAB file contains two types of commands: MOUNT and
MVSLOGIN. For more information about the MOUNT and MVSLOGIN commands,
see IBM TCP/IP Version 1.2 for 0S/2: User’s Guide.

To enter comments into the FSTAB file put a pound sign (#) in front of the comment
to be added. For example:

MOUNT -u -g o: 0S2:d:\ #mount an 0S/2 machine
MOUNT -v v vml:diska.191,userid=myid,ro #mount a vm disk

# mount a Risc System/6000 machine

u: aixl:/u/shawnna

Note: When you enter a MOUNT command in the FSTAB file, you can omit the word
“MOUNT”, as in the previous example.

Stopping the NFSCTL Program

94

Because the NFSCTL program runs at a low level of the operating system, you must
use the following method to stop the NFSCTL program.

1. While in the NFSCTL window, press the key and key simultaneously.
If there are no NFS drives currently mounted, the NFS client Control Program
stops after a few minutes.

2. If any NFS drives are mounted, the control program notifies you, and does not
stop. To stop the control program, unmount any mounted drives, using
UMOUNT, and press the |

See IBM TCP/IP Version 1.2 for 0S/2: User’s Guide for information on how to deter-
mine the drives that are still mounted using the QMOUNT command.

If you cannot unmount all mounted drives, the preferred alternative method to stop
the NFSCTL program is:

1. From the Task List, highlight the NFS Control Program entry, and select End
Task. A dialog box appears, informing you that the session selected still con-
tains an active program, and asks if you want to close the session anyway.

2. Select Yes to stop the NFS Control Program.
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Note: Stopping the control program without unmounting all NFS drives can cause
unpredictable results in applications accessing a mounted drive.

Mounting a Remote NFS Server

This section provides guidelines about how to mount a remote NFS server for
common operating systems (for example, UNIX, VM, and MVS). For more informa-
tion, see the documentation for the NFS server that you are using.

Note: The MOUNT command varies, depending on the NFS server that you are
attempting to mount. When you invoke the MOUNT command, the client passes the
last portion to the server without any modifications. The server interprets the
requested action of the client. See the specific NFS server documentation to deter-
mine the information that the server expects from the client on a mount request.

0S/2 NFS Servers

To mount a directory on an OS/2 NFS server, you must export the OS/2 file system
by adding an entry to the ETC\EXPORTS file on the server machine. The entry must
specify the mount point, which is the directory to be exported.

The OS/2 NFS server allows you to specify hosts that can have access and specify
the type of access. Your user name, password, and the HOSTNAME environment
variable, which are specified on the client machine, are sent to the server to deter-
mine if a client can mount a particular directory and, if so, with what type of access.

The following steps describe how to mount a directory on an OS/2 machine.
Note: In the foliowing steps:

* The client machine is an OS/2 machine, with the host name andrew

* The server machine is a OS/2 machine, with the host name christy

¢ The mount directory is e:\ftppm

1. Set your HOSTNAME at the client, as shown in the following example:
0s/2>SET HOSTNAME=ANDREW

2. Start the NFS Control Program (NFSCTL), if it is not running, with the following
command:

0s/2>NFSC
3. Determine if the e:\ftppm directory has been exported for you to mount by using
the show exports (SHOWEXP) command, as shown in the following example:

0s/2>SHOWEXP CHRISTY
export list for CHRISTY:

e:\ftppm andrew

c:\tools

If the SHOWEXP CHRISTY command responds with:
e:\ftppm andrew

or:

e:\ftppm everyone

you are ready to mount the e:\ftppm directory. If the SHOWEXP CHRISTY
command does not show e:\ftppm being exported to your machine, you must add
it to the ETC\EXPORTS file on CHRISTY. For more information about the
EXPORTS file, see “The EXPORTS File” on page 104.

Chapter 8. Installing the Network File System Client 95



4. Mount the remote directory as an unused drive, as shown in the following
example:

0s/2>MOUNT -u -g z: CHRISTY:E:\FTPPM
mount: CHRISTY:E:\FTPPM

AIX NFS Servers

To mount a directory on a RISC System/6000* machine with AlIX version 3.0, you
must export the file system to your 0S/2 machine. To do this, add an entry in the
/etc/exports file on the server machine. The entry must specify a mount point,
which is the directory to be exported, and can optionally specify a set of hosts that
have access.

The HOSTNAME environment variable, which is set at the client, and your UID and
GID are sent to the server to determine if a client can mount a particular directory,
and with what type of access.

You can determine the mapping between user logon IDs and UNIX UIDs and GIDs by
checking the /etc/passwd file on the server machine.

The following steps describe how to mount a directory on a RISC System/6000
machine.

Note: In the following steps:

The user logon ID is jr

The client machine is an 0OS/2 machine, with the host name ziggy
The server machine is a RISC System/6000, with the hostname RS6000
The mount directory is tools

e e o o

1. Determine whether PCNFSD is running on the server. If it is, proceed to step 3.
If not, proceed to step 2.

2. Determine your UID and GID on the RS6000.
Enter the following command:
RS6000>grep jr /etc/passwd

Jr::300:30::/usrs/jr:/bin/csh
Where:
300 is the UID and 30 is the GID.

3. Set your HOSTNAME at the client, as shown in the following example.
0s/2>SET HOSTNAME=ziggy

4. Start NFSCTL with the following command if it is not already running.
0s/2>NFSC

5. Determine if the /tools directory has been exported for you to mount by using
the show exports (SHOWEXP) command, as shown in the following example.

o0s/2>SHOWEXP RS6000
export Tist for RS6000:

Jusrs/jr ziggy
Jusrs/ps ps

If the RS6000 response lists:
/tools ziggy

or:
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VM NFS Servers

/tools everyone
you are ready to mount the /tools directory.

If the SHOWEXP RS6000 command does not show /tools being exported to your
machine, you must add it to the /etc/exports file on RS6000. You must also have
the NFS server read the file again.

To add the /tools directory to the /etc/exports file on RS6000, do the following
steps.

a. Edit the /etc/exports file, and add the line
/tools
b. At the RS6000 prompt, enter the following:
c. Verify that the correct directory has been exported. For example:

0s/2>SHOWEXP RS6000
export Tist for RS6000:

Jusrs/jr ziggy
Jusrs/ps ps
/tools everyone

Note: If you added the line to the exports file as /tools -access=ziggy, then
only the host ziggy can mount the /tools directory.

. Mount the remote directory as an unused drive, as shown in the following

example.
0s/2>MOUNT z: RS6000:/tools

If PCNFSD is running on the remote server, MOUNT prompts you for your user ID
and password. If PCNFSD is not running and you have not set the UNIX.UID and
UNIX.GID environmental variables, then MOUNT prompts you to enter your UID
and GID, as determined in step 2.

To mount an NFS minidisk on a VM machine running TCP/IP Version 2.0 as a local
drive, you must enter your user ID, password, and other options with the MOUNT
command.

The following steps describe how to mount a directory on a VM machine.

Note: In the following steps:

¢ The user logon ID is jr

* The user password is pass

¢ The server machine is a VM machine with the host name VM1
¢ The mount minidisk is jr.191

1. Start NFSCTL with the following command if its not already running.
0s/2>NFSC

2. Give the NFS service MULTIPLE access to your minidisk.
Note: This step can vary, depending on your installation.

3. Mount the remote minidisk as an available drive.

0s/2>MOUNT -v z: vml:jr.191,rw,user=jr,record=ni,names=fold
mount: vml:jr.191,rw,user=jr,record=nl,names=fold
Enter password: pass
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Note: Your password does not appear on the screen when you type it.

MVS NFS Servers

When using an MVS NFS server, the client needs to authorize access to the mounted
directory by using the MVSLOGIN program provided with TCP/IP for 0OS/2. See IBM
TCP/IP Version 1.2 for OS/2: User’s Guide for the format of the MVSLOGIN
command.

To access files from the MVS NFS machine, invoke the MVSLOGIN program only
once to a particular MVS NFS server. For example, you can mount a particular MVS
NFS server multiple times, but use the MVSLOGIN program with that server only
once.

To do this, mount the remote data set, and use the MVSLOGIN program to get
access to the mounted files.

Note: An MVS system can periodically log off a user. If you are logged off by the
MVS system, reissue the MVSLOGIN command to regain access. You do not have
to reissue the MOUNT command.

When you finish accessing the MVS NFS server, issue the MVSLOGUT command to
log off your user ID.

The following steps describe how to mount a directory on an MVS machine.

Note: In the following steps:

* The user logon ID is jr
* The server machine is an MVS machine with the host name MVS1
¢ The mount data set is jrose

1. Start NFSCTL with the following command if its not already running.
o0s/2>NFSC

2. Add an entry to the MVSNFS.CNTL (EXPORTS) data set to export the jrose data
set.

3. Restart the MVSNFS server.
4. Authorize the MVSNFS server to have access to the exported directory.
Note: This step varies, depending on your particular installation.

5. Verify that the correct directory has been exported. Enter the following
command:

0s/2>SHOWEXP MVS1
export Tist for MVS1:

SHIFERT rose shifert
JROSE everyone
DMBARDON everyone
BSTOW everyone

6. Mount the remote directory as an unused drive. Enter the following command:

0s/2>MOUNT -u -g z: mvsl:jrose,text
mount: mvsl:jrose,text

Note: Inthe example, you are mounting the data set with the text attribute.
See MVS/DFP Version 3 Release 3: Using the Network File System Server for
information on this and other attributes.
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7. Authorize your access to the mounted drive. If access is not authorized, you will
get an authentication failure when you try to access a file. Enter the following:

0s/2>MVSLOGIN -p mvsl jrose
Enter MVS password:
When you have successfully logged on using MVSLOGIN, you can access files.

Note: Some systems automatically log off users after a system-defined time period.
If authentication errors occur, you may have to reissue the MVSLOGIN command.

When you finish accessing files, or have unmounted an MVS mounted NFS drive, log
off using the MVSLOGUT command, as shown in the following example.

0s/2>MVSLOGUT mvs1
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Chapter 9. Installing the Network File System Server

The 0OS/2 Network File System (NFS) server allows you to transparently share files
between your OS/2 machine and any other machine equipped with an NFS client.
The server allows files on your machine to be available to people on other
machines. To use files from their machines on your machine, you must use the NFS
client. For more information about the NFS client, see Chapter 8, “Installing the
Network File System Client.”

Setting Up the Network File System Server

The NFS server requires a special file, called the EXPORTS file, to exist in your ETC
directory. This file contains a list of directories on your machine and the remote
machines that can access these directories. ICAT does not create this file for you.
See “The EXPORTS File” on page 104 for a description of the format of this file.

When you run the NFS server, the PORTMAP program must also be running.

The TZ Environment Variable

You must set the TZ environment variable, which is used to determine the correct
date and time for clients located in different time zones. The TZ environment vari-
able contains a string that has the abbreviation for your time zone, and the number
of hours your time zone differs from Greenwich Mean Time (GMT).

The following example shows the format for the TZ environment variable.

The parameters of the TZ environment variable are:

Parameter Description
XXX The three-character label for your time zone.
n The number of hours your time zone differs from GMT. If you

are east of GMT, put a minus sign (-) before the number. If
you are west of GMT, you can optionally put a plus sign (+)
before the number. The n value ranges from -12 to +12.

yyy The three-character label for your time zone when in daylight
savings time. If you do not observe daylight savings time,
leave this parameter blank.

Note: The default for the TZ environment variable is Eastern Standard Time (EST).

The following are examples of the TZ environment variable for different time zones.
Example Description

EST5EDT For the eastern coast of the United States. The time zone
label is EST when daylight savings time is not in effect. When
daylight savings time is in effect, the time zone is EDT.

During standard time there is a five hour difference between
local time and GMT.
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CST6CDT For the central time zone of the United States. The time zone
label is CST when daylight savings time is not in effect.
When daylight savings time is in effect, the time zone is CDT.
During standard time there is a six hour difference between
local time and GMT.

MST7 For the mountain time zone of the United States. The time
zone label is MST. Daylight savings time is not observed.
During standard time there is a seven hour difference
between local time and GMT.

PST8PDT For the western coast of the United States. The time zone
label is PST when daylight savings time is not in effect. When
daylight savings time is in effect, the time zone is PDT.
During standard time there is an eight hour difference
between local time and GMT.

The TZ environment variable should be included in your CONFIG.SYS file. You can
let ICAT make this modification for you during configuration. If you change the TZ
environment variable, reboot your PC so that the change takes effect.

Starting the NFS Server

Verify that PORTMAP is running before starting the NFS server. If PORTMAP is not
running, type PORTMAP at an OS/2 command prompt to start it. Then type NFSD in
a different OS/2 window to start the NFS server.

The following example shows the format of the NFSD command.

There are no parameters for the NFSD command.

Stopping the NFS Server

You can stop the NFS server at any time by pressing the |
simultaneously.

The EXPORTS File

The EXPORTS file is located in your ETC directory and contains an entry for each
directory that can be exported to NFS clients. The EXPORTS file is read only during
NFSD startup.

The following example shows the format of the EXPORTS file.

These elements are defined as follows:

Element Description

directory Specifies the path name of the directory.

option Specifies a client that can mount this directory or
an option.
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The only option for the elements in the EXPORTS file is:’

Option Description

-ro

Exports the directory with read-only permission. If
not specified, the directory is exported with read-
write permission.

A pound sign (#) anywhere in the file indicates a comment that extends to the end of
the line.

The following shows examples of entries in the EXPORTS file:

Export read/write to the world:
C:\usr\local

Export read/write to only the specified machines:
C:\usr2 hermes,zip,tutorial

Export read-only to everyone:
D:\usr\bin -ro

Export read-only to roger and vinnie:
F:\usr\net -ro roger vinnie

Export read-only to jack and trish:
R:\usrg jack -ro trish

Export read/write to Jack and Jill:
C:\hilT jack jill

Notes on the NFS Server:

1.

The NFS server does not keep all of the attributes for each file, as defined in the
RFC for NFS. Instead, the attributes that map directly to an attribute in OS/2 are
stored, and the others are either faked or permanently set to some value.

In particular, the NFS server keeps the user-write bit in the read/write bit used by
0S/2. The user, group, and other read bits are permanently setto 1. The group
and other write bits are set to the same value as the user-write bit. The user,
group, and other execute bits are set depending on the file’s extension. If the file
ends with .exe, .EXE, .com, .COM, .cmd, .CMD, .out, .OUT, .nfs, or has no exten-
sion, the three execute bits are set.

. The UID and GID associated with a file are faked by the NFS server. When the

NFS server is started, it checks the environment variables UNIX.UID and
UNIX.GID. These values are the UID and GID associated with every file on the
server.

. The NFS server does not support hard links or soft links.

. Because of a limitation in 0OS/2, the date associated with a file cannot be before

January 1, 1980.

. lf you use the NFS server on a FAT drive, file names are restricted to 8.3 format,

and must be in uppercase.
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6. If you use the NFS server on an HPFS drive, file names can be up to 254 charac-
ters in length. Files are stored with the same name you specified during cre-
ation (including upper and lower case).

Note: HPFS considers file names that differ only in case to be the same name
(for example, MyFile, MYFILE, and myfile all refer to the same file).

7. For best performance, NFS clients should use no more than a 4KB buffer size
when performing writes with BIOD’s enabled. The 0S/2 NFS Client defaults to
this configuration.
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Chapter 10. Setting Up an X.25 Interface

An X.25 interface with TCP/IP for OS/2 allows you to connect to another TCP/IP
network over an X.25 network. You can use most of the same TCP/IP applications
over an X.25 network as if your host is connected to a LAN.

0S/2 allows multiple X.25 adapters. TCP/IP for OS/2 allows you to assign only one
IP address to the X.25 interface. This assignment is done with the IFCONFIG state-
ment. This chapter contains the information necessary to install, configure, and use
an X.25 interface with TCP/IP for OS/2.

Overviévilubf Installation

This section describes the system and preinstallation requirements for installing an
X.25 interface.

System Requirements
You must have OS/2 EE, Version 1.3 with Communications Manager and an IBM
X.25 Interface Coprocessor/2 adapter installed. This adapter requires a minimum of
a PS/2 Model 50 (micro channel), or higher. For additional information about the
required hardware and software environments, see Chapter 2, “Introducing TCP/IP
for Your OS/2 Environment.”

The following steps describe how to install an X.25 interface for TCP/IP. In the fol-
lowing steps, IPX25.CFG is used as an example.

1. Install the TCP/IP for OS/2 X.25 product using ICAT. This assumes that the
TCP/IP for OS/2 Base product is already installed.

To install the TCP/IP for 0S/2 X.25 product:

e Enter ICAT

e Select INSTALL

e Select the X25 Interface Software
¢ Insertt ecified diskette

* Press | '

2. Create the Communications Manager X.25 configuration file (for example,
IPX25.CFG). For information about how to create the Communications Manager
X.25 configuration file, see “Creating a Communications Manager X.25 Config-
uration File” on page 110.

3. 08/2 installs the X.25 Communications Manager support and puts the device
statement (DEVICE = C:\CMLIB\ICARICIO.SYS) in the CONFIG.SYS file, if you
type:

reinst

a. 0S/2 EE prompts you to put a specified diskette into drive A. Insert the
diskette and press

b. Select Install Communications Manager and press

c. Select User Configuration Files and Features and press
d. Enter C:\CMLIB as the “Source drive and directory” and press

e. Select the configuration file (for example, IPX25) and press
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f. Press | to install the X.25 support and Exit. OS/2 EE prompts you for
several diskettes. Insert the specified diskettes and press (did-5 as
requested.

For more information about reinst, see the IBM Operating System/2: System
Administrator’s Guide for Communications.

4. Copy the ICAAIM.COM file from the X.25 option diskette, provided with your X.25
coprocessor adapter, to the CMLIB directory by inserting the diskette in drive A
and typing:

COPY A:ICAAIM.COM C:\CMLIB

Creating a Communications Manager X.25 Configuration File

110

The following steps describe an example of how to create the Communications
Manager X.25 configuration file used for configuring an X.25 interface. For more
information about creating the Communications Manager configuration file, see the
IBM Operating System/2: System Administrator’'s Guide for Communications. The
following steps describe how to create the example configuration file IPX25.CFG.
The configuration file XIPSAMP.CFG was created following these steps and has
been included in the ETC directory.

Note: You must have certain information available to create your configuration file.
Review the following steps to determine the information that you need. The fol-
lowing is only an example. You may want to contact your system administrator for
information specific to your network.

1. Select the OS/2 Full Screen command prompt from the “Group-Main” window.

2. Copy the base configuration file C:\CMLIB\ACSFG.CFG (non-US version), or
C:\CMLIB\ACSFGUS.CFG (US version) to C:\CMLIB\IPX25.CFG.

3. Start Communications Manager by selecting Communications Manager from the
“Group-Main” window. The “Communications Manager Main Menu” is dis-
played.

. Select Advanced from the action bar.
. Select Configuration.

. Specify the configuration file name I1PX25

. Press | . The “Configuration Menu” is displayed.

0o N o O M

. Select X.25 feature profiles. The “X.25 Feature Configuration” window is dis-
played.

9. Select Adapter profiles. The “X.25 Adapter Profile Configuration” window is dis-
played.

10. Select Operations from the action bar.
11. Select Create. The “Create/Change X.25 Adapter Profile” window is displayed.
12. Specify the adapter name ADAPTER1

13. Press |

14. Optionally specify a comment, such as: Adapter 1 in slot 3.
15. Specify the slot number of the IBM X.25 Interface Co-processor/2 adapter.

16. Press | . The “X.25 Adapter Profile Configuration” window is displayed
with the message: The profile has been saved.

17. Press the Escape |
played.

. key. The “X.25 Feature Configuration” window is dis-
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18.
19.
20.
21.
22.
23.

24,
25,

27.

28.

29.
30.

31.

32.

33.

34.

35.

36.
37.
38.
39.
40.

41

Select Link profiles.

Select Operations from the action bar.
Select Create.

Specify the link profile name LINK1

Press | . The “Create/Change X.25 Link Profile” window is displayed.

Select Base link parameters. The “Create/Change X.25 Base Link Parameters”
window is displayed.

Optionally specify comment, such as: LINK1 on Adapter 1.
Specify the Adapter profile name ADAPTERL

. Specify the network type appropriate to your network. If you are using two work-
stations connected using a modem eliminator or two modems and a telephone
line, specify network type 1, otherwise press | for help and a list of networks.
Choose the network type for your network and note the local CCITT compliance
and the link setup mode. You may want to contact your system administrator if
you are unsure of your network address. For more information, see the IBM
Operating System/2: System Administrator’s Guide for Communications.

Specify the local DTE address. Contact your system administrator if you are
uncertain of the local DTE address.

Select an option for the local CCITT compliance. If the adapters are connected
using a modem eliminator or two modems and a telephone line, select the
default the local CCTITT compliance of 1980, otherwise select the local CCITT
compliance noted in step 26.

Select Connect for the initial mode of link.

Select an option for the link setup mode. If the adapters are connected using a
modem eliminator or two modems and a telephone line, select the default link
setup mode of initiate from DTE, otherwise select the link setup mode noted in
step 26.

Press The “Create/Change X.25 Link Profile” window is displayed with
the message: The profile has been saved.

Select Virtual circuit ranges. The “Create/Change X.25 Virtual Circuit Ranges”
window is displayed.

Specify logical channel numbers and ranges that match the network subscription
for the link. Contact your system administrator if you are uncertain of the logical
channel numbers and ranges.

Press |31 The “Create/Change X.25 Link Profile” window is displayed with
the message: The profile has been saved.

Select Virtual circuit parameters. The “Create/Change X.25 Virtual Circuit
Parameters” window is displayed.

Specify the SVC default incoming packet size 1024
Specify the SVC maximum incoming packet size 1024
Specify the SVC default outgoing packet size 1024
Specify the SVC maximum outgoing packet size 1024

Press [ . The “Create/Change X.25 Link Profile” window is displayed with
the message: The profile has been saved.

.Press ;2 . The “X.25 Link Profile Configuration” window is displayed.
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42.
43.
44,
45.
46.
47.
48.
49.
50.

51.

52.
53.
54.
55.
56.
57.
58.
59.
60.

61.

62.
63.
64.
65.
66.
67.
68.

69.
70.
71.
72.
73.

74.
75.

Press . The “X.25 Feature Configuration” window is displayed.
Select Directory. The “Directory Configuration” window is displayed.
Select Entry Name M2.

Select Operations from the action bar.

Select Create.

Specify the directory entry name LOCAL1

Press
Specify the link profile name LINK1

Specify the local DTE address. Contact your system administrator if you are
uncertain of the local DTE address.

.. The “X.25 Directory Configuration” window is displayed with the

Press [
he profile has been saved.

message:

Press | The “X.25 Feature Configuration” window is displayed.
Select Directory. The “Directory Configuration” window is displayed.
Select Entry Name M6.

Select Operations from the action bar.

Select Create.

Specify the directory entry name REMOTE1

Press
Specify the link profile name LINK1

Specify the remote DTE address. Contact your system administrator if you are
uncertain of the remote DTE address.

Press . The “X.25 Directory Configuration” window is displayed with the
message: The profile has been saved.

Press . The “X.25 Feature Configuration” window is displayed.

Select Routing Table.

Select M7.

Select Operations from the action bar.

Select Create. The “X.25 Routing Table Configuration” window is displayed.
Specify the routing table entry name ROUTE1

Press : . The “Create/Change X.25 Routing Table Entry” window is dis-
played.

Optionally specify a comment, such as: TCP/IP X.25 Route.

Specify the link profile name LINK1

Specify the Call User Data field as: CC (required for TCP/IP).

Press

Select Top of table. The “X.25 Routing Table Configuration” window is displayed

with the message: The profile has been saved.
Press [Z04 . The “X.25 Feature Configuration” window is displayed.

Press

= . The “Communication Configuration Menu” is displayed.
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76.
77.
78.
79.
80.

81.
82.
83.

Select Verify from the action bar.

Select Run Verify.

When verification is complete, press [aia5! .
Select Exit from the action bar.

Select Exit communication configuration. The “Communications Manager Main
Menu” is displayed.

Select Exit from the action bar.
Select Exit immediately.

Select Yes to confirm exit from the Communications Manager.

Configuring the X.25 Interface

The following steps describe how to configure an X.25 interface for TCP/IP:

1.

Create the X251P file in the ETC directory. This file contains the local directory
that identifies a local DTE address with a link. The following is an example of
the contents of the X25IP file. It is based on the Communications Manager file
IPX25.CFG that you created in “Creating a Communications Manager X.25 Con-
figuration File” on page 110.

LOCAL1

See Appendix A, “Optional Files” for file format. This example X25IP file has
been installed by ICAT in the ETC directory. If you want to use this file, you must
copy it to your CMLIB directory.

. Create the X25RTE file in the ETC directory. This file contains the X.25 routing

table and decides which incoming X.25 calls are to be routed to the TCP/IP appli-
cation. The following is an example of the contents of the X25RTE file. ltis
based on the Communications Manager example configuration file IPX25.CFG
that you created in “Creating a Communications Manager X.25 Configuration
File” on page 110.

ROUTEL

All incoming X.25 call requests that match the fields in the IPX25.CFG file with
the routing table entry name ROUTE1 are associated with the TCP/IP application.
See Appendix A, “Optional Files” on page 167 for the specific file format. This
example X25RTE file has been installed by ICAT in the ETC directory. If you
want to use this file, you must copy it to your CMLIB directory.

. Create the X25DIR file in the ETC directory. This file contains the TCP/IP X.25

directory name that associates a remote host’s DTE address and IP address.
The following is an example of the contents of the X25DIR file. It is based on the
Communications Manager example configuration file IPX25.CFG that you created
in “Creating a Communications Manager X.25 Configuration File” on page 110.

ipaddress REMOTEL

All outgoing IP packets with the destination of the specified remote IP address
are sent over the X.25 interface to the remote DTE address defined in the
IPX25.CFG file with the directory name REMOTE1. If an X.25 call is not established,
an X.25 call request is made. See Appendix A, “Optional Files” for the specific
file format. An example X25DIR file with an ipaddress of default has been
installed by ICAT in the ETC directory. If you want to use this file, you must copy
it to your CMLIB directory.
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4. When using TCP/IP for OS/2 over an X.25 network, switched virtual circuit (SVC)

may be established to transfer TCP/IP data. An SVC connection is establish for
each unique destination IP address. An SVC connection closes after a specified
period of inactivity. You can specify the time-out period in seconds with the envi-
ronment variable IPX25.SVC. The default value is 1800 seconds (30 minutes).
The following example changes the time-out period to 5 minutes if you start the
X2510 program from the same 0S/2 session:

SET IPX25.SVC=300

The legal range of values are from 0 (SVC connection will remain indefinitely) to
3600 (60 minutes).

Starting an X.25 Interface

The following steps describe how to start an X.25 interface with TCP/IP for OS/2.

1. Start the Communications Manager by selecting Communications Manager from

the Group-Main window. The Communications Manager X.25 configuration file
contains the X.25 configuration information.

The X.25 link is established. If the X.25 link cannot be established or does not
stay established then you must stop and restart Communications Manager.
Contact your system administrator if you cannot establish the X.25 link.

. Start the X2510 program. You can do this by entering X25I10 at the OS/2 prompt.

There is also an XIOWAIT program in the BIN directory so that you can use the
start X2510 from a CMD file. ICAT does this in X25.CMD.

Note: After the X2510 program is running, it cannot be stopped and restarted.
You must reboot your machine to do this.

. Start the X.25 interface by using IFCONFIG, ICAT will put this in the X25.CMD file

or you can enter:

ifconfig x25 ipaddress mtu 576

Where:

ipaddress is the IP address of the X.25 interface on your local host.

The mtu size 576 is the default mtu size on X.25 networks that support TCP/IP.
The IFCONFIG command with x25 specified as the interface will have no effect
unless X25I0 is running.

X.25 Limitations

. X.25 Permanent Virtual Circuits (PVCs) are not separated.

. A maximum of 16 active SVCs are supported. An SVC will become inactive after

a specified period of inactivity. This is discussed in step 4 under “Configuring
the X.25 Interface.”

3. The MTU size is not negotiated with the remote host.

. The Department of Defence Network (DDN) algorithm is not used to convert IP

addresses to DTE addresses. The conversion of IP addresses to DTE addresses
is defined in the X25DIR file.
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Chapter 11. Setting Up a SLIP Line

The Serial Line Internet Protocol (SLIP) allows you to connect to another TCP/IP
network over a serial line. A serial line is used to set up a point-to-point link
between a local host to a foreign host. You can use most of the the same TCP/IP
applications over a serial line as if your host is connected to a LAN.

Note: You should be aware that SLIP performance depends on the speed of the
modems. The performance of some applications with SLIP can be affected.

SLIP allows an OS/2 host to be connected to a remote host over a telephone line
using a modem or over a serial line using a null-modem cable. The SLIP connection
allows you to have access to the network on which the remote host resides.

SLIP allows you to use any valid OS/2 serial communication port (COM port) for a
SLIP connection. However, with TCP/IP for OS/2, you can only use one COM port at
a time. Therefore, if you have an active SLIP connection, you cannot originate or
accept another SLIP connection.

SLIP Prerequisites

The following elements are required to use TCP/IP for OS/2 SLIP over a telephone
line.

* An analog telephone line.

* Two Hayes AT-compatible modems are required and both must support the
same speed, from one of the following speeds:

— 1200 bps
— 2400 bps
— 4800 bps
— 9600 bps.
— 19 200 bps

Note: All line speeds are given in bits per second.

Setting Up the Environment

You must have the DEVICE statement for the communication port in the
CONFIG.SYS file, and the SLIP.COM environment variable must be defined.

If you allow ICAT to modify your CONFIG.SYS file, ICAT adds the environment vari-
able for you. When you installed 0S/2, the DEVICE statement for the synchronous
communications port was added to your CONFIG.SYS file in the default case.

The DEVICE statement and the environment variable are shown in the following
example.

DEVICE=C:\0S2\COMO2.S5YS
SET SLIP.COM=COM1

For a SLIP.COM environment variable, any valid OS/2 communication port can be
used.

© Copyright IBM Corp. 1990, 1991 117



Note: COMO02.SYS is the device driver on a microchannel PS/2 running 0S/2 1.3.
COMO01.SYS is the device driver on a non-microchannel PS/2 running 0S/2 1.3.
COM.SYS is the device driver on a PS/2 running 0S/2 2.0.

Starting a SLIP Interface

The following steps describe how to start a SLIP interface.

1. Start the SLIO program. You can do this by entering SLIO.EXE at an 0S/2
command prompt. The SLIOWAIT program in the BIN directory allows you to use
the start slio program from a CMD file. If you use ICAT to configure SLIP this is
your TCPSTART.CMD file by default, which is called from STARTUP.CMD.

Note: After the SLIO program is running, it can not be stopped and restarted.
You must reboot your machine to restart the program.

2. Start the SLIP interface by entering ifconfig s1 ipaddress ipaddress
Where:

The first ipaddress is the IP address of the SLIP interface on your local host and
the second ipaddress is the IP address of the SLIP interface on the remote host.
The IFCONFIG statement defines a point-to-point link. If you use ICAT to con-
figure SLIP this IFCONFIG statement is in your SETUP.CMD file. The IFCONFIG
command with s1 specified as the interface will have no effect unless SLIO is
running.

Using the SLIPCALL Command

118

The SLIPCALL command communicates with a Hayes AT-compatibie modem.

Note: If you are using a serial line (with a null-modem cable) you must use the
0S/2 MODE command and set the characteristics to 8,n,1. For example:

mode coml:9600,8,n,1

If you need ICAT to configure SLIP, then the SLIPCALL command is invoked from the
SLIP.CMD file. You can also invoke the SLIPCALL command from an OS/2
command prompt; however, it may require that you set the SLIP environment vari-
ables. The SLIP.CMD file and the SLIP environment variables are described in
“Originating a SLIP Connection” on page 119.

The following example shows the format of the SLIPCALL command.

The parameters of the SLIPCALL command are:
Parameter Description
-? Displays help information.

-r Resets the modem to its default settings, and sets Disable Echo (EQ)
and Terse Result Codes (V0), which are SLIPCALL requirements. The
communication port speed is set to the value defined in SLIP.BPS, and
the data bits, parity, and stop bits are set to 8, N, and 1, respectively.
The -r parameter terminates an existing SLIP connection. This option
also turns auto-answer off.
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-a Places the modem in auto-answer mode.

-d Dials the modem by invoking the Hayes AT command that is defined
by the SLIP.DIAL environment variable. The modem uses the value
defined in SLIP.DELAY for the length of pause caused by a comma in
SLIP.DIAL.

-s Shows, or displays:

¢ SLIP environment variable definitions for the current 0S/2 session
¢ SLIP line characteristics

¢ Current modem signals

¢ Auto-answer status.

Originating a SLIP Connection

This section describes how to originate a SLIP connection. These steps assume that
a remote host supporting SLIP is configured and ready to accept a SLIP connection.
This also assumes that SLIO is running.

1. Enter the IFCONFIG statement and ROUTE statements necessary for a
point-to-point link. You can enter this information by using ICAT or by editing the
BIN\SETUP.CMD file. You must execute the BIN\SETUP.CMD file for the editing
changes to take place. See Chapter 5, “Manually Modifying Your TCP/IP
Configuration” for more information.

2. Enter the SLIP environment variable definitions by using ICAT or editing the
BIN\SLIP.CMD file. The SLIP.CMD file contains definitions for the following envi-
ronment variables:

Environment Variable Description

SLIP.BPS Specifies the baud rate for the modems being used.

SLIP.DELAY Specifies the modem pause time defined for commas
that appear in the dial string. The default pause time
is 2 seconds.

SLIP.DIAL Sends Hayes AT commands to the modem. Com-

mands should include the telephone number.

Warning: You can use the SLIP.DIAL environment
variable to send any Hayes AT command to the
modem. Do not use SLIP.DIAL to send the Hayes AT
commands Enable Echo (E1) or Verbose Result
Codes (V1), because SLIPCALL.EXE does work.

Note: Running SLIP.CMD in an OS/2 session defines the SLIP environment vari-
ables for that specific 0S/2 session. The SLIP environment variables are not
stored for use in other OS/2 sessions.

For an example of a SLIP.CMD file, see Appendix B, “Sample SLIP.CMD File.”

3. Invoke the SLIP.CMD file to originate a SLIP connection. The SLIP.CMD file also
calls SLIPCALL -rd. Enter the following command:

SLIP

The OS/2 host attempts to make a SLIP connection. The OS/2 host is restricted
to one SLIP connection at a time.
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Accepting a SLIP Connection

The following steps describe how to accept a SLIP connection.

1. Enter the IFCONFIG statement and ROUTE statements neccessary for a
point-to-point link. You can enter this information by using ICAT, or by editing
the BIN\SETUP.CMD file. See Chapter 5, “Manually Modifying Your TCP/IP
Configuration” for more information.

2. Invoke the SLIPCALL command to accept a SLIP connection. Enter the following
command:

SLIPCALL -ra

Your OS/2 host is ready to accept a SLIP connection. The OS/2 host is restricted
to one SLIP connection at a time.

Ending a SLIP Connection

120

You can end a SLIP connection by entering the following command.
SLIPCALL -r

This procedure resets the modem, and allows you to originate another SLIP con-
nection.
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Chapter 12. Setting Up Your Kerberos System

This chapter describes how to manually configure, customize, and verify the
Kerberos Authentication System for TCP/IP for OS/2.

The Kerberos system in TCP/IP for OS/2 consists of the following functions:

* Kerberos database
Authentication server
Administration server

* Services application

Client application

Remote System Administrator.

Additional background information can be found in “Bibliography” and in IBM
TCP!/IP Version 1.2 for 0S/2: Programmer’s Reference. Additional commands and
descriptions of the Kerberos functions can be found in IBM TCP/IP Version 1.2 for
0S/2: User’s Guide.

Setting Up the Environment

The Installation and Configuration Automation Tool (ICAT) program does not con-
figure the Kerberos Authentication System. You must manually configure and cus-
tomize the Kerberos system.

Before you set up the Kerberos system, the Kerberos services must be defined in
the SERVICES file in the ETC directory. The Kerberos services are assigned to port
750 for TCP and UDP. You must create the following directories:

o KERBEROS
o TMP

Note: If you have used ICAT, the TMP directory may have already been created.

The KERBEROS directory must reside on the host that contains the Kerberos data-
base.

The TMP directory must reside on the hosts that run client applications. The client’s
ticket files are stored in the TMP directory.

Environment Variables

If you do not create the KERBEROS and TMP directories in the root directory, you
must set the following environment variables.

Environment Variable Description

KERBEROS Specifies the drive and directory of the KERBEROS
directory. KERBEROS is an optional environment vari-
able, except on the host that is running the Kerberos
database.

TMP Specifies the drive and directory of the TMP directory.
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The Kerberos environment variables, KERBEROS and TMP, operate in the same
way as the ETC environment variable when you created the ETC directory. For
more information about environment variables, see Chapter 3, “Installing TCP/IP
for 0S/2.”

For example, if you create your KERBEROS directory on the C drive from the TCPIP
directory, you must add the following statement to your CONFIG.SYS file.

SET KERBEROS=C:\TCPIP\KERBEROS

If you create your TMP directory on the C drive from the TCPIP directory, you must
add the following statement to your CONFIG.SYS file.

SET TMP=C:\TCPIP\TMP

The default for the KERBEROS directory is C:\KERBEROS. The default for the TMP
directory is C:\TMP.

The following environment variables are also used in the Kerberos environment.
Environment Variable Description

HOSTNAME Specifies the name of the machine on which your host is running.
The HOSTNAME must be able to be resolved; therefore, the same
value (for the environment variable) must be defined on an acces-
sible name server or in the HOSTS file. HOSTNAME is required.

TZ The NFS control program (NFSCTL) uses the TZ environment vari-
able to determine the correct date and time associated with a file.

The TZ Environment Variable

You must set the TZ environment variable, which is used to determine the correct
date and time for clients located in different time zones. The TZ environment vari-
able contains a string that has the abbreviation for your time zone, and the number
of hours your time zone differs from Greenwich Mean Time (GMT).

The following example shows the format for the TZ environment variable.

The parameters of the TZ environment variable are:

Parameter Description
XXX The three-character label for your time zone.
n The number of hours your time zone differs from GMT. If you

are east of GMT, put a minus sign (-) before the number. If
you are west of GMT, you can optionally put a plus sign (+)
before the number. The n value ranges from -12 to +12.

yyy The three-character label for your time zone when in daylight
savings time. If you do not observe daylight savings time,
leave this parameter blank.

Note: The default for the TZ environment variable is Eastern Standard Time (EST).
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KERBEROS Directory Files

The following are examples of the TZ environment variable for different time zones.

Example
ESTS5EDT

CST6CDT

MST7

PST8PDT

Description

For the eastern coast of the United States. The time zone
label is EST when daylight savings time is not in effect. When
daylight savings time is in effect, the time zone is EDT.
During standard time there is a five hour difference between
local time and GMT.

For the central time zone of the United States. The time zone
label is CST when daylight savings time is not in effect.
When daylight savings time is in effect, the time zone is CDT.
During standard time there is a six hour difference between
local time and GMT.

For the mountain time zone of the United States. The time
zone label is MST. Daylight savings time is not observed.
During standard time there is a seven hour difference
between local time and GMT.

For the western coast of the United States. The time zone
label is PST when daylight savings time is not in effect. When
daylight savings time is in effect, the time zone is PDT.
During standard time there is an eight hour difference
between local time and GMT.

The TZ environment variable should be included in your CONFIG.SYS file. You can
let ICAT make this modification for you during configuration. If you change the TZ
environment variable, reboot your computer so that the change takes effect.

To specify the Kerberos name of the remote system administrator, you must create
the files in Table 1 on the host running the Kerberos database. The Kerberos
remote system administrator can add, retrieve, and modify entries in the Kerberos

database.

Table 1. KERBEROS Directory Files

Name of File Contents of File Sample of File

ADM_ACL.ADD administrator’s_principal_name.instance@realm krbadm.admin@univ.educ.chem
ADM_ACL.GET administrator’s_principal_name.instance@realm krbget.admin@univ.educ.bio
ADM_ACL.MOD administrator’s_principal_name.instance@realm krbmod.admin@univ.educ.math

Note: When you create the contents of these files, you must define instance as

admin. Realm is usually the domain name.

These KERBEROS directory files can contain multiple entries in the same format.

TMP Directory Files

You do not need to create any files in the TMP directory. Ticket files are written to

the TMP directory when you use Kerberos.

All hosts running client applications must create the TMP directory and set the TMP
environment variable to the path where the TMP directory resides.
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ETC Directory Files

Table 2 contains the ETC directory files used with Kerberos. You must create the
KRB.CNF file. The KRB.RLM file is optional. The ETC directory files used with
Kerberos must reside in your ETC directory or in the directory specified by the ETC
environment variable.

Table 2. ETC Directory Files

Name of File Contents of File Sample of File

KRB.CNF realm host_name [admin server] univ.educ.chem
univ.educ.chem chrispc admin server
univ.other.dept joanpc

KRB.RLM domain_name realm .educ.chem univ.educ.chem
.educ.bio univ.educ.bio
or chrispc univ.educ.chem

joanpc univ.educ.bio
host_name realm

The KRB.CNF file identifies the hosts that are running the Kerberos authentication
server. The first line defines the local realm to which that host belongs. Each of the
following lines specify the realm and host_name where the Kerberos server is
running. admin server indicates that the host provides an administration database
server. The host_name that you specify must also be defined in the name server or
in the HOSTS file in your ETC directory.

The KRB.RLM file indicates the realms to which the hosts belong. To specify the
realm for host names specified in fully qualified domain style, for example,
chrispc.univ.educ.chem, you should use the format with domain specified in the first
column of the KRB.RLM file, as shown in Table 2. To specify the realm for hosts
with no recognizable domain, for example, chrispc, you should use the format with
host_name in the first column of the KRB.RLM file.

If the KRB.RLM file does not exist and the host name is specified in fully qualified
domain style, the realm is the host name’s domain. For example, univ.educ.chem.

If the KRB.RLM file does not exist and the host name is of no recognizable domain,
the Kerberos realm for that host is the local rea/m that is specified in the first line of
the KRB.CNF file.

You are now ready to use the Kerberos commands to build and use your Kerberos
database.

Building the Kerberos Database

The following Kerberos commands allow you to create and use the Kerberos data-
base. Enter the Kerberos commands at an 0S/2 command prompt to create and use
the Kerberos database.

Command Function

KDB_INIT Used to build and format the Kerberos database.

KDB_UTIL Used to load or dump the Kerberos database.

KDB_EDIT Used to register users to the Kerberos database.

KADMIN Used to add, retrieve or modify the Kerberos database. remotely.
EXT_SRTB Used to generate key files for specified instances.
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The following sections contain descriptions and examples of the Kerberos com-
mands that are used to build the Kerberos database.

Creating the Kerberos Database—KDB_INIT

The following example shows the format of the KDB_INIT command.

 KDB_INIT

There are no parameters for the KDB_INIT command.

The following steps describe how to create the Kerberos database:

1. Set the environment variable KERBEROS to the path on which your KERBEROS
directory resides, on the host on which you want the KERBEROS server and
Kerberos database to reside. For example:

SET KERBEROS=C:\TCPIP\KERBEROS

After the Kerberos database is created, the Kerberos database files are stored in
the KERBEROS directory.

2. Type KDB_INIT at an OS/2 command prompt, and press the
and initialize the Kerberos database files.

key to create

The system prompts you for the local realm.

3. Type the name of the realm on which the Kerberos database resides at the
realm prompt, and press the key. YOUR_KRB.RE.ALM is the default.

The system prompts you for the master password.

e

4. Type the master password at the password prompt, and press the |

po

For verification purposes, the system prompts you again for the master pass-
word.

i

5. Retype the master password at the password prompt, and press the %«ﬂ
for verification.

You need the master password to manage the Kerberos database. If the
Kerberos database file already exists, the system indicates that the file already
exists. After the Kerberos database files are initialized, an OS/2 command
prompt is displayed.

When you create a Kerberos database, the following files are automatically created
in the KERBEROS directory. Verify that these files reside in your KERBEROS direc-
tory.

¢ PRINC.DAT
* PRINC.IDX
¢ PRINC.OK

Loading and Dumping Your Kerberos Database—KDB_UTIL

The following example shows the format of the KDB_UTIL command.
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The parameters of the KDB_UTIL command are:

Parameter Description
operation Specifies dump or 1oad.
filename Specifies the name of the text file into which the database is

dumped or loaded.

If you specify dump, the contents of the Kerberos database are dumped to the speci-
fied file name. Edit this dumped file with your System Editor to modify the contents
of the database.

If you specify 1oad, the contents of the file name are loaded to the Kerberos data-
base.

Read locking of the database is done during the dump operation. No locking is done
during a load operation. Loads should be performed with other processes shut-
down.

The following is an example of using the KDB_UTIL command to examine the con-
tents of the database. First dump the database to a file, ABC, by typing the
KDB_UTIL DUMP ABC command; then display the file ABC by typing the command,
TYPE ABC.

Each line is a registered entry.

If the operation is successful, an OS/2 command prompt is displayed. If the opera-
tion is unsuccessful, an error message is displayed.

Registering a Kerberos User Locally—KDB_EDIT

The following example shows the format of the KDB_EDIT command.

There are no parameters for the KDB_EDIT command.

KDB_EDIT is used to register users and services to the Kerberos database.

A user’s instance and a service’s instance are usually specified by the following
rules:

* A user’s instance is optional. Users with privileges, for example, the remote
system administrator, should register with an instance of admin. Users without
privileges have an instance of null.

* A service's instance is usually the host name where the service is running.

® An instance should not exceed 8 characters in length.
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The system prompts you for the Kerberos master password and for information
about the user and service that you want to add. The following is an example of
running KDB_EDIT.

The following steps describe how to register a Kerberos user or service locally.

1. Type KDB_EDIT at an OS/2 command prompt, and press the key.

The system prompts you for the Kerberos master password.

2. Type the master password at the password prompt, and press the key.

If the master password is valid, KDB_EDIT allows you to register a user or a
service.

The system prompts you for the principal name.

3. Type the user name or service name at the principal name prompt, and press
the key.

Note: The services that you register must also be defined in the SERVICES file
in your ETC directory.

The system prompts you for the instance.

4. If you are registering a user, press the 2. key for a null instance. If you are
registering a remote administrator, type admin, and press the key. If you
are registering a service, at the instance prompt, type the name of the host
where the service resides, and press the |

¢ |f the user or the service already exists in the database, the system asks you
if you want to change the password.

¢ |If the user or the service does not exist in the database, the system prompts
you for the expiration date, ticket lifetime for the user or services, and the
attribute. Defaults are provided for these prompts. If you want to use the
default values, press the key. Otherwise, specify the desired value
and press the key.
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The following message is displayed if the user or service is registered:

The system prompts you for the next entry.

5. You can press the [Z- " key at the principal name prompt to exit the registra-
tion process or repeat steps 3 —5 to register the next Kerberos user name or
Kerberos service name that you want to establish.

To list the entries in your Kerberos database, use the KDB_UTIL DUMP command.
See “Loading and Dumping Your Kerberos Database—KDB_UTIL” on page 127 for
more information about listing the entries in your Kerberos database.

You must inform the user of the Kerberos name and password that you assign to
them.

Registering a Kerberos User Remotely — KADMIN

To modify the Kerberos database remotely, you must use the KADMIN command
and have the remote administration server, ADM_SERV, running on the machine
that contains the Kerberos database. See “Kerberos Administration Server” on
page 135 for information about setting up the Kerberos administration server.

You can add, retrieve, or modify the database using the KADMIN command only if
your instance is specified to have admin authority in the ADM_ACL.ADD,
ADM_ACL.GET, and ADM_ACL.MOD files that reside in the KERBEROS directory,
and if you are registered in the Kerberos database with instance as admin. The
KADMIN command can only be used to add, retrieve, or modify a Kerberos user
with instance as null. The only exception is that you, as a remote administrator
with instance as admin, can change your own password.

The following example shows the format of the KADMIN command.

There are no parameters for the KADMIN command.

Type KADMIN at an 0S/2 command prompt, and press the
KADMIN utility.

key to start the

At the “Your userid” prompt, type the administrator’s principal name.

The following message is displayed.

At the admin prompt, type ? to list the available subcommands. To obtain
instructions on how to use these subcommands, type HELP followed by the subcom-

mand you want to use, and press the r
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The subcommands of the KADMIN command are:

Subcommand Function

ADD_NEW_KEY Registers a new principal name with the Kerberos
database. Requires one argument, the principal
name.

The shorter term ANK can also be used.

CHANGE_PASSWORD Changes the Kerberos password for the principal
name. Requires one argument, the principal name.

The shorter term CPW can also be used.

CHANGE_ADMIN_PASSWORD
Changes your ADMIN instance password. Requires no
arguments.

The shorter term CAP can also be used.
LIST_REQUESTS Displays a list of possible subcommands.
The shorter term LR or ? can also be used.

GET_ENTRY Gets you an entry into the Kerberos database for
review. At the password prompt, type your adminis-
trator password, and press the

The shorter term GET can also be used.

HELP command name Displays help messages for KADMIN. If you enter this
subcommand without an argument, a general help
message is displayed.

QUIT Terminates the Kerberos program. The term EXIT can
also be used.

To manage the Kerberos database remotely, you must first complete the following
steps on the host on which the Kerberos database resides.

1. Register the remote administrator with the Kerberos database.

The administrator can choose the principal name and password. However, the
instance must be admin. The remote administrator’s password is requested
when you use the KADMIN utilities.

You should also add the system administrator’s full Kerberos name to the
ADM_ACL.ADD, ADM_ACL.GET and ADM_ACL.MOD files in the KERBEROS
directory on the host that contains the Kerberos database. See “"KERBEROS
Directory Files” on page 125 for the line format and sample contents of the
KERBEROS directory files.

2. Type ADM_SERYV at the password prompt, and press the |
remote administration server.

key to start the

The system prompts you for the Kerberos master password.

3. Type the master password at the password prompt, and press the (3-8 key.

If the remote administration server starts successfully, the following message is
displayed:
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Note: The remote administration server is one of the services that the Kerberos
database provides. The remote administration server has aiready been regis-
tered as changepw when you started the Kerberos database. Therefore, you do
not have to register the remote administration server.

On the remote host on which you want the remote administration utility, KADMIN, to
run:

1. Type KINIT -irv at an OS/2 command prompt, and press the
the initial ticket.

key to get

The system prompts you for the Kerberos principal name.

2. Type the principal name that you registered locally in the Kerberos database at
the principal name prompt, and press the

The system prompts you for the instance.

3. Type the instance admin that you registered locally in the Kerberos database at
the instance prompt, and press the key.

The system prompts you for the realm name.

4. Type the name of the realm where the Kerberos database resides at the realm
prompt, and press the key. ’

See IBM TCP/IP Version 1.2 for OS/2: User’s Guide for more information about
the KINIT command.

5. Type KADMIN at an OS/2 command prompt to start the KADMIN utility, and press
the key.

Generating the Key File for an Instance—EXT_SRTB

The following example shows the format of the EXT_SRTB command.
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The EXT_SRTB command is used by the host running the Kerberos database to gen-
erate key files for hosts providing services. The instance is the instance whose key
file is to be generated. Multiple instances can be specified on the same command
line.

The following steps describe how to generate the key files for instances.

1. Type EXT_SRTB, followed by at least one instance at an OS/2 command prompt,
on the host running the Kerberos database, and press the

The system prompts you for a password.

2. Type the Kerberos master password at the password prompt, and press the
key.

For verification purposes, the system prompts you again for the master pass-
word.

3. Retype the master password at the password prompt, and press the
for verification.

key

If the password is correct, the system searches through the Kerberos database
entries for each of the specified instances. For example, if you type EXT_SRTB
instl, the system searches through the Kerberos database, entries for the speci-
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fied instance of instl. When the system finds instl, a key file INST1.STB is gen-
erated.

The following is an example of a key file INST1.STB.

Re-enter Verifying: G
Enter master password: <krb_pw>

: 7Ma:ste'r Key entered. BEWARE! oo
© generat
- generat
SECeNT

Copy each instance.STB key file to the ETC directory of the corresponding
instance’s host and rename it to SRVTAB.

4. Use the KLIST -srvtab command to see the contents of this key file. See IBM
TCP/IP Version 1.2 for 0OS/2: User’s Guide for the usage of the KLIST command.

Setting Up the Kerberos Servers

This section describes how to set up the following Kerberos servers:

¢ Authentication Server
¢ Administration Server.

See IBM TCP/IP Version 1.2 for OS/2: Programmer’s Reference for additional infor-
mation about the authentication server, which includes the ticket-granting server.

Kerberos Authentication Server
You must start the Kerberos authentication server before you can use the Kerberos
system. The authentication server provides a way for authenticated users to prove
their identity to other servers across a network. The authentication server reads the
Kerberos database to verify that the client making the request is the client named in
the request.

Note: The authentication server must run on the same host as the Kerberos data-
base.

The following files must reside in your ETC directory or the directory specified by
the ETC environment variable.

e KRB.CNF
e SERVICES
¢ KRB.RLM (optional)

The local realm specified in the first line of the KRB.CNF file must be the same as
the realm name that is specified when running the KDB_INIT command. The service
kerberos must be defined in the SERVICES file.

To start the Kerberos authentication server, use the KERBEROS command.
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The following example shows the format of the KERBEROS command.

The only parameter of the KERBEROS command is:

Parameter Description

-m Prompts you to manually enter the Kerberos master
password.

To start the authentication server, type KERBEROS -m at an 0S/2 command prompt,
and press the key. \

The following screen is an example of running the KERBEROS command:

The system prompts you for a password.

Type your Kerberos master password at the password prompt, and press the
T key.

For verification purposes, the system prompts you again for the master password.

Retype the master password at the password prompt, and press the Enter key for
verification.

KERBEROS.EXE starts and runs until explicitly stopped.

A log file called KERBEROS.LOG is created in the KERBEROS directory. All trans-
actions done by the Kerberos authentication server are recorded in the
KERBEROS.LOG file.

Note: Because Kerberos continuously appends, you should periodically check the
size of the KERBEROS.LOG file.

You can now use the Kerberos system. See IBM TCP/IP Version 1.2 for 0S/2:
User’s Guide for a description of the Kerberos commands.

134 1BM TCP/IP Version 1.2 for 0S/2: Installation and Maintenance



Kerberos Administration Server
The Kerberos administration server allows you to modify the Kerberos database
remotely.

Note: The administration server must run on the same host as the Kerberos data-
base.

To start the ad
and press the

ation server, type ADM_SERYV at an OS/2 command prompt,
key.

The password prompt is displayed.

our Kerberos master password at the password prompt, and press the
key.

ADM_SERYV starts and runs until explicitly stopped.

A log file called ADM_SRV.LOG is created in the KERBEROS directory. All trans-
actions done by the ADM_SERYV are recorded in the ADM_SRV.LOG file.

Note: Because Kerberos continuously appends, you may want to periodically check
the size of the ADM_SRV.LOG file.

You can now run the KADMIN utility on a remote host. See “Registering a Kerberos
User Remotely — KADMIN” on page 130 for further information about the KADMIN
command.

Setting Up a Service and Client Application

The services and clients in the application programs in the Kerberos system must
be able to handle the authentication procedure. You can develop your Kerberos
services and client’s applications using the SAMPLE_S and SAMPLE_C programs,
which are provided in the IBM TCP/IP Version 1.2 for OS/2: Programmer’s Refer-
ence.

Setting Up a Service Application

The following steps describe how to set up a service application.
1. Add the service name to the file SERVICES in the ETC directory.

The services provided in the Kerberos system should be able to support the
authentication procedure. Hosts running the client application and the service
application must have these entries in their SERVICES file.

2. On the host where the Kerberos database resides, use KDB_EDIT to register the
service name with the Kerberos database locally. Use the service name as the
principal and the host name where the service is running as the instance. For
example, ftp is the principal and the host name where the service is running,
chrispc is used as the instance. Also provide a password for the service you
register. The password is converted to the key for the service.

After you register all the services provided by the same host chrispc, at an 0S/2
command prompt, type EXT_SRTB instance. For example, EXT_SRTB chrispc
generates the file CHRISPC.STB. CHRISPC.STB is the file in which the server’s
keys are stored. The EXT_SRTB program resides in the host running the
Kerberos database.
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3. Transfer the key file to the host providing the services (for example, chrispc).
Rename the key file to SRVTAB and put it in the ETC directory.

4. You can now start the service on the host providing the services (for example,
chrispc).

Setting Up a Client Application

The following steps describe how to set up a client application.

1. Register the client with the Kerberos database locally using KDB_EDIT or
remotely using the KADMIN function.

2. Verify that the services you want are in the SERVICES file in the ETC directory.
Include the server host name in the name server or in the HOSTS file in your
ETC directory.

3. Edit the KRB.CNF file in your ETC directory to show the hosts on which the
Kerberos authentication servers are running.

4. At an 0S/2 command prompt, type KINIT to logon to the Kerberos authentication
server. See IBM TCP/IP Version 1.2 for OS/2: User’s Guide for more information
on the KINIT command.

The KINIT command logs you onto the KERBEROS server and gets the initial
ticket in the TKTO ticket file in the TMP directory on your host.

5. You can now start your Kerberos client application. If the ticket for the service
you want is not in the ticket file, the client should obtain a service ticket for the
service you want from the Kerberos authentication server by showing the initial
ticket using the programming interface routines. See IBM TCP/IP Version 1.2 for
0S/2: Programmer’s Reference for more information.

6. Use the KLIST command to see the list of the tickets in the client’s ticket file.
7. Use the KDESTROY command to delete the ticket file.

See IBM TCP/IP Version 1.2 for 0S/2: User’s Guide for the format and
description of the parameters of the KLIST and KDESTROY commands.

Example of Verifying the Kerberos Configuration

TCP/IP for OS/2 provides a sample application client program and a sample applica-
tion server program that can be used to verify your Kerberos installation and config-
uration.

This section contains examples of passwords and the following tasks that are used
to set up, run, and verify your Kerberos system.

Setting up the environment

Creating the Kerberos database

Starting the Kerberos authentication server
Registering the sample service and the user
Generating the key file for the sample service
Transferring the service key file to the server
Starting the sample server

Getting the initial ticket

Running the sample client program.

Additional background information about the Kerberos functions is specified in the
following sections.
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Step 1: Setting Up the Environment

The Kerberos database and authentication server must reside on the same host.
The SAMPLE_S and SAMPLE_C programs can run on the same host as the
Kerberos database and the authentication server, or the programs can run on other

hosts.

In this example, the hosts are assigned the following names:

Host Name

Service

Client

Master

Description

Specifies the name of the host on which the SAMPLE_S
server is running.

Specifies the name of the host on which the SAMPLE_C
program is running.

Specifies the name of the host on which the
authentication server and the Kerberos database are
running.

You should verify that the following files reside on the specified host:

File
SAMPLE_C.EXE
SAMPLE_S.EXE
KERBEROS.EXE
KDB_INIT.EXE
KDB_EDIT.EXE
EXT_SRTB.EXE

Host
Client
Service
Master
Master
Master

Master

In the following steps, replace the word service with the name of the appropriate
host on which you are verifying the configuration.

See “Setting Up the Environment” on page 123 for additional environment require-

ments.

Step 2: Creating the Kerberos Database—KDB _INIT

The following steps describe how to create the Kerberos database:

1. On the master host, type KDB_INIT at an OS/2 command prompt, and press the

key to create and initialize the Kerberos database files.

The system prompts you for the local rea/m.

2. Type the name of the local re
realm prompt, and press the

t you defined in your KRB.CNF file at the
key.

The system prompts you for the master password.
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3. Type krbpass at the password prompt, and press the | key.

For verification purposes, the system prompts you again for the master pass-
word.

4. Retype krbpass at the password prompt, and press the key for verifica-

tion.

After the Kerberos database files are initialized, an OS/2 command prompt is
displayed.

See “Creating the Kerberos Database—KDB_INIT” on page 127 for additional infor-
mation about the Kerberos database.

Step 3: Starting the Kerberos Authentication Server

To start the authentication server, on the master host, type KERBEROS -m at an
0S/2 command prompt, and press the key.

The system prompts you for a password.

Type krbpass at the password prompt, and press the " key.

For verification purposes, the system prompts you again for the master password.

Retype krbpass at the password prompt, and press the key for verification.
KERBEROS.EXE runs until explicitly stopped.

See “Kerberos Authentication Server” on page 133 for additional information about
the authentication server.

Step 4: Registering the Sample Service and the User
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The following steps describe how to register a sample service and user locally.

1.

he master host, type KDB_EDIT at an OS/2 command prompt, and press the
key.

The system prompts you for the Kerberos master password.

2. Type krbpass at the password prompt, and press the | key.

For verification purposes, the system prompts you again for the master pass-
word.

key for verifica-

3. Retype krbpass at the password prompt, and press the
tion.

If the master password is valid, KDB_EDIT allows you to register a service.

The system prompts you for the principal name.
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10.

11.

12.

13.

14.

15.

16.

. Type sample at the principal name prompt, and press the

. Type service at the instance prompt, and press the

. Press the |

. Type sam at the password prompt, and press the {511,

. Retype sam at the password prompt, and press the

. Press the

key.

Note: The services that you register must also be defined in the SERVICES file
in your ETC directory.

The system prompts you for the instance.

The message not found is displayed and the system prompts you for the Create

ly-

| key at the Create 'y' prompt to use the default value.

The system prompts you for the password.

§ key.
For verification purposes, the system prompts you again for the password.

key for verification.

. key to use the default values for the remaining prompts.

The following message is displayed if service, sample, is registered:

‘Edit 0.KC

The system prompts you for the principal name

Type userl at the principal name prompt, and press the key.

The system prompts you for the instance.

Press the | key for a null instance at the instance prompt.

The message not found is displayed and the system prompts you for the Create
1 y 1 i
Press the |

key at the Create 'y' prompt to use the default value.

The system prompts you for the password.

Type use at the password prompt, and press the key.

For verification purposes, the system prompts you again for the password.

Retype use at the new password prompt, and press the
tion.

key for verifica-

Press the key to use the default values for the remaining prompts.

The following message is displayed if user, userl is registered:

The system prompts you for the principal name

Press the
process.

key at the principal name prompt to exit the registration

See “Registering a Kerberos User Locally—KDB_EDIT” on page 128 for more infor-
mation about the KDB_EDIT command.
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Step 5: Generating the Key File for the Sample Service
The following steps describe how to generate the key file, service.STB for the
sample service.

1. On the master host, type EXT_SRTB service at an OS/2 command prompt, and
press the | . key.

The system prompts you for a password.

2. Type krbpass at the password prompt, and press the key.

For verification purposes, the system prompts you again for the master pass-
word.

3. Retype krbpass at the password prompt, and press the := key for verifica-

tion.

The system searches through the Kerberos database entries for the specified
instance of service. When the system finds service, a key file SERVICE.STB is
generated.

An OS/2 command prompt is displayed.

See “Generating the Key File for an Instance—EXT_SRTB” on page 132 for
further information about the EXT_SRTB command.

Step 6: Transferring the SERVICE.STB Key File to the Server

The following steps describe how to transfer the SERVICE.STB key file to the server
host.

1. Use the FTP program to transfer the SERVICE.STB key file from the master host
to the service host as a binary transfer.

2. Rename the key file to SRVTAB and put it in the ETC directory.

Step 7: Starting the Sample Server

The following steps describe how to start the sample server, SAMPLE_S.

On the service host, type SAMPLE_S at an 0S/2 command prompt, and press the
key to start the sample Kerberos service application.

The cursor should move to the next line to wait for requests from the sample client
program.

SAMPLE_S.EXE runs as a task until you shut down the server.

Step 8: Getting the Initial Ticket

The following steps describe how the user gets the initial ticket.

1. On the client host, type KINIT at an 0S/2 command prompt, and press the
key to get the initial ticket.

The system prompts you for the Kerberos name.

2. Type userl at the Kerberos name prompt, and press the key.

The system prompts you for a password.

key.

3. Type use at the password prompt, and press the

If the KLIST command is successful, an 0S/2 command prompt is displayed and
the TKTO ticket file is generated in the TMP directory on the client host.
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Step 9: Running the Sample Client Program

To start the sample Kerberos client application program, type
SAMPLE_C service t an OS/2 command prompt on the client
host and press the |

If all parts of your Kerberos system (environment, Kerberos database, Kerberos
authentication server, and client and service applications) are set up correctly, a
message is displayed as a return from the SAMPLE_S program. The following is an
example of the message that might be displayed:

" The server Ayl T T e
You are userl.@UNIV.DEPT.BIO (local name userl),
Cat address. 9.67.43.74; ve’rs‘jon VERSION X, ;k,shm 100.:
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Chapter 13. Setting Up the X Window System Server

The X Window System is a distributed, window-based graphics system developed at
Massachusetts Institute of Technology. TCP/IP Version 1.2 for OS/2 supports
Version 11 Release 4 (X11R4) of the X Window System server (X server) function.

The 0OS/2 X server enables users to display and control X Window System client (X
client) application programs in an OS/2 Presentation Manager (PM) windowed
session. These client application programs can reside in one or more IBM or other
computing systems that support the X client function. They are connected to the
08S/2 X server host through a TCP/IP network. IBM systems that currently have X
client capability include VM, MVS, and AlX (RISC/6000, PS/2, and S/370).

The X server function uses 0S/2 PM as the X window manager and supports all of
the keyboard, display, and pointer devices that are supported by 0S/2 PM. Using
PM as the X window manager enables 0S/2 PM windowed applications and X client
applications to share the same screen. As a result, another window manager (for
example, aixwm or mwm) cannot act as the window manager for the OS/2 X server.

Setting up the X Server Support

The TCP/IP V1.2 for OS/2 X Window System server support is composed of the fol-
lowing components:

* OS/2 X Server Software (PMX.EXE)
e X Font Support
¢ X Clients and Utilities.

All the components are installed when you select X Window System Server from the
ICAT install menu. ICAT installs the required files into the TCP/IP for OS/2 product
directory structure by default. Many X server database files required by the X
server software for initialization and operation are installed in a subdirectory named
X11, by default. If you allow ICAT to update to your CONFIG.SYS file, ICAT sets an
environment variable called XFILES to the X11 subdirectory path. The X server soft-
ware, PMX.EXE, references the XFILES environment variable to locate the database
files. If XFILES is not set properly, PMX.EXE fails to execute.

Note: The X11 subdirectory tree can be located wherever you prefer, as long as the
corresponding environment variable, XFILES, is set accordingly. In this book, the
location of the X11 subdirectory is represented as X11. For a particular configura-
tion, X11 represents the directory to which the XFILES environment variable points.

After installing the X server support using ICAT, you can choose to do one or more
of the following to customize the X Window System server to your requirements:
s Configure options from ICAT:

— Automatically start the X server when the OS/2 system starts
— Create or modify the XOHOSTS file
— Set the DISPLAY environment variable for the X client utilities.

¢ Install Additional X-Fonts
¢ Modify the Color Database.
The following sections describe the procedures listed above. For information about

starting the server, see “Starting the X Server” on page 147. For information about
the XOHOSTS file, see “The X Client Host Authorization File (XOHOSTS)” on
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page 146. For information about how to install additional X fonts, see “Installing
Additional X Fonts” on page 150. For information about how to modify the color
database, see “The Color Database (RGB.TXT)” on page 147.

Note: All of these actions are optibnal, and you can go back and perform any of
these steps at a later time. If you do perform any of these customization procedures
later, restart the X server software to activate the changes.

Once you have completed customization, reboot the machine to activate changes
that ICAT makes to your CONFIG.SYS. If you chose to automatically start the server
from the ICAT menu, PMX will start when the system restarts. If PMX does not start,
see “Starting the X Server” on page 147.

The X Server (PMX.EXE)

The following section describes the X server files and gives information about the
08S/2 X server PMX.EXE.

Files Used by the X Server

146

The X server accesses a number of files during initialization and operation. Some
of these files are used to define screen colors, authorize client host access, and
create font images. ICAT installs these files into the TCP/IP for OS/2 product direc-
tory structure in a subdirectory named X11 by default and sets an OS/2 environment
variable, XFILES, to point to it. The PMX.EXE server software references the value
of XFILES to locate the files. (An exception to this is the XOHOSTS file, which is
installed into the directory pointed to by the ETC environment variable.)

By convention in this book, X11 represents the directory path set by the XFILES
environment variable. This is normally the directory TCPIP\X11 on the drive where
the TCP/IP for OS/2 software is installed. If the XFILES environment variable is not
set correctly, PMX.EXE fails to execute.

The X Client Host Authorization File (XOHOSTS)

PMX uses the XOHOSTS file to identify the X client hosts on the network that are

authorized to connect to the X server. This file is not supplied with the server, but

you can create it using ICAT or a text editor. The XOHOSTS file for PMX corre-

sponds to the X0.hosts file on a UNIX host running the X server. \

In the XOHOSTS file, you should have only one host name for each line. The names
in XOHOSTS should be either names recognized by your TCP/IP network domain
name server or names included in your ETC\HOSTS file. Use only names, no
internet addresses. The XOHOSTS file does not have the same format as the
TCPIP\ETC\HOSTS file. The following is an example of the XOHOSTS file:

cambridg
cambvm3
als-ps2
als-at

The file XOHOSTS can reside in the directory named in the ETC environment vari-

able. This environment variable normally points to TCPIP\ETC on the drive on

which TCP/IP resides. If the XOHOSTS file cannot be found in the directory named

by the ETC environment variable, then a client cannot access the server, unless the (
XHOST utility is used to permit access. N
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The Color Database (RGB.TXT)

By default, the color database is found in the file X11\RGB.TXT. On a UNIX Window
System server, this file is used as the source of a small relational database. PMX
uses this file directly, reading it into memory and keeping it sorted by color name.
The X11\RGB.TXT file shows a mapping between a large number of color names
and some RGB (Red-Green-Blue) values. There is more than one example color file
included with the server. You can customize the color database by editing RGB.TXT
with a text editor and changing the RGB values associated with a particular color
name. You can also add color names and associated RGB values to create new
colors in the database. PMX uses information from the Presentation Manager to
map RGB values into indexes to Presentation Manager color tables.

X Font Files

X font files are used by the X server to create text images for X client applications.
The OS/2 X server program includes X fonts supplied from the MIT X11R4 distrib-
ution, as well as IBM AIX X Windows products. These files have a file extension of
.SNF, for Server Natural Format, and reside in the X11\MISC and X11\75DPI subdi-
rectories.

By default, PMX.EXE searches for the X font files in X11\MISC, then in X11/75DPI.
You can change the default font directories and search order by using the -fp option
of PMX.EXE. You can also dynamically override the defaults by using the fp param-
eter of the XSET command.

For more information about X font support for the 0S/2 X server, see “X Font
Support” on page 148.

Starting the X Server

Start the X server from a PM group menu, from an OS/2 command line, or from a
batch (CMD) file.

The following example shows the format of the PMX command.

The parameters for the PMX command are:

Parameter Description
-an Sets mouse acceleration (n is the number of pixels).
-co filename Sets color database file name. The default filename is

X11\RGB.TXT.

-fc fontname Sets cursor font. The default is the font named cursor.

-fn fontname Sets default font. The default is the font named fixed.

-fp pathname Sets default font path. The default is X11\MISC,X11\75DPI

-help Displays help information (will not start the X server).

-lc Doubles the dimensions of any cursor, unless the cursor
would become too large for a PM cursor.

-nocopyright Does not display initial copyright window when starting the
server.
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-r Turns off the keyboard auto-repeat function.

r Turns on the keyboard auto-repeat function. This is the
default.

-tn Sets mouse threshold (n is the number of pixels).

-ton Sets connection time-out (n is the number of seconds).

-1 Ignores all remaining arguments.

In the case of the font path (-fp pathname), multiple directories are separated by
commas, rather than blanks. For example, to start the server with both the miscel-
laneous and the 75 dot per inch (dpi) font directories, as well as your own personal
fonts directory C:\myfonts, specify the following command parameters:

pmx -fp d:tcpip\X11\misc,d:tcpip\X11\75dpi,c:\myfonts
This example assumes that you installed TCP/IP on drive d: in the \tcpip directory.

For more information about X fonts, see “X Font Support” on page 148. For more
information about the color database and font files, see “The Color Database
(RGB.TXT)” on page 147 and “How the OS/2 X Server Accesses Fonts” on

page 149.

Implementation Notes

The READ.ME file on the installation diskettes provides information about PMX
implementation, enhancements, and restrictions. The following describes additional
information about the X Window System server.

¢ The X server is ported from the MIT X Consortium X11R4 distribution.
* Because PM is the window manager, you cannot use other window managers.

* For OS/2 machines that have a pointing device with only two buttons, the middle
button is simulated by pressing both the right and left buttons simultaneously.

¢ Save unders and backing store are currently not supported.

* No X extensions are currently supported in the OS/2 X server, including the
shape extension included with the MIT Consortium X11R4 distribution.

* PMX supports only StaticColor and StaticGray visuals, so the color tables have
only read-only entries.

X Font Support

The following sections describe the X font support supplied with the 0S/2 X server.

Fonts Included with the OS/2 X Server

The X font files included with the OS/2 X Server support are located in the X11\MISC
and X11\75DPI subdirectories. The fonts in these directories were supplied from
IBM AIX X Windows products, as well as from the MIT X Consortium X11R4 distrib-
ution.

X fonts that your client applications need, but are not included with OS/2 can be
imported from other systems for use with the OS/2 X server. For information about
enhancing the OS/2 X server font support with X fonts from other systems, see
“Installing Additional X Fonts” on page 150.
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How the OS/2 X Server Accesses Fonts

X font files are files with a file name extension of .SNF. The X Server locates and
accesses font files by using the FONTS.DIR and FONTS.ALI files of the directories in
the font path. There must be exactly one FONTS.DIR file and zero or one FONTS.ALI
file in each directory in the font path. The FONTS.DIR and FONTS.ALI files are used
to map X font names, as specified to the X server by requesting X client applica-
tions, to X font file names known to the local X server. The mapping of X font names
to file names removes the need for the X clients to know about the local file system
characteristics and naming conventions.

The Font Search Path

Font information is found along a search path defined to the server. The font path
can be changed dynamically as the server runs by using the XSET utility or appro-
priate X Window System protocol messages from clients. The server searches for a
file named FONTS.DIR and a file named FONTS.ALI in each directory in the font
path. These files are used to map font names into font files in that directory.

Additional directories with FONTS.DIR and FONTS.ALI files can be specified. For
example, to start the X server with both the miscellaneous and the 75 dpi fonts, as
well as your own personal fonts in a directory c:\myfonts, specify the following
command:

pmx -fp d:tcpip\X11\misc,d:tcpip\X11\75dpi,c:\myfonts

The FONTS.DIR Files

FONTS.DIR files are created using the MKFONTDR program after you compile the
fonts. For more information on the MKFONTDR program, see IBM TCP/IP Version
1.2 for OS/2: User’s Guide. The FONTS.DIR files contain a list of the font files in a
directory, and the font names, that are read from the font files. Recent fonts created
with conventions that have become standard for the X Window System since
Release 3 have names that are long and contain information about the font. Wild
card characters can be used to simplify the search for a font when a client program
specifies a font. You can use either upper or lower case in your font patterns
because the case of letters in font names is ignored.

The first line of the FONTS.DIR file contains an integer specifying the number of
fonts. The rest of the lines in the file contain two pieces of information, separated by
one or more blanks. The first item on each line is the OS/2 file name. An example
file name would be 9X15.SNF. The second item on each line is the font name, which
is known to the X server. An example font name would be 9x15. The font name is
extracted from information in the font file, and is not derived from the 0S/2 file
name.

The FONTS.ALI Files

The file FONTS.ALI (in UNIX this would be FONTS.ALIAS) that can be put in any
directory of the font path, is used to map new names to existing fonts, and should be
edited by an editor. Each line in the file normally contains two items, separated by
one or more blanks. The first item is the alias you use for a font. The second con-
tains a font-name pattern.

To embed white space in either the alias or the font name pattern, enclose either of

them in double-quote marks; to embed a double-quote mark (or any other special
character), precede the character with a backslash.
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When a font alias is specified by a client, the name it references is searched for by
looking through each font directory (FONTS.DIR file). This means that the aliases do
not have to reference fonts in the same directory as the FONTS.ALI file.

If the string FILE_NAMES_ALIASES stands alone on a line in the FONTS.ALI file,
each filename in the directory (stripped of its .SNF extension) is used as an alias for
that font.

Each directory in the font path can have a FONTS.ALI file. When PMX is installed, a
FONTS.DIR and FONTS.ALI file will be installed in each font directory.

Installing Additional X Fonts
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You can use X fonts, which are not included with the TCP/IP for OS/2 X server
support. For example, you can have an X client application which requires a special
font that is available on a UNIX or AIX machine but is not included with the 0OS/2
support. In this case, you can install the needed fonts on the OS/2 machine for use
by the OS/2 X server software.

To install additional X fonts, locate the X font source file for the font you wish to
install. Typically, X font source files have a file extension of BDF (such as
COURBO08.BDF). Once you have located the font source file, copy it to a drive on
your OS/2 machine.

Next, compile the font source file using the BDFTOSNF X font compiler utility.
BDFTOSNF takes the .BDF font source file as input and creates a new file in server
natural format. This new file has a file extension of SNF (such as COURBO08.SNF)
and contains information that can be used by the OS/2 X server to create character
images for display in X windows. All fonts that are used with the OS/2 X Server
must be compiled using the BDFTOSNF utility. Fonts compiled with the BDFTOSNF
X utility on other operating systems will not create a .SNF file which is usable by the
0S/2 X server. For more information about compiling X fonts and the BDFTOSNF X
utility program, see IBM TCP/IP Version 1.2 for OS/2: User’s Guide.

After the font has been compiled, the resulting .SNF file must be placed in a direc-
tory where the OS/2 X server can find it. You can choose to put the file in a default X
font directory (for example, TCPIP\X11\MISC) or in another directory. If you choose
to put the .SNF file in a directory other than one in the default font path, you need to
identify that directory to the X server by using the font path (-fp) option when you
start PMX. See “Starting the X Server” on page 147 or “How the OS/2 X Server
Accesses Fonts” on page 149 for more information on specifying font paths.

Finally, after you have compiled the X font and moved the file to the chosen direc-
tory, you must run the MKFONTDR utility on that directory. MKFONTDR creates or
updates the FONTS.DIR file in the directory. The FONTS.DIR file is used by the 0S/2
X server to map a particular font name, as requested by an X client application, to a
font file in the same directory.

The installation of the additional font is now complete. To activate these changes,

you can either restart the X server or use the rehash option (fp rehash) of the XSET
utility. Either of these actions will cause the server to re-read the FONTS.DIR files

in the directories of the current font paths.
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The following list summarizes the steps needed to load additional fonts for use by
the OS/2 X server:

1. Locate the X font source file and copy the file to your OS/2 machine.

2. Run BDFTOSNF on the source file to create the server natural format (SNF) font
file useable by the X server.

3. Copy the resulting .SNF file to a default font directory or a directory known to the
server (by using the -fp option of PMX.EXE).

4. Run the MKFONTDR utility on that directory to update the FONTS.DIR file.

5. Restart the X server or issue “XSET fp rehash” to activate changes to the
FONTS.DIR file.

X Clients and Utilities

The following X client and utility programs are included with the 0S/2 X Server soft-
ware to help in administering and customizing the PMX server. The X clients are
based on the MIT Consortium X11R2 distribution, and are intended for use with the
0S/2 X server only. All the programs listed below that start with an X are X clients.

Program Description

BDFTOSNF Font compiler

MKFONTDR Font directory builder
SHOWSNF Font file display utility

XFD Font display utility

XHOST Client host access control utility
XLSFONTS Font listing utility

XMODMAP Keyboard modifier utility

XSET Set user preference utility
XWININFO Window information utility.

Note: All the X client utilities rely on the user-defined OS/2 environment variable
DISPLAY to determine which X server to use by default. ICAT optionally inserts a
statement into your CONFIG.SYS that sets the value of DISPLAY when the 0S/2
system boots. You should specify the value for DISPLAY in the ICAT Configure Ser-
vices menu.

The value for DISPLAY has the format <Host>:<Dpy>. Host must be either an
internet host address or a host name that can be resolved to an internet address. A
host name can be resolved to an internet address through queries to the network
domain nameserver, if one is present, or through reference to an entry in your
ETC\HOSTS file.

For best results, consider setting DISPLAY to the value of
<your_host_internet_addr>:0. For example, if your host internet address is
9.67.30.44, you can set the DISPLAY field in the ICAT Configure Services menu to
the value 9.67.30.44:0. By using your host address you will avoid having to perform
host name to address translation. If the internet address of your host machine
changes, you must also change the value of the DISPLAY environment variable,
either by editing your CONFIG.SYS directly or by changing the DISPLAY variable
field in the ICAT Configure Services menu.

For more information about the X clients and utilities, see IBM TCP/IP Version 1.2
for 0S/2: User’s Guide.
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Sample X Server Setup Procedure
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The following steps describe how to install and configure your TCP/IP for OS/2 X
Window System Server software.

Step 1: Install the X Server Software from Diskettes: The following steps describe
how to install the X server software from diskettes into the TCP/IP for OS/2 directory
tree using the ICAT program.

1. From an 0S/2 command prompt, type ICAT. When the main ICAT menu screen
appears, select the INSTALL button to enter the TCP/IP for OS/2 option installa-
tion menu.

2. Select the box adjacent to the “X Window System Server” feature to install the
0S/2 X server. If you do not have a mouse, you may tab through the features
until the box you wish to select is highlighted, and then press the space bar to
make the selection.

Note: By default, the OS/2 X server software is installed on the drive and in the
directory where ICAT has determined that you installed your TCP/IP for 0S/2
base software. If you wish to change the install path, edit the text in the path
field.

3. Select the INSTALL button at the bottom of the menu to begin the installation
process for the X server. Follow the directions for inserting the X server
program diskettes until ICAT indicates that the installation is complete.

Step 2: Configure the Options to Start the X Server Automatically: The following
steps describe how to configure the options to start the X server automatically when
you bring up the system.

1. Select CONFIGURE from the ICAT main menu to enter the TCP/IP Configuration
Tool window.

2. Select the “Automatic Starting of Services” menu, and page forward until the
“Enable this machine to function as an X server” option appears.

3. Select the box adjacent to the “Enable this machine to function as an X server”
option to automatically start the X server. The -nocopyright parameter of PMX is
included by default.

Step 3: Configure the X Server: The following steps describe how to configure the X
server options from the ICAT “Configure Services” window.

1. Exit from the “Automatic Starting of Services” menu and return to the TCP/IP
Configuration Tool window. Select the “Configure Services” option to enter the
“Configure Services” window.

2. Enter default X client host authorization for trusted machines by entering the
host name in the XOHOSTS window box. Enter the host names by using the edit
options at the top of the menu.

Note: You can use host names only in the XOHOSTS window box; no host
addresses are allowed. Your TCP/IP for OS/2 software must be able to resolve
these names into internet addresses, either by querying your TCP/IP domain
name server or by referencing your ETC\HOSTS file.

3. Enter the default DISPLAY environment variable used by the X client utilities to
indicate the X server to which to direct their requests. You should enter your
own host’s name or internet address immediately followed by :0. This enables
the X client commands to reference the (local) 0S/2 X server by default.
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Step 4: Exit ICAT and Reboot the Machine: The following steps describe how to
activate changes made to your CONFIG.SYS and start your X server automatically.

1. The ICAT program added the XFILES and DISPLAY environment variables to
your CONFIG.SYS. Rebooting the machine and restarting the OS/2 system
causes these changes to take effect.

2. Your X server software executable, PMX.EXE is now started automatically each
time your OS/2 system is started.

Testing the X Server with the Hello World Program

The TCP/IP for OS/2 product includes a hello world program, which is an X client
application, that runs on OS/2 and can be used to verify that the X server has been
set up correctly. The hello world program accepts one optional argument, which is
the name of a font in usual X Window System font name form. Before starting the
hello world program, you should make sure the X server is running. For more infor-
mation about starting the X server, see “Starting the X Server” on page 147.

You can start the hello world program by typing the following:
xhello

A small PM X window should appear with the message “hello world.” If the
message appears, you are ready to use the PMX server with the X client utilities
included with the OS/2 X Server software or with other X client applications on other
systems.

If an error message is displayed, which indicates that the XHELLO program could
not open the display, the DISPLAY environment variable is either not initialized
properly or not initialized at all. The DISPLAY environment variable is used by X
client utilities to specify the default X server at which to direct requests. Possible
sources of the problem are:

* You did not initialize the DISPLAY variable from the ICAT Configure Services
menu

* You have not rebooted your OS/2 machine after correctly initializing the
DISPLAY variable while in ICAT. This caused the DISPLAY environment vari-
able, which is set in your CONFIG.SYS, not to be recognized.

* You initialized the DISPLAY variable while in ICAT, but the program was unable
to use the value of DISPLAY to access the designated X server.

To correct any of these cases, you should go back into an ICAT session and set the
DISPLAY variable properly and then reboot the machine. For best results, DISPLAY
should be set to the value your_host_internet_addr:0. For example, if your internet
address is 9.67.30.44, you should set the DISPLAY field in the ICAT Configure Ser-
vices menu to 9.67.30.44:0

As an alternative to rebooting, you may set the DISPLAY variable at an 0S/2
command prompt by issuing SET DISPLAY =your_host_internet_addr:0. This will
allow you to use X clients from within this OS/2 session (only) without having to
reboot the machine.
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Chapter 14. Boot Protocol (BOOTP)

This section describes how to set up BOOTPD (Server) and BOOTP (Client). The
Boot Protocol (BOOTP) enables a client to get an IP address and other information
from a server.

Setting up the Server

The BOOTPD server must have a BOOTPTAB file, which is a correspondence file for
hardware addresses and IP addresses. A sample BOOTPTAB file is included in the
TCPIP\ETC directory. You must change this file to contain hardware addresses, IP
addresses, gateway addresses, and name server addresses for the local network.
Use the sample BOOTPTAB file in Appendix G, “Sample BOOTPTAB File” on

page 233 as a pattern, and replace addresses and names.

To find the hardware addresses of installed terminals, use the NETSTAT command,
with the -n parameter, on the installed terminal. For more information about the
NETSTAT command, see IBM TCP/IP for OS/2 Version 1.2: User’s Guide.

You must verify that the SERVICES file in the ETC directory contains the following
two lines:

shootp 67/ud<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>