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9odulc authorize_commands
| version: "v04~000"

R I R e I R e R R R S R S e R R e R 2 T 222222222 2222222222222223
|w
'« COPYRIGHT (c) 1978, 1980, 1982, 1984 B *
'* DIGITAL EQUIPMENT CORPORATION HAYNARD MASSACHUSETTS. *
;: ALL RIGHTS RESERVED. *
| @
'* THIS “GSTWARE IS FURNISHED UNDER A LICENSE AND MAY *
'* ONLY IN ACCORDANCE WITH THE TERMS OF SUCH LI *
i* INCLUSION OF THE ABOVE COPYRIGHT NOTICE. THIS SOFT *
'+ COPIES THEREOF MAY NOT BE PROVIDED OR OTHERWISE MA *
'* QOTHER PERSON. NO TITLE TO AND OWNERSHIP OF THE *
E' TRANSFERRED. *
lw #
'* THE INFORMATION IN THIS SOFTWARE IS SUBJECT TO CHANG *
'* AND SHOULD NOT BE CONSTRUED AS A COMMITMENT BY D *
'* CORPORATION. *
#
s
#
*
®
%

Iw

el il

G

'* DIGITAL ASSUMES NO RESPONSIBILITY FOR THE USE OR RELIABILITY CF ITS

s: SOF TWARE ON EQUIPMENT WHICH IS NOT SUPPLIED BY DIGITAL.

ie
I

MODIFIED BY:

v03-009 JRLO0Z27 John R. Lawson, Jr. 25-Jul=1984 10:54
Add HODIFY/SYSTEH PASSHORD-xxxxx command to modify the system
password.
v03-008 JRLOO15 John R. Lawson, Jr. 27=Jun-1984 10:03
Report UAFS_ ZISQUAL if user forgets qualifier on GRANT, etc.
v03-007 JRLOO12 John R. Lawson, Jr. 21=Jun=-1984 15:58
Add /GENERATE PASSUORD qualifior to generate random passwords.
v03-006 JRLOOOB John R. Lawson, Jr. 20=-Jun=-1984 14:02
Add /PWDEXPIRED qualifier to allow pre-expired passwords.
v03-005 JRLOOO1 John R. Lawson, Jr. 11=Jun=1984 13:58
Add SREST_OF LINE macro to HELP verb definition
v03-004 MHBO148 Mark Bramhall 26=-Apr-1984
Add DISRECONNECT flag.
v03-003 LY0465 Larry Yetto 22-HAR 1984 13:49

Add support for rights data base function
This includes the new commands AD D/IDENT REHOVEIIDENI
E?g%;;{éaggt SHOW/IDENT, SHOW/RIGHTS, RENAME/IDENT, LIST/IDENT,

v03-002 ACGO397 Andrew C. Goldstein, 7-Feb=1984 17:47
Add DISREPORT flag

o S

OAf
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-

v03-001 ACGO388 Andrew C. Goldstein 12=Jan=-1984 18:29
Add new security features to AUTHOR{ 2€

DEFINE TYPE add_generate tlgo
KEYWORD "primary ,BEFAULT ,NONNEGATABLE
KEYWORD socondar‘ NONNEGATABLE
KEYWORD both,NONNEGATABLE
KEYWORD all,NONNEGATABLE
KEYWORD current ,NONNEGATABLE

DEFINE TYPE generate_type
KEYWORD primary,NONNEGATABLE
KEYWORD socondar‘ NONNEGATABLE
KEYWORD both,NONNEGATABLE
KEYWORD all,NONNEGATABLE
KEYWORD current,DEFAULT ,NONNEGATABLE

OEFINE TYPE ident_attrib_type
KEYWORD resource NEGATABLE

DEFINE TYPE ident_val_type
L1114

KEYWORD identifier, NONNEGATABLE, VALUE( REQUIRED, TYPE=$NUMBER )
KEYWORD uic, NONNEGATABLE, VALUE( REQUIRED, TYPE=SINFILE )
DEFINE TYPE riuodays-tngo
KEYWORD monday ,NEGATABLE
KEYWORD tuesday,NEGATABLE
KEYWORD wednesday,NEGATABLE
KE YWORD thursdl‘ NEGATABLE
KEYWORD friday,NEGATABLE
KEYWORD saturduz NEGATABLE
KEYWORD sunday,NEGATABLE
DEF INE SYNTAX removeident
ROUTINE uafS$remove_ident A .
PARAMETER P1, LABEL = token1, PROMPT = '‘id_name'' ,
VALUE ( REQUIRED )
NOQUAL IF IERS
DEFINE SYNTAX removeproxy
ROUTINE ronovolgrox{
PARAMETER P1,LABEL=tokenl
PARAMETER P2,LABEL=token?
DEFINE SYNTAX addident
ROUTINE uaf$add_ident e =
PARAMETER P1, b:?ﬁ% = tokenl, PROMPT = ''id_name'' ,
CUALIFIER attributes, NEGATABLE
VALUE ( REQUIRED, LIST, TYPE = ident attrib_type )
QUALIFIER user, NONNEGATABLE, VALUE( REQUIRED, TYPE=SINFILE™)

QUALIFIER value, NEGATABLE
VALUE ( REQUIRED, TYPE = ident_val_type)

OA

ent

en
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DEFINE SYNTAX addproxy
ROUTINE add prox
PARAMETER PT,LABEL=tokenl
PARAMETER P2,LABEL=token2

DEFINE SYNTAX modifyident
ROUT INE uof‘nodify_identLAa

PARAMETER P1, EL = tokenl, PROMPT = ''id_name'' ,

VALUE ( REQUIRED
QUALIFIER attributes, NEGATABLE

VALUE ( REQUIRED, LIST, TYPE = ident_attrib_type )
QUALIFIER holder, NEGATABLE, VALUE ( REQUIRED, TYPE = SINFILE™)
QUALIFIER name, VALUE ( REQUIRED )
QUALIFIER value, NONNE GATABLE

VALUE ( REQUIRED, TYPE = ident_val_type)

DEFINE SYNTAX grantident
ROUTINE uvafSgrant_ident

PARAMETER P1, LABEL = tokenl, PROMPT = ''id_name'' ,
VALUE ( REQUIRED ) :
PARAMETER P2, LABEL = token2, PROMPT = '‘user_id" ,
VALUE ( REQUIRED, TYPE = SINFILE )
QUALIFIER attributes, NEGATABLE
VALUE ( REQUIRED, LIST, TYPE = ident_attrib_type )

DEFINE SYNTAX renameident
ROUTINE uafSrename_ident
PARAMETER P1,LABEL=token],value(required)
PARAMETER P2,.LABEL=token2,value(required)
NOGUALIF IERS

DEFINE SYNTAX revokeident
ROUTINE uaf$Srevoke_ident

PARAMETER P1, LABEL = tokenl, PROMPT = "'id_name'' ,
VALUE ( REQUIRED )
PARAMETER P2, LABEL = token2, PROMPT = '‘user _id" .,

VALUE ( REQUIRED, TYPE = SINFILE )
NOQUAL IF IERS

DEFINE SYNTAX createrdb
ROUTINE uafScreate_rdb
NOPARAME TERS
QUALIFIER system_id, NEGATABLE, VALUE ( REQUIRED, LIST, TYPE=SNUMBER )

DEFINE SYNTAX createproxy
ROUTINE create_proxy

DEFINE SYNTAX Listident
ROUTINE uvaf$Slist_ident
P1 LABEL = token1, PROMPT = '‘'id_name'' ,

TER
QUALIFIER brief, NEGATABLE

QUALIFIER full, NEGATABLE DEFAULT

QUALIFIER user, NONNEGATABLE, VALUE( REQUIRED, TYPE=SINFILE )
QUALIFIER value, T

NONNE GATABLE
VALUE ( REGUIRED, TYPE = ident_val_type)

ww|
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DEFINE SYNTAX liszproxy
ROUTINE List_proxy
NOPARAME TERS
DEF INE SYNTAX listrithts
TINE uvaf$list_rights =2 &
PARAHETER P1, b:?ﬁ% = tokenl, PROMPT = "id_name'' ,
QUALIFIER user, NONNEGATABLE, VALUE( REQUIRED, TYPE=SINFILE )
DEFINE SYNTAX showident
ROUT INE uaszhou ident ' &
PARAMETER P LABEL = tokenl, PROMPT = ''id_name' ,
QUALIFIER br!ot. DEFAULT
QUALIFIER full, NEGATABLE
QUALIFIER user, NONNEGATABLE VALUE( REQUIRED, TYPE=SINFILE )
QUALIFIER value, NONNEGATABLE

VALUE ( neouineu. TYPE = ident_val_type)

DEFINE SYNTAX showproxy
ROUTINE show_prcx
PARAMETER P1,LABEL=token1

DEF INE SVNTAX showrights
OUTINE uaf$show_rights

PARAHETER P1, LAEE% = token1, PROMPT = '"‘id_name'' ,

QUALIFIER user, NONNEGATABLE, VALUE( REQUIRED, TYPE=SINFILE )
DEFINE SYNTAX mod_sys_pwd, NOPARAHETERS

ROUTINE uaf ‘nod sys_pwd

DEFINE TYPE flags_ {
KEYWORD audit,NEGATABLE
KE YWORD captivc.NEGATABLE
KEYWORD defcli,NEGATABLE
KE YWORD disctsl +NEGATABLE
KEYWORD dismail ,NEGATABLE
KE YWORD disnouuail.NEGATABLE
KEYWORD disreconnect , NEGATABLE
KEYWORD disreport,NE éA E
KEYWORD d susor.NfGA
KEYWORD di swolco-o NEGATABLE
KE YWORD f'"f NEGATABLE
KE YWORD pud NEGATABLE
KEYWORD pwd_expired,NEGATABLE
KEYWORD pwd2_expired,NEGATABLE

DEFINE TYPE Lags_t
KEYWDRD 3 15me e

isn’tuork +NEGATABLE
KEYWORD disdialup,NEGATABLE

DEF INE !VPEUBaivil' g t‘g
KEYWORD acn ABLE
KE YWORD allspool NEGATABLE

]
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KE YWORD

KEYWORD bugch

Kt YWORD
KE YWORD
KE YWORD
KE YWORD
KEYWORD d
KE YWORD
KE YWORD
KE YWORD

DEF INE VERB add
ROUT INE

v
P
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et By Mg oy Bermy I $mmdt Gt B et Bt B G el

e
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ultpri NEGATABL
k ,NEGATABL
bypass.n GATABL
cmexec ,NEGATABL
cmkrnl ,NEGATABL
d’toc N GATABL
ognoso.NEGAtABLE
downgrade N ABLE
exquota,N é
group.ué E
rpnan.NEGATABLE
rrpprv N GATABt
nount.NEGATABLE
netmbx ,NEGATABLE
ogcr NGGAIABL
p.NEGATABLE
phy io NEGATABLE
prncob.ﬂiﬁktABL
bl.NEGATABL
prn nl,NEGATABLE
prambx NEGA ABLE
psuapu GATABLE
readal [ GATABLE
same ,NE éA ABLE
socurit‘ NEGATABLE
setprv, éGATABL
sharo.u

ro,NEGATABLE

UOY de ,NEGATABLE
td.NEGATABLE

access nogatablo.vu uc(

astim,value(requi ro
attributes.  NEGAT

oln. alue(required)
b{} m,val uc(ro uired)
cli,value(required)
clit blos.valuo(ro uired)
cput nc red)

dov?co.valuo(roquired

DODDOVDDOD® ”"”a
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uaf
PT LABEL=token1, valuc(ro?uircd LTYPE=SINFILE)
acc 1$¥c required
add dont er, DEFAUL! NEGATABLE

LUE ( R QUIRED, LIST, TYPE = ident_attrib_type )
b1tch atablc. alue(list)

*ragos.va ve(required,list, TYPE=privileges_type),

———— e ey

end
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QUALIFIER dialup,negatable, value(list)

QUALIFIER dioln.valuo(roqu red)

QUALIFIER directory,value(required, TYPE=SINFILE)

QUALIFIER enqglm,v uo(roquirod)

QUALIFIER cxf rat on valuo(rcauirod)

QUALIFIER im,value(require

QUALIFIER flags,value(required list TYPEsflags type)

QUALIFIER ?onorasg plssvord value( tygo=a gonorato type)

QUALIFIER denti ’r. NONNE ATABLE YNTAX"= addident

QUALIFIER interact vo.nogata? o.va[uo(l ist)

QU LIFIER jt uoto.v. uo(roq re

OUAL FIER Lgicmd,value(requ rcd)

QUALIFIER local, nogatablo valuo list)

QUALIFIER maxdetac va velrequired)

QUALIFIER maxjobs,value(required)

QUALIFIER llxacctio bs,value(required)

QUALIFIER network nogotahlo.valuo(list)

QUALIFIER owner, voluu(ro u ro?

QUALIFIER passuor .va uo ro?u red,list) ,NEGATABLE

QUALIFIER p {t m,value(requir

QUALIFIER p ags.vutuo(ro?uired list TYPE=pflags_type)

QUALIFIER pgflquota,value(required

QUALIFIER p rostr ct,value(list)

QUALIFIER pF lu.valuc(roquirod)

QUALIFIER primedays.value(required,list,TYPE=primedays_type)

QUALIFIER priority valuo(roquircd)

QUALIFIER privileges, value(required,list,TYPE=privileges_type)

QUALIFIER proxy,SYNT TAx=add Eroxl

QUALIFIER pwdexpired, DEFAU GA?ABLE

QUALIFIER pudlifotinc.va ue( roq?

QUALIFIER pudnlninul.vl ve(requ rod)

QUALIFIER quepriority,value(required)

QUALIFIER remote,negatable,value(list)

QUALIFIER sflogs.vl ue(required,list,TYPE=pflags_type)

QUALIFIER s 1trict ,value(list)

QUALIFIER sﬁrf value(required)

QUALIFIER t ?oln.u[uo(n uired)

QUALIFIER value(required, TYPE=SUIC)

QUALIFIER wsdefault, valuc(roquirod)

QUALIFIER wsextent valuc(roquirod)

QUALIFIER usquota.valuo(roquirod)
DEFI1NE VERB create

ROUTINE signal_syntax

QUALIFIER proxy, SYNTAX = createprox

QUALIFIER rightslist, NONNEGATABLE, SYNTAX = createrdb
DEFINE VERB default

ROUTINE default_uaf

QUALIFIER accesS,negatable,value(list)

QUALIFIER account,value(re ulrcd)

QUALIFIER astll.value(roqu red

QUALIFIER ? fh Ne ltlblc.xaluctlist)

QUALIFIER biolm,value(required)
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blxln.vuluo(ro uired)
c value(required)
clit blcs.vnluo(ro?uirod)
cput me va uve( rcqu
defprivileges, value(required,list,TYPE=privileges_type),
device,value(required)
dialup,.negatable, value(list)
diolm,value (required)
director value(required, TYPE=SINFILE)
enq n.va uo(roquirod)
QIY ration, valuc(ro uired)
n.valuo required)
flags,value(required list TYPE=flags_type)
enerate_password,value typoz?onor.tc type)
ntcroctTvo.nogata?lo.valuo(l
tquota,value(requ
gicmd, voluc(rcquircd)
local .negatable, value(list)
max otac vnluo required)
maxjobs,value( requ rod)
na:occt]o bs.value(requi rt?
network nogltablo.valuo(l st)
owner, value(required
possuord.valuo ro?uirod .List) ,NEGATABLE
] [t m,value(requ
pf ogs.valuo(ro?uirod list TYPE=pflags_type)
flquota,va se(required
p rostrict.vcluo st)
s Im,value(required)
rime lys.valuo(roquircd list,TYPE=primedays_type)
pr or ty.value(required)
priv lc' s,value(required,list, TYPE=privileges_type)
prozy.s NTiXsadd roxy
pwdexpired,MEGAT
pudlifotino.valuc(roquirod)
pwdminimum,value(required)
quepriority,value(required)
remote,ne atablo.valuo(list)
sflags.va uc(rcqu red, List, TYPE=pflags_type)
rostrict value(list}
sﬁrfi lm valuo(roquirod)
?oln.va(ue(ro uired)
c.value(requ rcd TYPE=SUIC)
usdofault valuc roq?
wsextent ,value(require
usquota.voluo(roquirod)

1 (lBELStohonl.vcluo(ro?uirtd TYPE=SINFILE)
ccoss.nogotab e,value(l

t.value(required)
ost n.valuc(r quired)
b?tc nNegatab 0.¥alu0(list)
biolm,value(requ

.."
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QUALIFI bl*ln vlluo(ro uired)
QUAL c value(required)
QUAL clit bles,value(required)
QUAL cput no va uo(ro?u rea)

s QUALIF) logos.vo o(roquirod Llist,TYPE=privileges_type),

QUAL d v co.va ue( roqu
QUAL d llup.nogatablo valuo(list)

dioln value(required)

QUAL |
] di roctorl valuo(roquirod TYPE=SINFILE)

Ponsd ot G

QUALI onq m,value(required
QUAL ration,value(re uirnd)
QUAL fi l-.valuc(roquir

flogs.valuo(roquirod list .TYPE=flags_t po)
? n‘o pnwor value( t)' e= encrato ¥
dent i 7" NONNEGATABLE, SYN Ax = modifyident

QUALI interact vo.nogotu lc.va[uc(li
QUAL ?uotu.va ve(req
QUAL gicad,value(requ rod)
QUAL local .negatable voluc(list)
QUAL] maxdetach,val uolro uired)
QUALI maxjobs, value( roqu red)
QUAL naxusct!obs.x alue(required)
QUAL y_1dent fior. DEFAULT
QUAL notuorl.ncgotn le,value(list)
owner ,value(required)
QUAL | pansuord.valuc re uirod List) ,NEGATABLE
QUALI P {t m,value(required
QUALI lgs.valuo(ro?uirod list .TYPE=pflags_type)
QUALI pgflquo a.valuo 0 u ro
QUAL | P. rostr ct.value(
QUAL | pr l..vcluo(roquirod)
QUAL | primedays,value(required,list,TYPE=primedays_type)
QUAL | priority.vnluo(roquircd)

[ =} (=]
> >
O e T T T L L St R St A AN S AR A D VR R SR g N Y

g B ey Bt B B Bt o B g St e By B Bt Bt By ey bt brd ot Do frs B P Bomet Broms G0 P (o

privi o'o va uc(roquirod Llist,TYPE=privileges_type)
QUAL proxy.? NTAX=ad gsoxy
QUAL | pwd oup ro d.NEGATABLE
QUALI pwdli ’t no.vuluo(roquirod)
QUALI inimum,va uc(roquircd)
QUALI quepriority,value(required)
QUALI ronoto.noratablc.‘aluo(list)
QUAL | sflags.va uo(roqu red,list,TYPE=pflags_type)
QUALI s_restrict,value ist)
QUAL sﬁrfill-.valuo(rtqu red)
QUAL syston password, ¥alu¢(rcquired).syntaxsnod sys_pwd
QUAL ?oll.valuo(ro u
QUALI c.value(required, TVPEsSUIC)

s laalaalaalaalaalaalaalaalaalaalaabaalaalaalaalaalaalaalaslaalaalastaalaalaalaalaalaalaalaalaalaslaalaalaalanlaalaalaalaalaalaalaslaalaalaanlaslasl
'”’-"””””””””"",””””””””””’

vsdctoult valuo(roq?
wsextent ,value(require
usquoto.valuo(roquired)

DEFINE VERB remove
ROUTINE remove_uaf
PAIAHETER 5 = tokenl, VALUE( REQUIRED, TYPE = SINFILE )
QUALIFIER renove identifier DEFAULY NEGATABLE
QUALIFIER proxy,” SYNfAX = removeproxy

S

UAI|
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QUALIFIER identifier, NONNEGATABLE, SYNTAX = removeident
DEF INE VERB coEy

copy_uaf
PARAH B' .LABEL=token],value(required)
PARAHETER .LABELitokon alue(required)
QUALIFIER accoss.nogltab o.valuo(l st)
QUALIFIER account, v?% quired
QUALIFIER add_ident 1cr. DEFAULT NEGATABLE ent
QUALIFIER astTm,value( roau ired)
QUALIFIER attri ﬁutos. GATABLE
( REQUIRED, LIST, TYPE = ident_attrib_type )

QUALIFIER batch,ne atablo. a ue(list)
QUALIFIER bioln.va ue(required)
QUALIFIER bytim,value(required)
QUALIFIER ¢ i.valuo(roqu red)
QUALIFIER clitablos.voluo(ro uired)
QUALIFIER cput me . value(required)
QUALIFIER defprivil leges,value(required,list,TYPE=privileges_type),
QUALIFIER dev cn.voluo(roquircd)
QUALIFIER dialup,negatable, value(list)
QUALIFIER dioln.valuo(roqu red)
QUALIFIER directory,.value(required, TYPE=SINFILE)
OUALIF}ER onqln.va ue(required)
QUALIFIER Y iration,value(required)
QUALIFIER fillm, vlluo(requiro )
QUALIFIER flogs.valuo(roquircd list TYPE=flags_type)
QUALIFIER generate_password, va ve( types?onorate type)
QUALIFIER TnteractTve.negatable,value(l
QUALIFIER jtquota,value(required)
QUALIFIER lgicmd,value(required)
QUALIFIER local.nc atable valuo(list)
QUALIFIER maxdetach,value(required)
QUALIFIER maxjobs, value(required)
QUALIFIER noxocctiohs.valuotrequ ired)
QUALIFIER network,negatable,value(list)
QUALIFIER owner,value(reguired)
QUALIFIER passuord value ro?u red,list) ,NEGATABLE
QUALIFIER pbltln.valuo(roqu
QUALIFIER pf ags.voluo(ro?uired list TYPE=pflags_type)

FIER pgflquota,value rc uired
QUALIFIER p_restrict,value(list)
QUALIFIER pr n.valuo(roquirod)
QUALIFIER primedays,v luo(roq*irod LList, TYPE=primedays_type)
QUALIFIER prior ty va uc requ :
QUALIFIER privi o va uo(roqu red,list,TYPE=privileges_type)
QUALIFIER prouy TAx=add oxy
QUALIFIER pwde .NEGA!
QUALIFIER pwdli ! lC.VllUO(rtq ired)
QUALIFIER pwdm n val uo requ rod)
QUALIFIER quepriority,value(required)
QUALIFIER remote.ne atoblo. alue(list)
QUALIFIER sflag .¥a ve rcqu rod list,TYPE=pflags_type)
QUALIFIER s tr alue(list)
QUALIFIER sﬁr i lm,va ue(r,qu red)
QUALIFIER tqell.vo[uo(roqu red)
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uic, aluo(roquirod TYPE=SUIC)
wsde ault, va ve( rcq?
wsextent,va uo(roq$ re
usquota.vuluo(roqu rcd)

DEFINE VERB rename
ROUTINE rename uaf
PARAMETER P1 LlBELstokonl.valuo(roquirod)

PARAMETER P2.LABEL=token?. valuc required)

QUALIFIER ?onoroto password,value(type=add_generate_type)

QUALIFIER Tdentifi@r, NONNEGATABLE, SYNTAX™= renamzTdent

QUALIFIER password,value(required [ist) +NEGATABLE

QUALIFIER ocmy identifier,  DEFA
DEFINC VERB exit

ROUTINE exit_uaf
DEFINE VERB help

ROUT INE helg_uaf

PARAMETER P1, VALUE(TYPE = SREST_OF _LINE)
DEFINE VERB Llist

ROUTINE List_uaf

PARAMETER P1,LABEL=token1,VALUE(TYPE=SINFILE)

QUALIFIER brief, DEFAULT

QUALIFIER full ‘

QUALIFIER identifier, NONNEGATABLE, SYNTAX = Listident

QUALIFIER proxy, SYNTAX = Listprox

QUALIFIER rights, NONNEGATABLE, SYNTAX = Llistrights
DEFINE VERB show

ROUTINE show_user_uaf

PARAMETER P1,LABE[=token1,value(required, TYPE=SINFILE)

QUALIFIER brief

QUALIFIER full, dcfault

QUALIFIER 1dontifior. NONNEGATABLE, SYNTAX = showident

QUALIFIER pro SYNTAX = shou rox;

QUALIFIER righ ts. NONNEGATABLE, SYNTAX = showrights
DEF INE VERB rant

ouT NE signal_s ;ntax

OUALIFIER dentifier, NONNEGATABLE, SYNTAX = grantident
DEFINE VERB revoke

ROUTINE signal s;ntax

QUALIFIER 1dentifier, NONNEGATABLE, SYNTAX = revokeident

|
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