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LTITLE §v3cnxpno - CENTRAL PROTECTION CHECK ALGORITHM
JIDENT  "v04=000"
.ENABL DBG
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COPYRIGHT (c) 1978, 1980, 1982, 1984 BY
DIGITAL EQUIPMENT CORPORATION, MAYNARD, MASSACHUSETTS.
ALL RIGHTS RESERVED.

L ]
*
L ]
"
*
THIS SOFTWARE IS FURNISHED UNDER A LICENSE AND MAY BE USED AND COPIED +
ONLY IN ACCORDANCE WITH THE TERMS OF SUCH LICENSE AND WITH THE +
LUSION OF THE ABOVE COPYRIGHT NOTICE. THIS SOFTWARE OR ANY OTHER +
IES THEREOF MAY NOT BE PROVIDED OR OTHERWISE MADE AVAILABLE TO ANY ¢
OTHER PERSON. NO TITLE TO AND OWNERSHIP OF THE SOFTWARE IS HWEREBY +
TRANSFERRED. .

]
THE INFORMATION IN THIS SOFTWARE IS SUBJECT TO CHANGE WITHOUT NOTICE +
AND SHOULD NOT BE CONSTRUED AS A COMMITMENT BY DIGITAL EQUIPMENT  «
CORPORAT ION. .

L ]

*

*

*

*

DIGITAL ASSUMES NO RESPONS B{

IBILITY FOR THE USE OR_ RELIABILITY OF ITS
SOFTWARE ON EQUIPMENT WHICH

L
S NOT SUPPLIED BY DIGITAL.
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FACILITY: VAX/VMS Exec
ABSTRACT:

E;CKDCDCNDC:CND‘DCNDC?CNDCDCNDCDCNDCNDCDCKDC)CKDCNDCMDGD
(=l=l=lel=lalelelalalelelelelalelalelalelalalelelalelealelatlelelele )

This module contains the routines that implement the protection
check algorithms used within VMS (UIC grotection. Access Control

E;CNDEDCDCNCNDC’CNDCDCDE;
OO0 O0O0OOO0O0O0O0O0O
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88 : Lists, Classification mask check, etc

88 : ENVIRONMENT:

00 ; VAX/VMS Exec.

00 s

8 -
0880 E AUTHOR: L. Mark Pilant, CREATION DATE: 18-Feb-1983
888§ : (With thanks to A. Goldstein)
§888 : MODIFIED BY:
0000 ; v03-023 LMP0293 L. Mark Pilant, 2-Aug=1984 12:16
0008 : Clear the local ACL_PRESENT flag if SS$_IVACL is returned

88 : from EXESCHECKACL, So that EXESGET_AUDIT is not called.

8§ 3 v03-022 LMP0286 L. Mark Pilant, 26=Jul=1984 12:49 |

80 : Fix a broken intermediate branch. 5

°8§ : v03-021 ACGO440 Andrew C. Goldstein 23-Jul-1984 13:42 |

0 3 Add classification valid flag to ORB; use GRPPRV only with
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§ ;s VIC format owner ID
v03-020 LMP0O264 L. Mark Pilant 26=Jun=1984 13:49
Check for SS$_IVACL returning from EXESCHECKACL.
v03-019 LMP0249 Mark Pilant, 7-May-1984 B8:51
Modify EXESGET AUDIT to handle an ACL queue correctly.
v03-018 LMP0245S L. Mark Pilant, 1=-May=-1984 16:57

Remove tho reference to R10 within the ACL segment scanning
loop. This buadcausod the segment count to be used as the

CHPCTL block ress. :

v03=017 LMP0242 L. Mark Pilant, 27-Aer-1984 14:19
Allow the BYPASS privilege to override SS$_IVACL.

v03-016 LMP0239 L. Mark Pilant 23-Apr-1984 9:15
Add a common return point so that the block allocatcd from
the P1 lookaside List may be returned.

v03-015 TMHO015 Tim Halvorsen 14=Apr=-1984
Fix v03-014 to define entry point as EXESCHKPRO, not SYSSCHKPRO.

v03-014 LMP0221 L. Mark Pilant, 7-Apr=1984 14:55
Add support for the new internal interface.

v03-013 LMP0215 L. Mark Pilant 21-Mar=-1984 14:01

Make sure that the SYSTEM and OWNER protection fields have
control access when going from a word to the vector.

v03-012 LMP0214 L. Mark Pilant, 21-Mar-1984 11:51
Change EXE$CHECKPROT 16 to use the address of the protoction
word, rather that the protection word itself.

o=l ml=l=l= = e e it md =t i =l=l=lelelelellelclelelelelelelelclslelelalelal]
ottt =d =l l=lelelallelalcleclslaleclel=lsleslsleclalelsl=lsl=]

v03-011 LMPO199 L. Mark Pilant, 28-Feb=-1984 12:40
Correctly handle an ACL segment padded with zero.

v03-010 ACGO392 Andrew C. Goldstein, 19=-Jan=-1984 21:21
Add match-all identifier

v03-009 ACGO394 Andrew (. Goldstein, gk-Jan-1984 19:55

Fix Loop exit in ACL check (bug in ACGO384

v03-008 ACGO384 Andrew C. Goldstein, 19-Dec~1983 16:22
Allow SYSTEM and OWNER access to override ACL

v03-007 LMPO177 L. Mark Pilant, 7-Dec-1983 12:42

nablo the conditional non-discrotionar‘ classification
chcck ; uncomment i n! the Line. Also change the location
of the flag from EXESGL_FLAGS to EXESGL_DY Aﬂlc FLAGS.

v03-006 ACGO354 Andrew C. Goldstein, 29-Au -1983 14:33
General code clctnup and tightening CONTROL access
via READALL privilege. Remove CHPS_ Accessnxcuts item,

v03-005 LMPO145S L. Mark Pilant 25-Aug-1983 11:34
Ignore default ACEs during an ACL protection chock
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v03-004 LMPBUILD L. Mark Pilant, 28=Jun=-1983 11:32
Fix a broken branch,

v03-003 LMPO115 L. Mark Pilant, 19-May-1983 10:38
Miscellaneous fixes.

v03-002 LMPO109 L. Mark Pilant, 30-Apr-1983 1:58

Add logic to enable the access allowed to be returned.
Also, several miscellaneous minor bugs were fixed.

v03-001 LMPO106 L. Mark Pilant 26-Apr=-1983 16:39
Change register usage in EXESSEARCH_RIGHT.
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.SBTTL LIBRARY STRUCTURE DEFINITIONS AND MACROS
SACEDEF ; access control Llist cntr;
SACLDEF ;s ACL sognint structure offsets
SARBDEF ; Agent's rights bloc
SARMDEF ; access bitmask dofinitions
SCHPDEF : service item codes
SCHPCTLDEF + CHKPRO control block offsets
SCHPRETDEF : SCHKPRO roturn arg block offsets
SCLSDEF : non-discreti onary classification mask
SDSCDEF : strin? doscr Ytor
SIPLDEF : Prior
SORBDEF ; Obj oct hts block
$PCBDEF ; process con rol block
$PRDEF ; Processor registers
SPRBDEF 3 1ntornal structure protection block
$PRVDEF : privilege bits
$PSLDEF : PSL fie ds
$SSDEF ; system statue codes
SUICDEF ; UIC and identifier format

to generate the necessary

.MACRO
iMP_PC=

.BYTE
{BYTE
:LONG
:évte
-ENDM

table entries based upon the item code.
TABLE_ENTRY CODE, SIZE, INDEX, OFFSET
SIZE_TABLE+CODE

X_TABLE+CODE

_TABLE+<CODE*4>
_TABLE+<CODE*4>+INDEX

wwm (ﬂﬂlfﬂm

MIN

SIZ
INDEX _
INDEX

8rr ET
OFFSET
OFFSET™
TMP PC
TABLE_

ENTRY; CODE, SIZE, INDEX, OFFSET
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.SBTTL LOCAL CONSTANTS AND FLAGS

MAX_ACL DESC= f?

MAX“RIGAT_DESC maximum number of acl segment descrs
=

maximum number of rights segment descrs |
(actually one less, since the List
must be 2ero terminated)

MAX_CHP_CODE=  CHP$_MAX_CODE=-1

: Define the index values used to determine the address of the local
: protection structure and the offset into that structure.

88888089 ARB_INDEX= ? .
0000000: i |
=
0000000§ CHPRET_INDEX= §
; Define the lLocal block used when processing the user's item List.
00000000 STRUCT _ADDR= 0 : Protoction structure address tabl
00000010 LOCAL KRB= 16 Agent's rights blo ok Y ’
ASSUME ARBSC_HEADER EQ ARBSL RIGHT LlST*ARB S RIGHTSLIST
00000030 RIGHTS LIST= = LOCAL _ARB+ARBSL RIGHTSLIST gcnt's ri?hts list
0000005C LOCAL _ORB= RIGHTS LIST+<MAR_RIGHT_DESC*4> ject s rights block
00000084 LOCALCCHPCTL=  LOCAL_ORB+ORBSC CENGTH™ ; Control
000000C0 LOCAL CHPRET= LOCAL _ “CHPCTL+CHPCTLSC LENGTH H Return arg block
000000E8 PRIVSTUSED= LOCAL_CHPRET+CHPRETSC LENGTH : Privs used storage
000000 C ACL_LIST= PRIVSTUSED+4 : ACL segment descr Llist
0000018¢C RIGATS_DESC= ACL LIST0<HAX ACL DESC'D C$SC_S_BLN> ; Rights Llist descri

000001E4 LOCAL_LENGTH=  RIGHTS_DESC+<MAX_RIGHT_DESC+DSCSC_S_BLN>
; Length of the local storage block

ASSUME LOCAL_LENGTH LE 512 ; Must be less than a page
: Local flags used in EXESCHKPRO_INT.

OCOO0O0O0OOOOVVVVOVVVVOYVIOOCCOCCO00 NNNNNNNNNNOOON ——
CONO WS AN = O 000 NOM NS AN = OV NS IR = O O NOM NS AN = OV~ oM

o bbbttt amd = L L e = = o L L e o e e o e ™ ™ e ™ ™ = e = =

00000000 CHKPRO_V_ACL _PRESENT= 0 ; ACL is present

00000001 CHKPRO_V_ INTERNAL = 1 ; internal vs system service entry
00000002 CHKPRO_V_NO_CHPRET= 2 ; CHPRET block not supplied

00000001 CHKPRO_M_ACL _PRESENT= 139CHKPRO_V_ACL _PRESENT ; ACL is present

00000002 CHKPRO”M_INTERNAL = 13CHKPROTV. INTERNAL ; internal vs system service
00000004 CNKPRO M _NO_CHPRET= 13CHKPRO v NO_CHPRET : CHPRET block not supplied
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}? SBTTL ITEM CODE TABLES
0000 }5 PSECT YSEXEPAGED
}g : The following table defines the minimum sizes for the various item codes.
0 16 MIN_SIZE_TABLE:
00000013 81 }? o *BLKB  CHP$_MAX_CODE
01 13 : The following table define the index associated with the lLocal protection
§} ? : structure, based upon the item code.
§ 1 g INDEX_TABLE:
00000026 816 7 .BLKB  CHPS_MAX_CODE
80 6 5 ; The following table defines the offsets into the various protection
0026 $ : structures, The table is organized such that there are four offset bytes.
88 g 4 : These are for the ARB, ORB, UHKCTL, and CHPRET blocks in that order.
0026 9 OFFSET_TABLE:
00000072 88 ? .BLKB  CHPS_MAX_CODE*4
88; §§ : Now fill the tables defined above.
007 34 TABLE _ENTRY CHPS_END 0. 0, 0
007 35 TABLE _ENTRY CHPS_ACCESS. 4, CHPCTL_INDEX, CHPCTLSL_ACCESS
007 36 TABLE_ENTRY CHPS_FLAGS, 4, CHPCTL _INDEX, CHPCTLSL _FLAGS
007 14 TABLE_ENTRY CHPS_PRIV, 8., ARB_INDEX ARBSQ PRIV
007 ga TABLE "ENTRY CHP$"ACMODE 1 CHPCTL_INDEX,  CHPCTC$B_MODE
007 9 TABLE "ENTRY CHPS”ACCLASS, 20, ARB_ INDEX, ARBSR_CLASS
007 40 TABLE _ENTRY CHPS_RIGHTS, . ARB_INDEX, ARBSL _RIGHTSLIST
007 41 TABLE _ENTRY CHP$_ADDRIGHTS, 8, ARB_INDEX, ARBSL “RIGHTSLIST
007 4; TABLE_ENTRY CHPS_MODE ORB_INDEX, ORBSB_MODE
007 4 TABLE _ENTRY CHP‘_HODEg ORB_INDEX, ORB$Q_MODE _PROT
007 44 TABLE ZENTRY CHPS_MINCLASS, 20, ORB_INDEX, ORBSR_MIN_CLASS
007 45 TABLE_ENTRY CHPS_MAXCLASS, 20, ORB_INDEX, ORBSR"MAX "CLASS
007 Y TABLE _ENTRY CHPS_OWNER, 4, ORB_INDEX, ORBSL —OWNER
007 47 TABLE_ENTRY CHPS_PROT, 2, ORB_INDEX, ORBSW_PROT
007 48 TABLE _ENTRY CHPS _ACL 4, ORB_INDEX ORBSL_ACL_DESC
007 49 TABLE_ENTRY CHPS_AUDfYNAHE. CHPRET-INﬁEX. CHPRETSW_KUDITLEN
007 50 TABLE ENTRY CHPSALARMNAME , 1. CHPRETZINDEX,  CHPRETSW_ALARMLEN
007 51 TABLE “ENTRY CHPS "MATCHEDACE .4, CHPRETZINDEX, CHPRETSW MATCHED ACE
007 52 TABLE_ENTRY CHPS_PRIVUSED, &, CHPRET_INDEX, CHPRETSL_PRIVS_USED
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.SBTTL EXESCHKPRO = GENERAL PROTECTION ALGORITHM

+
+

s FUNCTIONAL DESCRIPTION:

This routine implements the SCHKPRO system service, which
serves as a centralized protection check. Depending on the
items s*gpliod. the following forms of protection check
are available:

access mode

non-discretionary classification

access control Llist

simple SOGW mask

audit log and alarm

CALLING SEQUENCE:
EXESCHKPRO (ITEM_LIST)

INPUT PARAMETERS:
ITEM_LIST: address of item descriptor list

IMPLICIT INPUTS:
SCHSGL_CURPCB: PCB address of process
previous access mode (access mode of caller)

OUTPUT PARAMETERS:
ITEM_LIST: address of item descriptor list

IMPLICIT QUTPUTS:
NONE
ROUTINE VALUE:
SSS_NORMAL: access granted
SSS_NOPRIV: access denied
SS$_ACCVIO: item List or item buffers inaccessible

SIDE EFFECTS:
NONE

LA TR TR TR PR PR T P L P P PR TR PR PR PR PR PR PR PR PR PR PR PR PR PR PR PR PR T T PR TR T R T

; Define the offsets into the routine argument List

CHKPRO_ARGCOUNT = 0
CHKPRO”1TMLST= 4
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+SBTTL SCHKPRO SYSTEM SERVICE INITIAL SETUP

Within the main body of the froioction checking routine (i.e., the item
descriptor scanner), the following register conventions are used:

R11 = address of the local storage ?lock

R10 = address of the current item List descriptor

R9 - return length storage address

R’ - input/output buffer address

R7 = ize of the ingut/outpu buffer

Rg - ndex into rights descriptor list

RS = address for item in local protection structure

.ENABLE LSB

LA TR TR PR PR PR TR R TR

OFFC ENTRY EXESCHKPRO,*“M<R2,R3,R4,R5,R6,R7,R8,R9,R10,R11>
; Local storage block from P1 lookaside List.
58  00000000'FF  OF REMQUE @CTLSGL _KRPFL,R11 ; Else allocate from P1 lookaside Llist
06 1C BVC 5% ; Xfer if able to get one
BUG_CHECK KRPEMPTY ; Else come to a screeching halt

: Set up the initial defaults in the local protection structures.
MOVCS  #0,(SP) ,#0,#LOCAL_LENGTH,(R11) ; Initially clear out the block
Set up ARB defaults.

MOVL a#SCHSGL_CURPCB,RO ; get current PCB address

MOVC3  #ARBSC _HEADER 3§CB$L_ARB(R ) ,LOCAL _ARB(R11) : Copy minimal ARB
MOVAB  LOCAL_ARB(R11J,RO ; Set address of protection structure

MOVL gg.STIUCT_ADDRfR11) ; Save ARB address for later

e
-

68 O01E4 BF 00 6E 00

50 00000000°'9F
10 AB 0028 00

OO0 O00O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0OO0O0O0O0O0O0O0O0O00 O

OO O O 0000000000 000000 N NN NN NNNNNNNNNNNNNNNNN

CLRL ; Reset rights List segment index
0A 108: TSTL ARBSL _RIGHTSLIST(RO)LR6] : End of the List?
BEQL 15% ; Xfer if so, index now set
0A INCL Ré ; Else up the index
Fé 8:A BRB 108 : And try the next one
8:: ; Set up ORB defaults.
5 SCAB 9 0AA 15%: MOVAB  LOCAL _ORB(R11) ,RO ; Set address of protection structure
06 AB S0 O MOVL RO,STRUCT ADDR+4(R11) ; Save ORB address for Later
0OA0O 064 D MOVL #4,0RB$8_MODE (RO) : Defaurt access mode of object

; Set up CHPCTL block defaults.

MOVAB  LOCAL_CHPCTL(R11),RO ; Set address of protection structure
MOVL  RO,STRUCT_ADDR+8(R11)  : Save CHPCTL address for later
MOVL  #CHPCTLSMREAD'CHPCTLSM_WRITE,CHPCTLSL_FLAGS (RO)

; allowing for read and write access
MOVPSL R1 ; Get the current PSL
EXTZV  #PSLSV_PRVMOD,#PSL$S_PRVMOD,R1,CHPCTLSB_MODE (RO)

; get accessor mode

- OoOm oom

mo O©OO0OYv

Set up the CHPRET block defaults.

O AN S N =2 O O 00 O WA S LN =2 O 0 00 N O WA S~ LN =2 © O G0 O WA S~ N =2 O O 00 O VN 8™ LN =2 O O 00 O N 8~ L) —
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SYSCHKPRO = CENTRAL PROTECTION CHECK ALGORI?HH 16=-SEP-1984 147: AX/VMS Macro V04=00 Pa 9 SY
v04-000 SCHKPRO SYSTEM SERVICE INITIAL SETUP g-SEP-1984 8}:49:38 SYS.SRCISYSCHKPRO.MAR; 1 o (6) VO
SO 00cCO 9 C MOVAB  LOCAL_CHPRET(R11),R0 : Set address of protection struct
0cC Ag §3 88 DS gg MOVL R8 STRUCT_ADDR+12(R11) : Save CHPRET addgcss for la:e:uc o
24 A0 0O0E8 (B E g: 21 MOVAB PRIVS_USEB(R11).CHPRETSL_PRIVS,USED(RO) ; Where to return privs used
88: gi ; Start the item List processing.
SA 04 AC DO OODA 64 MOVL CHKPRO_ITMLST(AP) ,R10 ; set the address of the item List
825 25 IFRD #4,(R10) ,GET_ITEM ; probe first longword of item list
0E4 69 ; Error returns.
0E4 63
8EL 9 RETURN_ACCVIO:
50 25 go E4 0 MOVL #SS$_ACCVIO,RO ; set error status
03 1 88%; ;1 BRW RETURN_P1_BLOCK : and return
8OEA 7§ BADPARAM:
SO 14 go OEA 74 MOVL #5S$ _BADPARAM,RO ; set status
034C 31 8853 ;g BRW RETURN_P1_BLOCK : and return
80F8 77 E To here when all of the item descriptors have been processed. Now begin
OF 78 ; the actual protection checking. This consists of calling a series of
88;8 ; ; routines to do the various checks.
00FO 381 FINISH_ITEMS:
S8 DD O00F0 8; PUSHL RN : Save address of the local storage block
57 & 00F2 8 CLRL R7 : Reset all flags & indicate service entry
50 68 D OO0F4 84 Mova STRUCT_ADDR(R11) ,RO : Get ARB and ORB addresses
52 08 AB 7D OQOF7 85 MOova STRUCT™ADDR+8(R11),R2 ; Now for CHPCTL and CHPRET addresses
0184 31 00fB 86 BRW EXESCHRPRO_CMN : join common code




6 1
SYSCHKPRO - CENTRAL PROTECTION CHECK ALGORI%HH 16-SEP-1984 01:47: AX/VMS Macro V04=00 Page 10 | SY!
v04-000 $CHKPRO SYSTEM SERVICE ITEM SCANNING ~SEP-19S4 8}:49:32 !SVS.SRCJSYSCHKPRO.HAR:I . (9)% VO
:E §3 LSBTTL SCHKPRO SYSTEM SERVICE ITEM SCANNING i
H :
;E 9? ; Scan through the item List, acquiring the input information as encountered. §
FE 9; GET_ITEM: |
57 BA 3§ FE 9 MOVZIWL (R10)+,R7 ; get next item Length ;
D } 1 94 BEQL FlN&SN_ITEHS ; 1f zero, end of Llist i
54 ) ¢ 0103 95 MOVZMWL (R10)+,Ré ; get item code
12 & D1 0106 96 CMPL R& ,#MAX_CHP_CODE ; range check item code
OF 1A 0109 397 BGTRU  BADPARAM
51 FEFO CF44 9A 0108 98 MOVZBL H;N SIZE_TABLECR4]I,R1 ; get minimum size allowed
S1 S7 0 8111 99 CMPL R7,.R1 ; [ess than the min required?
D4 1F 0114 400 BLSSU aAgPAuan ; xfer if so
8116 401 IFNORD #12,(R10) ,RETURN_ACCVIO1 ; probe rest of item ¢+ start of next
58 B8A DO 011C 40; movL  (R10)+.R8 : get buffer address
51 57 DO O11F &0 MOVL R7.R1 : copy buffer descriptor
o -3 p0 01 404 MOVL Rg.RO
5 06 01 405 CLRL R ; use prev mode onl¥ ;
00000000'§F 16 0 &09 JSB EXESPROBER ; and probe buffer for readability
52 50 E9 81 D &0 BLBC RO,RETURN_ACCVIOY ; branch on failure
59 B8A Dg 1 408 MOVL (R10)+,R9 ; get the address to return length
08 13 01 409 BEQL 308 : xfer if no return length required
01 410 IFNOWRT #2,(R9),RETURN_ACCVIO1 ; else check for write access
69 B4 8}3% :}1 CLRW (R9) ; preset to 2zero
013D &15 ; Use the index obtained from the index table to get the local protection
81%8 2}; ; structure base address and the offset into that same structure.
SO FED1 CF44 9A 013% 416 308: MOVZBL INDEX _TABLELR&],RO ; Get appropriate index table entry
53  6B40 DO 0143 417 MOVL  STRUCT_ADDR(R11JCRO],R3 ; Get structure base address
51 FEDA CF&4 E 0147 418 MOVAL  OFFSET TAB%E[R‘J.R1 : Get offset table entry
55 6140 A 014D 419 MOVZBL (R1)CRO].R ; Get the offset
5 53 8}21 : ? ADDL R3.R : compute protection structure field address
0154 & § : ALL of the basic checks about the item descriptor have succeeded. Now
8}?2 2 ? ; dispatch based upon the item code to take the appropriate action.
1 01 5¢ CF 0154 425 CASEL R4, #1,#MAX_CHP_CODE-1
0065°' 0158 426 40%: .WORD ITéH_ACCESS-&O! : CHPS_ACCESS
0065' 015A 427 .WORD ITEM_FLAGS-40% ; CHPS_FLAGS
015C 428 .WORD TEM_PRIV=40$ ;: CHPS_PRIV
" 015F 429 .WORD ren_ncnooe-&oa : CHP$ ACMODE
16 430 .WORD TEM_ACCLASS=-40$% : CHPS_ACCLASS
4" 016 43 .WORD TEM_RIGHTS=40 ; CHP$_RIGHTS 1
4 16 4 i .WORD TEM_ADDRIGHTS~408 ; CHPS_ADDRIGHTS ;
168 “ .WORD TEM_MODE-40$ : CHPS_MODE |
7' 016 434 .WORD TEM_MODES-40% ; CHPS_MODES s
0' 016A 435 .WORD  ITEM_MINCLASS-40$ ; CHPS_MINCLASS |
2 16C & 9 .WORD TEM_MAXCLASS=40$ ; CHPS_MAXCLASS i
6 19 & .WORD TEM_OWNER-40$ ; CHPS_OWNER |
1 4 3 .WORD TEM_PROT=40$ ; CHPS_PROT
172 4 JWORD  ITEMZACL=40$ : CHPS”ACL
176 440 .WORD TEM_AUDI TNAME-40$ : CHPS_AUDI TNAME
178 441 .WORD  ITEM”ALARMNAME-40$ : CHPS_ALARMNAME
17 44; .WORD ITEM MATCHEDACE=-40$ : CHPS$ MATCHEDACE =
174 44 .WORD  ITEM_PRIVUSED-40$ : CHPS_PRIVUSED -
17C 44k ; |
|
|
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SYSCHKPRO = CENTRAL PROTECTION CHECK ALGORITHM 16-SEP=1984 01:47: AX/VMS Macro V04=00 Page 11 | SY!
v04-000 SCHKPRO SYSTEM gEvaCE ITEM SCANNING g-s P=-1984 8;:69:32 SYS.SRCISYSCHKPRO.MAR; 1 ’ (7)% VO
225 : Falling through indicates a bad parameter. §
449 BADPARAM1 : |
50 14 gO 668 MOVL #5S% _BADPARAM,RO ; set status !
02BA 31 240 BRW RETURN_P1_BLOCK ; and return |
L§1 : What to do when some portion of the item descriptor cannot be read or ;
2;; ; written as necessary. f
454 RETURN_ACCVION:
50 0C go 455 MOVL #5S$_ACCVIO,RO ; set error status
0284 1 2;; ; BRW RETURN_P1_BLOCK : and return
453 ; Common routines to copy item text into the local storage block. For all
220 : of the ITEM_xxx routines below, the following register usage is utilized:
461 : ag-nz Scratch
46§ : R Address of the local protection structure
463 ; R& Item code .
222 3 RS Address of the local protection structure field
46

467 : Classification mask item. For the first of MIN or MAX class, copy
468 ; the item into its partner to default the contents.

470 ITEM_MINCLASS:
50 44 82 9E 2;1 MOVAB gggsn_nAx_CLASS(RS).RO ;: Point to other mask

BRB
TEM_MAXCLASS :

SN T I T AT OO OOMNO O B NNN N NNMM & 00 0000 0000 00 00 00 00 0000 00 00 00 ONWNPINININININ MOYOYOY O

&7
50 30 A3 95 474 MOVAB ORBSR MIN CLASS(R3),R0 : Point to other mask ! -
030BA3 064 E 475 438: BBCS #ORBSV_CLKSS_PROT,ORBSB_FLAGS(R3) ,44$ ; Mark classification present

479 ITEM_ACCLASS:
&7 ASSUME ARBSS_CLASS EQ 20
478 ASSUME ORBSS_MIN_CLASS EQ 50
479 ASSUME ORBSS MAX CLASS EQ 20

SO0 S5 0O 4«80 MOVL RS,RO ; Copy mask address

80 68 7D 481 448: mova  (R8),(RO)+ : First 8 bytes

85 88 7 4 i MOvaQ (RB)+,(RS)+ : First b‘tes

80 68 7D 4 MOve  (R8),(RO)+ : Second 8 bytes

85 Bg 70 484 Mova (RB)+,(RS)+ ; Second 8 bytes

80 68 DO 485 MOVL (ag>,ln0)o : Final 4 bytes

85 88 D0 4 9 MOVL (RB)+,(RS)+ ; Final 4 bytes
487 NEXT_ITEM:

FF4F 31 : s BRW GET_ITEM ; Go get next item
. |

490 ; Quadword 1tem.
&91 ;
&9; TTEM_PRIV:
493 ITEM_MODES:

65 68 7D 494 MOvQ (R8), (RS) ; store in local protection structure

09 54 D1 495 CMPL R4, #CHPS_MODES : Mode ?rotoction vector?

84 13 49 BNEG 45§ : Xfer if not
08 A3 & 8 ) BISB2  #ORBSM_MODE_VECTOR,ORBSB_FLAGS(R3) : Else note use of vector
EF N 233 45%: BRE NEXT_ITEM : Go get the next item in the list

b o o e el et e el D oD i D ol D D D il e D s el o ol S D D D ol sl el el D D el el D el el il el ol oD il D el D el e D e D D il i D i id T
w0w8w0w>>> 3333 3 2 3 3> 0 OO0 O OO O 00 Co 0o 00 00 00 0000 0o 00 00 0o 00 00 O 00 00 CO N CO 0O COCD GO 0O N NN~

-3
=1
[elelelelelelelelelallelelelelelelelelelelalelallelalalalelelalelelalelalelealelelalelelelalelealalalolalelealelele iy Lol

0o

gg? ; Longword item.
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SYSCHKPRO = CENTRAL PROTECTION CHECK ALGOR!?HN 16=-SEP-1984 147 AX/VMS Macro V04-00 Page 12 |
v04-000 $CHKPRO SYSTEM SERVICE ITEM SCANNING g'SEP-19g4 8;:49:39 !SYS.SRCJSYSCNKPRO.HAR:I v (;)f
18D 3 JTEM ACCESS: |
18D ITEM_FLAGS: .
18D 4 1TEM OWNER: |
65 68 D0 018D 5 MOVL (R8), (RS) ; store in local protection structure !
EA 1 }E 9 BRB NEXT_ITEM : 9o get next item_descriptor !
1€ 8 : Byte itenm.
¢ ¥
1€ 10 ITEm_AcmoDE:
65 68 9A 01C " MOVZBL (R8),(RS) ; store in local protection structure
3 W }E }i BRB NEXT_ITEM ; 90 get next item_descriptor
1C7 14 : Common path for returning a longword value of some sort. Check for write
}E; E}S ; accessibility, and then save the return address.
1€7 3 ITEM_PRIVUSED:
1C7 518 1FNOWRT lk.(Rg).RETURN-ACCVIO1 ; xfer if cannot be written
65 58 DO 01CD 519 MOVL R8, (RS) ; where to return information
59 Dg 0100 520 TSTL RS : return longth needed?
D8 13 01p2 521 BEQL NEXT stEH : xfer if no
69 04 BO O01D& S i MOVW ¥4, (R9) ; else set return length
RSB 8}8; g ? BRB NEXT_ITEM ; 90 get next item descriptor
0109 525 : Comnon_gath for returning a descriptor of some sort. Check for write
8}83 g 9 ; accessibility, and then save the needed arguments.
0109 528 ° ASSUME CHPRETSW_AUDITLEN EQ CHPRETSL_AUDIT=4
0109 529 ASSUME CHPRETSL_AUDITRET EQ CHPRETSL_AUDIT+4
0109 530 ASSUME CHPRETSW”ALARMLEN EQ CHPRETSL ALARM-4
0109 g 1 ASSUME CHPRETSL_ALARMRET EQ CHPRETSL _ALARM+4
0109 § ASSUME CHPRETSW_MATCHED _ACELEN EQ CHPRETSL_MATCHED_ACE=~4
8}33 23‘ ASSUME CHPRETSL_MATCHED_ACERET EQ CHPRETSL_MATCHED_ACE+4
0109 535 ITEM_AUDITNAME:
0109 536 ITEM_ALARMNAME :
8109 $37 ITEM_MATCHEDACE:
S1 57 D00 0109 538 MOVL R7.R1 : copy buffer descriptor
S0 58 DO 01DC 539 MOVL R%.RO
53 D& 8IDF 540 CLRL R ; use prev mode onl¥ ‘
00000000'EF 16 O01E1 41 JSB EXESPROBEW ; check item descr for writing
98 Sg ;9 01€7 4; BLBC RO,RETURN_ACCVIOI ; xfer if cannot be written
8 5 D O1EA 4 MOvQ R7,(RS)+ ; save descriptor
85 59 D0 O01ED 44 MOVL R9,(RS)+ ; save return address specified
BA N }; 25 BRB NEXT_ITEM ; go get the next descriptor
}; 29 : Special case item handling code follows.
}; 4% ; Extract simple access mode.
1F 51 fTEM_mODE : ,
65 68 02 Og EF O1F i EXTZV  #0,#2,(R8),(RS) : get access mode protection
8 1" };9 24 BRB NExl_fTEH ; 9o get next item descriptor
};g S : Process ACL segment descriptor.
1F9 9 FTEM_ACL:
50 28 A3 DO O1F9 8 MOVL ORBSL _ACL_COUNT(R3) ,R0O ; get current number of descrs
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SYSCHKPRO = CENTRAL PROTECTION CHECK ALGORITHM 16=-SEP=-1984 47: AX/VMS Macro V04=00 Pa 13
v04-000 $CHKPRO SYSTEM SERVICS ITEM SCANNING g-SEP-19gk 8; 49:39 !SVS.SRCJSVSCHKPRO.HAR:1 - (7)
06 12 01FD 59 BNE 50% xfer if not the first one
2C A3  0OEC 8 9? 1FF 6? MOVAB  ACL_LIST(R11),0RBSL_ACL_DESC(R3) ; Else note address
14 D 5 5§61 508 CMPL RO, PMAX_ACL_DESC ; table full?
A 1E 8 2; BGEQU 60§ : xfer if so
20 B340__ 57 70 A MOVQ R gonasL,AcL oes§<n3>tabz ; else save another
28 A3 D6 Fo 564 INCL  ORBSL_ACL-COURT(R3) : up count of ACL segments
" }2 g; BRB NEXT_ITEM ; 9o get next item descriptor
SO0 09F8 8F C 14 67 608: MOVZIWL #SS$ _ACLFULL,RO ; set error code
0220 §1 ' }g 63 BRW RETURN-P1,BL6CK : and return
8 }E ?? g Build specified rights List.
021¢ 7; ITEM_RIGHTS:
8 }E ;‘ !TEH_ADDRIGHTS:
8 }E S;S i If a new rights Llist is specified, forget any existing entries.
06 54 D1 021C 27? 90s: CMPL R4 , #CHPS_RIGHTS ; see if new rights List specified
02 12 021F 573 BNEG 1008 ; branch if not - add to existing
56 D& 8 1 S;o CLRL R6 ; initialize counter
82 § 5%1 : Add a new rights List descriptor to any that already exist.
B 56 D01 O 583 foos CMPL R6 #MAX_RIGHT _DESC ; is there room for this descriptor?
17 1€ 0 g 584 BGEGU 1108 : xfer if not, note error
50 018C CB46 7€ 0 585 MOVAQ RIGHTS DESC(R11)£R6% RO ; set address of descriptor
30 AB46 50 DO 03 § g86 MOVL RO,RIGATS_LIST(R11)LR6] ; save address for later
60 S7 70 0 87 Mova R7.(RO) : save descrigtor for Later
56 D6 05;6 588 INCL R6 ; next available
30 AB46 D& 8 32 Sgg - ITEg%RL RIGHTS_LIST(R11)[R6] : mark current end
FEBF 31 8 gg 231 =" "BRW GET_ITEM ; g0 get next item descriptor
S0 09t8 8F gc 023F S9§ 1108: MOVZWL #SS$ RIGHTSFULL,RO ; else set error code
01FS 1 0246 594 BRW RETURN_P1_BLOCK : and exit stage left
022; SgS
8247 593 : The following section of code converts the standard protection mask into
0247 98 . a series of longwords, each representing a specific class of users (system,
0567 599 . group, etc.) further assumes that any extensions to the protection mask
0247 600 ; will be in & bit chunks; thus adding an additional word. Following is
0 2; 201 ; @ diagram of the mapping that takes place:
§ ‘7 68§ E bPrmcmccccn- e ceeclececcaceee Prccccccee +
&7 604 ; i WORLD | GROUP | OWNER | SYSTEM !
47 605 ; T ‘occccccce +
47 689 3 i DIEIWIR | DIEIWIR | DIEIWIR | DIEIWIR |
&7 é : T — - . deccccnans +
47 608 ; 15 0
:; 299 .: + + + + ccee=$
47 61? : ! WORLD ! GROUP ! OWNER | SYSTEM !
2; g}i .: ?---:::?E-?---:::?--?---:::?E-?---:?:?--?
47 61(, :- frccccnene [ — - demcccnce= +
&7 615 ; 15 0
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SYSCHKPRO = CENTRAL CTION CHECK A ORI?HH 16=-SEP=-1984 01:47: AX/VMS Macro V04-00
v04-000 $CHKPRO § SERVICE ITEM NNING g-SEP-IOSk 8;:69:33 !SYS.SRCJSYSCHKPRO.HAR;1
47 : : '
47 ? : : :
47 g 3 \ | W
&7 : \i W/
47 0 \ /
8 \/
47 i 3 \/
A 31 0
o 2; 9 :' ’-----------------------’------E-S-E-;-;. s STE"
H ! «etCIDIEIWIR! Y
47 8 . teccccccccccccccccccccccccnccccccncccann +
&7 629 ; ] eestCIDIEIWIR! OWNER
47 630 : R PO E U DO S AT -ONT RDTIBURIES, 4 bl il M
847 631 ; 1 eestCIDIEIWIR! GROUP
‘7 6 i 3 R e e L cececccececsceeceeae +
0247 6 3 H eestCIDIEIWIR! WORLD
0247 634 : T -
0247 635 ; N 0
0247 6%6
0247 637
0247 638 ITEM_PROT:
SO S7 FF 8F 78 0247 639 ASHL #-1,R7,R0 : ?et mask size in words
08 S50 0 8 4C 640 CMPL RO,#8 : too much supplied?
gs 1B 024F 641 BLEGU 1408 : xfer if not - start Loop
FFe8 3N 8 gl gzi BRW BADPARAM1 : return error status
51 4 8 56 644 1208: CLRL R1 ; else reset index
2 6840 C 56 645 MOVZWL (R8)CRO],R2 ; get next protection word
53 SO0 02 8 025A 64? ASHL #2,R0,R3 ; calc position in output mask
5S¢ D& 025 647 130%: CLRL R4 ; preload R4
5¢ 52 FO 8F 8B 026 648 BICBY #*XFO,R2,Ré& ; get protection bits
54 54 53 9C 026 649 ROTL R3.R4,R4 ; shift into position
6541 54 (8 8 69 650 BISL2 R&.(RS)CR1) ; save in output mask
52 FC BF 9C 026D 651 ROTL  #-4,R2,R2 ; get next set of bits
E8 S1 04 F2 0272 65; AOBLSS #4,R1,1308 : continue till done
DB 50 F4& 8 76 653 1408: SOBGEQ RO,120% : ao get next protection word
o EERL 79 654 BRB NEXT_ITEM1 ; done
0278 655
0278 656 .DISABLE LSB
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SYSCHKPRO = CENTRAL PROTECTION CHECK ALGORITHM 16-SEP=1984 01:47: AX/VM b=
v04-000 EXESCHKPRO_INT = $CHKPRO INT%RNAL ENTRY -ng-19 4 8;:69:33 !SYS.SEC?;%;%H!QRO?gAR:I e }3)

.SBTTL EXESCHKPRO_INT = SCHKPRO INTERNAL ENTRY POINT

v
~OCo

+
£

FUNCTIONAL DESCRIPTION:
This is iho internal entry point to the $CHKPRO system service. This
0

g
g8}
662 :
884
78 665 : entry nt na( be used to avoid the overhead associated with insuring
78 669 3 that the item List is valid. This is done by assuming that the caller
78 667 ; has filled in the necessary arg blocks in the same manner as the item
;g 863 [ list processing code above.
8 78 690 ; CALLING SEQUENCE:
0 ;g 2;1 : JSB EXESCHKPRO_INT
8 78 67§ : INPUT PARAMETERS:
0278 674 ; ARB (RO): address of the agcnts ri?hts block
0278 675 ; ORB (R1): address of the objects rights block
0278 679 3 CHPCTL (Ri): address of the protection check control block
8 ;g 2;8 : CHPRET (R3): address of the return argument block
0278 679 : IMPLICIT INPUTS:
0 ;g gg? 3 NONE
8 78 68; : OUTPUT PARAMETERS:
8 ;g 23‘ 3 SAME AS EXESCHKPRO
0278 635 : IMPLICIT QUTPUTS:
e o
0278 638 : ROUTINE VALUE:
8 ;g ggg [ SAME AS EXESCHKPRO
0278 691 : SIDE EFFECTS:
0278 69§ 3 NONE
0278 693 ;
0578 698 * "
8 ;g 239 : Internal entry point to the protection check system service.
0278 698 EXESCHKPRO_INT::
OFFE 8F BB (278 999 PUSHR  #*M<R1,R2.R3,R4,R5,R6.R7,.R8,R9,R10,R11> ; save work regs
57 02 D00 O027F 00 MOVL #CHKPRO_M INTERNAL ,R7 ; Reset flags & indicate internal en
g 701 EXESCHKPRO_CMN:
58 S50 70 7 i Mmova RO,.R8 ; put structure addresses
SA 52 7 7 MovaQ R2,R10 : in a more useful place
58 D5 8 704 TSTL R1{ . was a return arg block given?
14 1% A 705 BNEQ 5% ; xfer if so, skip following
57 04 C SRR | 9 BISL2 #CHKPRO_M_NO_CHPRET ,R7 ; note fabricated CHPRET block
F o7 ASSUME <CHPRETSC LERGTH & 3> €0 0
SE gc CS 8 7 3 SUBL?2 ICHPRETSC_LENGTH* .SP ; else make room for one
58 E D 9; 70 MOVL SP.R1 : save address
2C 00 gE gg 2C G 710 MOvVC #0, (SP) lO.lCHPRET!C-LENGIH*‘.(R‘l) .
24 AB B a 2 ;}1 ADDL lCHPRET‘C_LENGTH.R11.CHPRETSL_PRIVS_USED(R11) ; privs used return
: ;}g : If an ACL is supplied as a queue, lock it now.
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EXESCHKPRO_INT = iCHKPRO INTERNAL ENTRY g-SEP-19 [ 8}:49:38 !SYS.SRCJSYSCHKPRO.HAR:I 9 (g)
E1 5%: BBC #ORBSV_ACL _QUEUE ,ORBSB_FLAGS(R9),10% : Skip if not a queue

DSBINT #IPLS RSTDEL : Raise IPL to prevent deletion

MOVL a#SCHSGL _CURPCB,R4 : Get current PCB address

MOVAB ORBSL ACC MUTEX(R9),RO : Set mutex address

JSB a#SCHSLOCRR ; Lock mutex for reading

; Set up an alternate SOGW protection vector/mask.

This is used when checking

system or owner are allowed access if the ACL actually denies access.

ORBSL SYS PROT(R
BB( #ORBSY PROT_16,
MNEGB  #1,1(SP)

: Perform the access mode protection check.

OM OO0 oM~ -0
- O MmMaomm omo
NONININNONIN NN NN NONONO NN NI NONONONINOPNONONINOND
WO;))
wvo

OWN=O OO =0VOOOOR AT T NODONN OO OOV

3 {f there is any ACL, check it now. This ma
: 1) an ACL queue segment listhead or 2) a AC

OO0 HEA S N = O VOO N NS AN = OOV NN S IR = OV YOS LN = OO0 00~ W

; to see if
ASSUME ORBSL_SYS_PROT EQ ORBSW_PROT
ASSUME ORBSL_OWN_PROT EQ ORBSL-SYS_PROT+4
ASSUME ORBSL_WOR_PROT EQ ORBSL_GRP_PROT+4
108: MNEGL #1,-(SP)
MNEGL #1,-(SP)
MOvQ -(SP)

9)
ORB$B_FLAGS (R9) ,1

; deny access to group

; and world

: Original system & owner protection
5s : Xfer if full vector

; Else deny group & world access

; set up input parameters

: assume simple mode protection
; else set address of vector

: xfer if access was denied

0% ; xfer if not present
; else set up input parameters

; note any privileges used

be in one of two forms:
segment descriptor vector

: and an associated count (of the number of descriptors).

B
B
B
B
B8
02C
02C
02C
02cC
05¢
8 C 158:  MOVL  CHPCTLSL_ACCESS(R10) ,R3
02D MOVIBL CHPCTLSB noo$(n10).al
02D MOVZBL ORBSB_MODE (R9) ,RS
02D BBC #ORBSV MODE VEETOR 0RBSB_FLAGS(R§).ZOS ; xfer if correct
02D MOVAB ORBSQ_MODE PROT(R9),RS
30 0¢E 208: BSBW EXE&%HECKAEHODE : do the actual check
b 82% BLBC RO,45%
02E : Next comes the non-discretionary protection check, if enabled (via a
8 E ; SYSGEN flag), and if it is called for.
E1 02F BBC S“#EXESV_CLASS PROT,a#EXESGL DYNAH;C FLAGS,308 ; xfer if not enable
51 8 F BB( #ORBSV _CCASS _PROT,ORBSB_FLAGS(R9),
5 3 MOVAB ARBSQ PRIV(RB) ,R2
D F MOVL  CHPCTCSL _FLAGS(R10),R3
9E F MOVAB ARBSR_CLISS(RO) R4
9 030 MOVAB  ORBSR™MIN_CLASS(R9) ,RS
G 0 MOVAB ORBSR MAX CLASS(R9).R6
3 0 BSBW EXESCRECKTLASS : do the check
t8 030 BISL2  R1,ACHPRETSL_PRIVS_USED(R11) .
E 3 25%: BLBC RO,45% : xfer if access denied

; Handle the ACL segment queue here.
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OO0O0O0O0O0O0O0O0O0O0O0O0000O

Al L L L o N

= OO0 NN SN —

PORINVNININD =2 —d b b e b e h b

MOVAB  ORBEL_ACLFL(R9),R10
1STL (R10)
7 BEQL 708

308:  MOVQ  R10,=-(SP)
MOVL  CHPCTLSL ACCESS(R10),R3
MOVAB ARBS% RIGHTSLIST(R8) ;R4
BBC #ORBSU_ACL_QUEUE ,ORB$B_FLAGS (R9),508

; save CHPCTL and CHPRET
: set up CHECKACL input parameters

; xfer if not a queue

;: set address of queue head
: |s queue head valid?
: Xfer if not, nothing to check

SY!
VO
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SYSCHKPRO = CENTRAL PROTECTION CHECK A GOR!*HH 16-SEP-1984 147: AX/VMS Ma b=
v04-000 EXESCHKPRO, INT < SCHKSRO INTESNAL ENTRY ' S-SEP-108¢ 03:49:33 FeveVeRcNasce, vouc00s,  Pose
B 5A D A 77 MOVL R10,R11 ; Else copy address for lat
EA A D ;75 40$: MOVL (R?O) R10 : get addgzss ?f next soqno:;
B S5A D 7; CMPL n12.n11 ; end of the Line?
P om |31 s ot o
; else preset segment size
55 08 AA OC Ag 779 SUBW3 lAC%SC LENGTH ACLSW_SIZE(R10) ,RS p: set scgncnt size
56 0C AA 95 773 MOVAB ACL L_CIST(R10),R6 ; set address of ACEs
w9 2 ;70 BRB 6 ; go do the ACL check
4 781 ; If an invalid ACL has been seen, clear the Local ACL_PRESENT flag so that
2 7 5 : it is not checked for an AUDIT or ALARM ACE.
o2 9 EA g 2 ; g 448 BICLZ #CHKPRO_M_ACL_PRESENT ,R7 ; Forget any ACL present
§§2 ; 9 ; Intermediate branch for BYPASS checking.
o088 ™ izg ;88 45%: BRW BYPASS_CHECK ; Go check for BYPASS priv
§ 25 ;g? ; Handle the descriptor vector here.
SA 28 A9 Dg 034 79; 508: MOVL ORBSL _ACL_COUNT(R9) ,R10 ; get the number of descriptors
1C 13 034C 79 BEQL 70% : xfer if no ACL supplied
58 _2C A9 90 034 794 MOVL ORBSL ACE_DESC(RO).R11 ; get address of descriptor Llist
55 88 D Ogg ;35 60$: Mova (R11)¥,R : get a descriptor
§§§g ;32 ; Now check the ACL segment described by R5 & Ré.
57 Sl 0355 799 658: BISL2 #CHKPRO_M_ACL_PRESENT,R7 ; note an ACL present
017D 0 0358 800 BSBW EXESCHETKACL ; search this segment
0908 8F 50 B1 8358 gOl CMPW RO, #SSS_NOENTRY ; was an¥thing found?
80 1 36 Og BNEQ 80§ ; xfer if so...go deal with it
C6 0B A9 1 E 036; 80 BBS #ORBSV_ACL_QUEUE ,ORBSB_FLAGS(R9),40% : if a queue, go get next
E8 S5A FS5 036 804 SOBGTR R10,60%8 . else continue with next segment
SA 7D OgbA 805 70%: Mova (SPJ+,R10 ; restore saved rcgistors
n 832? 389 BRB 110$ ; go try next chec
0%2; 888 : If the ACL segment is invalid, go check for BYPASS.
21E4 BF S0 81 8§6F 10 80$: CMPVW RO, #SS$_IVACL ; Valid ACL?
cc 13 33;2 }1 BeaL 448 : Xfer if not
;g }g : An entry was found in the ACL. It may grant or deny access.
SA gs 7D 73 15 Mova (SP)+,R10 ; restore saved registers
56 00 7 19 MOVL RO,R6 : Save current status
7¢ 81 ASSUME CHPRETSW_MATCHED_ACELEN EQ CHPRETSL_MATCHED_ACE=4
5¢ 18 Ag 7 7C 13 Mova CHPRETSW_MATCHED_ACELEN(R11) ,R2 ; get the return descriptor
1 1 8 1 BEQL 100% : xfer if no need to return
5¢ 61 9A 0 MOVZIBL ACESB illE(Rl) R& ; else get size of the ACE
55 20 Ag D 1 MOVL SHPRET L_HATCHfD_ACERET(Rli).RS : note where lLength is returned
2 1 9 i BEQL 1} : xfer if not returning Length
65 & D MOVL R4, (RS) ; else save ACE Llength
63 52 00 gl gk P4 gi A 983: MOVCS R4, (R1),#0,R2,(R3) : copz matching ACE
0 8 D S 1008: MOVL as.ao ; Restore saved status
36 5 E gz g; BLBS RO,BYPASS_CHECK ; done if access granted
9A 8 ; Processing of the protection mask depends upon what happened with the ACL
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9A 9 ; processing. Matching an ACE overrides groug and world access. If no
9A 0 ; protection mask was sugpliod (coded as an ORBSL_OWNER equal to zero),
g: i : access is granted if there was no ACL, and denied if there was one.
55 SE 0 9A MOVL SP,RS : Set modified prot mask addr
50 84 gC 90 b MOVZWL lgéS_NOPRIV.RO ; Failure if nopprot mask
E N : 5 BRB 1208 ; 90 do SOGW check
A 9 ASSUME ORBSL_SYS_PROT EQ ORBSW_PROT
55 18 A9 9E A 3 1108: MOVAB ORBSL _SYS_PROT(R9),R ; Set protection mask address
59 & 3¢ A MOVZWL #SS$_ROPRIV,.R ; Failure if no prot mask €& ACL pres
03 g 0 50 A 40 BBS #CHKPRO_V_ACL_PRESENT,R7,1208 : Xfer if no ACL present
0 1 C 38 21 MOVIWL #SSS_NORMAL ,RO ; Else success if no prot mask & no
0 g 22 : RS set up above.
Si 68 9E 8 8 SAS 1208: MOVAB ARBSQ _PRIV(RS8) ,R2 ; Set ug input parameters
53 6A DO 8 B 49 MOVL  CHPCTCSL ACCESS(R10),R3 ; Get the desired access
5 20 A8 9 B6 84 MOVAB  ARBSL_RIGHTSLIST(R8) ,Ré4 ; Set rights lList descr addr
56 69 D0 O03BA 848 MOVL ORBSL OWNER(R9) ,R6 ; was there an owner?
11 13 038D 849 BEQL BYPASS_CHECK : xfer if not, no SOGW check
05 0B A9 00 gg 838F 850 BBS #ORBSV_PROT 16.0RBSB_FLAGS(R9).130$ ; else check for full vector
0278 3C4 51 BSBW ExsscuECKPRUt ; do check with full vector
03 11 03C? 85; BRB 1408 : go finish this check
0247 30 O03C9 853 1308: BSBw EXESCHECKPROT 16 ; do check with word value
24 BB 51 (8 0%88 agg 16408: BISL2 R1,3CHPRETSL_PRIVS_USED(R11) ; note any privileges used
0300 856 ; At this point, the status will be set according to the protection checks
8%88 Sg; ; applied. Now check for any overriding privileges.
0300 §59 BYPASS _CHECK:
SE 10 CO 03p0 60 ADDL2 #16,SP ; Clean off protection vector
OE 50 E8 gos 861 BLBS RO,10$ ; xfer is successful
5¢ 68 9E Dé 86; MOVAB  ARBSQ PRIV(R8),R2 : Else set up input parameters
53 7 04 AA go 0309 86 MOVL  CHPCTCSL FLAGS(R10),R3
039F 0 03pD 64 BSBW EXESCHECR _BYPASS ; check for BYPASS or READALL
26 BB S1 (8 O Eg 22 BISL2 R1,3CHPRETSL_PRIVS_USED(R11) ; note any privileges used
8%%2 ag? ; Return any security audit or alarm names from the ACL segments supplied.
8354 93 ASSUME CHPRETSW_AUDITLEN EQ CHPRETSL_AUDIT=4
03E4 0 ASSUME CHPRETSL _AUDITRET EQ CHPRETSL_AUDIT+4
03E4 4 ASSUME CHPRETSW_ALARMLEN EQ CHPRETSL_ALARM-4
Ez ;i ASSUME CHPRETSL_ALARMRET EQ CHPRETSL_ALARM+&
56 50 0O E4 76 108: MOVL RO,R6 ;: save the final status
22 57 00 81 E7 75 BBC #CHKPRO _V_ACL _PRESENT ,R7 REYURN,&TATUS ; it no ACL, go finish up
54 6B 1) 7? MOVAB  CHPRETSQ_KUDITLEN(R11§,RE ; set descriptor address
64 B E 7 TSTW (R&) ; want audit journal name?
Og 1 F 73 BEQL 208 ; xfer if not, try alarm journal
53 0 D 8 7 MOVL #ACESC AUDIT,R3 ; else set the ACE type to get
4 1 ' 0 BSBB  EXE cgr_nuoxf : go get the journal name, 1f one
10 50 s F 1 BLBC RO, 30 : xfer if any errors
5¢ 0C AB FA § 208 MOVAB  CHPRETSW_ALARMLEN(R11) ,Ré4 ; set doscrip}or address
& B F TSTW (R4) ; want alarm journal name?
B 48 4 BEQL 308 : xfer if not, we're done
53 6 D 4 5 MOVL #ACESC_ALARM,R3 : else set the ACE type to get
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BLBS
308: MOVL
0 ;: Done at last!'!

33 RETURN_STATUS:
9 B

308

RET

CHKPRO INTERNAL ENTRY

E  (R11),CTLSGL_KRPFL

SEP=1984 01:47: AX/VMS Macro V04-00 Page 19
Z3Ep-198¢ 03id0i38 KaVEVERCTas RN Ona Rar: 1 .
EXESGET AU IT ; go get the journal name, if one
R8 RSTU N_STATUS ; xfer if no errors
; Else change saved status

Release ACL mutex, if necessary, and do the final cleanup.

#ORBSYV_ACL_QUEUE ,ORBSB_FLAGS(R9),10% : Xfer if not a queue
#SCHSGL_CORPCB,R4 : Else get current P(B address
ORBSL _ACC _MUTEX(R9),R0 Set mutex address
a#SCHSUNLOCK : Unlock mutex
; Restore IPL

R6,.RO : Restore the final status
ICHKPRO V_INTERNAL ,R7,30$ : : xfer if system service return
ccuxpao V_NO cnpaef n? 208 ; xfer it no cleanup of CHPRET block
#CHPRETS LS GTH+4, else remove the locol CHPRET
#*M<RT1,R27R3,R4,RS. ne R7,.R8,R9, nio R11> ; restore work regs

: return to caller
(SP)+,R1 ; Restore local storage block addres

: Return block to lookaside List
: return for system service entry
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v04=000 EXEEGET.AUDIY - SéARCH FOR SECURITY AUDI 5-SEP-1984 8}:69:28 !SVS.SRCJSVSCHKPRO.HAR:l ? (8)
222 } SBTTL EXESGET_AUDIT = SEARCH FOR SECURITY AUDIT ACE IN THE ACL
e 98t
222 }g  FUNCTIONAL DESCRIPTION:
444 19 E This routine searches the access control Lists in the item
444 17 : list for security audit or alarm entries of the specified
# oy o
444 0 : CALLING SEQUENCE:
222 i : JSB EXESGETAUDIT
444 923 : INPUT PARAMETERS:
Gbé 924 ; TYPE (R3): ACE type code of audit or alarm to find
464 925 ; STATUS (R6): status of the pro}oction check
464 9 9 : ORB (R9): address of the object's rights block
222 3 : CHPCTL (R10): address of the protection check control block
04kl 9 8 : IMPLICIT INPUTS:
B R )
4hé 9 ; : OUTPUT PARAMETERS:
8222 3 3 ITEM (R4): address of item descriptor to which to write
444 935 : IMPLICIT OUTPUTS:
8
444 938 : ROUTINE VALUE:
b4 939 ; SSS_NORMAL if ACL ok = audit found or not
:2: 92? : SSS_IVACL if invalid
44 345 : SIDE EFFECTS:
YYA 943 ; NONE
464 944 ;
444 945 ;--
0eee 947
Y YA 9&3 EXESGET_AUDIT:
O1FC BF BB 0444 94 PUSHR  #*“M<R2,.R3,.R4&,RS5,R6,R7 ,R8> : save work registers
51 D& 0448 95? CLRL R1 : start with the first ACE
1C0B A9 01 EI 2:? 32 BBC #ORBSV_ACL _QUEUE ,ORBSB_FLAGS (R9) ,20$% : xfer if not a queue
2:; gg% ; Handle the ACL segment queue here.
S7 28 A9 44F 955 MOVAB 0RB$h_ACLFL(R9).R7 ; else set address of queue head
2’ 57 O 453 959 MOVL R7.,R : copy address for later
N 658 57 108: MOVL (R?) ,R7 ; get address of next segment
58 57 ?1 4 ss CWPL  R7,R8 : end of the Line?
F 13 045C 95 BEQL sgi : xfer if so
S D& 04 6? CLRL R ; else preset segment size
55 8 A7 os AS 04 2 SUBW3 IACkic LENGTH, ACLSW_SIZE(R7) ,RS ; set segment size
6 0C AT 9 04 § MOVAB  ACL L_CIST(R7I,R6 ; set address of ACEs
o0 1 2 g‘ BRB 4 ; go do the ACL check
8&28 S ; Handle the descriptor vector here.
4 66
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v04-000 EXEEGET-AUD! = SEARCH FOR SECURITY AuDI g'SEP-19 4 8}:49:39 !SVS.SRCJSVSCHKPRO.HAR:1 ’ (9)
57 28 A9 ? 468 7 208: MOVL 2RESL_ACL,COUNY(R9).R7 ; get the number of descriptors
1 L6F s BEQL 0 ; xfer if no ACL supplied
58 2C A D 4 MOVL ORSSL_AgL_DESC(R9).R8 ; get address of descriptor list
55 8 g 47 0 383: MOVL (RB)+,R ; get a descriptor
144 47 71 408:  BSBW EXE%F{NDACL ; locate the sgccifiod type
1 28 F 47 7; BLBS R8.60 : xfer if in this one
0908 B8F B1 047 7 CMPW RO, #SSS_NOENTRY ; check for normal termination
4; 12 04 7% BNEQ 1108 ; 8:1: if error
CC 0B A9 E 4 75 BBS l?ﬁggv-ACL_OUEUE.0RB$B,FLAGS(R9).1 $ ; if a queue, go get next
E8 57 F 4BA 79 SOBGTR R $ ; else continue with next segment
A1 2 'D ; 508:  BRB 95§ : Go finish up
4LBF 78 : An ACE has been found of the desired type. Check to see if the success/failure
28: 939 ; status matches, and also that the access matches.
;o 61 9A 04LBF 9g§ 608$: MOVIBL ACESB _SIZE(R1),RO ; get ACE size
0 08 €2 &9; g SUBL #ACEST_AUDITNAME RO ; compute audit name length
01 g D1 049 984 CMPL RO, #1 : check for minimum size
& 19 8282 3 5 BLSS 1008 ; must have at least 1 byte of name
0469A 9 g : The following instruction depends on the (number and order of) registers
8232 3 g ; saved upon entering EXESGET_AUDIT.
07 10 AE E9 Ozge 38? BLBC 16(SP), 708 : xfer if final status is failure
49E 99; ; Verify that the success/failure status of the protection check matches the
0235 33‘ ; flags in the ACE.
OE 02 A1 00 EO 849 995 BBS #ACESV_SUCCESS,ACESW_FLAGS(R1),80% ; Xfer if success matches
05 11 04A 99; BRB 75% : Else go check next segment
07 02 A1 01 EO O0Q4AS 997 708: BBS #ACESV_FAILURE ,ACESW_FLAGS(R1),80$ ; Xfer if failure matches
A7 0B A9 01 EO O04AA 998 75$:  BBS #ORBSV-ACL_QUEUE,ORBSB_FLAGS(RY),108  : Else xfer if a queue
BA 11 28? 1893 BRB 20% ; ElLse must be descr list
23} }881 ; Now verify that the requested access is in fact enabled in the ACE.
04 A1 6A Dg 481 1 §§ 80$: BITL CHPCTLSL _ACCESS(R10) ,ACESL_ACCESS(R1) ; for desired access?
€1 13 0485 1004 BEQL  40% ; xfer if not, try another ACE
Sg 86 7D 04B7 1005 MOovaQ (R4)+,R ; get descriptor
5 84 Dg 4BA 1 0? MOVL (R4)+,R ; get return length address
gS 1 48D 100 BEQL 90% : xfer if return length not needed
65 8 30 4BF 1 88 MOVW RO, (RS) : else save 1t
63 52 00 08 Al S C &c% 1 90$: MOVCS  RO,ACEST AUDITNAME (R1),#0,R2, (R3} ; copy the journal name
50 81 D0 04C9 1010 958:  MOVL nsgt_uoam.no ; set success return
5 N 22& } }1 BRB 1" : go finish up
50 SIEG 8F 3C 4C 1 1§ 100%: MOVZIWL #SS$ }VA&L RO ; invalid ACL - set error
1FC 8F ge 28§ } }g 110%: :g:a #*M<R2,R3,R4,RS,R6,R7,RE> ; save work registers
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SBTTL EXESCHECKACL = CHECK FOR AN ACE IN AN ACL

+4

FUNCTIONAL DESCRIPTION:
This routine searches the specified access control List for an entry
that matches the specified rights List. If an entry is found, it
checks whether the entry grants the requested rights.

CALLING SEQUENCE:
JSB EXESCHECKACL

INPUT PARAMETERS:
ACCESS

(R3): bitmask of access requested
RIGHTSDESC (R4): address of rights Llist descriptors
ACL_LENGTH (R5): length of ACL segment
ACL (R6): address of ACL segment
IMPLICIT INPUTS:
NONE
OUTPUT PARAMETERS:
ACE (R1): address of ACL entry matched
IMPLICIT QUTPUTS:
NONE
ROUTINE VALUE:
SSS_NORMAL if matching ACE found and access is granted
SSS_NOPRIV if matching ACE found and access is denied

SSS_NOENTRY if no matching ACE is found
SSS_IVACL if the ACL structure is invalid

SIDE EFFECTS:
NONE

AR TR DA LA LR TR TR LR T T P T T P P T I R TR TR TR TR SRR L

+ENABLE LSB
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EXESCHECKACL::
03€4 8F BB PUSHR  #“M<R2,R5,R6,R7,R8,R9> ; save work regs d
59 Sg 08 MOVL R6.R9 : set address of the first ACE
S? ) C ADDL2 R3,.R : calc end of the ACL segment
S 59 00 108: MOVL R9.R : position to next ACE
56 57 N CMPL R7,.R6 ; more to go in this segment?
59 1E BGEQU 50 : xfer if not
50 7 O9A MOVZBL ACESB_SIZE(R?7),RO ;: get the size of the current ACE
& 13 BEQL 50$ ; xfer if at the end of the segment
04 0 " CMPL RO, #4 : check minimum ACE size
48 1F BLSS 4 : too small - error
59 §7 0 (1 ADDL RO,R7,.R9 : calc the end of the current ACE
56 9 N CMPL R9,R6 : beyond the end of the ACL segment?
' BGTRU 40% : xf,r f so, note error
EO 82 A7 9 59 BBS 0ACE$V DEFAULT,ACESW FLAGS(R?),108 . ignore default ACEs
1 01 A 0 7 CMPB ACE B_TVPE(R ).JACESE_KEVID ; else right type of ACE?
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BNEQ
ASSUME

CLRL
BICB3
MOVAL
CMPL
BGEQU
208%: MOVL
BSBB
BLBC
CMPL
BLSSU

E At this point
: rights lists.

$0s:  MowL
BICL3
aueo

MOVL
CHKACL _RETURN:
MOVL
POPR
RSB

: The ACL or an
: error for the

40s: MOVZWL
BRB

l'“O
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108 ; xfer if not, go try the next ACE
ACESV_RESERVED EQ 0

RO pre-clear hiah order part
#=<19ACES EEE >.Ace§u FLAGS(R?),R
Agitb KEY R ROJ,RB ; calc start of actual keys

check for non=null dontifior list
branch if null - bad ACE

(RB)* R ; get an identifier from the ACE
exesséAncu RIGHT ; see if the identifier is present
; xfer if it is not
; at the end of the ACE?
2 ‘ : loop 1f not

an ACE has been found whose identifiers are contained in the
Check for the desired access.

#SS$ _NOPRIV,RO
ACESC_ACCESS(R7) ,R3,R2
CHKACC _RETURN xfer if denied
#SSS_NORMAL ,RO else note successful

R7.R ; return matched ACE
I‘H<R2 RS ,R6,R7,R8,R9> ; restore work regs

preset status
check for access

ACE within the ACL has been found to be invalid. Note the
caller,

#5S$_IVACL,RO ; else set error
CHKATL _RE TURN : go finish up

3 The ACL does not contain the specified ACE. Note this condition.

§0s:  movZuwL
BRB

#SS$_NOENTRY,RO ; set error status
CHKATL_RE TURN ;: go finish up

.DISABLE LSB

et size of reserved area
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v04-000 EXESSEARCH_RIGHT = SEARCH RIGHTS DESCRIP 5-SEP-1984 8%:‘9:5? !SVS.SRCJSVSCNKPRO.HAR;l . (§1)

2: +SBTTL EXESSEARCH_RIGHT = SEARCH RIGHTS DESCRIPTOR FOR AN IDENTIFIER

GA +

LA

2: FUNCTIONAL DESCRIPTION:

LA This routine searches the specified rights segment for the given

22: identifier.

S4A CALLING SEQUENCE:

S4A JSB EXESSEARCH_RIGHT

INPUT PARAMETERS:
IDENTIFIER (R2): identifier being sought
RIGHTSDESC (R4): address of the rights segment descriptors

IMPLICIT INPUTS:
NONE

OUTPUT PARAMETERS:

ID_ADDRESS (R1): address of the ID quadword if found

DESC_ADDRESS (RS): address of the rights segment containing the ID
IMPLICIT QUTPUTS:

NONE

ROUTINE VALUE:
SS$_NORMAL if ID was found
SSS$_NOSUCHID if the ID was not found

SIDE EFFECTS:
NONE

LA TR PR TR PR P P P e T P P P P P PR P A PR PR PR A TR PR PR PR PR PR TR E T R

VU AU UYWAY WA YT U AU T T AT T T T T T T T e
o o O e e e O e e e o O e O e e

[elelelelelelelelelalelaleelelelelelelelelelelelelelelelel e ol el el el lolel=le el e =
OO NOA P OVINOMO PPl

ASSUME UICSK_UIC_FORMAT EQ 0
ASSUME UICSKTID FORMAT EQ 2
ASSUME UICSV_FORMAT EQ 30
ASSUME UICSK MATCH_ALL EQ =1
54 EXESSEARCH RIGHT::
SA DD 054 PUSHL R10 ; save work registers
o o i
SA 2; D gS MCOML Ré.RIO ; see if match-all specified
2 1 SS BNEQ 5 : branch if not
SA D 5S MOVL R2.R10 : set test mask to all ones
) D& 055 61 CLRL # ; search pattern is 2ero
Z 1" SE gi BRE 30% : and execute match code
4B 52 1t EO g 64 5%: BBS 038.R2.SOS : xfer if invalid identifier format
SA D& 056 65 CLRL R1 ; preset UIC mask {
5¢ D5 056 6? TSTL Rs : check for a UIC type identifier
0 19 Eg g BLSS 30% : xfer if not a VIC
sg gﬁ : Form a wildcard mask based upon the UIC entry in the ACE.

l
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SYSCHKPRO - CENTRAL PROTECTION CHECK ALsonxinn 16-SEP=1984 01:47: AX/VMS Macro V04=00 Page 25 SYS
v04&-000 EXE%SEARCH_RIGHT = SEARCH RIGHTS DESCRIP -SEP-1ggb 8 :49:3? !SYS.SRC]SYSCHKPRO.HAR:1 9 (il) Pse
O0003FFF 8F 52 0E 10 ED gg? }};1 CMPZV lUlC‘V-GROUP.lUICSS-GROUP.R$[SUICgK,HlLD?GROUP
; wildcard grou
3 18 ?F 117; BNEQ 10% : xfer if ngt y
SA D 1 1174 MOVL R2,R10 ; get the UIC with wild group
A B4 6 1175 CLRW  R10 : Zap the member for now
FFFF BF i B1 76 117? 108: CMPW RS SUICSK_WILD_MEMBER ; wildcard member? PSE
12 0578 117 BNEQ 20§ i xfer if not ——
gA 1 AE 57D 1173 MNEGW #1_R1 : else note it .
2 A CA g }}70 208: BICL R10,R ; mask out unneeded portions 3:@
583 1181 : At this point an identifier exists in R2. Now scan the rights List segments
g }} ; : to see if it exists within the rights lists.
55 84 Dg 5 1184 $%0s: MOVL (R4)+,RS ; else get address of a descriptor
23 ) 5 8 1185 BEQL 50% ; xfer 1f at the end...ID not found
53 35 ; 5 1" ; MOVZWL (Rg) R3 ; else get size of descriptor Pha
53 53  FD 8F 85 1 ASHL  #-3,R3.R3 : get number of entries -
R 9 5 § 1130 BEQL : xfer if none to check Ini
51 04 AS DO 0592 1189 MOVL 4 (RS) ,R1 ; get starting address Con
50 61 DO 0596 1190 40$:  MOVL  (R1),RO : get the identifier Fas
EB 1 8599 1191 BEQL 308 : xfer if no more Syn
50 A CA 0598 119; BICL R10,RO ; mask out any unneeded portions Pas
50 52 D1 059 119 CMPL R2,RO : ACE & rights Llist identifier match? Syn
OF 13 O05A1 1194 BEQL  60$ : xfer if so, next identifier please Pse
51 Og €0 O0SA3 1195 ADDL #ARBSS_RIGHTSDESC,R1 : point to next identifier Cre
ED S FS 05A6 1196 SOBGTR R3,40% : ?o tr‘ it Ass
P8 N 8;:3 }}g; BRB 30§ ; 1f exhausted, try next rights list The
50 21EC 8F 3C O0S5AB 1199 508: MOVZWL #SS$_NOSUCHID,RO ; set status m
03 N 8;80 }28? BRB 708 ; go finish up {22
SO 01 0O OSB§ 1;0; 60$: MOVL #5S$ _NORMAL ,RO ; set status 33
53 B8 0O 858 1203 70$: MOVL (SP)¥,R3 . restore work registers
S¢ 8E D0 0588 1204 MOVL (SP)+,Ré4
SA 8E D0 0588 1%05 MOVL (SP)+,R10
05 O05BE 1206 RSB : return to caller
Mac
K*
To
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The
, MA(
|
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CK ALGORITHM 16-SEP-1984 01:47: AX/VMS Macro V04=00
A PARTICULAR AC -SEP-19g4 8}:49:39 !SYS.SRCJSVSCHKPRO.HAR:1

«SBTTL EXESFINDACL = SEARCH FOR A PARTICULAR ACE IN THE ACL

> —
Do
o0
2
-
ox
om

+
+

FUNCTIONAL DESCRIPTION:

This routine searches the specified ACL segment for an entry
of the specified type.

CALLING SEQUENCE:
JSB EXESFINDACL

INPUT PARAMETERS:
TYPE

(R3): type code of ACE to find
ACL_LENGTH (RS): Llength of ACL segment
ACL (R6): address of ACL segment
PREV_ACE (R1): address of previously found ACE
IMPLICIT INPUTS:
NONE

OUTPUT PARAMETERS:
ACE (R1): address of found entry

IMPLICIT OQUTPUTS:
NONE

ROUTINE VALUE:
SS$_NORMAL if entry found
SSS_NOENTRY if entry not found
SS$_IVACL if ACL format is invalid

SIDE EFFECTS:
NONE

A AL AL R TE AT ETETE PR TR PR TE PR PR PR PR PR FE PR FPE PR PR PR TR TR TR TR R T R TR TR T ™

EXESFINDACL::

PUSHL R8 ; save work regs
PUSH R7
ADDL RS.,R6,R7 ; calc the end of the ACL segment
TSTL R1 ; any previous entry?
BEQL 10% ; branch if not
MOVZBL ASESB_SIZE(R1).R0 ; else get size of ACE
BEQL &4 ; xfer if at the end of the segment
ADDL RO,R1 : else point to the next one
BRB 20§
183: MOVL R6,R1 ; set up fur the first ACE
208: CMPL R1,R7 ; at the end of the ACL?
BGEQU  40% ; xfer if so, done for the moment
MOVIBL ACESB_SIZE(R1),RO ; else ?ot size of ACE
BEQL 40% ; Xfer 1t at the end of the segment
CMPL § L : check minimum ACE size
BLSS $ ; too small - error
ADDL RO,R1,R8 : and point to the next one
CMPL R8,R7 ; check end of ACE against ACL

T (gg)




SYSCHKPRO = CENTRAL PROTECTION CHECK A 0R1$HH 16=-SEP=1984 01:47: AX/VMS Macro V04=00 Page 27
v04-000 EXESF INDACL = SEARCH FOR A PARTICULAR AC -SEP-1924 83:59‘3? ¥SYS SRCISYSCHKPRO.MAR; 1 ’ (¥2)
0B 1A EE 1265 BGTRU ; xfer if out of range
53 01 Al 9N FO 1 69 CMPB A ESB_TYPE(R1).R3 ; found desired type’
lg 13 F& 126 BEQL S ; xfer if so, time to go
"9 ) Fg 126 MOVL R8 R1 ; advance to next ACE
o0 1 :B } 9 BRB 20§ ; go test for the end
50 21E4 sr 3C FB 1271 308: MOVZWL IBSS_IVACL.RO ; else set error status
A N 20 } ;; BRB 60% ; go finish up
S0 0908 8&F 3C 6§ 1274 408%: MOVZWL IBSS_NOENTRY.RO ; no entry found
03 N g g } ;S BRB ; go finish up
50 81 00 689 1 7? 508: MOVL OSSS NORHAL RO ; entry found
57 E D00 060C 1 78 60$: MOVL (SP)¥ ,R7 ; restore work regs
58 B8t Dg 60F 127 MOVL (SP)+.R8
05 0612 1280 RSB
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SYSCHKPRO = CENTRAL PROTECTION CHECK ALGORITHM 16=-SEP=1984 01:47: AX/VMS M V04~ P sY!
v04-000 EXESCHECKPROT 16— D0 ST ANDARG Sosu CHEC 'S-SEp-198¢ 03:40:38 JAYEVER Nacto v0ks00,a.1 P29 88, VO

+SBTTL EXESCHECKPROT_16 = DO STANDARD SOGW CHECK WITH WORD INPUT

+
+

FUNCTIONAL DESCRIPTION:

This routine performs the standard ''system - owner = grou? -
world'' protection check usina the information supplied. This
routine differs from EXESCHKPROT in that it expects a pointer
to a word protection mask input instead of a pointer to a
longword array.

CALLING SEQUENCE :
JSB EXESCHECKPROT

INPUT PARAMETERS:

PRIV_MASK (Rg): address of accessor privilege mask
ACCESS (R3): bitmask of access requested
RIGHTSDESC (R4): address of rights List descriptors
PROTECTION (R5): address of the protection word to use
OWNER (R6): owner UIC of object
IMPLICIT INPUTS:
NONE
OUTPUT PARAMETERS:
PRIVS_USED (R1): bitmask of privileges used to gain access

IMPLICIT QUTPUTS:
NONE

ROUTINE VALUE:
SS$_NORMAL: access is granted
SSS_NOPRIV: access if denied

SIDE EFFECTS:
NONE

-oo-ooooooororOrOOOONOMOFOOFOFOFOOFOOrOrOFOOFOFOFOOMOOFOOMOMOONOM

AN AN UNINUNUNIND = b b b o e o o e o o e o o o o e e o o o o o o o o e o o o ) ) o ol o o o o e o o o o e e o

O P NN 3 N O (D O NN N N AN AN NN N NN N

Be B0 00 009090909090 90090009000 0000 0000000000V VLV VEVEVE VeV VeV Ve Ve Be e N

(o lelelelelelelelelelelelelelelelelelecleleolelelelelelelele e

6
6 EXESCHECKPROT_16::
DD 06 PUSHL R10 ; save work regs
oD 06 PUSHL Rg
2 PUSHL i
PUSHL R
DD 06 PUSHL R
7E 65 04 6 EXTZV  #12,#4,(RS) ,~(SP) ; save the world protection bits
6E control access denied

BISL2  WARMSM C2NTﬁ0L (SP)
7E 65 04 gfgfg #8,#4,TRS) ,~(SP) save the group protection bits
EXTZV

control access denied

#ARMSA_cONTROL, (SP)
7€ 65 04 #4,04,TRS) ,-(SP) save the owner protection bits
7E 65 & EXTZV  #0,#4,(RS5),-(SP) save the system protection bits
b MOVL SP.RS save address of protection array
E MNEGL #1,-(SP) indicate entry type

LN AN AN N NN N NIPONONININININ) = b e e e e = —d ek 2 O O O O O O O O O OO OO O VOO VOV VOO0 |

O NS AN = OO 00 NN WS N = OO0 NN N S N — O 0 00 NOM W 8N LN = © 0 00 N0 N 8N LN —= OO0 00 N0 N S

e e e o ) el ) e el e D o el D D ) e e D D D D D o D D D B D D B D D D e D D D DD DB DB DD b B D DD D DD

o~
m
OOWVIOO O = OWVIVIWVIWVAW
> —=MOHOWOMVINN0 >
-y OMMeMeoMmMOoOCO
—-SMO MMM MOOD
(olelelelelelelelelelels
LA UAT LA L L L Lt L Ll Ll L L Ll Ll L Ll Ul il L L L Ll Ll U Ll L L L L L L A L L U N PO PO PO MO NN N AU NUNONONONONONONOND

oooronONONONO
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«SBTTL EXESCHECKPROT = DO STANDARD SOGW PROTECTION CHECK
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FUNCTIONAL DESCRIPTION: |

This routine p’rforms the standard ''system - owner - group -
world'' protection check using the information supplied.

CALLING SEQUENCE:
JSB EXESCHECKPROT

INPUT PARAMETERS:

N LN N NN NN NN N N RN N NN NN IS O

oo-ooooooooororOrOrOrOrOrOFOFOFMOMOMOMOr ™MD

Und U U Ul Ll U U U U U A A U L L N N RN N N N

(o oo o do AV LV AV IV IV IV IV IV LV IV T oD o b oF o oF o F o F W W

OO 00 NONN L AN = O O 00 O N S AN = OO 00 N ON N S5 LN = OO 00

LA LE TR TR TE TR TE PR PR PR PR PR PR R TR R TR TR TR TR TR T TR T TSR TSI TS T TS T T T T

PRIV_MASK (Rg): address of accessor privilege mask
ACCESS (R3): bitmask of access requested
RIGHTSDESC (R4): address of rights List descriptors
PROTECTION (RS): address of protection mask
OWNER (R6): owner UIC of object
IMPLICIT INPUTS:
82 NONE
06 OUTPUT PARAMETERS:
82 PRIVS_USED (R1): bitmask of privileges used to gain access

IMPLICIT OUTPUTS:
NONE

ROUTINE VALUE:
SSS_NORMAL: access is granted
SS$_NOPRIV: access if denied

SIDE EFFECTS:
NONE

it

o-ooororOrOrOrONOMOOOrOrOrOrOrOrOrOrOOOrONORONONONOM
- P OVIVIVIVI=SM O O OONVIWN = T I A A A A I A I AN A A A amamaaamaa A n-n X

— ) il ol il ) ol el el e il D D el = - - = - = - - —h = — — — — = ) = D ) D D D il D D il D D D D D i D D e D D D e D el e

063 3
0 g 36
0 6
063 6
063 6
0e3F 136
0e3F 133
0 7
0 75
g i
0 g 75 EXESCHECKPROT::
SA DD 3 79 PUSHL R10 ; save work regs
37 Db 063 137 PUSHL k7
53 DD 84 79 PUSHL  R3 :
7E D& 2 i? CLRL =-(SP) ; indicate entry type
8 4 § EXESCHECKPROT_CMN:
50 21 00 4 MOVL #SS$_NORMAL ,RO ; assume success
1 D4 4 4 CLRL R1 ; no privs used yet
SA 64 DO ) 5 MOVL (R4) ,R10 : get address of first descriptor
SA 04 BA DO g 9 movL a4 (rf0),.R10 : get the UIC from first descriptor
3 3 Check for owner access first since it will be the most common
56 SA D1 ? CMPL R10,R6 ; UICs match?
09 13 6 9 BNEQ 108 : xfer if not, on to the next test
57 04 A; D2 06 9; MCOML &4 (RS),R7 : get access bits
53 g CA 065 9 BICL R7.R : see 1 aicoss allowed
6 13 066 9% BeaL  Sof ¢ xfer if it is
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SYSCHKPRO = CENTRAL PROTECTION CHECK ALGORI*HH 16=SEP=-1984 147: AX/VMS Macro V04-00 P 0 sY!
v04-000 EXEECHECKPROT = DO STANDARD SOGW PROTECT g-SEP-19gk 81:49:38 XSVS.SRC]SVSCHKPRO.HAR:1 o (?6) VO
1395
} 39 : Try world access next.
57 0C AS D2 1398 108:  mcOML  12(RS),R7 : get access bits
5% S; CA 62 1 93 BICL R; Rg : 2oe if access allowed
& 13 g e }2 ? . BEQL 50§ i xfer if so
g%% }z i ; Since world access failed, try group access next
SA SA FOBF 9C 06 1404 ° ROTL  #=16,R10,R10 ; get accessor group in low word
58 56 FO BF 9C 69% 1685 ROTL #-16,R6,R8 ; get owner grogp ?g Low u:rz
58 A BI 278 1489 CMPW R10,R8 ; check for group number match
1 1 79 14 BNEQ 20% ;s xfer if not a match
SA CO00 8 B 678 1408 BITW #*XC000,R10 s check if UIC format accessor
1A 1 68% 1409 BNEQ sOS : branch if not = no group
57 08 A; D 6 1410 MCOML (RS5) ,R7 ; get access bits
53 § CA 0686 1411 BICL R7,R3 ; see if access allowed
2 13 8233 m; . BeaL 50§ : xfer if allowed
8233 }2}; : Try for group access via the system protection field and GRPPRV
0D 6; 22 E1 0688 1419 i BC #PRVSV_GRPPRV,(R2),208 ; branch if no GRPPRV
5 gS D2 O068F 141 MCOML  (RS),R7 ; get access bits
53 7 CA 069; 1418 BICL R7,RS ; see if access allowed
1F 15 0695 1419 BNEG 40§ : xfer if not allowed
51 10 (C8 0697 1420 BISL #CHPSM_GRPPRV,R1 ; else note GRPPRV used
mw N 8239 }2 1 BRE 50$% : go finish up
Ogg% }2 % ; Finally check the system protection field
09 62 1C EO §69C 1425 20$: BBS #PRVSV_SYSPRV,(R2),308 ; branch if no SYSPRV
00000000'9F SA 81 6A9 14 g CMPW R10.33EXE$GL_SYSUIE : s¥ston group?
00 1A 06A7 14 BGTRU  40% : xfer if not
57 65 D2 06A9 1428 30%: MCOML  (RS),R7 ; get access bits
53 57 CA 06AC 1429 BICL R7,R% : see if access allowed
05 12 O06AF 1430 BNEQ 40$ ; xfer if not allowed
51 01 (C8 0681 1431 BISL #CHPSM_SYSPRV,R1 ; else note SYSPRV used
03 N Oggg }2 g BRB 50% ; go finish up
6B6 1434 : Note that no access was allowed
06B6 1435 :
50 24 DO 8&3 }2 9 40$:  MOVL  #SSS_NOPRIV,RO
§ggg }: g : Finally, clean up the stack.
06 85 E9 0689 1440 508: BLBC (SP)+,60% : branch if normal ontr¥
b) 1 CO 06BC 1441 ADDL2  #16,SP ; else clean up protection array
S E D 6BF 146§ MOVL (SPS*.R ; restore one ro?
5 R & 6Ci 1443 60%: MOVL (SP)+,R ; restore remaining work regs
5 E D 6( 1444 MOVL (SP)+,R
58 E D 6C8 1445 MOVL (SP)+,R8
SA £ 8 6(B8 1449 MOVL (SP)+,R10
6CE 144 RSB : and return
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+SBTTL EXESCHECKACMODE = DO ACCESS MODE PROTECTION CHECK
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FUNCTIONAL DESCRIPTION:

This routine performs the access mode protection check. The
accessor access mode must be Less than or equal to the access

mode. For the per-access mode protection check, this must be
gru? :ordoach field in the access mode vector for which access
s intended.

CALLING SEQUENCE:
JSB EXESCHECKACMODE

INPUT PARAMETERS:
ACCESS (R3): bitmask of intended access
ACCESS _MODE (R4): access mode of accessor
MODE _PROT (R5): access mode protection vector

IMPLICIT INPUTS:
NONE

OUTPUT PARAMETERS:
NONE

IMPLICIT QUTPUTS:
NONE

ROUTINE VALUE:
SSS_NORMAL: access granted
SS$_NOPRIV: access denied

SIDE EFFECTS:
NONE

LI AT AT A TEZIEITETE A TE PR PR PETE PR PR PR FE PR FE FE FE FE PR PR PR PR PR TR PR PR PR PR R TR ™

OO OO OO OO OICICICITIOIOIOIIOIOIOIOIIOIOIOIOIOIOIOITY OOV

P S NN S — Np—p—g— y—p—yp—y——p—yp— g Y A N A N Y U N SN _———

T N T T T T T T T T T T T T T T T T TN YTy T T Yy Yy

OO OO OO OOV OOOOODEACCOCOC0 NN ~NNNNNNNNOOO O OO OOO O NN S © —

N D = © O 00 O N 8~ LN = © O 00 O N £~ LN = © O 00 O N NN — O O 00 ~ON V1 8~ iN) — OO 00 O NS N — OO Mm
-

EXESCHECKACMODE::
59 DD PUSHL R9 ; save work regs
58 DD PUSHL R8
50 ;4 D0 MOVL #SS$ _NOPRIV,RO : assume failure
04 S D1 06D CMPL RS, #% : value or vector?
07 1A gga BGTRU 10§ ; xfer if a vector
232 : Perform a simple access mode check.
55 S& D1 06DB CMPL R4 ,RS : else check for inner mode
1€ 1? 6D BLEGU 30§ : xfer if so
1F 1 22 BRB 40% ; else note failure
gE . Perform the per-access mode check.
g9 D4 06E 183: CLRL_  R9 ; reset index
gg go 9 (3 O06E 208%: SUBLY R9, 32 R8 ; compute bits left to test
59 8 59 sA 6E8 FFS R RB,R3,R9 ; find next access bit set
OF 13 04ED geaL 30§ : no more bits found - done
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SYSCHKPRO - ciumu. PROTECTION CHECK ALconﬁun 12-559-1934 8}:":33 !AX/VHS Macro V04=00 Page sg sy
v04-000 EXESCHECKACMODE = DO ACCESS MODE PROTECT S-SEP=-1984 03:49: SYS.SRCISYSCHKPRO.MAR; 1 (15) VO
Sg 89 9 €1 O06EF 1 9 ADDLY R .Rg.RB ; two bits at a time
5¢ 6 2 ; %D Fg 1 CMPZV  RB,#2,(RS),Ré ; accessor mode more privileged?
F F 1 s BLSSU & : xfer if not
E6 59 0 F2 6:2 } 3 AOBLSS #32,R9,20% ; move to next bit and loop

0 gl 08 9?! 1 1? 30%: MOVL #5S$ _NORMAL RO ; else set access allowed

8 E D 01 151; 408: MOVL (SP)¥,R8 ; restore work regs

59 BE Dg 8706 151 MOVL (SP)+,R9

0 707 1514 RSB : and return
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O NON=-DISCRETIONARY SECURITY CHECK

+
+

FUNCTIONAL DESCRIPTION:

This routine performs the non-dissrotionary security check, using
the specified security and integrity levels and category masks.

CALLING SEQUENCE:
JSB EXESCHECKCLASS

INPUT PARAMETERS:

coO COOOOOOOOC O
PORO > ENNOO © OO > 3> 3 > 3 0000000 0o 0o 0o 0o o Go 0o G0 G0 G Go G G G o G G0 G G0 G G0 G0 G0 G0 G 00 GO GO GO GO CO OGO GO0 G000 X

PRIV_MASK (Ri): address of accessor privilege mask
ACCESS (R3): bitnask of access requested
bit 0 => read
bit 1 => write
ACC_CLASS (R4): address of accessor's classification
MIN_CLASS (R5): address of minimum classification of object
MAX_CLASS (R6): address of maximum classification of object
IMPLICIT INPUTS
NONE
OUTPUT PARAMETERS:
PRIVS_USED (R1): bitmask of privileges used to gain access
IMPLICIT QUTPUTS:
NONE

ROUTINE VALUE:
SS$_NORMAL if access granted
SS$_NOPRIV if access denied

SIDE EFFECTS:
NONE

AL AT A LR TR P R L A A AT AT E TR PR PR TR PR PR PR PR TE FEAPE PRA PR PE A PR TR PR PR TR TR TR TR T

EXESCHECKCLASS::
CLRL R1

eleleleleleleleleleleleleleleleleli=i=l=l=lolelelelelelele] OO0 O0O0O0OCO

WVIAAWAUTIATIA WA A IWA WA A A AMAA AT AR A AT AL AR AT AIWAWIUVIWAWIVIWVIWVWAAALA NO
NNNOO-OOOO OO~ OO WAV S 85 85 85 85 85 85 8 8 8 LU N LA LN LN N NP PORNOPOPOPORONINUN) =3 b el s () =
N =2 OO 00 NN B N =2 OO 00 N O WA S LN =2 O O 00 N O A S LN = O O 00 O N 8 LN — O O 00 O N 8 LN = OO0 0 ~NO~

SNNSNNNNNNNNNN NN NN NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNSNSNSNSNSNSNSNSNSN MDD

[ lelelelelelelelelelele lelelele e le e e e e e it e i =l lelelelelelelelelelelelelelelealelelelelelelelelelele]

51 Dé ; no privileges used yet
E Check for read access requested.
5 ASSUME CHPSM READ EQ 1
30 53 E9 BLBC R3,10%
: Check the security level using the simple securrity property.
65 64 N y CMPB Sbsta_SEcun_LEV(RA).CLSSB_SECUR_LEV(RS) ; access > min?
69 1F 1 BLSSg $ : no, fail it
SO 04 AS 04 A4 gg 1 BICL CbSSO_SECUR_CAI(Rk).CLSSO_SECUR_CAI(RS).RO : low part OK?
61 1 BNEQ 60% : xfer if not
SO 08 AS 08 A4 Cs 1 BICLS E S$Q_SECUR_CAT+4(R4) ,CLSSQ_SECUR_CAT+4(RS5) RO ; high part OK?
59 1 g BNEQ $ :“xfer if high part checks out
i Check the integrity level using the simple integrity property.
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SYSCHKPRO = CENTRAL PROTECTION CHECK ALGORITHM 16-SEP-1984 AX/VMS M v04=-00 Pa 4
v04-000 EXEiCHECKCLASS = DO NON-DISCRETIONARY SE g EP-1834 8; gg !SVS SRC H KPRO.MAR; 1 o (?6)
1573 ;
01 A& 01 A 91 ; ; 1 7; CMPB gbiia_lNTEG_LEV(Rb).CLSSB_INTEG_LEV(RA) ; access < max?
5 1F Q7 157 BLSSg : no, fail it
SO O0C A4 OC 2A %g ; ? } ;? gagk 28230 INTEG_CAT(R6) ,CLSSQ_INTEG_CAT(R4) ,RO 3 lou pa;t 05?
: r
S0 10a 10K B 0731 1378 BICLY (LS80 INTEG,CAT+4(RS)  CLSSQ_INTEG_CAT+4 (R4) RO '1§n sore ox?
4 1 ; 3 } 7 : BNEQ T xfer if h‘gh part oos not check o
; 3 } ? E Check for write access requested.
3AS8 01 B ; g }5 g 3 BBC #CHPSV_WRITE ,R3,508 ; see if write access requested
; g } 5 : Check the security level using the star property.
66 66 91 07 1? 9 108: CMPB SbSSB,SECUR_LEV(Rb).CLSSB_SECUR-LEV(RA) ; access < max?
10 1F 0740 15 3 BLSS $ : no, fail it
SO 04 A4 04 Ab Cg 74 15 BICL SLSSO_SECUR_CAT(Rb) LCLSSQ_SECUR_CAT(R4) ,RO : low part 0K?
08 1 748 1590 BNEQ 0s : xfer if not
SO0 OR A4 08 A6 Cg 874A 1591 BICL3 SbSSO_SECUR-CAT*&(Rb) LCLSSQ_ SECUR CATOA(R&) RO ; high part 0K?
ofF 1 ;gg }gg; BEQL T xfer i high part chocks out
25 62 21 El 875 1?96 208: BBC #PRVSV_DOWNGRADE , (R2), 605 branch if no DOWNGRADE
51 08 (8 0;23 }sgs BISL #CHPSM_DOWNGRADE ,R1 ; else note the use
g;gg }ggz E Check the integrity level using the star property.
01 AS 01 A4 91 0759 1599 $0s CMPB CLSSB_INTEG_LEV(R4) ,CLSSB_INTEG_LEV(RS) ; access > min?
10 1IF 8758 1600 BLSS 40% : no, fail it
SO O0OC AS OC 6: %g O;g }281 ghgk Cbgiﬂ INTEG_CAT(R4) ,CLSSQ_INTEG_CAT(RS) ,RO 3 l?H p?;t 05’
: xfer no
50 10 AS 10 A4 Cg 8768 160§ BICLS gLSSO INTEG_CAT+4(R4) ,CLSSQ_INTEG_CAT+4(R5) ,RO ; high part 0K?
o 1 ;9§ }gog BEQL ; branch if 0K
07 62 2 &1 ot 16§$ 40$: BBC #PRVSV_UPGRADE, (R2) ,60% : branch if no UPGRADE
51 & (8 ;;; 1208 BISL #CHPSM_UPGRADE, R ; else note the use
S0 O 8? ;;z }g?g 508: :ggL #SS$_NORMAL ,RO ; note access granted
50 24 DO 8778 1611 608: MOVL #SS$_NOPRIV,RO ; note denial of access
05 0776 1612 RSB




ROUTINE VALUE:
SSS_NORMAL: access is granted
SS$_NOPRIV: access is denied

SIDE EFFECTS:
NONE

8
SYSCHKPRO = CENTRAL PROTECTION CHECK ALGORI?HH 16-SEP=-1984 147 AX/VMS Macro V04=00 Fa b SYS
V04=-000 EXESCHEC BYPASS = CHECK FOR BYPASS OR R 8-3Ep-19 4\8}:49=33 [SYS . SRC1SVSCHKPRO. MAR; 1 * i Vo4
2t 1614 .SBTTL EXESCHECK_BYPASS = CHECK FOR BYPASS OR READALL PRIVILEGES
i 118 o
18 : FUNCTIONAL DESCRIPTION:
620 : This routine checks for either the BYPASS privilege (regardless of the
621 : access desired) or the READALL privilege and read access. In which
g i : case, success is returned. Otherwise access is denied.
624 : CALLING SEQUENCE:
g 5 ; vSB EXESCHECK_BYPASS
853 : INPUT PARAMETERS:
628 ; STATUS (RO): protection check status so far
629 PRIV_MASK (Rg): address of the accessor privilege mask
g ? : ACCESS (R3): bitmask of access requested
gg : IMPLICIT INPUTS:
: NONE
: OUTPUT PARAMETERS:
: STATUS (RO): success or failure, depending on privs
: PRIVS_USED (R1): bitmask if privileges used to gain access
: IMPLICIT OUTPUTS:
: NONE

EXESCHECK _BYPASS::
CCRL R1

SNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNSNNNNNNSNNN
OO OO0 00000000 N NN NN NNNNNNNNNNNNNNNNNNNNNSNNSNNNNNNNNY
e i i il el ol el s il el e el el e ) ol ol il ol i ol ol ol el el el il e e el e el el el e e el el el el el el el el el o S D e e e e e e =, T

oooorororOrOrOFMONOOFOOOOOrOFOFOFOFOCOFOOrOrOrOOrOrOrOrOrOOONO
OO ONONONONON OO WY WNYWNMIAAWNAWAWAVWAWAA BN 35 85 85 8 5 8 8 8 8 W U NN
00 NOM NS LN = OOV O NN NS N = O 0 00 N N 8 N = OO0 O ~N O N o~

[=lelelelelelelelelelelelelelel el el e ittt rlelelelelelelelelelelelelelelelelelelsoleleleleleelolelelels]

51 D& : no privs used so far
26 50 N CMPL Rg #SSS_NOPRIV ; see if we are in fact checking NOPRIV
09 13 BEQL 10$ : Xfer if so, see if privilege override
000021E4 BF 50 D1 CMPL RO, #SS$_IVACL ; Else check for an invalid ACL
It 12 BNEQ 40§ : Xfer if error cannot be overridden
95 i El 108: BBC #CHPSV_USEREADALL ,R3 803 ; xfer if READALL not applicable
5 & E1 BB(C #PRVSV READALL , (R2),208 ; branch if no READALL
N 0 (8 BISL2 lgHPtn_READALL.R1 ; else note READALL used
Y 47, BRB 30% ; successful
06 62 10 E1 079 20%: BBC #PRVSV_BYPASS,(R2) ,408 ; branch if no BYPASS
51 02 (8 ;: BISL2 #CHPSM_BYPASS,R1 ; else note BYPASS used
SO0 O 32 7A 308: MOVL #SSS_NORMAL RO ; set success
;: 40$: RSB : and return to caller ‘
7TA7 .END
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SYSCHKPRO
Psect synopsis

PSECT name Allocation PSECT No. Attributes

s MR 88880800 ( ) 00 ( 0.) NOPIC WUSR CON ABS LCL NOSHR NO

$ABSS 0000 ( ) 01 ¢ 1.) NOPIC USR CON ABS LCL NOSHR

Y$EXEPAGED 000007A7 ( 1959.) 02 ( 2.) NOPIC USR CON REL LCL NOSHR
o= e= cecosceececeee
i Performance indicators i

Phase Page faults CPU Time Elapsed Time

Initialization 29 00:00:80.03 00:00:81.52

Command processing 110 08:80: g.k 80:00: 4.8

Pass 1 &N 00: 8:1 .39 0:00:47.90

Symbol table sort 0 00:00:01.97 00:00:08.13

Pass 350 80:80:85.47 08:80:1 .56

Symbol table output 25 0:00: 0.18 00: 0:00.4;

Psect synopsis output 2 00:00:00.0 80:00:00.0

(ross-reference output 0 00:00:02.09 0:00:00.00

Assembler run totals 929 00:00:23.¢4 00:01:20.28

The working set Limit was 1950 pages.

91137 bytes (179 pages) of virtual memory were used to buffer the intermediate code.

There were 70 pages of symbol table space allocated to hold 1228 non-local and 94 local symbols.
1668 source Lines were read in Pass 1, producing286 object records in Pass ¢

33 pages of virtual memory were used to define macros.
fmmneccccccccccccccccccccaa- %
i Macro Library statistics i

Macro Library name

_$2558DUA28:[SYS.0BJILIB.MLB;1 13
$2558DUA28: [SYSLIBISTARLET.MLB; 2 15
TOTALS (all Libraries) 28

1325 GETS were required to define 28 macros.

There were no errors, warnings or information messages.
MACRO/LIS=LIS$:SYSCHKPRO/0BJ=0BJS:SYSCHKPRO MSRCS:SYSCHKPRO/UPDATE=(ENHS:SYSCHKPRO) +EXECMLS/LIB
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V04=00
HKPRO.MAR; 1
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NOWRT NOVEC BYTE
WRT NOVEC BYTE

D WRT NOVEC BYTE
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