& Nl ~N & o [ L= Ees W £z 2 Wb &R D )
a1l > ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~
|
|
|
~
=
-
wuwv VWV
Vv VVLVBVVWV
Vv VWK
Vv wuwv Vnunv
Vv wVwuwv Vv
v Vv Vv
v vy Vv
Vv 1.1 Vv
Vv Vv Vv
v wunwv Vv
v Vv v
Vv wunn Nwv
VBV ;v
DNV Vv
VBNV Vv
B Do B B o B
B D= B 3= = D=
> 3= 3= 3 3 3
B 3 >
> 3= >
> 3= >
> e 3= Do B B B B B B B D
= 3= 3= 3= 3= 3= = 3= 3= D= 3= D=
= 3= 3= 3 D= 3= = D= B Do = B
> 3= =
> 3= >
> 3>
D= 3= 3= = 3= =
= 3= 3 3 3 B
3= 3= 3= 3= 3= >
v VVVIVLVBIWKL
nuwv VWL
Vv VNNV WV
VW Vv Vv
Vv Nwv Vv
Vv wuwm 171
17 VDOV Vv
Vv 17,2717 Vv
Vv Vv Vv
NV Vv Vv
VAW VAV Vv
wnuwv wun Vv
DDAV Vv
VDN NWY Vv
VBNV YY)




**F [LE*+]D*+SECAUDIT
SSSSSSSS EEEEEEEEEE cccccccc AAAAAA uu Uu DDDDDDDD 111111 TITTITITIY
SSSSSSSS EEEEEEEEEE ccccccce AAAAAA uu Uu DDDDDDDD 111111 TITTITTTTITY
SS EE CC CE AA W uu DD DD 11 1T
SS EE cC Ak AA  UU uu DD DD 11 1T
SS EE cC AR AA W Uuu DD DD 11 1T
sS EE cC AA AA  UU U DD DD 11 1T
SSSSSS EEEEEEEE cC AA AA W uu DD DD 11 17
SSSSSS EEEEEEEE cC Ah AA W Uu DD DD 11 17
SS EE cC AAAAAAAAAA UV Uuu DD DD 11 1T
SS EE cC AAAAAAAAAA LU Uu DD DD 11 1T
SS EE cC AA AA W U DD DD 11 1T cess
SS EE cC AA AA W uu 0D DD 11 17 cese
$SS5SSSSS EEEEEEEEEE CCCCCCCC  AA AA  UUUUUUUUUU DDDDDDDD 111111 17T cess
SSSSSSSS EEEEEEEEEE CcCccccc AA AA  UUUUUUUUUU DDDDDDDD 111111 T cene
LL 111111 SSSSSSSS
LL 111111 SSSSSS8SS
LL 11 SS
LL 11 $S
LL 11 $S
LL 11 $S
LL il SSSSSS
LL 11 $SSSSS
LL 11 $S
LL 11 SS
LL 11 SS
LL 11 SS
LLLLLLLLLL 111111 SSSSSSSS
LLLLLLLLLL 111111 SSSS5SSS




SECAUDITY
Table of contents

W
|

N N St

4
? i

= SECURITY AUDITING ROUTINES

nd Assum tlon1
T - Ev’n Auditing Routine
nes

Declara ?

ng rout
D!

t

t
NSASEVEN
Record b
JOURNAL

ALARM_REC
Arglist P

D
i
RD = Journal the ?udit record
Generate Secur

t‘ Al?ru
et Entry Insertion Routines

16=-SEP=-1984 01:10:21

VAX/VMS Macro V04=-00

Page

0

FEERRS It

SE(
Psi



V06000

= SECURITY AUDITING ROUTINES i 1?:55?-}332 8;319326 AX/VMS Ma

VIS SN S5 25 B B 85 B B B B G A A A A A A PO NI NI RO RI NI NI RININD — —b b b b b b b b b

NN LS AN = OO 00 NN N 8 N = OO 00 NOM NS N =2 O O 00 NON W 8~ LN =2 © 0 00 NON N B LN — OO 00 O N B i) —

TR R A e T TR R A R P R PR PR PR PR PR PR A DA R PR P DR PR T TR T T Y

*
]
*
*
*
*
*
*
*
*
*
*
*
*
*
L
w
*
®
*
*

g

¢
SEP- SYS.SRCISECAUDIT.MAR;1

TITLE SECAUDIT = SECURITY AUDITING ROUTINES
IDENT §V86-860'

A AL AARAAAAAAARARRRRRR R R R R R it it it ittt zitiilsg]

COPYRIGHT (¢) 1978, 1980, 1982, 1984 BY
DIGITAL EQUIPMENT CORPORATION, MAYNARD, MASSACHUSETTS.
ALL RIGHTS RESERVED.

THIS SOFTWARE IS FURNISHED UNDER A LICENSE AND MAY BE USED AND COPIED
ONLY IN ACCORDANCE WITH THE TERMS OF SUCH LICENSE AND WITH THE
INCLUSION OF THE ABOVE COPYRIGHT NOTICE. THIS SOFTWARE OR ANY OTHER
COPIES THEREOF MAY NOT BE PROVIDED OR OTHERWISE MADE AVAILABLE TO ANY
?g:ﬁgrggsggﬂ. NO TITLE TO AND OWNERSHIP OF THE SOFTWARE IS HEREBY

THE INFORMATION IN THIS SOFTWARE IS SUBJECT TO CHANGE WITHOUT NOTICE
?ggpogz??ha NOT BE CONSTRUED AS A COMMITMENT BY DIGITAL EQUIPMENT

DIGITAL ASSUMES NO RESPONS
SOF TWARE ON EQUIPMENT WHIC

BILITY FOR THE USE OR RELIABILITY OF ITS

IBILIT
H IS NOT SUPPLIED BY DIGITAL.

LA A A RAAA AR R Rt R R R Rt R R RRdRRRRt Rt RRR R0 20

+
Facility: Executive

Abstract:
This module contains the centralized Security Auditing routines.

Enviornment:
VMS Paged Exec - Kernel mode

Author:
R. Scott Hanna, CREATION DATE: 04-Mar-1983
Modified by:

v03-009 ACGO425 Andrew C. Goldstein, 27=Apr=1984 11:06
Move code to a gaged psect (and fix up the one leg
at elevated IPL).

v03-008 MHBO119 Mark Bramhall 26-Mar-1984
Support mandatory auditing flag NSASx_ARG_FLAG_MANDY.
Have mandatory auditing imply alarm for now.

v03-007 RSHO108 R. Scott Hanna 28-Feb-1984
Change time field in security auditing record header
from a longword to a quadword.

v03-006 RSHO094 R. Scott Hanna
Changes for field test

01-Feb-1984
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SECAUDIT = SECURITY AUDITING ROUTINES 16-SEP-1 AX/VMS ro v04-00 P
V042000 §-SEP-198¢ B3:l0:2h MANCVER hREra 8 Yt a0R:1 e %
v03-005 RSHOO?Z R. Scott Hanna 06=-0ct=1983
hango journal name and access mode. ELiminate PROT and
FLAGS keywords from $SASSJUNL_S.
v03-004 R H0066 R. Scott Hanna 15-Sep=-1983
x problem in ALARH FORHAT JFILACC.
v03-003 RSHO061 R. Scott Hanna 06-Sep-1983

Modify PRVSKEYUORD routino to not return kc‘uord length.
Remove trai ? CRLF from alarm nossagcs. ange

BUILD RECORD DTPKT to reference 1 ze as a word.
Changé ALARM_RECORD to set SECURITY privilege in OPCOM
message header. Fix problem in ALARH FORMAT PRVHSK related
to bogus privilege bits.

v03-002 RSHO04S R. Scott Hanna 4=Jul-1983
eplace tem orar; OPCSM_NM_OPER1 and OPC$_RQ_RQST with
PCSM_NM_SECURITY and OPC$_RQ_SECURITY

v03-001 RSHO038 R. Scott Hanna 17-Jun-1983
Make chun?es due to the addition of NSASL_ARG_COUNT in
$NSAARGDEF .

OO0 NNNNNNNN~N~NoOo OO OrOOrOrONONOMVYWY

- OO 00 NON N L NN = OO 00 NON N 8 LN — OO0 00

AEA TR TR PR PR PR PR PR PR TR PR PE A TR PR PR TE TR DA P PR TR F R 11

OO0O0O00O00O00O0O0O0O0O0O0O0O0OOC
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Declarations and Assumptions -SEP-1 SYS.SRCISECAUDIT.MAR;1

N

.SBTTL Declarations and Assumptions
Define Symbols

4
:
g $SOSCDEF : ?unont doscriptor defs
$SIPLDEF 3
0 $JIBDEF 3 Job lnforaation Block defs
91 $SMSGDEF ; Operator message defs
9§ SNSAARGDEF : Auditing argument List defs
00 9 SNSAIDTDEF : Auditing impure data table defs
88 4 SNSARECDEF ; Auditing record defs
5 SOPCDEF ; Operator class defs
8 ? $PCBDEF : Process control block defs
$PRDEF : Processor register defs
8 98 $SPRVDEF ; Privilege bits defs
0 99 SPSLDEF ; Processor status longword defs
00 100 $RSNDEF : Resource wait defs
000 101 $SBDEF : SCS System Block defs
8 8 } i $SSDEF ; System service defs
8888 }§g ; Minimum size in record to allow insertion of another packet
00000010 8888 }89 REC_MIN_SIZE_LEFT = NSASK_PKTHDR_LENGTH*4
8888 }83 ; Make sure that the largest record will fit in the buffer
8888 }}? ASSUME NSASK_REC_MAXLENGTH LE NSASS_IDT_RECORD_BUF
0000 11; ; ALL code is pageable.
0000 M
00000000 114 PSECT YSEXEPAGED
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.SeTTL NSASEVENT _AUDIT = Event Auditing Routine

NSASEVENT_AUDIT - Event Auditing Routine

FUNCTIONAL DESCRIPTION:
This routine is called when an ouditablo system event occurs. It
takes the data in the argument List and builds th;ouourna record.

The record is then written to sht security audit rnal and/or
sent to OPCOM to print a security alarm message.

>
c»

Z\

w

>
O OO O OO O O~ O VYW WIWAWAAAWNLES 85 85 85 85 55 55 55 55 5 W A A U L L U PO PO NONONONONONOND) b 3 b e e OO

This routine must be called in KERNEL mode at IPL 0 in the context
of the process which caused the event being audited.

CALLING SEQUENCE:
CALLS or CALLG to NSASEVENT_AUDIT

LA TE TEPE A TR PR PR TE PR TR FE FEPE FE PR TR PR PR PR PR FE PR PR TR TR

INPUTS:
AP = Pointer to the event argument list. Event argument lists are
defined by the SNSAARGDEF macro.
OUTPUT:
RO = status of operation
R1 = Destroyed
OFFC .ENTRY NSASEVENT AUDIT “M<R2,R3,R4,RS, R6 R7, RB R9,.R10,R11>
56 00000000'9F D MOVAL  @#NSAST IDT,Ré Get ngure data block pointer
57 MOVL  G*SCHSGC cuﬁpca ar ; get PC

00000000°'GF D
7 0

; MOVL #13PSLSC KERNEL ,=(SP) ssume kernel ast's enabled
02 0D A 00 E¢

BBSC IPS%SC KERNEL PfBSB ASTEN(R?7), 1$ Br if kornel ast's enabled

= bbb g =ml=lelelel=d=imil=lolmi=l=lelelalalololelelelalalolnl=la]

(=lelelelelelelelelelelelid=d=i=l=llolelalalelelalalela]
et bbbttt b md il lelelelolelolololelclalalalelal=lal= T {00

LagleJo T QWHWE N Tl - LY S lad J. Vel Slelelelelalelelelalelelelalelelelalelelalalalalalalelelelal= IR
GO NS LN = OOV O N WS N = OV NOM NS N = OO0 00 NO N S AN = OO NN NS AN = OO0 ~NI0N —i—

CLRL (SP : ‘Kernel ast's were not enabled
1%: BSBB BUILD_RECORD_DT ; Build the record descriptor table
01 00 MOVL #1,R8™ : Init record number
59 0437 Cé6 gs MOVAL NS‘ST _IDT_RECORD_DT+1(R6) ,R9 . Get record descr table pointer
0081 28: BSBW BUILD RECORD : Build the record
01 E1 BBC #NSAST ARG FLAG JOURN - : Br if this record is
06 08 AC NSASB KRG FLAG(AP),3 : ...not to be ournalod
9118 30 BSBW JOURNAL _RECORD ; Journal the record
17 5 sg BLBC RO,SS : Br if error
3s BITB 0<NSASH ARG_FLAG_ALARM!- : Alarm and/or
NSASM™ARG_FLAG MANDY>, = : mandatory audit
08 AC 5 ugnsa ARG_FCAG(AP) : for this record?
g 1 BEQL 4 : Br if neither
01 BSBW AbARn RECORD : Alarm the record
gB 50 s BLBC 3 Br it error
FFDE 58 01 2‘ 3 86 D ‘8 ACBB nsA T_107 necgno DT(R6),#1,R8,28"; Br if more records
9 1 g 4 MOVL #55$_ROR Roturn success
0D A 6E ? 20 5% g%?ﬂ (SP), PCBSB ASTEN(R?) : Restore kernel ast enable bit
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. ecord bu ng routines
:E } §gTTL R d buildi i
2% }; ; BUILD_RECORD_DT = Build the record descriptor table
2% };g ; FUNCTIONAL DESCRIPTION:
:E };9 3 This routine builds the record descriptor table.
2% };3 ; INPUTS:
4 180 ; R6é = Impure data block pointer
22 } 1 3 AP = Pointer to the event argument Llist.
82% } g : OUTPUT:
82% } - B NSAST_IDT_RECORD_DT(R6) = The record descriptor table
04E 139 : RO-R4,R9-R11 = Destroyed
006 189 ° "
806E 190 BUILD_RECORD DT:
51 0437 C6 DE 065 191 MOVALC  NSAST_IDT_RECORD_DT+1(R6),R1 ; Init packet pointer
FF A1 01 DO 085 19§ MOVL #1,-1TR1) : Init rec count, flgs, & pkt count
54 09 AC 9A 8 57 19 MOVIBL NSASB_ARG_PKTNUM(AP) ,Ré4 : Get total number of packets
4 13 0058 194 BEQLU 7% ; Br if none (header only)
53 0C AC DS 05D 195 MOVAL  NSAST ARG LIST(AP) ,R3 : Init arglist pointer
9 1 061 196 BSBB GET_NEXT_PKT ; Get first pkt type, size, addr
- R 06; 197 BRB 5% ; Init first record
45 10 006 198 18: BSBB GET_NEXT_PKT ; Get next pkt type, size, addr
50 4 €2 0067 199 28: SUBL #NSKSK_PRTHDR_LENGTH,RO ; Subtract out packet header size
50 A DI 806A 00 CMPL R10,R0O : Will packet fit in current rec?
13 15 006D 01 BLEQ 3% : Br if yes
10 50 01 8$F g CMPL RO,#REC_MIN_SIZE_LEFT ; Put part of pkt in this rec?
& 19 2 BLSS 4% : Br if no
7€ 58 0 C1 0074 4 ADDL RO,R11,-(SP) ; Save remaining address
7€ SA 0 (3 0078 05 SUBL RO,R10,-(SP) ; Save remaining size
SA 50 D00 007C 09 MOVL RO,R10 : Size = size left in record
62 gl 90 87F 8 MOVB ANSASH REC_FLAGS_PKTCON, (R2) ; Indicate packet continuation
81 9 80 ; s 38: MOVW R9, (R17+ : Insert pkt t¥po in descr table
81 gk 88 0 0 MOVW R10, (R1)+ : Insert size in rec descr table
81 g D 088 10 MOVL R11,(R1)+ ; Insert addr in rec descr table
01 A 9 8 " INCB 1(R2) : Increment packet count
50 S5A 3 8E 1; SUBL R1g RO ; Subtract out packet size
?i 1 TST8 (R2§ : Is curr gkt cont in next rec?
1 9 14 BEQLU 6% : Br if no
SA_ BE 7D 9 15 Mova (SP)+,R10 : Get remaining size and address
0436 86 6 98 19 4$: INCB NSAST _IDT _RECORD DT(Ré) : Increment record count
50 0384 BF c 9C 17 5§8: MOVZWL #NSASS IDT RECORD BUF=- - ; Init size remaining
Al ls NSASK_RECHDR_LENGTH,RO
2 N m Al 1 MOVL R1,R2 ; Get new flags byte pointer
8} ? :‘ ? gkgu 5:‘)0 ; Init flags byte and pkt count
BA gk FS As § 93: SOBGTR R&,18 ; Br if more packets
05 AB $: RSB
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AC § 144
:E 9 : GET_NEXT_PKT = Get next data packet information
:E : FUNCTIONAL DESCRIPTION:
AC : This routine returns the type, size, and data address of the next
:E - packet to be placed in the record.
AC : INPUTS:
AC 4 ;
:E 9 2 R3 = arglist pointer
§:E 9 : OUTPUT:
AC 3 ; R3 = updated arglist pointer
AC 40 ; R9 = packet type
AC 4 ; R10 = Rlcket size
AC 4; : R11 = Address of packet data
~ T R
AC 245 GET_NEXT _PKT:
59 83 gc AC 6? MoviwL (R3)+,R9 : Get packet type
SA g! C AF 4 MOVZWL (R3)+,R10 ; Get ar?unont passing mechanism
04 A D 08; 48 CMPL R10,#NSASK_ARG_MECH_DESCR ; Determine arg passing mechanism
15 13 008 49 BEQLU 1% : Descriptor
18 1A 0087 50 BGTRU 2% : Address af descriptor
SA 78 0089 51 ASHL R1g #1.R10 : Value R10 = size
63 DE 008D si MOVAL  (R3J,Rf1 : R11 = address
og €1 00C0 25 ADDL o;.n{o -(SP) : Round size up to next longword
03 CA 00C4 gk BICL2 #3.(SP}
8E g? EZ SS sggL £§§)0.R3 ; Point to next argument
gg {2 §E§ SZ 1$%: gggn §§3)+.R10 : Get size and addr from descr
Q 70 00D g9 is Mova a(R3)+ _R10 ; Get size and addr from descr
SA  3C 00D& 60 3% MOVZWL R10,R10 ; Convert first lLongword to size
05 00p7 61 4% RSB
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_RECORD = Build a record

ONAL DESCRIPTION:
This routine builds a record

INPUTS:

9 = In uro data block pointer
R pointer

s =z Rocord sequence number

R9 = Record descriptor table pointer

OUTPUT:

AX/VMS Macro V04=-00
SYS.SRCIS

SEC U IT.MAR;1

R9 = Updated record descriptor table pointer

NSAST_IDT_RECORD_BUF (R6) = Record
RO=R5,R10-R11 = Destroyed

Get record descr pointer
Get record address

Init the record descriptor

Page

CORD:
MOVAQ  NSA$Q_IDT_RECORD_DESCR(R6) ,R10 ;
MOVAL  NSAST"IDT"RECORD BUF (R6),R$ ;
MOVL #NSASR_RECHDR LERGTH! - 3
<DSCSK_DTYPE Ta 6! =
gscsx LASS-S@24>, (R10)
MOVL
:835 ug&sL ARG IDCAP), (R3)+ ;
MOVB Nsist lDT RECORD_DT(R6),(R3)+
MOVW (R9)+ (R3T+ :
ADDW3  #NSASK_PKTHDR_LENGTH, (R10), (R3)+";
MOVW  #NSASK PKTHDR™LENGTH. (R3)+ ;
MOVL  PCBSL EPID(R?Y, (R3)+ :
MOV@  G*EXESGQ svsvxns (R3)+
MOVAB  G*SCSSGA~LOCALSB+SBST_NODENAME, n1
MOVZBL (R1)+,RO™
MOVCS RO (ni ,#*X20 nsass _NODENAME , (a35
MOVAB Pcésr_LuAne rR?), :
MOVZBL (R1)+ RO ;
MOVCS RO, (RT),#*x20, npcssg LNAME , (R3) :
movcs #JiBssS usenuanEoJxa s _ACCOUNT,= :
aactsst ?iERNAHE.
movzeL -1(r9).R ;
BEQLU 2% 3
MOVW (R9)+,(R3)+ :
ADDW3  #NSASK_PKTHDR_LENGTH, (R9),(R3) :
ADDW? (R )+.tn18) :
MOVCS  (RO)+.3(R9)+, (R3) :
aggera R11,1$ :

Insert record type
Insert record sequence number
Insert last soqucnco number
Insert f vs byte & pkt count
Insert of set to first packet
Insert packet header size
Insert EPID
Insert event time
é got node name ASCIC pointer
et si
lnsort node name
éot process name ASCIC pointer
Get size
Insert
Insert

rocess name

Get number of packets
Br if none

Insert packet type
Insert tackct size
Add pac ct s zo to record size
Insert field in packet
Br if more packets

sername and Account name
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}2: 1§ :igTTL JOURNAL _RECORD = Journal the audit record

}2: ; JOURNAL _RECORD = Journal the audit record

14 ; : FUNCTIONAL DESCRIPTION:

14A & This routine assigns a channel to the security audit journal, (if it

}2: 5 : has not been assigned already), and writes the event record.

14A z : INPUTS:

}2: 3 g R6 = Impure data block pointer

14A 1 i OUTPUT:

14A i : RO = Status of operation

}2: g : R1 = Destroyed

14A 9 : NOTE: This routine has been removed. It will be replaced when Journaling is

14A : supported.

Ten 338 T

14A 40 JOURNAL _RECORD:

50 0 Dg 014A 41 MOVL #SS$_NORMAL ,RO
05 0140 42
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}:E 22 .§ETTL ALARM_RECORD = Generate Security Alarm
14 348 ; ALARM_RECORD = Generate Security Alarm
}25 2 ; FUNCTIONAL DESCRIPTION:
}:E S ; This routine sends the security audit record to the OPCOM process
}25 : INPUTS:
14E L : 9 = Im ure data block pointer
}2% I R7 = PCB pointer
}zg s? : OUTPUT:
14E g : RO = status of operation
14E 60 ; R1=R5 = Destroyed
-
14E 65 ALARM_RECORD:
53 66 DE 014E 64 MOVAL  NSAST_IDT _ALARM_HDR(Ré6) ,R3 ; Get alarm header address
83 08 B0 0151 65 MOVW IH§G$ “OPRAST, (R3) + : Insert message type
83 B4 0154 69 CLRW (R3) : No reply mailbox
81;6 () ASSUME PRVSV_SECURITY GE 32 : Assume SECURITY in second longword
83 04 01 S 68 CLRL (R3)+~ : lero first longword of mask
83 40 BF 9A 015 ?9 MOVZIBL #<13<PRVSV ;ECUR;TY-32>> .(R3)+ : Insert security mask
83 008C C7 Dg 15C 0 MOVL PCBSL UIC(R ; Insert UIC
1% 2 161 71 MOVC3  #JIB$S USERNAME+JIB$S_ACCOUNT,=- : Insert Username and Account name
63 00000000 9F 3163 7; a#CTLST_USERNAME, (R3)~
83 B4 0169 7 CLRW (R3)+ lero base priority and spare bytes
83 00010007 g; 02 }93 ;g ?EXt l<gPCSﬂ NM_SECURITYaB8+0P(CS_RQ SEfURITY) (R3)+ ; Insert opcom header
53  042E C6 C 174 76 MOVZWL NSASQ_IDT_RECORD_DESCR(R6) ,R3 ; Get record size
53 26 €O 0179 77 ADDL2  #NSASS IDT ALARM”HDR,R3 : Add header size
55 00000000°'GF DE 817§ 78 MOVAL  G*SYSSGL_OPRMBX,RS ; Get UCB addr of operator mailbox
S« 66 DE 01 79 18: MOVAL  NSAST IDT ALARM_HDR (R6) ,Ré4 : Get address of buffer
0186 0 SETIPL #IPLS “ASTDEL Block ast delivery
189 1 Tho buffer must be page llianod and LE 3 pages
189 i ASSUME  NSAST _IDT_ALARM_HDR
189 ASSUME NSASSTIDT ALARM HDR+NSASS IDT_RECORD _BUF LE_512+3
0400 C4& O1FE C4 D1 0189 4 CMPL S10(RE) , 1024 (R4TY ; Fault in 3 pages
00000000°GF 16 0190 5 JSB s‘exesuﬁtnAxLaox : Write message
198 9 SETIPL #0 : Enable ast delivery
30 Es 13 BLBS RO,4$ Br 1f success
ga 0C A7 E0 019¢C 3 BES #PSLSC KERNEL PCBSB_ASTACT(R?), 6 ; Br if we are in a kernel ast
00000808 8F 23 33 Bias %8 SNEGy Dy oos-Re ¥-v o ® e
50 gz ?g }:e 3? gggluL ;RSN&,HAILIOX.RO : Set resource to mailbox full
00000124 8F 8 D1 OQ1AF 9§ 2%: CMPL RO,#SSS_INSFMEM ; Not enough pool?
14 12 188 94 BNEQU & ; Br if some other error
gO ; 3C 018 95 MOVZWL #RSNS_NPDYNMEM,RO : Set resource to non-paged pool
4 g p0 0188 g’ 3s: MOVL R7,R4” : R4 = PCB
E DC 018 MOVPSL -(gr) : Push PSL on stack
1C§ 98 SETIPL $ : Raise IPL to SYNCH
00000000 GF 1? 1C 9 J3B ? SCHSRWAIT ; Wait for resource
B7 1 1CA 400 BRB : Try again
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v&-m ALARH_R%CORD = Generate Security Alarm 2-5 P-1886 8149% !SYS.SRCJg&AUDH.HARn e (g)
05 01CC 401 48: RSB
§1CD l.§
00000008 01CD 403 5%: .LONG IPLS_SYNCH ; Lock between the SETIPL and here




SECAUDIT = SECURITY AUDITING ROUTINE 16-SEP-1984 01:10:21 VAX/VMS Macro v04=-00 P n
VSA-KO& Arglist Packet Entry lnscrt?on Routines -SEP-1984 8}:49:20 SYS.SRCISECAUDIT.MAR;1 - (9

:§ETTL Arglist Packet Entry Insertion Routines
NSASARGLST_IMGNAM = Insert The Argument List Entry For The IMGNAM Packet
FUNCTIONAL DESCRIPTION:

This routine inserts the IMGNAM packet entry in the callers arglist.
CALLING SEQUENCE:

JSB NSASARGLST_IMGNAM
INPUTS:

R2 = Pointer to the IMGNAM packet entry in arglist
OUTPUT:

R2 = Pointer to the next packet entry in arglist

He

NSASARGLST IMGNAM: :
PUSHR  #*M<R3,R4,R5>

Save registers
MOVL  #NSASK PKTTYP IMGNAM+< =

38
82 00040001 8 DO Store gacket type and passing

D e o e e e e e D e e e D el e e e e oD ) e el e el el e e el e el el e
mMMMmMMMMMOOO0O0O0D0O00000000000D0000D000000

L B N D - 3D - U I T T e S L T LN W Y U R S Y
QO NOMN S AN = O O 00 NOM N S AN = OO 00 N0 W £ LN — OO 00 IO W

NN N AN AN A AN A AN NN PRIRINIRINININD = —b b b b b b s s 2 O OO OO

b b b oF o o o T P P W o o o o o B N o o

[elelelelelelalelelelelelelelelelelelelalelelelele]

NSASK_ARG_MECR DESCRa16>,(R2)+ ; ...mechanism in arglist
54 00000000'9F DE MOVAL  a#CTLSGL_IMGHDRBF ,R4 ; Get address of longword that has
; the image header buffer address
00000000°'GF 16 JSB G*EXESCHKIMAGNAME ; Get the image name
82 53 7 MovQ R3,(R2)+ : Put size and address in arglist
BA POPR #*M<R3,R4 ,R5> ; Restore registers
05 RSB
.END
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SECAUDIT = SECURITY AUDITING ROUT ~SEP= 8
Symbol table e 18-3EP-138¢ 03:19:30 PaNEvES Naera ot RAR: 1 tnad'? *

ALARM_RECORD R SCSSGA_LOCALSB bbb
BUILD_RECORD §§§§§ 5 SS% INSFMEM 12& -
Oki SSS_MBFU 8
$53_NORM
SYSSGL_O

MGHDRBF TR RRERE A
ERNAME T PRMBX t't"'tt X 02

TR RRY
LA A2 2] ]

€ >¢ >

13
TL |
gkgl-CEASS S 01
-
SCHK-DTYPET 8030660
XE -
é%‘URTHAlLBOX l"i!ttt

-
z
o
-
wnunn

MSGS_OPRQST

NSASARGLST _IMGNAM
NSASB_ARG_FLAG

NSASB “ARG_PKTNUM
NSASEVENT-AUDIT
NSASK_ARG_ necu DESCR
NSASK_PKTRDR_LENGTH
NSASKPKTTYP  IMGNAM
NSASK _RECHDRTLENGTH
NSASK_REC_MARLENGTH
NSASLARG_ID
NSASM_ARG_FLAG_ALARM
NSASM_ARG_FLAG_MANDY
NSASM_REC_FLAGS _PKTCON
NSASQ_IDT_RECORD DESCR
NSASS_IDT ALARM_RDR
NSASS_IDT_RECORD_BUF
NSASTCARG_LIST
NSASTTIDT™ seennwex X (2
NSAST® lot _ALARM_HDR 00000000
NSASTCIDT necoab _BUF 0000
NSAST lDt RECORD T
NSASV_ARG_FLAG_JOURN
OPCSM™NM_SECURITY
OPCS_RQ SECURITY
PCBSB_ASTACT
PCBSB_ASTEN
PCBSL_EPID

PCBSL_UiC

PCBSS _LNAME
PCBGT’tNAHE

PRV‘V SECURITY
:EE‘£T=ES?§E JLEFT
RSNS_MATLBOX
RSNS_NPDYNMEM
SBSS_NODENAME
SBS T_NODENAME
SCHSGL _CURPCB I 85
SCHSRWAI T sennnnnr )

RG 02

o
(2]

02

OO0O0O0VDOOOOOOOOO0O0O
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SECAUDIT = SECURITY AUDITING ROUTINES 16=-SEP=1 AX/VMS M
Psect synopsis ?-sev-1334 8% 49 20

bormmmmm== mmm - = oo b

! Psect synopsis i

PSECT name Allocation PSECT No. Attributes

. . 00000000 ( ) 00 ( ?.) NOPIC USR CON ABS LCL NO
$ABSS 808080 0 o W «) NOPIC USR CON ABS LCL NOSHR
YSEXEPAGED 00001ED ( 49 2 ( 2.) NOPIC WUSR CON REL LCL NOSHR

Phase Page faults CPU Time Elapsod Time
Initialization 89 23 g?
Command processing 1 0 8 .

Pass 1 38 0: 13.21 00 4 Gg
Symbol table sort 0 00: 8 .1; 0:00:05.0
Pass 2 9N 00: .3 0: 0:89.06
Symbol table output g 00:00:00.11 0:00:00.70
Psect synopsis output 00:00:00.0 00:00:00.08
Cross-reference output 0 80 :00: 08.0 00:00:00.0
Assembler run totals 626 0:00:18.4 00:01:04.67

The working set Limit was 1500 pages.

74292 bytes (146 pages) of virtual memory were used to buffer the intermediate code.

There were 80 pages of symbol table space allocatud to hold 1404 non-local and 23 local symbols.
438 source Lines were read in Pass 1, producing 17 object records in Pass 2

4 pages of virtual memory were used to define 23 macros.

...........................

Macro Library name Macros defined
S sssoUAgg ESVS .0BJILIB.MLB;1
SSSDUA SYSLIBISTARLET.MLB;?2 1
TOTALS (all Llibraries) 2

1517 GETS were required to define 20 macros.
There were no errors, warnings or information messages.
MACRO/LIS=LISS:SECAUDIT/0BJ=0BJS:SECAUDIT MSRCS:SECAUDIT/UPDATE=(ENHS:SECAUDIT)+EXECMLS/LIB

Page 1
¢ (

SYS. SRC IT.HAR.1

SHR NOEXE NORD NOWRT NOVEC B
WRT NOVEC B

WRT NOVEC B
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