¢ 8 ;’ _$
|
Sym
ALL
ASC
000000000 PPPPPPPPPPPP cceeccccccce 000000000 MMM MMM
000000000 PPPPPPPPPPPP gcececceccece 000000000 MMM MMM BOD
000000000 PPPPPPPPPPPP ccececccccece 000000000 MMM MMM | BOD
000 000 PPP PPP CCC 00 000 MMMMMM  MMMMMM BOD
000 000 PPP PPP (CC 000 000 MMMMMM  MMMMMM BOD
000 000 PPP PPP CCC 000 000 MMMMMM  MMMMMM BOD
000 000 PPP PPP CCC 000 000 MMM MMM MMM BOD
000 000 PPP PPP CCC 000 000 MMM MMM MMM BOD
000 000 PPP PPP CCC 000 000 MMM MMM MMM BOD
000 000 PPPPPPPPPPPP ccC 000 000 MMM MMM BUG
000 000 PPPPPPPPPPPP ccC 000 000 MMM MMM BYP
000 000 PPPPPPPPPPPP ccC 000 000 MMM MMM CAN
000 000 PPP cccC 000 000 MMM MMM CAN
000 000 PPP cCC 000 000 MMM MMM CAN
000 000 PPP ccC 000 000 MMM MMM CHE
000 000 PPP cccC 000 000 MMM MMM CHE
000 000 PPP ccc 000 000 MMM MMM
000 000 PPP cCcC 00 000 MMM MMM
000000000 PPP cceeeccccccce 000000000 MMM MMM
000000000 PPP ccececccccce 000060000 MMM MMM CLu
000000000 PPP cccececccccc 000000000 MMM MMM Etg
CLU
CLU
CLU
CLU
cLy
CLu
cLU
cLu
cLy
cLy
cLy
cLL
cLL
|
|
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MODULE OPCSSECURITY (
LANGUAGE (BLISS32),
)IDENT = 'v04-000'
=

!tl'itt.iiitit"tt't"'tt""Q"""""'t"""'"'.Q'..Qt."il'i"""""l

e

ie COPYRIGHT (c) 1978, 1980, 1982, 1984 BY

i DIGITAL EQUIPMENT CORPORATION, MAYNARD, MASSACHUSETTS.
{e ALL RIGHTS RESERVED.

*

iv THIS SOFTWARE iS FURNISHED UNDER A LIC
i ONLY IN ACCORDANCE WITH THE TERMS

i* INCLUSION OF THE ABOVE COPYRIGHT NOTICE. THIS SOFTWARE OR ANY OTHER
is COPIES THEREOF MAY NOT BE PROVIDED OR OTHERWISE MADE AVAILABLE TO ANY
i OTHER PERSON. NO TITLE TO AND OWNERSHIP OF THE SOFTWARE IS HEREBY

-
*

B

¥

St *

¥

*

t

B

!* TRANSFERRED. *
B

.

H

¥

»

=

"

t

.

«

M
0

ENSL _AND MAY BE USED AND COPIED
OF SUCH LICENSE AND WITH THE
E. THIS SOFT
OTHERWISE M
IPOF T

e
'* THE INFORMATION IN THIS SOFTWARE IS SUBJECT TO CHANGE WITHOUT NOTICE
IGITAL EQUIPMENT

t* AND SHOULD NOT BE CONSTRUED AS A COMMITMENT BY DIG
'* CORPORATION.

Iw
ITY FOR THE USE OR RELIABILITY OF ITS

'* DIGITAL ASSUMES NO RESPONSIBIL
IS NOT SUPPLIED BY DIGITAL.

|
E' SOFTWARE ON EQUIPMENT WHICH
-
e
!."."'t.t't'.""'..'.Q'.t"t"""i'"i'!'it"!t"lil'i'."'t'iti'tttltit

l4e
FACILITY:

OPCOM
ABSTRACT:
This module contains the logic to format security alarm messages.
Environment:
VAX/VMS operating system.
Author:
(W Hobbs, from original by Steven T. Jeffreys
Creation date:
1=Jul=-1983
MODIFIED BY:
v03-007 ACGO449 Andrew (. Goldstein, 30-Aug=1984 16:44
Tie off SYSUAF fields mod report, since AUTHORIZE isn't
::pg:ﬁgng)a?en. Allow zero length volume labels, and display

: v03-006 MHBO141

(From OPCOMRQST.B32)
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Mark Bramhall 2-May-1984
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16=Sep=1984 01:48:
14-50%-1934 ?2:58:22 OPCOM. SRC
Allow 0 Length node name and ga?sword packet strings.
Add SYSUAFF packet to UAF additions.
Correct SYSUAF and NETUAF record processing.
Substitute "‘(None)'’ for 0 Length node names.

Format password packets using FAO's AF filter.
Correct SYSUAFF packet expansion strings.

v03-005 CWH3005 CW Hobbs 12=-Apr-1984
Use the S$FAD macro to call fao, rather than direct calls
to SYSSFAD entry.

v03-004 RSHO127

SPRREERE

O
8382

000
(=lelelelelelelelelelalelelalelelelelelelelelelelelelelelele e

W - — - e RS R RS RS RS R R R . . -

R. Scott Hanna 21-Mar-1984
Modify PUT_PKT_IMGNAM to display (None) when there is no

image name. Modify PUT_PKT_PRIVUSED to display (None) when

no priviliges were needed To access the file. Modify FORMAT_vOL

to Brovido for optional volume set name. Remove PKTTYP EPID
(4

©
o
SNNSNNSN

0

%
88 & acket from detached lLoginout messages. Add PKTTYP_STATUS to
0075 ogin failure messages. Remove formatting of record type ACL
887$ messages.
0078 v03-003 RSHO113 R. Scott Hanna 12-Mar-1984
88;3 Add the routines to format the security alarm messages.
0081 v03-002 CWH3002 (W Hobbs 16-Sep=-1983
8833 Correctly display node name with message.
0084 v03-001 CWH3001 (W Hobbs 30-Jul=1983
0085 Various and sundry things to make OPCOM distributed
8839 across the cluster.

AX=11 8113!°32
SECURITY.B

V4.0-742 3
32:1 ot (lg'

01



13
OPCSSECURITY 12'50 -1984 01:48: AX=11 Bliss=32 v4&.0-742 (4 3
VO"SSS 14'503'1984 ?2:58:§2 0PCOH.SRC3SECURIYV.332:1 - (2)
. ]

: 8? 3§ } BEGIN ! Start of SECURITY

: 9§ 91 1 LIBRARY "SYSSLIBRARY:LIB.L32'; z
: 3‘ °9§ } LIBRARY 'LIBS:0PCOMLIB®; |
B 9 ? 32 } REQUIRE 'SHRLIBS:NMADEF .R32';

3 3? 1395 1 EXTERNAL ROUTINE E
5 gs 1 99 1 CHECK_REQUEST ! Common sanity checks 2
: 1397 1 CLUSMSG_RACB_SEND, i Send an RQ(B to the cluster |
: 100 1398 1 DEALLOCATE_RUCB : NOVALUE, ! Dispose of an RQCB

: 181 1399 1 FIND_OCD ! Find a given OCD ,
E Y g 1400 1 FORMAT MESSAGE, ! Format a non-sccuritz alarm message e
: 10 1401 1 LOG_MESSAGE ! Write a message to the lLogfile .
: 106 1&8; 1 NOTTIFY LlSYED-OPERATORS. ! Notify operators on an operator list i
: 105 14 1 SEND_REPLY; ! Send a reply to the requestor ,
3 10? 1606 1 !
: 10 1405 1 EXTERNAL '
; 108 1&09 1 LCL _NODENAME : $BBLOCK, ! Name of local node (DECnet or cluster)

3 }?8 }288 } REQDEST_NUMBER : LONG; ! Current request # |
;1M 1409 1 FORWARD ROUTINE
: 11§ 1410 1 SECURITY_MANDLER : NOVALUE, ! Security operator request handler |
s N 16411 1 FORMAT ACARM ! Alarm formatting main routine i
;114 1618 1 VAL IDATE RECORD, i validate the alarm record |
: 11% 16413 1 FORMAT FTL, ! Format file access alarms }
3 11? 1414 1 FORMAT _SYSUAF, : Format system UAF alarms

: 1N 1415 1 FORMAT _NETUAF, ! Format network UAF alarms

: 118 141? 1 FORMAT_LOGB, ! Format breakin detection alarms

3 19 1417 1 FORMAT_LOGI, ! Format login alarms

: 120 1418 1 FORMAT_LOGF, ! Format login failure alarms

;12 1419 1 FORMAT_LOGO, ! Format Logout alarms

3 12; 1420 1 FORMAT_VOL, ! Format volume operation alarms

g9 1421 1 PUT_COMMON, ! Put common header Lines

;124 14 i 1 PUT _NE TUAF _L INE : NOVALUE, ! Put network UAF Lline

3 123 14 1 PUT_DEVNAM_L INE : NOVALUE, ! Put device name line

: 128 1624 1 T CE_LIN ! Put network source line

: 127 1625 1 PUT_PKT_STATUS ! Put status longword Lline

;128 146 1 PUT-PKT-PARENTPID, i Put parent PID line

3 1;3 14 1 PUT_PKT_PARENTUN : NOVALUE, ! Put parent username line

B 1428 1 PUT_PKT_VOLUIC, ! Put volume UIC Lline

;1 1629 1 PUT_PKT_IMGNAM : NOVALUE, ! Put image name line

: 3 g 1430 1 PUT_PKT_F ILNAM : NOVALUE, ! Put file name line : |
: 3 16431 1 PUT_PKT_FACMOD : NOVALUE, ! Put file access mode Line |
E.9 14 i 1 PUT_PKT_PRIVUSED : NOVALUE, ! Put privileges used lLine |
: 135 14 1 PUT_PKT_SYSUAFF : NOVALUE, ! Put system UAF fields line ?
3 1 16434 1 PUT_PKT_PASSWORD, ! Put Yassuord line a
: 137 16435 1 PUT_PKT_LOGNAM : NOVALUE, ! Put logical name Line |
: 138 11-3? 1 PUT_PKT_VOLNAM : NOVALUE, ! Put volume name Line |
: 139 16437 1 PUT_PKT_VOL SNAM : NOVALUE, ! Put volume set name line

; 140 16§8 1 PUT_PKT_VOLPRO : NOVALUE, ! Put volume protection lLine

;141 1439 1 PUTPKT_MOUFLG : NOVALUE, | Put mount f ags line |
3 1&; 1440 1 PUT_PKT_DMOUFLG : NOVALUE, ! Put dismount flags Line |
;14 16441 1 PUT_PKT_STRING : NOVALUE, ! Put a packet of string data 3
;144 1‘6; 1 PUTCKEYBORDS : NOVALUE, ! Format and put a packet of keywords ‘
;145 1443 1 PUT_STRING : NOVALUE, ! Put string da%a |
: 146 1444 1 PUT_STRING_ASCIC : NOVALUE, ! Put ASCIC string data |
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AX=11 BL
OPCOM.S

V4.0-742
RITY.B32;1

PUT_STRING_ASCID : NOVALUE, Put ASCID string data

PUTONEWL INE : NOVALUE, Put a CRLF

STRTP_BLANKS_TRAIL : NOVALUE, Strip trailing blanks

STRIP_BLANKS_STRING : NOVALUE; Strip all blanks
BUILTIN

INSQUE, ! Insert entry onto a queue
REMQUE; ! Remove entry from a queue

LITERAL

DATA LINE_SIZE = 55, ! Maximum size of data on a single Line

MAXPRTS _IR_REC = 8; ! Maximum number of packets in a record
BIND

COLONS_BUF = UPLIT(BYTE(XASCIC '::')),

SPACES BUF = UPLIT(BYTE(XASCIC * *))

NONE_BOF = UPLIT(BYTE(XASCIC *(Nonej'));
STRUCTURE

ARRAY?2 EI.J: M,N,UNIT=4] =

MeN*UNIT]
(ARRAY2+I«N*UNIT+J*UNIT)<0,8*UNIT>;

OWN :

g The alarm message buffer and descriptor

ALARM_BUF : VECTORCOPCSK_MAXMESSAGE ,BYTE],

ALARM_DESCR : $BBLOCKLDSCSC_S BLN]

PRESET(LDSCSW LENGTH]

DSCSB DTYPE)
DSC$B-CLASS]

OPCSK_MAXMESSAGE,
DSCSK-DTYPE_T,
DSCSK™CLASS™D.,

DSCSA_POINTER] = ALARM_BUF);

|
T

; (by type), in the security alarm record
PKT

(]

he packet count table contains a count of the number of data packets,

-COUNT_TAB : VECTOR [NSASK_PKTTYPNUM,BYTE],

i The packet index table contains the first PKT_POINTER_TAB index for
; each packet type in the security alarm record.

PKT_INDEX_TAB

: VECTOR [NSASK_PKTTYPNUM,WORD],

The packet pointer table contains a List of the addresses of all the data
packets in the security alarm record. The address of the first packet

of a given data type is contained in the n'th entry of the table where

n is obtained from the PKT_INDEX_TAB. Each additional packet of the same

]

i

:

i

i

; type is in successive entries.
PKT_POINTER_TAB

: VECTOR [MAXPKTS_IN_REC,LONG],
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1%-50 -1984 :48: AX=11 Bliss=32 v4&.0-
1 -503-1336 ?3:28:?? OPCOM.SRCJSECURITY.B
; The packet size table contains the minimum and maximum data size of
: all data packets.

PKT_SIZE_TAB : ARRAY2 [NSASK_PKTTYPNUM,2,WORD]

INITIAL (WORD (

2

74
32:1

0.NSASS_PKT_IMGNAM, ! Image name
4,6, ! File access mode
4,6 ! Privilege used to access file
1.NSASS_PKT_FILNAM, | File name
1.NSASS_PKT_DEVNAM, ! Device name
+NSASS _PKT_LOGNAM, ! Logical name
+NSASS _PKT_VOLNAM ! Volume name
.NSASS,PIT_VOLSNAﬁ. ! Volume set name
0,NSASS_PKT_NODENAM, ' Node name
1,NSASS_PKT_USERNAM, ! User name
0,NSASS_PKT_PASSWORD, ! Password
4,4, ! uIC
r 9 ! Volume protection
4,4, ! Mount f a?s
5.2. ! Dismount flags
Wi ! Node ID
4,4, : Extended PID .
8.8 ! System UAF record fields
&,&5). ! Status longword

i The following tables describe the packets that may be found in each
type of securit‘ auditing record. In addition, it contains the minimum
: and maximum number of packets for each type.

RECID_FIL_SUCC : VECTORC13,BYTE)
INITIAL(BYTE (4,
NSASK_PKTTYP_FACMOD,1,1,
NSASK PKTTYP PRIVUSED.1.1,
NSASK PKTTYP FILNAM, 1.1
NSASK“PKTTYP IMGNAM,1,1)),
RECID_FIL_FAIL : VECTORC10,BYTE
INITIAL(BYTE (3,
NSASK_PKTTYP_FACMOD.1.1,
NSASKPKTTYP F ILNAM. 1.1
NSASK“PKTTYP IMGNAM,1,1)),
RECID_SYSUAF_ADD  : VECTOR[7,BYTE]

INITIAL(BYTE (2,
NSASK_PKTTYP_SYSUAFF,1,1
NSASK“PKTTYP USERNAM.1.1)),

RECID_SYSUAF DEL  : VECTORL4,BYTE)
INITIALC(BYTE (1,
NSASK_PKTTYP_USERNAM,1,1)),
RECID_SYSUAF _MOD : VECTORC7,BYTE)
INITIAL(BYTE (2,

NSASK_PKTTYP_SYSUAFF,1,1
NSASKPKTTYPZUSERNAM,1.1§),

(2)

i e
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o i B WA BRI &

V04 |
: VECTORL?7,BYTE] |

: 31 } 3 } SRR INITIAL(BYTE (2, |

: § 1561 1 NSA x,rxrtvp_svsuarr.1.1s |

; 26 1562 1 NSASK_PKTTYP_USERNAM,2,2)),

;265 1563 1 |

: : VECTORL7,BYTE) |

: 6? } 2§ } ot s, INITIAL(BYTE (2, |

P58 1566 1 NSASK_PKTTYP_SYSUAFF.1.1,

; 23 1 69 1 NSASK PKTTYP USERNAM,2.25),

;270 1568 1

: : VECTORL7,BYTE)

R ] eesewon g,

: § 139 1 NSASK_PKTTYP_NODENAM,1,1

; ;4. 1 7; 1 NSASK PKTTYP USERNAM,2.2)),

: ;s }2;4 } RECID_NETUAF _DEL : VECTORL7,BYTE)

1 1575 1 14 INITIAL(BYTE (2, .

: 137 1 NSASK_PKTTYP_NODENAM,1, S

: ;3 1579 1 NSASK PKTTYP USERNAM,2.2)),

: 3? 12;3 } RECID_NETUAF _MOD : VECTORC?7,BYTE)

; 1580 1 . INITIAL(BYTE (2,

i £ 1581 1 NSASK_PKTTYP_NODENAH.2.25

; %ga 1555 1 NSASK PKTTYP USERNAM.4.4)),

: 232 }ggk } RECID LOGB DIA : VECTORL?,BYTE)

; 5 1585 1 B INITIAL(BYTE (2,

1 586 1 NSASK_PKTTYP_PASSWORD,1,1,

: zgg }sar 1 NSASK PKTTYP DEVNAM,1,2)) .

: 1588 1

: : VECTORL7,BYTE)

: 31 1333 } e INIIIAL(ggxgx(gittvp PASSWORD, 1,1

; 9§ }ggé } NSASK_PKTTYP DEVNAM,1,2)),

: §§§ }ggc } RECID_LOGB_REM : VECTORC16,BYTE

: 7 1595 1 s INITIAL(BYTE (5,

i 8 1596 1 NSASK_PKTTYP_NODEID,1.1,

i 529 153? 1 NSASK PKTTYP PASSWORD 1.1,

: §30 1598 1 NSASKPKTTYP DEVNAM,1,1

A 11 1599 1 NSASK "PKTTYP NODENAM, { , |

; 8% 1600 1 NSASKPKTTYP USERNAM,1,1)),

i 3 1601 1

: : VECTORC13,BYTE :

P s 1 B R (111141} AR

i 309 ‘68§ } NSASK PKTTYP PASSWORD 1,1,

R 18 1 NSASK "PKTTYP NODENAM,  , |

; 83 1289 1 NSASK“PKTTYP USERNAM,1,15),

: }? }383 } RECID LOGB_DET : VECTORC7,BYTE)

P 3 18 3 e~ ‘"“““3&1&:‘3etxvp PASSWORD 1,1

: 15 }2}% } NSASK“PKTTYP USERNAM,T,1) ],

;312 1812 1 : VECYORC1,BYTE)

: }9 }2}3 } ot oy : YSITIAL(éYTE (0)),
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1 1
1§ 1 RECID_LOGI_DIA : VECTORC4,BYTE)
1 INITIAL(BYTE (1,
1 10 NSASK_PKTTYP_DEVNAM,1,2)),
; 1 RECID_LOGI_LOC : VECTORC4,BYTE)
4 § INITIAL(BYTE (1,
5 : NSASK_PKTTYP_DEVNAM,1,2)),
? B RECID_LOGI_REM : VECTORC13,BYTE)
g 3 INITIAL(BYTE (4,
9 NSASK_PKTTYP_NODEID,1.1,
0 g NSASK PKTTYP DEVNAM, 1,1
1 NSASK “PKTTYP-NODENAM, { , 1
g g NSASK_PKTTYPZUSERNAM,1,15),
g RECID_LOGI_NET : VECTORC10,BYTE
5 g INITIAL(BYTE (3,
4 NSASK_PKTTYP_NODEID,1,1
7 5 NSASK "PKTTYP NODENAM, {,1
ggs 9 NSASK PKTTYP USERNAM,1,15),
40 El RECID_LOGI_SUB : VECTORC4,BYTE)
39 INITIAL(BYTE (1,
NSASK_PKTTYP_EPID,1,1)),

RECID_LOGI_DET : RC4,BYTE)
INITIAL(BYTE (1,

NSASK_PKTTYP_USERNAM,1,1)),

i sl e b e el wr cnd nd end b vl wub wd axd b b wnb wnl wild i b wid el il il il i i i i aid w wd al a a c w a el al wld al c e il i it b b el sl
otk at ok ok ok
il b el e D i D i i e s i i i s i i il i i i il D i D ) i i e i D D s i e D D i el D D D D el i i i ol e el D D i il i i
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NI IIIISS

1
g 0
3 1
: ¢
g :
g 6 RECID_LOGF_BAT : VECTORC4,BYTE)
9 7 INITIAL(BYTE (1,
s? 3 NSASK_PKTTYP_STATUS,1,1)),
sg 50 RECID_LOGF _DIA : VECTORC7,BYTE)
5 51 INITIAL(BYTE (2,
54 sg NSASK_PKTTYP_STATUS,1,1
gg g‘ NSASK PKTTYP DEVNAM,1,2)),
57 §s RECID_LOGF_LOC : VECTORL?,BYTE]
58 56 INITIAL(BYTE (2,
59 57 NSASK_PKTTYP_STATUS,1,1
! gg NSASK“PKTTYP DEVNAM.1.2)),
g 60 RECID_LOGF_REM : vecroat1e.svrsg
1 INITIAL(BYTE (5,
66; NSASK_PKTTYP_NODEID,.1.1,
S 66 NSASK PKTTYP STATUS.1.1.
664 NSASK PKTTYP DEVNAM. 1,1
7 665 NSASK PKTTYP NODENAM,, 1
: ggg NSASK_PKTTYP USERNAM,1,15),
70 £68 RECID_LOGF _NET : VECTORC13,BYTE
7 699 INITIAL(BYTE (&,
7; 670 NSASK_PKTTYP_NODEID,1,1,
7 671 NSASK“PKTTYP STATUS. 1.1
74 672 NSASK PKTTYP NODENAM, 1,1,




OpCSSECUNITY E-en-iome 01uagisy  yacetd Buise-s2 ve 0-ne2 Page 8

; 75 }2;2 } NSASK_PKTTYP_USERNAM,1,1)),
: 7? 1675 1 RECID_LOGF_SUB : VECTORC avrt]

: 37 1673 1 INITIA (iYT

;37 1677 1 NSA x K'TVP _EPID,1,

3 g? }2;3 } NSASKPKTTYPCSTAT us. 1 ‘1)),
: a; 1680 1 RECID_LOGF _DET : VEC avre

1 1681 1 INI (6

;384 16 ; 1 NSA K thtvp STATUS,1,1
;385 }g 3 } NSASK-PKTTYP USERNAM,1,1)),
; S? 1685 1 RECID_LOGO_BAT VECTORC1,BYTE]

; gg }ggg } INITIALC(BYTE (0)),

: 390 1688 1 RECID_LOGO_DIA VECTORC4 ,BYTE]

;399 1689 1 INITIAL(BYTE (1,

3 g }23? } NSASK_PKTTYP_DEVNAM,1,2)),
i 394 169; 1 RECID_LOGO_LOC : VECTORL avre:

: 395 1693 1 INITIA (év1 P

;396 1694 1 sAsx KTTYP_DEVNAH.1.2)).
;397 1695 1

: 308 1696 1 RECID_LOGO_REM : VECTORC13,BYTE)

: 399 1697 1 INITIAL(BYTE (4,

;400 1698 1 NSASK_PKTTYP_NODEID, 1 1,
;401 1699 1 NSASK“PKTTYP DEVNAM. 1,1
;40 1700 1 NSASK"PKTTYP NODENAM, {, i
;40 1701 1 NSASKPKTTYP USERNAM,1,1J),
;404 1705 1

;405 1703 1 RECID_LOGO_NET : VECTORC10,BYTE

;406 1704 1 INITIAL(BYTE (

;407 1705 1 NSASK_PKTTYP_NODEID,1,1
;408 1706 1 NSASK PKTTYP NODENAM,{, {
;409 1707 1 NSASK PKTTYP USERNAM,1.15),
P 410 1708 1

b 1709 1 RECID_LOGO_SUB : VEC Ber]

. 415 1710 1 INI L(é

;41 17711 1 usAsx p:rrvp _EPID,1,1)),
P44 171; 1

P415 1713 1 RECID_LOGO_DET VECTORL1,BYTE)

P 416 1714 1 lNITlAL(éYIE 0)),

P o417 1715 1

: 413 171? 1 RECID_VOL_MOU VECTORL2S,BYTE

P41 1717 1 INITIAL(BYTE (8,

;420 1718 1 NSASK_PKTTYP_UIC,1,1
Y3 1719 1 NSASK“PKTTYP VOLPRO.{.1.
;4 i 1720 1 NSASK PKTTYP MGUFLG.1.1,
P4 1721 1 NSASK PKTTYP IMGNAM.1.1.

P 424 172; 1 NSASK PKTTYP DEYNAM. 1.1,

P 425 1723 1 NSASK PKTTYP LOGNAM,1.1.

P 426 1724 1 NSASK~PKTTYP VOLNAM, 1,1

; 2 g }; g } NSASK-PKTTYP-VOLSNAM,0.1)),
P409 17 ? 1 RECID_VOL_DMOU : VECTOR[19, svre:

: 430 17 3 1 INITIAL (BY 5

S {1 1729 1 NSASK_PKTTYP_DMOUFLG,1,1,
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OPCSSECURITY 18-Sep-1984 01:48:5 AX=11 BLiss=32 V4.0-742 p 1 0P
0042366 12-800-1080 90:48:30  Mancon Shistrdcatsi%asst o ‘;’i VO
19 GLOBAL ROUTINE SECURITY_MANDLER (BUFFER_DESC) : NOVALUE = |
144

; Functional description:
This routine is the handler for all SECURITY messages received by OPCOM.

Input:

BUFFER_DESC : The address of a ?uaduord buffer descriptor that
describes the buffer containing the message.

0o 0o 00 0o 0o 0o 0o O 0o 00 00 00 00

NNNOOAONO ONONONON OO UYL A A N NN N N N N AN NN NI NONUNUNONUND - s

Implicit Input:
None.
OQutput:

Implict output:

Some accounting data will be updated
to reflect the receipt of the message.

i

i

i

i

i

i

i

i

!

!

]

i

i

!

: None.
i

i

i

i

i

5 Side effects:
i
!

]

i

|
E-

D00 NN SN = O 000 NN SN NN = O 0 00 NON W B AN = OO O N O N S AN = OO 0 ~I0~
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8
8
8
8
8
3 8
3 8
4 8
4 8
4 8
4 84
4 84
4 84
4 84
4 84 None.
4 84 : l
4 84 Routine value:
5 B4 i
5 84 None. ;
b 84 -
S 85
g gS BEGIN ! Start of REQUEST_HANDLER
5 8 MAP
g g BUFFER_DESC : SREF_BBLOCK;
5 8 LOCAL
6 8 MESSAGE_VECTOR : VECTOR [7,LONG], ! Message info
6 8 RACB : SREF _BBLOCK, ! RQCB data structure
6 8 0cD : SREF_BBLOCK, : 0OCD data structure
6 860 MSG : SREF BBLOCK ! Pointer to user request
861 ON_BUF : VECTOR [64,BYTE], ! Buffer for preposition (*' on "' node) g
8 g ON_DSC : VECTOR [2,LONG] ! Desc for preposition |
8 INITIAL (64,0N_BUF), |
6 864 FOUND : LONG, ! Boolean
6 865 SCOPE : LONG, ! Scope of request |
6 866 SCOPE_LIMIT : LONG, ! Loop control
7 867 STATUS : LONG: |
7 868 r
7 %09 !
7 870 2 ! ,
; g } ; Make sure there is enough data in the request.
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VOE-BS& | }§ Sep-1984 ?%:g :22 AX=11 Blias 32 V4.0-742 Page

-Sep-1984 OPCOM.SRCISECURITY.B32;1
: é; } ;2 %;EﬁaurFER_DESC[DSCSU-LENGTHJ LSS (OPCSK_COMKDRSIZ + OPCSK_SECURITY_MIN_SIZE)
g ;3 } ;5 ., RETURN; ! Ignore the request
g ég? } ;? g Do some common sanity checks.
: sag 1 73 IF _NOT CHECK_REQUEST (.BUFFER_DESC, RQCB)
: 20 1880 THEN
: 584 1881 RETURN;
: ggg }ggi QESSAGE_VEETOR[OJ =0; ! Assume no errors
: 587 13 4 i See if the requestor is issuing this request on another's behalf.
: SB88 1885 : 1f so, and the requestor does not have the privilege to do so,
3 ggg }389 ! then dismiss the request.
;591 1888 2 iF .ROCBCRQCB_L_SENDERUIC) NEQ .RQCBCRACB_L_UIC]
3 59§ 1889 THEN
: §3‘ }gg? %;EN(NOT .$BBLOCK[RQCB [RQCB_L_PRIVMASK1]1, PRVSV_OPER])
;595 189§ IF NOT ((.$BBLOCKLRQCB{RQCB_L_SENDERUIC], 2,0,16,0] EQL .$BBLOCK[RQCBCLRACB_L_UIC], 2,0,16,01) AND
;. 596 1893 3 (.$BBLOCK[RQCBLRACB_L_PRIVMASK1], PRV‘V_GROUPJ))
;. 597 1894 THEN
: 9598 1895 BEGIN
: 599 1896 MESSAGE_VECTORLO] = OPCS_ILLRQST;
;. 600 1897 MESSAGE_VECTOR(1] = O;
: 601 1898 2 END;
: 602 1899 g !
3 282 }gg? § ; Create a descriptor within the RACB to point to the request text.
: 605 190 MSG = .BUFFER DESCCDSCSA_POINTER) + OPC$SK_COMHDRSIZ;
;. 606 190 RQCBLRACB_L _TEXT_LEN) = TMSGLOPCSW_SECURITY_LENGTH];
: 607 1904 IF (.RQCBCRACB_L_TEXT_LEN] GTR 0)
; 608 1905 ; THEN
: 609 1906 BEGIN
: 610 1907 % !
: g}1 }388 : ; Create a buffer for the request text and copy the text to the buffer.
; 61% 1910 4 IF NOT (STATUS = CPCS$GET_VM(RQCBLRACB_L_TEXT_LEN], RQCBLRQCB_L_TEXT_PIR1))
; 614 1911 3 THEN
3 615 191§ 4 BEGIN
: 616 1913 & DEALLOCATE_RQCB(.RQ(CB);
;. 617 1914 & RETURN;
: 618 1915 END;
; 213 mg E:;HOVE(.ROCB[ROCB_L_TEXT_LEN], MSGLOPCST_SECURITY_TEXT], .RQCBLRACB_L_TEXT_PTR1);
P61 1918 2 ELse
: g g }818 9561N
: gzg }g§1 g There is no request text. Inform the requestor that this is not allowed.
; 6%6 192§ MESSAGE _VECTOR og = QPCS_ILLRAST;
: 627 1924 MESSAGE_VECTORL1]) = 0;
; 628 1925 END;
2 6§9 19 ? g :
;s 630 19 ! Find an OCD that can handle this request. The OCD is selected
: 631 1958 ! according to the SCOPE and UIC of the requestor. If the SCOPE
; 632 1929 ! is unspecified, then look for operator coverage starting in the

l
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V04-888 14~ 503-19 ? : 'gg OPCOH.SRCSSECURITY.B32.1

: 633 1930 ! least privileged scope and continuing to the most privileged.

3 g g }8 1 s If no OCD is found, then dismiss the request.

: g e ;g 2 IFE( .RQCBLRACB_B_SCOPE] EQL OPCSK_UNSPEC)

: g g }g 5 SESCOPE LIMIT = OPCSK_SYSTEM

;. 640 19 9 SCOPE LIHIT = .RQCBLRACB_B_SCOPE];

;641 1938 FOUND = FALS

: 61.; 1939 2 SCOPE = nocatnoca a SCOPE];

;. 64 1940 WHILE (.SCOPE GEQ .SCOPE LIﬁIT) AND (NOT .FOUND) DO

;. 644 1941 IF NOT (FOUND = FIND ~0CD(.SCOPE, .RQCBLRACB _L_uICl, ocp))

; 645 194§ THEN

;. 646 194 SCOPE = .SCOPE = 1;

; 647 1944 IF NOT .FOUND

: 648 1945 THEN

: 649 1946 BEGIN

: 650 1947 MESSAGE _VECTORLO]) = OPCS_NOPERATOR; ! No operator coverage
;651 1948 MESSAGE_VECTOR[1] = 0;

: 6S§ 1949 END;

: 65 1950 :

;. 654 1951 ! 1f there is an error message to output,

: 655 19S§ ! do so and dismiss the request.

: 656 195 !

: 657 1954 IF .MESSAGE _VECTOR(O] NEQ O

; 658 1955 THEN

: 659 1956 BEGIN

; 660 1957 FORMAT _MESSAGE (.RQCB, MESSAGE VECTOR);

;661 1958 SEND_REPLY(.RQCB, MESSAGE_VECTOR);

: 66% 1959 DEALCOCATE ROCB( RQCB);

: b 1960 RETURN;

: 664 1961 g END;

: 665 196§ !

;. 666 196 i Set the scope of the request.

;. 667 1964 i

; 668 1965 ROCB[ROCB 0CD] = .0CD; ! Save OCD address
: 293 }gg? gocacnoca B SCOPE] = .0CDLOCD _B_SCOPE]; ! Set request scope
: 2;1 }323 : Get the preposition for the node name

: 67 1970 IF .LCL _NODENAME[DSCSW_LENGTH] NEQ 0

3 g;g }3;1 THEN

3 2;9 }3;5 4 %FENOT (STATUS = SGETMSG(MSGID=OPC$_ON_NODE, MSGLEN=ON_DSC, BUFADR=ON_DSC, FLAGS=1))
; 678 1975 g $signal_stop (.STATUS);

: 679 1979 D

: 680 197

: 681 1978 ON pSCLO0] = 0;

: 68§ 197

3 234 ;gg? ' Format the alarm message

: 685 }ggg STATUS FORMAT _ALARM(.RQCBLRQCB_L_TEXT_PTR], .RQCBLRQCB_L _TEXT_LEN], MESSAGE_VECTORLS5));
f 239 1984 ' Format the request message. Note that messages from users who do not
: ggg }ggg ' have security privilege are marked as counterfeit.

l
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1
OPCOM.SRCJISECURITY.B32:1 (3
;. 690 1987 MESSAGE VECTOR[1) = 0; ! Use current time in stam
: N 19 s IF .$88f0CK(ROCBEROC8_L_PRlVHASK1]. PRVSV_SECURITYJ AND .STATUS "
: 69 19 THEN
: 69 1990 BEGIN
;. 694 1991 MESSAGE _VECTOR = OPCS_SECUR_ALARM; )
: 695 199§ MESSAGE _VECTOR = ON_DSC; ' The '""on ' field
: 699 199 MESSAGE _VECTOR[3] = .LCL_NODENAME[DSCSW_LENGTHI: i Length of nodename
;69 1994 MESSAGE _VECTOR[4] = .LCL_NODENAMECDSCSA SOINTER]; | Address of nodename
: 698 1995 END
: ?99 199? ELSE
: 00 199 BEGIN
: IO 1998 MESSAGE_VECTOR = OPCS _COUNTERFEIT;
: 70 199y MESSAGE "VECTOR[2] = .RQCBCRQCB W USEﬁNAHSLENJ: ! Length of username
: N 000 MESSAGE _VECTOR = RQCBLRACB_T_OSERNAME]; ! Address of username
: 704 001 MESSAGE _VECTORL4]) = ON_DSC; ! The ""on ' field
: 705 00 MESSAGE “VECTORLS] = .LCL_NODENAMELDSCSW_LENGTHI: i Length of nodename
" 00 MESSAGE “VECTOR[6] = .LCL_NODENAMECDSCSA_POINTER); | Address of nodename
i 708 005 -
3 ;?8 889 fORHAY_HESSAGE(.ROCB. MESSAGE_VECTOR); ! Format the security alarm message
: ;}1 5883 ; Tell the cluster, notify operators and Log the request.
: 71; %010 CLUSMSG_RQCB_SEND(=1, CLM__SECURITY, .RQCB);
4 [ 2011 NCTIFY CISTED OPERATORS(.RGCB):
: 715 201; LOG_HESSAGE(.ROCB):
; 16 201
R 4 2014 DEALLOCATE_RQCB(.RQCB);
: 718 2015
: 719 2016 1 END; ! End of SECURITY_HANDLER

.TITLE OPCSSECURITY
+IDENT \V04-000\

.PSECT SPLITS,NOWRT,NOEXE,2

3A 3A 02 00000 P.AAA: _ASCII <2>\::\ :
00003 .BLKB 1
20 20 02 00004 P.AAB: .ASCII <2>\ \ ]
00007 .BLKB 1
29 65 oE 6F 4E 28 06 00008 P.AAC: .ASCII <6>\(None)\ 3

.PSECT SOWNS ,NOEXE,?2
00000 ALARM_BUF :

.BLKB 2048
0800 00800 ALARM_DESCR:
.WORD 2048 :
02 OE 80802 .BYTE 14, 2 :
00000000' 00804 .ADDRESS ALARM_BUF :
00808 PKT_COUNT TAB:
BLkB 19
80318 .BLKB 1
081C PKT_INDEX_TAB:
BLkB 38
00842 .BLKB ¢
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00844 PKT POINTSR';AB:
00864 PKT_SIZE TABD

.- Un
wn

3 §BO RECID_FIL SUEC
088

-
~N
-
e
-
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-

B K8
0 RECID_FIL _FAIL:
BYTE

.BLKB
C RECID SYSUAF ADD :
.BYTE

-
—y
o0

-

.BLKB
4 RECID SYSgA;EDEL
00808 RECID_SYSUAF _MOD:
.BYTE

-
—_
o

-

o —bPYre =B es =doe —BPJee NN NS J‘bmg
- -
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.BLKB
RECID_SYSUAF _COP:
.BY TE
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N

.BLK
RECID_SYSUAF REN
.BYTE

-
-—h
oo

-

.BLKB
RECID_NETUAF _ADD:
.BYTE

-
0
«
e
-
—
N

.BLKB
RECID NETUAF DEL:
.BYTE
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0
B
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.BLKB
RECID_NETUAF_MOD:
.BYTE

B
0
-
~N
-
~N

.BLKB
RECID_LOGB_DIA:
.BYTE

-
B
el
-
b
-
e
-

.BLKB
RECID_LOGB_LOC:
.BYTE

.BLKB
RECID_LOGB_REM:
.BYTE

=~ o= 83 8

OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO OO

RECID_LOGB_NET:

N
v 0o~ OO0
N
-

o
N
-

N

el

.

.BLKB
RECID_LOGB_DET:
.BYTE

.BLKB
RECID_LOGI BAT:
.BYTE

- N =N WS =AU N =) N =P e =B e
-

88 .BLKB
944 RECID LOGI'?% :
00948 RECID_LOGI_LOC:
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01 0A O

01

01

01 05 O

01T 07 O

0

01

0

01

0

n

0A

09

0A

0A

01

06

01

01

01

0

01

01

01
01
01

01

01

01

01

01

01

01
00
01

09

0A

05

09

09

0A

13
08
05

01

01

02

02

01

01

01

01

01

01

01
01
01

01

01

01

01

01

01

01

01

01

01

01
01
01

05

09

05

05

13

13

13

0A

05

09

0D
07
01

01

01

01
01
01
01

01

01

01

01

01

02
02
01

01

01

01
01
01
01

01
01

01
01
01
01

01
01
01
01

01

01
01
01

01

01

01
01
01
00

10

10

n
0A
13
13

13

10

10

n

13

05
05
10

10

n

0c
06
OF

04

03

01
01
01
02

02
05
01
04
02
02
00

01
01
04

03

01
00

08
01
06
01

0094C

0959
095¢C

809
09
0096C
00970

00974

00978
0097¢C

00983
00984

00993
00994

009A1
009A4

009AB
009AC

00983
00984

00985
00988

0098C
009¢C0

009CD
00900

0SDA
090C

009€0

009E1
009€4

§0973
09¢
0A

OAOF
0A13

16-se-1ame 014

.BYTE
RECID_LOGI _REM:

.BYTE

.BLKB
RECID LOGl NET:
.BYTE

.BLKB
RECID_LOGI_SUB:
.BYTE
RECID_LOGI DET:
.BYTE
RECID_LOGF _BAT:
.BYTE
RECID_LOGF_DIA:
.BYTE

.BLKB
RECID_LOGF_LOC:
.BYTE
.BLKB
RECID_LOGF_REM:
.BYTE
RECID_LOGF _NET:
.BYTE
.BLKB
RECID_LOGF_SUB:
.BYTE
.BLKB
RECID_LOGF DET:
.BYTE
.BLKB
RECID_LOGO BAT:
.BYTE
.BLKB
RECID LOGOYDIA:

BYTE
RECID_LOGO_LOC:

.BYTE
RECID LOGO REM:

.BYTE

.BLKB
RECID LOGO NET:
.BYTE

.BLKB
REClD_LOGO SUB:

.BYTE
RECID_LOGO_DET:

.BYTE

.BLKB
RECID_VOL_MOU:
BYTE

.BLKB
RECID_VOL_DMOU:
BYTE

.BLKB
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38258880'111

00000000

00000000 00000000* 00000000*

00000000°*

00000000* 00000000* 00000000°*

00000000

00000000

00000000

00000000"*

00000000

00000000

00000000°*

00000000"

00000000°

00000000

00000000

00000000°*

00000000°*

00000000

00000000°*

00000000

00000000

00000000°*

00000000

00000000°*

00000000
00000000°*

H 14
16-Sep=-1984 01:48: AX=11 Bliss=32 vV o 742
19-80001080 90:88:30  Yomcom. Shistealatei%ats?,
00000002 00A14 RECTYP_ Flto : 3
0 DDRESS RECID_F ., RECID_FIL_FA
33333888 BBAIS mecme sifpRfcss necO-FIL_Suc. Recio.FiL_pai
00000000* 00A24 .ADDRESS RECID SYSUAF ADD, RECID SYSUAF DEL, =
ggg§g g;sgzg MoD, ‘RECID_SYSUAF_COP, =
00000003 0OA38 RECTYP "57332 : -
0000000G* 00A3C ADDRESS aecxo NETUAF_ADD, RECID_NETUAF_DEL, =
RECID_RETUAF_RoD
00000005 00A48 RECTYP LOES g
00000000°* 00A4C .ADDRESS RECID LOGB DIA, RECID LOGB LOC, =
RECID t GB_ Ren RECID_COGB_RET,
RECID-LOGB-DET
00000007 00A60 RECTYP_ LoEé iy
00000000 00A64 .ADDRESS RECID LOGI BAT, RECID LOGI DIA, =
00000000* 00A7C RECID_COGI_COC, RECID_COGI_REM, =
RECIDTLOGI NET, RECIDTLOGI-SUB, -
RECID LOGIDET
00000007 O0O0AB0 RECTYP LOGS ‘
00000000* 00A84 ADDRESS RECID LOGF BAT, RECID LOGF DIA, -
00000000* 00A9C RECID_COGF_COC, RECID_COGF_REM, -
RECID LOGF “NET. RECID. LOGF sus.
RECID LOGF “DET
00000007 O0OAAO RECTYP Locg 7
00000000' 00AA4 ADDRESS RECID_LOGO BAT, RECID LOGO DIA, -
00000000* 00ABC RECID_C0GO_COC, ‘RECID_COGO_REM
RECID LOGONET. RECID LOGO™ sua
RECID™LOGO™D
00000002 OOACO RECTYP_ me.o ‘'
00000000* 00AC4 .ADDRESS RECID_VOL_MOU, RECID_VOL_DMOU
00000008 OOACC RECTYP: .LONG 8
00000000* 00ADO .ADDRESS RECTYP FIL, RECTYP SYSUAF,
00000000* O00AES RECTYP_RETUAF, RECTYP_LOGB, RECTYP LOGI, -
RECTYPCLOGF, RECTYP LO0GO, aecrvp vOL
COLONS_BUF = P.AAA
SPACES “BUF = P.AAB
NONE _BOF = P.AAC
.EXTRN CHECK REQUEST, CLUSMSG_RQCB_SEND
.EXTRN DEALLOCATE Ra(B
"EXTRN FIND OCD FORHAT MESSAGE
.EXTRN LOG _MESSAGE, NOTIFY LISTED_OPERATORS
"EXTRN SEND REPLV “LCL_NODENAME
"EXTRN aeog NUMBER , "OPCSGET_VM
"EXTRN SYSS$GETMSG, LIBSSTOP
.PSECT $CODES,NOWRT,?2
07FC 00000 .ENTRY SECURITY_HANDLER, Save R2,R3,R4,RS5,R6,R7,-

|
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OPCSSECURITY 11-5. -1984 01:48: AX=11 Bliss=32 V&.0=742
v04-338 14-503-1334 ?2:28:32 opcon.sncfsecunxrv.esz:1
R8,R9,R10
A 00006 CF 9E ; MOVAB ch NODENAME, R10
3 & AE 35 MOVAB =-10B(SP), SP
8 AE 40 B8F 9A MOVIBL #64, ON_DSC
C AS 10 AE 9 0001 MOVAB  ON_BUF, ON_DSC+4
3 06 AC D 81 MOVL  BUFFER DEST, R2
0042 BF 3 ? 1 CMPW  (R2), M6
E 818 BGEQU
04 000 RET
4006 B8F BB 00021 18 PUSHR  #*M<R2,SP>
00006 5' 5 rg 0025 CALLS 'S' CHECK_REQUEST
1 5 88 A BLBS RO, 2%
4 ) RET
S0 AE D& 0002E 2% CLRL  MESSAGE VECTOR
58 66 DO 00031 MOVL RQCB, RS
g 38 A6 9E 000 MOVAB 56(Ré), RO
§7 68 A6 9E 000 MOVAB  104(R6S, R7
67 60 D1 0003¢C CMPL (RO), (R7)
18 13 0003F BEQL 48
16 32 Ab 02 EO 00041 BBS #2, SO(RG), 48
02 A7 02 A0 B1 00046 CMPW i(RO). 2(R?)
04 13 0048 BNEQ %
08 ;1 A6 E8 0004D BLBS  49(R6), 48
50 AE 0005807C 8F DO 00051 3% MOVL  #360572, MESSAGE_VECTOR
§¢ AE D& 00059 CLRL HESSAGE VECTOR+4
52 04 A 26 €1 0005C 4% ADDL3  #38, 4(R2), MSG
g 0086 C6 9E 00061 MOVAB 132(Ré), RS
68 1A A2 3§ 00066 MOV 2L ge(nse). (R8)
1A 15 0006A BLEQ S
0088 ge 9F 0006C PUSHAB 136(Ré)
8 oD 00070 PUSHL R8
00006 CF 05 B ooor; CALLS  #2, OPCSGET_VM
59 S0 00 0007 MOVL RO, STATUS
68 59 59 0007A BLBC  STATUS, 12%
0088 D6 1C A2 68 28 80070 MOVC3  (R8), 2B(MSG), a136(R6)
08 11 00084 BRB I3
50 AE 0005807C 8F DO 80086 5% MOVL  #360572, MESSAGE_VECTOR
54 AE 34 008E CLRL  MESSAGE_VECTOR+4
04 53 A6 91 00091 6% (MPB  83(R6), W4
05 18 0095 BNEQ 7%
53 01 00 00097 MOVL  #1, SCOPE_LIMIT
04 11 0009A BRB 8$
53 $3 A6 9A 0009C 7%: MOVZBL 83(R6), SCOPE_LIMIT
50 34 88Ag 8s: CLRL FgUND
5 53 A6 9A 000A MOVZBL 83(R6), SCOPE
B 52 D1 000A6 9%: CMPL  SCOPE, SCOPE_LIMIT
18 19 000A9 BLSS  10%
21 5 Sa 00AB BLBS  FOUND, 118
04 A; F 000AE PUSHAB ocg
g 00 00081 PUSHL  (R7)
i 0D 8'? PUSHL sgope
0000G CF f 8 CALLS #3, FIND OCD
£9 E8 000BA BLBS  FOUND, 9%
? 8D DECL 3cope
1 000BF BRB $
08 es C1 10$:  BLBS rguno 1%
50 AE 00058061 F DO 000C4 MOVL  #360545, MESSAGE_VECTOR
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OPCSSECURITY ‘Ié-So «1984 01:48: AX=11 Bliss=32 v4&.0-742 Page 19
005006 10-30001080 91:88:38 YORcom. hintedlatei%ts?, o 15
& AE D cc CLRL  MESSAGE VECTOR+4 ; 1948
go A; gz CF 118:  TSTL HSSSAGEZVECTOR P 1954
1 gg BEQL 138 ;
50 AE 9F PUSHAB MESSAGE_VECTOR : 1957
3 00 00007 PUSHL R : |
00006 CF F8 00009 CALLS #2, FORMAT MESSAGE :
50 AE 9F 000D PUSHAB MESSAGE_VECTOR : 1958
3 00 000E PUSHL R :
00006 CF F? £ CALLS  #2, SEND_REPLY :
0082 3 3 1;:: BRW 18$ : 1959
el 06 AE DO O00EB 138: MOVL  OCD., RO P 1965
f‘ A6 : 88" MOVL RO 36(ng) :
3 Ab 08 A ra MOVE  11(RO), 83(Ré) : 1966
A BS 000F TSTW ﬁck_uo6e~Ane ¢ 1970
6 13 000FA BEQL 4 :
7€ 1 7D 00GFC MOVG  #1, -(SP) t 1973
10 AE 9F 000FF PUSHAB ON’DSC :
14 AE 9F 001 g PUSHAB ON”D :
000582A8 8F DD 001 PUSHL  #381131 :
000000006 00 gs F8 001 CALLS  #5, SYSSGETMSG :
59 0 D0 0011 MOVL  RO. STATUS ;
0 59 E8 0011 BLBS  STATUS, 158 ;
59 DD 80113 PUSHL  STATUS P 1975
000000006 00 01 32 8}1? ge%Ls #1, LIBSSTOP ;
08 AE D& 801 g 148:  CLRL  ON_DSC : 1978
646 AE 9F 00125 158:  PUSHAB MESSAGE_VECTOR+20 : 1982
68 DD 00128 PUSHL  (R8) ;
0088 cg 0D 801 A PUSHL  136(Ré6) :
0000V CF FB 001 5 CALLS  #3, FORMAT_ALARM :
59 0 00 001 MOVL RO, STATUS :
54 AE D& 001 CLRL HE§SAgE VECTOR+4 1987
18 3% Ab 06 E1 00139 BBC #6, 52(R6), 16$ : 1988
18 59 €9 0013 BLBC srivu; 16§ :
S0 AE 00058208 8F DO 00141 MOVL  #360971, MESSAGE VECTOR P 1991
58 AE 08 AE 9E 00149 MOVAB ON _DSC, MESSAGE VECTOR+8 : 1992
5C AE 6A 3C 0014 MOVZWL LCC_NODENAME, MESSAGE VECTOR+12 1993
60 AE 046 AA DO 0015 MOVL L;L_noDENAnEok. MESSABE_VECTOR+16 P 1994
0 11 0015 BRB 17 : 1988
SO AE 00058213 8F DO 00159 168:  MOVL  #360979, MESSAGE_VECTOR 1998
58 AE 7% A6 3C 00161 MOVIWL 116(R6). MESSAGE "VECTOR+ 1999
5C AE 3C A6 9E 00166 MOVAB  60(R6), ‘MESSAGE_VEC 10R+1 : 2000
60 AE 08 AE 9E 0193 MOVAB ON DSC. MESSAGE VECTOR+16 : 2001
64  AE 5A ; 81 0 MOVZWL LCC_NODENAME, MESSAGE VECTOR+20 : sooi
68 AE 24 AA 3 174 MOVL  LCL”NODENAME+4, MESSAGE_VECTOR+24 : 200
0 AE 9F 8179 178:  PUSHAB MESSAGE_VECTOR : 2006
56 DD 0017C PUSHL R :
00006 CF 2 FB 817 CALLS  #2, FORMAT_MESSAGE ;
00 001 PUSHL R : 2010
12 oD 001 PUSHL #18 :
7€ 1 CE 00187 MNEGL #1, -(SP) :
00006 CF 3 FB 0018A CALLS  #3, CLUSMSG_RQCB_SEND ;
& DD 0018F PUSHL Ré P 20m
00006 CF 21 F8 00191 CALLS  #1, NOTIFY_LISTED_OPERATORS :
6 DD 00196 PUSHL Ré P 2012
00006 CF 21 FB 00198 CALLS  #1, LOG_MESSAGE :
6 DD 00190 18% PUSHML R6 P 2014

1
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K 14
Vo060 1" 1036521080 92:38:38  Yowcom. SRsgeElattiatst .
0000G CF 88 9F CALLS #1, DEALLOCATE_RQCB :
1A4 RET : 2016
; Routine Size: 421 bytes, Routine Base: $SCODES + 0000

S0 9000 80000000008 0BV VIV VIV NIVE VL VLRIV VLRIV VLB VRN
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OPCSSECURITY 16-Sep=1984 01:48: AX=11 BLiss=32 Vé.0-742 . i
0052360 10-860-1982 92:48:30  Yomcom. ShisEaedaYeiais? e &

: ; 1 8}7 } GLOBAL ROUTINE FORMAT_ALARM(RECORD_PTP, RECORD_SIZ, ALARM_DESCR_PTR) =
¢ : 81§ 1 tes

: ; g 95 } E FUNCTIONAL DESCRIPTION:

T 9 8 § 1 This is the main formatting routine. It validates the security alarm
3 { ! 3 record, and then dispatches by record type to routines which format
: 728 026 1! the alarm message.

s 729 025 1!

s 730 0 ? 1 ! INPUT:

&) 0 1! RECORD_PTR : The security alarm record address.

; ; § 8 3 } ; RECORD_SIZ : Size of the security alarm record

;73 030 1 i IMPLICIT INPUT:

: 135 031 1! NONE .

: 736 0 g 1!

;s 737 303 1 ! OUTPUT:

; 738 036 1! ALARM_DESCR_PTR : The address of the security alarm message descriptor
: 739 5035 1 3 is returned in this address.

: 740 039 1!

;. 761 2037 1 ! IMPLICT OUTPUT:

: 04 2038 1! NONE .

: T4 2039 1!

;. T44 2040 1 ! SIDE EFFECTS:

;745 2041 1! NONE .

: 746 %06; 1!

s 747 0435 1 ! ROUTINE VALUE:

: 748 2046 1! SSS_NORMAL, a SFAD system service error, or 0 indicating the record is
;. 749 2045 1! invalid.

B B B

;752 $068 3 BEGIN ! Start of FORMAT_ALARM
i 78 5050 3 map

; ;gg 3831 RECORD_PTR : REF $BBLOCK;

;757 5038 5 LocAL

: ;gs 282; STATUS : LONG;

;760 %os; !

;s 761 05 ! validate the record

: 76 058 !

: 76 2059 STATUS = VALIDATE _RECORD(.RECORD PTR, .RECORD_.12);

H ;gg 82? !F NOT .STATUS THEN RETURN .STATOS;

; ;2? 82; % Initialize the alarm descriptor

;768 064 2 ALARM_DESCRLDSCSW_LENGTH) = OPCSK_MAXMESSAGE;

: ; 3 822 ALARM_DESCRCDSCSAZPOINTER] = ALARM_BUF;

; ;;1 827 g Dispatch by record type to the routines which format the messages

: ;;‘ 89% érarugr= (CASE .RECORD_PTRINSASW_REC_TYPE] FROM 1 TO NSASK_RECTYPNUM OF
;775 071 NSASK_RECTYP_FIL) : FORMAT_FIL(.RECORD PTR);

() ori NSASK RECTYP SYSUAF : FORMAT-SYSUAF (.RECORD_PTR);

A 44 07 NSASK_RECTYP NE TUAF : FORMAT NE TUAF ( .RECORD"PTR);

<O
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16=-Sep=-1984 01:48: AX=11 Bliss=32 V4
12-508-1(3& ?2:?8:%8 opcon.sncjsecunxr
NSASK_RECTYP_LOGB : FORMAT_LOGB(.RECORD_PTR);
NSASK_RECTYPCLOGI : FORMATCLOGI(.RECORD_PTR);
NSASK_RECTYPCLOGF FORMATCLOGF ( .RECORDZPTR) ;
NSASK_RECTYPCLOG : FORMATCLOGO(.RECORDTPTR);
ng#SK_RECTVP-VOL : FORMATCVOL(.RECORD_PTR);
IF NOT .STATUS THEN RETURN .STATUS;
! The alarm descriptor is modified as message lLines are put in the buffer so
; we must restore it before we return.
ALARM_DESCRLDSCSW_LENGTH] = OPCSK MAXMESSAGE = .ALARM_DESCRLDSCSW_LENGTH];
QLARH_DESCR DSCSA_POINTER] = ALARM_BUF;
; Return the message descriptor.
.ALARM_DESCR_PTR = ALARM_DESCR;
RETURN™SSS_NORMAL ;
END; ! End of FORMAT_ALARM
000C 00000 .ENTRY FORMAT _ALARM, Save R2,R3
53 0000*' CF 9E 00002 MOVAB ALARM BESCR, R3
08 AC DD 00007 PUSHL RECORD_SIZ
52 06 AC DO 0000A MOVL RECORD_PTR, R2Z
5% DD 0000E PUSHL R
0000V CF 02 FB 00010 CALLS #2, VALIDATE_RECORD
78 50 E9 00015 BLBC STATUS, 11$
63 0800 8F 80 00018 MOVW #2048, ALARM DESCR
06 A3 F800 €3 9E 0001D MOVAB  ALARM_BUF, ACARM_DESCR+4
07 01 62 AF 00023 CASEW (R2), M1, #7
0022 0019 0010 00027 1$: .WORD ;s-1£.-
046 003D 0034 0002F $-18%.-
($-18%,~
5$-18.-
6%$-18,-
7$-1%.-
8"1‘0-
9%-1%
52 DD 00037 2%: PUSHL R2
0000V CF gl r? 80029 CALLS #1, FORMAT_FIL
D 11 000 g BRB 10§
52 DD 8804 3$: PUSHL R%
0000V CF g1 FB 04; CALLS  #1, FORMAT_SYSUAF
& 11 0004 BRB 10$
5¢ DD 00049 4$: PUSHL R2
0000V CF 1 FB 0&8 CALLS  #1, FORMAT_NETUAF
g 11 0005 BRB 10$
DD 00052 S5%: PUSHL R?2
0000V CF 1 B 00054 CALLS #1, FORMAT_LOGB
5 11 00059 BRB 10$
0000V CF of DB 30Qed 6%  RWML  B€ ommat LoGl
19 1? ooeg BRB 10§ .
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: Routine Size: 148 bytes,

CF

CF

WD 2> 00—
OOINTILN™

Routine Base:

OO OV VNOWVIOOWN—=0OWun
=2 ANINIWNO = NN = NO — N
COVOPMMO -2NO MO
S OMMUWODO —=DO DO

SCODES + 01AS5

PUSHL
CALLS
BRB
PUSHL
CALLS
BRB
PUSHL
CALLS
BLBC
SUBW3
MOVAB
MOVAB
MOovL
RET

p-1980 92:50: 22 Opcon. SR ISECORITi-B53:

‘ FORMAT_LOGF
FORMAT_LOGO

", roanAr voL

STATUS, 118

ALARH DESCR, #2048, ALARM_DESCR
ALARM™BUF, ALARM_DESCR+4

Q%ARE “LESCR, @ALARM_DESCR_PTR
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ROUTINE VALIDATE_RECORD(RECORD_PTR, RECORD_$I1Z) =

x—
D
)~
la N
wvn
m)
(¥
o
—
-
-

l+4

! FUNCTIONAL DESCRIPTION:

This routine validates the security alarm record.
INPUT:
RECORD _PTR
RECORD_S1Z

i IMPLICIT INPUT:
NONE .

: Security alarm record address.
: Size of the record.

NONE.

i IMPLICT OUTPUT:
i NONE .

i SIDE EFFECTS:
i NONE .

i ROUTINE VALUE:

]
]
1
]
1
]
]
|
1
1
!
; OUTPUT:
i
1
|}
]
]
]
]
]
: SSS_NORMAL or 0 if the record is not valid.

BEGIN ! Start of VALIDATE_RECORD
RECORD_PTR : REF $BBLOCK;

LOCAL
PKT _PTR : REF $BBLOCK,
SUBTYPE PTR : REF VECTOR
RECID PTR : REF VECTOR[,BYTE],
PKT_TYPE : LONG,
PKT SIZE : LONG,
INDEX : LONG INITIAL(O),
COUNT : LONG INITIAL(O),
| : LONG;

i validate the record header fields.

]
1
]
iF (.RECORD_SIZ LSSU NSASK_RECHDR_LENGTH) OR
RECORD_PTRCNSASW_REC_TYPE] EGLU 0) OR
RECORD_PTRCNSASW_REC_TYPE] GTRU .RECTYPLOJ) OR
RECORD_PTRCNSASW_REC SUBTYPE] EQLU 0) OR
RECORD _PTRENSASW_REC-SUBTYPE] GTRU ..RECTYPL.RECORD_PTRCNSASW_REC_TYPE]]) OR
RECORD_PTRCNSASB REC”SEQNUM] NEQU 1) OR
RECORD _PTRENSASBREC-SEQLAST] NEQU 1) OR
RECORD_PTRCNSASB REC_FLAGS] NEQU 0) OR
RECORD PTRCNSASW™R xrorr]-ngAsx PKTHDR LENGTH NEQU NSASK_RECHDR_LENGTH) OR
RECORD ™ PTRENSASW REC_PKT NEQU NSASR_PKTHDR_LENGTH)

RETURN 0;

EC
EC
EC
EC
EC
EC
EC

. O
1
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GReSSECUITY l-seomiots gLty yaecnn
i
3

CHSFILL(O, NSASK PKTTYPNUM, PKT COUNT TAB):
PKT_PTR =.RECORD_PTR + .RECORD" PTR[NSASU REC_PKTOFF];

o
-

! If the packet count is not zero, we must perform various validation
' and set up the packet index and packet pointer tables.

;;Eunec000_91a[u5Asa_aec,ruranJ GTRU 0

BEGIN
DECR_1 FROM .RECORD_PTRINSASB_REC_PKTNUM] TO 1 DO

Now we step through the packets one more time to set up the
packet pointer table. In the process we re-count the packets.

AeISEConlt

f Initialize the packet count table and get a pointer to the first packet.

checks

S12)

: 150 '

: 1

. i

: 1

: 154

: } 5

: 133

3 158

3 159

3 160

5 161

: 16§

; B68 163 &

: B69 164 & !

: 870 165 & ' Get the packet size and type.

3 BN 169 A

: 87§ 167 & PaT JYPE = _PKT_PTRLCNSASW_PKT_TYPE];

3 8;‘ }63 2 PKT “SIZE = .PKT_PTRINSASW_PKT_SIZE];

$ gTS 51?0 4 ! Validate the packet size and type.

; B76 171 & !

3 877 217§ 4 IF (.PKT_TYPE EQLU 0) OR

; 878 2173 & (.PKT_TYPE GTRU NSASK PKTTVPNUH) OR

: 879 2174 & (.PKT_SIZE = NSASK_PKTHDR_LENGTH LSSU .PKT_SIZ A BL.PKT_T
; 880 175 § (.PKT SIZE - NSASK® _PKTHDR_LENGTH GTRU .PKT S ABL.PKT_1
; 881 176 & THEN

; 88 177 & RETURN 0;

; 88 %178 4

; 884 179 & i Increment the packet count, get the next packet address and
3 ggz %}g? 2 : make sure that it does not point past the end of the record.
; 887 218% & PKT _COUNT_TABL.PKT_TYPE-1] = .PKT_COUNT_TABL.PKT_TYPE=-1] + 1;
; 888 2183 & PKTCPTR =" .PKT _PTR™+ ,PKT SIZE

; 889 2184 & IF T.1 NEQU 1)"AND

: 890 2185 (.PKT_PTR - .RECORD_PTR - NSASK_PKTHOR_LENGTH GEQU .RECORD
;. 8N 2186 4 THEN

; 892 5187 4 RETURN 0;

; 893 188 -

: 894 2189 :

: 895 2190 ! The packet data types and sizes have been validated. The next step
; B9 2191 ! is to set up the packet index and pointer tables. First we set up
3 Eg; }3; ; the packet index table.

: 899 194 INCR 1 FROM 0 TO NSASK _PKTTYPNUM-1 DO

: 900 195 & BEGIN

;MM 196 & IF .PKT_COUNT_TABL.I] NEQU 0

: 90 197 & THEN

: 90 198 BEGIN

;. 904 199 PKY INDEX TABL.I] = . INDEX;

: 905 200 INDEX = .INDEX + .PkT_COUNT_TABL.13;

: 906 201 & END;

: 907 205 END;

: 504

: 205

: 206

TY.8

.0-

742
32:1

o (i??

oP
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OPCSSECURITY 16 Sep=1984 01:48: AX=11 Bliss=32 v o 742 Page 26
v0£-380 14- Se 34 ?2:5 :gg OPCOM. S c3 ecun Y.B32;1 ’ (E);
TTYPNUM, PKT COUNT TAB):
TR + .RECORD PTRLNSASW_REC_PKTOFFJ;
_PTRINSASB_REC_PKTNUM2"T0 T DO

(elele]

Get the packet type, save the packet address in the packet
pointer table, increment the packet count, and get the next
: packet pointer.

PKT_TYPE = .PKT_PTRINSASW PKT TYPE];

PKTZPOINTER_TABL.PKT_INDEX_TABL.PKT TYPE=11+.PKT_COUNT TABL.PKT_TYPE=11] = .PKT_PTR;
PKT_COUNT_TABL.PKT_TYPE-1]"= PKT_COUNT _TABL.PKT_TYPE=-T] + +1;

PKT-PTR =~ ,PKT_PTR™+ .PKT PratNSASu PKT™SIZE];

‘ ¢

: 10 &

: 1 4

; 1§ 4

: 146 &

3 }S 2

; }3 4

; 19 &

: 0 END;

s g 1 . END;

E 2225 g Now we check that the right packets are present for this type of record.
; %225 i First we form a pointer to the table which describes the packet types
3 552? : for this record

E %2%8 SUBTYPE PTR = .RECTYPL.RECORD PTRINSASW REC TYPE]];

; gg %gg g q:cno PTR = .SUBTYPE_PTRL.RECORD_PTRINSASW_REC_SUBTYPEI];

E 39 §%§1 : Then we make sure that each packet found is allowed in this record.

: 938 2235 iNCR 1 FROM 1 TO .RECID_PTRLOJ*3-2 BY 3 DO

: 39 2234 BEGIN

;. 940 5235 IF (.PKT_COUNT_TABL.RECID_PTRC.I1J=1] LSSU .RECID_PTR[.I OR
;941 236 & (.PKT_COUNT_TABL.RECID_PTR[.1]J=1] GTRU .RECID_PTRL.I

: 9% 2237 g THEN

;. 94 2238 RETURN 0

;. 944 2239 g E

;945 2240 COUNT = ,COUNT + ,.PKT_COUNT_TABL.RECID_PTR[.IJ-1];

. 946 2241 s END;

: 947 226§ !

: 948 2243 2 i The packet count can now be used to make sure that there were not any
3 3?3 252; : additional packet types in the record.

;951 %256 IF .COUNT NEQU .RECORD _PTRINSASB_REC_PKTNUM]

s 95 2247 THEN

: 9 248 RETURN 0;

: 954 49 ¢

: 955 50 ! X -

: ggg 21 ; The last check is to validate the record size.

: 958 §S§ If PKT_PTR = .RECORD_PTR = NSASK_PKTHDR_LENGTH NEQU .RECORD_SIZ

: 959 5S4 THEN

: 960 %SS RETURN 0;

: 961 59

;962 gs RETURN SSS_NORMAL ;

: 963 58 END; ! End of VALIDATE_RECORD

l
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F 15
OPCSSECURITY 16=Sep~-1 AX=11 Bliss=32 V&.0-742 Page 28
v04-383 14-Sep=-19 8 ?5 53 §2 OPCOM.SRCISECURITY.B32; 1 . (i)‘
52 9 10 8 D oc; CMPZV no. #16, a(SP)+, R2 ;
§ C BGEQU :
00¢ €9 5%: BRW 1 $ ;
0000°CFé 8 CC 68: INCB_  PKT_COUNT_TAB=-1[PKT_TYPE] : 2182
56 T - 01 ADDL2 PKT SIZE,“PKT_PTR : 2183
01 0 g §og§ ngt n i 2184
52 zg S ¢3 00009 SUBL3 aa PKT_PTR, R2 ;2185
84 ¢ 8000 SUBL2 R :
08 AC § D1 000EO CMPL a; RECORD_S1Z ; ;
1; 00E4 BGEQU :
AF 8 F 88£3 78: SOBGTR 1, 4$ : 2162
04 000E CLRL I ¢ 2194
51 oooo'cr88 ?g 885? 8s: ggxfaL sgr COUNT_TABLI], R1 . 2196
0000 CF40 6 B0 000F3 MOVW xuosx er INDEX_TABLI) P 2199
65 §1 €O 000F9 ADDL2 : 2200
ss 5 12 F goorc 9%: AoaLgo c b : 2194
13 0 6E aaens gg 2C 8‘0 MOVCS  #0, (sﬁ> co #19, PKT_COUNT_TAB ; 2207
56 59 DO §o1oa MOVL R9, PKT_PTR : 2208 |
50 01 AA 9E 00108 MOVAB  1{(R10),"1 ; 2209
25 11 8o1or BRB 1% :
57 FC A& §c 0111 108: MOVIWL =4(PKT PTR), PKT TYPE ;2216
51 0000°'CF47 3C 00115 MOVZWL PKT_INDBEX TAB-ZEFKT TYPE], R : 2217
gg oooo'crgg ga 88}1? :ggEgL er cgunr “TAB-1CPKT_TYPE], R2 ;
0000°CFé&1 56 DO 00124 MOVL Pxf _PTR, PKT_POINTER_TAB[R1] :
0000°'CF47 96 801 A INCB PKT"COUNT TAB-1[PKT _TYPE] : 2218
51 FE A6 3C 0012F MOVIWL =2(PKT PTR), R1 : 2219
56 51 €O 00133 ADDL2 RT, PKT_PTR :
D8 50 FS 00136 11% SOBGTR 1, 108 : 2209
50 68 3C 00129 12% MOVIWL (R8), RO ; 2228
51 0000°CF40 go 0013¢ MOVL  PECTYPCRO], SUBTYPE_PTR ;
50 02 A8 3C 00142 MmovZwL 2(R8), RO ; 2229
50 6140 DO 00146 MOVL (SUBTYPE PTR)[RO] RECID_PTR ;
51 60 9A 0014A MOVIBL (RECID_PTR) ;2233
51 03 C4& 0014D MULL2 #3, R1™ :
51 og €2 oo1go SUBL og, R1 :
§2 02 CE 301 3 MNEGL #2. 1 ;
18 11 0158 BRB 14§ ;
53 6262 9A 8015 13$: MOVZBL (I)CRECID_PTR ;2235
53 0000°'CF43 9A 0015 MOVZBL PKT Eounr TAa-itRSJ R3 ;
53 01 A262 91 c812 C(MPB  1(ITCRECIB_PTR], R3 ;
25 1A 001 BGTRU 158 ;
53 02 AZ?O ?; 8}29 grgg gtg)tnecxo PTR], R3 ; 2236
5 s§ c0 0017 ADDL ng. COUNT ;2240
FFDF 52 0 51 F1 817 14%: ACBL  R1. #3, 13$ ; 2533
SA 58 D1 0017 CMPL cguur. R16 s 2246
10 1 817c BNEG  15% :
56 S8 17€ SUBL2 R8, Ré : 2253
56 24 €2 00181 SUBL2 #4. Ré ;
08 AC 6 D1 001 CMPL a? RECORD_S12 ;
04 18 1 BNEQ 15§ ;
50 01 8 18A MOVL #1, RO : 2257
& 001 RET ; |
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; Routine Size: 401 bytes, Routine Base: $CODES + 0239
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Voe-300 10-3ep-198¢ 12:50:35  [opcom. SalISeenlt P @
965

: 59 1 ROUTINE FORMAT FIL(RECORD PTR) =

;. 96 61 1 !+

- gi } ; FUNCTIONAL DESCRIPTION:

: §?? gg } g This routine formats security alarm messages for file access alarms.
; 97; 66 1 :

s 3;‘ g } ; RECORD_PTR : The security alarm record address.

; 3;5 9 } : '"PL'cﬁsué"P""

: 979 7? 11 y

: 978 72 1 ! OUTPUT:

: 979 4 85 B "

: 980 74 1!

;. 9 75 1 ! IMPLICT OUTPUT:

3 gg ; } ; Formatted message in the alarm buffer.

;984 78 1 | SIDE EFFECTS:

: 985 7% 1! NONE .

: 986 80 1!

: 987 1 1 ! ROUTINE VALUE:

3 ggg g } ; SSS_NORMAL or a $FAD system service error.

i 990 g

H 831 5 BEGIN ! Start of FORMAT_FIL
: 99§ g? P

: 994 88 RECORD_PTR : REF $BBLOCK;

: 995 89

: 996 90

: 997 91 FIL_VEC : VECTORICNSASK RECTYPNUM FIL]

: 998 9; INITIAL(UPLIT(BYTE(XASCIC ' / Successful file access')),
;. 999 G UPLIT(BYTE(XASCIC ' / File access failure'))):;
: 1000 294

: }881 % Loc‘%tArus LONG

: 1oo§ 39 : /

: 1004 98 !

: }882 33 ; Format the common message lines.

: 1007 01 STATUS = PUT_COMMON(.RECORD_PTR, .FIL_VECL.RECORD_PTRLNSASW_REC_SUBTYPE]=11);
: }883 égi IF NOT .STATOS THEN RETURN “STATUS:

; }8}? 8; g Format the image name, file name, and file access mode lines.

: 101; 09 PUT_PKT_IMGNAM(.RECORD_PTR);

;101 0 PUTZPKT_F ILNAM( .RECORD"PTR) ;

[, }0}; 83 eUl_PKI_FACHOD(.RECORD_PTR):

; }%}9 }? g If it was a successful file access, format the privileges used line.
: }8}% }i %QE“RECORD_PTR[NSASU_REC_SUBTYPE] EQLU NSASK_RECTYP_FIL_SUCC

: 1020 14 PUT_PKT_PRIVUSED( .RECORD_PTR);

; 1021 15 2 RETURN S5$_RORMAL ;

]

<O
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OPCSSECURITY
V04-560

: 1022 2316 1

20 6C 75 66 ;2 ;g

73 73 65 63 63 61

: Routine Size:

END;

65
65

63 bytes,

oo oo
VWA NN
~Oo~ OOr
Y NN
~NOo~ OMN

0000v

0000V
0000V
0000V

0000v

Routine Base:

ViD —un

o8 oW
o0 OW

ia

o oo
- ™

oY oM
oo WO
= On—a
oo~ oMo
[=l=l=lelele]

00000000* 00000000 OOAFO

CF
50

0004 00000

0 00002
¢ 00006

02

NMONNNODO0N—="p

AC
A2
4
5
0
5
52
21
2
g1
2
01
A2
07
32
01
01

SOWONVV—=DODODOOVDOO
L=ttt b=l =l=l=lelelelelela]
OCOO0O0O0O0O00O0O00O00O000O
OCO00000000000000

uwgwm—--a-oo

OCOUOMO=DMOMOMOMMO O

Mmoo
N =

$CODES + 03CA

-Sep-1984
14-Sep-1984

P.AAD:

P.AAE:

FIL_VEC:

.PSECT

.BLKB

LASCII

.PSECT

¢ 12:30:38

! End of FORMAT_FIL

AX=11

$PLITS ,NOWRT ,NOEXE

1
<25>\ / Successful

V4.0-742

Bl iss -32
OPCOM.SRCISECURITY.B32;:1

.2

file access\

2
<22>\ / File access failure\

$OWNS ,NOEXE, 2

.ADDRESS P.AAD, P.AAE

.PSECT

FORMAT _FIL:

A

WORD
MOVL
MOVZWL
PUSHL
PUSHL
CALLS
BLBC
PUSHL
CALLS
PUSHL
CALLS
PUSHL
CALLS
CMPY
BNEQ
PUSHL
CALLS
MOVL
RET

$CODES,NOWRT, 2

e R2
oao PTR, R2
“RO
véc-&[n03
PUT _COMMON
us, 2%

c-':nnc

b 1%
—.

, PUT_PKT_IMGNAM
, PUT_PKT_FILNAM
PUT_PKT_FACMOD
), N

-~

2

VBD-=NN/IV|POR/RDOVBDODTNODOD
— A N M =2 =2 =2 N = NIN) = ~ T

PUT_PKT_PRIVUSED
RO

e 8090909000000 0008080800008 N,
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ROUTINE FORMAT_SYSUAF (RECORD_PTR) =

o4
; FUNCTIONAL DESCRIPTION:

i This routine formats security alarm messages for records whose type
; is NSASK_RECTYP_SYSUAF. (System user authorization file)
i T:
E RECORD_PTR : The security alarm record address.
i IMPLICIT INPUT:
E NONE .
i QUTPUT:
; NONE .
i IMPLICT OUTPUT:
5 Formatted message in the alarm buffer,.
i SIDE EFFECTS:
E NCNE .
i ROUTINE VALUE:
; SSS_NORMAL or a $FAD system service error.
BEGIN ! Start of FORMAT_SYSUAF
RECORD_PTR : REF $BBLOCK;
BIND
FROMNAM BUF = UPLIT(BYTE(XASCIC * From Name: 33
OLDNAM_BUF = UPLIT(BYTE(XASCIC * Old Name: *));
BANNER_VEC : VECTORCNSASK RECTYPNUM_SYSUAF]
INITIAL(UPLIT(BYTE(XASCIC ' / System UAF record addition')),
UPLIT(BYTE(XASCIC * / System UAF record deletion')),
UPLIT(BYTE(XASCIC * / System UAF record modification')),
UPLIT(BYTE(XASCIC ' / System UAF record copied'))
UPLIT(BYTE(ZASCIC * / System UAF record renamed’)}),
LABEL_VEC : VECTORINSASK RECTYPNUM SYSUAF]
INITIALCUPLIT(BYTE(XASCIC ' Rec Add: 3%
UPLIT(BYTE(XASCIC * Rec Del: ot} F
UPLIT(BYTE(XASCIC * Rec Mod: o ) P
UPLIT(BYTE(XASCIC * Rec Add: '))
UPLIT(BYTE(XASCIC ' New Name: S F

LOCAL

STATUS ¢ LONG;

]
; Format the common message lines.

STATUS = PUT_COMMON(.RECORD_PTR, .BANNER_VECL.RECORD_PTRINSASW_REC_SUBTYPE]=11);
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352:8880RIYY

228

CO0O000O

SEIER

333322333

46
6F

46
6F

4
6

46

g\h NV NVWO W
LY T LV B SV L S

Obz »
v

A =

ONVONWY

65
A
69

20
65

2
6

&9

61

VOO0V O 0000000 ~NNN~N~

—

6D
65
64

6D
6C

6D

D
0

6E

33-32 V&
SECURIT

€™ =e

K 15

16=Sep=-1984 01:48: AX=11 Bl

10-3e07108¢ 12:4B:3%  YoKcom.%
}F NOT .STATUS THEN RETURN .STATUS:;

g Pove the user name Label and user name fields into the alarm buffer.

PUT_STRING_ASCIC(.LABEL_VECL.RECORD PTRINSASW REC_SUBTYPEI=11);
PUT-PKT_STRING(.RECORD_PTR, NSASK_PRTTYP_USERRAM,<1);
PUTZNEWCINE (0);

g If this is a UAF copied or renamed record, format the old user name.

if .RECORD_PTR[NSASW_REC_SUBTYPE] EQLU NSASK_RECTYP_SYSUAF _COP
OR_.RECORDZPTRCNSASWZREC SUBTYPE] EQLU NSASKZRECTYPZSYSUAFZREN

BEGIN

PUT_STRING_ASCIC(
IF_.RECORD _PTRCNSASW_REC_SUBTYPE] EQLU NSASK_RECTYP_SYSUAF _COP
THEN FROMNAM BUF
ELSE OLDNAM_BUF

)
PUT_PKT_STRING(.RECORD_PTR, NSASK_PKTTYP_USERNAM, 2):
Eg;_neutINE(o>:

|
! If this is anything but a UAF deletion record, format the modified fields.
! sexex This is temporarily tied off because AUTHORIZE is not generating

; weex+ the fields modified vector.

;;EﬁRECORD_PTR[NSAQU_REC_SUBTYPE] NEQU NSASK_RECTYP_SYSUAF _DEL
IF .CUPLIT BYTE (0)) THEN | ww+ev temporary tie-off
PUT PKT_SYSUAFF ( .RECORD_PTR);

RETURN SSS_RORMAL ;
END; ! End of FORMAT_SYSUAF

+PSECT SPLITS,NOWRT,NOEXE,?2

00043 .BLKB 1

61 4LE 20 6D 6F 72 &6 09 OC Oggg? P.AAF: .afgél §12><9>\From Name:\<9
6D 61 & 0 64 6C &F g9 08 80056 P.AAG: .ASCII <11><9>\0ld Name:\<9> :
65 74 7 9 53 20 ¢2F 2 10 00060 P.AAH: LASCII <29>\ / System UAF record addition\
64 61 20 64 72 6F 63 65 72 8895 g
65 74 73 79 ;3 20 2F 20 1D 0088 P.AAL: LASCII <29>\ / System UAF record deletion\
65 64 20 64 72 6F 63 65 72 Oggf a3
65 764 73 79 ;g 20 2F Zg ;1 §0As P.AAJ: .ASCII \! / System UAF record modification\
6F 6D 20 64 6F 63 6 i OAF

6E 6F 69 7 008

00C .BLKB 2 :

65 764 73 79 ;3 20 2F Zg 13 8( P.AAK: .ASCII <27>\ / System UAF record copied\
6F ?3 ;g 4 i 6F 33 g 7 08
65 74 9 ; 20 2F 2 15 8E P.AAL: .ASCII <28>\ / System UAF record renamed\
65 72 20 64 72 6F 63 65 7 880FB o

®e e %e e
.................................................'.....l...l.......l.l.l..I.l.‘l.-.t..'..l...‘........‘II..QII.-..




ORCSSECURITY 163601080 01:48i50  yMcl1 BLisec32 v 0Tz Page 3

09 3A 64 64 41 20 63 65 52 09 OA 0}§g P.AAM: :afgél §10><9>\Roc Add:\<9> :
09 3A 6C 65 && 20 63 65 S2 09 OA }19 P.AAN: :afgél ;10><9>\R¢c Del:\<9> :
09 3A 64 6F 4D 20 63 65 52 09 OA }12 P.AAO: :afﬁél f10><9>\nec Mod:\<9> :
09 3A 64 64 41 20 63 65 52 09 OA 01;? P.AAP: :afgél ?10><9>\Rec Add:\<9 :
09 3A 65 6D 61 &4E 20 77 65 4E 09 0B 00130 P.AAQ: .ASCII <11><9>\New Name:\<9>
00 0013C P.AAR: .BYTE 0

.PSECT SOWNS ,NOEXE,?2
00000000* 00000000* 00000000* 00000000' 00000000* OOAF8 BANNER_VEC:

.ADDRESS P.AAH, P.AAI, P.AAJ, P.AAK, P.AAL :
00000000* 00000000* 00000000* 00000000*' 00000000*' 00BOC LABEL VEC
.ADDRESS P.AAM, P.AAN, P.AAD, P.AAP, P.AAQ ;
FROMNAM_BUF = P.AAF
OLDNAM_BUF = P.AAG

.PSECT SCODES,NOWRT,?2
0004 00000 FORMAT_SYSUAF :
WORD

Save R2 : 2317
52 06 AC DO ooooz MOVL aecono PTR, R2 2 2373

50 02 A2 3C 00006 MOVIWL 2(R2),7RO ;

0000°CF40 DD 0000A PUSHL  BANNER_VEC=4[R0] ;

52 DD 000OF PUSHL R2 ;

0000V CF os F8 00011 CALLS  #2, PUT_COMMON :
6F 5 59 00016 BLBC STATUS. =7 : 2374
50 02 A2 3C 00019 MOVIWL 2(R2), ; 2378

0000°CF40 DD 0001D PUSHL LABEL EC <4[RO] ;

0000V CF 01 FB oooz; CALLS POT STRING_ASCIC ;
01 0D 0002 PUSHL 01 ;2379

0A DD 00029 PUSHL #10 ;

55 00 00028 PUSHL Ri ;

0000V CF 9 F8 0002D CALLS  #3, PUT_PKT_STRING ;
E D& 00032 CLRL  =(SP) ; 2380

0000V CF 01 FB 00034 CALLS  #1, PUT_NEWLINE ;
50 D& 800 9 CLRL RO’ : 2384

04 02 A2 B1 00038 CMPW  2(R2), :

24 1g og F BNEQ 1% ;

0 D6 00041 INCL ao ;

06 1M 0843 BRB ;
05 02 A ?1 08 45 1%: CMPW (RZ). #5 : 2385

g 3 049 BNEQ $ ;
7 0 5 0048 2%: BLBC RO, 3% : 2389

0 0000* sr ; 08& MOVAB  FROMNAM_BUF, RO ;

5 11 0005 BaB 43 3

50 0000' CF 9E 00055 3%: MOVAB obouAn_aur. RO :

S0 DD gn i$: PUSHL R :

0000V CF 1 FB C CALLS #1, PUT_STRING_ASCIC :
2 DD 00061 PUSHL  #2 ;2393

A DD 00 62 PUSHL #10 :

2 0D 0006 PUSHL R2 :

TE R R R e e TR TR TR TR TR PR LA PRI A TR P TR LR TR R TR L T T ) IR TR T A IR TR TR TR A TR PRI PR T P A R IR R L N T

~NO~




M 15
OPCSSECURITY 16=-Sep=-1984 01:48:5 AX=11 Bliss=32 V&.0-742 Page 35
v06-080 14-5¢g-1934 12:53:52 !opcon.sac]sscuaxrv.asz:1 % 7
0000V CF 03 FB 00067 CALLS  #3, PUT_PKT_STRING :
7E D& 0006C CLRL  =(SP) : 2394
0000V CF 01 FB oog CALLS #1, PUT_NEWLINE :
02 02 A2 B1 (0073 58: (MPW  2(R2), W2 ;2401
0C 13 07 BEQL 6% ;
07 0000" gr £9 00079 BLBC  P.AAR, 6$ : 2403
2 DD 87 PUSHL ng P 2404
0000V gF 81 FS CALLS ", PgT_PKT_SVSUAFF :
0 1 00 000 9;: MOVL #1. R : 2405
04 00088 78: RET v 2406

; Routine Size: 137 bytes, Routine Base: S$CODES + 0409




N 15
V04-60 " 16-5ep-108¢ 12is8i38  to¥eon. Salisechals

R

IMPLICT OUTPUT:

NN

Formatted message in the alarm buffer.
SIDE EFFECTS:
NO

ROUTINE VALUE:

}S 48 ROUTINE FORMAT_NETUAF (RECORD_PTR) =

17 03 1 14s

}s } ! FUNCTIONAL DESCRIPTION:

0 1 This routine formats security alarm messages for records whose type

1 } is NSASK_RECTYP_NETUAF. (Network user authorization file)

i 1 INPUT:

g } RECORD_PTR : The security alarm record address.

9 1 IMPLICIT INPUT:

' 1 NONE.

K i OUTPUT:

0 NONE .

:
3
3

SSS_NORMAL or a S$FAD system service error.

]
; Format the common message lines.

STATUS = PUT_COMMON(.RECORD_PTR, .BANNER_VECC.RECORD_PTRINSASW_REC_SUBTYPE]=11);
IF NOT .STATOS THEN RETURN TsTATUS;

g Format the first network user authorization line.
ﬁut-STkING-ASCIC(.LABEL_VEC[.RECORD_PTR[NSASU_REC_SUBTYPEJ-IJ):
PUT_NETUAF _LINE(.RECORD_PTR, 1);

34

35

36

37

38

39

40

41 3

2§ % BEGIN ! Start of FORMAT_NETUAF

(YA 3 P

22 g RECORD_PTR : REF $BBLOCK;

&7 3 IND

23 : OLDREC_BUF = UPLIT(BYTE(XASCIC °* Old Rec: *373

50 4

51 4 BANNER_VEC : VECTORCNSASK REZTYPNUM_NETUAF]

S% 4 INITIAL(UPLIT(BYTE(XASCIC ' / Network UAF record addition')),
S 4 UPLIT(BYTE(XASCIC * / Network UAF record deletion')),
54 UPLIT(BYTE(XASCIC * / Network UAF record modification'))),
5SS LABEL_VEC : VECTORCNSASK RECTYPMUM NETUAF]

56 INITIAL(UPLIT(BYTE (XASCIC * Rec Add: o P

57 UPLIT(BYTE(RASCIC * Rec Del: ')

58 UPLIT(BYTE(XASCIC * New Rec: "))

59 LOCAL

2? STATUS : LONG;

6

&8

64

dddddddddddddddddddﬂﬂddddddddddddﬂdﬂddﬂdddddddddadddddddd
wh
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46
13

46
6F

— e e e B e D D e d D b
il il e il D il i D il B D
OO ~NO NS NN

OO0 N NNNN~N~N~
SR2S

Oftgassulllv

74

55
7%

20
69

20
65

69

09

64

6C

09
09
09

3A

72
64

72
6F
3A
3A
3A

19-300-1984 01:48:
19-3c0-1980 93:48:39

f this is a network UAF modified record, format the second network user

L]
il

5 authorization line,
i

BEGIN
PUT_STRING_ASCIC(OLDREC_#.4);
PUTNETUAF —L INE ( .LRECORD-PTR, " 2);

END
RETURN S$SS_NORMAL;

END; ! End of

PSECT

00130 .BLKB

63 65 52 20 64 6C 4F 09 OA 00140 P.AAS: ASCII

00148 .BLKB

6F 77 74 65 4LE 20 2F ;0 1€ 0014C P.AAT: _ASCII
61 20 64 72 6F 63 65 72 20 00158
6E 0016A

00168 BLKE

6F 77 74 65 4E 20 2F ;0 1€ 00\9( P.AAU: ASCTI
64 20 64 72 6F 63 65 72 20 00178
6E 0018A

00188 .BLKB

6F 77 74 65 4E Zg 2F 20 %2 0018C P.AAV: .ASCII
6D 20 64 72 6F 63 65 72 20 00198
6E 6F 69 74 61 001AA

001AF .BLKB

66 64 41 20 63 65 52 09 OA 00180 P.AAW: ,ASCII

00188 .BLKB

6C 65 &6 20 63 65 52 09 OA O001BC P.AAX: L.ASCII

001C7 .BLKB

63 65 52 2C 77 65 4E 09 OA 001C8 P.AAY: _ASCII

.PSECT

00000000* 00000000* 00000000' 00B20 BANNER_VEC:

AX=11 Bli!s-lz vé4.0-742
OPCOM.SRCISECURITY.B32;1

i RECORD_PTRCNSASW_REC_SUBTYPE] EQLU NSASK_RECTYP_NETUAF_MOD

FORMAT _NE TUAF

$PLITS NOWRT ,NOEXE,?2

3

f10><9>\Old Rec:\<9

<30>\ / Network UAF record addition\
1

<30>\ / Network UAF record deletion\

1
\'"" / Network UAF record modification\

110><9>\Rec Add:\<9>
%10><9>\Rec Del:\<9
<10><9>\New Rec:\<9
$OWNS ,NOEXE ,2

.ADDRESE P.AAT, P.AAU, P.AAV

00000000* 00000000* 00000000* 00B2C LABEL_VEC:

+ADDRESS P.AAW, P.AAX, P.AAY

OLDREC_BUF=
PSECT
0004 00000 FORMAT_NETUAF :
.WORD
55 84 AC DO 00002 MOVL
5 2 A2 3C 00006 MOV ZWL
0000'CF40 DD 080A PUSHL
52 DD 0000F PUSHL
0000v CF 02 FB 00011 CALLS

P.AAS
$CODES,NOWRT,2

Save R2
aecgao_Pta. R2
2(R2)
gAuNsﬁ_vsc-ALROJ

05. PUT _COMMON

o

:

407
657



16
OPCSSECURITY 12 -Sep=-1984 01:48:5 AX=11 Bliss=32 V&.0-742 p 38
0052360 10-300-198¢ 93:58:38  Yorcom. Shidtecdatriais?, malt |
50 E9 0001 BLBC ATUS, 2% . 2458
B RS M, g 342
0000°'CF40 DD 0001D PUSHL LABEL VEC-4CROJ ;
0000V CF 1 FB 000 ; CALLS #1, POT_STRING_ASCIC :
> Db 08056 PUHE ) $ma
0000V 8! 02 FB 80 8 CALLS lg PUT _NETUAF _L INE :
3 02 ? ?% 08 Sﬂ?g ggﬁz:  } i 2468
0000° CF OF 80 PUSHAB o% REC P 2m
0000V CF 1 FB 0003A CALLS # PuT sranG ASCIC :
21 o
0000V gr 8 FB 00043 CALLS # PgT NETUAF_L INE ;
0 1 D0 00048 1$: MovL  #1. T 2474
04 00048 2§: RET 9475

; Routine Size: 76 bytes, Routine Base: SCODES + 0492




D 16
OPCSSECURITY 16=Sep=1984 01:48:5 AX=11 Bligss=32 V4.0-742 Page 39
VO‘-BSO 14-503-1934 ?2:58:5? OPCOH.SRCSSECURITV.B32:1 . (g)
ROUTINE FORMAT_LOGB(RECORD_PTR) =

144

: FUNCTIONAL DESCRIPTION:

This routine formats security alarm messages for records whose type
is NSASK_RECTYP_LOGB. (Login breakin detection)

SIER

000000000000 ~N~N~N~

WIS nitD = OO0~

'RECORD_PTR : The security alarm record address.
IMPLICIT INPUT:
NONE .

R It 22ttt o o

OUTPUT:

IMPLICT OUTPUT:
Formatted message in the alarm buffer,

SIDE EFFECTS:
NONE .

POROMNORNIPOMNINONING =B b s D o e B e e oD D Db

88=

AUNINVRLNLNLNLALNLNNINLNININL NNV R NI NN NI NI NI NI NINININI N =B b b b ed b e b o o b e e e e o o o e e e e o o e o
—
—
—0

b -}
™
=
w
>
[ od
(")
—d

ROUTINE VALUE: ¥
SSS_NORMAL or a $FAD system service error.

SEEREV2SERIRRREN2ES
AN NININININI NI N NN NN NN NINONINONOND
0%
o

383

e

BEGIN ! Start of FORMAT_LOGB

£

RECORD_PTR : REF $BBLOCK;

NN NN S O
QOO0 00O0CO
OVWNO WV NN —

BANNER_VEC : V
1 / Dialup interactive breakin detection')),

/ Local interactive breakin detection'))

/ Remote interactive breakin detection’)f,

/ Network breakin detection')),

/ Detached process breakin detection')));

=
O
~
ot s B B B PR,

LOCAL
STATUS : LONG;

]

g Format the common message lines.

STATUS = PUT_COMMON(.RECORD_PTR, .BANNER_VECL.RECORD_PTRINSASW_REC_SUBTYPEJ-11);
IF NOT .STATUS THEN RETURN .STAfUS;

STATUS = PUT_PKT_PASSWORD(.RECORD PTR);

{F NOT .STATOS TREN RETURN .STATUS:

g Dispatch by record subtype to format the remainder of the message lines.

CASE RECORD_PTRCNSASW_REC_SUBTYPE] FROM 1 TO NSASK_RECTYPNUM_LOGB OF

3
NSASK_RECTYP_LOGB_DIA, NSASK_RECTYP_LOGB_LOC] :

ST ST NT NI NI NI STSTNTNT ST NN LS LS NS LS LN LN LN N ]
OV ~NO NN —

WNANRNINO NN NINI NI NONON) = b e ed d ecd e e d
%domwou»waoooﬂombmao
--.-.-‘.—.-‘-‘-‘-‘-‘-.

SHF
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D i D ) D D el D ) D ) i D i D D s D D il e D D D el D el e D e el i D ) ) D i i el D ) ) el e el ) D D e e D e ) el il e

AUNLNLRLRNLNLNLNINIAL NN NN AN PO NI NI NN NN NN PPNV N NI

WA TA A T UAA VAN T AW

N = OO0 NO NS N -
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WNANINNONO NN NN
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OPCSSECURITY
V04=006

LA LR LR T L L e L e T e T R TR R R R T R R TR TR TR R TR T )
D D D B o cd D o D D ed md e ad D D D d o e D D e D D B D d d b D

NORNINIPONI NN

WA = OO0 NON NN = OO~V

NSNNNOOOOOOOONOO NWVTWAURAALUIWAS S SNBSS

74
69

65
6t
74
69
72

70
c0

6k

7h
69

6E

62
6Ff

20
6E

69
61

6E

69
61

20
69

64
69

S LS LSTNT N LNTNTNTNENTNTNTSTNTSTNTLN N NTNTNTNTNT NN NN N NTNT N
VT UTA WA A A ALA VYA VT T LA AUV
goooommmmmmummmbbbbbbbbbbm

WM = O O 00 NN B N = OO 00 NOMN 8N AN - = OO 00 O SN

TURN

16-3ep-1984
16-503-19 4

; Dialup and local interactive breakin detection.

BEGIN

Pg;_oevuun_anft.afcoao_Ptn);
tNSAsx,kecrvp,Loea_aenJ :

g Remote interactive breakin detection.

BEGIN

PUT_DEVNAM _LINE(.RECORD PTR):

STATUS = POT_SOURCE_L INE(.RECORD PTR);

I;DNOI .STATOS THEN RETURN .STATOS;
[NSA?K,ﬁECTYP,LOG&_NETJ :

g Network breakin detection.

BEGIN

STATUS = PUT_SOURCE _LINE (.RECORD PTR);

é;onor .STATOS THEN"RETURN .STATOS;
tNSAfK_ﬁECTYP-LOGB_DETJ :

g Detached process breakin detection,

BEGIN
Eg;_PKT,PARENTUN(.RECORD_PTR):

TES;
§S$_NORMAL ;
! End of
PSECT
00103 .BLKB
6C 61 69 &4 20 2F 20 ;7 00104 P.AAZ: .ASCII
20 65 76 69 74 63 61 72 O001E3S
69 74 63 65 74 65 gk 20 001F2
61 63 6F 4C 20 ;F g 26 001FC P.ABA: .ASCII
62 20 65 76 69 74 63 61 00208
6F 69 74 63 65 74 65 64 0021A
00223 .BLKB
6F 6D 65 S2 20 2F 20 ;7 0224 P.ABB: .ASCII
20 65 76 69 74 63 61 8 0 3
69 74 63 65 74 65 64 2 024
77 74 65 ks 20 2F 20 1C 0024C P.ABC: L.ASCII
76 65 64 20 6E 69 6B 61 0258
0269 .BLKB
1 74 S &4 ;g oF Zg 25 0026C P.ABD: .ASCII
2 62 20 73 65 ? 6F 00278
6E 6F 69 74 63 65 74 65 0028A
PSECT

72:50:38

AX=11 Bli,s-SZ vé.0-742
OPCOM.SRCISECURITY.B32; 1
FORMAT _LOGB
SPLITS,NOWRT ,NOEXE,2

1
\' / Dialup interactive breakin detection\

\£ / Loecal interactive breakin detection\

1
\' / Remote interactive breakin detection\
<28>\ / Network breakin detection\

3
\% / Detached process breakin detection\

$OWNS ,NOEXE , 2




F 1
OPCSSECURITY 16=Sep-1 :48:5 AX=11 B liss=32 vé 0 742 Page &1
v04-388 14-508-133 58-52 OPCOM.SRCISECURITY.B32;1 % 9
00000000* 00000000° 00000000* 00000000* 00000000' 00838 BANNER_VEC :
.ADDRESS P.AAZ, P.ABA, P.ABB, P.ABC, P.ABD ;
LPSECT S$CODES,NOWRT,?2
000C 00000 FORMAT_LOGB:
.WORD Save RZ2,R3 3 5476
58 84 A go 8002 MOVL nec RD PTR, R2 ;2522
5 8 A2 3C 00006 MoviwL 2(R2),°R ;
0000°CF40 DD 88 A PUSHL aAnuEﬁ VEC=4[RO] ;
52 DD F PUSHL :
0000V CF g FB 00011 CALLS , PUT_COMMON ;
§3 D 0013 MOVL " STATUS ;
9 §3 E 8001 BLBC STATUS 5% ; 3553
52 DD 0001C PUSHL R2 : 2524
0000V CF 21 rg 00015 CALLS 41, PUT_PKT_PASSWORD :
53 g D 000% MOVL RO STATUS 3
2C 53 E9 00026 BLBC STAIUS $ : 2525
04 01 02 A2 AF 00029 CASEW (R2), M, W4 : 2529
001A 0013 000A 000A °°°§§ 1%: WORD 28-1%.- ;
0028 000 $-1$.- :
$-1$.- s
4$-18%.~- -
6$-1% ;
52 0D 00038 2% PUSHL R2 : 2536
0000V CF 01 FB 0003A CALLS  #1, PUT_DEVNAM_LINE ;
1F 11 0003F BRB 78 ;2529
52 DD 00041 3% PUSHL R2 ;2543
0000V CF 01 FB 00043 CALLS  #1, PUT_DEVNAM_LINE ;
52 DD 00048 4% PUSHL R2 : 2552
0000V CF 01 FB 0004A CALLS #1, PUT SOURCE_L INE ;
53 50 DO 0004F MOVL  RO. STATUS :
08 53 EB ooosg BLBS STATUS § : 2553
50 53 DO 00055 5%: MOVL STATUS. RO :
04 00058 RET 3
52 DD 00059 6% PUSHL R2 : 2560
0000V CF 01 FB 00058 CALLS  #1, PUT_PKT_PARENTUN :
50 01 DO 00060 7%: MOVL  #1. RO ;2563
04 00063 RET : 2564

: Routine Size: 100 bytes, Routine Base: SCODES + 04DE




16
OPCSSECURITY 12-50 =1984 01:48: AX=11 Bliss=32 V4.0-742 P &
VO‘-&S& 14-503-19 4 ?2:5 :gg 0PCOH.SRC3§ECURITY.B32:1 ‘90(10§

75
7
7
7
7

ROUTINE FORMAT_LOGI(RECORD_PTR) =

lee

: FUNCTIONAL DESCRIPTION:

This routine fc m

at urity alarm messages for records wh t
is NSASK_RECTYP_LOG : 9 whose type

s sec
I. (Successful logins)

INPUT:
RECORD_PTR : The security alarm record address.

IMPLICIT INPUT:
NONE .
OUTPUT:
NON
IMPLICT OUTPUT:

Formatted message in the alarm buffer,
SIDE EFFECTS:
NONE .

NONININLININININI NI NINININI NN NINONOND

VAWV WA TV

WA = O 000 NN NN = O 000

wh

ROUTINE VALUE:
SSS_NORMAL or a $FAD system service error.

SERLRRREN2ETEISRRAIZS

oo
-

BEGIN ! Start of FORMAT_LOGI

\g\diWNNNNNNNN

P
RECORD_PTR : REF $BBLOCK;

S8BIRARES2
(9]
—

- ® ® @ ® @ Sl

5558

BANNER_VEC : VECTOR ;
INITIAL (UPL Batch process login')),

Dialup interactive login')),

Local interactive login'))

Remote interactive login')J,

Network logln'))'

Subprocess login')),

Detached process login')));

O VWA WA WAL

o
o
prd

AR
NININININI NN NI NI RONIRONI NN NN NN NN

~N

oo

OO0 O0

w

P lalealalalalal
PTPLILPRPTICIC
P>
VU
alalaslalalals |
— s bt bt bt b —a [
alalalalalalal=]

S

LOCAL
STATUS : LONG;

222
=32

i Format the common message lines.

STATUS = PUT_COMMON(.RECORD_PTR, .BANNER_VECL.RECORD_PTRINSASW_REC_SUBTYPE]=11);
IF NOT .STATDS THEN RETURN .STATUS;

§
; Dispatch by record subtype to format the remainder of the message lines.
CASE .?ECORD_PTR[NSASU-REC_SUB!VPEJ FROM 1 TO NSASK_RECTYPNUM_LOGI OF

3
ENSA?K_RECYYP_LOGI_BA!] :

PONIAD NIRININD b b b b b b b d d
OOV WM = OOV NS W =O

none
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H16
OPCSSECURITY 16=Sep=1984 01:48: AX=11 Bliss=32 V4.0=742
voa-883 12-5.3-1984 ?5:58:2? opcou.sncisecuaxrv.332;1
3 3 6 ! Batch process login.
: } i 2 2 !EGIN : 9
; 1535 625 ?;
o 1 69 E:D'
: } g [NSAS _RECTYP_LOGI_DIA, NSASK_RECTYP_LOGI_LOC) :
H } § g § ; Dialup and local interactive login.
;133 631 BEGIN
i1 i 6 g PUT_DEVNAM_L INE ( .RECORD_PTR);
i 1 2 i“b'
: } g ¢ g [NSAlx_QECTYP_LOGI-REHJ :
3 3 9 6 9 ! Remote interactive login.
i1 £ |
; 1348 6 3 BEGIN
; 1349 6 PUT_DEVNAM_L INE (.RECORD _PTR);
: 1350 640 STATUS = POT_SOURCE_L INE(.RECORD PTR);
; 1351 641 IF NOT .STATOS THEN RETURN .STATOS;
;135 64 [NSASK_RECTYP_LOGI_NET] :
: 1354 644 '
: 1355 645 ! Network login.
i1 59 64 |
;135 64 BEGIN
: 1358 648 STATUS = PUT_SOURCE_LINE(.RECORD PTR);
: 1359 649 IF NOT .STATOS THENTRETURN ,STATOS;
: 1360 650 END;
: } 1 g§1 [nsA§x_ﬁecrvp_Loex_susJ :
: 1 g 6S§ ! Subprocess login.
;1 654 i
: 1365 655 BEGIN
' 656 STATUS = PUT_PKT_PARENTPID(.RECORD_PTR);
: 1367 657 IF NOT .STATOS TREN RETURN .STATUS:
; 1368 658 END;
;1369 659 CNSASK_RECTYP_LOGI_DET] :
: 1370 660 '
; 13N 661 ! Detached process login.
: 137; 66; i
: 1;7 66 BEGIN
;1374 664 PUT_PKT_PARENTUN(.RECORD_PTR);
: 1375 665 END:
i 1 r; 669 TES;
;137 66 RETURN SS$_NORMAL ;
: 1378 668 1 END; ' End of FORMAT_LOGI

.PSECT SPLITS,NOWRT,NOEXE,2
.BLKB 2 :
P.ABE: .ASCIl <22>\ / Batch process login\

65 63 6F 72 70 20 68 63 74 61 42 20 SF ;g 1g
6E 69 67 6F 6C 20 7

65 764 6E 69 20 70 75 6C 61 69 46 0 2F 20 1B

.BLKB 1 ; . : ;
P.ABF: LASCII <27>\ / Dialup interactive lLogin\




V04366 " 1ot T TR N ATR A ) P29 (163
72 65 ?E §§ gé gé §§ §? §§ ég g9 §§ ?E gé is g Eg P.ABG: .:E:;l :26>\ / Local interactive login\ g
cu BRERGARBABY U 0B ot aorrmomn b |
20 73 73 65 63 6F 72 70 62 75 g% 28 2; 29 13 § }é P.ABJ :2%%?1 319)\ / Subprocess login\ ;
72 70 20 64 gg gs g; g; Zg 83 ;g %g %g gg lé §8 %9 P.ABK: .ASCII <25>\ / Detached process login\ g

.PSECT SOWNS,NOEXE,2
00000000* 00000000* 00000000°* 00000000°* 00000000' 00000000* 00B4C BANNER_VEC:

.ADDRESS P.ABE, P.ABF, P.ABG, P.ABH, P.ABI, - :
00000000' 00B64 P.ABJ, P.ABK H

.PSECT S$CODES ,NOWRT,2
000C 00000 FORMAT_LOGI:

.WORD  Save R2,R3 : 2565
52 04 AC 00 00002 MOVL  RECORD_PTR, R2 : 2613
50 02 A2 3C 00006 MOVZIWL 2(R2),7RO :
0000°'CF40 DD 0000A PUSHL BANNER VEC=4[RO] ;
52 0D 000OF PUSHL ;
0000V CF 02 B 00011 CALLS , PUT_COMMON ;
53 50 DO 00016 MOVL no STATUS ;
() 53 E9 00019 BLBC  STATUS, 7% ;2614
06 01 02 A2 AF 0001C CASEW 2(R2), M1, #6 : 2618
0019 0010 0010 0041 00021 1$: MORD 98-1%.- ;
003A 0029 0020 00029 2:-}3.- ;
$-18.- :
43’1’.' .
58-1$. - :
8%-19% 3
31 1 ooogr BRB 9% ;
52 DD 00031 2%: PUSHL  R2 ;2632
0000V CF 01 r? 808 g CALLS  #1, PUT_DEVNAM_LINE :
ga 11 00 BRB 9 : 2618
2 DD 0003A 3$: PUSHL  R2 ; 2639
0000V CF g1 FB 0003C CALLS  #1, PUT_DEVNAM_LINE ;
2 DD 00041 4$: PUSHL R2 : 2648
0000V CF 01 FB 00043 CALLS  #1, PUT_SOURCE_L INE ;
27 11 00048 BRB 6$ ;
2 DD 0004A S$: PUSHL g : 2656
0000V CF g1 FB 0004C CALLS n PUT_PKT_PARENTPID ;
53 D 0851 6$: MOVL STATUS ~ ;
gs g E8 00054 BLBS srArus 9% 2657
3 057 7%: MOVL  STATUS. RO :
4 8 A RET :
52 DD B 8%: PUSHL R2 ;2664




352!8880!11'

; Routine Size:

102 bytes,

it

wE T

Routine Base: $CODES + 0542

Sep-1 AX=11 Bliss=32 v4.0=742 P 45
se0-1a8s 92:48:30  Yokcom. Shdsgeidei%as?, %€ 10
CALLS 1. PUT_PKT_PARENTUN
9s:  MOVL_ #1. R 667
RET 668




K 16
OPCSSECURITY 16-Sep-1984 01:48: AX=11 BlLiss=32 V4.0-742 Soss &
004,060 19-3e001080 02:58:30  Yomcom. dhistectatti%aiss e .43
. ROUTINE FORMAT_LOGF (RECORD_PTR) =

144

FUNCTIONAL DESCRIPTION:

This routine formats security alarm messages for records whose type
is NSASK_RECTYP_LOGF. (Login failures)

INPUT:
RECORD_PTR : The security alarm record address.

IMPLICIT INPUT:
NONE.
OUTPUT:
NONE .

IMPLICT OUTPUT:
Formatted message in the alarm buffer.

SIDE EFFECTS:
NONE.

0
oo

ROUTINE VALUE:
SSS_NORMAL or a $FAD system service error,

0 € 0O OO0 OO0 oo 0000

NONININININI NN NN NN NN NN NI NN NN NN
oo
0o 0o ~
W) = OO

sS5588 88w
SARARSS9

BEGIN ! Start of FORMAT_LOGF
[
RECORD_PTR : REF 3BBLOCK;

BANNER_VEC : VECTORLNSAS
INITIAL (UPL atch process login failure')),

ialup interactive login failure')),

ocal interactive login failure‘);5

/B

/D

/ L A

/ Remote interactive login failure'
/N ))

/S

/D

VS WN =00V~

etwork Login failure™)),
ubprocess login failure’)),
etached process login failure')));

(oleolelelelelel=]

3NNNN\INNN
NOWVSMAIN = OOV ~NOWN S WY -

alalalalalalgle]

LOCAL
STATUS ¢ LONG;

L)
% Format the common message lines.

STATUS = PUT_COMMON(.RECORD_PTR, .BANNER_VECL.RECORD_PTRINSASW_REC_SUBTYPE1-11);
IF NOT .STATOS THEN RETURN STAfUS:
STATUS = PUT PKT STATUS(.RECORD PTR);
IF NOT .STATOS TREN RETURN .STATUS;

g Dispatch by record subtype to format the remainder of the message lines.
CASESE?ECORD_PVR[NSASU_REC_SUB1YP£] FROM 1 TO NSASK_RECTYPNUM_LOGF OF

PININININININININ) b b b b b b b 2 S O O O
O~ NI N = OO0 00~

B e e I e I )

TR L L e e e e e e e e e T A R L R L R L L T L L T L L L L TR L L L LR LR L L L P LR LR T TR LA LR L L LN
o e e e e ) D il i D e e e e i D e D ) e e D D e e e e D D ) e e e e ) i il D e e e D ) D ) D D e ) D e e D e

PN N Ny o o T T T R T o ol ol ol h ke b

AUNLALNLINLALAIAIAIAIPIRINI NI AININI A NI NI NI NI NININININI NI N b b b b b b b b b o e b e b e b d d e e e d e d d e b
c
v
—
S Bt Bt st Bt G0 G T

SNNNTINNNNNNNNNNNSN
PONORONONOND

SHRURZES

VIS LN = OO0




OPCSSECURITY 1%
V04-000 12
g? [NSA?K_RECTYP_LOGF_BATJ :

g Batch process login failure.

BEGIN
SS$_NORMAL ;

END
tn5A§x_kecrvp_Locr_oxA. NSASK_RECTYP_LOGF _LOC] :
g Dialup and local interac-ive 'ogin failure.

—
»
el ]

BEGIN

Egg-DEVNAH_LINE(.RECORD_PTR);
tNSA?K_ﬁECTYP,LOGF_REH] :

g Remote interactive login failure.

BEGIN

PUT_DEVNAM LINE(.RECORD PTR);

STATUS = POT SOURCE_LINE(.RECORD_PTR);

é;DNOT .STATOS THEN RETURN .STATOS;
tusA§x_kecrvp_Losr_~erJ :

g Network login failure.

BEGIN
STATUS = PUT_SOURCE_LINE(.RECORD _PTR);
IF NOT .STATOS THENTRETURN .STATOS;

END;
CNSASK_RECTYP_LOGF_SUB] :
g Subprocess login failure.

BEGIN

STATUS = PUT_PKT_PARENTPID(.RECORD_PTR);

é;buor .STATOS TREN RETURN .STATUS;
[NSA?K_ﬁECTYP_LOGF_DETJ :

2 Detached process login failure.

OO VNNV S SN S
o VAVAWVAIWVAVAWVAVAVAWAVA LSS 85 85 85 85 8% 8 85 8 5 NI R N U UIWNILNNO PO

OB AN = OO0 00 NOM W B AN = O 0 00 N O N S AN = O 0 00 NN B N = OO0 00 ~IO

~oooorOrOrOFONOMONOM

BEGIN
:gg,PxT_PARENTUN(.RECORD_PTR):

AT A IETATE TR IR PR PR L L L L L L R A R R R R R N R R T R s TR I T T ™™
— e ) ol ) ) ) e ) ) D D e d D ) D e e e D ) D e D ) D D e D ) D D el e e D D D e e D e D D i
P W F R W P P ol o ol ol b kL ak ak aE ak ad ok ad ko al o oF oF JF O O O

LN N N N N L S s L L s i e S U L LA S S S S S S DS LS LS DS N DS DS N DS DN DS TS DS DS TN TN TS SN SN LN NS N ]
SNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNSNSNSNSNSNSNSNNN

=2 PN N LALAINI NI N D AL W W LD RO RO U D W WA LA NI U MO I A WA A A AN PO N NI RO ANUAIND PO RO PO NI LA AN NI NOND

o

000000000000 N NNNNNNNNNO

NNNN
S NN =0 V00N

TES;
RETURN S$S$_NORMAL;
END; ' End of FORMAT_LOGF

.PSECT SPLITS,NOWRT,NOEXE,?2

42 BLKB 2 e
gg P.ABL: LASCII <30>\ / Batch process login failure\

(=l =d=d

0
0
0

i
3

~NOo
NN
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F 72 70 20 68 63 74 61 42 20 ¢2F ;2 1§
C 69 61 66 20 6E 69 67 6F 6C 20 7




OPCSSECURITY
V06=006

65
66
72
61
65
66
67

20

72
69

74
20

65
66
74

20
6F

73

70
61

6E 69 20 70 75 61 69 &
6t 69 69 6F 6C 38 65 22 9
76 6E 69 20 6C 61 6F &
20 6E 69 67 6F 6C 33 65 z
6E 69 20 65 74 6F 6D ?5 5
6E 69 67 6F 6C 20 65 66 9
6C 20 6B 72 6&F 77 74 62 b

65 72 75 6C 69 6
73 65 63 6F 72 70 62 75 5
65 72 75 6C 69 61 66 20 6
0 64 65 68 63 61 74 65 4
66 6E 69 67 6F 6C 20 7

WEHMW =MNOYONY VOO
O"NMNOMY ONNIONSNINY NOMONININD
VIO VO OO0 NOYOWVSNO
NN NONOCONMY NINNONONN

NWVITINIT O™ iMool

o
wn

~NoOrhooONNY ooy OO
VIO MO MOY—0O OWOOV—O

CONNION—= OO0 ONONOONNIN

OO0 OO=NIW  O-=N—=NINN

00000000* 00000000*' 00000000* 00000000* 00000000* 00000000"

32

50

0000v CF

33

48

0000v CF

33

38

06 01
0019 0010 0010
003A 0029
0000v CF

[=]=)
no S~

0000 CF

o
~N

00000000°

O =2NINNO —=NIWONNONO
>PMOTMOMO MO
MOOWOOVOWO

NS> NNOWVMIIVIOWN S

(==
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VIR OWVWN
NICD — N —
OO —
O =DO —
OOO0OO0O
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OO0 00O
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«ASCII

.BLKB
.ASCII

.ASCII

.PSECT

00B68 BANNER_VEC:
.ADDRESS P.ABL, P.ABM, P.ABN, P.ABO, P.ABP,
P.ABQ, P.ABR

.PSECT
FORMAT _LOGF :
WORD

MOVL

MOVZuL

PUSHL
PUSHL
CALLS
MOVL
BLBC
PUSHL
CALLS
MOVL
BLBC
CASEW
.WORD

BRB
PUSHL
CALLS

PUSHL

1
\# / Dialup interactive login failure\

\"" / Local interactive Login failure\

1
\# / Remote interactive login failure\

<24>\ / Network login failure\

LR T TR R

3
<27>\ / Subpreocess login failure\
\! / Detached process login failure\

$OWNS ,NOEXE ,2

$CODES,NOWRT, 2

ORD_ PTR R2

NER VEC-k[ROJ
PUT_COMMON
STAY

TATUS, 78

PUT_PKT_STATUS
ATUS

10 10> »
—_—— b b A =
nnnaﬂnuvcg:

[}
"% % e s
(I O I B |

. PUT_DEVNAM_L INE

DOV | D OOV AN ONNDRDVD|DDNODO0V

NP =P AARAPRARA A~ —O=N—OMNIN)

Page 48
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L 2754
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"ata ety ety rtatyotyte

PUT_PKT_PARENTUN

. _STATUS
STATUS, 9%

.

#1, PUT_PKT_PARENTPID
#1, RO

STATUS, RO

R2

RO
#1

O WOV~
“5555566 66667.
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115 bytes, Routine Base: $CODES + 0S5A8
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! Batch process logout.

éesl
sss _NORMAL ;

END
ENSASK ﬁECTVP LOGO_DIA, NSASK_RECTYP_LOGO_LOC] :
; Dialup and local interactive logout.

BEGIN
ng_oevan,L1~5(.necono_rra);

E
(NSA?K_ﬁECTYP_LOGO_REHJ :

g Remote interactive logout.

BEGIN

PUT _DEVNAM L INE (.RECORD PTR);

STATUS = POT_SOURCE_LINE(.RECORD PTR);

é’ NOT .STATOS THEN™RETURN .STATOS;
[NSASK ﬁecrvp _LOGO_NET] :

: Network logout.

BEGIN

STATUS = PUT_SOURCE_LINE(.RECORD_PTR);

éFDNOT .STATOS THEN"RETURN .STAT0S;
[NSAsx _RECTYP_LOGO_SUB] :

: Subprocess logout.

BEGIN

STATUS = PUT _PKT _PARENTPID(.RECORD_PTR);

érbnor .STATOS TREN RETURN .STATUS?
[NSASK RECIYP LOGO_DET] :
: Detached process logout.

BEGIN
SS$_NORMAL ;
EN

TES;
ETURN $SS_NORMAL ;

004
63 74 61 42 20 2F 20 17 -006§C P.ABS
75 6F 67 6F 6C 20 73 73 V04
6C 61 69 44 20 2F 20 1C 00444 P.ABT
20 65 76 69 74 63 61 72 0045

! End of FORMAT_LOGO

.PSECT

.BLKB
JASCII

.ASCII

$PLITS ,NOWRT ,NOEXE,2

2
<23>\ / Batch process logout\
<28>\ / Dialup interactive logout\

Page 51
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, 1 ;
| OPCSSECURITY 15-5e -1984 01:48:5 AX=11 Bliss=32 V4.0-742 P 52 |
V04-000 14-3e0-198¢ 92:58:38  YORcom. SRi3sElalTv %8550 ettt
0461 .BLKB 3
(72 65 74 6E 69 20 6C 61 33 6F &C 20 ;F Zg 18 04?4 P.ABU: LASCII <27>\ / Local interactive logout\ :
65 76 6E 63 20 65 7 6F 6 €3 53 30 oF 30 31 006E3 P.ABV: .ASCII <285\ / Remote i Job Saonit "
‘ o : t t t -
® W% OB 6 & ¢ 30 & % &5 0B Y I §82§5 A et B e :
67 6F 6C 20 6B 72 &F 77 74 65 4E 20 2F ;o 11 004A0 P.ABW: .ASCII <17>\ / Network logout\ ;
1 74 75 6F Q04AF ;
; 80482 .BLKB 2 —
20 73 73 65 63 6F 72 70 62 75 53 20 2F 20 14 004B4 P.ABX: .ASCII <20>\ / Subprocess logout\ ;
7% 75 6F 67 6F 6C °8ﬁ53 Ly ;
72 70 20 64 65 6B 63 61 74 65 44 ;0 2F 20 1A SOLCC P.ABY: LASCII <26>\ / Detached process logout\ :
74 75 6F 67 6F 6C 20 73 73 65 63 6F 004DB ;

.PSECT $SOWNS ,NOEXE,?2

00000000* 00000000*' 00000000*' 00000000' 00000000* 00000000' 00B84 BANNER_VEC:
.ADDRESS P ABS, P.ABT, P.ABU, P.ABV, P.ABW, - ;
00000000 00B9C P.ABX, P.ABY

.PSECT $CODES,NOWRT,2
000C 00000 FORMAT_LOGO:

.WORD Save RZ2,R3 : 2775
53 046 AC DO 00002 MOVL RECORD _ PTR, R3 : 2823
50 02 A3 3C 00006 MOVZWL 2(R3), RO 3
0000°'CF40 DD 0000A PUSHL BANNER _VEC=4[RO] 3
53 DD 0000F PUSHL R3 :
0000v CF 02 FB 00011 CALLS IZ PUT_COMMON -
52 50 DO 00016 MOVL 0. STATUS :
] 52 E9 00019 BLBC STATUS, 7% : 2824
06 01 02 A3 AF 0001C CASEW 2(R3), #1, #6 ; 2828
0019 0010 0010 003A 00021 1%: .WORD 8%-1%,- :
003A 0029 0020 00029 2%$-1%,- ;
2%-1%,- :
3$-1%.- :
4$-1%,- .
5$-18%.,- 3
8%-1% :
2A 11 0002F BRB 8% :
53 0D 00031 2%: PUSHL R3 : 2842
0000V CF 01 FB 00033 CALLS  #1, PUT_DEVNAM_LINE :
21 11 00038 BRB 8% : 2828
53 DD 0003A 3%: PUSHL R3 ; 2849
0000V CF 01 FB 0003C CALLS #1, PUT_DEVNAM_LINE :
53 DD 00041 4%: PUSHL R3 ; 2858
0000V CF 01 FB 00043 CALLS #1, PUT_SOURCE_LINE -
07 11 00048 BRB 6% :
53 DD 0004A 5%: PUSHL R3 : 2866
0000v CF 01 FB 0004C CALLS #1, PUT_PKT_PARENTPID .
52 50 DO 00051 6%: MOVL RO, STATUS :
04 Sg E8 00054 BLBS STATUS, 8% : 2867
50 52 DU 00057 7%: MOVL STATUS, RO }
04 0005A RET 3
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RITY.B3
ROUTINE FORMAT_VOL(RECORD_PTR) =

lee

FUNCTIONAL DESCRIPTION:

This routine formats security alarm messages for records whose type
is NSASK_RECTYP_VOL. (volume operations)

INPUT:
RECORD_PTR

IMPLICIT INPUT:
NONE .

: The security alarm record address.

OUTPUT:
NONE .

IMPLICT OUTPUT:
Formatted message in the alarm buffer.

SIDE EFFECTS:
NONE .

ROUTINE VALUE: :
SS$_NORMAL or a $FAD system service error.

S S S e e

BEGIN ! Start of FORMAT_VOL

P
RECORD_PTR
OWN

: REF $BBLOCK;

BANNER_VEC : VECTORLCNSASK RECTYPNUM vOL]
INITIALCUPLIT(BYTE(XASCIC ' / Volume mount')),
UPLIT(BYTE(XASCIC * / Volume dismount')));
LOCAL
STATUS : LONG;

Format the common message lines.

STATUS = PUT_COMMON(.RECORD_PTR, .BANNER_VECL.RECORD_PTRINSASW_REC_SUBTYPE]=11);
F NOT .STATDS THEN RETURN .STATUS;

Format the image name, device name, logical name, volume name, and volume set
; name message lLines.

PUT_PKT_IMGNAM( .RECORD PTR) ;

PUTZDEVRAM_LINE ( .RECORD _PTR);

PUT_PKT_LOGNAM( .RECORD_PTR) ;

PUT_PKT_VOLNAH(.RECORD PTR) ;

%afﬁpxr_couut_raa NSASR_PKTTYP_VOLSNAM-1] NEQ 0
PUT_PKT_VOLSNAM(.RECORD PTR);

IF .RECORD_PTRCNSASW REC_SUBTYPEJ EQLU NSASK_RECTYP_VOL_MOU

Y I

&2
"
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' OPCSSECURITY 16=Sep=-1984 01:48: AX=11 Bliss=32 V4.0-742 Page 55
;VOQ-Ssa 1&-599-1936 12:58:22 OPCOM. SRC SECUR .B32;1 ’ (1§),
1649 9 ? THEN
3 16;0 9 :
: 165 938 i Record subtype is mount... format the volume UIC, volume protection, and
3 162; 939 ! volume mount flag message lines.
: 16 940 :
: 1654 941 BEGIN
: 1655 96§ STAT US PUT_PKT _VOLUICC(.RECORD_PTR);
; 1656 94 IF_NOT .STATOS TREN RETURN .STATUS:
; 1657 944 PUT PKT VOLPRO(.RECORD_PTR); '
: 1658 945 PUT_PKT_MOUFLG(.RECORD_PTR); .
; 1659 946 END :
: 1660 947 ELSE f
; 1681 948
: }ggg 53?8 : Record subtype is dismount... format the dismount flag message lines. |
; 1664 2951 % PUT_PKT_DMOUFLG(. RECORD_PTR); {
: 1665 295% 2 TURN SsS_RORMAL ; |
; 1666 2953 1 ! End of FORMAT_VOL !

.PSECT SPLITS,NOWRT,NOEXE,2

.BLKB 1
P.ABZ: L.ASCII <15>\ / Volume mount\

P.ACA: L.ASCII <18>\ / Volume dismount\

6E 75 6F 6D 20 65 6D 75 6C 6F 56 20 2F 20 92
60 73 69 64 20 65 6D 75 6C 6F 56 20 2F 20 12
76 6E 75 6

LR TR

.PSECT $OWNS ,NOEXE,2

00000000 00000000* 00BAO BANNER_VEC:
.ADDRESS P.ABZ, P.ACA ; |
.PSECT  $CODES,NOWRT,2
000C 00000 FORMAT_VOL :
WORD Save R2,R3 ; 2879
52 04 AC DO 00002 MOVL  RECORD_PTR, R2 : 2922
50 02 A2 3C 00006 MOVZWL 2(R2),"RO :
0000'CF40 DD 0000A PUSHL  BANNER_VEC-4[R0] :
3¢ DD 000OF PUSHL B2 :
0000V CF 02 FB 00011 CALLS . PUT_COMMON ; {
53 sg D0 00016 MOVL RO, STATUS 3 2
3C 53 E9 00019 BLBC  STATUS, 2% ;2923
52 DD 0001C PUSHL  R2 : 2928
0000V CF 01 8 0001 CALLS  #1, PUT_PKT_IMGNAM ;
52 DD 000 BUSHL  R?" : 2929
0000V CF 01 FB 00025 CALLS  #1, PUT_DEVNAM_LINE :
52 DD 000ZA PUSHL  R2 : 2930
0000v CF 01 FB 0002C CALLS #1, PUT_PKT_LOGNAM :
52 DD 00031 PUSHL az : 2931
0000V o1 £8 000 3 CALLS PUT PKT VOLNAM 3
0000* CF 9 8003& fSiE° Pkt _COURT_TXB+ : 2932 |
07 13 0003¢ BEQL 1% :

|

<O
o%v

Be e B0 0e00BeBeBsBe 8009900909099 %9:%0%0000:% 0000090000, %90%00:% %000 0000 8909008008058 00 0000508t s0sne
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119 bytes,
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Base:

1 |
1£-Se -1984 01:48: AX=11 Bliss=32 v&4.0-742 Page 56
14-5e3-1934 ?z=58,§2 !opcon.sncisecunx:v.asz;1 . (1§>g

52 DD 083 PUSHL nq : 2934
01 FB 0004 CALLS  #1, PUT_PKT_VOLSNAM : g
02 A% ?5 829 1% gngg £§§2). n : 29355
52 00 0004B PUSHL R2 Y2942
21 FB 0004D CALLS  #1, PUT_PKT_vOLUIC ; |
o§ oosg MOVL RO, STATgS ; |
53 E8 0005 BLBS  STATUS, 3% ;2943
§ 32 08833 2 =g¥L STATUS, RO :
52 DD 0005C 3% PUSHL R2 ;2944
01 FfB ooosg CALLS  #1, PUT_PKT_VOLPRO :
52 DD 0006 PUSHL R2 i 2945
37 59 S00%a BT L TS i 2935
52 DD 0006C 4$ PUSHL R2 . 2951
01 FB oooog CALLS  #1, PUT_PKT_DMOUFLG :
01 DO 00073 5% MOVL  #1. RO : 2952
04 00076 RET P 2953

$CODES + 067A
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ROUTINE PUT_COMMON(RECORD_PTR, ASCIC_PTR)

4

AX=11 BL

J
14-3ep-198¢ 72:50:38  Yorcom.Saclse

+

FUNCTIONAL DESCRIPTION:

This routine moves the nessage identification string into the alarm
buffer and formats all of the common security alarm message lLines and
puts them in the alarm buffer. The common information consists of the
event time, the process ID, and the process user name. This information
is obtained from the secur*ty alarm record header.

INPUT:
RECORD _PTR : The security alarm record address.
ASCIC_PTR : Agdgess of the counted ASCII message identification
string.
IMPLICIT INPUT:
NONE .
OUTPUT:
NONE .

IMPLICT OQUTPUT:
Formatted common message lLines in the alarm buffer.

SIDE EFFECTS:
NONE .

ROUTINE VALUE: :
SS$_NORMAL or a $FAD system service error.

BEGIN ! Start of PUT_COMMON
LITERAL
TIM_BUF_SIZ = 23;
MAP
RECORD_PTR : REF $BBLOCK;
BIND _
TIME_BUF = UPLIT(BYTE(XASCIC * Time: ")),
PID_BUF = UPLIT(BYTE(XASCIC * PID: ‘)).
NAME BUF = UPLIT(BYTE(XASCIC * User Name: 13,
CONTROL = XASCID *!XL';
LOCAL
BUFFER VECTORCTIM BUF SIZ,BYTE],
TIME_DESCR $BBLOCKLDSTSC_S BLN)
PRESET(LCDSCSW_LENGTH] = TIM BUF _SI2Z,
bscsa_DIVPeg = DSCSK_DTYPE_T,
DSC$B_CLASS) _= DSCSK CLASSCD,
DSCSAZPOINTER] = BUFFER),
LENGTH LONG,
STATUS LONG;

.0=742

32 vé4
CURITY.B32;1
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' OPCSSECURITY 16=Sep=1984 01:48:5 AX=11
iVOﬁ-350 14-593-1936 12:58:5? OPCOM.

; Move the message id string into the alarm buffer.
PUT_STRING AS?IC(.ASCIC_PTR);

g

2

1

Bliss=32 v4.0-742 Page 5
SRCISECURITY.B32:1 (14

gUT:NEULINE(

g Convert the event time and format the event time message Line.
STATUS = SASCTIM(TIMLEN = TIME_DESCR,

TIMBUF = TIME DESC

R
TIMADR = RECORD PTRENSASQ_REC_TIMED);
EN RETURN .STATOS:

TIME_BUF);

U ' T THEN BUFFERCO] = *0':

TIME DESCR);

IF_NOT ,STATUS
PUT_STRING_ASC
1F TBUFFERCO

PUT_STRING_ASC
PUT_NEWLINE(0);

g Convert the process id and format the process id message line.

PUT_STRING ASCIC(PID BUF);

STATUS = $FAO(CONTROC, LENGTH, ALARM_DESCR, .RECORD_PTRCNSASL_REC_EPID]);
IF NOT .STATUS THEN RETURN .STATUS:

ALARM_DESCRLDSCSW_LENGTH] = .ALARM DESCRLDSCSW LENGTH] = .LENGTH<0,16,0>;
ALARM-DESCRCDSCSA—POINTER] = .ALARM_DESCRCDSCSX_POINTER] + .LENGTH<O0,16,0>;
gur_NEULxNE(O):

g Format the user name message lLine.

PUT_STRING_ASCIC(NAME BUF);

PUT_STRINGTNSASS _REC_OSERNAM, RECORD_PTRINSAS$T_REC_USERNAM]);
STRTP_BLANKS_TRATL (ACARM_DESCR);

PUT_NEWLINE (0);

RETORN SS$_NORMAL ;

END; ! End of PUT_COMMON
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(=l=lelelelelelelelelelelelolelelalalelelelelele s

e e e e e e e s s el e e e D s e e sl o ol o o o ol e e e e i
VAWVIWUVWALAUNWVALES S 55 8N 0 85 5N 0 8 B NN

NS AN = O 0 00 NN SN N = O O 00 NN BN AN = O OO~ N
v
LA LA U U U O U U U U U AN U NN N N N AN N NN AN N N N N NN NN NN

(=lelelelelelele]
WM = O V00NN S AN = OO 00 NN S N = OO 00 O N ES AN —

£5 5 B B N N NN N N N R AN N NI NI NN NONININD = b b b el ed ed eh

AR LA LIEIALE LR TR TR PR TR TR TR TR PR TR TR TR TR TR T TR TR TR TR TR T TR T T T,

.PSECT SPLITS ,NOWRT,NOEXE,?2

00508 .BLKB 1

09 09 3A 65 6D 69 54 09 08 8g§?§ P.ACB: 'Sfﬁél §8><9>\Time:\<9><9> :

09 09 3A 4 49 50 09 07 08518 P.ACC: .ASCII <7><9>\PID:\<9><9> :

09 3A 65 6D 61 &4E 20 72 65 73 55 09 OC 00328 P.ACD: ‘Sfﬁé’ ;12><9>\User Name: \<9> ;

00 4C S8 21 8os§o P.ACF: .ASCII \!XL\<0> ;

0100003 00534 P.ACE: .LONG 17694723 :

00000000 00538 .ADDRESS P.ACF ;
5 TIME BUF= P.ACB
e PID BUF= P.ACC
g NAME BUF = P.ACD
: CONTROL= P.ACE

LEXTRN SYSSASCTIM, SYSSFAD

: .PSECT $CODES,NOWRT,?2
007C 00000 PUT_COMMON:

l
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1
OPCSSECURITY 1%-5: -1984 01:48: AX=11 Bliss=32 V&.0-742 Page 59
,voa-aso 1«-s.8-1984 z=58=§2 orcon.sncfsecunttv.332.1 9 1)
.WORD  Save R2,R3,R4,RS,Ré : 2954
g 88 V CF 9E 088; MOVAB PUT STRING' Astgc R6 :
' CF 9E 00 MOVAB  ALARM DESCR, R :
4 000v CF 9 ogoc MOVAB  PUT_NEWLINE. R& :
SE & €2 00011 SUBL w 6 SP ;
04 AE 020E0017 8F DO 00014 MOVL  #34471959, TIME oescn : 3006
08 AE 0C AE 9E 0001C MOVAB eurren TIME_DESCR+4 :
08 AC 0D 00021 PUSHL sc;c PTR : 3013
66 91 FB 00024 CALLS POT_STRING_ASCIC ; |
E D& 00027 CLRL  =( §P ;3014
64 01 FB 00029 CALLS  #1, PUT_NEWLINE ;
7€ D4 0002C CLRL  =($P) : 3020
52 046 AC DO 000 MOVL aecoao PTR, R2 : |
10 A2 9F 000 PUSHAB 16(R2)" : |
OC AE 9F 0003 PUSHAB TIME oescn : |
10 AE 9F 00038 PUSHAB TIME“DESC ; |
000000006 00 04 FB 0003 CALLS  #4, 9vssAscrxn ; |
53 50 DO 0004 MOVL RO, STATUS : |
3E 53 E9 0004 BLB( STATUS. 28 : 3021
0000' CF 9F 00048 PUSHAB TIME BUF : 3022
66 01 FB 0004C CALLS #1, Put _STRING_ASCIC : |
20 0C AE 91 0004F CMPB  BUFFER,”#32 : 3023
04 12 00053 BNEQ 18 : |
0C AE 30 90 00055 MOVB  #48, BUFFER ;
04 AE 9F 00059 1$: PUSHAB TIME DESCR : 3024
0000V CF 01 FB 0005C CALLS #1, PUT_STRING_ASCID ; |
7€ D4 00061 CLRL  =(SP) : 3025
64 01 FB 00063 CALLS  #1, PUT_NEWLINE : f
0000*' CF 9F 00066 PUSHAB PID_BUF "~ ;3029
66 01 FB 0006A CALLS #1, PUT_STRING_ASCIC ;
0C A2 DD 0006D PUSHL 12(R2) ~ : 3030
55 DD 00070 PUSHL RS ;
08 AE 9F 00072 PUSHAB LENGTH ;
0000 CF 9F 00075 PUSHAB CONTROL ;
000000006 00 04 FB 00079 CALLS #4, SYSSFAD ;
53 50 DO 00080 MOVL RO, STATUS ;
04 53 E8 00083 BLBS  STATUS, 3% ;303
50 53 DO 00086 2%: MOVL  STATUS. RO ;
04 00089 RET ;
65 6E A2 0008A 3$%: SUBW2 LENGTH, ALARM_DESCR : 3032
50 6E 3C 0008D MOVZWL LENGTH, RO : 3033
04 AS 50 €0 00090 ADDL2 RO ALARM_DESCR+4 ;
7€ D4 00094 CLRL ($p) : 3034
64 01 FB 00096 CALLS c1 PUT_NEWL INE ;
0000* CF 9F 00099 PUSHAB NAME BUF : 3038
66 01 FB 00090 CALLS #1, PUT_STRING_ASCIC 3 !
38 A2 9F 000A0 PUSHAB S56(R2) : 3039 |
0C DD 000A3 PUSHL #12 ; :
0000V CF gg FB 000AS CALLS  #2, PUT_STRING ; '
DD 000AA PUSHL RS : 3040 |
0000V CF 01 fB 800AC CALLS #1, STRIP_BLANKS_TRAIL ;
7€ D4 000B1 CLRL.  =($P) S 3041 |
64 01 FB 00083 CALLS  #1, PUT_NEWLINE ; |
50 01 DO 000B MOVL  #1. RO P 3042 |
04 00089 RET : 3043 |
F1

' ; Routine Size: 186 bytes, Routine Base: $CODES + 06
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_egzgasgunltv 16=Sep=1984 01:63:;? AX=11 BLi

V4.0-742 p 1
14-3ep-1984 12:50: : age o1

35-32
OPCOM.SRCJISECURITY . B32:1

: };28 822 } ROUTINE PUT_NETUAF _LINE(RECORD_PTR, RECNUM) : NOVALUE =

; 1761 049 1 lee

: 176§ 047 1 ! FUNCTIONAL DESCRIPTION:

: 176 048 1!

; 1764 069 1! This routine formats a network authorization Line. A network
: 1765 050 1! authorization Line consists of the remote node and user name, and the
: 1766 051 1! local name the user is mapped to.

; 1767 05% !

; 1768 053 1 ! INPUT: v

: 1769 0% 1! RECORD_PTR : The security alarm record address.

3 };;? 825 } : RECNUM : Specifies which NODENAM and USERNAM packets to use.
: 177; OS? 1 ! IMPLICIT INPUT:

3 1L 058 1! NONE.

: 1774 059 1.

: 1775 3060 1 ! OUTPUT:

: 1776 3061 1! NONE.

s 1777 306§ y

; 1778 3063 1 ! IMPLICT QUTPUT: ‘ .

: 17y 3064 1 ! Formatted network authorization Line in the alarm buffer.

: 1780 3065 1!

; 1781 §066 1 ! SIDE EFFECTS:

: 178% 067 1! NONE .

; 178 3068 1 !

; 1784 3069 1 ! ROUTINE VALUE:

; 1785 3070 1! NONE .

; 1786 3071 1 !=-

; 1787 3072 1

; 1788 3073 2 BEGIN ! Start of PUT_NETUAF _LINE
: 1789 3074 2

: 1790 3075 %

;19N 3076 RECORD_PTR : REF $BBLOCK;

: 179 3077 2

;179 3078 2 BIND

: 1794 3079 2 BLANKS = UPLIT(BYTE(XASCII ' '));

: 1795 3080 ¢

: 1796 3081 2 LOCAL

: 1797 308% 2 PTR ¢ LONG;

: 1798 3083 2

; 1799 3084 2 PTR = .ALARM DESCRCDSCSA_POINTER] + 6;

; 1800 3085 S PUT_PKT_STRIRG(,RECORD_PTR, NSASK PKTTYP_NODENAM, .RECNUM);

: 1801 3086 ¢ IF -ALARM_DESCRLDSCSA_POINTER] NEGU .PTR

; 180 g087 THEN

3 180% 088 PUT_STRING(.PTR = .ALARM_DESCRCDSCSA_POINTER], BLANKS);

; 1804 089 PUT_STRING_ASCIC(COLONS_BUF);

; 1805 090 PTR™= ,ALARM DESCRCDSCSA_POINTER] + 13;

; 1806 091 PUT_PKT_STRIRG(.RECORD _PTR, NSASK PKTTYP USERNAM, (.RECNUM=1)%2+1);
; 1807 309; 2 PUTZSTRING(.PTR - .ALARM_DESCRLDSTSA_POINTER], BLANKS);

. 1808 3093 2 PUT_PKT_STRING(.RECORD_PTR, NSASK_PKTTYP_USERNAM, (.RECNUM-1)#2+2);
; 1809 3094 2 PUTCNEWCINE(O);

; 1810 095 1 END; ! End of PUT_NETUAF _LINE

PSECT SPLITS,NOWRT ,NOEXE,?2




8 2
OPCSSECURITY 16-56p=1984 01:
V04=000 19-8ep-128 §
20 20 20 20 20 20 20 20 20 20 20 20 0053C P.ACG: .ASCI
BLANKS= P.ACG

LPSECT SCODES,NOWRT,2
003C 00000 PUT_NETUAF _LINE:
WwORD

A Save R2,R3,R4 RS
55 0000v CF 9E 00002 MOVAB  PUT PKT STRING, RS
54 0000° CF 9E 00007 MOVAB  ALARM DESCR+4, Ré
53 64 06 C1 8oooc ADDL3  #6, ACARM_DESCR+4, PTR
08 AC DD oo1g PUSHL  RECNUM
09 DD 0001 PUSHL #9
06 AC DD 00015 PUSHL a;cono PTR
65 03 FfB 00018 CALLS  #3, PUT _PKT STRING
53 64 D1 0001B CMPL ALARM_DESCR¥4, PTR
0D 13 0001E BEQL 1$
0000* CF 9F 00020 PUSHAB BLANKS
7€ 53 64 (3 00024 SUBL3  ALARM DESCR+4, PTR, =(SP)
0000V CF 02 FB 00028 CALLS  #2, POT_STRING
0000' CF OF ooogo 1%: PUSHAB COLONS BUF
0000V CF 01 FB 00031 CALLS #1, PUT _STRING_ASCIC
53 64 00 C1 00036 ADDLS  #1%5, ALARM_DESCR+4, PTR
52 08 AC DO 0003A MOVL  RECNUM, R2
7€ 52 01 78 0003 ASHL  #1, R2, =(SP)
6 D7 00042 DECL (SP)
0A DD 00044 PUSHL #10
04 AC DD 00046 PUSHL agcono PTR
65 03 B 00049 CALLS  #3, PUT_PKT_STRING
0000' CF 9F 0004C PUSHAB BLANKS
7E 53 64 €3 00050 SUBL3  ALARM DESCR+4, PTR, =(SP)
0000V CF 02 FB 00054 CALLS #2, POT_STRING
7€ 52 01 78 00059 ASHL  #1. R2,”=(SP)
0A DD 0005D PUsHL  #10
04 AC DD 0005F PUSHL RECORD PTR
&5 03 FB 00062 CALLS  #3, PUT_PKT_STRING
7E D& 00065 CLRL  =(SP)
0000V CF 01 FB 00067 CALLS  #1, PUT_NEWLINE
04 0006C RET

; Routine Size: 109 bytes, Routine Base: $CODES + 07AB
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SSURITY 12-Sep-1934 ?1:48:52 AX=11 Bliss=32 V4&.0=742 Page 63
14=Sep=-1984 12:50:5 OPCOM.SRCJSECURITY.B32;:1 (16)

: 1a1§ 099 1 ROUTINE PUT_DEVNAM_LINE(RECORD_PTR) : NOVALUE =

: 181 097 1

; 1814 098 1 !++

: 1815 099 1 ! FUNCTIONAL DESCRIPTION:

: 1816 100 1!

: 1817 19t 11 This routine formats a device name line and puts it in the security
; 1818 10; B alarm buffer. A device name Line consists of the device name, (obtained
: 1819 103 1! from the first DEVNAM packet), and optionally a second device name in
: }g%g 3}82 } ; parenthesis if there is a second DEVNAM packet.

: 182% 3106 1 ! INPUT: :

: 18% 3107 1! RECORD_PTR : The security alarm record address.

: 1824 31086 1!

; 1825 3109 1 ! IMPLICIT INPUT:

: 1826 3110 1! NONE .

; 1827 3111 1!

; 1828 311% 1 ! OUTPUT:

; 1829 3113 1! NONE

; 1830 3114 1!

; 1831 3115 1 ! IMPLICT OUTPUT: ; 3

; 1832 3116 1! Formatted device name Line in the alarm buffer.

; 1833 3117 1!

; 1834 3118 1 ! SIDE EFFECTS:

; 1835 3119 1! NONE .

; 1836 3120 1!

; 1837 3121 1 ! ROUTINE VALUE:

; 1838 312% £ NONE .

; 1839 3125 1 !=-

; 1840 31264 1

: 1841 3125 2 BEGIN ! Start of PUT_DEVNAM_L INE
: 1842 3126 2

; 1843 3127 2 MAP

;s 1844 3128 2 RECORD_P1% : REF $BBLOCK:;

; 184S 3129 2

; 1846 3130 2 BIND

; 1847 3131 2 DEVNAM BUF = UPLIT(BYTE(XASCIC ' Dev Name: 3.,

; 1848 313% 2 LEFT_BOF = UPLIT(BYTE(XASCIC * (")),

; 1849 3133 2 RIGHY_BUF = UPLIT(BYTE(XASCIC ")"));

; 1850 31346 2

; 1851 313% ¢! ) -

: 1852 3136 2 ! Format the first part of the device name message line.

s 1853 N3 2!

: 1854 3138 2 PUT_STRING _ASCIC(DEVNAM BUF);

: }ggz %}23 S PUTZPKT_STRING(.RECORD_PTR, NSASK_PKTTYP_DEVNAM, 1);

; 1857 3141 2 ! If there is a second device name packet, append it within parenthesis to
3 }ggg g}:g 5 ! the device name message line.

; 1860 3144 2 IF .PKT_COUNT_TABLNSASK_PKTTYP_DEVNAM-1] EQLU 2

; 1861 145 THEN

: 1865 146 BEGIN

; 186 147 PUT_STRING ASCIC(LEFT _BUF);

; 1864 148 PUTZPKT_STRING(.RECORD_PTR, NSASK_PKTTYP_DEVNAM, 2);

; 1865 149 PUTZSTRING_ASCIC(RIGHT BUF§;

: 1866 150 s END;

;1867 151 2 PUT_NEWLINE(0);

; 1868 3152 1 END; ! End of PUT_DEVNAM_L INE




0
OPCSSECURITY 16-
V04-000 16

.PSECT
09 3A 65 6D 61 &4E 20 76 65 44 09 Og 80548 P.ACH: L.ASCII
28 20 20 3 0554 P.ACI: LASCII
9 01 00558 P.ACJ: L.ASCII
DEVNAM_BUF =
LEFT_BOF=
RIGHT _BUF=
PSECT
0004 00000 PUT DEV“‘"oké"E
52 0000v CF 9E 0000 MOVAB
0000* CF 9F 0000 PUSHAB
62 01 FB 00008 CALLS
01 0D Q00OE PUSHL
05 DD 00010 PUSHL
06 AC DD 0001% PUSHL
0000v CF 03 F£B 0001 CALLS
02 0000* CF 91 0001A CMPB
1A 12 0001F BNEQ
0000* CF 9F 00051 PUSHAB
62 01 FB 00025 CALLS
02 DD 00028 PUSHL
05 DD 0002A PUSHL
04 AC DD 0002C PUSHL
0000v CF 03 B 000§F CALLS
0000* CF 9F 00034 PUSHAB
62 91 FB 00038 CALLS
E D4 00038 18: CLRL
0000v CF 01 fB 0003D CALLS
04 00042 RET

; Routine Size: 67 bytes, Routine Base: $CODES + 0818

$PLITS NOWRT ,NOEXE,?2

<11><9>\Dev Name:\<9>
<O\ (N
<>\

$CODES ,NOWRT, 2

Save R2
PUT sralnc _ASCIC, R2
oEvRAn BUF

, PUT_STRING_ASCIC

§‘°'337",’=21 STRING
:xf COURT_TAB+4, #2
LE

Pur _STRING_ASCIC
gcoao PTR

PUY th _STRING

P;Ot srnxnc _ASCIC

c1. PUT_NEWL INE

Page 64
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3096
3138
3139

3144
3147
3148

3149
3151 |
3152

|
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OPCSSECURITY 1§-S -1984 (01:48:5 AX=11 BLi
VO‘-BOO 1 4 ?2:58: .SRCSs

- 2 Fa 5
~3ep-1984 5 OPCOM. SRCISE - % .5

oo
~
o

ROUTINE PUT_SOURCE_LINE(RECORD_PTR) =

144

FUNCTIONAL DESCRIPTION:

This routine formats a network source Line. A network source line
consists of the remote node number, node name, and the remote username.
This information is obtained from the first NODEID, NODENAM, and USERNAM
packets in the security auditing record.

—

INPUT:
RECORD_PTR : The security alarm record address.

IMPLICIT INPUT:
NONE .

00 0o 00 0o 0o 0o 0o 0o OO 0o 0o 00 0o 00 00 0O
VNN = OO0 00~ N IS WY

oo
o

000000000000 NNNNNNNNN

OUTPUT:
NONE .

IMPLICT QUTPUT:
Formatted source Line in the alarm buffer.

SIDE EFFECTS:
NONE .

ROUTINE VALUE:
SS$_NORMAL or a $FAD system service error.

- - e S

BEGIN ! Start of PUT_SOURCE_LINE

MAP
RECORD_PTR : REF $BBLOCK;

LITERAL
NODE_BUF _SIZE = 9;

BIND
SOURCE _BUF
CONTROLC1
CONTROL?2

LOCAL
BUFFER : VECTORLN
NODE_DESCR : $BBLOCK

SET(
L

VOOV
==l
SRS838

!C . Source: *3),

VO OO0
800002

VOOV OOV VOO0 NN NN NNNNNNOO OO0 OO O VYUYW
mun
>
>
w
YYo=
e e ]
OO~

VWO NO WS AN = OV NO WS AWN = O VNS WM = O 000 NS N = O O 00 N O B AN = OO O~ O W IS N

,BYTE],

NODE _BU
DSCSR_D

DSCSK_C
R) = BUFFER

l

F_SIZE,
TYPE_T,
%ASS D.
PKTPTR : REF $BBLOCK
CONTROL : LONG,
STATUS : LONG;

Move the label field into the alarm buffer and form a pointer to the node
id packet.

R TR A R R R R T e e e e T PR P P P R L A LR L L L L L e L L T T R N R R A A I I T I LTI T e -
— il el il ol el el il D ) D el i el ) i il ) D ) ) ) ) ) D ) ) D D el i D ) D D ) el ) ) el D ) ) D ) D D e e D e D D i i o
0
oo

oo

O

~
(W TR W T T W L T T W W [ W W LW L (W LWV LW LV LW LV L LV LV W LV LV W LW L [ W W [ W LW LW W T (W T (W TN T T T [N T (o (W (WY (W WY N oY)
MORLRLALNLNLNLALNLNLNLNINININI NI NN NI NI NOINININIROINININD b b b e o e e o ol e ) el ) ) o i ol o ol o il ol e D il ol el e

VOOV OOV OOOOVOOVOOVOO
PORDNINONONIND = b e e d cd cd e

OV LN = O VNN AN = OV~
(elelelelelelelelelel s el ]

- -

nono
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OPCSSECURITY 16=-Sep=1984 01:48: AX=11 Bliss=32 V4.0-742 Page 66
vo«-SSo 14-593-1934 ?5:58:?? OPCOM.SRCISECURITY.B32;1 ’ (19);
; 1927 1? PUT_STRING_ASCIC(SOURCE_BUF);
: }g g } PKTPTR = .PKT_POINTER_TABL.PKT_INDEX_TABLNSASK_PKTTYP_NODEID-11]; |
g }g ? }g é Convert the node id and move it into the alarm buffer. E
P19 ¢ 15 ¢ iF_.PKTPTRINMASV_AREA] NEQU 0 |
: 19 19 THEN |
: }3 g }8 Ecomam. = CONTROL1 |
: 1936 19 CONTROL = CONTROL2; ' |
;1937 0 2 STATUS = $FAO(.CONTROL, NODE_DESCRCDSCSW_LENGTH], NODE_DESCR, .PKTPTRCNMASV_AREA], .PKTPTRLNMASV_ADDR]); |
: 1938 1 ¢ IF NOT .STATUS THEN REFURN .STATUS; |
: 1939 g STRIP_BLANKS _STRING(NODE DESCR); |
: }gzg : PUT_STRING_ASCID (NODE__DESCR) ; |
: 196§ S i Add "' nodename::remoteid'’ to alarm buffer.
: }32‘ 9 ; Substitute ''(None)'" for a 0 Length node name.
;1945 228 2 PUT_STRING_ASCIC(SPACES_BUF);
;1946 2%9 PKTPTR = .PKT_POINTER_TABL.PKT_INDEX_TABLNSASK PKTTYP _NODENAM=11];
: }gzz 3%3? %;Eé.PKTPTR[NSASU-PKT_SIZEJ - RSASK_PKTHDR_LENGTH) GTRU 0
;1949 ézsg PUT_PKT_STRING(.RECORD_PTR, NSASK_PKTTYP_NODENAM, 1)
; 1950 23 ELSE
; 1951 3234 PUT_STRING_ASCIC(NONE BUF);
; 1955 2235 PUT_STRING_ASCIC(COLONS BOF);
;195 236 2 PUTCPKT_STRING(.RECORD_PTR, NSASK_PKTTYP_USERNAM, 1); |
; 1954 3237 2 PUT_NEWCINE(O}; g
: 1955 3238 2 RETORN SS$_NOKMAL; |
; 1956 3239 1 END; ! End of PUT_SOURCE_LINE

.PSECT SPLITS ,NOWRT,NOEXE,?2

I
0055A .BLKB 2
09 09 3A 65 63 72 75 6F 53 09 OA 88225 P.ACK: ‘Sfﬁél §10><9>\Source:\<9><9> ; |
00 57 S5 21 2 42 S5 21 00568 P.ACM: .ASCII \'UB.'UW\<0> ; |
010E0007 00570 P.ACL: .LONG 17694727 : |
00000000' 00574 .ADDRESS P.ACM ; |
00 00 00 57 S5 21 2B 21 00578 P.ACO: .ASCII \'+'UW\<0><0><0> :

010E0005 00580 P.ACN: .LONG 17694725 ; |
00000000* 00584 .ADDRESS P.ACO ; |

SOURCE _BUF= P.ACK

CONTROC1= P.ACL

CONTROL 2= P.ACN

.PSECT $SCODES.NOWRT,2

001C 00000 PUT_SOURCE LINE:
.WORD  Save R2,R3,R4
8000' CF  9E 0000 MOVAB  PKT_POINTER_TAB, R4
000v CF 95 000 MOV PUT-STRING_KSCIC, R3
10 €2 0000C SUBL? #167 SP

3153
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OPCSSECURITY
V04-000
7E
7t

: Routine Size:

oo
noro

177 bytes,

FC

000000006

0000V
0000V

0000V

0000V
0000v

Routine Base:

8F
50
50

6

63
63

F

C
50

ozoeoo§9 8F
I

0o

61

F6 A4
64640
01 A;

0

0000°* SF
5

0000* CF
80
A

08 AE
0c AS

5
gS
0

5E

01

b1

0

0000* CF
0N
E8 A4
6440
FE A2
06

0F

01
“
N

07

0000* CF
01

0000' CF
01

01
“ 8
E

1

e

1
1
80 oFf
R 15
'8 0001F
3¢ 00027
8 5
029
1 0
9€ 000
11 80
% g
sr 8841
; 0643
9F 0004
DD 0004C
FB ooag
E9 0005
DD 00058
FB 8005A
DD 000SF
FB 80061
9F 00066
FB 0006A
3C 0006D
gO 0007
¢ 00075
c; 00079
13 0007C
0D 80078
DD 0008
DD 8005;
FB 0008
1 8008A
9F Q008C
FB 80090
9fF 00093
FB 00097
0D 0009A
0D 0009¢C
0D 80095
FB 000A1
D& 000A6
FS SOOAB
D0 O00AD
04 00080

$CODES + 0858

2 2
-Sep=1984 01:4 AX=11 Bliss=32 V&.0=742
a-Sop-1og& ?2 5 22 opcon.sacisscunxrv. 32:1
PUSHL  #34471945
MOVAB  BUFFER, NODE_DESCR+4
PUSHAB SOURCE BUF
CALLS #1, PUT_STRING ASCIC
MoviWL Pkf_INDEX_TAB+30, RO
MOVL  PKT"POINTER TABLRO], PKTPTR
BITBE  1(PRTPTR), P25
BEQL 18
MOVAB SONTROLI. CONTROL
BRB %
1%: MOVAB  CONTROL2, CONTROL
28: EXTZV  #0, #10, (PKIPTR), =(SP)
EXTZv  #10, #6. (PKTPTR). -(5P)
PUSHAB NODE_DESCR
PUSHAB NODE “DESCR
PUSHL  CONTROL
CALLS #5, SYSSFAD
BLBC STATUS, 5%
PUSHL  SP
CALLS  #1, STRIP_BLANKS_STRING
PUSHL SP
CALLS  #1, PUT_STRING_ASCID
PUSHAB SPACES BUF
CALLS #1, PUT STRING ASCIC
MOVZIWL PKT_INDEX_TAB+T6, RO
MOVL  PKTPOINTER_TABLR0], PKTPTR
MOvIWL <=2(PKTPTR),"RO
SUBL2 #4, RO
BEQL 3
PUSHL M
PUSHL #9
PUSHL RECORD PTR
CALLS #3, PUT_PKT_STRING
BRB 48
38: PUSHAB NONE BUF
CALLS #1, PUT_STRING_ASCIC
4 PUSHAB COLONS BUF
CALLS #1, PUT_STRING_ASCIC
PUSHL #
PUSHL #10
PUSHL agcono PTR
CALLS #3, PUT_PKT_STRING
CLRL  =($P)
CALLS  #1, PUT_NEWLINE
MOVL  #1. RO
5%: RET

oo
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3201
3210
3211
3215
3217

3219
3220

3221 |

szzsi
3229
3230

3232

3234
3235
3236

3237

3238
3239j

OF
v(
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OPCSSECURITY 16=Sep=1984 01:48: AX=11 Bliss~32 Vv&.0-742 Page 68
V04-088 14-593-1934 ?2:58:22 0PCOH.SRC3SECURITV.832:1 . (lg)
3 1923 40 1 ROUTINE PUT_PKT_STATUS(RECORD_PTR) =
: 19 41 1
: 1960 Li 1 14s
: 1321 2‘ } : FUNCTIONAL DESCRIPTION:
3 196§ & 1! This routine gets the message associated with the status longword and
; 1964 49 1} formats a status message line.
: 1965 &7 1!
: 196? Ag 1 ! INPUT:
: 196 &9 1! RECORD_PTR : The security alarm record address.
;1969 39 10 mweLicIT INPUT
: 13?0 gg ! ! NONE .
; 1971 23 1!
3 197§ 56 1 ! OUTPUT:
: 197 55 1! NONE .
: 1974 % 1!
: 1975 S7 1 ! IMPLICT OUTPUT:
; 1976 %SB Y ! Formatted message Line in the alarm buffer.
: 1977 9 1!
; 1978 260 1 ! SIDE EFFECTS:
; 1979 3261 1! NONE .
: 1980 326§ 1!
: 1981 §Z6 1 ! ROUTINE VALUE:
: 198% 266 1! SSS_NORMAL or a $GETMSG system service error.
; 198 265 1 ==
: 1984 266 1
; 1985 267 2 BEGIN ! Start of PUT_PKT_STATUS
; 1986 3268 2
: 1987 3269 2
; 1988 3270 RECORD_PTR : REF $BBLOCK;
; 1989 327
: 1990 327§ BIND
;1N 327 STATUS_BUF = UPLIT(BYTE(XASCIC ' Status: 3);
: 1995 274 %
: 199 3275 LOCAL
: 1994 3276 2 PKTPTR : REF SB? ockK,
; 1995 3277 2 BUFF : VECTOR[256,BYTE],
;1996 3278 5 BUFF_DESCR : $BBLOCK[DSCS$C_S BLN]
: 1997 3279 PRESET(LDSCSW LENGTH] = 256
: 1998 3280 2 DSC$B_DTYPE] = DSCEK_DTYPE_T,
: 1999 3281 DSCSB_CLASS] = DSCSK_CLASS_D,
: 2000 28; [(DSCSAPOINTER] = BUFFT,
; 200 58 STATUS : LONG;
: 00; 84
; 200 285 ' . :
; 2004 286 ! Move the lLabel field into the alarm buffer and form a pointer to the status
3 5005 287 ! longword packet.
; 2006 288 :
: 5007 289 PUT_STRING ASCIC(STATUS_BUF);
: 2883 53? gxtPtR = PKT_POINTER_TABL.PKT_INDEX_TABLNSASK_PKTTYP_STATUS=1]];
3 28}? Zgi ! Get the message text and move it into the message buffer.
: 501§ P 594 STATUS = SGETMSG(MSGID = .PKTPTRONSASL_PKT_STATUS],
: 201 P 3295 MSGLEN = BUFF _DESCR,
; 2014 P 3296 BUFADR = BUFF _DESCR,

l
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OPCSSECURITY 16-5ep-1984 01:48:50  YAX=11 BLiss=32
G 1a-2ep-198c 12:8:38  Yopcom.S3%ecln

—

4.0-742 Page 69
29 185

V04~ TY.B32;1
: 2015 97 FLAGS = 15);
; 816 98 IF NOT .STATUS THEN R;TURN LSTATUS:
: 0}; 83 uuxLEEéggrr_oescn DSCSW_LENGTH] GTRU DATA_LINE_SIZE DO
: 2019 01 PUT_STRING(DATA LINE sxie. .aurr,oesanoscsA_POINTERJ):
: 2020 o§ BUFF_DESCREDSCSU_LENGTH = .BUFF DESCREDSCSW LENGTH] = DATA L INE SIZE
: 2021 0 BUFF "DESCRCDSCSAZPOINTER] = .BUFF_DESCRCDSCSK_POINTER] + DATA_LIRE_SIZE;
: 8 g 8? Egg_ﬂEULINE(1):
: 2024 gos PUT_STRING(.BUFF_DESCRCDSCSW_LENGTH], .BUFF_DESCRCDSCSA_POINTER])
: 2025 07 PUT NEULINE(O)
: %0 é g;oa RETORN SS$_NORMAL ;
; 2027 09 END; ! End of PUT_PKT_STATUS
LPSECT SPLITS,NOWRT,NOEXE,?2
09 09 3A 73 75 74 61 74 53 09 OA 00588 P.ACP: L.ASCII <10><9>\Status:\<9><9> :
STATUS_BUF = P.ACP
.PSECT $CODES,NOWRT,2
0000 00000 PUT_PKT_STATUS: |
.WORD Save nothina : 3240
SE FEFC CE 9E 00002 MOVAB -§60(SP) S ;
0200100 &F DD 00007 PUSHL  #34472192 3282
04 AE 08 AE 9E 0000D MOVAB  BUFF, BUFF_DESCR+4 ; |
0000* CF 9F 00012 PUSHAB STATUS BUF : 3289
0000V CF 01 FB 00016 CALLS #1, PUT _STRING ASCIC :
50 0000* CF 3C 00018 MOVZWL PKT_INDEX TAB+36, RO : 3290
50 0000°'CF40 DO 00020 MOVL  PKT_POINTER_TABLRO], PKTPTR :
7€ OF 7D 00026 MOV@  #157 -(SP) 3297
08 AE 9F 00029 PUSHAB BUFF _DESCR ;
0C AE 9F 0002C PUSHAB BUFF “DESCR :
60 DD ooogr PUSHL  (PKTPTR) ; ,
000000006 00 05 FB 00031 CALLS #5, SYSSGETMSG ;
35 SO E9 00038 BLBC STATUS, 3% : 3298 |
37 6 B1 00038 1%: CMPW  BUFF_DESCR, #55 : 3299
1A 1B goose BLEQU 2% ;
04 A; 0D 0004 PUSHL agrr DESCR+4 ;3301
37 DD 3004 PUSHL 5 ;
0000V CF ; FB 0004 CALL '§ PUT srnxnc ;
6E A 8004A SUBW §, BUFF_DESCR ;330
06 AE 7 €0 0004D ADDL vss BUFF “DESCR+4 ; sgo
01 0D 00051 PUSHL {0
0000V CF 01 FB 00053 CALLS 01 PUT_NEWL INE ;
E1 11 00058 BRB 18’ : 3§9 |
04 AE go 005A 2%: PUSHL  BUFF _DESCR+4 ;330
7€ 04 AS ¢ 00050 MOVZuL agrr DESCR, =(SP) ;
0000V CF g FB 8061 CALLS PUT_STRING ; |
E D& 00066 CLRL -($p) ;3307
0000V ga 8} fs 8863 ﬁﬁbts z}. :8T_NEHLINE e
34 oo?o 3 RET : §§09_
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Page

Bliis-SZ Vé4.0-742
SRCJSECURITY.B32;:1

38&!8880*11'

Routine Base: $CODES + 090C

113 bytes,

; Routine Size:
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OPCSSECURITY 16-56p-1984 01:48: AX=11 BLiss=32 V4.0-742 Page 7
0042066 12-30-1380 93:68:38  YOKcom SnisgEadaYei%ass: -

- 8 8 }? } ROUTINE PUT_PXT_PARENTPID(RECORD_PTR) =

: 2031 15 1 tes |
: 20 3 }‘ } ; FUNCTIONAL DESCRIPTION: |
s § 19 31 This rcutine formats a secur1t¥ alarm message lLine from the }
: 3 b) } } ; first EPID packet in the security auditing record.

: 20 ? 1 1 ! INPUT: A
3 833 10 : ; RECORD_PTR : The security alarm record address. |
: 2040 1 1§ IMPLICIT INPUT: :
; 2041 g 1! MONE . é
3 204; 3 1! [
: 204 326 1 ! OUTPUT: |
: 2044 325 1! NONE. |
: 2045 326 1! :
: 2046 g327 1 ! IMPLICT OUTPUT:

; 2047 328 1! Formatted message Line in the alarm buffer. ‘
; 2048 329 1! ;
: 2049 330 1 ! SIDE EFFECTS: .
: 2050 Sgl 1! NONE . }
; 2051 3 g 1! |
: 205; 333 1 ! ROUTINE VALUE: |
; 205 336 1! SSS_NORMAL or a $FAD system service error. ;
: 2054 335 1 !== |
: 2055 336 1 ’
; 2056 3337 BEGIN ! Start of PUT_PKT_PARENTPID ;
: 2057 3338 |
3 5058 3339 :
; 2059 3340 RECORD_PTR : REF $BBLOCK; E
; 2060 3341 ;
; 2061 334; BIND

;s 2062 334 2 PID _BUF = UPLIT(BYTE(XASCIC °* Parent PID: "33, ;
; 2063 3344 2 CONTROL = XASCID "!XL'; |
; 2064 3345 2 ;
; 2065 3346 s LOCAL ;
; 2066 3347 PKTPTR : REF $BBLOCK, i
; 2067 §348 2 LENGTH : LONG, E
; 2068 349 STATUS : LONG;

: 2069 350 :
;s 2070 351 ! ’
: 20N 35% ! Move the Label field into the alarm buffer and form a pointer to the process

: 07; gS ! id packet.

: 207 54 !

: 2074 355 PUT_STRING ASCIC(PID BUF);

; 28;2 ggg PKTPTR = PKT_POINTER_TABL.PKT_INDEX_TABLNSASK_PKTTYP_EPI1D-1]];

3 8;; g%g% ; Convert and move the process id field into the message buffer,

; 2079 360 STATUS = SFAO(CONTROL, LENGTH, ALARM_DESCR, .PKTPTRLNSASL_PKT_EPID]);

: 2080 361 2 IF NOT .STATUS THEN RETURN .STATUS;

; 2081 36; ALARM_DESCRLDSCSW_LENGTH) = .ALARM DESCRIDSCSW LENGTH] = .LENGTH<0,16,0>:

: 208 34 ALARM™DESCRCDSCSA_POINTER) = ,ALARM_DESCRCDSCSK_POINTER) + .LENGTH<0,16,0>;

; 208 364 PUT _NEWLINE(D);

; 2084 gos RETORN SS$_NORMAL ;

; 2085 66 END; ! End of PUT_PKT_PARENTPID




2
OPCSSECURITY t Sep 19 4 AX=11 Bliss=32 V4.0-742 Page 72
vo«-&%o 14-Sep-1984 ? gg OPCOH.SRC!SECURIYY.832:1 9185
PSECT SPLITS,NOWRT,NOEXE,2
0593 .BLKB 1
09 3A 44 49 SO 20 74 &E 65 72 61 S50 09 OD 8223 P.ACQ: .afggx 513><9>\Parent PID:\<9> ;
00 4C S8 51 05A& P.ACS: .ASCII \!XL\<0> , ;
01060003 005A8 P.ACR: .LONG 17694723 :
00000000* 005AC .ADDRESS P.ACS :
PID BUF= P.ACQ
CONTROL = P.ACR
.PSECT $CODES,NOWRT,2
0004 00000 PUT_PKT PAﬂENTPlD |
Save R?2 ; 3310
52 0000* CF 9E 0000 nov ALARM DESCR, R2 : |
SE 04 €2 0000 suBL2 W4, SP : |
0000* CF 9F 0000A PUSHAB PID _BUF : 3355|
0000V CF 01 FfB oooog CALLS “PUT STRING ASCIC ;
50 3¢ A2 3C 0001 MOV ZWL Pxf INDEX_TAB+32, RO : 3356 |
50 46 A240 DO 00017 MOVL PKTPOINTER_TABLRO], PKTPTR ; ;
60 DD 0001C PUSHL  (PKTPTR) : 3360
52 DD 0001E PUSHL  R2 ;
AE 9F ooozg PUSHAB LENGTH ;
0000* CF 9F 000 PUSHAB CONTROL :
000000006 00 04 FB 00027 CALLS #4, SYSSFAO ;
14 S0 E9 0002E BLBC  STATUS, 1% ; 3361
62 6E A2 00031 SUBW2  LENGTH, ALARM_DESCR : 33
50 65 3¢ 00034 MOVZWL LENGTH, RO ; 33
04 A2 S0 €0 00037 ADDL2 RO, ALARM_DESCR+4 :
7E D4 00038 CLRL  =($P) ;3364
0000V CF 01 FB 00030 CALLS M, PUT_NEUL!NE :
50 01 D0 00042 MOVL  #1, RO ; 3365
04 00045 18: RET : 3366

; Routine Size: 70 bytes, Routine Base: S$CODES + 097D
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OPCSSECURITY 16=Sep=19
V04=006 6=Sep g

: 83; gg } ROUT.E PUT_PKT_PARENTUN(RECORD_PTR) : NOVALUE =

; 2089 ?9 1 14

: 83? 7? } ; FUNCTIONAL DESCRIPTION:

: 209 7§ 1 1 This routine formats a security alarm message Line from the
: 83‘ ;‘ } ; first USERNAM packet in the security auditing record.
; 2095 75 1 ! INPUT:

S 839 ;9 } E RECORD_PTR : The security alarm record address.
; 2098 78 1 ! IMPLICIT INPUT:

; 2099 9 1! NONE .

: 2100 80 1!

: 210 381 1 ! OUTPUT:

: 210§ 38% 1! NONE .

: %10 3835 1!

: 2104 3846 1 ! IMPLICT OUTPUT:

; 2105 gSBS 1! Formatted message Line in the alarm buffer.

; 2106 386 1!

: 2107 3387 1 ! SIDE EFFECTS:

; 2108 3388 1 ! NONE .

: 5109 3389 1!

; 2110 3390 1 ! ROUTINE VALUE:

; 21 3391 1! NONE.

: 211§ 339§ 1 le-

: e 3393 1

: 2114 3394 2 BEGIN ! Start of PUT_PKT_PARENTUN
; 2115 3395 2

: 2116 3396 2 MAP

;2117 3397 g RECORD_PTR : REF S$BBLOCK;

: 5118 3398

; 2119 3399 5 BIND

3 %}%? §28? $ NAME _BUF = UPLIT(BYTE(XASCIC * Parent U.N.: *2);
; 2122 3402 2 PUT_STRING_ASCIC(NAME BUF);

; 2123 3403 2 PUTZPKT _STRING(.RECORD_PTR, NSASK_PKTTYP_USERNAM, 1);

; 2124 3404 2 PUT_NEWCINE(0);

;2125 3405 1 END: ' End of PUT_PKT_PARENTUN

LPSECT SPLITS_ NOWRT,NOEXE,?2
09 3A 2B 4E 26 55 20 74 6E 65 72 61 S0 09 OE 00580 P.ACT: LASCII <14><9>\Parent U.N.:\<%
NAME _BUF = P.ACT

.PSECT $CODES,NOWRT,?
0000 00000 PUT_PKT_PORENTUN:

.WORD  Save nothing
0000*' CF 9F 00002 PUSHAB NAME_BUF
0000v CF 1 FB 00006 CALLS #1, PUT_STRING_ASCIC
1 0D 00008 PUSHL M
OA DD 0000D PUSHL #10

Page 73
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; Routine Size:

31 bytes,

0000v CF
0000v CF

Routine Base:

04 AS ?
i
0

$CODES + 09C3

SsODO

N 2
6-5ep=1984 01:48:
6-sep- :48: AX=11 Bliss- -
ep 193: 03:8:3 opcon.sacfgegsnY?i?a§3?1
USHL  RECORD_PTR
CALLS !§ oPUTPKT_STRING
CALLS o1, PUT_NEWLINE

0l
v
rd
2l
rd
rd
2l
r{
el
2l
2l
4
el
2l
2l
2l
r{
rd
2l
r{
2
2l
2l
2l
2l
2l
2l
2|
2l
2!
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ROUTINE PUT_PKT_VOLUIC(RECORD_PTR) =

14+
E FUNCTIONAL DESCRIPTION:

This routine formats a securitg alarm message Line from the
first UIC packet in the security auditing record.

INPUT:
RECORD_PTR : The security alarm record address.

1

|

|

|

]

i

* IMPLICIT INPUT:

: NONE .

! OUTPUT:

; NONE .

! IMPLICT OUTPUT: : 3

; Formatted message Line in the alarm buffer.
1
1
1
|
|
|

i SIDE EFFECTS:
NONE .

| ROUTINE VALUE: ;
SSS_NORMAL or a $FAD system service error.

BEGIN ' Start of PUT_PKT_VOLUIC
MAP
RECORD_PTR : REF $BBLOCK;
BIND
VOLUIC _BUF = UPLIT(BYTE(XASCIC ' Vol UIC: *)),
CONTROLC = XASCID '!%XI';
LOCAL
PKTPTR : REF $BBLOCK,
STATUS : LONG,
LENGTH : LONG;

Move the label field into the alarm buffer and form a pointer to the
volume uic packet.

UT_STRING_ASCIC(VOLUIC_BUF);
KTPTR = PKT_POINTER_TABL.PKT_INDEX_TABLNSASK_PKTTYP_UIC=11];

Convert and move the volume uic field into the message buffer.

STATUS = SFAO(CONTROL, LENGTH, ALARM_DESCR, .PKTPTRINSASL_PKT_UIC));

IF NOT .STATUS THEN RETURN .STATUS;

ALARH_DESCREDSCSU-LENGTHJ = LALARM DESCRLDSCSW LENGTH] = .LENGTH<0,16,0>:
ALARM~DESCRCDSCSA_POINTER) = .ALARM_DESCRCDSCSK_POINTER] + .LENGTH<0,16,0>;
PUT _NEWLINE(0);

RETORN SSS_NORMAL ;

END; ! End of PUT_PKT_VOLUIC

S AIAIAIAINIAIAIAINIAIAIAIAIAINIAI NI AIAINIAIAININI NI NI AININY b b b b b b b b b e b e e b b b b b
-n--—“-a--c- @

~n
o

8888888 8



3 i
OPCSSECURITY 1§-58p-19 .5 AX=11 BLiss-32 vé.0-742 Poss 1
004006 12-800C1080 92:58:30  YORcom Snisteazatei%eisd, age 1%

.PSECT SPLITS,NOWRT,NOEXE,2

0058F .BLKB
09 3A 43 49 55 20 6C 6F 56 09 OA 38253 P.ACU: .33251 ?10><9>\vOl UIC:\<9> ;
00 49 35 21 8oscc P.ACW: .ASCII \!%I\<0> P
010E0003 00500 P.ACV: .LONG 17694723 ;
00000000 00504 .ADDRESS P.ACW :
VOLUIC BUF= P.ACU
CONTROC = P.ACV

.PSECT $CODES,NOWRT,?2
0004 00000 PUT_PKT_VOLUIC:

WORD Save R2 : 3406

52 0000' CF 9E 00002 MOV ALARM DESCR, R2 : !

SE 04 C2 00007 SUBL? #4, SP : |

0000 CF 9F 0000A PUSHAB VOLUIC BUF 3451 |

0000V CF 01 fB oooog CALLS PuY STRING _ASCIC ; ,

50 32 A2 3C 0001 MOV ZWL Pxi INDEX TAB+22, RO 3452 |
50 44 A240 DO 00017 MOVL PKTPOINTER_TABLRO], PKTPTR :

60 DD 0001C PUSHL  (PKTPTR) : 3456

52 DD 0001E PUSHL R2 ; !
AE 9F 00020 PUSHAB LENGTH ;
0000*' CF 9F 00023 PUSHAB CONTROL :
000000006 00 04 FB 00027 CALLS #4, SYSSFAO :

14 50 E9 oooge BLBC  STATUS, 1% P 3457

: 62 6E A2 00031 SUBW2 LENGTH. ALARM_DESCR 3458

- 50 6 3C 00034 MOVZWL LENGTH. RO P 3459
o A 04 A2 50 CO0 00037 ADDL2 " RO ALARM_DESCR+4 ;

7€ D4 00038 CLRL ($P) 3460
— 0000V CF 01 FB 0003D CALLS 01 PUT_NEULINE ;

50 01 DO 00042 MOVL  #1. RO L3461

04 00045 18: RET : 3462

; Routine Size: 70 bytes, Routine Base: S$CODES + 09E?2




D 3
OPCSSECURITY 16=Sep=-1984 01:48:5 AX=11 Bliss=32 v4.0-74 P 77
VO‘-SS& S ?2:5 : ggE U . o '

14=Sep=-1984 5 OPCOM.SRCISECURITY.B32;1 (22)
: } 5 222 } ROUTINE PUT_PKT_IMGNAM{FECORD_PTR) : NOVALUE =
: 2187 465 1 lee
: }33 22 } t FUNCTIONAL DESCRIPTION:
: 2190 468 1! This routine formats a security alarm message Line from the
: 131 2 3 } ; first IMGNAM packet in the security auditing record.
: 19§ 471 1 ! INPUT:
: }32 2; } ; RECORD_PTR : The security alarm record address.
;2 474 1 i IMPLICIT INPUT:
3 13? 475 1! NONE .
: 2198 476 1!
; 2199 &77 1 ! OUTPUT:
: 2200 478 1! NONE . i
: 501 479 1!
: 0; 480 1 ! IMPLICT OUTPUT:
; 220 3481 1! Formatted message Line in the alarm buffer.
; 2204 g&&g 1!}
; 2205 483 1 ! SIDE EFFECTS:
: 20? «84 1! NONE .
; 220 «85 1!
; 2208 3486 1 ! ROUTINE VALUE:
; 2209 3487 1! NONE .
: %210 3488 1 !=--
;22N 3489 1
: 221% 3490 2 BEGIN ! Start of PUT_PKT_IMGNAM
; 22l 91 2
: 2214 492 2
; 2215 493 2 RECORD_PTR : REF $BBLOCK;
; 2216 3494 g
: 2217 3495 BIND
; 2218 36496 2 IMGNAM_BUF = UPLIT(BYTE(XASCIC ' Image: ")
; 2219 3497 2
; 2220 3498 2 LOCAL
: 2221 3499 g PKTPTR : REF $BBLOCK;
3 5225 3500
: 222 3501 g PUT_STRING_ASCIC(IMGNAM _BUF);
: 2226 ssog PKTPTR = PKT_POINTER_TABL.PKT_INDEX_TABLNSASK PKTTYP_ IMGNAM-11];
3 Zggg ggg‘ P4 %aeé.thprntusAsu_er_SIzs] = RSASK_PKTHDR_LENGTH) GTRU 0
; gz; 3285 ELSEPut_th_srnlnc(.nscoao,Pra, NSASK_PKTTYP_IMGNAM, 1)
; §9 5509 PUT_STRING_ASCIC(NONE_BUF);
; 2230 508 PUT_NEWCINE(0);
; 2231 3509 1 END: ' End of PUT_PKT_IMGNAM

.PSECT SPLITS,NOWRT ,NOEXE,2
09 09 3A 65 67 61 6D 49 09 09 00508 P.ACX: .ASCII <9><9>\Image:\<9><9> ;
IMGNAM_BUF = P.ACX

l
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3
OPCSSECURITY 1%-50 -1984 01:48: AX=11 Bliss=-32
VO‘-OSO 14-ch-19 4 ?2:58:22 OPCOH.SRCSSECU
PSECT SCODES,NOWRT,?2

0000 00000 PUT_PKT_IMGNAM:
WORD  Save nothing ; 3463

YA 0-742 Page 78

.0-74
RITY.B32;1 (22)

0000° 3' 9fF 00002 PUSHAB IMGNAM BUF ;3501
0000V CF 1 ¢8 00006 CALLS #1, PUT_STRING_ASCIC ; |
0 8000' CF 3C 308 movZWL Pkf_INDEX_TAB, RO : 3502
0 000°CF&0 go 1 MOVL PKT POINTER_TABLRO], PKTPTR : |
0 FE AOD 016 MOvIWL =2(PKTPTR),"RO : 3503
50 04 €2 0001A SUBL2 #4, RO ; |
0E 13 0001D BEQL 18 ;
81 DD 0001F PUSHL M : 3505
1 0D 00021 PUSHL #° ; |
04 Ag DD 00023 PUSHL RSCORD PTR :
0000v CF 03 FB 00026 CALLS  #3, PUT_PKT_STRING 3
09 N 800 B BRB 28 ; |
0000* CF 9F 0002D 1%: PUSHAR NONE BUF : 3507
0000V CF 01 FfB 00031 CALLS #1, PUT_STRING_ASCIC ;
7E D4 00036 2%: CLRL  =($P) : 3508 |
0000V CF 01 FB 00038 CALLS  #1, PUT_NEWLINE :
04 0003D RET ;

; Routine Size: 62 bytes, Routine Base: SCODES + 0A28




F 3 .
OPCSSECURITY 16-Sep=1984 01:48:5 AX=11 Bliss=32 V&,.0-742 Page 79
v04-000 16-Sep-19ga 12:58:5 OPCOM.SRCISECURITY.B32;1 v (23
: 2 5}? } ROUTINE PUT_PKT_FILNAM(RECORD_PTR) : NOVALUE =
: 5 1§ 1 tes 5
: 9 g}‘ } ; FUNCTIONAL DESCRIPTION: *
3 8 215 1!} This routine formats a security alarm message Line from the
: 23 §}9 } ; first FILNAM packet in the security auditing record.
: %41 518 1 ! INPUT: :
: %2; glg } ; RECORD_PTR : The security alarm record address. |
: gak 521 1 ! IMPLICIT INPUT: i
: 2245 S g 1} NONE . |
: 2246 5 1! i
; 2247 5¢4 1 ! OUTPUT: t
: 2248 3525 1 i NONE . ‘
; 2249 35%6 B '
: 2250 3527 1 ! IMPLICT OUTPUT: ?
; 2251 3528 1! Formatted message Line in the alarm buffer. g
: 225% 3529 1! 1
; 225 3530 1 ! SIDE EFFECTS: ;
; 2254 3531 1! NONE . g
; 2255 353% 1! ;
: 2256 3533 1 ! ROUTINE VALUE: c
; 2257 353 1! NONE . ?
; 2258 3535 1 !=- ,
: %ggg %ggg % BEGIN : 3 f PUT_PKT_FILNAM
H ! Start o U K LN
; 2261 3538 % Mo £
: 226§ 3539 MAP E
: 226 3540 s RECORD_PTR : REF $BBLOCK; §
: 2264 3541 ;
: 2265 354% 2 BIND
: 5529 ggz‘ 2 FILNAM_BUF = UPLIT(BYTE(XASCIC * File: "));
; 2268 3545 g PUT_STRING _ASCIC(FILNAM BUF); i
: 2269 3546 2 PUT_PKT _STRING(.RECORD_PTR, NSASK_PKTTYP_FILNAM, 1); |
: 2270 3547 2 PUT_NEWCINE(O); 3
: 22n 3548 1 END; ! End of PUT_PKT_FILNAM |

.PSECT SPLITS NOWRT,NOEXE,2

05E2 .BLKB 2
OSE& P.ACY: LASCII <B><P\File:\<9><» :
F ILNAM_BUF = P.ACY

09 09 3A 65 6C 69 46 09 08

.PSECT SCODES,NOWRT,?2

0000 00000 PUT_PKT_F ILNAM:

0 Save nothing s 391

.WORD :
0000 €F 9F 00002 PUSHAB  F LNAM BUF : 354
0000v CF g1 £8 000 CALLS #1, PUT_STRING_ASCIC : |
1 DD 00008 PUSHL  #1 : 3546

|
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; Routine Size:

31 bytes,

0000v CF
0000v CF

Routine Base:

“ &

7%
01

OMO Moo
SsOHAOOCO

$CODES + 0A66

§-sep-198: 01:48:1

AX=11 aliis-sz V4.0-742
OPCOM.SRCISECURITY.B32;1
PUSHL #
PUSHL ascono PTR
CALLS #3, PUT_PKT_STRING
CLRL  =($P)
ge%Ls #1, PUT_NEWLINE

3547
3548

ol
v
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ROUTINE PUT_PKT_FACMOD (RECORD_PTR)

44

E FUNCTIONAL DESCRIPTION:

: NOVALUE

INPUT:
RECORD_PTR

IMPLICIT INPUT:
NONE .

: The security alarm

i

:

;

i

:

i

i

:

i

i OUTPUT:

; NONE .
g IMPLICT OUTPUT:
:

i SIDE EFFECTS:

: NONE .

:

:
i-

ROUTINE VALUE:
NONE .

BEGIN

LITERAL

NUM_FACMOD_BITS = §;

RECORD_PTR : REF $BBLOCK;

IND
FACMOD_BUF = UPLIT(BYTE(XASCIC ' Mode

OwN
KEYWORD_VEC : Y

LOCAL
PKTPTR : REF $BBLOCK;

:27 STRING_ASCIC(FACMOD

STRIP_BLANKS TRATL (ALARR_DESCR);
gg;_uEHLINE(U):

w@
0~
[ TN

=z

OPCO

This routine formats a security alarm message Line from the
first FACMOD packet in the security auditing record.

record address.

Formatted message Line in the alarm buffer.

! Start of PUT_PKT_FACMOD

: "));
"READ '))

'"WRITE *)J
"EXECUTE '),
'"DELETE "))
*CONTROL'))J;

BUF) ;
TPTR = _PKT_POINTER Tlﬂg.PxT INDEX_TABLCNSASK_PKTTYP_FACMOD-1]];
PUT _KEYWORDS (RUM_FACMOD BITS, PKTPTRINSASL_PKT_FACMOD], KEYWORD_VEC);

' End of PUT_PKT_FACMOD

j

v

m

YN
N
-
-

.0=742
Y.B32;1
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09 09

20 45

3A 65

20
20 45
54 55

45 54
“F 52

64
il
56
43

45
54

6F
41
L5
&5

4C
4E

805ED
4 09 08 O005F0

05F9
&5 52 05 8255
52 57 06 00604

00608
58 45 08 060§

861
45 46 07 618
4F 43 07 00620

.PSECT
.BLKB
P.ACZ: L.ASCII
.BLKB
P.ADA: .ASCII
.8LKB
P.ADB: .ASCII
.BLKB
P.ADC: L.ASCII
.BLKB
P.ADD: .ASCII
P.ADE: .ASCII
.PSECT

00000000* 00000000* 00000000* 00000000* 00000000' 00BA8 KEYWORD_VEC:

; Routine Size:

52 bytes,

0000v

0000V
0000v
0000V

Routine Base:

VWA
oo™

CF
CF
CF

$

0000 00000
0000* CF 9F 00002
01 FB 00006
0000* CF 3C 00008
0000°*CF40 DO 00010
0000* CF 9F 00016
50 DD 0001A
05 0D 0001C
03 B 00015
0000 CF 9F 0002
01 FB 00027
7E D& 0002C
01 fB 000%%
04 000
CODES + 0A85

.ADDRESS P.ADA, P.ADB, P.ADC, P.ADD, P.ADE

FACMOD_BUF =

.PSECT

PUT_PKT_FACMOD:
WORD

PUSHAB
CALLS
MOVZuL
MOVL
PUSHAB
PUSHL
PUSHL
CALLS
PUSHAB

3
16-58p-1984 01:48:5 AX=11 Bliss=32 Vé
12-800-1380 92:48:38  Mokcim. Shisgealas

SPLITS ,NOWRT ,NOEXE,2

28><9>\Hode:\<9><9>
<5>\READ \
36>\uanE \
%8>\EXECUTE \

<7>\DELETE \
<7>\CONTROL\

$OWNS ,NOEXE,?2

P.ACZ
$CODES ,NOWRT,?2

Save nothing

FACMOD _BUF

#1, PUT STRING_ASCIC
PKT_INDEX_TAB+2, RO
PKT-POINTER_TABERO], PKTPTR
KEYQORD_VEC

PKTPTR

#
#3, PUT _KEYWORDS

ALARM DESCR
:}§P§TRIP,3LA~xs_raA1L

#1, PUT_NEWLINE

LR R T T TR TR TN T T TN T T

3549
3598

3599
3600 |

3601 |
3602
3603 |

of
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V04-360 " 10-ep-108¢ 28838 Yorcom BasEEaNS

8 604 ROUTINE PUT_PKT_PRIVUSED(RECORD_PTR) : NOVALUE =

2 o 3
1 .9'(22)

“o
FUNCTIONAL DESCRIPTION:

WSS AN -
oo
o
~NO~

L)
i
60 :
60 - This routine formats a security alarm message Line from the
g}? ; first PRIVUSED packet in the security auditing record.
61; ! INPUT:
3 2}4 ; RECORD_PTR : The security alarm record address.
0 615 ! IMPLICIT INPUT:
1 619 : NONE .
g 61 '
618 ! OUTPUT:
4 619 ! NONE .
45 620 :
46 621 ! IMPLICT OUTPUT:
g:; g g E Formatted message Line in the alarm buffer.
349 3624 ! SIDE EFFECTS:
350 625 ! NONE .
351 6 9 '
235§ 6 ! ROUTINE VALUE:
235 628 : NONE .
2354 6§9 lo=
gg;g 63? BEGIN ! St f PUT_PKT_PRIVUSED
! Start o ]
%357 g63§ -
358 63
359 634
360 635
§21 gg? g RECORD_PTR REF $BBLOCK
236§ 3638 o7
2364 639 IND s
2365 3640 PRIV_BUF = UPLIT(BYTE(XASCIC * Privs Used: ));
%366 3641

g%
oo
>~

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
2
LITERAL
NUM_PRIVUSED _BITS = 6;
%
2
§

MR IR A L R E R R R R T R T R T s e e e e T R L L T R R R IR R A A TR T T I T LI R T R T A I R T A R T R TE )

KEYWORD_VEC : VECTORCNUM PRIVUSED BITS)
2369 3644 INITIALCUPCIT(BYTE(ZASCIC "SYSPRV *)).
2370 3645 UPLIT(BYTE(XASCIC *BYPASS *))
23N 3646 UPLIT(BYTE(XASCIC 'UPGRADE ')}
gsr; 647 UPLIT(BYTE(XASCIC *DOWNGRADE 'J),
37 648 UPLIT(BYTE(XASCIC "GRPPRV ')
374 649 UPLIT(BYTE(XASCIC "READALL'))S:
375 650
376 651 LOCAL
377 65; PKTPTR : REF $BBLOCK;
378 65
379 654 ¢ PUT_STRING_ASCIC(PRIV_BUF);
380 655 2 PKTPTR = .PKT_POINTER™TABL.PKT_INDEX_TABLNSASK_PKTTYP_PRIVUSED=-11];
381 656 2 IF .PKTPTRCNSASL_PKT_PRIVUSED]™NEQ 0
33; 657 2 THEN
1] 658 BEGIN
384 659 PUT_KEYWORDS (NUM_PRIVUSED BITS, PKTPTRINSASL_PKT_PRIVUSED], KEYWORD_VEC);
2385 3660 STRIP_BLANKS_TRATL (ALARM_DESCR) ;




OPCSSECURITY
V04-300

; 661 END

: Ez 66¢ ¢ ELSE

: 85 664 ¢ PUT_NEWCINE(0)?
: 90 665 END;

09 3A 64 65 73 S5 20 73 76 69
20 56 52 50

0 23 3% 2

20 45 44 41 52

20 45 44 41 52 47 4E

20 56 52 50
&C &C 41 44

PUT STR{NG ASCIC(NONE _BUF);

w wh ~
~ o ~n
&» wn w
- 0 o
H s O
&N U 0
o OO0 O
> OoO~N~N ©O
olelelelelelelelels]

&~
—E
&»
W
w
~n
oo
~~

3
-Sep=-1984 01:48: AX=11 Bliss=32 v4.0=-742
-593-1934 ?2:58:?2 OPCOH.SRCSSECURITY.BSZ:I
! End of PUT_PKT_PRIVUSED
PSECT SPLITS_,NOWRT,NOEXE,?2
P.ADF: LASCII <13><9\Privs Used:\<9
.BLKB 2
P.ADG: L.ASCII <7>\SYSPRvV \
P.ADH: LASCII <7>\BYPASS \
P.ADI ASCI] <B8>\UPGRADE \
.BLKB 3
P.ADJ LASCII <10>\DOWNGRADE \
.BLkB 1
P.ADK: .ASCII <7>\GRPPRV \
P.ADL JASCII <7>\READALL\
.PSECT SOWNS ,NOEXE,2

00000000* 00000000°* 00000000* 00000000*' 00000000*' 00000000' 00BBC KEYWORD_VEC:

0000V

i ln
oo™

0000v CF
0000v CF

0000v CF
0000v CF

; Routine Size: 67 bytes, Routine Base:

0000 00000 PUT_PKT_PRIVUSED:
WORD

0000* CF 9F 00002
01

FB 00006
0000* CF 3C 00008
0000*'CF40 DO 00010
60 D5 00016
18 13 00018
0000* CF 9F 0001A
50 DD 0001E
Og 0D 00020
03 FB 000 ;
0000°* 6F 9F 000
1 FB 00028
09 11 00030
0000* CF 9F 00032
91 FB 800
E D4 00038
01 B 80030
04 00042

$CODES + 0AB9

.ADDRESS P.ADG, P.ADH, P.ADI, P.ADJ, P.ADK, P.ADL
PRIV_BUF= P.ADF

.PSECT SCODES,NOWRT,?2

Save nothing

PUSHAB PRIV_BUF
CALLS #1, PUT _STRING_ASCIC
MOVIWL PKT_INDEX TAB+%, RO
MOVL  PKT POINTER_TABLR0O], PKTPTR
TSTL  (PKTPTR)
BEQL 1%
PUSHAB KEYWORD_VEC
PUSHL  PKTPTR
PUSHL ag
CALLS  #3, PUT_KEYWORDS
PUSHAB A%ARH DESCR
CALLS  #1, STRIP_BLANKS_TRAIL
BRB 23
1$: PUSHAB NONE_BUF
CALLS #1, PUT_STRING_ASCIC
2% CLRL  =(8§P)
ge#Ls #1, PUT_NEWLINE

3604
3654

3655
3656
3659

3660

365
366

3664
3665

|

0l
i
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4D
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50
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1
20
20
61
54
Lb
20
54
42
43
52
20
4F
4D
53
54
55
20

)
20
41
49
52
43
55
4D
43
4D
52
4D
53
52
4F
4
4
45
4F
43
4F
52
57
4C
7
53
51
4

4C
20
54

50
49
4C
4C

4C
49
L]

L5
55
43
41
s
LA
41
57
45
53
54

45
4C
4C

564
L5
49
55
46
56
&1
&F
52
51

4C
41
54
51
49
43
58
58
58
54
4E
53
59
4C
52
46
43

13
1]
0€E
0E
0€E
0E
0€E
0E
0€E
0E
1]
0E
0€
13
0E
0E
0E
0E
0€E
0E
0E
0E
0E
0E
0E
0E
0E
1]3

N 3
16=Sep=1984
14=Sep -19 4 ?} 8

06CF .BLKB
0600 P.ADS: .ASCII
06DF .BLKB
06E0 P.ADT: .ASCII

06EF BLKB

06F0 P.ADU: .ASCII

09?? .BLKB

0700 P.ADV: ASCII

070F BLKB

0710 P.ADW: LASCII
0071F BLKB
807 0 P.ADX: LASCII

072F BLKB
00730 P.ADY: .ASCII
0073F .BLKB
00740 P.ADZ: .ASCII
0074F .BLKB
00750 P.AEA: .ASCII
0075F .BLKB
00760 P.AEB: .ASCII
0076F .BLKB
00770 P.AEC: .ASCII
0077F .BLKB
00780 P.AED: .ASCII
0078F .BLKB
00790 P.AEE: .ASCII
0079F BLKB
007A0 P.AEF: .ASCII
007AF BLKB
00780 P.AEG: .ASCII
0078F .BLKB
007C0 P.AEH: .ASCII
007CF .BLKB
00700 P.AEI: .ASCII
007DF .BLKB
Q07E0 P.AEJ: .ASCII
007EF .BLKB
007F0 P.AEK: .ASCII
007FF BLKB
00800 P.AEL: .ASCII
0080F BLKB
00810 P.AEM: ASCII
0081F BLKB
00820 P.AEN: .ASCII
0082F .BLKB
00830 P.AEO: .ASCII
0083F .BLKB
00840 P.AEP: .ASCII
0084F .BLKB
00850 P.AEQ: ASCII
0085F BLKB
00860 P.AER: .ASCII
0089F .BLKB
808 0 P.AES: .ASCII
087F .BLKB
00880 P.AET: ,ASCII
0088¢F BLKB

<14>\CLITABLES
<14>\CPUTIME
<14>\DEFPRIVILEGES
<14>\DEVICE
<14>\DIALUP
<16>\DIOLM
l14>\DIRECTORY
114>\ENOLH
l14>\EXPIRATION
lIk)\FILLH
l14>\FLAGS
ll&)\lNTERACTIVE
114>\JTOUOTA
llk)\LGlCHD
I14>\LOCAL
l14>\HAXDETACH
114>\HAXJOBS
114>\HAXACCTJOBS
114>\NETUORK
lIk)\OHNER
lIL)\PASSHORD
%14>\P8YTLH
<14>\PFLAGS
114>\P_RESIRICI
114>\PGFLOUOIA
%14>\PRCLH

" Page 87
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B &
o000 " 1e-3ep-198¢ 321838 ¥ORcom. SR{3SECORT T 8550 o z?.’f
20 20 20 20 20 53 59 41 4& 45 4D 49 52 S50 OF §8§39 P.AEU: .ASCIT <14>\PRIMEDAYS \ ; ;
20 20 20 20 20 20 59 54 49 52 4F 49 52 SO OF O08AO P.AEV: .ASCII <14>\PRIORITY \ ; |
20 20 20 20 53 45 47 45 4C 49 56 49 52 S50 O 8335 PLAEM: ASCI1 <14>\PRIVILEGES  \ ; |
20 20 20 45 4D 49 54 45 46 49 4C 44 S7 SO O ggggg P.AEX: -ASCTI C14>\PUDLIFETIME  \ ; §
20 20 20 20 4D S5 4D 49 4E 49 4D 44 57 SO Of 8335 PLAEY: CASCII <16>\PWDMINIMUM  \ : |
20 20 20 59 54 49 52 4F 49 52 S50 45 S5 S1 O 88325 P.AEZ: ASCII 114>\ouspnxoaxrv \ ; i
20 20 20 20 20 20 20 20 45 S4& 4F 4D 45 52 OF 83355 P.AFA: ASCI1 <14>\REMOTE \ ; !
20 20 20 20 20 20 20 20 53 47 41 4C 46 53 OF §§§§§ P.AFB: EE%EEI %16>\SFLAGS \ ; i
20 20 20 20 5S4 43 49 52 54 53 45 52 SF S3 Of 883}9 P.AFC: :afﬁél ;14>\S_RESTR1CT \ : i
20 20 20 20 20 20 4D 4C 4C 49 46 52 48 53 Of 8832? P.AFD: :afgél ?14>\SHRFILLH \ 3
20 20 20 20 20 20 20 20 20 4D 4C 45 S1 S& OF 33359 P.AFE: ASCIL <14>\TGELM \ ;
20 20 20 20 20 20 20 20 20 20 20 43 49 S5 O 83329 P.AFF: CASCIL <14>\ulC \ ;
20 20 20 20 20 54 4C 55 41 46 45 44 53 S7 OF 883?9 P.AFG: :afgél ;14>\USDEFAULT \ 3
20 20 20 20 20 20 5S4 4E 45 54 58 45 S3 S7 OFf 88329 P.AFH: :afﬁél ?16>\HSEXTENT \ :
20 20 20 20 20 20 20 41 54 4F S5 S1 53 57 OE 00970 P.AFI: .ASCII <14>\WSQUOTA \ -

.PSECT $OWNS ,NOEXE,?2

00C00000° 000C2000' 00000000* 00000000* 00000000* 00000000 00BD4 KEYWORD_VEC:
.ADDRESS P.ADN, P.ADO, P.ADP, P.ADQ, P.ADR,

00000000* 00000000' 00000000* 00000000' 00000000° oooooooo' 00BEC P.ADS, P.ADT, P.ADU, ‘P.ADV, P.ADW, P.ADX, - :
00000000* 00000000* 00000000* 00000000* 00000000 00000000* 00C04 P.ADY, P.ADZ, P.AEA, P.AEB, P.AEC. P.AED, - :
00000000* 00000000* 00000000* 00000000* 00000000* 00000000* 00C1C P.AEE, P.AEF, P.AEG, P.AEH, P.AEI, P.AEJ, = ;
00000000°* 00000000' 00000000* 00000000* 00000000 00000000* 00C34 P.AEK, P.AEL, P.AEM, P.AEN, P.AEOQ, P.AEP, - ;
88888888' 00000000* 00000000* 00000000* 00000000* 00000000* 00C4C P.AEQ, P.AER, P.AES, P.AET, P.AEU, P.AEV, - :
* 00000000° 00000000° 00000000' 00000000' 00000000* 00Cé4 P.AEW, P.AEX, P.AEY, P.AEZ, P.AFA, P.AFB, - ;
00000000* 00000000* 00000000 00000000* 00000000° 00000000* 00C7¢C g.:;g. P.AFD, P.AFE, P.AFF, P.AFG, P.AFH, = :

SYSUAFF _BUF = P.ADM ‘

.PSECT $CODES,NOWRT,2 |

0000 00000 PUT_PKT_SYSUAFF: |

WORD  Save nothin : 3666 |

0000* CF 9F 00002 PUSHAB SYSUAFF_BUF : 3758 |

0000V CF 01 F£B 00006 CALLS PUT STRING ASCIC 3 |

50 gooo' CF 3C ooog MOV ZWL pr _INDEX_TAB+34, RO : 3759 |

50 000'CF40 DO 0001 MOVL  PKTTPOINTER_ tAatﬁOJ PKTPTR : ;

0000* CF 9F 00016 PUSHAB KEYQORD_VEC™ : 3760

8 DD 8001A PUSHL  PKTPTR ~ : ;
DD 0001C PUSHL  #48 :

<O
o
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OPCSSECURITY 18-59 -1984 01:48: AX=11 Bliss=32 v4.0-742 Page 89
V04 14-503-1986 ?2:58:?2 OPCOM.SRCISECURITY.B32;1 o (26)
0000V 03 FfB 0001 CALLS #3 PUT KEVUORDS 3
0000* CF OF 8 PUSHAB A%‘ ;3761
0000v CF 1 FB CALLS STRIP BLANKS TRAIL 3
% D4 0002C CLRL : 3762
0000v CF 01 f£B 000 E CALLS 01 PUT _NEWLINE :
04 000 RET ; 3763
; Routine Size: 52 bytes, Routine Base: S$CODES + OAFC
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38223880&117

495

499

Al

=i=l=l=]

VAT AT AT T T T TV T T TN A UL

WAL N NN AN PO P NI NINININI NN e e e e e ed e O O O

88PN o

VWAV VALA

~N~
~N~

CONNNNNNN
OVONO WL NN = OO

00 0o o 0o 00 0o 0O 00
OO0 NO WV AN = OO 00 NN S NN —

LN N U U U U U U AN N N U U U N U U N U N U U U U U U O U N OO U U N N N N O U N NN U N NN N NN NN NN
OO00O0O0O0OVOVOVVOVOVOVVOV®

0000 00 0000 00 00 0000 00 00 00 00 00 00 00 00 00 N NN NN NNNNNNNNNNSNSNSNSNSNSNSNSNSNSNNN

=2 PNINLNLNININLNINININININL NN NI NI NI AN PO NN NI NININD = b o b d e ed ed e cd ed e d e e e e o e o D e ) o e

—h il i o i i i = O OO
NN SN = OO O NN S N =

ROUTINE PUT_PKT_PASSWORD (RECORD_PTR) =

144

; FUNCTIONAL DESCRIPTION:

This routine formats a security alarm message Line from the
first PASSWORD packet in the security auditing record.

INPUT:
RECORD_PTR : The security alarm record address.

i
i

:

:

i

i

! IMPLICIT INPUT:

; NONE .

i OUTPUT:

; NONE.

i IMPLICT OUTPUT:

g Formatted message Line in the alarm buffer.
i SIDE EFFECTS:

E NONE.

| ROUTINE VALUE: .

; SS$_NORMAL or a $FAD system service error.

BEGIN ! Start of PUT_PKT_PASSWORD
MAP
RECORD_PTR : REF $BBLOCK:;
BIND
PASS_BUF = UPLIT(BYTE(XASCIC ' Password: ',
CONTROL = XASCID '!AF';
LUCAL
PKTPTR : REF $BBLOCK,
STATUS : LONG,
LENGTH : LONG;

UT_STRING _ASCIC(PASS_BUF);

! Move password ‘o message buffer through the FAO AF filter.

TATUS = SFAO(COATROL, LENGTH, ALARM DESCR,

.PKTPTRENSASW PKT SIZE] = NSASK_PKTHDR LENGTH, PKTPTRCNSAST _PKT_DATAJ);
IF NOT .STATUS THEN RETURN .STATUS;
ALARM_DESCRLDSCS$%_LENGTH] = .ALARM DESCRLDSCSW_LENGTH] = .LENGTH<0,16,0>;
ALARM“DESCRCDSCSA_POINTER] = ,ALARM_DESCRCDSCSK_POINTER) + .LENGTH<0,16,0>;
PUT _NEWLINE(O);
RETORN SS$_NORMAL ;
END; ' End of PUT_PKT_PASSWORD

P :

eKTPTR = PKT_POINTER_TABL.PKT_INDEX_TABLNSASK_PKTTYP_PASSWORD=11];
i

S
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OPCSSECURITY
V04-060

09 3A 64 72 6F 77 73 73 86

0000V

O VvOAGY  nvan
mm oo™ MmN

000000006

04
0000v CF

; Routine Size: 77 bytes, Routine Base:

A

M

10-3e07108¢ 12:6B:30  Yoncom. BRisgedaYsitaiss,

PSECT SPLITS,NOWRT,NOEXE,?2
897r BLKB 1
09 08 930 P.AFJ: LASCI1 <11><9>\Password:\<9>
&1 21 009 8 P.AFL: .ASCII \!AF\<0>
810800 3 00990 P.AFK: .LONG 17694723
0000000* 00994 ADDRESS P.AFL
PASS BUF= P.AFJ
CONTROL= P.AFK
.PSECT $CODES,NOWRT,?2
0004 00000 PUT_PKT_PASSWORD :
“.WORD Save R2
0000* CF 95 000 HOVAS ALARH DESCR, R2
04 C2 0000 ' SF
0000 CF 9F 000OA PUSHAB PA§
01 FB oooog CALLS Pur STRING_ASCIC
30 A2 3C 0001 MOV ZWL Pxf INDEX_TAB+20, RO
44 A240 DO 00017 MOVL PKT PO!NTER TAB[ROJ PKTPTR
50 go 0001C PUSHL PKTPTR
FE A0 3C 0001E MOVZWL =2(PKTPTR), =(SP)
& (€2 00022 SUBL2 #4, (SP)
2 DD 00025 PUSHL R2
0C AE 9F 00057 PUSHAB LENGTH
0000* CF 9F 0002A PUSHAB CONTROL
05 FB ooogs CALLS #5, SYSSFAO
50 E9 00035 BLBC STATUS, 18
6 A2 00038 SUBW2  LENGTH, ALARH DESCR
66 3C 00038 MOVZWL LENGTH,
50 CO 0003E ADDL2 no ALARH DESCR+4
7€ D& 00042 CLRL -(SP)
01 FB 00044 CALLS  #1, PUT_NEWLINE
01 DO 00049 MOVL #, RO
04 0004C 1$: RET

$CODES + 0B30

Page 91
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F &
OPCSSECURITY 16=Sep=-1984
Vol 88: 6-Sep 19% ?

1:48:5 AX=11 Bliss=32 V&4
14=Sep=1984 2:58:52 OPCOH.SRCSSECURIT

: 2 a}s } ROUTINE PUT_PKT_LOGNAM(RECORD_PTR) : NOVALUE =

;2548 0 1 !4+

: sgg 1 } { FUNCTIONAL DESCRIPTION:

: 2551 8 g 1 This routine formats a security alarm message Line from the
; ggi g g } ; first LOGNAM packet in the security auditing record.
2554 826 1 | INPUT:

: ggz g ; } 5 RECORD_PTR : The security alarm record address.

; s§7 g 9 1 i IMPLICIT INPUT:

: 2558 0O 1! NONE .

: 2559 a§1 1 i

; 2560 832 1 i OUTPUT:

: 2561 833 1 i NONE .

; sog 83, 1 i

; 556 835 1 i IMPLICT OUTPUT:

: ggg Sggg } E Formatted message Line in the alarm buffer.

g B | e

: 2568 840 11! ;

: %ggg 3321 } ; nouvlnsoxeLus:

; 5571 aef 1 i-- :

3 57§ 844 1

; %g;‘ 3323 2 BEGIN ! Start of PUT_PKT_LOGNAM
;2575 3847 2 MAP

: gg;g gg:g RECORD_PTR : REF $BBLOCK;

2578 gaso BIND

: 52;3 321 LOGNAM_BUF = UPLIT(BYTE(XASCIC * Log Name: "));
;2581 gasi LOCAL

: ;ggg sggg PKTPTR : REF $BBLOCK;

: 2584 gsso PUT_STRING_ASCIC(LOGNAM BUF);

; 2585 3857 2 PKTPTR = ,PKT POINTER_TABL.PKT INDEX TABLNSASK PKTTYP LOGNAM=113;
: 2386 858 §55§.erpratusAsu_er,sxzei - RSASK_PKTHDR_LENGTH) GTRU 0

§ fggg agg ELSEPUT_PKT-SYRING(.RECORD_PTR. NSASK_PKTTYP_LOGNAM, 1)

: $3% goi PUT_STRING_ASCIC (NONE_BUF ) ;

: 5591 86 PUT_NEWCINE(0);

;2592 864 1 END? ' End of PUT_PKT_LOGNAM

PSECT SPLITS NOWRT,NOEXE,?2
09 3A 65 6D 61 4E 20 67 6F 4C 09 0B 00998 P.AFM: _ASCII <11><9>\Log Name:\<9>
LOGNAM_BUF = P.AFM




OPCSSECURITY
VO‘-BSO

; Routine Size:

62 bytes,

0000V

0000V

0000V
0000V

Routine Base:

VWAL
ooooO™

CF

CF
CF

0000°

0000*
0000 CF
FE

04

0000°*

F
1

CF
40

ONOMNOOPOOOO»
- T} =2 N ONOYON =M O

[
Z3ep-108e 12:88:38

1
1
PSECT

0000 00000 PUT_PKT_LOGNAM:
WORD

2 PUSHAB

4
1

1%: PUSHAB
2%: CLRL

[ =i=d=i=i=l=l=lelolelalalelalalel]
elelelelelelelielelalalalalelalal=

NN —_
v
| ==
w
X
~

OMOMNPY—=MNMOOO =IWND
SOOI ON2DMOOOWNNOO

(=i=i=l=l=lelalelelal=l=l=]

$CODES + 0B7D

$CODES ,NOWRT,2

Save nothing

LOGNAM_BUF

#1, PUT STRING_ASCIC
PKf_INDEX TAB+T% RO
PKT-POINTER_TABLRO], PKTPTR
-Z(PKBPTR). RO

’

1
6
RECORD PIR
. PUT_PKT_STRING

#1, PUT_NEWLINE

NONE _BUF
pl.PgUT_STRING_Ascxc

AX=11 Bliss=32 v4.0-742
OPCOM.SRCISECURITY.B32;:1
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N4
OPCSSECURITY 16-Sep-1984 01:48: AX=11 BLiss=32 V4.0-742 Page 96|
0042060 19-3e0-1984 91:48:28 M.SRCISECURITY.B32:1 39¢ 29)

5 gg 65 } ROUT INE PUT_PKT_VOLNAM(RECORD_PTR) : NOVALUE =

; 9? 69 1 1es

5 588 63 } ; FUNCTIONAL DESCRIPTION:

E 599 890 1 i This routine formats a security alarm message Line from the
; 28? 8;1 } ; first VOLNAM packet in the security auditing record.

: 260 87§ 1 i INPUT:

; 260 876 1! RECORD_PTR : The security alarm record address.

1 T P

: 2606 7 ] i NONE.

: 2607 78 1!

; 2608 879 1 ! OUTPUT:

: 2609 880 1! NONE .

; 2610 881 1!

3 %611 88% 1 ! IMPLICT OUTPUT: )

3 61§ 3883 1! Formatted message Line in the alarm buffer.

: 261 3884 1 !

: 2614 gaas 1 ! SIDE EFFECTS:

: 2615 886 1! NONE .

: 3616 3887 1!

: 2617 888 1 ! ROUTINE VALUE:

$0 1 L

2620 3391 g’

: 5221 ggg % BEGIN ! Start of PUT_PKT_VOLNAM
: zegf 894 2 MAP

5 gg%g 3332 2 RECORD_PTR : REF $BBLOCK;

;2626 3897 5 LOCAL

: Sgg; gggg % PKTPTR : REF $BBLOCK;

: 26%9 3900 2 BIND

: 223? §881 § VOLNAM_BUF = UPLIT(BYTE(XASCIC * Vol Name: '));

: geg; 390 PUT_STRING_ASCIC(VOLNAM BUF):

: 26 3904 PKTPIR = PKT POINTER_TIB(.PKT INDEX _TABLNSASK PKTTYP VOLNAM-11]]:
: ggg iggg %asé.lePYR[NSAsu_PKT_SIZEJ - RSASK_PKTHDR_LENGTH) GTRU 0

E 636 907 PUT_PKT_STRING(.RECORD_PTR, NSASK_PKTTYP_VOLNAM, 1)

: 6;7 g908 SE

: 2638 90 PUT_STRING_ASCIC(NONE_BUF);

; 2639 2910 PUT_NEWLCINE (0);

: 2640 911 1 END; ! End of PUT_PKT_VOLNAM

.PSECT SPLITS ,NOWRT ,NOEXE,2
09 3A 65 6D 61 4E 20 6C 6F 56 09 OB 009A4 P.AFN: .ASCII <11><9>\Vol Name:\<9> ;
VOLNAM_BUF = P.AFN

|

=




OPCSSECURITY
V04-560

; Routine Size:

62 bytes,

0000V

0000V

0000V
0000V

Routine Base:

VIWIWAWACY
ooOoOoO™

CF

CF
CF

0000
0000°' 8;

8000' CF
000°CF&40
FE AO
04

0000

ONOMNOOPOOOO

— TTY = P D N N =TT I
OMOMP=2MOOO =2INANTO WO
F ‘e Bl

-
DO =2DOOOWNNAOND

$CODES + OBBB

l- :p g ?

14=Sep=1
PSECT

00000 PUT_PKT VOLNAH:

WORD
PUSHAB

o
~nN

1%: PUSHAB
2%: CLRL

[=lel=lelelalelelelalelalalol=lal=]
[=l=l=lelelelelelelelelelelalelel]
elelelelelelelelelelelalelelelel=]

NN LNAINI NI NONIND =2 = b 2 O

D=0 WO >»0Om
©
=
w
x
~

gg AX=11 Bliis-SZ 0-742
OPCOM.SRCISECURITY.B32;1

$CODES ,NOWRT,2

Save nothing
VOLNAH BUF
PUT STRING ASCIC
pr _INDEX rAaoT%
PKT"POINTER TAB ﬁOJ PKTPTR
-2(PKTPTR), “RO
#4, RO
18’
3

1

a7
RSCORD PTR
PUT_PKT_STRING

NO
PUT STRING_ASCIC

01 PUT NEWL INE

Page 95
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OPCSSECURITY 1&-50 =1984 01:48: AX=11 Bligs=32 v4.0-742 Pa 96
VO‘-BS& 16-50:-1934 ?2:58:22 0PCOH.SHC$SECURITV.BSZ:1 g.'(30)

: g: g}g } ROUTINE PUT_PKT_VOLSNAM(RECORD_PTR) : NOVALUE =

; 2644 916 1 !lee

: 225 g}S } ; FUNCTIONAL DESCRIPTION:

3 649 91? B This routine formats a security alarm message Line from the
; 2648 913 1! first VOLSNAM packet in the security auditing record.
; 2649 919 1!

: 2650 920 1! :

3 gg\ g 1 } ; RECORD_PTR : The security alarm record address.
: ¢6 g 9 i 1 ! IMPLICIT INPUT:

: 2656 924 1! NONE .

: £028 356 11 outeur

3 65? 9 ? 1! o

: 2658 928 1!

: 2659 929 1 ! IMPLICT OUTPUT:

3 gg? g ? } ; Formatted message Line in the alarm buffer.

: bbg 9 g 1 ! SIDE EFFECTS:

: 266 9 B NONE .

: 2664 9 1}

: 2665 935 1 ! ROUTINE VALUE:

: 2666 936 1! NONE .

: 2667 937 1 l==

: 2668 938 1

: 2669 939 BEGIN ! Start of PUT_PKT_VOLSNAM
: 2670 940

: 267 941

: 267 96 RECORD_PTR : REF $BBLOCK;

; 267 94

; 2674 944 IND

: g;s 325 VOLSNAM_BUF = UPLIT(BYTE(XASCIC ' Vol Set Name: '));
; 267 96 PUT_STRING _ASCIC(VOLSNAM BUF) ;

; 2678 948 2 PUTCPKT_STRING(.RECORD_PTR, NSASK_PKTTYP_VOLSNAM, 1);

; 2679 949 2 PUT_NEWCINE(0);

: 2680 3950 1 END; ! End of PUT_PKT_VOLSNAM

.PSECT SPLITS ,NOWRT,NOEXE,?2
3A 65 6D 61 4E 20 74 65 53 20 6C 6F 56 09 8; 8883? P.AFO: LASCII <15><9\Vol Set Name:\<9>

VOL SNAM_BUF = P.AFO

.PSECT SCODES,NOWRT,2
0000 00000 PUT_PKT_VOL SNAM:

.WORD  Save nothing 3 291
0000' CF OF 8002 PUSHAB VOL SNAM_BUF ;3947
0000v CF 1 FB 006 CALLS #1, PUT_STRING_ASCIC 3
1 0D 00008 PUSHL n :

LA TR TR L TR L T R L P L TR TR TR LT




K &
voc_066 1Y 12-3e0-198¢ 13:48: 22 Lobcom. S SE
8? :3§ﬁt §co :
; EAIiLS PUT PKT STRING 3
g nz%ts 01 Puf _NEWLINE :

0D
06 A D
0000v CF 9§ EE g§
0000v CF 01 8B 000

& 000

; Routine Size: 31 bytes, Routine Base: $SCODES + OBF9

IR TR R LR LR LR L TR I P T P TR TN N T T T T T T T R T R LR T R TR TR LA TR TR T T




OPCSSECURITY
V04-000

TR TR A AR R T R R R T E T R T E s e s e e R A A R T AR R R T I I T T T T "™ ™ TR IR L E TR IR LR TR TR T E T

SNNNNNNNNNNNNNY

SISISNISNSNSNSNY
oo
e Ty e e

3

W= OOV NO NS WN=O

WA AN = O O 00 N0 N SN —

3 RSN ASA

AORIAIRIAINIAIAIAIAININININININIAINIAIAININININININININININD b b b b b b e e e b b e o b e o e i o o o
- [+ )

lee

E FUNCTIONAL DESCRIPTION:

INPUT:
RECORD_PTR

IMPLICIT INPUT:
NONE.

OUTPUT:
N

IMPLICT OUTPUT:
SIDE EFFECTS:
NONE .

ROUTINE VALUE:
NONE .

.
'
.
|
.
"
.
|
.
'
.
1
.
|
-
B
.
|
.
'
-
|
.
|
-
|
-
]
-
]
-
'
-
'
.
1
.
L)
.
1
.
l-
.

BEGIN

MAP
RECORD_PTR

LITERAL
VOLPRO_BUF_SIZ = 27;

: REF $BB

IND
VOLPRO_BUF

OCAL
PROT_BUF  : VECTORL
INITIAL
PROT_DESCR : $BBLOCK
PRESET (
STRING REF VEC
BITS REF BIT
INDEX1 LONG,
INDEX2 LONG,
FLAG LONG;

; volume protection bits.

ROUTINE PUT_PKT_VOLPRO(RECORD_PTR)

= UPLIT(BYTE(XASCIC '

AX=11 Bl

4
Jo-sep-ishe gl:4sisg  ymuets Bl

¢ NOVALUE =

This routine formats a security alarm message Line from the
first VOLPRO packet in the security auditing record.

: The security alarm record address.

Formatted message Line in the alarm buffer.

! Start of PUT_PKT_VOLPRO

LOCK;

Vol Pro: *));

YTE]
:RWED,O:RWED,G:RWED ,W:RWED"')),

OLPRO_BUF SIZ,
SCSK_DTYPE_T,
CSK-CLASSTD,
ROT “BUF)
PROT_BUFJ,

~ oO9oO<
~DWn

1A

i Move the Label field into the message buffer and form a pointer to the

38

32 V4.0-742
CURITY.B32;1

Page
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N4 ,
OPCSSECURITY 16=Sep- AX=11 Bliss=32 V&.0-742 Page 99
v06-380 14- Se S ? gg OPCOM. SRC secunltv.832.1 . (31)
: 2739 4003 PUT_STRING ASC!C(VOLPRO BUF);
: ;2? 289 9 Ts = PKT_POINTER_TABC.PKT INDEX _TABINSASK_PKTTYP_VOLPRO-11];
: 74 401? i A Dbit set indicates no access so for each bit set convert the access
3 ;2‘ 28}; : letter to a blank.
P 9745 4014 1uca 1noex1 FROM 0 TO 3 DO
s 2746 4015
s 2747 4016 FLA
;2748 4017 INCR 1~oéx2 FROM 0 TO 3 DO
: 2749 4018 & BEGIN
. ; ? 2813 2 lrE.alrst LINDEX1#4+. INDEX2)
; 75% 40%1 4 PROT_BUFLC.INDEX1%7+2+ INDEX2] = * °
: 2715 40 i 4
: 2754 40% 4 FLAG = 1;
: 2755 4024 g END;
; 2756 4025 IF NOT .FLAG THEN PROT_BUFL.INDEX1#7+1] = * *;
g ge g, e
: 2;23 2823 2 : Compress the field by removing blanks and move it into the alarm buffer.
: 3761 4o§o g STRIP_BLANKS STRING(PROT DESCR):
: 2762 4031 PUT_STRING ASCID(PROT_DESCR);
; 2763 4032 2 PUTCNEWLINE(0);
: 2764 4033 1 END ! End of PUT_PKT_VOLPRO
PSECT SPLITS,NOWRT,NOEXE,?2
09 3A 6F 72 SO 20 6C 6F S6 09 OA 88328 P.AFP: .afgél ;10><9>\Vol Pro:\<9 -
47 2C 44 45 57 52 3A 4F 2C 44 45 57 52 3A 53 009CC P.AFQ: .ASCII \S:RWED,O:RWED.,G:RWED,W:RWED\ ;
44 45 57 52 3A 57 2C 44 45 S7 52 3A 009DB 3
VOLPRO_BUF = P.AFP

.PSECT S$CODES,NOWRT,?2
003C 00000 PUT_PKT_VOLPRO:

WORD Save RZ R3,R4 RS : 3951
SE 24 55 80 SUBL 336. ;
08 AE 0000* CF 18 000 MOV(C g AFO PROT BUF ;3991
6E 020E0018 8F DO oooog MOVL  # 4&71963 PROT_BESCR ;3997
04 AE 08 AE 9E 0001 MOVAB  PROT_BUF, PROT_BESCR+4 :
50 08 AE 9F 80013 MOVAB  PROT™BUF . STRIRG ; |
0000° CF 9F 0001C PUSHAB VOLPRO BUF 4008 |
0000V CF 01 FB 00020 CALLS PUT srnxuc ASCIC ; ,
50 0000* CF 3C 00025 MOVZWL pr INDEX TAB+24, RO ;4009 |
55 0000°CF40 DO 0002A MOVL  PKT"POINTER rAa[ﬁOJ BITS ;
50 D& 00030 CLRL xuoE 1 4019
54 94 00032 1$: CLRL 5 : 4016 |
53 50 g 8 800 4 ASHL n 1uoex1 R3 : 4019
D4 00038 CLRL g ;
51 53 §2 C1 0003A 2%: ADDL3 xnoex R3, R1 ;

ITETEIEAATATETE PR TETE PR FE DR PR PR PR TR TR TR TR TR TR TR T TR TN TR T TN TN T e,
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16-se0-1980 12:38:33  Yorcom.%

14=Sep=1984
: NOVALUE =

€ =
—n
wvn
m\
oW
o
el

ROUTINE PUT_PKT_MOUFLG(RECORD_PTR)

l4¢

; FUNCTIONAL DESCRIPTION:

This routine formats a security alarm message Line from the
first MOUFLG packet in the security auditing record.

INPUT:
RECORD_PTR

IMPLICIT INPUT:
NONE .

: The security alarm record address.

i

i

i

i

i

i

i

i

i

! OUTPUT:

; NONE .
! IMPLICT OUTPUT: ) .

; Formatted message Line in the alarm buffer.
i

i

i

i

i
i-

SIDE EFFECTS:

NONE .
ROUTINE VALUE:
NONE .
BEGIN ! Start of PUT_PKT_MOUFLG
LITERAL
NUM_MOUFLG_BITS = 29;
MAP
RECORD_PTR : REF $BBLOCK;
IND
MOUFLG_BUF = UPLIT(BYTE(XASCIC ' Mount Flgs: '));
OWN
KEYWORD_VEC : VECTORCNUM_MOUFLG BITS]
INITIALCUPCIT(BYTE(XASCIC 'FOREIGN *32,
UPLIT(BYTE(XASCIC °'GROUP "33,
UPLIT(BYTE(XASCIC °'NOASSIST ')),
UPLIT(BYTE(XASCIC 'NODISKQ '3 .
UPLIT(BYTE(XASCIC °"NOHDR3 o | P
UPLIT(BYTEC(XASCIC 'NOLABEL o
UPLIT(BYTE(XASCIC "NOWRITE o ;P
UPLIT(BYTE(XASCIC "OVR_ACCESS ')),
UPLIT(BYTE(XASCIC 'OVR_EXP *3%,
UPLIT(BYTEC(XASCIC "OVR_IDENT °')),
UPLIT(BYTE(XASCIC 'OVR_SETID ')),
UPLIT(BYTE(XASCIC "READCHECK ')),
UPLIT(BYTEC(XASCIC 'SHARE d §
UPLIT(BYTE(XASCIC 'MESSAGE ¥ ;P
UPLIT(BYTE(XASCIC °*SYSTEM ',
UPLIT(BYTEC(XASCIC "WRITECHECK ')),
UPLIT(BYTE(XASCIC "WRITETHRU ")),

——

P'°'(}g}f
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OPCSSECURITY 16=-Sep=-1984 01:4 AX=11 BLiss=32 v&.0-742 Page 103
voa-BSS 14 s.S 1934 ?2 58 22 OPCOM.SRCISECURITY.B32;1 ’ (32)
0 20 47 4B 43 52 45 54 4E 49 0B 00B3C P.AGT: LASCII <11>\INTERCHG \ ;
50 50 %8 20 sg Lg 24 5§ 25 4C Ag 88 oaaﬁ P.AGU: .ASCII <11>\CLUSTER \ ;
PSECT SOWNS ,NOEXE,2
00000000* 00000000* 00000000* 00000000* 00000000*' 00000000' 00C94 KEYWORD_VEC:
.ADDRESS P.AFS, P.AFT, P.AFU, P.AFV, P.AFW, = ;
00000000* 00000000°* 00000000' 00000000' 0080008 ' 00000000"' QOCAC P.AFX, P.AFY, P.AFZ, P.AGA, P.AGB, P.AGC, - 3
00000000* 00000000°* 8 8 0000* 00 080 ' 0000008' 0CC4 P.AGD, P.AGE. P.AGF, P.AGG, P.AGH, P.AGI, - ;
0000000C* 00000000 0000000' 0000000* 00000000*' 00000000 QOCDC P.AGJ, P.AGK, P.AGL., P.AGM, P.AGN. P.AGO, = 3
00000000* 00000000* 00000000* 00000000* 00000000' 0OCF4& P.AGP, P.AGQ, P.AGR, P.AGS, P.AGT, P.AGU s
MOUFLG_BUF = P.AFR
|
.PSECT $CODES,NOWRT,?2 ;
0000 00000 PUT_PKT_MOUFLG: |
WORD  Save nothing ; 4034
0000' CF 9F 00002 PUSHAB HOUFLG BUF ; 4107
0000v CF 01 F£B 00006 CALLS PUT STRING_ASCIC 3 ;
50 0000' CF 3C 00008 MOV ZWL pr _INDEX_TAB+26, RO : 4108
50 0000°'CF«0 DO 00010 MOVL PKTTPOINTER_ TABLRO], PKTPTR : i
0000* CF 9F 00016 PUSHAB KEYWRORD_VEC™ : 4109
S0 DD 0001A PUSHL  PKTPTR s g
10 DD 0001C PUSHL 59 : i
0000v CF 03 FfB 0001% CALLS #3, PUT _KEYWORDS : '
0000* CF 9F 0002 PUSHAB ALARH DESCR ; 4110
0000V CF 01 FB 00057 CALLS STRIP BLANKS_TRAIL : 1
7E D& 0002C CLRL (s AR
0000v CF 01 FfB ooo§§ CALLS  #1, PUT_NEWLINE 3 ,
04 000 RET ; 4112

; Routine Size: 52 bytes, Routine Base: $CODES + 0C95
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Formatted message Line in the alarm buffer. ,

§39 ROUTINE PUT_PKT_DMOUFLG(RECORD_PTR) : NOVALUE =

8 Ted

ggg ; FUNCTIONAL DESCRIPTION:

851 : This routine formats a security alarm message Line from the

ggi ; first DMOUFLG packet in the security auditing record.

854 ! INPUT:

gg; ; RECORD_PTR : The security alarm record address.

85 ! IMPLICIT INPUT:

858 ! NONE .

859 !

860 ! OUTPUT:

861 ! NONE .

286§ !

586 ! IMPLICT OUTPUT:

864 !

2865 ! ‘

2866 ! SIDE EFFECTS: i

3867 ' NONE .

868 :

2869 ! ROUTINE VALUE:

2870 - NONE .

2871 lo=

53;% BEGIN 'S f PUT_PKT_DMOUFLG
» Start o U K UFL

2874 s

LITERAL
NUM_DMOUFLG_BITS = &;

RECORD_PTR : REF $BBLOCK;

RN~
0o 0o 0o 0o 0o 0o
CONNNNN
OV ~NOWN

O O T o o o o o o N N N A A Y .
—a—‘-‘-‘-‘-‘-‘-l—l-‘-‘-‘-‘-.-.-‘-‘-‘-ﬂ-‘-‘-‘-ﬂ-‘-‘_‘-‘-‘-‘-ﬂ—l-ﬂ-‘-.-‘-‘—Q-‘-‘-‘—‘-‘—A—.a‘-‘-‘_‘-ﬁ¢‘—‘—.-‘_ﬂ
OO OO O WY\ AWVIWWNWWAWAWAWN SN S5 85 85 85 55 8 8 8 25 WU N NN LR NN AN NN PO PO PO RO RONININ) b b b e i
O B N = © 0O 00 O N BN NN =2 © O 00 0N W 8 N = © 0 00 O N £ R — O O 00 O V8 LN = OO 00 OSSN

= PUNLNLALNINLNLALNINI N NNV NN PO NI PO RINIPONI NI NI D b b cd i cd cd cd e D e e e e o d e o ) ) e )

........I.!a..lol-................Oo.t‘-.o!o!o.clo..lo..l-.nlo.-‘-.-...-0-.-.'.-.-...o...o!o.....o.-.o.o.o..

2881 BIND

sggg DMOUFLG_BUF = UPLIT(BYTE(XASCIC ' Mount Flgs: "));

2884 OWN

2885 KEYWORD_VEC : VECTORCNUM DMOUFLG_BITS)

2886 INITIAL(UPCIT(BYTETXASCIC 'NOUNLOAD ')),

2887 UPLIT(BYTE (XASCIC 'UNIT *)) |

2888 UPLIT(BYTE(XASCIC 'ABORT "))

gggg UPLIT{BYTE(XASCIC "CLUSTER")));
891 LOCAL |
gg PKTPTR : REF $BBLOCK: |
894 PUT_STRING ASCIC(DMOUFLG BUF):
895 PKTPTR = .PKT POINTER TABL.PKT_INDEX TABLNSASK PKTTYP_DMOUFLG=11]; |
896 PUT_KEYWORDS (RUM_DMOUFLG_BITS, PKTPTRCNGASW_PKT_DMOUFCG], KEYWORD VEC):
897 STRIP BLANKS TRATL (ALARMDESCR);

5895 PUT_NEWLINE (D) ;
899 END: ' End of PUT_PKT_DMOUFLG

=L
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opEsgggumT looseooioms 0B YARCIL BMIRA0STE, pace 195
.PSECT $PLITS,NOWRT,NOEXE,2 |

09 3A 73 67 6C &6 20 74 6E 75 6F 4D 09 OD 08353 P.AGV: .ASCII <13><9>\Mount Flgs:\<9> :

20 44 41 4F 4C 4E S5 4F 4E 09 gggba P.AGW: .ASCII §9>\NOUNLOAD \ ;

20 S4 49 4E S5 05 0398 P.AGX: .ASCII <S>\UNIT \ ;

20 S4 52 4F 42 41 06 883;3 P.AGY: .ASCII £6>\A80RT \ ;

52 45 54 53 55 4C 43 07 88355 P.AGZ: .ASCII l?)\CLUSTER\ ;

.PSECT SOWNS,NOEXE,2

00000000* 00000000* 00000000* 00000000' 00PO8 KEYWORD_VEC:
.ADDRESS P.AGW, P.AGX, P.AGY, P.AGZ .

DMOUFLG_BUF = P.AGV

.PSECT $CODES,NOWRT,?2
0000 00000 PUT_PKT DHSUBLG

Save nothing ; 4113
0000* CF 9F 00002 PUSHAB DHOUFLG _BUF ; 4161
0000v CF 01 FB 00006 CALLS PUT STRING ASCIC :
50 0000* CF 3C 0000B MOVZWL Pxi INDEX_TAB+28, RO ; 4162
50 0000°'CF40 DO 00010 MOVL  PKT POINTER TABLRO], PKTPTR ; |
0000* CF 9F 00016 PUSHAB KEYWORD_VEC™ ; 4163
50 DD 0001A PUSHL PKTPTR :
04 DD 0001C PUSHL :
0000v CF C3 B ooo1§ CALLS 03 PUT_KEYWORDS : ;
0000*' CF 9F 0002 PUSHAB ALARH DESCR ; 4164 |
0000V CF 01 FB 00027 CALLS STRIP_BLANKS_TRAIL : t
7€ D4 0002C CLRL (SP ; 4165
0000v CF 01 FB 0002E CALLS #1, PUT_NEWLINE :
04 00033 RET ; 4166

; Routine Size: 52 bytes, Routine Base: $CODES$ + 0CC(C9
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1 .

IMPLICT OUTPUT:
Packet data is moved into the alarm buffer.

SIDE EFFECTS: |

z g ROUTINE PUT_PKT_STRING(RECORD_PTR, PKTTYP, PKTNUM) : NOVALUE =
416 144
ggg 2 ; FUNCTIONAL DESCRIPTION:
906 617 This routine moves the string data from the Nth packet, (Specified
ggg 2 ; by PKTNUM), of type PKTTYP into the alarm buffer.
909 7 INPUT:
910 7 RECORD_PTR : The security alarm record address.
91 7 PKTTYP : The packet t¥pe of the data to move.
g} ; PKTNUM : Specifies which packet of type PKTTYP to use.
91 8 IMPLICIT INPUT: i
¥l 8 NONE . |
8
8
8 NONE .
8
8
8
8
8
9

ROUTINE VALUE:
NONE .

|
i
i
i
i
i
i
i
i
i
i
i
i
E OUTPUT:
i
i
i
i
i
i
i
i
i
-

BEGIN ! Start of PUT_PKT_STRING .

e L T QT O O G Y Y Y — G —— —_—y

VO OVOVOVOO0
OO0 NOM WS AN = O 0 00 NON NS AN = O 00 N0 NV BN AN = OO0 00~

LN LS LS LS N S LSS N N DN IS S TN OIS OS TS TN NN LN LN NN ST NT NT N
VOOV OV OOVOVOVOOVOVOVOVOVOOVOOVOOOOO
LN LA N N N NN N NN PO PO N PO NI NI RO NI N = b b s

00 O N IS N = © 0 00 O W 85 NN — © 0 00 O S i) —
P N N N N NN NN N N N A A A N N N N N N NN NN NN NN NN NN .

WA AN R AU AU NI NI AN NI NI NINI NI NI PRI NI NI NI NI NININD = b b o o e o i e e e i e e e o e o e o o e e e e e e

TR A R R R TR T T T T LR L L L L L LR LR L L L L L L e e LR R I LTI ™ ™

;83 RECORD_PTR : REF $BBLOCK;
201 LOCAL
20§ PKTPTR : REF $BBLOCK,
20 ADDRESS : REF $BBLOCK,
204 SIZE : LONG;
gr o am
5321 28; g Form pointer to packet and get the size and data address.
294 509 PKTPTR = .PKT_POINTER TABL.PKT_INDEX TABL.PKTTYP=1]+.PKTNUM=-1];
944 510 SIZE = .PKTPTRINSASW PKT SIZE) = NSASK_PKTHDR_LENGTH;
322 2}1 eDDRESS = PKTPIR NSA!T_PK!_DATA]:
947 515 i The maximum string size that can be placed on one Line is defined by
948 14 : DATA_LINE_SIZE. IT the string is longer than DATA_LINE_SIZE it will be
323 g}g ; split accross multiple Lines.
951 217 2 WHILE .SIZE GTRU DATA_LINE_SIZE DO
32 }s BEGIN
954 20 | While the size remaining is more than one Line of data, move one Line
2955 21 ! of data followed bx 3 carriage return Line feed and three tabs into
5329 5§ E the alarm buffer. Adjust the size remaining and data address.




H S
OPCSSECURITY 16=Sep=1984 01:4
v04-380 14=Sep -1934 ?2 :50:
; 4224 PUT _STRING(DATA LINE SIZE, .ADDRESS);
; 923 4225 SIZE = .SIZE - BATA CINE S1ZE:
: 2960 4 9 ADDRESS = ,ADDRESS A DATA_ Llué _SIZE;
;2961 4 PUT_NEWLINE(1);
: 96§ 4 g ENDS
: €96 4 : ;
. ggg 2 ? ; Move the remainder of the string into the alarm buffer.
; 969 4 ; PUT_STRING(.SIZE, .ADDRESS);
: 296 4 1 END;

000C 00000 PUT_PKT_STRING:
.WORD
D0 00002 MOVL
MOVZWL
ADDL2
MOVL
MOVZWL
SUBLZ2
MOVL
1%: CMPL
BLEQU
PUSHL
PUSHL
CALLS
SUBL
ADDL
PUSHL
CALLS
BRB
2%: PUSHR
CALLS
RET

08
OOOO'CF40
0C A
0000 CF&40

FE

WAL
NHWONNOOOO

0000V

VIWwACY
wro

0000v CF

=i mdml=l=lelelelelelcleclelelelelele]
(wl=lelelelelelelelelelelelelelelelele

J‘WMWMWMNNNNNNH-‘—'—Oog
STMODOS—=MONVHNOOP>PO0NO M

OMEM—=MMOMIOITMOO =0T IND MW
SOV =DMOONDOOD—=0ONOOON
[=lelelelelelelelelelelelelelelelelele]

OOMOOWNO WWN = NNO P>
NIOVN = = YNNI NN O SO0

0000v CF

; Routine Size: 69 bytes, Routine Base: $CODES + OCFD

;g !AX-11 Bliss=32 v4.0-742

OPCOM.SRC SECURITY.B32.1

! End of PUT_PKT_STRING

Save RZ2,R3

PKTTYP, RO

PKT INDEX TAB-2[R0], RO
PKTRUM, RO

PKT POINTER TAB=4[R0], PKTPTR
-2(PKTPTR) “SIZE

1§43
PKfPTR ADDRESS
SIZ2E, #55
2%

ADDRESS

#55

#2, PUT STRING

#55, SIZE

:;s. ADDRESS
#1, PUT_NEWLINE

18’

#*M<R2 ,R3>
#2, PUT_STRING

Page 107
9% 30)

LA R EE A TETETE TE FE TR FE FE PR PR PR TR PR TR PR TR TR T




5
OPCSSECURITY 18-50p-1984 01:48: AX=11 Bligs=32 V4.0=742 Page 108
7062000 14-s.§-1934 ?2:58:?2 OPCOM. SRCISECURITY.B32: 1 o 195
ROUTINE PUT_KEYWORDS(NUM_BITS, BIT_VEC, KEYWORD_VEC) : NOVALUE =

T4

FUNCTIONAL DESCRIPTION:

This routine translates a bit vector of bits into their keyword
equivalents and moves them into the alarm buffer.

Scoﬂombm-oo

INPUT:
NUM _BITS : The number of bits to translate.
BIT_VEC : Address of the vector of bits to translate.
KEYQORD _VEC : Address of a vector of addresses which point to
ASCIC keyword strings.
IMPLICIT INPUT:
NONE .
OUTPUT:
N .

IMPLICT OUTPUT: I .
The keyword equivalents of the bits are moved into the alarm buffer.

SIDE EFFECTS:
NONE.

NOOOOO O OO O O VWA AWAAVAA LS B 0 55 0 5 5 5 B 5 NN I

Sgowgmgwaooc-QOmbw-ooawmbw--o-oowaw:-w-ooo-eomam—oooo%ma

MORNLNLNLNLNL NNV NN NL NN NV NNV NN NI N N AUNI AL AL NNV NV NN NI NN NN NN NN NN NUNININININOND

99
994
995 ROUTINE VALUE:
996 NONE .
997 -
998
999 BEGIN ! Start of PUT_KEYWORDS
000
001 P
OOi BIT _VEC : REF BITVECTOR,
88‘ KEYQORD_VEC : REF VECTOR[,LONG];
005 LOCAL
006 7 INDEX : LONG,
007 7 COUNT : LONG INITIAL(O),
008 7 ADDRESS : LONG,
0?3 ; SIZE : LONG;
1" 7 INCR _INDEX FROM O TO .NUM_BITS-1 DO
}i ; QEGIN
14 7 ! If the bit is set then move the corresponding keyword into
}S g ; the alarm buffer.
19 8 IF .BIT_VECL.INDEX]
8 THEN

BEGIN

]

% Get the keyword size and address. Update the current Line count.
SIZE = .(.KEYWORD VECL,INDEX1)<0,8,0>;

ADDRESS = .KEYWORD VECC.INDEX) # 1:
COUNT = .COUNT + .SIZE;

SN = OO0

PO W A O S O o o o o o ol P P R P P R R ol ok o b P o o o o o O O O O o O S

B B B 5= B B B N AN N NN N ATOPNO PO PO RPN PO NI NINININD b cd cd cd cd ed e e o e e d o e e o d o o o o o e o o o o o o

TR TR A T R A A R TR R R T A PR A R PR DR PR DR DR DR T 2 LA LR TR PR DR TR PR TE PR PR TRE PR TR TR PR TN T Tl R e T T R TR TR LR LR R -e

O000000000000000

PONINORORNUN) = =

PONONOPLNINONUN

LY,

T YL R TR TR T T T T TR T T T T L LR L L O N N T T T P P TR TR LR R LR LR TR T
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OPCSSECURITY 16=Sep=-1984 01:48: AX=11 Bliss=32 v&.0-742 Page 109
VO#-SSS 14-503-19&4 ?2:53:;2 OPCOH.SRCSSECURIYV.BSZ:I v (32)
3 4291 & ! ?
: 4 9§ 4 ! If the addition of this keyword would cause this Line to exceed |
3 4295 & ! DATA_LINE_SIZE, then move a carriage return line feed and three
3 : gg 2 ; tabs into the alarm buffer and correct the current Line count.
: 4 99 4 IF_.COUNT GTRU DATA_LINE_SIZE
3 3 gs BEGIN é
: 4 STRIP_BLANKS _TRAIL (ALARM_DESCR); |
: 4300 PUT _NEWLINE(T); 1
: 4301 COURT = . SIZE;
: & 8; “ END;
s [ & .
$ 2 8? : ; Move the keyword into the alarm buffer.
3 & 09 4 PUT_STRING(.SIZE, .ADDRESS);
3 430 END;
3 4308 END;
H 4309 END; ! End of PUT_KEYWORDS
003C 00000 PUT_KEYWORDS:
.WORD  Save R2,R3,R4,RS ; 4234
55 D4 00002 CLRL COUNT ; 4264
53 01 CE 00004 MNEGL #1, INDEX : 4282
35 11 00007 BRB 3s 3
30 08 gc S3 E1 00009 1%: BBC INDEX, @BIT _VEC, 3% 3
0 0C BC43 DO oooog MOVL axsvuéno VECLINDEX], RO ;4288
54 60 9A 0001 MOVZIBL (RO), SIZE 3
52 01 A0 95 00016 MOVAB  1(ROJ, ADDRESS : 4539
55 54 €O 0001A ADDLZ SIZE CO?NT : 4290
37 55 D1 0001D CMPL  COUNT, #55 ;4296
13 18 00020 BLEQU 2% :
0000* CF 9F 00022 PUSHAB ALARM DESCR : 4299
0000V CF 1 FB 00026 CALLS ", STRIP_BLANKS_TRA]L 3
1 0D 00028 PUSHL n : 4300
0000v CF 1 Fs 002D CALLS #1, PUT _NEWLINE :
55 4 DO 000 g MOVL  SI1ZE, COUNT 4301
52 DD 00035 2% PUSHL  ADDRESS 4306
564 DD 00037 PUSHL S}lE 3
0000V gf 02 Fg 88 ) CALLS #2, PUT _STRING :
3 04 AC F g 3% AOBLSS NUH_BIIS. INDEX, 1% : 4276
04 0004 RET : 4309

; Routine Size: 68 bytes, Routine Base: $CODES + 0D42
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i IMPLICT OUTPUT:
The string is moved into the alarm buffer and the descriptor is updated.

i SIDE EFFECTS:
NONE .

SEIETFEZSE

? }? ROUTINE PUT_STRING(SIZE, ADDRESS) : NOVALUE =
1 4s
8 }s ; FUNCTIONAL DESCRIPTION:
? 15 i This routine moves a string specified by SIZE and ADDRESS into the
i }? alarm buffer.
4 13 INPUT:
b 1 SIZE : The size of the string to move.
S? ? ADDRESS : The address of the string.
gg i IMPLICIT INPUT:
05 ? ALARM_DESCR : The string descriptor of the alarm buffer.
%
0
é
5

e i et ek ek 2 b b P 20 I S O S S S

=2 PINIPINININININD =B o e o el e i i e sl o D e i il e Dl el e s i el e il sl

(TR TR DA LA LR LE LR TR DR TR TN T T TN TR T T T T T T T T I S Y Ty S e

070 i ROUTINE VALUE:
o7y 3 NONE .
o8 37
074 ga BEGIN ! Start of PUT_STRING
075 9
07 0
8;0 1 SIZE : LONG;
079 ; CHSMOVE (,SI12E, .ADDRESS, .ALARM_DESCRCDSCSA POINTER);
080 & ¢ ALARM_DESCRLDSCSW_LENGTH] = ,ALARM DESCRCDSTSW _LENGTH) = .SIZE;
081 S 2 ALARM_DESCRCDSCSA_POINTER] = .ALARM_DESCRCDSCSK_POINTER] + .SIZE;
082 346 1 END; ' End of PUT_STRING
003C 00000 PUT_STRING:
.WORD  Save R2,R3,R4,RS ; 431
0000* DF 08 BC 04 AC 28 00002 MOVC3 SIZE, @ADDRESS, @ALARM_DESCR+4 ;4343
0000* CF 04 AC A2 0000A SUBW2  SIZE., ALARM_DESCR ;4344
0000* CF 04 AC €0 00010 ADDL2  SIZE, ALARMZDESCR+4 : 4345
04 00016 RET  434b

; Routine Size: 23 bytes, Routine Base: $CODES + 0DB6
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; Routine Size:

»~
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NNt E 2t<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>