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LOGIN 16-Sep=-1984 01:50:18 VAX-11 Bliss~-
v04-000 164-Sep=1984 12:41:09 DISKSVMSMASTE
: 0001 MODULE Login (IDENT = 'v04-000',

000% MAIN = start,
. 000 ADDRESSING_MODE (EXTERNAL = GENERAL)) =
. 0004 BEGIN
; 0005
: 0006 !
: 0007 R X X R R R R R R R R R X R R R R R R R R R R 2R R R R AR R R R XX 22 R XY
. 0008 e

0009 '+ COPYRIGHT (c¢c) 1978, 1980, 1982, 1984 BY

i« DIGITAL EQUIPMENT (ORPORATION, MAYNARD, MASSACHUSETTS.
i+ ALL RIGHTS RESERVEL.

e«  THIS SOFTWARE IS FURNISHED UNDER A LICENSE AND MAY BE US
'* ONLY IN ACCORDANCE WITH THE TERMS OF SUCH LICENSE

i«  OTHER PERSON.
i«  TRANSFERRED.
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; L FACILITY:  Login

: | ABSTRACT:

; i This image initializes the process context for a par
: ; user and transfers control the the command lLanguage
; | ENVIRONMENT:

: { VAX/VMS operating system,

; % AUTHGR: Tim Halvorsen, March 1981

; | Modified by:

: 0045 !

: 0046 ! v03-033 ACGO0436 Andrew (. Goldstein, 23-)
; 0047 ! Add central check for DISUSER flag:; set DISU
; 8823 ; if enabled.

; 0050 1 v03-032 ACG0432 Andrew (. Goldstein,  9-Ju
; 0051 ! Implement PRCSV_NOPASSWORD flag: disable LOG
; 005% ! before logout for correct /HANGUP control (i
: 88%4 ; installed with LOG_I0).

; 0055 1 i v03-031 JRLOOOS John R. Lawson, Jr.  25-J
: 0056 ! Add support for AUTHORIZE/PWDEXPIRED which ¢
; 0057 ! pre-expired passwords ... Set UAFSV_PWD_EXP]

ED AND COPIED
AND WITH THE

ix INCLUSION OF THE ABOVE COPYRIGHT NOTICE. THIS SOFTWARE OR ANY OTHER
r*  COPJES THEREOF MAY NOT BE PROVIDED OR OTHERWISE MADE AVAILABLE TO ANY
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LOGIN 16-Sep-1984 01:50:18  VAX=11 Bliss=32 Vé4,0=742 Page 2 LOG
v04-000 14~Sep=-1984 12:41:09 DISKSVMSMASTER: (LOGIN.SRCILOGIN.B32;1 J (N v04
: gg 8823 } ! UAF$Q_PWD_DATE Lss 0.
i 60 0060 1 | v03-030 MHB0143 Mark Bramhall 2-May-1984
;6] 0061 1 ! Changes for new account name conventions.
;62 006% 1! Limi failina Bassword to NSASS PKT_PASSWORD,
22 88g‘ } ; Use LGIS_NOSOCHUSER and LGIS_INUPWD instead of -2 and -4.
P65 0065 1 i V03-029 MHBO124 Mark Bramhall 11-Apr=1984
. 66 0066 1 ! Reset creator's (LI and table names if using UAF,
: 67 0067 1! Add security auditing for LOGIN failures,
. 68 0068 1 ! Security audit breakin attempts,
: 69 0069 1! Give advance warning on password expirations.
; 70 0070 1! Add routine to set a terminal's hangup state,
;N 0077 1! Always hang uB the terminal on login failures.
. 12 0072 1! Move UAFSV_AUDIT to PCB_STS [PCBSV_SECAUDIT] when UAF is read.
; 73 0073 1! Change initial (ogic that gathers ferminal inforation.
: ;g 88;2 } ; Cancel CL] AST request(s) on PPDSW_INPCHAN during LOGOUTs,
P76 0076 1| V03-028 MHBO116 Mark Bramhall 23-Mar-1984
17 0077 1! Add security auditinc for successful LOGINs.
: ;g 88;8 } E Add security auditing for LOGOUTs.
;80 0080 1 | v03-027 MHBG113 Mark Bramhall 21-Mar-1984
: 81 0081 1! Remove temporary *ob type fetch kludge.
. 82 0082 1! Use LNM services for logical names,
. 83 0083 1 ! Add first cut at automated re-connection.
: 84 0084 1! Make LOGOUT use current CLI'S result parse via SYSSCLI.
. 85 0085 1! Reference PCB_STS as a BITVECTOR.
: 39 8839 } ; Set TERM_NAME, PHY_TERM_NAME, and CLU_TERM_NAME on entry.
: 88 0088 1 i v03-026 LJK0262 Lawrence J. Kenah 28-Feb-198¢
; gg 8888 } ; Use LGISCMSUPR to rundown CLI.
P9 0091 1 i v03-025 PCGO0O1 Peter George 31-Jan=1984 12:51
. 9 0092 1! Add check for account expiration.
. 93 0093 1 ! Do not open UAF for subprocesses, )
;9% 0094 1 ! Add FAB and RAB arguments to call %o lgi$searchuser,
: gg 8832 } ; Update appropriate UAF fields.
Y 0097 1 i v03-024 ACGO391 Andrew (. Goldstein,  1B8-Jan-1984 18:13
: 38 8838 } : Specify proper length when protecting the PPD
P 100 0100 1 | v03-023 ACGO385 Andrew (. Goldstein, 28-Dec-1983 17:41
;101 0101 1! Handle extended username and account in UAF,
: }8% 8}8% } ; implement new restriction flags
;104 0104 1 1} v03-022 ACGO379 Andrew C. Goldstein, 6-Dec-1983 19:33
: }82 8}82 } 5 Make GET_UAFREC return status to handle the QPAQ: case
P07 0107 1 i v03-021 ACGO376 Andrew C. Goldstein,  1B-Nov-1983 19:11
;108 0108 1! Process /[NOJHANGUP only if SYSSINPUT is a terminal;
: 109 0109 1! use physical terminal name for OPAQ check. Interface
. 10 0110 1! cleanups in UAF validation and process trpe decision.
;M 0111 1! Cancel CLI's exit handlers before doing logout or job
: };% 8}}% } ; step processing.
;114 0114 1 i v03-020 ACGO363 Andrew (. Goldstein,  27-Sep-1983 18:09
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Use $GETDV] to check for
in UAF presence check

v03-019 GAS0188 Gerry Smith 22-Sep-1983
(hange the sense of the call to CIA_SCAN for the case of
successful logins.

v03-018 GAS0183 Gerry Smith 16-Sep=-1983
Add support for breakin evasion. This is done by making
checks in VALIDATE_UAFREC,

v03-017 GAS0169 Gerry Smith 23-Aug-1983
For interactive processes, open SYSSINPUT and SYS$OUTPUT
unconditionally, rather than trying to figure out if we only
need to open one and fake the other fab out. The rationale
for this is that interactive processes may not have both
input aqd_outgut to the same place -- that is the choice of
the individual who requested that the process be created.
The additional overhead involved is somewhat less than one
page in P1 space, which is not enough to be considered
significant at present.

v03-016 GASO163 . Gerry Smith .. 30-Jul-1983
Make the device class and device characteristics of
SYSSINPUT global. These fields are r~ferenced in a number
of different modules, and $GETDVI should not have to be
called in each module.

v03-015 MLJO115 Martin L. Jack, 29-Ju'-1983 10:30
Update for new log file error handling.
v03-014 GASO146 Gerry Smith 22-Jun-1983

Add support for PCBSV_INTER. This bit declares that the
process is interactive. Thus, there are now five distinct
classes of process: batch, network, subprocess, interactive,
and detached. From now on, any process which is to be
considered an interactive top-level process, must have the
INTER bit set in PCBSL_STS, otherwise it will be seen as a
detached process, and freated accordingly. This does away
with all the kludge of SASSIGN/SPARSE/compare.

v03-013 WwMC0001 Wayne Cardoza 26-May=-1983
Add SYSSLOGIN_DEVICE.

v03-012 GAS0123 Gerry Smith 19-Apr-1983
Change to use new $SNDJBC interface.

v33-011 TMH0011 Tim Halvorsen 07-Feb-1983

Make process status flags global, so that they can be
referenced in another module.

v03-010 GASQ090 Gerry Smith 15-0ct-1982
Finish GAS49169, 1If network or batch process, skip the
parsing, since the parsing is only rertormed to determine
whether the process is interactive,

v03-009 GAS0089 Gerry “mith 5-0ct=-1982
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16-Sep-1984 01:50:1R VAX=11 Bliss=32 V&.0-742

14=-Sep=1984 12:41:09 DISKSVMSMASTER: [LOGIN.SRCILOGIN.B3Z;
[f the /DISK qualifier was sgecified. then use that device
for both SYSSSCRATCH and SYSSLOGIN. Otherwise use whatever
is in the UAF as default device.

GAS49169 Gerry Smith .. .30-Sep-1982
Fix the error path for the $PARSE, so that if either

$PARSE fails, an error is signaled. This fixes the problem
of someone acce§s1ng a terminal after the job-controller
initiates a login, but before LOGINOUT can grab the terminal.

GAS49016 Gerry Smith 16=-Sep-1982
When checking_for DISDIALUP, make the check for terminals
whose MODEM bit is set, rather than the REMOTE bit.

GAS008¢2 Gerry Smith 14-May-1982
For network processes, if no-authorization bit set,
allow login if no UAF record found.

GAS0081 . Gerry Smith 12-May-1982
After network init, check to see if there is a UAF
record present. If not, signal an authorization
error and exit.

GAS0078 Gerry Smith 3-May-1982
Hare the check for job quotas be for interactive jobs
only.

GAS0074 Gerry Smith 14-Apr-1982

Complete the fix for GAS0032. It is possible

to turn oft hidden devices, so that either _OPAD: or
OPAQ: is the legal name for the operator console.

Klso fix security hole in which an invalid username

results in an immediate error message. The correct

behavior is to prompt for password, then signal an

error.
GASQ072 Gerry Smith 13-Apr-1982
Assign a channel to ZYSSINPUT before SPARSEiIing the

input and output fields. This is due to the fact
that REMACP triggers on the '‘Last de-assign'’' of

RTAn to determine that the process should terminate.
The SASSIGN keeps a channel ogen for the duration of
the login procedure, until SYSSINPUT and SYSSOUTPUT
get opened as process-permanent files.

GAS0070 Gerry Smith _S=-Apr-1982
Modify the way that a process is deemed interactive.
Instead of slnglg comparing the equivalence names for
SYSSINPUT and SYS$OUTPUT, perform a SPARSE on the two,
and compare the DVl fields in the NAM blocks. If the
two are exactly equal, and if SYSSINPUT is a terminal,
ogen only one tile for both input and output, and set
the process to be interactive.

GAS0051 Gerr; Smith 23-Feb=-1982
Fix bua that caused terminals not to get hung up if
/HANGUP was specified. Also, increase size of device
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LOGIN 16=-Sep=-1984 01:50:18 VAX=-11 Bliss=32 v&4.0-74?2 Page 5
v04-000 14-Sep=-1984 12:41:09 DISKSVMSMASTER:[LOG(N SRCILOGIN.B32;1 (N
. 229 0229 1! characteristics buffer, to keep it from tromping on
. 230 0230 1! other data.
VLY 0231 1!
;232 0232 1! v03-007 GAS0036 Gerry Smith ] 25-Jan=-1982
. 233 0233 1! Add /[NOJHANGUP to LOGOUT. This causes the terminal
. 236 0234 1! to drop DTR when the Last charnel is deassigned from
. 235 0235 1! it during logout.
. 236 0236 1 !
;o 237 0237 1! v03-006 PCG0O001 Peter George 18-Jan-1982
; Sgg 85%8 } ; Call CLISEND_PARSE after LOGOUT command parsing.
;240 02640 1 ! v03-005 GAS0032 Gerry Smith 07-Jan-1982
;261 0267 1! 1f no SYSUAF.DAT exists, chanae the check to see if
; %2% 852% } ! the user is logging in on __OPAO: instead of _OPAO:
LY 0244 1! v03-004 HRJ0033 Herb Jacobs 11-Dec-1981
. 2645 02645 1! Add time of day and terminal type verification.
. 246 0266 1! Add support of WSEXTENT from batch queues.
Y 0247 1! Fix spooling of batch éob it error opening primary input.
; Szg 8%23 } ; Fix maximization of WSEXTENT from authorize record.
. 250 0250 1! v003 TMHO003 Tim Halvorsen 11-Nov-1981
Y 0251 1! Display different message when logging off from a
. 252 0252 1! subprocess vs. the root grocess.
. 233 0253 1! Set SYSSLOGIN and SYSSSCRAT(H correctly for a subprocess
;. 25 02564 1! by setting it to the directory specified in the UAF record
. 255 0255 1! rather than the current default directory when the process
. 256 0256 1 ! was created. )
. 237 0257 1! Fix transiation of SYSSERROR so it handles the case where
: %gg 8%23 } ! it has no translation (makes it a null string).
;. 260 0260 1! V002 TMH0002 Tim Halvorsen 27-0ct-1981
H—{ 0261 1! Allocate LGl region during PPD initialization. Move
;262 0262 1 ! initialization of CLIREG and ORIGUIC here from inituser.
. 263 0263 1 ! Do not re-define SYSSERROR if the original SYSSERROR
;. 264 0264 1! translation was not the same as the original SYSSOUTPUT
;265 0265 1! translation when the process was created, so that a user
: 266 0266 1 ! can pass an ‘‘argument’' to a subprocess via SYSSERROR
. 267 0267 1! without it gett ng overwritten. Instead, the original
. 268 0268 1 ! SYSSERROR translation is passed as a supervisor mode
. 269 0269 1! logical name, and the new SYSSERROR (same as SYSSOUTPUT)
: 5;? 85;? } ; is passed as an executive mode Logical name.
;. 272 0272 1! voo01 TMH0001 . Tim Halvorsen 29-Jun-1981
. 273 0273 1! Close output file for non-batch jobs (specifically
;. 274 0274 1! network jobs) so that the file is truncated.
;275 0275 1 t--
;. 276 0276 1
. 27 0277 1! i
: 278 0278 1 . Include files
;279 0279 1!
; 280 0280 1 oo
. 28 0281 1 LIBRARY ‘SYSSLIBRARY:LIB'; ! VAX/VAS system definitions
. 282 0282 1 REQUIRE 'SHRLIBS:UTILDEF'; ! Common BLISS definitions
. 283 0467 1 REQUIRE 'SHRLIBS:INTDEF'; t CLI common “'internal’’ definitions
. 284 0493 1 REQUIRE ‘'L1BS:PPDDEF’; ! Process permanent data region
. 285 0640 1 REQUIRE 'LIBS:LGIDEF"'; ! LOGINOUT-private permanent storage
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; Table of contents

FORWARD ROUTINE
start,
Login:
Logout:
check_job_quotas:

check_user_hours:

update_uaf_record:
set_ppd_prot,
set_sysprv:
clear_sysprv:
clear_Llog_io:
validate_uafrec:
get_uafrec
rundown_c L1,
logout _message:
handler,
exit_process: ]
clear_creator cli:

]
; External routines

EXTERNAL ROUTINE
oeen_1qput:
close_input:
ogen_output:
close_output:
set_account:
init_interactive:
check_connection:
announce:
tnit_batch:
init_network:
init_user:
init_cli:
execute cli:
create_Togical,
write_%ao:
write_output,
terminate_batch:
sys$setddir,
LgiScheck_pass,
Lgissearchuser,
security_audit:
cia_scan,
LgiScmsupr,
ascic_day_of_week,
Lib$day_o¥_week,
LibShour_ot_day,

— ) ) il and ) il el ) ) b b b ) e e = ) ) ol =l b .- = b el b D e -l D D ol D D D D D D sl ) ) il el i D il el il il D il el i

check_user_quotas,

set_terminal_Rangup:

NOVALUE,
NOVALUE,
NOVALUE,

NOVALUE,

check_account_expiration: NOVALUE,

NOVALUE,

NOVALUE,
NOVALUE,
NOVALUE,
NOVALUE,

NOVALUE,

NOVALUE,
NOVALUE,
NOVALUE ;

NOVALUE,
NOVALUE,
NOVALUE,
NOVALUE,
NOVALUE,
NOVALUE,
NOVALUE,
NOVALUE,
NOVALUE,
NOVALUE,
NOVALUE,
NOVALUE,
NOVALUE,

NOVALUE,
NOVALUE,

NOVALUE,

P g P g g R O N M P PR gy

Main routine

Login portion

Logout portion )

Check interactive job quotas

Check user and account job quotas
Check user hourly restrictions
Check account expiration

Update the UAF record

Set gage rotection on PPD structure
Set SYSPR erivilg e

Clear SYSPRV privilege

Clear LOG_IO privilege
Read/validate UAF record =
Read UAF record without validiation
Eliminate supervisor mode stuff
Write logout message

Condition handler

Exit the process

Clear creator’'s (LI and (LI table
Set/clear terminal's hangup state

Ofen primary input file

Close primary input file

OYen primary output file

Close primary output file

Set account name in JIB and P1 space
Initialize interactive job

Check for (re-)connection(s)

Print welcome message

Initialize batch &o' step

Initialize network job

Initialize user process quotas, etc.
Initialize CLI image .
Call the CLI image at its entry point
Create Logical name with LNM services
Write formatted message to output
Write to ernlry output stream

Stop batch job, optionally spool tog
Set default directory

Validate password against UAF record
Read UAF record. .

Perform a security audit

Check for suspect/intruders

(hange mode to supervisor

Return ASCIC day of week o
find which day of the week this is
fFind which hour of the day this is
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ctisgl_ creprc flags:8BLOCK, Flags specified to $CREPRC

ctiSag_climage, Address of (LI code in control region

Process permanent data region

LOGIN 16=-Sep=1984 01:50:18 VAX=11 Bliss=32
v04-000 14-Sep=1984 12:41:09 DISKSVMSMASTER:
344 76 LibSget_vm; . Allocate virtual memory
;345 76
;o 346 77 !
. 347 77 ! Exte-nal storage
;. 348 77 '
i 349 77
;350 77 EXTERNAL
3N 77 write_output_status, ' WRITE_QUTPUT's Llast status
;352 77 input_ “fab: BBLOCK, ' Input FAB
;353 7 input_nam: 8B8LOCK, ' Input NAM
. 354 7 outpul_fab: BBLOCK, ' Qutput FAB
;355 7 output_rab: 8BLOCK, ! Qutput RAB
;356 7 output_nam: BBLOCK, ' Outeut NAM
: ggg ; disk_name: VECTOR, ; Diskname descriptor
359 7 !
360 7 '
? !

ctlSa? clidata,

VS NN = O O 00 N O SN NN — O O 00 O N S LN —= OO 00

O O OO O O 00 0D 00 00 08 A0 00 CO OO0 ~N N ~

: 1

; i

; 1

; 1

: 1

; 1

; 1

: 1

; 1

; 1

; )

; )

; 1

; 1

: 1

: |

: gg% 4 } exe$gl_dynamic_flags: BITVECTOR; Dynamic system flags
;. 363 7 1 EXTERNAL LITERAL ) ) )
: ggg ; } exe$v_brk_disuser : UNSIGNED (6); ' Set DISUSER if breakin
. 366 7 1 BIND _

; %gg ; } ppd = ctlSag_clidata: BBLOCK; ! Address of PPD structure
;369 7 1! _

. 370 7 1 ! Define message codes

;3N 7 1!

. 372 796 1

. 373 0797 1 EXTERNAL LITERAL

. 374 0798 1 cli$_present,

. 375 0799 1 cli$_negated,

. 376 0800 1 Lgi$_evade,

. 377 0801 1 Lgi$_logdisabl,

. 378 0802 1 Lgi$_exquota,

. 379 0803 1 Lgi$_notvalid,

. 380 0804 1 Lgis_fileacc,

. 381 0805 1 Lgi$_userauth,

. 382 0806 1 Lgi$_userexc,

. 383 0807 1 LgiS_acntexc,

;384 0808 1 Lgi$_badhour,

;185 0809 1 Lgis_ blddl¥

: 386 0810 1 Lgi$_restrict,

: 387 0811 1 Lgis$_inputerr,

: 388 0812 1 lgis_ acntcupir.

;389 0813 1 Lgi$_pwd exg

: 390 0816 1 Lgi$_nosuc user.

;39 0815 1 (gi$_invpud;

;392 0816 1

. 393 0817 1! o .
;394 0818 1 ! Macro to set the processor interrupt priority level register
. 395 0819 1!

;. 396 0820 1

. 397 0821 1 BUILTIN

; 398 0822 1 :

;. 399 0823 1

: 400 0824 1 MACRO ! set processor [PL

V4, 0-762
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16=3ep- 1954 ?1 8 VA
14-Sep=1986 12:4 DI

SET_IPL (LEVEL) = MTPR (XREF (LEVEL), PRS_IPL)X;

32 V4.0=742 e B LOG
R:CLOGIN.SRCILOGIN.B32: 1 29 (2) V04

g Macro to setup a GETJP] item List or GETDVI item list

MACRO H
setug &?1dv1 Liste (ptr) [item_code, buflen, bufadrl = ;

ptr 0,16,0] = buflen; :

ptr 2.0.16.0] = jtem_code; :

ptr 4,0.%5.03 = pufadr; :

ptr (8,0,32.0]) = 0; H

tr = ,ptr ¢ 12; H

NDX, H

setug gpidvi list (buffer) = :
LOCAL %y : REF BBLOCK; H

ptr = buffer: :
etup_jpidvi_Llist2(ptr, XREMAINING); H

ENDX; :

' :
! Flags H
! H
H

GLOBAL H
pcb_sts: BITVECTORC32], ! PCB status flaa H
job_type, ! Job type from JIB ’
terminal_device: BYTE INITIAL(false), ! True 1( SYSSINPUT is terminal H
dev_char™2: $QRLOCK[4], . Dev char #2 of SYSSINPUT :
dev_dep_2: $88LUCKIL]. ! Dev dep #2 of SYSSINPUT :
subprocess: BYTE INITIAL(false), ! True it subprocess :
image_activate: BYTE INITIAL(false), ! True if image to be chained H
break_attempt: BYTE INITIAL(false), ! True if breakin attempt :
dummy® VECTOR (1, BYTE]; ' Alignment filler :
OWN H
doing_login: BYTE INITIAL(false), ! True if doing a login H
tull_Togout: BYTE INITIAL(false), ! Give full Logout message ’
dummy_1: VECTOR (2, BYTE]; ! Alignment filler :

, :
E Own storage :
OWN :
fail_password butt: ! Buffer for failing password H
vECTOR gnsaSs pkt_password, BYTEJt _ :

term_butt: VECIOR (8,BYTE], : Buffer for terminal name :
phy_term_butt: VECTOR ES BYTE] ! Butfer for terminal name :
clu"term butf: VECTOR (14,BYTE], ! Buffer for terminal name :
sys$inpuf_buffer: VECTOR [128,BYTE) i SYSSINPUT buffer :
sys$Soutpuf buffer: VECTOR [128,BYTE], i SYSSOUTPUT buffer ;
sys$Serror_buftfer: VECTOR [128,BYTE]; ! SYSSERROR buffer :
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;o 463
464
;465
;. 466
. 467
;. 468
;. 469
: 470
YA
P47
;0 &7%
;0 474
: 475
;. 476
;o 477
: 478
: 479
;. 480
;o 48
: 482
;. 4LB3
;. 48B4
;. «BS

458
459
460
461
46¢

(eolelalalelelplelelelele]
€0 00 00 00 Qo 0B O 00 00 0D 00 00
~O O O O 00 00 00 OO OO O 00 OO
WL =2 O OO0 O N LS LD

VOOV OO0O

GLOBAL

uaf_fab: $FA

B_.D ! FAB to open UAF
uat_rab: $SRAB.D

ch
L, ! RAB to read UAF record

rundown_Llist: VECTOR 53] ! Argument List for LGISCMSUPR
INITIAL (¢, rundown_cl., 0);

GLOBAL

uat_record: REF BBLOCK, ! Address of user authorization record
org_username: VECTOR [uaf$s -username, BYTE]), ! Username proc was started with
parent_pid, { PID of parent process
creator_username: VECTOR [2] ! Username of creating process

INITIAL(O, org_ username)‘
tail_password: V R (2] Descrmptor of tailing password

INIT fail_password_buff),
term_name: YEE} 5 T Terminal name string descriptor

E

1

0

1 . _term_buff),
phy_term_name: VE

VE

I

0

Tl

(2] ! Phys terminal name string descriptor
. ghy term_buff),
£l ! Cluster terminal name string descriptor
. Clu_term_buff),
! SYSSINPUT Logical name attributes
] ! SYSSINPUT descriptor
L(XALLO® ATlON(sy551nput buffer),
ys$input_buffer)
1 “SYSSOUTPUT logical name attributes
R ! SYSSOUTPUT descriptor
AL(!ALLOCATION(sysSoutput buffer),
sysSoutput_buffer),
1 SYSSERROR logical name attributes
R (2] ' SYSSERROR descriptor
AL(!ALLOfATION(sySSeror buffer),
sys$error_buffer);

INIT
clu_term_name:

INIT
sys$input_attr,

T0
L
C
L
T0
L
T0
L
sys$input: VECTOR [

A
¢
AL (0
R [2
AL (0
CTOR
AL (0
CTOR
AL (0
R [2
AL (X
S

sys$output_a
sysSoutput:

g |
~N
e

sysSerror_at
sysSerror?

~

LITERAL

bell = 7;

42
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ROUTINE start =

This is the main entry point to the image. The login data structure
is examined in the control region to determine if this is a Login or
a8 logout operation.

None
Outputs:

None

BEGIN
BUILTIN FP;

[}
; Establish condition handler

:fp = handler; ! Establish condition handler

]
: Get job status flags to determine type of job.

BEGIN

LOCAL
dev_class, ! Device class of SYSSINPUT
item_Llist: SITMLST_DECLCITEMS=S); ! GETJPI/GETDVI item List

SITMLST_INIT(ITMLST = item_List,
(ITMCOD = jpiS_uscrname,
BUFSIZ = uat$s_username,
BUFADR = org_username,
RETLEN = creator_username),
(1TMCOD = jpiS_sts,
BUFADR = pcb_sts),
(1TMCOD = jpi8_jobtype,
BUFADR = job_type),
(1TMCOD = jpiS_owner
BUFADR = parent_p1d5);

job_type =
parent pid :
ch$fill (' *, uaf$s_username, org_username):

return_if_error (SGETJPIW(ITMLST ="item_List)); ! Obtain PCB tlags

subprocess = (.parent_pid NEQ 0);

]
! Get characteristics and names of the SYSSINPUT device. Believe the

.

pcb_sts = 0;
b:
7

! Mark if this is a subprocess or not

L 2 V4.0-742
MASTER:[LOGIN.SRCILOGIN.B32;
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LOGIN 16-5ep=-1984 01:50:18 VAX=11 Bliss=-32 V&4.0-742 Page ;1
v04-000 14- Se 1984 12:41:09 DISKSVMSMASTER: LLOGIN.SRCILOGIN. 832;1 )
;553 0976 3 ! SYSSINPUT Lo?ical'for lo?ins, but use the name from the PPD for logouts.
: ggg 83;; % : This information is for later use throughout LOGINOUT.
. 556 P 0979 3 $ITMLST JINITCITMLST = item_List
. 5§87 P 0980 3 (ITMCOD = dviS_devc(ass.
: 558 P 0981 3 BUFADR = dev class),
;559 P 098 % (1TMCOD = dvi$ devchar?.
;. 560 P 098 BUFADR = dev cChar 2),
;561 P 0984 3 (]TMCOD = dvi$_devdepend2,
;962 P 0985 3 BUFADR = dey_dep_2),
;563 P 0986 3 (ITMCOD = dvi$ devnan
;. 564 P 0987 g BUFSIZ = !ALLUCATION(term _buff),
;565 P 0988& BUFADR = term_bufft
. 566 P 0989 3 RETLEN = term namefO])
114 P 0990 3 (ITMCOD = dvi$_tt g ‘devn
;. 568 P 0991 3 BUFSIZ = YALLOCATIO (phy term_buft),
;569 P 0992 3 BUFADR = phy_term_buf
. 570 0993 3 RETLEN = phy_term namefO]),,
Y4 0994 3
. S72 0995 3 dev class = 0;
;573 P 0996 3 IF !GETDVIU(I?HLST = jtem_Li
o S74 P 0997 3 DEVNAM = (IfF Tp d[p dSw_sizel EQL 0O
s S75 P 0968 3 THEN XASCID 'SYSSINP T
;. S76 P 0999 3 ELSE
;. ST? P 1000 3 (LOCAL devnam desc : VECTOR[Z2]:
: 578 P 1001 3 devnam_desc(0] = q[SBYTEOFFSET(ppdSt inpdvi),0,8,0];
;. S79 P 1002 3 devnam_desc[1] = ppdippd$t_inpdvil) +
;. 580 P 1003 3 devnam_desc)
Y. 1004 & ))
. 582 1005 3 AND .dev_class EQL dc$_term
;. 583 1006 3 THEN
;584 1007 & BEGIN . _
;. 585 1008 4 term1nal dev1ce s tru ' It is a terminal device
;. 586 1009 4 .p ‘ term _name(0) EOL 0 ''1f no {51cal name,
. 587 1010 & THEN ¢ !HOVEY(phy term_name(0] = .term_name(0]), ' Set one
;s 588 1011 & erm_buft, phy_term_ buft): ' from original
;. 589 P 1012 4 $ITMLST mn(nnLSr = item _list,”
;. 590 P 1013 4 (1TMCOD = dvi$ fulldevnam,
;9N P 1014 & BUFSIZ = XALLOCATION(clu_term_butt),
. 592 P 1015 4 BUFADR = clu_term_buff
. 993 1016 4 RETLEN = clu_term nanefO])),
;594 P 1017 & return_if error(SGETDVIU(TTHLS = item lList,
;595 1018 & DEVNAM = phy_term_name));
;. 996 1019 & END
;597 1020 3 ELSE
;598 1021 & BEGIN _ _
;9599 1022 4 terminal_device = false; ! Not a terminal device
;. 600 1023 & dev_char 2 = 0. ! Ensure characteristics
;601 1024 & dev_dep_2 = 0; ! and dependent bits are null
;. 602 1025 & term nane[O] = 0; ! Ensure
;. 603 1026 4 phy_term_name[0] = O; ! terminal names
;. 604 1027 & clu term_name(0] = 0. ! are null
;. 605 1028 3 END;
;. 606 1029 3
. 607 1030 2 END;
;. 608 1031 2
;. 609 1032 2!

<r
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LOGIN 16=Sep=-1984 01:50:18 VAX=-11 Bliss=32 v4.0-742 Page 12 ng
v04-000 16-Sep=-1984 12:41:09 DISKSVMSMASTER: [LOGIN.SRCILOGIN.B32;1 (3) v
. 610 1033 : Drop the installied SYSPRV privilege, unless the parent is authorized,
. 6N 1034 ! so that random caller's of this program cannot use its privileges to
: 61% 1035 ! create files in a privileged directory. Note that the caller.mql be
: 6] 1036 ! the job controller, which ‘nitializes the process with all privileges
;o 614 1037 2 ! in order to ensure that the terminal is accessible even though it has
;o 615 1038 2 ! device protection,
. 616 1039 2!
. 617 1040 2
. 618 1061 2 clear_sysprv(); ! Drop SYSPRV privilege
. 619 1042 2
. 620 1043 2 ! ) _
. 6 1064 2 ! Assume that when the process is initnall‘ created, the PPD is a demand
;622 1065 2 ! zero page. We can simply test the length of the structure to determine
;. 623 1046 2 ! it its already been set up. If so, its a logout operation
. 626 1047 2!
. 625 1048 2
;. 626 1049 3 IF NOT (doing_login = (.ppd [ppd$w_size) EQL 0)) ! If already initialized,
s 627 1050 2 THEN _
. 628 1051 2 Logout {) ! then invoke logout portion
. 629 1052 2 E L )
;. 630 1053 2 login(); ! else, initialize user job
. 631 1054 2
. 632 1055 2 RETURN true;
. 633 1056 2
. 634 1057 1 END;
.TITLE LOGIN
JIDENT  \V04-000\
.PSECT SPLITS,NOWRT,NOEXE,?2
00 00 00 54 55 50 &4E 49 264 53 59 53 00000 P.AAB: .ASCII \SYSSINPUT\<0><0><0> :
01060009 0000C P.AAA: .LONG 17694729 ;
00000000* 00010 .ADDRESS P.AAB : 43
PSECT S$SOWNS NOEXE,?
00 00000 DOING_LOGIN:
.BYTE O :
00 00001 FULL_LOGOUT:
.BYTE 0 :
00002 .BLKB 2
00004 DUMMY_1:.BLKB 2
00006 .BLKB 2
00008 FAIL_PASSWORD _BUFF :
.BLKB™ 3
00027 .BLkB 1
00028 TERM_BUFF :
.BLKB 8
00030 PHY_TERM_BUFF:
.BLxkB 8
00038 CLU_TERM_BUFF:
.BLKB 16
00048 SYSSINPUT BUFFER:
8 128

.8LKB
000C8 SYSSOQUTPUT_BUFFER:
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00000000
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000000
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00148
001(8

001cC¢
00100

00000
00004
00008

00009
0000C

00010
00014
00015
00016
o
3
0006C
00080
00084
00004
00008

0000C
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00
00
00
00
00
00
00
00
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2

SYSSERROR BUFFER:
.BLkB

RUNDOWN LIST

LAONG 2
.ADDRESS RUNDOWN_CLI
LONG O

.PSECT $GLOBALS ,NOEXE,?2
PCB_STS::

IBLK
JOB_TYPE::

.BLKB
TERMINAL _DEVICE:

.BYTE

.BLKB
DEV_CHAR_Z::

.BLKB
DEV_DEP_2::

BLK
SUBPROCESS :

.BY TE
IMAGE ACTIV?TE

BYTE
BREAK_ATTEMPT::

.BYTE

.BLKB
DUMMY:: .BLKB

.BLKB
UAF _FAB::

.BLKB
UAF _RAB:

.BLK
UAF _RECORD:

BLKB
ORG_USERNAME : :

.BLKB
PARENT_PiD:

.BLKB
CREATOR USERNAHE
LONG O
ADDRESS ORG_USERNAME
FAIL PASSU8R

6 0
ADDRESS FAIL_PASSWORD_BUFF

05
.BLK8 1
1

W——O © O & & WO~ &

bubom
~N wm O

TERM NAHE

LONG__ 0
ADDRESS TERM_BUFF
PHY_TERM_NAME :

JLONG 0

ADDRESS PHY_TERM_BUFF
CLU_TERM_NAME :

JLONG 0
ADDRESS CLU_TERM_BUFF
SYSSINPUT ATTR:

BLKB &

V4.0-742
:[LOGIN.SRCILOGIN.B32; 1
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00000080
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€ 0001
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00104 SYSSINPUT:
LONG

0:
1:

18 VAX=11 Bliss=32 v&4.0-742 Page 14
09 DISKSVMSMASTER: [LOGIN.SRCILOGIN. B32;:1 (3)

128 :

00108 ADDRESS SYSSINPUT_BUFFER R
0010C SYSSOUTPUT_ATTR::

.BLKB
00110 SYSSOUTPUT::
.LONG

4
128 :

00114 ADDRESS SYSSOUTPUT _BUFFER :

00118 SYSSERRORBCTER
0011C SYSSERROR:

4
128 H

LO
00120 .ADDRESS SYSSERROR JBUFFER :

EXTRN
EXTRN
.EXTRN
EXTRN
EXTRN
.EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
.EXTRN
.EXTRN
EXTRN
.EXTRN
EXTRN
.EXTRN
EXTRN

PSECT

START: .WORD
MOVAB

MOVAB
MOVAB
MOVAB

OPEN_INPUT, CLOSE INPUT

OPEN_OUTPUF, CLOSE OUTPUT

SET_ACCOUNT, INIT_INTERACTIVE

CHETK CONNECTION

ANNOURCE, INIT _BATCH

INIT_NETWORK, INIT_USER

INITTCLI, EXECUTE CLI

ATE _LOGICAL, WRITE FAO

TE _OBUTPUT, TERMINATE BATCH

$SETDDIR, LGISCHECK PASS

$SEARCHUSER, secunxTv _AUDIT
N. LGISCMSUPR

AY OF WEEK

0 EK

<O »p»—CH

S
6
'3
W

$HOUR_OF _DAY
BSGET_UM, WRITE OUTPUT_STATUS
INPUT _FAB, INPUT _RNAM
QUTPUT_ FAB, OUTPOT RAB
OUTPUT_NAM, DISK_NAME
CTLSGL- CREPRC FLKGS
CTLSAG_CLIMAGE, CTLSAG_CLIDATA
EXESGL DYNAMIC FLAGS
$v BRK DISUSER
_PRESENT, CLIS_NEGATED
VADE, LGIS LOGDISABL
XQUOTA, LGTS NOTVALID
ILEACC, LGIS_USERAUTH
SEREXC, LGIS_ACNTEXC
ADHOUR, LGIS BADDAY
ESTRICT, LGIS INPUTERR
CNTEXPIR, LGIS_PWDEXPIR
OSUCHUSER

INVPWD, SYSSGETJPIW
GETOVIW

$CODES ,NOWRT,?2

Save R2,R3,R4,R5,R6,R7,R8,R9 : 0919
SYSSGETOVIW, RS
TERM Burr P8
PPD,

PHY TERH NAHE R6
-76TsP), "~

$
$_E
$_E
$_°F
$_U
$_8
$_R
$_A
$_N
$

LIRS WA W )
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16-Sep-1934 01:50:18 VAX-11 B
14=-Sep=1984 12:41:09 DISKSVMS
ROUTINE Llogin: NOVALUE =
lace
i
! Determine the username and initialize all process context
} to correspond to the user authorization Limits and quotas.
g Inputs:
§ None
g Qutputs:
g routine = status (already signaled)
BEGIN
EXTERNAL LITERAL
ctl8c_clidatasz; ! Size of storage area in P1 space
LOCAL
status,
time: VECTOR [2], ! Buftfer for current time
lgi: REF BBLOCK; ! Address of LGl area
BIND
clireg = ppd [ppd$q_clireg): VECTOR; ! Reference as 2 longwords
l
i Change the page protection on the PPD structure to allow user mode
; write access, so that this program may run primarily in user mode.
status = SCMEXEC(ROUTIN = set ppd ?rot ! Set PPD page protection
ARGLST = prt
IF NOT .status THEN SIGNAL STOP ( status);
|
g Translate SYSSINPUT, SYSSOUTPUT, and SYSSERROR.
BEGIN
LOCAL ] . . .
trnlnm_item_Llist : BLOCK[2+3+1,LONG]; ! Jtem list for 2 items
trnlnm_item_List(0, 0,16,0) = &; ) )
trnlem_item_List{0,16,16,0) = Lnm$_attributes; ! Fetch name's attributes
trnlnm_item_List{1, 0,32,0] = sysSinput_attr;
tralnm_item_Listl{2, 0,32.0] = 0;
trnlnm_item_List{3, 0.16.8] = ,sys$input(0]; )
tenlnm_item_List[3,16,16,0] = Lnm$_strin ! Fetch name's value string
trnlnm_item_Llist[é, .g 0] = sys!xnpuEg1]
tronlnm_item_List 5. .3¢.0] = 6ys$1nput );
trnlnm_item_Llist(6, 0,32,0] =

status = STRNLNM(TABNAM = XASCID 'LNMSPROCESS_TABLE', ! Translate SYSSINPUT
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. 693 P 1115 LOGNAM = XASCID 'SYSSINPUT',
¢ 694 1116 [TMLST = trninm_item_List);
. 695 1117 IF NOT .status
;. 696 1118 3 THEN SIGNAL_STOP(.status);
. 697 1119 3
. 698 1120 3 trnlnm_item_Llist(1,0, 32.0] = sysSoutput attr,
. 699 1121 3 trnlnm-item_List 3 0,16,0) = .sysSoutput EO]
. 1700 11%% 3 trnlnm_item_List[4,0, 3%.0] = ,sys$output(1];
: ;8} }}24 g tralnm_item_List(5, 10.32.0] = sysSoutput[O].
;. 703 P 1125 3 status = STRNLNM(TABNAM = XASCID LNHSPROCESS _TABLE', ! Translate SYSSOUTPUT
;. 704 P 11%@ g LOGNAM = XASCID *SYSSOUTPUT'S
. 705 1127 ITMLST = trnilnm_item_List);
. 706 1128 3 IF NOT .status
. 707 1129 3 THEN SIGNAL _STOP(.status);
; 708 1120 3
;709 1130 5 trnlnm_item_Llist[1,0,32,0] = sysSerror attr;
;110 1132 3 trnlnm_item_List(3, 0 16,0) = .sysSerror[0];
s T 1133 3 trnlnm_item_ l1stE .32,0] = .sysSerror(1];
: ;}% }}gg g trnlnm_item_List(5,0,32,0] = sys$error(0];
;0 114 P 1136 3 status = STRNLNM(TABNAM = XASCID 'LNMSPROCESS_TABLE', ! Translate SYSSERROR
;715 P 1137 3 LOGNAM = XASCID 'SYSSERROR',”
. 1716 1138 3 ITMLST = trnlnm_item_List); _
I A Y4 1139 3 IF NOT .status t It no translation,
: 118 1140 3 OR .status EQL ss$_notran
: 719 1141 3 THEN .
: 720 1142 3 sysSerror(0] = 0; ! then make a null string
. 721 1143 3
;s 122 1146 2 END;
;. 723 1145 2
;. 724 1146 2! .
R ;gg }}2; g : Inititalize the process permanent data region
. 127 1149 2 ppd [ppdSw size) = ppd$c_length; ! Initialize with static length
; 128 1150 2 lgi = ppd * ppdSc length ! Allocate LGI area Aust after PPD
s 729 1151 2 p Yd (ppdSl lg13 l?1 ! Store pointer in
: 730 1152 2 clireg [1] = ?1 + (gisSc_length; ! Allocate CLI storage after LGI
;73 1153 2 clireg [03 = ctls$c clvdotasz - ppdSc length = lgiSc_Llength;
. 732 1156 2
: 733 1155 2 ! ) )
: ;gg }}gg % : Store the original name of SYSSINPUT in the PPD region
: 736 1158 2 VECTOR tppd[gpd&t f\lenamel 0: ,BYTE] = .sys$input{0] ¢+ 1;
. 137 1159 2 CHSMOVE ( sys 1npu
; 738 1160 ¢ .sys 1ng
;739 1161 2 ppdlppdSt_ f\lenameJ + 1);
;740 1162 2
;T4 1163 2!
;7462 1164 2 i Determine if the job is interactive.
;. T43 1165 2 ! 1f not interactive, set the mode bit.
:  Thé 1166 2 | ) .
;45 1167 2 IF NOT .ctl$ql_creprc_flagsprcSv_inter) ! If not interactive,
; ;29 }}gg 2 THEN ppd [ppd$V_model™z true; ! mark non-interactive job
;. 748 1170 g ! .
;. 149 1171 2 ! (hange the STARTUP process's account name to the special start up

l
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 account name (a binary null foilowed by '‘<start>') in order to
; generate a SYSINIT account1ng record.

—'O
ooo

[}

! Not a subprocess

! No terminal

! Username is "'SYSTEM''

: Account name is all binary nulls

EXTERNAL

ctlS$t_username,

ctl$t_account;

JF NOT .subprocess

AND NOT .terminal_device

AND CHSEOL({\st username, ctlS$t_username, 6, UPLIT BYTE('SYSTEM'), ' ')
AND NOT SKPU(XREF(0), 1REF(J1b$s account), ctlst _account)

THEN $CMKRNL(ROUTIN = set_accou

END ARGLST = XASTID !STRING(!CHAR(O) ‘<start>'));

i Perform initializations specific to the type of job.

The following special account names (all starting with a binary
null) are set in order to generate correct LOGFAIL accounting
records if there is an authorization failure:

]
]
I
l
l
I
I
' <batch> Batch job lLogin failure

! <det> Detached process lLogin failure
! <login> Interactive login failure

; <net> Network login tailure
SELECTONE true

OFf

SET

If batch job, ask job controller for job parameters

~-

.ctisgl creprc_flagslprc$v _batchll:
BEEIN pre_tragste -

SCMKRNL (ROUTIN = clear_creator_cli);
$CMKRNL (ROUTIN = set account

ARGLST = XASTID 1SIRING(1CHAR(0) ‘<batch>'));
gaat batch();

If network job, process NETACP psrameters

[ DI

.cté:g}ncreprc-flags[prciv_neturk]]:
%LE:OT .ctisgl_creprc_tlagslprcSv_nouaf)

2
: L OGIN SRCILOGIN.B3Z; 1
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]

B T_creprc_flagslprc$v_nopasswordl]:
iCHKRNL(ROUIIN
$CMKRNL (ROUTIN = set_account )

o ARGLST YASCID 1STRING(1CHAR(O) *<login>'));
init _interactive();

check_connection();

Ezeck job_quotas();

clear_creator_cli);
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: BO7 2 BEGIN ;)
. 808 3 $CMKRNL (ROUTIN = clear_creator_cli); . }
. 809 P 123 $CMKRNL (ROUTIN = set _account .
: 810 3 ARGLST = XASTID XSTRING(XCHAR(D), '<net>")); ;]
;811 3 END; ;]
: 81% init netuork() ’ ]
;. 8 END; ;)
P81 ;)
: 815 ! : 1
: 816 i It sub-process, open SYSSINPUT and SYSSOUTPUT. : 1
. 817 ! P1 cells will be used later on to get the CLI name, (L] table . ]
. 818 ! name, and UAF flags. . ]

g%g ; Note that this test must preceed the following two. . }

821 [.subprocess<0,1>]: ¢ 1

822 BEGIN : 1

823 SCMEXEC(ROUTIN = open_output); ! Create output file first so that . }

824 ) ! _error messages can be written ’

825 $SCMEXEC(ROUTIN = open_input); ! Create input file ’ ]

826 END; i 1

827 : ]

828 : : ]

829 ! If interactive job initiated by unsolicited input from a terminal, . 1

gg? ; prompt the terminal for job parameters, and check for job quotas. 4 }

832 (.ctl$gl _creprc_flags(prcSv_inter) ;]

833 and ngt Y : ¢ 1

834

835

836

837

838

839

]
; Any other process is considered a detached one.
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(OTHERWISE]:
: BEGIN
; %LE:OT .ctisgl_creprc_flags(prcSv_nouatf]
;. 850 BEGIN
;851 SCMKRNL (ROUTIN = clear_creator_cli);
; 852 P $CMKRNL (ROUI IN = set _account
;. 853 ARGLST = XASTID ISIR1N6(1CHAR(O) ‘<det>'));
; 8564 et uafrec();
. 855 F -uaf_record EQL 0 ]
. 856 THEN SIGNAL_STOP( lg\S userauth); ! signal tatal error
; 857 END;
;. 858 END;
; 859 TES;
. 860
. 861 !
; gg% ; Check user job Limits based on current process counts
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%;ENuaf record NEQ 0 ' 1f a UAF racord
IF .uaf_record Euaf&u maxjobs] NEQ O ! with job limits
TH?R ua‘“record (uafSw_maxacctjobs] NEQ O
BEGIN ! check Limits now, at raised JPL
status = SCMKRNL(ROUTIN = check_user_quotas);
IF NOT .status
g:gN S1GNAL _SToP(.status); ! signal fatal error

Check account expiration, password expriation, user hourly restrictions,
DISUSER flag, and terminal Line types. ALl these checks are waived for
the system manager lLogging in on the console terminal.

— ) b e b e e -

LENuaf_record NEQ O ! 1f a UAF record
BEGIN
?EETIIH (TIMADR = time); ! Get current time
CHSNEQ(uasz username, uaf record [uaf$t_username],
oR 6, UPCIT BYTE( svern ), ")
CHSNEO(.th term_name (0], ghy term_name (1],
6, UPLIT BYTEC(® OPAO )
THEN
BEGIN
IF ( ! Check password expiration
oR .uaf_record (uafSv_pwd_ expired]
suaf_record {ua‘Sv_pwd2_expired]
THEN SIGNAL_STOP (lgi$_pwdexpir);
IF .uaf_recordluafSv_disacnt]l ! Check DISUSER flag
THEN SIBNAL_STOP (Lg7$_notvalid) ‘
check_account exp1rat1on(t1me) Check account expiration
Engck user_hours(time); ' Check hourly restrictions if any
END;

[}
; It interactive login write a messages announcing successful Login.

IF .ctl$gl cregrc flags[TrcSv inter)
AND NOT .ctlsg creprc flags(prcSv_nopassword)
AND .uaf_record NEQ 0
THEN
announce();

t
; Initialize the (LI image into P1 space

IF NOT ,image_activate ' It not activating a single image,
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;921 1%43 ¢ THEN _
. 92¢ 1344 % init_cliQ); ! Initialize CLI image .
: 923 1345 : R
. 9264 1346 2 !
;925 1347 ¢ ! Set the process quotas, privileges and UIC from the UAF record
. 926 1348 2 !
i 927 1349 2
. 928 1350 ¢ If .uaf_record NEQ 0 ' 11 _UAF record is valid,
. 929 1351 2 AND 'NOT .ctlSgl_creprc_flagsiprcSv_nouafl ! and uaf init. enabled,
. 930 135% 2 AND NOT .subprocess ! or if this is not a sub=-process,
;93 1353 2 THEN
. 932 1354 3 BEGIN o ) o
. 933 1355 3 lgi [Lgi$l _origuicl = .uaf_record [uaf$l_uizl; ! Save original UIC
;. 934 1356 3 init_user(); ! Invtialize user context
. 935 1357 2 END;
. 936 1358 2
. 937 1359 2 :
. 938 1360 2 ! Open the input and output fiies under the user's UIC and privileges.
;939 1361 2 !
;. 940 1362 2
s 941 1363 2 IF .input_fab [fabSw_ifi] EQL O ! If not already done,
. 9462 1364 2 THEN
i 943 1365 3 BEGIN
s 944 1366 3 $CMEXEC(ROUTIN = open_output); ! Create output file first so that
s 965 1367 3 ! error messages can be written
¢ 946 1368 3 SCMEXEC(ROUTIN = open_input); ! Create input file
. 947 1369 2 END;
: 948 1370 2
;949 1371 2!
;. 950 1372 2 ! 1% the creating process passed SYSSERROR as something different than
;9% 1373 2 ! SYSSOUTPUT, ther the original value of SYSSERROR is passed as
;952 1374 2 ! a supervisor mode SYSSERROR lLogical name, so that this process
;. 953 1375 2 ! can obtain the value. This is used by the DCL SPAWN command
;5 954 1376 2 ! to pass a context argument to the subprocess = but yet it wants
s 955 1377 2 ! the executive mode SYSSERROR (the permanent one) to be set equal
. 956 1378 2 ! to SYSSOUTPUT (so that we don't get two output streams on SPAWNed
. 957 1379 2 ! jobs).
;. 958 1380 2!
: 9959 1381 2
: 960 1382 2 IF .subprocess ! For subprocesses
961 1383 2 AND .sysSerror [0] NEG 0 ! with non-null SYSSERROR,
. 962 1384 2 AND CHSNEQ(.sysSerror [0Q), .sysSerror [1] ! If original SYSSERROR
: 822 }ggg 2 THEN .sysSoutput (o], .sys$output £f3, 00 I "nea original SYSSOUTPUT,
;965 1387 % create_Logical (XASCID 'SYSSERROR', ! Define supervisor SYSSERROR
;. 966 1388 2 sysSerror, ! as original SYSSERROR
. 967 1389 2 psil$c_super);
;. 968 1390 2
;969 1391 2 ! .
H 3;9 }%g% % i Create SYSSLOGIN, SYSSLOGIN_DEVICE, SYSSSCRATCH Logical names
. 972 1394 2 _
s 973 1395 2 If .uaf_record NEQ 0 ! 1f UAF record valid,
s 974 1396 THEN
. 975 1397 BEGIN
. 976 1398 LOCAL
: 977 1399 3 buffer: VECTOR [80,BYTE], ' Buffer for SYSSLOGIN
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16-5ep=-1984 01:50:18  VAX=1" B8liss=32 v4,0-742 Page 23 LOC
14=Sep=-1986 12:41:09  DISKS\MSMASTER:CLOGIN.SRCILOGIN.B32:1 (&) VO
butdesc: VECTOR EZ]. ! Descriptor of above buffer
devdesc: VECTOR [2]; ! Descriptor for device name
IF .disk_name[0) EQL O ' It no disk specified,
THENBEGIN ' use the default in the UAF

bufdesc [0 = CHSRCHAR(uaf_record Euafit_defdev])

CHSRCHAR(uat_record [uaf$t_detdirl);

N
bufdesc [1) = buffer;
devdesc [0) = CHSRCHAR(uaf_record [uaf$t_defdev]);
devdesc (1) = buffer;

CHSCOPY (CHSRCHAR(uaf_record (uafSt _defdevl),
udé record [SBYTEOFFSET(uat$t_defdev) + 1,0,0,0],
CHSRCHAR(uaf_record [uafSt_defdirl),
uaf_record [SBYTEOFFSET(uat$t_defdir) + 1,0,0,0],
END 0, XALLOCATION(butfer), butffer);

ELSE ! Ocherwise, use the disk
BEGIN . + specified at login
bufdesc [0) = .disk_namel0Q)

CHSRCRAR(uaf_record [uaf$t_defdirl);

N
bufdesc (1) = buffer;
devdesc [0] = .disk_name(0];
devdesc [1] = buffer;

CHSCOPY(.disk_name(0],

.disk_name[11, _

CHSRCHAR (uaf_record [uat$t_detdirl),

uaf_record [SBYTEOFFSET(ua¥st_defdir) + 1,0,0,0],
END 0, TALLOCATION(buffer), buffer);

BEGIN

'+
! Normally, we wouldn't have to use SCMEXEC to create executive
! mode logicals as LOGINOUT is installed with SYSNAM privilege
: but, the INIT USER() routine above has established the user's
! authorized privileges, which may not include SYSNAM,

LOCAL _
create_arglist : VECTOR(6];

create_arg'istied = 5

0000800000000V I0IVININeNI VIRV 00BeNcVIVII BN DEBEDEVEVE RV VI VIRV Ve Bataten,

e s o d e b el wd wd o el e i i D ) el D e e b D cud e wad il e D D d il il il el e el e d e _

! 5 args to ‘create_logical'

$SCMEXET (ROUTIN
ARGLST

create_arglistE
create_argli,t

= S; !
create_arclist[3] = psl$c_exec; ! Exec mode definitions
create_ar¢list(4] = 0; ! No attributes
create_arglist(5] = XASCID 'LNMSJOB'; ! Use job table
create_arglistE1J XASCID °'SYSSLOGIN'; ! Define SYSSLOGIN
create arglist(2) = butdesc,

create_logical
create_arglist};

J = TASCID 'SYSSLOGIN_DEVICE'; ' Define SYSSLOGIN_DEVICE
] = devdesc;
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v04-000 14-Sep=-1984 12:41:09 DISKSVMSMASTER: CLOGIN.SRCILOGIN.B32; 1 (4)
: 1035 P 1457 & S$CMEXEC(RCUTIN = create_logical
; 1036 1458 4 ARGLST = create argL1st5
; 1037 1459 &
. 1038 1460 & create avgl1stE1] = XASCID '"SYSSSCRATCH'; ! Define SYSSSCRAT(CH
; 1039 1661 4 create arglist(2] = bufdesc;
; 1040 P 146; A $CMEXEC(ROUTIN = create_logical
;1041 1463 4 ARGLSY = create_arglist);
: 10&% 164646 &
: 104 16465 3 END;
. 1044 1466 3
s 1045 1467 2 END;
. 1046 1468 2
;1047 1469 2 !
; 10468 1470 2 ! Update the UAF record.
. 1049 1471 2 !
; 1050 1472 2 IF .uaf_record NEQ 0
; 1051 1473 ¢ THEN update_uaf_record(time);
; 1052 1476 2
; 1053 1475 2 !
: 1054 1476 2 ! Security audit successful LOGINs
: 1055 1477 2 !
: 1056 1478 2
: 1057 1479 2 security_auditi(nsaSk_rectyp_logi); ! Security audit successful LOGINs
; 1058 1480 2
; 1059 1481 2 !
. 1060 1482 2 ! Transfer control to the command 'anguage interpreter
: 1061 1483 2!
: 1062 1484 2 )
: 1063 1485 2 IF .image_activate ! It activating a single image,
. 1064 1486 2 THEN
; 1065 1487 3 SCMEXEC(ROUTIN = .ctlSag_climage) ! then activate the image
: 1066 1488 2 3
: 1067 1489 2 SCMEXEC(ROUTIN = execute_cli); ! Call the CLI image
: 1068 1490 2
: 1069 1491 2 RETURN truc;
: 1070 1492 2
;10N 1493 1 END;

PSECT SPLITS,NOWRT ,NOEXE,?

42 41 54 SF 53 53 45 43 4F 52 S0 24 4D 4E 4C 00014 P.AAD: .ASCII \LNMSPROCESS_TABLE\<0><0><0> ;
00 00 00 45 4C 00023 _ :

010£0011 00028 P.AAC: .LONG 17694737 :

00000000* 0002¢ .ADDRESS P.AAD :

00 00 00 54 55 SO 4E 49 24 S3 59 53 00030 P.AAF: .ASCII  \SYSSINPUT\<0><0><0> :

010E0009 0003C P.AAE: .LONG 17694729 :

00000000 00040 .ADDRESS P.AAF :

%2 41 54 SF S3 53 45 43 4F 52 SO 24 4D 4E 4C 00044 P.AAW: .ASCII  \LNMSPROCESS_TABLE\<0><0><0> :
00 00 00 45 4C 00053 :

010E0011 00058 P.AAG: .LONG 17694737 :

00000009 0005 -ADDRESS P.AAH :

00 00 54 S5 S0 S4 S5 4F 24 S3 59 S3 00080 P.AAJ: .ASCII  \SYSSOUTPUT\<0><0> :

0106000A 0006C P.AAT: .LONG 17694730 :

00000000° 00070 .ADDRESS P.AAJ :

42 41 S4 SF S3 53 45 43 4F 52 SO 24 4D 4E 4C 00074 P.AAL: .ASCII  \LNMSPROCESS_TABLE\<0><0><0> :
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LOGIN:

<AAW:
LAAV:

.AAY:
LAAX:

LAAZ:
.ABA:
.ABC:
.ABB:

LADBE:
.ABD:

.ABG:
JABF:

P.ABI:
P.ABH:

P.ABK:
P.ABJ:

.LONG

.ADDRESS P.AAU
<0>\<logi
1769472
+ADDRESS P,AAVW
<0>\<det>\<0><0>
17694726
.ADDRESS P.AAY

\SYSTEM\

'\
\SYSSERROR\<0><0><0>
17694729
.ADDRESS P.ABC
\LNM$JOB\<0>
17694727
.ADDRESS P.ABE
\SYSiLogIN\<0><0><0>

.ADDRESS P.ABG
\SYSSLOGIN_DEVICE\

17694736
.ADDRESS P.AB]
\SYSSSCRATCH\<0>
17694731
.ADDRESS P.ABK

LASCI]
.LONG

LASCII
.LONG

LASCII
LASCII
LASCII
.LONG

LASCII
.LONG

LASCII
.LONG

LASCII
.LONG

.ASCII
.LONG

EXTRN
.EXTRN
EXTRN
.EXTRN

PSECT

. WORD
MOVAB
MOVAB
PUSHL
PUSHAB
CALLS
MOVL
BLBS

2 Page
N.SRCJLOGIN 832;:1

LR XY T I KN N T

AR R R IR A TR AT TR P AT TR TN PR YRR PR TR PRV YA PR A TR TR PR YR PR TR Y Y

SYSSTRNLNH
ERNAHE. CTLST A
MKRNL, SYSSGETTIA

$CODES ,NOWRT,?2

Save R2,R3,R4,RS,R6.R7,R8.R9,R10.R11
UAF_RECORD. Rf1
-128(59)

_PPD_PROT
¥, SYSSCMEXEC
RO, STATUS

LOC
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LOGIN 16=Sep=1984 01:50:18  VAX=11 Bliss=32 v&.0-742 e 26 LOG

V0C-000 14-56p-1984 12:41:09  DISKSVMSMASTERCLOGIN SRCILOGIN.B32: 129 (&5 VO

56 DD 0001E PUSHL  STATUS ; S

000000006 00 01 FB 00020 CALLS #1, LIBSSTOP ; ;)

5C AE 00030004 8F DO 00027 1% MOVL #196612, TRNLNM_ITEM LIST : 1104 .

60 AE 50 AB O9f ooogr MOVAB SYSSINPUT ATTR, TRNLRM_ITEM_LIST+4 : 1106 .

66 AE D& 00034 CLRL TRNUNM ITEM L1ST+8 : 1107 ;1

68 AE 5¢ AB B0O 00037 MOVW svssx~Pur TRNLNH ITEM LIST+12 : 1108 ;]

6A  AE 02 B0 0003 MOVW TRNLNM xren LIST+1% - 1109 ;]

6C AE 58 AB DO 00040 MOVL SY§SINPUTO TRR LNH ITEM LIST+16 : 1110 ;]

70  AE 5, AB 9E 00045 MOVAB  SYSSINPUT fnuLun TEM_LIST+20 ;1 i )

7¢  AE D& 0004A CLRL TRNLNM_ITEM_ Lxsr»24 s 1112 ;)

5C AE 9F 0004D PUSHAB TRNLNM_ITEM-LIST : 1116 H

7€ D04 00050 CLRL -(SP) : ;1

0000* CF 9F 00052 PUSHAB P.AAE . ;1

0000* CF 9F 00056 PUSHAB P, AA( : : 1

7€ D4 000SA CLRL -(SP) : : 1

000000006 00 05 FB 0005¢C CALLS  #5, SYSSTRNLNM : s 1

56 50 DO 00063 MOVL RO, STATUS : : 1

09 56 €8 00066 BLBS STATUS, 2% ;17 : 1

56 DD 00069 PUSHL  STATUS : 1118 .

000000006 00 01 FB 00068 CALLS #1, LIBSSTOP : : 1

60 AE SC AB 9E 00072 2% MOVAB  SYSSOUTPUT_ATTR, TRNLNM_ITEM_LIST+4 : 1150 : ]

68 AE 60 AB B0 00077 MOVW SYSSOUTPUTT TRNLNM ITEM™LISTF12 s 1121 :

6C AE 646 AB DO 0007C MOVL SYSSOUTPUT+4, TRNLRM ITEM LIST+16 : 1125 : 1

70 AE 60 AB 9E 00081 MOVAB  SYSSOUTPUT, TRNLNM_ITEM_LIST+20 ;112 ;]

SC AE 9F 00086 PUSHAB TRNLNM_ ITEH LIST : 127 s 1

7€ D& 00089 CLRL -(SP) : s 1

0000* CF 9F 00088 PUSHAB P.AA] : s 1

0000* CF 9f QO0O0S8F PUSHAB P.AAG : 01

7E D4 00093 CLRL -(SP) : ¢ 1

000000006 00 05 FB 00095 CALLS  #5, SYSSTRNLNM : s

56 S0 DO 0009¢ MOVL RO, STATUS : ;0

09 56 E8 0009F BLBS STATUS, 3% : 1128 : 1

56 DD Q00A2 PUSHL  STATUS : 1129 s 1

000000006 00 01 FB 000A& CALLS  #1, LIBSSTOP : s 1

60 AE 68 AB 9E 000AB 3$%: MOVAB  SYSSERROR_ATTR, TRNLNM_ITEM_LIST+4 : 113 : 1

68 AE 6C AB B0 00080 MOVW SYSSERRORT TRNLNM ITEM-LIST?12 : 1132 : 1

6C AE 70 AB DO 000BS MOVL SYSSERROR+4, TRNLRM ITEM LIST+16 : 1133 : 1

70 AE 6C AB  9€ 000BA MOVAB  SYSSERROR, TRNLNM_ITEM_LIST+20 : 1134 : 1

SC AE 9F 0008F PUSHAB TRNLNM_ ITEH LIST : 1138 s 1

7 04 000C2 CLRL -(SP) : : 1

0000* CF 9F 000C&4 PUSHAB P.AAM : : 1

00C0* CF 9F 000C8 PUSHAB P.AAK : s 1

7E D& 000CC CLRL -{SP) : : 1

000000006 QO 05 FB 000CE CALLS  #5, SYSSTRNLNM : ;0 1

56 50 00 000DS MOVL RO, STATUS : [

09 56 E9 00008 BLBC STATUS, 4$ : 1139 : 1

00000629  8f 56 D1 0000B CMPL STATUS, #1577 s 1140 s 1

03 12 000€2 BNEQ 5s : s 1

6C AB D4 000E&L 4%: CLRL SYSSERROR : 1142 : 1
000000006 Q0 0168 8F BO Q00E7 5%: MOVW #360, PPD : 1149
57 000000006 00 9t 00OFO MOVAB  PPD+360, LGI : 1150
000000006 00 57 DO 000F7 MOVL LGI, PPD+20 : 1151
000000006 00 18 A7 9E QO0OFE MOVAB  24(R7), CLIREG+4 : 1155
000000006 00 000000006 8&F DO 00106 MOVL ccrLsc CLIDATASZ~-384, CLIREG : 11§
000000006 00 S4 AB 01 81 00111 ADDB3 SYSSINPUT, PPD+104 ¢ 1158
000000006 00 58 BB 5¢ AB 28 0011A MOVC3 SY§SINPUT SYSSINPUT+4, PPD+10S : 1161
07 000000006 00 02 EO0 00126 BBS #2, CTLSGL_CREPRC_FLAGS+1, 6% : 1167
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LOGIN 16=-Sep~1984 01:50:18 VAX=11 Bliss=32 V4.0-742 e 27 LOG
v04=000 16-Sep=-1984 12:41:09 DISKSVMSMASTER: CLOGIN.SRCILOGIN.B32; 1 fa9 (4) V04
000000006 00 02 88 oo1§§ BISB2 #2, PPD+2 ; 1168
2F FF66 (B E8 0013% 6% BLBS SUBPROCESS, 78 . 1188
29 FF58 (B E8 00138 BLBS TERMINAL DEVICE, 78 ‘1189
06 20 000000006 00 0C 2D 0013D CMPCS  #12, CTLST_USERNAME, #32, #6, P.AAO ; 1190
0000* CF 00146 ;
18 12 00149 BNEQ 7% :
000000006 00 08 00 3B 0014B SKPC #0, #8, CTLST_ACCOUNT P 1191
11 12 00153 BNEQ 78 :
0000° CF 9F 00155 PUSHAB P,AAP ¢ 1193
000000006 00 9F 00159 PUSHAB  SET_ACCOUNT :
000000006 00 02 FB 0015F CALLS  #2, SYSSCMKRNL :
27 000000006 00 06 E1 00166 7%: BB(C ¥4, CTLSGL_CREPRC_FLAGS, 8% T 1214
7€ D& 0016F CLRL -($p) L1216
0000v CF 9F 00170 PUSHAB CLEAR CREATOR CL! ;
000000006 00 02 FB 00174 CALLS  #2, SYSSCMKRNC :
0000' CF 9F 00178 PUSHAB P.AAR ;1218
000000006 00 9F 0017F PUSHAB  SET_ACCOUNT :
000000006 00 02 FB 00185 CALLS  #2, SYSSCMKRNL ;
000000006 00 00 FB 0018C CALLS %0, INIT_BATCM ;1219
SA 11 00193 BRB 11§ : 1208
000000006 00 95 00195 8% 1s78 CTLSGL_CREPRC_FLAGS . 1225
2F 18 00198 BGEQ 108 :
1€ 000000006 00 06 EO 00190 8BS #6, CTLSGL_CREPRC_FLAGS, 9% : 1227
7€ D& 001AS CLRL -(SP) T 1230
0000v CF 9F 001A7 PUSHAB CLEAR CREATOR (LI ;
000000006 00 02 F8 001AB CALLS  #2, SYSSCMKRNC :
0000' CF 9F 001B2 PUSHAB P.AAT T 1232
000000006 00 9F 00186 PUSHAB SET_ACCOUNT ;
000000006 00 02 FB 0018¢ CALLS  #2, SYSSCMKRNL ;
000000006 00 00 FB 001C3 9% CALLS  #0, INIT_NETWORK s 1234
70 11 001CA BRB 13§ 1 1208
20 FF64 (B £9 001CC 10$: BLBC SUBPROCESS, 12% T 1243
7€ D4 00101 CLAL -(SP) ;1245
000000006 00 9F 00103 PUSKAB OPEN_OUTPUT ;
000000006 00 02 FB 00109 CALLS #2 Svsscnexec R
7€ D& 001€0 CLARL P 1247
000000006 00 9F 001E2 PUSHAB opsn INPUT ;
000000006 00 02 FB 001€E8 CALLS xg SYSSCMEXEC :
48 11 001EF 11%: BRB $ 1208
50 000000006 00 01 02 EF 001F1 12%: EXTIZV  #2, M1, CTULSGL_CREPRC_FLAGS+1, RO 1259
$1 000000006 00 01 05 EF 001FA EXTIV  #S, #1, CTUSGLZCREPRCFLAGS+1, R :
50 S1  CA 00203 BICLZ R1. RO’ ;
o1 SO D1 00206 CMPL RO [ :
33 12 00209 BNEQ 14§ :
7E D4 00208 CLRL -<sp) L1257
0000v CF 9Ff 0020D PUSHAB 5EAR CREATOR CLI : ;R
000000006 00 02 FB 00211 CALLS SYSSCMKRNC ;
0000' CF 9F 00218 PUSHAB P.AAV 1259
000000006 00 9f 0021¢ PUSHAB  SET_ACCOUNT : 0
000000006 00 02 FB 00222 CALLS  #2,7SYSSCMKRNL : I
000000006 00 00 FB 00229 CALLS #0. INIT INTERACTIVE : 1260 ;!
000000006 00 00 FB 00230 CALLS  #0., CHECR_CONNECTION : 1261 D
0000V CF 00 FB 00237 CALLS  #0, CHECK JOB_QUOTAS L1262 0
3C 11 0023C 138: BRB 15¢ P 1208 D1
34 000000006 00 06 EO 0023E 14%: B88BS ns CTLSGL_CREPRC_FLAGS, 158 © 1270
7E D4 00246 CLRL -($p) L1273
0000v CF OF 00248 PUSHAB CLEAR_CREATOR_CLI




8 15
LOGIN 16-Sep=-1984 0::50:18 VAX=11 Bliss=32 V4.0~742 Page 28
V04-000 18-35-1084 12:41:00  DISKSVMIMASTER:LLOGIN. SRCILGGIN.B32;:1°0% (45
000000066 00 02 FB 0024¢ CALLS  #2, SYSSCMKRNL ;
0000* CF 9F 00253 PUSHAB P.AAX . 1275
000000066 0C 9F 00257 PUSHAB SET_ACCOUNT ;
000000006 00 02 FB 00250 CALLS pg, SYSSCMKRNL .
0000V Cf 00 FB 00264 CALLS #0, GET UAFREC 1276
68 DS 00269 TSTL UAF _RECORD ; 1277
00 12 00268 BNEG 15$ :
000000006 8F DD 0026D PUSHL  #LGIS USERAUTH ;1278
000000006 00 01 FB 00273 CALLS #1, LIBSSTOP :
50 68 DO 0027A 15%: MOVL UAF _RECORD, RO . 1286
28 13 00270 BEQL 17% :
0206 (0 B85 oogrr TSTW 518 (RO) : 1288/
06 12 00283 BNEQ 16$ :
0208 (0 BS 00285 TSTW 520(RO) . 1289
1C 1% 00289 BEQL 17% ;
7E D& 0028B 16%: CLRL -(SP) : 1292
0000V CF 9F 0028D PUSHAB C(HECK USER QUOTAS H
000000096 00 02 FfB 00291 CALLS  #2, SYSSCMRRNL :
€6 50 DO 00298 MOVL RO, STATUS :
09 56 E8 00298 BLBS STATUS, 178 : 1293
56 0D 0029E PUSHL  STATUS . 1294
000000006 00 01 FB 002A0 CALLS &1, LIBSSTOP :
68 DS 002A7 17%: TSTL UAF _RECORD : 1302
63 13 002A9 BEQL 22% .
78 AE  9F 002AB PUSHAB TIME : 1305
000000006 00 01 FB 002AE CALLS  #1, SYSSGETTIM :
54 68 D0 00285 MOVL UAF _RECORD, R4 . 1307
06 20 04 A4 20 20 00288 CMPCS w327 4(R4), #32, 6, P.AAZ ;
0000' CF 002BE ;
0¢c 12 002C1 BNEQ 18% ;
06 00 4, BB 40 AB 2D 002(3 CMPCS  PHY_TERM_NAME, aPHY_TERM_NAME+4, #0, #6, - : 1310
0000* CF 002CA P.ABA ;
3F 13 002CD BEQL 22% ;
06 0105 €4 01 EO Q02CF 18%: BBS #1, 4L69(R4), 19% ;1316
0D 0105 €4 02 E1 00205 BBC #2. 469(R4Y. 208 ;1318
000000006 8F 0D Q020B 19%: PUSHL  #LGIS PWDEXPIR 21320
000000006 00 01 FB 002€1 CALLS #1, LTBS$STOP ;
50 68 DO 002€8 20%: MOVL UAf _RECORD, RO ;1322
oc 0106 €O 06 E1 002€EB BBC ¥4, 46B(ROY, 218 ;
000000006 8F DD 002F1 PUSHL  #LGIS NOTVALID ;1323
000000006 (O 01 FfB 002F7 CALLS #1, LIBSSTOP :
78  AE  9F 00Z2FE 21$. PUSHAB TIME P 1326
0000V CF 01 FB 00301 CALLS  #1, CHECK_ACCOUNT_EXPIRATION :
78 AE  9F (0306 PUSHAB TIME T 1325
0000V CF 01 FB 00309 CALLS  #1, CHECK USER HOURS ;
13 000000006 00 02 E1 0030E 22%: BB( #2. CTLSGC_CREPRC_FLAGS*1, 23% T 1332
08 000000006 00 05 EO 00316 8BS #5, CTLSGL_CREPRCCFLAGS+1, 23$ P 1333
68 05 0031F TSTL UAF _RECORD L 133
07 13 00320 BEQL 23$ ;
000000006 00 00 FB 00322 CALLS  #0, ANNOUNCE 21336
07 FF65 (B E8 00329 23%: BLBS IMAGE ACTIVATE, 24% D 1342
000000006 00 00 fB ooz;e CALLS  #0, IRIT CLI s 1344
50 68 DO 00335 24%: MOVL UAF _RECORD, RO . 1350
18 13 00338 BEQL 25% ;
10 000000006 00 06 EO Q033aA BBS #6, CTLSGL_CREPRC_FLAGS, 25% : 1351
0B FFé4 (B E8 00342 BLBS SUBPROCESS 25% D 1352
67 26 A0 DO 00347 MOVL 36(RO), (LG!) : 1359
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LOGIN 16-sep-19ga 01:50:18 VAX=11 Bliss=32 V&4.0-742 Page 30
' V04=-000 14-Sep=-1984 12:41:0 DISKSVMSMASTER: (LOGIN. SRCILOGIN.B32; 1 (4)
0C AE 01 7D 0043 MOVQ  #1, CREATE ARGLIST+12 ;1446
14 AE 0000' CF 9E 80435 MOVAB  P.ABD, CREXTE_ARGLIST+20 L1448
04  AE 0000' CF 9E 00438 MOVAB  P.ABF., CREATE ARGLIST+4 1459
08 AE 20 AE  9E 00441 MOVAB  BUFDESC, CREATE_ARGLIST+8 1451
SE DD 00446 PUSHL SP L1453

000000006 00 OF 00448 PUSHAB CREATE LOGICAL ;

000000006 00 02 fB ooa«g CALLS  #2, SYSSCMEXEC ;
04 AF 0000' CF 9E 0045 MOVAB P.ABH, CREATE ARGLIST+4 t 1455
08 AE 18 AE 9E 00458 MOVAB  DEVDESC, CREATE_ARGLIST+8 1456
SE 0D 00460 PUSHL SP P 1458

000000006 00 9F 00462 PUSHAB CREATE LOGICAL :

000000006 00 02 FB 00468 CALLS  #2, SYSSCMEXEC :
04 AE 0000' CF 9E Q046F MOVAB  P.ABJ, CREATE ARGLIST+4 ' 1460
08 AE 20 AE  9E 00475 MOVAB  BUFDESC, CREATE_ARGLIST+8 ¢ 1461
SE DD 0047A PUSHL SP . 1463

000000006 00 9F 0047C PUSHAB CREATE LOGICAL :

000000006 00 02 FB 00482 CALLS  #2, SYSSCMEXEC ;
68 DS 00489 31%: TSTL  UAF_RECORD T 1472

08 13 00488 BEQL 328" ;
78 AE 9F (048D PUSHAB TIME Y1473

0000V CF 01 FB 00490 CALLS  #1, UPDATE_UAF_RECORD ;
05 0D 00495 32%: PUSHL  #5 . 1479

000000006 00 01 FB 00497 CALLS #1, SECURITY AUDIT :
0A FF6S (B E9 0049 BLBC IHAGE _ACTIVATE, 33% : 1485
7E 04 004A3 CLRL  =(SP P 1487

000000006 00 DD 004AS PUSHL CTLSAG CLIMAGE ;

08 11 004AB BRB 348 ;
7E D& 004AD 33$: CLRL  =(SP) T 1489

000000006 00 OF Q04AF PUSHAB EXECUTE CLI ;

000000006 00 02 FB 004BS 34%: CALLS  #2, SYSSCMEXEC :
04 004BC RET T 1493

; Routine Size: 1213 bytes, Routine Base: $CODES$ + 0180
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LOGIN 16=-Sep=1984 01:50:18  VAX=11 Bliss=-32 v4,0-742 Page 31 LOK
v04-000 14-Sep=-1984 12:41:09 DISKSVMSMASTER: {LOGIN.SRCILOGIN.B32;1 (5) VO
: 1073 1494 1 ROUTINE logout: NOVALUE = ‘L
: 1074 1495 1 i
; 1075 1496 1 === s
; 1076 1497 1! . _ .
. 1077 1498 1! If this is a batch job, an attgmgt is made to start the ‘o,
: 1078 1499 Y ! next job step. Ffor all other jobs, the process is terminated. ;o
; 1079 1500 1! .
: 1080 1501 1 ! Inputs H
; 1081 150% 1! :
; 1082 1508 1! None ;]
. 1083 1506 1! S
: 1084 1505 1 ! Outputs: ;
; 1085 1506 1! s !
. 1086 1507 1! None s !
: 1087 1508 1 !==- 5
; 1088 1509 1 s !
: 1089 1510 2 BEGIN :
: 1090 1511 2 :
s 1091 1512 2 ! s
. 1092 1513 2 ! The routine below is a copy of the CLISPRESENT routine in CLISINTERFACE. ;]
: 1093 1314 2 ! This is used so that we call the current (LI's result parse routines, not ;1
: 1094 1515 2 ! the routines linked into us for LOGIN's sake. ’
: 1095 1516 2 ! s !
. 1096 1517 2 ;1
: 1097 1518 2 ROUTINE real_cliSpresent(name) = H
: 1098 1519 3 BEGIN o |
: 1099 1520 3 EXTERNAL ROUTINE N
: 1100 1521 3 LibSget_vm, ! Allocate virtual memory ;!
: 1101 1522 3 Lib$Tree_vm, ! Deallocate virtual memory s 1
: 1102 1523 3 sysScli; ! Current CLI's callback address s ]
: 1103 1524 3 MAP . ¢ 1
: 1106 1525 3 name : REF VECTOR; ! (Static) Descriptor by reference : 1
; 1105 1526 3 LOCAL . ;]
; 1106 1527 3 req_desc : BBLOCK [cli$c_reqdesc], ! Request descriptor block s ]
;. 1107 1528 3 rpw : BBLOCK [cli$e uorkareaj.! Result parse work area s 1
: 1108 1529 3 req_flags : BITVECTOR [327; ! Request flags array ;]
: 1109 1530 3 CHSFILLTO0, cli$c_reqdesc, req_desc); ! lero request descriptor block :
: 1110 1531 3 req_desc fynt_b_fype] = ¢cliSk_present; ! Set reguest type ] ;]
IRRRN 1532 3 req_desc [int_L_getvm] = (ibSget_vm; ! Set address of get vm routine i
;1112 1533 3 req_desc [int_L_treevm) = LibSfree vm; ! Set address of free vm routine ;!
: 1113 1534 3 req_desc [int_w_entlen] = .name (0] ! Set length of passed name s 1
: 1114 1535 3 re? desc (int”["entaddr) = .name (1]; ' Set address of passed name s !
; 1115 1536 3 RETORN (sys$cTiTreq_desc, rpw, req_tlags)); ! Call callback utility ;!
: 1116 1537 2 END; :
LEXTRN LIBSFREE_VM, SYSSCLI
003C 00000 REAL_CLISPRESENT:
.WORD  Save RZ2,R3,R4,RS : 1518
SE FF60  CE  9E 00002 MOVAB  -160(SPJ, SP :
1C 00 6t ‘ 28 2( 8888E MOVCS5 #0, (SP), #0, #28, REQ_DESC s 1530
E4& AD §0 BF 90 OOOOE MOVB #80, REQ _DESC ;1S3
F4  AD 000000006 00 9€ 0001 MOVAB LIB$GET UM, REQ DESC+16 : 1s3§
F8 AD 000000006 00 9t 0001B MOVAB  LIBSFREE_VM, REQ_DESC+20 ; 153
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LOGIN 16=-Sep=-1984 01:50:18  VAX=11 Bliss=32 V4.0-742 Page 32
v04-000 14-sep-1934 12:41:09  DISKSVMSMASTER:CLOGIN.SRCILOGIN.B32;1 %€ 35
50 046 AC DO 00023 MOVL  NAME, RO ; 1534

EC  AD 60 BO 00027 MOVW (RO), REQ DESC+8 ;
FO AD 04 A0 0O 00028 MOVL 4(ROJ, REQ_DESC+12 1535
SE 0D Q0030 PUSHL SP : 1536

08 AE Of ooosg PUSHAB RPW :

E4& AD 9F 0003 PUSHAB R§O_DESC ;

000000006 00 03 B 00038 CALLS  #3,7svysscLl ;
04 0003F RET L1537

: Routine Size: 64 bytes, Routine Base: $CODES + 063D

LOCAL status;

First cancel the CLI's exit handlers. Thus, if a forced exit occurs,
the process terminates, rather than having control return to the (LI
with the process in some state of disarray,

S -

[}
status = SCMEXEC (ROUTIN = LgiScmsupr

ARGLST = rundown lists;
IF NOT .status THEN SIGNAL_STOP U.status);

5 Change the page protection on the PPD structure to allow user mode
; write access, so that this program may run primarily in user mode.

P status = SCMEXEC (ROUTIN = set_ppd_prot,
ARGLST = prt$c_uwl;

IF NOT .status THEN SIGNAL_STOP (,.status);

ingut fab (fabSw_ifi) = .pgd [gpdtu_inpifi}: ! Restore input IFI
CH HOVE(pgdSc-dv1f3d, ppd [ppd3t_inpdvil, input_nam [nam$t_dvil):
output_fab [fab$w_if1] = .ppd (ppdSw_outifi); ! Restore output IFI
outgut rab CrabSw_isil = .Epd (ppdS$w_outisil); ! Restore output ISI
CHSMOVE (ppdSc_dviTid, ppd [ppd$t_outdvil, output_nam [nam$t_dvil);

g Security audit all LOGOUTs

security_audit(nsask_rectyp_Logo); ' Security audit all LOGOUTs

full_logout = .ppd [(ppdSv_mode]; ! Assume /FULL if batch job

%LE;eal_cliSpresent(!ASCID 'FULL") ' If /FULL present,
full_Llogout = true;

%LEaeal-cliSpresent(!ASClD 'BRIEF') ! It /BRIEF present,

full_Llogout = false;

If the Logout contains an explicit referenre to either /HANGUP or
/NOHANGUP then process that request. First disable the installed
LOG_IO privilege so that the terminal's MODHANGUP protection
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LOGIN 16-Sep-1984 01:50:18 VAX=11 Bliss=32 V&4.0-742 Page 33 L O
v04-000 14-Sep-1984 12:41:09 DISKSVMSMASTER: LLOGIN.SRCILOGIN.B32;1 * 5 VO«
: N6 1583 ! functions correctly. ‘o
; 116 1584 | ;
;1164 1585 ;o
s 1165 1586 2 clear_log_io(); :
T 1166 1587 % status = real _cliSpresent(XASCID "HANGUP'): ;o
;1167 1588 If .status EQC cli$_present :
; 1168 1589 2 OR .status EQL cli$_negated .
;1169 1590 2 THEN ;o
: 1170 1591 2 set_terminal_hangup(.status); ’
: }};} }ggi % IF L$gl flagsCprcSv_batchl ' If b -
: .Cct _creprc_flagsiprcSv_batc ! atch job, .
: 1173 139 ¢ THER gt-cree 9 ) .
D117 1595 BEGIN ol
: 1175 1596 3 SCMEXEC(ROUTIN = close_input); ' Close input file .l
;1176 1597 3 init _batch(),; ! Get next input file; if none, exit :
;1 1598 3 SCMEXEC(ROUTIN = open_input); ! Open input file .
. 1178 1599 3 $CMEXEC(ROUTIN = execute_cli); ! Call already mapped (LI again .
: 1179 1600 2 END; I
; 1180 1601 2 ;]
FERRE.)| 1602 2 logout_message(); ! Write Logout message ;]
; 1182 1603 2 ¢
; 1183 1606 2 $CMEXEC(ROUTIN = close_input); ! Close input file o]
: }}gg }ggg % SCMEXEC(ROUTIN = close_output); ! Close output file ; }
: 1186 1607 2 SCMEXEC(ROUTIN = exit_process); ! Terminate process s ]
; 1187 1608 2 i |
: 1188 1609 1 END; : |
[ ]
:
.PSECT SPLITS,NOWRT,NOEXE,?2 §
4C 4C S5 46 0016C P.ABM: ASCII \FULL\ : :
0100006 00170 P.ABL: .LONG 17694724 : F
00000000° 00174 .ADDRESS P.ABM ; :
00 00 00 46 45 49 52 42 00178 P.ABO: .ASCII \BRIEF\<0><0><0> : s |
010E0005 00180 P.ABN: .LONG 17694725 : : ]
00000000* 00184 .ADDRESS P,ABO : : !
00 00 50 S5 47 4E &1 48 00188 P.ABQ: .ASCII  \HANGUP\<0><0> : ]
01060006 00190 P.ABP: .LONG 17694726 : : |
00000000°* 00194 .ADDRESS P.ABQ : :
]
.PSECT $CODES,NOWRT,?2 : ]
OFFC 00000 LOGOUT: .WORD  Save R2,R3.Ré4,RS,R6,R7,R8,R9,R10,R1 : 1494 ]
58 0000* Cf 9E 00002 MOVAB  FULL_LOGOUT, R11 : S|
SA 000000006 00 9t 00007 MOVAB  CLOSE_INPUT, R10 : :
59 000000006 00 9E 0COOE MOVAB  LIBSSTOP, RS ; s,
58 000000006 00 9E 00015 MOVAB  PPD+32, RS : : .
57 000000006 00 9E 0001C MOVAB  SYSSCMEXEC, R7 : ;!
01C7 €B 9F 00023 PUSHAB RUNDOWN LIST ;1547 ;o
000000006 00 9F 00027 PUSHAB LGISCMSOPR ; ;!
67 02 FB oooio CALLS  #2, SYSSCMEXEC : :
56 50 D0 00030 MOVL RO, STATUS ; ;o
05 56 E8 00033 BLBS STATUS, 1% : 1548 :
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LOGIN 16-Sep-1984 01:50:18 VAX=11 Bliss=32 v4.0=742 age 34
v04-000 14-Sep=-1984 12:41:09 DISKSVMSMASTER: (LOGIN.SRCILOGIN.B32; 1 (S
56 DD 00036 PUSHL  STATUS :
69 01 FB 00038 CALLS #1, LIBSSTOP ;
04 DD 00038 1$: PUSHL  #4 ; 1555
0000V CF 9F Q003D PUSHAB SFT_PPD PROT ;
67 02 FB 00041 CALLS  #2, SYSSCMEXEC :
56 50 DO 00044 MOVL RO, STATUS ;
05 S& €8 00047 BLBS STAT us 23 : 1556
56 DD 0004A PUSHL  STATUS .
69 01 FB 0004C CALLS M1, LIBSSTOP :
000000006 00 68 B0 0004F 2% MOVW PPD+32, INPUT FAB+2 : 1558
000000006 00 08 A8 1C 28 00056 MOVC3  #28, PPD+40, INPUT NAM+20 : 1559
000000006 00 04 A8 BO 000SF MOVY PPD+36, OUTPUT _FAB%? : 1560
000000006 00 06 A8 B0 00067 MOVW PPD+38, OUTPUT RAB+? : 1561
000000006 00 28 A8 1C 28 0006F MOV(3 x28 PPD+72, 00TPUT _NAM+20 ; 1562
07 DD 00078 PUSHL : 1567
000000006 00 01 fB 0C07A CALLS w1 SECURITY AUDIT :
S0 8 01 01 EF 00081 EXTZV  #1, #1, PPD+2, RO ; 1569
68 S0 90 00087 MOVB RO, FulL_LOGOUT :
_ 0000* CF 9F 0008A PUSHAB P.ABL ;157
FFeD  CF 01 B 0008E CALLS  #1, REAL_CLISPRESENT :
03 50 €9 00093 BLB( RO, 3$ :
68 01 90 00096 MOVB #1, FULL_LOGOUT : 1573
0000* CF 9F 00099 3$: PUSHAB P.ABN : 1575
FF1E  CFf 01 FfB 00090 CALLS  #1, REAL_CLISPRESENT :
02 50 €9 000A2 BLBC RO, 4$ :
6B 94 Q00AS CLR8 FULL_LOGOUT : 1577
0000V CF 00 FB Q00A7 4$: CALLS no tLEAR _L0G_I0 ; 1586
0000* CF 9F 000AC PUSHAB P.A : 1587
FFOB  (F 01 FB 000B0 CALLS i, REAL CLISPRESENT :
56 SO DO 00085 MOVL RO, STATOS :
000000006 8F 56 D1 00088 CMPL STATUS, NCLIS_PRESENT : 1588
09 13 Q0O0BF BEQL 5¢ :
000000006 8F 56 D1 000C1 CMPL STATUS, W#CLIS_NEGATED : 1589
07 12 000C8 BNEQ 63 :
56 DD 000CA S$: PUSHL  STATUS : 1591
0000v CF 01 FB 000CC CALLS  #1, SET TERMINAL HANGUP :
24 000000006 00 04 E1 000D1 6%: BB( #6, CTLSGL_CREPRU_FLAGS. 7% : 1593
76 04 000D9 CLRL -($P) ; 1596
SA DD 000DB PUSHL R10 :
67 02 FB 00000 CALLS  #2, SYSSCMEXEC :
000000006 00 00 F8 000EQ CALLS  #0, INIT_BATCH : 1597
7€ D& 000E7 CLRL -(5P) : 1598
000000006 00 9F 0O00E9 PUSHAB OPEN_INPUT :
67 02 F8 000EF CALLS  #2, SYSSCMEXEC :
7€ D& 000F2 CLRL -($P) ;1599
000000006 00 9F 000F& PUSHAB EXECUTE CLI :
67 02 FB 000FA CALLS  #2, SYSSCMEXEC :
0000v CF 00 FB 0Q0FD 7%: CALLS  #0, LOGOUT_MESSAGE : 1602
7¢ 04 00102 CLRL (SP : 1604
SA DD 00104 PUSHL :
67 02 FB 00106 CALLS 02 SYSSCMEXEC :
7E D4 00109 CLRL ($p) : 1605
000000006 00 9f 00108 PUSHAB &055 QUTPUT :
67 02 FfB 00111 CALLS SYSSCMEXEC :
7€ D4 00114 CLRL -(ép ;1607
0000V CF 9fF (0116 PUSHAB EXIT PROCESS :
67 02 FB 0011A CALLS  #2, SYSSCMEXEC :
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DISK$VMSMASTER: [LOGIN.SRCILOGIN.B32;1

VAX=11 Bliss=32 v4.0=742

LOGIN
v04-000

; 1609

RET

04 00110

$CODES + 067D

286 bytes, Routine Base:

: Routine Size:
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LOGIN 16-Sep=1984 01:50:18  VAX-11 BLiss-32 V4.0-742 Page 36
v04-000 14-36p-1984 12:41:09  DISKSVMSMASTER:CLOGIN. SRCILOGIN.B32:1°3¢ (&)

LI R YR WS WA AP

el e el s il il D i ) e el il D D el o e ) el el e e D e D el e D D oD il o i el el D e i i s
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BEGIN

rivmask = uaf_record (uaf$q_priv]l;
F .privmask [prvSv_oper]

THEN
RETURN;
END;

IF .sys$gw_ijobcnt GTRU .sys$Sgw_ijoblim

THEN
BEGIN

IF .sys$gw_ijoblim EQL O

THEN
ELSE

SIGNAL_STOP(1gi$_logdisabl)
SIGNAL _STOP(lgi$_exquota);

END;
END;

50

50
29 0

é
50 000000006

! Get address of user's privmask
! It operator,

0000 00000

then bypass all quota checking
If job Limit exceeded,

It logins disabled,
then signal logins disabled

else signal login quota exceeded

1130 ? } ROUTINE check_job_quotas: NOVALUE =
9 1 lew-
: § ]
9 & 1! Check if the interactive job quota has been exceeded, and if
g g } s so, issue a fatal message to the user.
9 7 1! Inputs:
9 8 1!
8 8 } ; uaf_record = Address of user's UAF record, if any
0 1 1 ! OQutputs:
0 ¢ 1!
0 3 1! None
0 b 1 ===
0 S
0 6 2 BEGIN
0 7 2
0 8 2 EXTERNAL ,
0 9 2 sys$gw_ijobcnt: ! Number of interactive jobs
? % sys$gw_ijoblim: ! Interactive job limit
2 2 LOCAL
2 g privmask: REF BBLOCK; ! Address of user's privilege mask
S 2 IF .uaf_record NEQ O ! It UAF record valid,
6 2 THEN
7 3
3 3
9 3
0 3
1 3
2 2
3 2
& 2
5 2
6 3
r 3
8 3
9 3
0 3
1 3
2 2
3 2
4 1

EXTRN SYSSGW_IJOBCNT, SYSSGW_1JOBLIM

CHECK_JOB_QUOTAS: .
.HORD  Save nothing
MOVL  UAF_RECORD, RO
BEQL 18
MOVAB  &12(R0O), PRIVMASK
BBS #18, (PRIVMASK), 4$
1%: MOVZWL SYS$GW_IJOBLIM, RO
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S0 000000006 00 81 00019 CMPW SYS$GW_IJOBCNT, RO ;
19 12 80050 BLEQU 4% :
50 05 000292 TSTL RO C 1647
08 12 00024 BNEQ 2 :
000000006 82 ?? 8885? gggHL g%GIS_LDGDISABL ;1649
000000006 8F DD 000JE %s: PUSHL  #LGIS EXQUOTA T 1651
000000006 00 01 FB 00034 3$: CALLS #1, LIBSSTOP ;
04 0003B 4§: RET . 1654

. Routine Size: 60 bytes, Routine Base: S$CODES + 0798
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: 1236 FORWARD
: 1237 synch_ipl; ! Cell to force locking of this page

ROUTINE check_user_quotas =

Check if this process has reached it user job Limit or account
ob limit, if so, issue a fatal message to the user,

his routine runs in kernel mode and depends on all the local
variables to be either in registers or on the stack.

|

i

1

i

i

i

i

i Inputs:
g vaf_record = Address of user's UAF record
i

i

i

i

Outputs:
None
BEGIN
EXTERNAL
sch$gl_pcbvec: REF VECTOR, ! Address of P(B vector
sch$gl_maxpix: LONG; ! Last process slot index
LOCAL
peb: REF BBLOCK, ! user's pcb
jib: REF B8LOCK, ! user's jib ]
usercnt, ! count of same user logged in
acntent, ! count of same accounts logged in
userstr: BBLOCK [uaf$s_usernamel,! local storage for user name
acntstr: BBLOCK [uaf$s_accountl]; ! local storage for account
usercnt = 0Q;
acntent = 0;

CHSCOPY (uaf$s_username, uaf_record [uaf$t_usernamel,
quSs_username. userstr );
CHSCOPY (uaf$s_account, uaf_record [uaf$t_account],

quSs_account. acntstr );

1
; This page of code needs to be locked in the working set

SET_IPL (.synch_ipl); ! disable scheduling

| for ever; process on the system, check the username and account name
! in the JIB, and talley the number of users logged in under that username
; and account name.
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§ INCR E FROM 2 to .sch$gl_maxpix DO
BEGIN _
3 cb = .schSgl_pcbvec [.j]; ! get the ﬂcb address
% TzEﬂDCb NEQ .sch$gl_pcbvec (0] ! 1f not NULL PROCESS pcb
3 IF .pcb Cpcb$l_owner] EQL 0 ! and not sub-process
% ?ﬁEN.pcb pcbSv_netwrk] EQL 0 ! and not network job
4 BEGIN . _
4 ib = ,pcb Egcbsl_)1b]; ! get the associated jib address
4 F .)ib NEQ
4 THEN
5 BEGIN
] usercnt = ,usercnt + CHSEQL (uaf$s_username,
5 userstr,
3 jib$s_username,
g ]ib [Fib$t_usernamz],
5 acntent = .acntent + CHSEQL (uaf$s_account,
5 acntstr,
5 ]1b%$s_account,
g ]ib §)1b5t_accountl.
4 END; '
3 END:
% END;
g SET_IPL (0); ! reenable scheduling
2 IF .uat_record [uaf$w_maxjobs] NEQ O ! 1t max user jobs specified
% THENBEGIN ! check to make sure not exceeded
g IF .*:E;cnt - .uaf_record [uafSw_maxjobs) GTR 0
3 RETURN Lgi$_userexc; ! then signal can't login now
5 END;
2 IF .uaf_record [uafSw_maxacctjobs) NEQ 0 ! If max account jobs specified
% THENBEGIN ! check to make sure not exceeded
g IF .?ggﬁcnt - .uaf_record [uafSw_maxacctjobs] GTR 0
g END RETURN Lgi$_acntexc; ! then signal can't login now
2 [
5 RETURN TRUE;
1 END;

EXTRN SCHS$GL _PCBVEC, SCHSGL_MAXPIX

OFFC 00000 CHECK_USER _QUOTAS:
.WORD  Save R2.R3,R4,RS,R6,R7.RB,R9,R10,R11 : 1658
SE C0 AE 9E 00002 MOVAB  -64(SP). SP :
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1349 ROUTINE check_user_hours (time) : NOVALUE =

(heck to see it this process is allowed to lo?in now on the type of
terminal line indicated. If not, issue a fatal message to the user,

time = quadword date and time
uaf_record = Address of user's UAF record, if any

~ NN NSNSNSNOOAO

Outputs:

(o X0 Yo SW IV, IV, W IV TV, IV, [V, [ IV 1

Ul G M N N LN LM N NN N, )
VO NONSANN =2 OO0 NN NN = OO0 NN SN = OO 00NN NI AN - O

None

BEGIN

STRUCTURE )
threebytevector [i; n, ext=0] =
(n*3] .
(threebytevector+i®3)<0, 24, ext>;

MAP

time: REF VECTOR; ! Quadword date ard time
EXTERNAL

exe$gl_flags: BITVECTOR; ! System wide flag bits

EXTERNAL LITERAL

exeSv_explicitp: UNSIGNEg gg;. ! day type set by operator

exeSv_explicits: UNSIGN ! flag as to whether operator set day
LOCAL

day, ! Day of week for today

hour, ! Hour of day for today

secondary_day, ! Prime/secondary day flag

flags: ! Longword for correct days flags

OO NN NNNNNNNYNNOOOOOOO
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90 ! Define a vector structure over the UAF hourly restriction fields
ggT ; for quick reference.

39 $ASSUME (jibSc_network, EQL, 1);

394 SASSUME (]ibS$c”batch, EQL, g):

395 SASSUME ()ib%c_local, EQL, 3);

396 SASSUME (]ibSc_dialup, EQL, 4);

397 SASSUME ()ib$c_remote, EQL, 5);

398 SASSUME (SBYTEOFFSET (uafSb_network_access_s), EQL, SBYTEOFFSET (uaf$b_network_access_p)+3);
399 SASSUME (SBYTEQOFFSET (uaf$b_batch_access_p), tQL, $BYTEOFFSET (uaf _network_access_sYy+3);
00 SASSUME (SBYTEOFFSET (uaf$b_batch_access_s), EQL, SBYTEOFFSET (uaf$Sb_batch_aCcess_pJ+3);

SASSUME (SBYTEOFFSET (uaf$b_local_access_p), EQL, SBYTEOFFSET (uaf$b_batch_access_s)+3);
SASSUME (SBYTEOFFSET (uaf$Sb_local_access_s), EQL, SBYTEOFFSET (uaf$b_local_access_p)+3);
SASSUME (SBYTEOFFSET (uabe_dlatup_access_pS. EQL, $BYTEOFFSET (uat$b_Local_accesS_s)+3);
SASSUME (SBYTEOFFSET (uaf$b_dialup_access_s), EQL, SBYTEQOFFSET (ua b_d]alup_acccss_p)OSS;
SASSUME (SBYTEOFFSET (uaf$b_remote_access_p), EQL, $BYTEOFFSET (uaf$Sb_dialup_access_s)+3);
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; }289 }g%g % $ASSUME (SBYTEOFFSET (uaf$b_remote_access_s), EQL, SBYTEOFFSET (uafSb_remote_access_p)+3);
; 1408 1826 2 BIND _
;1409 1827 2 restrict_vector = vaf_recordluaf$b_network_access_»]
. 14610 1828 2 : threebytevector;
;161 1829 2
;16412 1830 2 ! o
;1413 1831 2 ! Hourly restrictions are not processed on detached jobs - they inherit
;1414 1832 2 ! their creator's restrictions and will be checked up on by the job
;1415 1833 2 ! controller.
;1416 183 2 '
;1617 1835 2 IF .job_type EQL jib$c_detached THEN RETURN;
: 1618 1836 2
; 1419 1837 2 !
; 1620 1838 2 ! Get the necessary components of the time of day.
;1627 1839 2 !
. 1422 1840 2 libSday_of_week (.time, day),
s 1423 1841 2 LibShour_o¥_day (.time, hour);
s 14626 1842 2
; 1425 18643 2 !
. 1426 18446 2 ! Find out whether today is a primary or secondary day, either trom
: }zgg }gzg % ; the UAF record or from the operator override.
: 1429 1847 2 secondary da{ = .BITVECTOR (uaf_record [uafSb_primedays], .day-1);
;1430 1848 2 IF .exe$gl_flags [exeSv_explicits) L
s 16 1849 2 THEN secondary_day = .exe$gl_flags [exeSv_explicitpl;
;s 1632 1850 2
: 1433 1851 2 !
¢ 1434 1852 2 ! Check the appropriate restriction vector, depending on login and day type,
s 1435 1853 2 ! and give an error message indicating whether the user .s bagged for
: 1436 1854 2 ! right now, today, or always.
: 1437 1855 2!
s 1438 1856 2 flags = .restrict_vector [(.job_type-1)+2+ secondary_dayl;
: 1439 1857 2 IF .BITVECTOR [flags, .hourl
; 1440 1858 2 THEN
s 1441 1859 3% BEGIN
: 1442 1860 3 IF .flags NEQ XX'FFFFFF'
s 1443 1861 3 THEN SIGNAL_STOP (Lgi$_badhour)
s 1444 1862 3 ELSE IF .restrict_vector [(.job_type-1)*2¢1- secondary_day] NEQ XX'FFFFFF'
s 1445 1863 3 THEN SIGNAL_STOP Tlgi$_badday)
; 14646 1864 3 ELSE SIGNAL_STOP (Lgi$_restrict);
s 1647 1865 2 END;
: 1448 1866 2
; 1449 1867 1 END;
00872 .BLKB 2
00000008 00874 SYNCH_IPL:

.LONG 8 ;

LEXTRN EXESGL _FLAGS, EXESV_EXPLICITH

EXTRN EXESV_EXPLICITS

003C 00000 CHECK_USER_HOURS:
.WORD  Save RZ2,R3,R4,RS . 1767
55 000000006 00 9t 00002 MOVAB  EXESGL_FLAGS, RS :
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SE 08 €2 00009 SUBL§ #8, SP :
53 0000* CF 00000108 8F (1 0000C ADDLS  #472, UAF_RECORD, R3 ;1827
0000* CF DS GO016 TSTL JOB_TYPE . 1835
01 12 0001A BNEG 1$ :
04 0001C RET :
SE DD 0001D 1% PUSHL SP 1840
06 AC DD 0001F PUSHL  TIME :
060000006 00 02 FB 00022 CALLS  #2, LIBSDAY_OF WEEK ;
06 AE 9F 00029 PUSHAB HOUR . 1841
06 AC DD 0002¢C PUSHL  TIME ;
000000006 00 02 FB ooo§r CALLS #2, LIBSHOUR OF _DAY :
50 0000' C(F DO 00036 MOVL UAF _RECORD 0 ; 1847
51 6t 01 (3 00038 SUBL3  #1, DAY, Rf .
54 0202 0 01 51 EF 0003%F EXTZV R1, #1, 514(RO), SECONDARY DAY :
05 65 006 E1 00046 BB( S*EXESV_EXPLICITS, EXESGL_FLAGS, 2% : 1848
54, 65 01 00G EF 0004A EXTIV  S*EXESVTEXPLICITP, #1, EXESGL_FLAGS, = L1849
SECONDARY_DAY :
52 0000' CF DO 0004F 2% MOVL JOB TYPE, R2 2 1856
50 6442 3E 00054 MOVAW  (SETONDARY_DAY)[R2], RO ;
50 03 Cé4& 00058 MULL2 #3, RO ;
50 FA A043 18 00 EF 00058 EXTZV  #0, #24, =-6(RO)CR3], FLAGS :
3D 50 04 AE E1 00062 BBC HOUR, FLAGS, 6% ;. 1857
Q0FFFFFF  8F S0 D1 00067 CMPL FLAGS, #16777215 . 1860
08 13 0006E BEQL 3$ ;
000000006 8F DD 00070 PUSHL  #LGI$_BADHOUR . 1861
25 11 00076 BRB 5¢ ;
50 52 01 78 00078 3$ ASHL #1, R2, RO . 1862
50 S4& (2 0007C SuBL?2 SECONDARY_DAY, RO :
50 03 C4 0007F MULL?Z #3, RO
OOFFFFFF  8F FO AQ43 18 00 €D 00082 CMPIV  #0. #24, -3(RO)CR3], 16777215 :
08 13 0008D BEQL 4$ ;
000000006 8F DD 0008F PUSHL  #LGIS_BADDAY P 1863
06 11 00095 BRB 5$ ;
00000000G 8F DD 00097 4%: PUSHL #LGIS RESTRICT : 1864
000000006 00 01 B 00090 S5%: CALLS #1, LIBSSTOP ;
04 000AL 6%: RET : 1867

: Routine Size: 165 bvytes, Routine Base: $CODES + 0878
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ROUTINE check_account_expiration (time) : NOVALUE =

Check to see if the account that this process belongs to has expired.
It so, issue a fatal message to the user.

NI

vaf_record = Address of user's UAF record, if any
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SAND = OO 00 NN NN = OO GO O NS N = O 0 00 N O VN LN — C N0 00 NOM WA IS i) — OO0 00

]
[}
]
]
]
]
!
; time = quadword date and time
]
]
|
]
]

time: REF VECTOR; ! Quadword date and time

BIND
expiration = uaf_record [uat$q_expiration] : VECTOR; ! Use as 2 longwords

1
; Return if no UAF record or no expiration date.

I¥ .uaf record EQL 0

THEN RETURN;

If C(.expiration [0] EQL 0) AND (.expiration [1] EQL 0)
THEN RETURN;

f Compare it to the account expiration date and return if the current time
; is less, Otherwise signal a fatal error.

IF .time [1] LSSU .expiration (1]
THEN RETURN:;

IF .time [1] EQL .expiration (1]
AND .time [0] LSSU .expiration [0]
THEN RETURN;

SIGNAL_STOP (Llgi$_acntexpir);
END;
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) 3 GLOBAL ROUTINE update_uaf_record (time) : NOVALUE =
0 L
o \
0 ! Refetch and lock the UAF record.
0 ! Check for password expiration and set the UAF flag.
0 ! Update the Last login time.
8 : lero the login failure count.
8 : If time is missing, then only increment the (ogin failure count.
g Inputs:
! time = quadword date and time
! uaf_rab = RAB used to read the UAF
: uaf_fab = FAB used to read the UAF
: Outputs
: None
BEGIN
BUILTIN
EMUL,
SUBM,
NULLPARAMETER;
MAP
time: REF VECTOR; ! Quadword date and time
BIND

lifetime = uaf_record [uang pwd l1fet1me] : VECTOR,
pwdl = uaft_record [uat$q_pwd] TOR,
pwd2 = uaf_re-ord [uaf$q_ pud2] : VECTOR

LOCAL
status,
exp1rat1on VECTOR [2], ! Quadword date and time
expir_Sdays: VECTOR [21], ! and another
de ta ~Sdays: VECTOR [2]; ! Positive delta of 5 days
]
i Refetch the UAF record.
uaf _rab [rabsb_ rac] rab$c_rfa;

rabSm_rlk OR rab%m_wat;

uaf_rab [rabsL’ rogGE rabin_ (OR rat
uaf_ra

IF ROT (status
THEN
BEGIN
SDISCONNECT (RAB uat_rab);
$CLOSE (FAB = uaf_ tab);
RETURN;
END;

IF NULLPARAMETER (1)

I A PN PN PN P P TR N TR PR PR PR PR PR PR R A TN FE PN PR IALE N LR R FE N NN YR PR FE PR PR PR N N T Y G G e N g e T TR TR T »e
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WA AVAANWAAWA VA A WLAUTVAAA WA WA VT VTA WA A VA VAL WA W LA AW WAV AT VAT A VA VAV A VIV

NAVAVAUNNAWA LSS B 8 B B B 8 8 B B i N R N N A NN NI P AU NI NI NI RN AINI N e cd b o cd o et h O
VAN NN = OO 00 NS WM = OV NOM NS AN = OO NN NN = OO 00 NN S AN =2 OO 00 NN I =2 O O
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. 1556 19?§ i THEN
. 1557 197 BEGIN
: 1558 1974 3 !
; 1559 1975 3 ! Update the number of login failures.
: 1560 1976 3 !
; 1221 13;5 % uat_record CuafSw_logfails) = .uaf_record [uafSw_logfails] + 1;
: 156% 1979 3 ! If this was tagged as a breakin attempt and we are disabling users
s 1564 1980 3 ! on attempted breakin, set the DISUSER flag.
; 1565 1981 3 !
; 1566 198% 3 IF .break_attempt
: 1567 198 AND .exe$gl_dynamic_flags(exe$v_brk_disuser]
;1568 1984 THEN uaf_recordluatSv_disacnt] = trdie;
; 1569 1985 END
: 1570 1986 % ELSE
15N 1987 BEGIN
: 1572 1988 3 ! _
; 1573 1989 3 ! Update the last Llogin time.
; 1574 1990 3 !
: 1575 1991 3 If .ppd [ppdSv_mode]
: 1576 1992 3 THEN .
;1577 1993 & move_quad(time (0], uaf_record [uaf$q_lastlogin_nl)
; 1578 1994 3 ELSE
: 1579 1995 4 BEGIN )
; 1580 1996 & uaf_record [uaf$w_logfails] = O; .
: }gg% }ggg 2 move_quad(time (03, uaf_record Luat$q_Lastlogin_il);
. 1583 1999 4 ! Check for expired passwords. Skip if no exﬁiration period.
: 1584 2000 & ' Note the signed compare; it is used to catch the pre-expired
; 1585 2001 & ! encoding of -1,-1.
; 1586 2002 & ' _ . _ .
s 1587 2003 S IF (.lifetime (0] NEQ 0) OR (.Lifetime [1] NEQ 0)
; 1588 2004 & THEN
; 1589 2005 5 BEGIN
; 1590 2006 5 ! _
: 1591 2007 S ! Check first password.
; 1592 2008 5 !
: 1593 2009 5 EMUL (XREF(10+1000¢1000), XREF (60*60+24+5), XREF(0), delta_Sdays):
; 1594 2010 6 IF (.pwdl [0] NEQ 0) OR (.pwdl (1] NEQ ()
: 1595 2011 S THEN
: 1596 2012 6 BEGIN _ )
: 1597 2013 6 SUBM (2, Lifetime, uaf_record [uat$q_pwd_datel, expiration);
: 1598 2014 6 IfF .time [1) GTR .expiration [1]
; 1599 2015 7 OR (.time E1J EQL .expiration [1)
;s 1600 2016 7 AND .time (0] GEQU .expiration [0])
. 1601 2017 6 THEN
; 1602 2018 7 BEGIN _
: 1603 2019 7 uaf_record [uafSv_pwd_expired] = true;
. 1604 2020 7 IF .(uaf_record [uat$q_pwd2_datel) eql 0
; 1605 2021 7 THEN
; 1606 L 202% I4 write output (XASCID XSTRING(
;1607 L 2023 7 XCHAR(bell) , XCHAR(belT) , XCHAR(bell), o _
; 1608 2024 7 "WARNING - Your password has expired; update immediately with SET PASSWORD!'!'))
; 1609 2025 7 ELSE
: 1610 L 2026 7 write output (XASCID XSTRING(
;161 L 2027 7 XCHAR(bell) ,XCHAR(belT) ,XCHAR(bell), _ _ _
;1612 2028 7 *WARNING - ﬁrimary password has expired; update immediately with SET PASSWORD'!'));
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ELSE

: SUBM (2, delta_S5days, expiration, expir_Sdays);
: IF .time [1] GTRU .expir_5days E1J

; OR (.time E1] EQL .expir_5days (1]

: AND .time (0] GEQU .exp 'r_S5days [0])

: THEN

: BEGIN

: %Lsﬁ(uaf_record (uaf$q_pwd2_datel) eql 0

: L write_fao(UPLIT BYTE(XASCIC XSTRING(

: L XCHAR(bell) ,XCHAR(bell),

'"WARNING - Your password expires on 'AC, !17XD')), o
ELSEasc1c_day_of_ueek(exp1ratxon), expiration)
write_fao(UPLIT BYTE(XASCIC XSTRING(
XCHAR(bell) ,XCHAR(bell),
'"WARNING = Primary password expires on !AC, !17%D')), =
ascic_day_of_week(expiration), expiration);

B BN B B 85 55 5 2 B B N N NN NN U NN

(solelelelolelslslelelalalalelelelelele el
WS AN - O 000 NS NN = OO 00 NNV AN = OO0 00 NN B R - OO

NAINVAININIAINININININININI NIND NI AN AN N N NN AN NI NI NN A RPN NI PPN

1613 7
1614 6
1615 7
1616 7
1617 7
1618 8
1619 8
1620 7
1621 8
1622 8
1623 8
1624 8
1625 8
;1626 8
;1627 8
; 1628 8
. 1629 8
: 1630 8
;1601 8
: 1632 8
; 1633 7 END;
; 1634 050 6 END;
. 1635 0% 5 END;
. 1636 052 S !
: 1637 053 5 ! Check second password.
: 1638 054 S !
: 1639 055 6 IF (.pwd2 [0] NEQ 0) OR (.pwd2 (1] NEQ 0)
; 1640 05¢ 5 THEN
. 1641 057 6 BEGIN
s 1642 058 6 SUBM (2, lifetime, uaf_record [uat$q_pwd2_datel, expiration);
. 1643 059 6 IF .time [1] GIR .expiration (1]
;1644 060 7?7 OR (.time (1] EAL .expiration [1]
; 1645 061 7 AND .time [0] GEQU ,expiration [0])
. 1646 062 6 THEN
;1647 063 7 BEGIN ]
. 1648 064 7 uaf_record (uaf$v_pwdl expired] = true;
; 1649 L 2065 7 write output (XASCTD XSTRING(
: 1650 L 2066 7 XCHAR (bell) ,XCHARTbell) ,XCHAR(bell), _ _ _
: 1651 2067 7 'WARNING - Secondary password has expired; update immediately with SET PASSWORD''));
; 1652 2068 7 END
; 1653 2069 6 ELSE
;1654 2070 7 BEGIN _
: 1655 2071 7 SUBM (2, delta_5days, expiration, expir_5days);
1656 2072 7 IF .time [1]_GTRU .expir_5days Ei)
; 1657 2073 8 OR (.time [1] EQL .expir_5days (1]
; 1658 2074 8 AND .time [0] GEQU .expir_Sdays [0])
: 1659 2075 7 THEN
: 1660 L 2076 7 write fao(UPLIT BYTE(XASCIC XSTRING(
; 1661 L 2077 7 XCHAR (bel 1) ,XChAR(belD), ,
; 1662 2078 7 "WARNING - Secondary password expires on !AC, !'17%D')), ‘
: 1663 2079 7 ascic_day_of_week(. .piration), expiration);
; 1664 2080 6 END;
; 1665 2081 5§ END;
; 1666 2082 & END;
. 1667 2083 3 END;
. 1668 2086 2 END;
;1669 2085 2
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: 1670 2086 2 !
; 167 2087 ¢ ! Update the UAF record and close the file.
: 167% 2088 g !
; 167 2089 $UPDATE (rab = uaf _rab);
; 1674 2090 2 SDISCONNECT (RAB ="uaf rab)
; 1675 2091 2 SCLOSE (FAB = uaf_fab);
;1676 209% P
; 1677 2093 1 END;

PSECT SPLITS NOWRT,NOEXE,?2

6f 59 20 2D 20 47 4E 49 4E 52 41 57 07 07 07 00198 P.ABS: .ASCII <7><7><7>\WARNING - Your passwor\ :
72 6F 77 73 3 61 70 20 72 7S OQO01A7 :
20 3B 64 65 72 69 70 78 65 20 7 61 6B 20 64 00181 LASCII \d has expired; update immediaiely with S\ ;
74 61 69 64 65 6D 6D 69 20 65 . 61 64 70 75 001CO ;
53 20 68 74 69 77 20 79 6C 65 0Q01cCF :
00 00 00 21 &4 52 4F 57 S3 S3 41 50 20 S4& 45 00109 LASCII \ET PASSWORD!'\<0><0><0> :
010E004D OO1E8 P.ABR: .LONG 17694797 ;
00000000"' 001EC .ADDRESS P.ABS :
72 50 20 2D 20 47 4E 49 4E 52 41 57 07 07 07 OO1F0 P.ABU: .ASCII <7><7><7>\WARNING - Primary pass\ ;
73 73 61 70 20 79 72 61 6D 69 OQO01FFf :
65 72 69 70 78 65 20 73 61 68 20 64 72 6F 77 00209 .ASCII \word has expired; update immediately wit\
646 65 6D 6D 69 20 65 764 61 64 70 75 20 3B 64 00218 ;
76 69 77 20 79 6C 65 74 61 69 00227 :
21 &4 52 4&F 57 53 53 41 S0 20 54 45 53 20 68 002% LASCII \h SET PASSWORD'\ :
010£0050 00240 P.ABT: .LONG 17694800 :
00000000' 00244 .ADDRESS P.ABU :
6F 59 20 20 20 47 4E 49 4LE 52 41 57 07 07 2F (00248 P.ABV: .ASCII \/\<7><7?>\WARNING = Your password ex\ .
78 65 20 64 72 6F 77 73 73 61 70 20 72 75 00257 :
21 20 2C 43 41 21 20 6E 6F 20 73 22 sg gg g? 88%92 LASCII \pires on 'AC, '17%D\ :
72 50 20 20 20 47 4E 49 GE 52 41 57 07 07 32 00278 P.ABW: .ASCII \2\<7><7>\WARNING - Primary password\ :
64 72 6F 77 73 73 61 70 20 79 72 61 6D 69 00287 :
&3 41 21 20 6E 6F 20 73 65 72 69 70 78 65 20 00295 LASCII \ expires on 'AC, '17%D\ :
&6 25 37 31 21 20 2C 0Q02A& :

002A8B BLkB 1
65 53 20 20 20 47 4E 49 4E S2 41 57 07 07 07 OQO02AC P.ABY: .ASCII <7><?><7>\WARNING - Secondary pa\ R
61 70 20 79 72 61 64 6E 6F 63 002BB T :
69 70 78 65 20 73 61 6B 20 64 72 6F 77 7?3 7% 002CS .ASCII \ssword has expired; update immediately w\ ;
60 6D 69 20 65 74 61 64 70 75 20 3B 64 65 72 00204 :
77 20 79 6C 65 74 61 69 64 65 002€3 i :
52 &4F 57 S3 53 41 S50 20 4 45 53 20 68 74 69 QO02ED LASCI! \ith SET PASSWORD'\<0><0> :
00 00 21 44 00¢2fC :
010£0052 00300 P.ABX: .LONG 17694802 :
00000000" 00304 .ADDRESS P.ABY :
65 53 20 2D 20 47 4E 49 4E 52 41 57 07 07 34 00308 P.ABZ: .ASCII \G\<7><7>\WARNING - Secondary passwo\ :
6F 77 73 73 61 70 20 79 72 61 64 6FE 6F 63 00317 _ :
21 20 6E 6F 20 73 65 72 69 70 78 65 20 64 72 00325 ASCII \rd expires on 'AC, '17%D\ :
66 25 37 31 21 20 2C 43 41 0033 :

LEXTRN SYSSGET, SYSSDISCONNECT
.EXTRN SYSSCLOSE, SYSSUPDATE

.PSECT $CODES ,NOWRT,?
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OFFC 00000 .ENTRY Hgbﬂgfn?SFnRECORD Save R2,R3,R4,R5,R6.R7.- : 1915
58 000000006 00 9E 00002 MOVAB  WRITE FAO, R11 :
SA 000000006 00 9E 00009 MOVAB  WRITEZQUTPUT, R10 :
59 000000006 00 9E 00010 MOVAB  ASCIC™DAY OF WEEK, R9 :
58 0000*' C(°F 95 00017 MOVAB UAF_RECORO RS ;
SE 18 €2 0001C SUBL2  #247 SP ;
50 68 DO Q001F MQVL UAF _RECORD, RO ; 1948
54 0174 (0 9€ 00022 MOVAB  372TR0O), Ré :
S? 0154 C0 9¢ 00027 MOVAB 340(RO), R? ; 1949
56 015¢ €0 9E 0002C MOVAB 3aa<no>. 1 1950
DA A8 02 90 00031 MOVB gAF RAa+3o 1961
CO A8 000A0000 B8F DO 00035 MOVL 55 607 UAF_RAB+4 . 1962
B8C A8 9F 00030 PUSHAB UAF _RAB : 1963
000000006 00 01 FB8 00040 CALLS  #1, SYSSGET :
03 50 EB8 00047 BLBS STATUS, 1§ :
016A 31 0006A BRW 22% :
52 68 00 Q004D 1%: MOVL UAF RECORD, RZ2 : 1977
6C 95 00050 1STe (APY ;19N
05 13 00052 BEQL 28 :
04 AC DS 00054 TSTL 4{AP) :
18 12 00057 BNEQ 3g :
0164 (2 86 00059 2%: INCW  356(R2) : 1977
27 FF66 (8 E9 00050 BLB( BREAK ATTEMPT, 4% : 1982
1F 000000006 00 006 E1 00062 BB( sexe!v BRK_DISUSER, EXESGL_DYNAMIC_FLAGS, =-: 1983
0104 (2 10 88 0006A BISB2 #16 468(R2) . 1984
18 11 0006F GRB 4$ L1971
53 04 AC DO 00071 3$: MOVL TIME, R3 : 1993
OF 000000006 00 01 E1 00075 BB( #1, PPD+2, 5% 1991
0194 (2 04 BC DO 0007D MOVL ATIME, 404 (R2) {1993
0198 (2 06 A3 DO 00083 MOVL 4(R3). 4&08(R2) :
0121 31 00089 4$: BRW 21% 11991
01664 €2 B4 0008C 5%: CLRW 356 (R2) 1 1996
55 04 8C 0O 00090 MOVL aTIME, RS ; 1997
018¢ (2 5S DO 00094 MOVL RS, 396(R2) :
0190 2 06 A3 DO 00099 MOVL 4(R3), 400(R2) :
64 DS 0009¢f TSTL (R4) : 2003
05 12 000Al BNEG 6% ;
04 Aéd DS O00A3 TSTL 4(RS) :
E1 13 000A6 BEQL 43 :
6E 00 00069780 8F 00989680 8F 7A 000A8 6%: EMUL #10000000, #432000, #0, DELTA_SDAYS 2009
67 D5 000BS TSTL (R7) . 2010
05 1° 00087 BNEQ 7% :
04 A7 DS 00089 TSTL L(R7) :
39 13 000BC BEQL 118 )
10 AE 017¢ (2 66 (3 000BE 7$: SUBLS  (R4), 380(R2), EXPIRATION . 2013
14 AE 0180 €2 0O 000CS MOVL 384 (R2), EXPIRATION ;
14 At 04 A4 D9 000CB SBW( 4L(R4), EXPIRATION :
14 AE 06 A3 D1 00000 CMPL 4(R3). EXPIRATION+4 2014
08 14 00005 BGTR 8% ;
20 12 00007 BNEQ 12% 12015
10 AE 55 D1 000D9 CMPL RS, EXPIRATION ; 2016
1A 1F 00000 BLSSu 12§ ;
0105 €2 02 88 000DF 8%: BISB? cg 469(R2) : 2019
0186 (2 DS 000E& TSTL 388 (R2) 1 2020
06 12 000E8 BNEG 9%
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0000' CF 9F QOOEA PUSHAB P.ABR ; 2024
04 11 oooes BRB 108 :
| 0000' CF 9F 000FO 9%: PUSHAB P.ABT t 2028
6A 01 fB 000F4 10$: CALLS  #1, WRITE_OUTPUT :
48 11 000F7 11$: BRB 16§ L2014
08 AE 10 AE 6E (3 000F9 12%: SUBL3  DELTA_SDAYS, EXPIRATION, EXPIR_SDAYS 1 2032
0C AE 14 AE 0O 0O0OFF MOVL EXPIRATION, EXPIR SDAYS :
0C AE 04 AS D9 00104 SBW( DELTA_ SDAYS EXPIR SDAYS :
0C AE 04 A3 D1 00109 CMPL 4(R3)7 EXPIR_SDAYS?4 . 2033
08 1A 0010F BGTRU  13$% :
2F 12 00110 BNEQ 148 ;2034
08 AE 55 D1 00112 CMPL RS, EXPIR_SDAYS T 2035
29 1F 00116 BLSSU 16§ :
0186 (2 DS 00118 13$: 1STL 388 (R2) . 2038
11 12 0011¢C BNEQ 148 :
10 AE 9F 0011 PUSHAB EXPIRATION T 2040
14  AE 9F 00121 PUSHAB EXPIRATION . 2043
69 01 fB 00124 CALLS  #1, ASCIC_DAY_OF _WEEK :
50 00 00127 PUSHL RO :
0000' CF 9F 00129 PUSHAB P.ABV 1 2040
0fF 11 00120 BRB 15% :
10 AE 9¢ 0012F 14%: PUSHAB EXPIRATION 2045
14 AE 9F 00132 PUSHAB EXPIRATION . 2068
69 01 ¢B 00135 CALLS  #1, ASCIC_DAY_OF _WEEK :
50 DD 00138 PUSHL RO :
0000* CF 9F 0013a PUSHAB P.ABW 2045
68 03 FB 0013E 15%: CALLS  #3, WRITE_FAO :
66 DS 00141 16$: TSTL (R6) . 2055
05 12 00143 BNEQ 17% :
06 A6 DS 00145 TSTL 4 (R6) :
63 13 00148 BEQL 21$ :
50 68 DO 0014A 17$: MOVL UAF_RECORD, RO . 2058
10 A€ 01846 (0 ) 646 C3 0014D SUBL3  (R4Y, 38B8(R0O), EXPIRATION :
14  AE 6788 €O DO 00154 MOVL 392(R0), EXPIRATION :
14 AE 06 A4 D9 0015A SBWC 4(R4), EXPIRATION :
14 AE 04 A3 D1 0015F CMPL 4(R3). EXPIRATION*4 . 2059
08 14 00164 BGTR 18% :
14 12 00166 BNEQ 198 12060
10 AE 55 D1 00168 CMPL RS, EXPIRATION ;2061
0E 1F 0016C BLSSU 19§ ;
0105 €O 04 88 0016E 18$: BISB2 #4, 469(RO) ;2064
0000* CF 9F 00173 PUSHAB P.ABX ;2067
6A 01 B 00177 CALLS #i, WRITE_OUTPUT ;
31 11 0017A BRB 214 . 2059
08 A€ 10 AE &€ €3 0017C 19%: SUBL3  DELTA_SDAYS, EXPIRATION, EXPIR_SDAYS LN
0C AE 14 AE 50 00182 MOVL EXPIRKTION, EXPIR SDAYS ;
0C AE 04 AE D9 00187 SBWC DELTA_SDAYS, EXPIR_SDAYS ;
0C AE 06 A3 D1 0018C CMPL 4(R3)> EXPIR_SDAYST4 12072
08 1A 00191 BGTRU 208 :
18 12 00193 BNEQ 218 ;2073
08 AE 55 D1 00195 CMPL RS, EXPIR_SDAYS 2 2076
12 1fF 00199 BLSSU 21§ :
10 AE 9F 00198 20$: PUSHAB EXPIRATION 1 2076
14 »E 9F 0019E PUSHAB EXPIRATION . 2079
69 01 FB 001AY CALLS  #1, ASCIC_DAY_OF _WEEK ;
S0 DD 001A& PUSHL RO ;
0000° CF 9F 001A6 PUSHAB P.AB? . 2076
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v04-000

: Routine Size:

461 bytes,

000000006
000000006
000000006

Routine

03 fB

BC A8 ¢
01 8

BC A8 O9F
01 B

FF6C (8 OF
01 B

04
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: Routine Size:

Inputs:

Outputs:

{
t
i
;
:
i
i
i
i
i
i
i
i
i

BEGIN
BUILTIN AP;
LOCAL

range [0)
range [1]

RETURN $SETPRT(INADR
PRCT

b el e D ca D il s il e s i D e e e e D i D s i et b (OO
AIRVPININ) —d acd ek e e b e e ek e O O O QOO OOV OV OVVOP

NIROAL NI NINLAONO RN NINL AR NI N NI NI NI RS PO NINONIAO NN NN AN
£ L OO OV I AN — OO 00 N O WL ES NP O DD~V S~

=2 IR PIAI PRI PRI NI PO RININD ab e cd cad b cod ol oo s o b e e o o cand

END;

E
000000006
04 AE 000000006

000000006 00

36 bytes, Routine Base:

GLOBAL ROUTINE set_ppd_prot =

Access mode is executive.

AP = New page protection

range: VECTOR [2];

TAPY:

000

04 C

00 9

00 9

7e D

5C D

e 7

10 AE 9
05 ¢

0

$CODES + 0BZS

£ OO SMTMNNO
OOOOOOOCOOO0O

routine = status (not signaled)

! Address range

ppd; .
ppd + npd$c_length + Lgi$c_length - 1;

Change the page protection on the process permanent data area.

! Set page protection

OOOOOOOO00
(wlelelelelelelelelo
)b o ek =d ek OO

AN O NN NN O

as specified

.EXTRN

ENTRY
SUBLZ2
PUSHAB
MOVAB
CLRL
PUSHL
CLRQ
PUSHAB
CALLS
RET

SYSSSETPRT

SET_PPD_PROT, Save nothing
N4, SP

PPD

PPD+383, RANGE+4
-(SP)

AP

-(SP)

RANGE
#5, SYSSSETPRT

CJLOGIN.B3Z;

Pag
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¢ 1
LOGIN 16=-5ep=-1984 01:50:18 VAX-11 Bliss=32 v4.0-742
v04-000 14=-Sep=-1684 12:41:09 DISKSVMSMASTER:[LOGIN.SRCILOGIN.B3Z2;
YAl 2125 1 GLOBAL ROUTINE set_sysprv: NOVALUE =
: 171% 2126 1
R N A 2127 1 ===
s 1714 2128 1!
;1718 2129 1! Enable SYSPRV privilege in the current privilege mask in
;1716 2130 1! in order to obtain acess to system-wide files such as
s 1717 2131 1! SYSUAF and SYSALF,
; 1718 2132 1!
: 1719 2133 1 ! Inputs:
. 1720 213 1!
;1721 2135 1! None
;1722 2136 1!
. 1723 2137 1 ! OQutputs:
;1724 2138 1!
;1725 2139 1! None
;1726 2140 1 ‘'e--
. 1727 2141 1
: 1728 2142 2 BEGIN
;1729 2143 2
;1730 2144 2 LOCAL o
;TN 2145 2 privmask: BBLOCK (8], ! Privilege mask
1732 2146 2
;1733 2147 2 BiIND
;0 1734 2148 2 quadword = privmask: VECTOR; ! Access as 2 longwords
: 1735 2149 2 L
: 1736 2150 2 quadword [0] = 0; ! Initialize mask
;1737 2151 2 quadword [1] = 0; ..
: };%g %12% g privmask [prvSv_sysprv] = true; ! Set SYSPRV bit in mask
; 1740 P 2154 2 $StTPRV(PRVADR = ?rivmask. ! Disable SYSPRV privilege
;1761 2155 2 ENBFLG = 1);
;1742 2156 2
;1743 2157 1 END
EXTRN SYSSSETPRV
0000 00000 .ENTRY SET_SYSPRV, Save nothing
SE €2 00002 SUBLZ  #4, SP
7€ D& 00005 CLRL QUADWORD
04 AE D4 00007 CLRL QUADWORD +4
03 AE 10 88 0000A BISB2 #16, PRIVMASK+3
7€ 7C Q000E CLRQ -(SP)
08 AE 9F 00010 PUSHAB PRIVMASK
01 DD 00013 PUSHL #1
000000006 00 04 FB 00015 CALLS w4, SYSSSETPRVY
064 0001C RET

. Routine Size: 29 bytes, Routine Base: $CODES$ + 0B49

Pa
1 9

® s Ve B VLT DBV G

e 54
(12)

nJ
w

[AF 1 N1 V], ¥
- d d i
VIBWIRA N
VIR = O

2157




D 1
LOGIN 16-Sep-1984 01:50:18 VAX=-11 Bliss=32 V4.0-742 Page 55
v04-000 14-Sep=-1984 12:41:09 DISKSVMSMASTER: [LOGIN.SRCILOGIN.B32;1 (13
;1745 2158 1 GLOBAL ROUTINE clear_sysprv: NOVALUE =
: 1746 2159 1
0 1747 2160 1 !=e-
s 1748 2161 1!}
;1749 216% 1! Disable SYSPRV privilege which is given because the program
: 1750 2163 1! is normally installed with it in order to obtain acess to
;175 2164 1! system-wide files such as SYSUAF and SYSALF. The privilege
; 1752 2165 1! is not disabled if the process is authorized to have it,
: 1753 2166 1!
: 1754 2167 1 ! Inputs:
;1755 2168 1!
;1756 2169 1! None
s 1757 2170 1!
: 1758 2171 1 ! Qutputs:
; 1759 2172 1!
. 1760 2173 1! None
;1761 2174 1 !e=-
;1762 2175 1
;1763 2176 2 BEGIN
;17664 2177 2
;1765 2178 2 LOCAL
: 1766 2179 2 privmask: BBLOCK [8]; ! Privilege mask
;1767 2180 2
: 1768 2181 2 BIND
; };98 5}2% 5 quadword = privmask: VECTOR; ! Access as 2 longwords
;1IN P 2184 2 $SETPRV(PRVPRY = ?rivmask. ! Get authorized privilege mask
, 1772 2185 2 PRMFLG = 1);
c 1773 2186 2
s 1774 2187 2 IF .privmask [prvSv_sysprv] ! It authorized to have SYSPRV,
s 1775 2188 2 THEN
;1776 2189 2 RETURN; ! then do nothing
;1777 2190 2
; 1778 2191 2 quadword (0] = 0; ! Initialize mask
. 1779 2192 2 quadword [1] = 0; .
: 1;2? g}gz 3 privmask [prv8$v_sysprv] = true; ! Set SYSPRV bit in mask
; 178¢ P 2195 2 SSETPRV(PRVADR = Brivmask. ! Disable SYSPRV privilege
; 1783 2196 2 ENBFLG = 0);
; 1784 2197 2
; 1785 2198 1 END;
0004 00000 LENTRY CLEAR_SYSPRV, Save R2 : 2158
52 000000006 Q0 9¢& 00002 MOVAB  SYS$SETPRvV, R2 :
b13 08 (2 00009 SUBLZ #B8, SP :
S 0D 0000C PUSHL  SP : 2185 ¢
01 0D 0000E PUSHL ' 2 :
7€ 7C 00010 CLRQ -(SP) :
62 04 B 00012 CALLS #4, SYSSSETPRY :
10 03 AE 04 EO 00015 B&S #4, PRIVMASK+3, 1% : 3187
6 7C 0J01A CLRQ QUADWORD : 219
03 AE 10 88 0001C BISBZ 16, PRIVMASK+3 ; 2193
7¢e  7C 00020 CLRQ -(SP) : 2196




LSGIN
v0&-000

1

1 -1 5 VAX=11 Bliss=32 v4,0-742 6
14 : ngk 92 ‘? 68 DISKSVMSMASTER: [LCGIN.SRCILOGIN. B3Z: 1 (1%)

08 AE 9F 000 2 PUSHAB  PRIVMASK ;

7 D& 000 CLRL -(SP) :

62 06 FB 00027 CALLS  #4, SYSSSETPRY ;

04 0002A 1%: RET
; Routine Size: 43 bytes,

: 2198
Routine Base: $CODES + 0B66




F 1
LOGIN 16=-Sep=-1984 01:50:18 VAX=11 Bliss=32 v4.0-742 Page 57
v04-000 14-Sep-1984 12:41:09 DISKSVMSMASTER: [LOGIN.SRCILOGIN.B3?;1 (14)
; 1787 2199 1 GLOBAL ROUTINE clear_log_io: NOVALUE =
; 1788 2200 1
. 1789 2201 1 lee-
. 1790 220§ 1!
;1791 2203 1! Disable LOG_IO0 privilege which is given because the program
;1792 2204 1! is normally installed with it in order to force termina
; 1793 2205 1! hangups in case of error. The privilege is not disabled if
. 1794 2206 1! the process is authorized to have it.
: 1795 2207 1!
; 1796 2208 1 ! Inputs
: 1797 2209 1!
; 1798 2210 1! None
; 1799 2211 1!
. 1800 2212 1 ! Outputs
;1801 2213 1!
: 1802 2214 1! None
: 1803 2215 1 !==-
: 1804 2216 1
. 1805 2217 2 BEGIN
: 1806 2218 2
. 1807 2219 2 LOCAL ]
; 1808 2220 ¢ privmask: BBLOCK [8]; ! Privilege mask
; 1809 2221 2
. 1810 2222 2 BIND .
: }g}} %552 S quadword = privmask: VECTOR; ! Access as 2 longwords
. 1813 P 2225 2 SSETPRV(FRVPRV = ?rivmask, ! Get authorized privilege mask
;1814 2226 ¢ PRMFLG = 1),
. 1815 2227 2 .
. 1816 2228 2 IF .privmask [prvSv_tog_iol ! 1f authorized to have LOG_IO,
; 1817 2229 2 THEN
. 1818 2230 2 RETURN; ! then do nothing
. 1819 2231 2 o
. 1820 2232 2 quadword [0) = O; ! Initialize mask
. 1821 2233 2 quadword [1] = O; o
R }g%g %%gg % privmask [prvSv_log-ioJ = true; ! Set LOG_IO bit in mask
. 1824 P 2236 2 SSETPRV(PRVADR = Brivmask. ! Disable LOG_IO privilege
; 1825 2237 2 ENBFLG = 0);
. 1826 2238 2
. 1827 2239 1 END;
0004 00000 .ENTRY CLEAR LOG_10, Save R? ; 2199
52 000000006 Q0 9 00002 MOVAB  SYSSSETPRV, R2 :
SE 08 (2 00009 SUBLZ #8, SP :
S¢€ DD 0000C PUSHL  SP . 2226
01 0D 000QOE PUSHL M ;
7e  7C 00010 (LRQ -(SP) H
LY 04 ¢B 00012 CALLS  #4, SYSSSETPRvY :
6E 95 80015 1STB- PRI /MASK ;2228
10 19 00017 BLSS 1% :
6€ 7C 00019 (LRQ QUADWORD . 2232
6E 80 8F 88 00018 BISB2 #1728, PRIVMASK i 223G

- ek e Mk A MM S el mn e et S e —— . —— i —— —— o
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58
(14)

; 2237

Page

i55=32 V&4&.,0-742
SRCILOGIN.B32;1

8
)

VAX=11 Blis
DISKSVMSMASTER:[LOGIN.

LOGIN
v04-000

-(SP)
PUSHAB PR]IVMASK

CLRQ

=(SP)

CLRL

#4, SYSSSETPRV

CALLS
RET

62

; 2239

6«2 bytes, Routine Base: S$CODES + OB9

: Routine Size:

L3




CH$COPY((fail_password [0] = MINU(.passworde (0],
nsa$s_pkt_password)),
6passuordZ (1],

n§a§s_pkt_passuord
.fail_password (11§,

G
LOGIN 16-5ep=-1984 01:50:18 VAX=11 Bliss-32 v4.0-742 Page 59
v04=-000 14-Sep=1984 12:41:09 DISKSVMSMASTER: [LOGIN.SRCILOGIN.B32:1 = (15)
: }g%g g%:? } GLOBAL ROUTINE validate_uafrec (username, passwordl, password?): NOVALUE =
. 180 224% 1 le--
; 1832 22648 1! L _
. 1833 2244 1! Lookup the specified username in the authorization file
s 18%4 22645 1! and validate the passwords. Apply breakin detection / evasion
; 1835 2246 1! as appropriate.
. 1836 2247 1!
;1837 2248 1 ! Inputs
. 1838 2249 1!
. 1839 2250 1! username = Address of descriptor of username
. 1840 2251 1! password]l = Address of descriptor of primary password
. 1841 225¢ 1! passwordd = Address of descriptor of secondary password
. 18472 225% 1!
; 1843 2256 1 ! Outputs
. 1844 2255 1!
. 1845 2256 1! uvat_record = Address of UAF record for user
. 1846 2257 1 !e--
; 1847 2258 1
. 1848 2259 2 BEGIN
; 1849 2260 2
; 1850 2261 2 MAP
. 1851 2262 2 username: REF VECTOR, ! Address of username descriptor
. 1852 2265 2 passwordl: REF VECTOR, . Address of password #1 descriptor
. 1853 2266 ¢ password2: REF VECTOR; ! Address of password #2 descriptor
; 1854 2265 2
. 1855 2¢66 2 LOCAL
. 1856 2267 2 status, )
; 1857 2268 2 arglist: VECTOR [2]; ! Argument Llist for CIA_SCAN
; 1858 2269 ¢
; 1859 2270 2 status = get_uafrec(.username); ! Read the UAF record
. 1860 2271 2 i
. 1861 2272 2 IF .uat_record NEQ O ! validate both passwords
. 1862 2273 2 THEN
. 1863 2274 3 BEGIN
; 1864 2275 & IF NOT (status = LgiScheck_pass(.passwordl, .uaf_record, O))
. 1865 2276 3 THEN
; 1866 2277 4 (HSCOPY((fail_password (0] = MINU(.passwordl (0], ! Save password
; 1867 2278 3 nsa$s_pkt_password)), ..
. 1868 2279 3% .password! (1], ! for auditing
. 1869 2280 3 .
; 1870 2281 3 nsa$s_pkt_password,
. 187 2282 3 .fail_password [1])
. 1872 2283 3 ELSE
, 1873 2284 & BEGIN
; 1874 2285 & IF .bblock (uaf_record [uaf$q_pwd2],0,0,32.0) NEQ 0
. 1875 2286 & OR .bblock (uaf_record [uat$q_pwdl],4,0,32,0) NEQ O
. 1876 2287 & THEN _
. 1877 2288 5 IF NOT (status = lgiScheck_pass(.password?, .uaf_record, 1))
; 1878 2289 & THEN
1879 2290 5
1880 2291 &
1881 2292 &
1882 2293 &
1883 2294 &
1884 2295 &
1885 2296 3

COOOOO0COOD N NN N NNNNNN

END;
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[ 1
LOGIN 16-Sep-1984 01:50:18 VAX=-11 Bliss=32 v&.0-742 age 60
v04-000 14=-Sep=-1984 12:41:09 DISKSVMSMASTER: [ GIN.SRCILOGIN.B3?2; 1 (15)
; 1886 2297 % [f .status EQL -4 . Special 1nvalid password status?
. 1887 c298 g THEN status = Lgi$_invpwd;
. 1888 2%99 If NOT .status _ _
. 1889 2300 3% THEN uodate _uaf_record(); ! Increment login failure count
. 1890 2301 2 END;
; 1891 2302 2
. 1892 2303 % arglist(0] = 1;
. 1893 2304 IF "NOT .status ! 1f error detected,
; 1894 2305 THEN
. 1895 2306 BEGIN
: 1896 2307 arglist(1] = 0; . ! Call CIA_SCAN, with 0,
. 1897 P 2308 3 1F"NOT SCMKRNL(ROUTIN = cia_scan, ! which means check this
. 1898 2309 & ARGLST = arglist) i for a suspect’
. 1899 2310 3 THEN
; 1900 2311 3 security_audit(nsaSk_rectyp_logb); ! Audit the breakin
: 1901 2312 3 END
; 1902 2313 2 ELSE
; 1903 2314 3 BEGIN
; 1904 2315 % arglist{1]) = ! Call CIA_SCAN, to see if
; 1905 P 2316 3 1F NOT SCHKRNL(ROUTIN = cia_scan, i this might be an intruder.
; 1906 2317 & ARGLST = arglist)
; 1907 2318 3 THEN status = lgi$_evade;
. 1908 2319 2 END;
1909 2320 2 , .
1910 2321 2 ppd (ppd$l_Llststatus) = .status; ! set final job status
;19N 2322 2
;1912 2323 2 If NOT .status )
; 1913 2324 2 THEN SIGNAL_STOP(lgi$_notvalid); ! say it was a password problem
;1914 2325 ¢
: 1915 2326 1 END;
07fC 00000 LENTRY xequaTE UAFREC, Save RZ2,R3,R4,RS,R6,.R7,.RB8,-; 2240
SA 000000006 00 9E 00002 MOVAB  SYSSCMKRNL, R10 :
59 000000006 00 9¢ 00009 MOVAB  CIA_SCAN, R9 :
58 000000006 00 9t 00010 MOVAB  LGISCHECK PASS R8 :
57 0000' CF 9E 00017 MOVAB  UAF_RECORD, :
5 08 (2 0001C SUBL? #B, SP :
06 AC DD 0001F PUSHL  USERNAME : 2270
0000v CF 01 FB 0002; CALLS  #1, GET_UAFREC :
56 S0 00 0002 MOVL RO, STATUS H
50 67 D0 0002A MOVL UAF _RECORD, RO s 2272
70 13 00020 BEQL 7% :
7€ D4 000§F CLRL ~(SP) : 2275
50 0D 00031 PUSHL RO :
52 08 AC DO 00033 MOVL PASSWORD1, R? .
5¢ 0D 00037 PUSHL R§ :
68 0% FfB 00039 CALLS #3, LGISCHECK_PASS :
56 50 00 0003C MOVL RO, STATUS :
0A 56 E8 0003f BLBS STAT US. 1% :
50 62 00 00042 mOVL (R2), RO . 2277
1f 50 01 00045 (MPL RO, #31 :
2E 1A 00048 BGTRU 3 :

<
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J 1
LOGIN 16-Sep-1984 01:50:18 yAX=11 Bliss=32 V&4.0=-742 Page 61
v04-000 14-Sep-1984 12:41:09 DISKSVMSMASTER: [LOGIN.SRCILOGIN.B32;1 9 (12
51 S5 D0 000er 15: ool okt RecoRD, RY : 2285
L vL U . 2
50 015¢ (1 9§ 0004F MOVAB  348TR1), R :
60 DS 00054 TSTL (RQ) ;
05 12 00056 BNEQ 23 :
064 A0 DS 00058 TSTL 4 (RO) ; 2286
2A 13 00058 BEQL 5% :
01 0D Q005D 2%: PUSHL # . 2288
S1 0D QO0Q5SF PUSHL R :
52 0C AC DO 00061 MOVL PASSWORDZ2, R?2 :
52 DD 00065 PUSHL R% :
68 03 FB 00067 CALLS #5, LGISCHECK_PASS :
56 SO DO 0006A MOVL RO, STATUS :
17 56 €8 0006D BLBS STATUS, 5% :
50 62 00 00070 MOVL (R2), RO ; 2290
1F SO D1 00073 CMPL RO, #31 :
03 1B 00076 BLEQU 4% :
50 1fF DO 00078 3%: MOVL #31, RO :
30 A7 50 DO 0007P 4$: MOVL RO, FAIL PASSWORD :
1f 00 06 B2 3 gg 2C 8853% MOVCS RO, @4(R2), #0, #31, GFAIL_PASSWORD+4 . 2295
FFFFFFFC  BF 56 D1 00087 5%: CMPL STATUS, #=4 ; 2297
07 12 0008¢ BNEQ 63 :
56 000000006 8F 0O 00090 MOVL #LGIS INVPWD, STATUS : 2298
05 S6 E8 00097 6%: BLBS STATUS, 78 ; 2299
FCFE  CF 00 FB 0009A CALLS  #0, UPDATE_UAF_RECORD : 2300
6F 01 00 0009F 7%: MOVL #1, ARGL]SY : 2303
18 56 €8 000A2 BLBS STATUS, 8% : 2304
04 AE D& 0Q00AS CLRL ARGL IST+4 ; 2307
4200 8F 88 000A8 PUSHR #*M<R9,SP> ; 2309
6A 02 FB Q00AC CALLS  #2, SYSSCMKRNL :
20 50 EB8 OO00AF BLBS RO, 9% ;
04 0D 000B2 PUSHL  #4 ;23N
000000006 00 01 FfB 000B4 CALLS #1, SECURITY_AUDIT ;
15 11 000B8 BRB 9% ; 2304
04 AE 01 DO 000BD 8$: MOVL #1, ARGLIST+4 ; 2315
4200 8f 8B 000C) PUSHR  #*M<R9,SP> ;2317
6A 02 FB 000CS CALLS  #2, SYSSCMKRNL :
07 50 €8 000C8 BLBS RO, 9% ;
56 000000006 8F DO 000CB MOVL #LGIS EVADE, STATUS ; 2318
000000006 00 56 D0 000D2 9%: MOVL STATUS, PPD+24 . 2321
00 56 EB8 00009 BLBS STATUS, 10$% ;2323
000000006 8F DD 000DC PUSHL #LGIS NOTVALID ; 2324
000000006 00 01 F¢B GOOE? CALLS M1, LIBSSTOP :
04 000E9 108: RET D 2326

; Routine Size: 234 bytes, Routine Base: S$CODES + 0BBB




K 1
LOGIN 16-Sep-19gk 01:50:18 VAX=11 Bliss=32 Vv&.0-742 Page 62
v04-000 14=-Sep=-1984 12:41:09 DISKSVMSMASTER:[LOGIN.SRCILOGIN.B32; 1 (16)
;1917 2327 1 GLOBAL ROUTINE get_uafrec (username) =
. 1918 2328 1
. 1919 2329 1 '=--
. 1920 2330 1! . ' L .
. 1921 2331 1! Look ip the specified username in the authorization file
. 1922 2332 1! and use it without checking any password.
. 1923 2333 1!
;1924 233 1 ' Inputs
. 1925 2335 1! _ .
;1926 2336 1! username = Optional address of descriptor of username to look for.
s 1927 2337 1!
; 1928 2338 1 ! Outputs:
;1929 233 1!
. 1930 2340 1! vaf_record = Address of UAF record for user
19 2341 1!
; 1932 2362 1 ! Return Value:
. 1933 2343 1! i .
;1934 2346 1! true if UAF record successfully read OR if UAF is unavailable
;1935 2345 1 ! and the terminal is OPAO:
; 1936 2366 1! false otherwise
; 1937 2347 1 ===
. 1938 2348 1
. 1939 2349 2 BEGIN
: 1940 2350 2
;1941 2351 2 BUILTIN _ o
; 1942 2352 2 NULLPARAMETER; ' True if no parameter specified
;1943 2353 2
;1944 2354 2 MAP .
;1945 2355 2 username: REF VECTOR; ! Address of username descriptor
;19646 2356 2
;1947 2357 2 EXTERNAL
; 1948 2358 2 ctl$t_username: BBLOCK; ! Current username
; 1949 2359 2
; 1950 2360 2 LOCAL
;1951 2361 2 status, )
;1952 2362 2 uaf_desc:  VECTOR [2], ! Descriptor of UAF record buffer
; 1953 2363 2 desc: VECTOR [2]; ! Username descriptor
;1954 2364 2 .
; 1955 2365 2 IF NOT NULLPARAMETER(1) ! 1f parameter specified,
. 1956 2366 2 THEN
. 1957 2367 3 BEGIN )
; 1958 2368 3 desc [0] = .username (0], ! then use given username
;1959 2369 3 desc (1] = .username (1];
. 1960 2370 3 END
. 1961 2371 2 ELSE
; 1962 2372 3 BEGIN N _
; 1963 237y 3 desc [0) = jibSs_username; ! Setup descriptor of current username
;1964 23764 3 desc [1) = ctl$t_username;
: 1965 2375 2 END;
. 1966 2376 2 :
. 1967 2377 2 uaf_desc (01 = uatS$k_lenqth; ! Setug descriptor of butfer
: 1968 2378 2 status = LIBSGET_vM(uat_desc [0], uaf_desc [1]); ' Allocate buffer
;1969 2379 2 IF NOT .status ! It error detected,
; 1970 2380 2 THEN _
: :g;} S§g1 % SIGNAL _STOP(.status); ! then signal fatal error
. 1973 238% 2 status = lgi%searchuser(desc, ! Search UAF for authorization record

V2000V VIVEVINIVEBVIVIVEVe VI VIV Go 0o Ve e Ve v,
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1k-Sep-19 & 01:50:18 VAX=11 Bliss=-32 v&.0-742 Page 63
164-Sep-1984 12:41:09 DISKSVMSMASTER: [LOGIN.SRCILOGIN.B32; ! (16)
. Skip password checking
uaf_desc, Address of descriptor of buffer
FAB for UAF access

7] ab
uat_rabj; RAB for UAF access
If .status EQL =2 Special invalid username status?

THEN status = Lgi$_nosuchuser;

IF NOT .status ! It error detected,

THEN
BEGIN
uaf_recorg = 0, . ..Show no user record _
pcb_Ets [$BITPOSITION(pcbSy_secaudit)) = 0; ! and no mandatory auditing
ppd [ppdSi_Llststatus] = .status; ' Initialize (ststatus
IF .status EQL Lgi$_nosuchuser ' It invalid username
THEN RETURN .status; ! return the error

' [f user is at the console, allow login.
; Otherwise, signal a fatal file access error,

1F CHSNEQ (.phy_term_rame([0], .phy_term_name(1], 6, UPLIT BYTE('_OPAD:'/)
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THEN .
SIGNAL_STOP(Lgi$_tileacc,0,.status);
END
ELSE
BEGIN
uaf_record = .uat_desc (1]; ! Mark UAF record present )
cb_sts [SBITPOSITION(pcbSv_secaudit)) = 0; ! Guess at no mandatory audit
F uaf_record [uaft$v_audit] ' 1t UAF says mandatory auditing
E:SN pcb_sts [$BITPOSITION(pcbSv_secaudit)] = 1; ! then do auditing
RETURN 1;
END;

.PSECT SPLITS,NOWRT,NOEXE,?2
3A 30 41 50 4F SF Q033D P.ACA: LASCII \_OPAQ:\ :

.PSECT $CODES ,NOWRT,?2

00FC 00000 .ENTRY GET UAFREC, Save R2,R3,R4,R5,R6,R7 - 2327
57 000000006 8F DO 00002 MOVL #LGTS NOSUCHUSER, R7 :
56 000000006 00 9E 00009 MOVAB  LIBSSTOP, Ré ;
55 0000° CF 9E 00010 MOVAB  UAF_RECORD, RS ;
SE 10 C2 00015 SUBL2 #1677 SP ;
6C 95 00018 TSTB (AP} ;2365
0E 13 0001A BEQL 18 :
04 AC DS 0001¢C TSTL 4 (AP) :
09 13 0001F BEQL 1% ;
50 04 AC DO 00021 MOVL USERNAME, RO : 2368
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LOGIN 16-5ep=-1984 01:50:18  VAX-11 Blis 32 V4.0-742 age 64
v04-000 14-Sep-1984 1¢.41:09  DISKSVMSMASTER:[LOGIN.SRCILIGIN.B32; 9% 18>
6€ 60 7D ooogs MOVQ  (RO), DESC ;
08 11 00028 BRB 2% ;2365
6F 0C DO 0002A 18%: MOVL  #12, DESC 22373
04  AE 000000006 Q0 9t ooogo MOVAB  CTLST_USERNAME, DESC+4 ;0374
08  AE 0584 8F 3C 00035 2%: MOVIWL #1412 UAF_DESC ;2377
0C AE 9F 00038 PUSHAB UAF _DESC+4 ;2378
0C AE 9F 0003E PUSHAB UAF-DESC :
000000006 00 0 FB 00041 CALLS  #2, LIBSGET_VM :
54 50 00 00048 MOVL RO, STATUS :
05 54 E8 00048 BLBS  STATUS, 38 2379
56 DD 0004E PUSHL  STATUS : 2381
66 01 £B 00050 CALLS  #1, LIBSSTOP :
BC AS 9F 00053 3s: PUSHAB UAF _RAB . 2383
FF6C €5 9F 00056 PUSHAB UAF_FAB :
10 AE 9F 0005A PUSHAB UAFDESC :
7E D4 00050 CLRL  =(SP) :
10 AE 9F 0005F PUSHAB DESC ;
000000006 00 05 FB 00062 CALLS  #5, LGISSEARCHUSER :
54 50 00 00069 MOVL RO, STATUS ;
FFFFFFFE  BF 54 D1 0006C CMPL  STATUS, #-2 : 2388
03 12 00073 BNEQ  4$ :
54 57 DO 00075 MOVL  R7, STATUS ; 2389
FFS3 (S 08 B8A 00078 4$: BICB2 #B8, PCB_STS+3 ;2395
2D 54 E8 00070 BLBS  STATUS, 6% ;2391
65 D4 00080 CLRL  UAF_RECORD ;2394
000000006 90 54 DQ 00082 MOVL  STATUS, PPD+24 ;2396
57 54 D1 00089 CMPL  STATUS, R7 ; 2398
064 12 0008C BNEG 5% :
50 54 DO 0008E MOVL  STATUS, RO ;2399
04 0009 RET :
06 00 4% BS 40 A5 2D 00092 5%: CMPC5  PHY_TERM_NAME, @aPHY_TERM_NAME+4, #0, #6, = . 2405
0000" (F 00099 P.ATA :
21 13 0009C BEQL 7§ :
54 0D 0009E PUSHL  STATUS ;2607
7€ D4 000AQ CLRL  =(SP) :
000000006 8F DD 000A2 PUSHL  #LGI3_FILEACC :
66 03 FB 00OAS8 CALLS xs LIBSSTOP :
12 11 000AB BRB ;2391
65 0C AE DO 000AD 6%: MOVL UAF _DESC+4, UAF_RECORD P 2412
50 65 00 000B1 MOVL  UAFZRECORD, RO 22414
05 010 €0 03 €1 000B4 BB( #3,7469(RO), 78 :
FF53 (5 08 88 000BA BISB2 #8, P(B_STS+3 ;2415
50 01 00 000BF 7% MOVL  #1. RO P 2418
04 0002 RET ;2419

; Routine Size: 195 bpytes, Routine Base: $CODES + QCAS
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LUGIN 16-Sep=-1984 01: iss=32 V4 ,0-742 Pa
v04-000 14 Seg 1984 1 1

L - ge 65
MASTER:[LOGIN.SRCILOGIN.B3?; (17)

;¢ 2420 1 GLOBAL ROUTINE logout_message: NOVALUE =
; 2012 2621 1
; ¢013 2622 1 le==
. 2014 2423 1 ! .
. 2015 2624 1! Write the logout message to the output stream.
; 2016 2625 1 !
. 2017 2426 1 ! Inputs
. 2018 2627 1!
. 2019 2428 1! full_logout = True if should output full display, else briet
; 2020 2629 1!
;201 2430 1 ! Qutputs:
: 202% 2631 1!
; 202 26432 1! None
. 202¢ 2633 1 l---
. 2025 24636 1
. 2026 2435 2 BEGIN
: 2027 2636 2
; 2028 26437 2 BUILTIN EMUL;
. 2029 2438 2
. 2030 2439 2 EXTERNAL ROUTINE
; 20 2440 2 LibSsubx; ! Subtract 2 quadword numbers
. 2032 26441 2
. 2033 2442 2 OuWN .
. 2034 2443 2 bufio, ! Number of buffered 1/0's
. 2035 24464 2 wspeak, ! Peak working set size
. 2036 2445 2 dirio, ! Number of direct 1/0's
; 2037 2646 2 virtpeak, ! Peak page file size
. 2038 2447 2 pageflts, ! Number of page faults
. 2039 2448 2 volumes; ! Number of volumes mounted
. 2040 26469 2
;2061 2450 2 LOCAL
2042 2451 2 cputim: VECTOR [2]. ! Total CPU time
; 2063 2452 2 logintim:  VECTOR [2]. ! Login date/time
; 2044 2453 2 curtime: VECTOR [2], ! Current date/time
. 2045 2454 2 username:  VECTOR [2], ! Descriptor of username
; 2046 2455 2 procname: VECTOR [2]. ! Descriptor of process name
. 2047 2656 2 username_buffer: VECTOR [16,BYTE],
; 2068 2457 2 procname_buffer: VECTOR [16,BYTE], _ _
; 2049 2458 2 jpi_Llist:  BBLOCK [128]; ! GETJP] item list
. 2050 2459 2
. 205 2460 2 username (1] = username_buffer;
2052 2461 2 procname [1]) = procname_buffer;
2053 2662 2
. 2054 2463 2 jpi_Llist [0,0.16,0) = XALLOCATION(username_buffer);
. 2055 2466 2 1pi_List (2,0,16,0) = jp $_username;
; 2056 2465 2 1pi_Llist [4,0,32,0) = username_buffer;
. 2057 2666 2 pi_List [8,0,32,0) = username [0];
; 2058 2467 2 1pi-list [12,0,14,0] = TALLOCATION(procname_buffer);
; 2059 2468 2 |pi_List [14,0,16,0) = jpiS_prcnam;
; 2060 2669 2 jpi_List [16,0,32,0] = procname_butfer;
. 20 2470 2 pi_List [20,0,32.0] = Brocname (0J;
: S:;; g Jpi_List (24,0,32.0) = 0;
%2;2 5 $SGETJPICITMLST = jpi_Llist); ! Get username and process name
2475 2 IfF .ppd (ppd$v_mode]) ' It batch job,
2476 2 THEN
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write_fao(UPLIT BYTE(XASCIC '
username,

%h?ﬁ IF NOT .subprocess
write_fao(UPLIT BYTE(XASCIC
3§ername.

ELSE
write_fao(UPLIT BYTE(XASCIC '
B;gcname,

IF NOT .full_logout
THEN
RETURN;

setup_jpidvi_Llist(jpi_Llist,
jpis$_bufio,é bufio,
1pis$_wspeak 1.wspeak.
Jpis_dirio,&,dirio,
1pis$_virtpeak,4,virtpeak,
1pi$_pageflts, 4, pageflts,
1pi8_voluines, &, volumes,
1p13_cpug1m.ﬂ.cput1@. )
6p630§og1nt1m,8.1og1nt\m.

SGETJPICITMLST = jpi_Llist);
EMUL (XREF (-100000) ,cputim,XREF (0) ,c

SGETTIM(TIMADR = curtime);
LIBsSSUBX(logintim,curtime,logintim)

write_fao(UPLIT BYTE(XASCIC '!/ Ac
write_fao(UPLIT BYTE(XASCIC
' Buffered 1/0 count:!13UL
. .bufio, .wspeak);
write_fao(UPLIT BYTE(XASCIC
' Direct 1/0 count:
. .dirio, .virtpeak),
write_tao(uPLIt BYTE(XASCIE
' Pa?e faults:
.pagetlts, .volumes);

write_fao(UPLIT BYTE(XASCIC
' C(harged (PU time:
cputim, logintim);

'13uL

!13uL

'XD

END;

SZ
-Sep-
-Sep-

.AS jcb terminated at '%D'),

! else if main interactive job,
'AS logged out at 'XD'),

! Else, if subprocess
Process 'AS logged out at 'XD'),

! It brief message desired,
! then skip rest

! Get statistics

putim); ! Convert MS to 100 NS units

! and negate to convert to delta time

! Get current time
counting information:'));

Peak working set size:'6UL"),

Peak page file size: '6UL'),
Mounted volumes: '6UL"),
Elapsed time: 'XD'),
LPSECT  SPLITS,NOWRT ,NOEXE,?

2 V4.0-742
STER:[LOGIN.SRCILOGIN.B32;

! Subtract giving negative elapsed time
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LNGIN 16-Sep=1984 01:50:18 VAX=11 Bliss=32 v4.0-742 67 LOG
v04=-000 14-Sep=-1984 12:41:09 DISKSVMSMASTER: CLOGIN.SRCJLOGIN.B32; 1 age (17) V04
60 72 65 76 20 62 6F 6A 20 S3 41 21 20 20 1B 00343 P.ACB: .ASCII <27>\ 'AS job terminated at '¥D\ ; ;g
6k 25 21 20 76 61 20 bk 65 74 &1 6F 69 00353 j : ;2
6F 20 64 65 67 67 6F 6C 20 S3 41 21 20 20 17 QO35F P.ACC: .ASCII <23>\ !AS logged out at 'ID\ ;
20 53 41 21 20 73 33 62 &3 of 73 S0 59 56 17 S35 baco: ascir <31 P s | y :
. o, <31> rocess 'A ogged out at XD\ :
21 20 T4 61 20 T4 75 6F 20 446 65 67 67 22 gg 88%32 99 .
67 6B 69 76 6E 75 6F 63 63 41 20 20 2F 21 1B 00397 P.ACE: .ASCII <27>\!/ Accounting information:\ :
3A 6E 6F 69 7264 61 6D T2 6F 66 6FE 69 20 003A6 ; :
LF 2F 49 20 64 65 72 65 66 66 75 42 20 20 3IA 003B3 P.ACF: .ASCII \: Buffered I1/0 count:'13UL Peak wo\ ’
20 20 20 4C S5 33 31 21 A 74 6FE 75 6F 63 20 003C2 : ’
6F 77 20 6B 61 65 SO 20 20 ;o 00301 : .
3A 65 TA 69 73 20 764 65 73 20 67 EE gg gg 2{ 88%22 LASCII \rking set size:'6Uc\ ; ;
63 20 4F 2F 49 20 74 63 65 72 69 44 20 20 3A OO3EE P.ACG: .ASCII \: Direct 1/0 count: '13UL Peak pa\ E .
20 20 20 4C 55 33 31 21 20 20 3A 74 6E 75 6F 003fD g ; .
61 70 20 6B 61 A5 S50 20 20 20 0040C ;
20 20 3A 65 TA 69 73 20 65 6C 49 2g gg gg gz 882%? LASCII \ge file size: '6UL\ :
3A 73 74 6C 75 61 66 20 65 67 61 SO 20 20 3A 00429 P.ACH: .ASCII \: Page faults: 113uL Mounted\
20 20 20 4C S5 33 31 21 20 20 20 20 20 20 20 00438 ; ‘
646 65 74 6E 7S 6F 4D 20 20 20 00447 ; .
20 20 20 20 20 20 3A 7?3 65 &D 75 6C 6F 76 20 00651 LASCIT N\ volumes: T6UL\ ; ;
& 55 36 21 00460 ; ;
20 55 50 43 20 64 65 67 72 61 68 43 20 20 2D 00464 P.ACI: .ASCII \= Charged CPU time: 'XID Elapsed time\ : .
6C 45 20 20 20 44 25 21 20 20 3A 65 6D 69 74 00473 ; ;
65 6D 69 74 20 64 65 73 70 61 00482 ;
& 25 21 20 20 3a 0048C JASCIT  \:  '¥D\ ;

PSECT $OWNS NOEXE,2

00104 BUFIO: .BLKB 4
00108 WSPEAK: .BLKB 4
0010C DIRIO: .BLKB 4 ;
001E0 VIRTPEAK:
.BLKB 4 ;
001E4 PAGEFLTS:
.BLKB 4 ;S
001E8 VOLUMES:.BLKB & ; 2
LEXTRN LIBSSUBX, SYSS$GETJPI ; t
.PSECT $CODES,NOWRT,?2 : z
003¢ 00000 .ENTRY LOGOUT MESSAGE., Save R2.R3.R4.RS ;2420
55 000000005 00 9F 00002 MOVAB  SYSSGETJPI, RS ;
54 0000' CF 9E 00009 MOVAB P.ACB. R4 :
53 0000' CF 9E 0000 MOVAB BUFIO. R3 :
52 000000006 00 9E 0001 MOVAB  WRITE FAD, R2 :
SE FF3C CE 9E 0001A MOVAB  -196(SP), SP :
E4 AD (8 AD 9E 0001F MOVAB  USERNAME ‘BUFFER, USERNAME +4 2460
DC  AD B8 AD 9E 00024 MOVAB  PROCNAME “BUFFER. PROCNAME +4 2461
02020010 8F DD 00029 PUSHL  #33685520 L2463
04 AE (8 AD OE oooir MOVAB USERNAHE "BUFFER, JPI_LIST+4 2465
08 AE E0  AD 9E 00034 MOVAB SRNAH; JP1 LisT+8" D 2466
0C AE 031¢0010 8F DO 00039 MOVL 52166672, JPT LIST+12 2467
10 AE 88 AD 9E 00041 MOVAB PROCNAHE _BUFFER, JPI_LIST+16 2669
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LOGIN 16-Sep=1984 01:50:18 VAX=11 Bliss=32 V&.0-742 e 68 vof
v04-000 14-Sep-1984 12:41:09 DISKS$VMSMASTER: (LOGIN.SRCILOGIN.B32:; 1 29¢ 1%
¢ AE D8 AD 9F 00046 MOVAB  PROCNAME, JPI_LIST+20 . 2470
8 AE D& 00048 CLRL JPI LIST+24 Lo47
7€ 7¢C oooas CLRO =(SP) 12473
B D& 0005 CLRL -(SP) :
00 AE  9f ooosg PUSHAB JP] LIST :
7€ 7¢ 0005 CLRQ ~(SP) :
65 65 ?3 88823 Eths ;§Spgvssser px :
L J :
09 000000006 00 01 €1 0005¢ 88( PPD+2, L2475
76 D4 00064 CLRL -(§P> L2477
EO0  AD 9F 00066 PUSHAB USERNAME :
5¢ DD 00069 PUSHL  Ré :
17 11 00068 BRB 1s ;
0A 0000 CF E8 0006D 1%: 8LBS SUBPROCESS, 2% . 2480
7 D& 00072 CLRL ~(SP) . 2482
E0 AD 9F 00074 PUSHAB USERNAME ;
1C AL 9F 00077 PUSHAB P.ACC :
08 11 0007A 8Rb 3$ :
7€ D& 0007C 2%: CLRL = (5P) T 2486
D8 AD 9F 0007E PUSHAB PROCNAME :
3¢ AL 9F 00081 PUSHAB P.ACD :
62 03 FfB 00084 3%: CALLS t3 WRITE FAO :
01 FE2D (3 E8 00087 BLBS FULL_L0GOOT, L 2490
04 0008C RET :
50 6E 9E 0008D 4%: MOVAB  JPI LIST, PTR 2503
80 0400004 BF DO 00090 MOVL #67895300, (PTR)+ :
80 63 9E 00097 MOVAB BUFIOD, (PTR)+ :
80 04 0009A CLRL (PTR) + :
80 02010004 8F DO 0009¢ MOVL #33619972, (PTR)+ :
80 04 A3 9E 000A3 MOVAB  WSPEAK. (PTR)+ :
80 D& 000A7 CLRL (PTR) + :
80 04080004 8F 0O 000A9 MOVL 867829764, (PTR)+ : |
80 08 A3 9t 00080 MOVAB DIRIO, (PTR)+ :
80 D& 000B4 CLRL (PTR) + :
80 02000004 8F DO 000B6 MOVL #33554436, (PTR)+ :
80 0C A3 9¢ 0008BD MOVAB  VIRTPEAK, (PTR)+ :
80 D4 000CH CLRL (PTR) + :
80 040A0004 BF DO 000C3 MOVL 867764228, (PTR)+ :
80 10 A3 9E 000CA MOVAB  PAGEFLTS, (PTR)+ :
80 04 00OCE CLRL (PTR) + :
80 02050004 8F 0O 00000 MOVL #33882116, (PTR)+ :
80 14 A3 9E 00007 MOVAB  VOLUMES, (PTR)+ ;
80 ué& 0000B CLRL (PTR) + ;
80 04070008 8F DO 000DD MOVL 867567624, (PTR)+ :
80 F8 AD 9E 000E4 MOVAB  CPUTIM, (éra)+ :
80 04 0Q00E8 CLRL (PTR) + .
80 02060008 8F DO 0QOEA MOVL #33947656, (PTR)+ :
80 FO AD 9E 000f1 MOVAB  LOGINTIM, (PTR)+ :
80 D& 000FS CLRL (PTR) + :
80 7C 000fF7 CLRO (PTR) + :
80 D& 000F9 CLRL (PTR) ¢ :
7€ 7C 000FB CLRO -(SP) ;2505
7E 04 000FD CLRL -(SP) ;
0C AE  9F QOOFF PUSHAB JPI LIST :
7€ 7¢ 00102 CLRO -(SP) ;
7E 04 00104 CLRL -(SP) ;
65 07 FB 00106 CALLS  #7, SYSSGETJPI ;
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LOGIN 16-56p-1984 €1:50:18  VAX=11 Bliss=32 V&.0-742 age 69
v04=-000 14-3ep-1984 12:41:00  DISKSYMSMASTER: [LOGIN. SRCILOGIN.B32:1 05 (133
F8  AD 00 F8  AD FFFE?960 8F 7A 00109 EMUL _ #-100000, CPUTIM, #0, CPUTIM ;2507
E8 AD O9F 00114 PUSHAB CURTIME ;2510

000000006 00 01 £B 00117 CALLS  #1, SYSSGETTIM :
FO  AD 9F Q011E PUSHAB LOGINTIM 22512

E8 AD 9F 00121 PUSHAB CURTIME ;

FO  AD 9F 00124 PUSHAB LOGINTIM ;

000000006 00 03 fB 00127 CALLS  #3, LIBSSUBX ;
S4 AL 9F 001;5 PUSHAB P.ACE ;2514

62 01 FB 00131 CALLS  #1, WRITE FAO :
7t 63 70 00134 MOV@  BUF10, -(%P) ;2517
70 AL 9F 00137 PUSHAB P .ACF ;2515

62 03 B 00134 CALLS  #3, WRITE FAO :
7€ 08 A3 7D 0013D MOvG  DIRIO, -(SP) ;2520
00AB (& OF 00141 PUSHAB P,A(G ; 2518

62 03 FB 00145 CALLS  #3, WRITE_FAQ :
7€ 10 A3 7D 00148 MOVG PAGEFLTS, =(SP) 2523
00E6 C& 9F 0014C PUSHAB P .ACH ;2521

62 03 FB 00150 CALLS  #3, WRITE_FAO ;
FO  AD 9F 00153 PUSHAB LOGINTIM ;2524

F8 AD 9F 00156 PUSHAB  CPUTIN ;

0121 & 9F 00159 PUSHAB P.ACI ;

62 03 F8 00150 CALLS  #3, WRITE_FAO ;
04 001640 RET : 2528

; Routine Size: 353 bytes, Routine Base: $SCODES + 0D68
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164-Sep=-1984 12:41:0 DISKSVMSMASTER: [LOGIN.SRCILOGIN.B32;1 (18)
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ROUTINE rundown_cli =

This routine executes in supervisor mode to cancel the CLI's exit
handlers. This is necessary to prevent external attacks on a LOGOUT in
progress with the $FQRCEX system service, With the exit handlers
canceled, it LOGOUT is forcibly exited, the process goes away.
In addition, a SCANCEL is done on the PPDSW_INPCHAN channel.

Calling Sequence:

This procedure is called in SUPERVISOR mode with the LGISCMSUPR
procedure.

Inputs:
None

Qutputs:

Be Wo s % Wy " s 0,

Status of the rundown.
Side Effects:

Supervisor mode exit handlers canceled.
Channel PPDSW_INP(HAN is canceled.

.
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.
|
.
¥
.
|
.
1
.
l
.
1
*
[}
.
|
.
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.
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REGIN
LOCAL
status,
IF (status = SCANEXH()) ! Cancel all exit handlers
?:?N.terminal_device

status = SCANCEL(CHAN = .ppd (ppdSw_inpchanl); ! Cancel AST request(s)
RETURN .status;

END;
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EXTRN SYSSCANEXH, SYSSCANCEL
0000 00000 RUNDOWN_CLI:

.WORD  Save nothing . 2529
7€ 04 00002 CLRL ~(SP) 2564
000000006 00 01 FB 00004 CALLS  #1, SYSSCANEXH :
13 S0 E9 00008 8LBC STATUS, 1% :
4 0000 (f §9 0000§ B8LBC TERMINAL DEVICE, 1% ; 2565
7E 000000636 00 3C 0001 MOVIWL PPD+30, =(SP) 2567
000000006 00 01 FB 0001A CALLS  #1, SYSSCANCEL :
04 00021 1%: RET ;2570
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LOGIN 16=Sep-1984 01: 0:13 MES
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v04-000 14-Sep=-1984 12:4
GLOBAL ROUTINE handler (signal_args, mechanism_args) =

iss-%? V4.0-742 ?ag

L e 72
MASTER:[LOGIN.SRCILOGIN.B3Z:; (19)

ot

«s &

This is the primary condition handler for the (oginout
image, Issue the error message, and for fatal errors,
force the termination of the process.

Inputs:

+

1

[

1

‘

|

!

'

! Access mode may be either user or executive depending on
: the current mode when the condition is signaled.
|

|

'

i

[

|

|

signal_args = Address of signal arqgument vector
mechanism_args = Address of mechanism argument vector

i Outputs:
: ' None
; BEGIN
: MAP _
; stgnal_args: REF BBLOCK, . Address of signal vector
: mechanism_args: REF BBLOCK; ' Address of mechanism vector
; BIND

status = signal_args [chfSl_sig_namel: BBLOCK; ' Get at status fields
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%Leﬁsignal_args (chtSl_sig_name] EQL ss$_unwind ! If unwinding,
RETURN talse; ! then pass on to next handler

signal_args [chtS$l _sig_args] = .signal_args [chf$l_sig _args] - 2;
signal_args [2,0,18,0] = ?; ! Outgut only text portion

%ggg ! (inhibit message prefixes)
2609 write output_status = 0 ! Preset no message output
P 2610 $PUTMSG (MSGVEC = .si nal_args, ! Output messages
ACTRIN = write_output); ' using write_output to put messages

If .status NEQ Lgi$_notvalid ' 1f user validation error,

i
AND .status NEQ Lgi$_userauth ; return with validation code
|
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2611
2612
2613
2614
2615 THEN ! already set by signaller
: Sg}g ppd [ppd$l_Lststatus]) = .status; ! Else, set final job status
. /
: %g}g %;Ehstatus EQL Lgi$_inputerr ' 1t error opening input file,
; 2620 pod [ppd$l_Llststatus] = .(.signal_argsOIZ); ! Exit with RMS status code
; Sg%} " for NETACP interpretation of netjob
; 2623 IF .doin _lo?in _ ! It this is a login _
: 2624 AND .status [sts$v_severity] NEQ stsik-uarnxna ! and not only e uarn1q?
; 2625 THEN security_audit(nsalSk recttp logt, ! then security audit the failure
3259 .opd CppdSl_Uststatus));
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. 2221 2628 2 If .status [stsSv_severity) EQL sts$k_severe . 1t fatal error,
S PT. 2609 3 THeR - ’ -
: §882 23 1 SEOIN a1 flags[preSv_batch) ' then, if batch
; L) .C _creprc_flags(prcSv _batc ! then, if batch job
. 2225 263% 3 THEN terginate_bafch(?signat-args) i terminate job s%ream
. 2226 2633 3 ELSE
E O R ,
: .doing login ' It this is a Login,
. 2229 2636 4 THEN sgtgferginal_hangup(true): ! Ensure terminalghanqs up
. 2230 2637 & IF .write output _status ' It exit status output,
. 2231 2638 ¢ THEN ppd [ppdSL_Tststatus) = ] ! Inhibit further output
. 2232 2639 & .Epd Bgd&l,lststatus] OR sts$m_inhib_msg;
. 2233 2660 & $SCMEXEC(ROUTIN = exit_process); ! Terminate process
, 2236 2641 3 END;
. 2235 2642 2 END;
; 2236 26463 2
. 2237 2644 2 RETURN ss$_continue; ! otherwise, continue execution
. 2238 2665 2
. 2239 2646 1 END;
LEXTRN SYSSPUTMSG
001C 00000 .ENTRY HANDLER, Save R2,R3.Ré& ; 25N
56¢ 000000006 00 9€ 00002 MOVAB  WRITE _OUTPUT_STATUS, R4 ;
53 000000006 Q0 9& 00009 MOVAB  PPD+2L, R3 :
52 04 AC DO 00010 MOVL SIGNAL _ARGS, R2 ; 2599
00000920  8F 06 A2 D1 00014 CMPL 4L(R2), #2336 ; 2601
03 12 0001C BNEQ 1% :
0095 31 0001E BRW 9% ;
62 02 (€2 00021 1%: SUBL2  #2, (R2) ; 2605
02 A2 01 80 00024 MOVW #1, 2(R?2) . 2606
64 D4 00028 CLRL  WRITE_OUTPUT_STATUS : 2609
7€ 7C 0002A CLRQ -(SP) . 261
000000006 00 9f 0002C PUSHAB WRITE_OUTPUT ;
S2 DD 00032 PUSHL  R¢2 ;
000000006 00 04 fG 00034 CALLS  #4, SYSSPUTMSG ;
000000006 8F 04 A2 01 0003B CMPL 4(R2), #LGIS_NOTVALID ; 2613
OE 13 00043 BEQL 23 ; The
000000006 Bf 04 A2 01 00045 CMPL 4(R2), WLGIS_USERAUTH ; 2614 MES
04 13 00040 BEQL 2$ :
63 04 A2 00 0004F MOVL L(R%). PPD+24 . 2616
00000000G 8f 04 A2 D01 00053 2%: CMPL 4(R2), #LGIS_INPUTERR . 2618
064 12 00CSB BNEG 38 ;
63 0C A2 00 00050 MOovL 12(R2), PPD+24 . 2620
1 0000' CF €9 00061 3%: BLB( DOING_LOGIN, 49 . 2623
07 06 A2 93 00066 BlT18 ((R2), #7 . 2624
0 13 0006A BEQL 43 .
6 DD 0006C PUSHL PPD+2¢4 . 2626
06 0D 0006E PUSHL  #6 . 2625
000000006 Q0 02 FB 00070 CALLS  #2, SECURITY AUDIT ;
04 06 A2 03 00 €D Q0077 4$: CMP2v 40, #3, 4L(R2TY, w4 . 2628
33 12 00070 BNEQ 8s ;
08 000000006 00 04 E1 0007F BB( #4, CTLSGL_CREPRC_FLAGS, 5% ;2631
$¢ 0D 00087 PUSHL R? . 2632
000000006 00 01 B 00089 CALLS  #1, TERMINATE BAT(H ;
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2?ING LOGIN, 6%

#1, SET _TERMINAL HANGUP
WRITE 00+PUT_STATUS, 78
216, PPD+27 ~

-(sP)

EXIT PROCESS
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Thws is done in executive

! Exit with final job status

SYSSEXIT

EXIT_PROCESS, Save nothing
PPD+24
1, SYSSEXIT

2241 2647 1 GLOBAL ROUTINE exit_process: NOVALUE =
22642 2648 1
22643 2669 1 '=--
2244 2650 1!
2245 2651 1! Terminate the process execution.
22646 2652 1! mode in order to bypass any supervisor mode exit handlers.
2247 2653 1!
2248 2654 1 ! Inputs
2249 2655 1 ! ‘ '
2250 2656 1 ! Access mode is executive,
22N 2657 1!
225% 2658 1 ! None
225 2659 1!
2254 2660 1 ! Outputs:
2255 2661 1 !
2256 266% 1 ! There is no return - the image is exited.
2257 2663 1 !---
2258 2664 1
2259 2665 2 BEGIN
2260 2666 2
2261 2h67 2 SEXIT(CODE = .ppd [ppdSl_Lststatus));
2262 2668 2
2263 2669 1 END;
LEXTRN
0000 00000 .ENTRY
000000006 80 DD OOOS PUSHL
000000006 00 1 €8 0000 CALLS
04 0000F RET

Routine Size: 16 bytes, Routine Base: $CODES + OFA4
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. 2265 2670 1 ROUTINE clear_creator_cli: NOVALUE =
. 2266 2671 1
. 2267 367§ 1 lee-
. 2268 67% 1!
. 2269 2674 1! (lear the creator's (LI and (L] table name strings.
. 2270 2675 1! Also clear inherited mandatory auditing status.
. 22 2676 1!
. 2272 2677 1 ' Inputs
. 227% 2678 1! .
. 2274 2679 1 ! Access mode is kernel.
. 2275 2680 1 !
. 2276 681 1 ! Outputs:
. 2277 268§ 1!
. 2278 2683 1 ! None.
. 2279 2684 1!
; 2280 2685 1 '==-
s 2281 2686 1
. 2282 2687 2 BEGIN
, 228% 2A88 2
. 2284 2689 2 EXTERNAL
. 2285 2690 2 sch$gl_curpchb: REF BB' OCK, ! Current P(B pointer
. 2286 2691 2 ctlsgt_cliname: VECTORL.BYTE), | Creator's CL] name (ASCIC)
; gggg ggg% % ctisgt_tablename:  VECTOR[,BYTE]:; ! Creator's CLI table name (ASCIC)
; 2289 2694 2 sch8$gl_curpcb [pcb8v_secaudit] = false;
; 2290 2695 2 pcb sts [$BITPO ITION(pchV secaudwt J = tatse;
;2N 2696 2 ctiSgt_cliname (0] = 0
: 2292 2697 2 ctls$gt_tablename (0] =
. 2293 2698 ¢
. 2296 2699 1 END;

LEXTRN SCHSGL_CURP(B, CTLSGT_CLINAME
EXTRN CTLSGT_ TABLENAHE

0000 00000 CLEAR_CREATOR_CLI:

.WORD™ Save nothin ; 2670
50 000000006 00 DO 00002 MOVL SCHSGL _CUrRP(B, RO ; 2694
AQ 08 8A 00009 BICB2 #8, 39TR0) .
0000*' CF 08 8A 0000D BI(B2 #8, P(B _STS+3 ; 2695
000000006 00 94 00012 (LR8 CTLSGT_CLINAME ; 2696
000000006 00 94 00018 (LRB CTLSGT_TABLENAME ; 2697
04 0001E RET ; 2699

; Routine Size: 31 bytes, Routine Base: $CODES + (OFB4&
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: 2296 2700 1 GLOBAL ROUTINE set_terminal_hangup (hangup): NOVALUE =
s 2297 2701 1
. 2098 270% | o=
. 2299 2703 1!
. 2300 2706 1 ¢ Set or clear terminal's hangup state.
. 2301 2705 1!
. 2302 2706 1 ! Inputs
; 2303 2707 1 ¢
; 23064 2708 1! hangup = Hangup State to set.
; 2305 2709 1!
; 2306 2710 1 ! OQutputs:
; 2307 2711 1!
; 2308 2T1¢ 1! None.
; 2309 2713 1!
: 2310 2714 1 l==a
;s 2311 2715 1
: 2312 2716 2 BEGIN
: 2313 er1\? 2
. 23146 2718 2 OWN .
. 2315 2719 2 hang_devchar?: BLOCK [4,BYTE]; ! Holds terminal's disconnected state
; 2316 2720 2
: 237 2721 2 BIND
. 2318 2722 2 hang_item = UPLIT (4 OR (dvi$_devchar2 * 16), hang_devchar?2, 0, 0);
; 2319 2723 2
; 2320 2724 2 LOCAL
. 2321 2725 2 channel: WORD, ! Place to store 0551gned channel
. 2322 2726 2 josb: VECTOR (4 WORD], ' 1/0 status block
P 2323 2727 2 butfer: VECTOR [3); i Characteristics buffer
. 2324 2728 2 ]
; 2325 2729 2 IF NOT .terminal device ! 1f not a real terminal,
; 2326 2730 2 OR .dev_char 2 [devSv_rtt) ! or terminal is a remote terminal,
; 2327 2731 2 OR .ppd LppdSv_model ~ ! or non-interactive,
; 2328 2732 2 OR .subprocess ! or a subprocess.
; 2329 P 2733 2 OR NOT 3GETDVIW(DEVNAM = term_name ! or can't fetch terminal's state,
2330 2736 3 [TMLST = hang “item)
: 233 2735 2 OR .han devcharz [devSv_det ! or terminal now disconnected,
; sg%% g;gg % THEN RETORN ' then forget any hangup
. 2334 P 2738 3 IF (SASSIGN(DEVNAM = term_name, ! Assign 3 channel to the terminal
; 2335 2739 3 CHAN = channel))
; 2336 2740 2 THEN
: 2337 2741 3 BEGIN o
. 2338 P 2742 & IF (SQIOW(CHAN = .channel, ! Get current characteristics
. 2339 P 2743 & FUNC = i0$_sensemode,
; 2340 P 2746 & J10SB = i0sb,
. 2341 P 2745 & P1 = buffer,
; 2342 2746 & _ P2 = 12))
: 2343 2747 3 AND .iosbl0)
: 2344 2748 3 THEN
; 2345 2749 & BEGIN
; 2346 2750 S ( o
. 2347 2751 § BIND devdepend? = buffer [2): BBLOCK; ! Where HANGUP bit is stored
: ngg g;g% 2 devdependZ [tt2$v _hangupl = .hangup; ! Set the correct hangup state
. 2350 P 275 4 SOIOU(CHAN = ,channel, ! Write characteristics back
; 2351 P 2755 & FUNC = i0% setmode,
: 2352 P 2756 & P1 = buf¥er,
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;2353 2757 & P2 = 12);
;2354 2758 3 END;
;2355 2759 3 SDASSGN(CHAN = .channel); ! free up the channel
. 2356 2760 2 END;
;2357 2761 2
. 2358 2762 1 END:
.PSECT $PLITS,NOWRT,NGEXE,?
00492 .BLKB 2
00£60004 00494 P.ACJ: .LONG 15073284 ;
00000000' 00498 .ADDRESS HANG_DEVCHAR? :
00000000 00000000 0049C .LONG 0, 0 ~ ;
JPSECT $OWNS NOEXE,?2
001EC HANG_DEVCHARZ:
.BLKB &
HANG_[TEM= P.ACJ
JEXTRN SYSSASSIGN, SYS$QIOW
"EXTRN SYSSDASSGN
.PSECT $CODES,NOWRT,?2
0004 00000 .ENTRY SET_TERMINAL_HANGUP, Save R2 . 2700
52 000000006 00 9E 00002 MOVAB  SYSSQIOW, R2™ ;
SE 18 (2 00009 SUBL2 W24, SP ;
01 0000' CF E8 0000C BLBS TERMINAL _DEVICE, 1% . 2729
04 00011 RET :
01 0000* CF 02 E1 00012 1%: BBC #2, DEV_CHAR_2, 2% 22730
04 00018 RET :
7€ 000000006 00 01 EO 00019 2%: BBS #1, PPD+2, 4% 22T
79 0000' CF E8 00021 BLBS SUBPROCESS, 4% ;2732
7€ 7C 00026 CLRQ -(SP) ; 273
7€ 7C 00028 CLRQ -(SP) ;
0000' CF 9F 0002A PUSHAB HANG_ITEM ;
0000' CF 9F 0002€ PUSHAB TERM”NAME :
7€ 7C 00032 CLRQ -(SPY ;
000000006 00 08 FB 00034 CALLS  #8, SYSSGETOVIW ;
61 50 E9 00038 8LB( RO 4% ;
58 0000' CF 01 EO 0003¢ 8BS HANG_DEVCHAR2, 4$ . 2735
7E  7C 00044 CLRQ é . 2739
08 AE 9F 00046 PUSHAB CHANNEL ;
0000' CF 9f 00049 PUSHAB TERM NAME ;
000000006 00 04 FB 0004D CALLS  #4, SYSSASSIGN :
48 50 E9 00054 BLB( RO, 4$ ;
7€ 7C 00057 CLRQ -(SP) . 2746
7€ 7C 00059 CLRQ -(SP) ;
0C DD 00058 PUSHL  #12 ;
18  AE 9F 00050 PUSHAB BUFFER :
7€ 7C 00060 CLRQ -(SP) :
30 AE  9F 00062 PUSHAB 0SB :
27 DD 00065 PUSHL  #39 ;
7€ 28 AE 3C 00067 MOVZWL CHANNEL, =(SP) ;
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Name

$GLOBALS
SOWNS
$PLITS
$CODES

File

_$25580UA28:[SysLIBILIB.L32;:1

3 1 END
A
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PSECT SUMMARY
Bytes

NOVEC, WRT,
NOVEC, WRT,
NOVEC ,NOWRT,
NOVEC,NOWRT,

[ASEF 22t ]
-2 00 O O
— OO

P gy

Library Statistics

Attributes

+NOEXE ,NOSHR,
-NOEXE ,NOSHR,
+NOEXE ,NOSHR,
RD , EXE,NOSHR,

Symbols
Loaded

157 0

Total
18619

Percent

COMMAND QUALIFIERS

e

'alnlnln
~rrrr
- - - -

DVD0D
mmmm
e
- % e %

Pages
Mapped

1000

EXTRN LIBSSTOP

Prccessing
Time

00:01.4

BLISS/CHECK=(FIELD,INITIAL,OPTIMIZE)/LIS=LIS$:LOGIN/OBJ=0BJS:LOGIN MSRCS:LOGIN/UPDATE=(ENHS:LOGIN)

Size: 4205 code + 1982 data bytes
Run Time: 00:54.9

Elapsed Time: 03:50.2

Lines/CPU Min: 3019

Lexemes/(PU-Min: 35826

Hemoqr Used: 354 pages

Compilation (omplete
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