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=000 12-5:3-183& ?5:4?:0‘ DI
MODULE audit (IDENT = 'v04-000',
ADDRESSING_MODE (EXTERNAL = GENERAL)) =

X=11 Bliss=32 v&4.0-742 P 1
SKSVMSMASTER : CLOGIN. SRCIAUDIT.B32:1°°° (1)
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s FACILITY:

LOGIN

ABSTRACT:

Performs security auditing functions for LOGINOUT.
ENVIRONMENT :
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; VAX/VMS operating system
g AUTHOR:

g Mark Bramhall, 23-Mar-1984
g MODIFIED BY:

:

:

!

!

(]

i

v03-002 MHBO146 Mark Bramhall 27=-Apr-1984
Make physical terminal packet optional.
v03-001 MHB0123 Mark Bramhall S-Apr-1984

Use mandatory audit flag NSASM_ARG_FLAG_MANDY.
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]
g Include files

LIBRARY 'SYSSLIBRARY:LIB';

|
; Table of contents

FORWARD ROUTINE
security_audit:

]
; External routines

EXTERNAL ROUTINE
nsaSevent_audit;

OVALUE;

g External storage (flags)

EXTERNAL
job_type,
subprocess:
pcb_sts:
nsaSgr_alarmvec:
nsa$gr_journvec:

YTE

ITVECTOR

ECTOR E.évre%.
ECTOR [.BYTE]:

g External storage (auditing data)

EXTERNAL

parent_pid,
ctl$t_nodeaddr:
fail_password:
term_name:

ph{ term_name:
ctiSt_nodename:
ctiSt_renoteid:
creator_username:

ECTO: C.BYTE],

v
VECTO

v
v
v
v
v

ECTOR,
ECTOR,
ECTOR (,BYTE],
ECTOR (,BYTE],
ECTOR;

h-seo-iogs qranear

cemcemsameem e mme w—o o -

X=11
SK$VM

VAX/VMS system definitions

Perform a security audit

Kernel mode auditing routine

Job t¥po (JIBSC_xxx values)
True 1f subprocess

PCB status (copy of PCBSL_STS)
Security audit alarm vector
Security audit journal vector

Parent process PID

Node address (ASCIC)

Failing password desc
Terminal name desc

Physical terminal name desc
Node name (ASCIC)

Remote ID (ASCIC)

Creator process username desc
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AUDIT 12-Se -1984 01:48:47 Liss=32 V&.0-742 Page 3
ng-OOO 14-508-19 b ?2:4 :03 MASTER:[LOGIN.SRCJAUDIT.B32;1 v (3
Validate NSASK_RECTYP_LOGx to NSASB EVT LOGx or?ering so that we
can use a record's t{pe (NSASK_RECTYP_LOGx) to index into both
the security audit alarm vector (NSASGR ALARHVES) and security

audit journal vector (NSASGR_JOURNVEC).” In addition, define the
offset (TO_EVT_BYTE_BIAS) to"be used to do the indexing.

VAX=11 B
DISKSVMS

OO

SN =2 OO 00 NN B AN = O O 00 N O N SN = O 0 00 N O B LN = O O 00 N ON WV BN AN = © 0 00 IO VN BN IR = O 0 00

. - — - - -

LITERAL

SASSUHE(ssvTEOFFSET(nsaib_evt-log?).EOL,nsaSk_roctyp_log? + to_evt_byte_bias);
$SASSUME (SBYTEOFFSET(nsaSb_evt_Logi) ,EQL ,nsa$k_rectyp_Logi + to_evt_byte_bias);
SASSUME (SBYTEOFFSET(nsa$b_evt_Llogf) ,EQL ,nsa$k_rectyp_Logf + to_evt_byte_bias):
$ASSUME (SBYTEOFFSET(nsa$b_evt_Llogo) ,EQL ,nsa$k_rectyp_logo + to_evt_byte_bias);

! Validate NSASK_RECTYP_LOGx ordering so that we know our '‘indexed by

! record t ?e arrays are in the correct order., The order should be

! LOGB, LOGI, LOGF, then LOGO increnenting by 1 each time. In addition,
! define the offset (TYPE_INDEX BIAS) to be used to do the indexing

: and define the size (TYPE_INDEX_SIZE) of the arrays.

LITERAL
type_index_bias = 0 - nsa$k_rectyp_iogb,
type_index_size = &;
$SASSUME (0,EQL ,nsa$k_rectyp_logb + type_index_bias);
S$ASSUME (1,EQL ,nsa$k_rectyp_logi + type_index_bias);
SASSUHE(i.EOL.nsaSk_rectyp_logf + type_index_bias);
SASSUME (3,E + type_index_bias);

EQL,nsaSk_rectyp_Llogo 2 »
SASSUHE(G.EOL.type_TndcngTze?:

Validate Lob tzpe (JOB_TYPE = JIBSC_xxx) ordering so that we know our
indexed B 40 thc arrays are in the correct order. The order
should be DETACHED, NETWORK, BATCH, LOCAL, DIALUP, then REMOTE
incrementing by 1 each time. An additional catagory (SUBPROCESS_INDEX)
for subprocesses (SUBPROCESS = true) is added to correspond to all
ossible record subt‘?es. We then have array entries for subtypes

ET, NET, BAT, LOC A, REM, and SUB. In addition, define the size
(JOB_TYPE_INDEX_SIZE) of th

O S N =2 O O 00 O SN =2 © 0 00 O WV ES LN =2 © O 00 NION VN SN AN = O 0 00 N O U 8 LN =2 O O 00 ~ ON NV S (N —
o e e e e e e e e e i o e e e e e e e s D e D e o o e e e e D e e o e e e e e o e e e e o e e e e e e B D D

[elelelelelelelelelelelelelelelelelelelelelelelalalelclalelelelelelelelelelelelelelelelelelelelelelelelelelelelele]
VIVWAWWAES S BB 5852 2 NN AN N N A N N RN NN NOMNOMNIMNINIIN) =2 2 B B B e b 2 O O O OO OO OO
b i el el e el el e o e i D e b i e i e i e D D e e D o D el e D e el e i e el i e e e e ol el S el e el D ol e el el el el el D e

TR R LA R R S R e R O R TR A TR T TR T A L R T T T L e T T R IR L A A T E E E R T R R I T T T e
— il el il ) b el ) ) - ) ) =) = - ) ) ) ) D -l ) ) - D - D ) ) - -l D ) i D D ) D D e e e e D e D D D D D el D el D
VIVAWVAAWNSS SN 8N BN BN 0 0 bbbuuuuwuuuuuNNNNNNNNNN-o--0--'-»-‘—---'—-0000000008

e arrays.
LITERAL

subprocess_index = 6,

job_type_index_size = 7;
$ASSUME (0,EQL, jibSc_detached) ; ! For NSASK_RECTYP_LOGx_DET
SASSUME (1,EQL,]ibSc_network); ! For NSASK_RECTYP_LOGx_NET
SASSUHE(i.EOL. ib$c_batch); ! For NSASK_RECTYP_LOGx_BAT
$ASSUME (3,EQL,Ji1b%Sc_Llocal); ! For NSASK_RECTYP_LOGx_LOC
$ASSUME (4, EQL,jibSc dialup); i For NSASK-RECTYPTLOGx DIA
SASSUME (5,EQL,) 1bSc_remote); ! For NSASK_RECTYP_LOGx_REM
SASSUHE(?.EOL. ubprocos?_index): ! For NSASK_RECTYP_LOGx_SUB
$ASSUME ( .EOL.’ob_type_ ndex_size);
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DIY 1%-50 -1984 148:47 VAX=11 Bliss=32 V4.0-742 Page 4
v04-000 1 -593-1834 ?}:4?:03 DISKSVMSMASTER: [LOGIN.SRCJAUDIT.B32;1 9 (4)
]
g Pure storage of event masks and record subtypes (via BINDs)

BIND

audit_vector_masks = ! Audit vector event mask array

UPLIT BYTE(nsaSm_evt_Log_det,

nsa$m_evt_Llog_net,

nsa$m_evt_Llog_bat,

nsa$m_evt_log_Lloc,

nsa$m_evt_log_dia,

nsa$m_evt_Log_rem

nsa$m_evt_Llog_sub
: VECTOR [job_type_index_size,BYTE];

BIND
audit_logb_subtypes = ! Audit LOGB record subtype arra
UPLI? Oonb(zsask_rectyp_logb_det. = .
nsaSk_roctyp_logb-not'
0. : LOGB w/ BAT doesn't exist
nsa$k_rectyp_logb_Lloc,
nsa$k_rectyp_logb_dia,
nsaSk_rectyp,logb_ren'
) : _LOGB w/ SUB doesn't exist
: VECTOR [job_type_index_size,WORD];
voon dit_logi_subt ! Audit LOGI d subt
au ogi_subtypes = ! Au record subtype array
UPLI? QORD (nsaSk_rectyp_Logi_det,
nsa$k_rectyp_Logi_net,
nsaS$k_rectyp_Llogi_bat,
nsa$k_rectyp_logi_Lloc,
nsaSk_rectyp_logi_dia,
nsa$k_rectyp_logi_rem
nsa$k_rectyp_logi sub)
: VECTOR {job_type_index_size,WORD];

0000 O0 M N~NNN~NNNN~N~NO OO

— el o o e ) e e el ) D e D e D D D D D D) i D D D e D ) D o D D o D D b D _»

R R aR S8 8RR RN 2 S N R A R AR 2B IRV A RN ISRV SR AR S S%

BIND
audit_logf _subtypes = ! Audit LOGF record subtype array

UPLI? QORD(nsaSk_rectyp_Logf_det,
nsa$k_rectyp_logf_net,
nsaSk_rectyp_Llogf_bat,
nsaSk_rectyp_logf_Lloc,
nsaSk_rectyp_logf_dia,
nsaSk_rectyp_Llogf_rem
nsask-rectyp-lo?f-subs

: VECTOR [job_type_index_size,WORD];

— e o e e o e e e e o e o e e e e i e e o o e ) e s D ) o o D o o e oD e oD o D e o
O O O O 0 O OOV 000000 000000000000 NN NNNNNNNNOO OO O OO O OO VWAV

BIND
audit_logo_subtypes = ! Audit LOGO record subtype array
UPLI? Uono(zgaSk_rectyp-loqo_dtt. -
nsa$k_rectyp_Logo_net,
nsa$k_rectyp_Llogo_bat,
nsa$k_rectyp_Llogo_Lloc,
nsa$k_rectyp_logo_dia,
nsaSk_rectyp_Llogo_rem
nsa$k”rectyp_logo_sub)

NONINININININIA) = b =

— i wd e = DO O
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3 }S }i } : VECTOR [job_type_index_size,WORD];

4 LTI i

: au su es = ! Au e to su e array arra
: 219 8 1? 1 UPLIT {BNG(audit_logb_subtypcs. . " y .
: 50 | &2 audit_Llogi_subtypes,

: 1 0218 1 audit_Llogf_subtypes

3 22% 0%19 1 audit_logo_subtzges

; &¢ 0220 1 : VECTOR [type_index_size,LONG];

|
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; Packet building bits and prototype masks

p-1986 ?1:48:47 VAX=11 Bliss=32 v
p=1984 12:41:03 DISKSVMSMASTER:CLOG

1
1
1
1
1 LITERAL
1 packet_parent_pid =0, ! Packet w/ Parent process's PID
1 packet_node_address =1, ! Packet w/ Node address
1 packct-lo?f_status = i. ! Packet w/ Lo?in failure status
i packet_fail_password = 3, ! Packet w/ Failing password
1 packet_term_name =4, ! Packet w/ Terminal name
1 packet_phy_term_name =95, ! Packet w/ Physical terminal name
1 packet_node_name = ?. ! Packet w/ Node name
1 packet_remofe_id =7, ! Packet w/ Remote D
1 packet_creator_username = 8§, ! Packet w/ Creator process's username
1 max_pos_packets =9, ! Max number of possible packets
} max_packet_size =2+ 2+ 8; ! Max packet size (type + mech + quad)
1 LITERAL
1 det_packets = 0 ! DET: <nothing>
g net_packets = (f » packet_node_address) ! NET: Node address
OR (1 * packet_node_name) : Node name
1 OR (1 * packet_remofe_id), ' Remote ID
1 bat_packets = 0 ! BAT: <nothing>
2 loc_packets = ({ * packet_term_name) i LOC: Terminal name
1 (1 » packet_phy_term_name), ! Physical terminal name
2 dia_packets = (1 * packet_term_name) ! DIA: Terminal name
1 OR (1 * packet_phy_term_name), ! Physical terminal name
% rem_packets = (1 * packet_node_address) ! REM: Node address
OR (1 * packet_term_name) - Terminal name
2 OR (1 * packet_node_name) ! Node name
1 OR (1 * packet_remofe_id), ! Remote ID
1 sub_packets = (1 * packet_parent_pid); ! SUB: Parent process's PID

0-742 Pa
IN.SRCJAUDIT.B32;1
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1
5 Pure storage of packet masks (via BINDs)

BIND
audit_logb_packets = ! Audit LOGB packet mask arra
UPLI? DBRD(dot_packots OR (1 * packet_faﬁl pagsuord) .

OrR (1 * packot,crgafor_usornamc).

net_packets OR (1 * packet fail _password),
0, ! LOGB w/“BAT doesn't exist
Loc_packets OR (1 * packet_fail_password),
dia_packets OR (1 * packet_fail_password),
rem_packets OR (1 * packet_ fail_ assword) ,
! LOGB w/"SUB doesn't exist
: VECTOR [job_type_index_size,WORD];
BIND
audit lo?i Backots = ! Audit LOGI packet mask array
UPLIT QORD(det_packets OR (1 * packet_creator_username),
net_packets,
bat_packets,
Lloc_packets,
dia_packets,
rem_packets
sub_packets)
: VECTOR [job_type_index_size,WORD];
BIND
audit lo?f Backets = ! Audit LOGF packet mask array
UPLIT QORD(det_packets OR (1 * packet_Llogf_status)

OR (1 » packet_creafor_username),
net_packets OR (1 * packet_logf_status),
bat_packets OR (1 * packet_logf_status),
Lloc_packets OR (1 * packet_logf_status),
dia_packets OR (1 * packet _logf_status),
rem_packets OR (1 * packet_logf_status)
sub_packets OR (1 * acket_logf_status)f

: VECTOR [job_Eype_index_size,WORD];
BIND
audit lo?ongackets = ! Audit LOGO packet mask array
UPLI RD(det_packets,
net_packets,
bat_packets,
loc_packets,
dia_packets,
rem_packets
sub_packets
: VECTOR [job_Ttype_index_size,WORD];
g dit ket ! Audit t t ket
au ackets = ! Au e to packet array arra
UFEI! LONG(audit_Llogb_packets, i 4 : :

it L
audit_Llogi_packets,
audit_Llogf_packets
audit~logo-packets)

-l
: VECTOR [type_index_sSize,LONG];

l
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.augit,voctor_nasks [.job_type_index]

) NE
THEN audit_flag = ! perform journal audit
.audit_flag OR nsa$m_arg_flag_journ;

9
AUDITY 1§-So =1984 01:48:47 VAX=11 Bliss=32 v4.0-742 Page 8
v84-000 1 -5.8-1334 ?}:6?:03 DISKSVMSMASTER: [LOGIN.SRCJAUDIT.B32;1 . (7
: }9 }? } GLOBAL ROUTINE security_audit (record_type, logf_status): NOVALUE =
R 1 1§ 7t
: ? }g } : Optionally perform a security audit.
g g }? } g Inputs:
;324 18 11§ record_type = Audit record type (NSASK_RECTYP_LOGx)
: b 1% } : logf_sfazas = Login failure zgatus for LOGF récords
: ? 3.2 i Qutputs:
3 8 i 1!
: 5 1! None.
: 0 & 1!
] § 1 ieee
- g ? 1
; 0 : BEGIN
;335 § 9 2 LOCAL
3 g 0 arglist: ! Argument List for NSASEVENT _AUDIT
: 7 0331 BLOCK [nsa$k_arghdr_Llength + (nox_gackct size * max_pos_packets) ,BYTE],
: 338 Og g tygo index, '“Index Into type arrays
: 339 0 job_type_index, ! Index into job type arrays
3 0 Og 4 audit_flag, | Audit flag
;341 0335 packets: BITVECTOR [32], | Packets to insert flags
: 2; 8339 arglist_ptr; ! Packet fill in pointer
E 22 8238 CHSFILLCO, XALLOCATION(arglist), arglist); ! Clear out the argument List
g 49 8§2? type_index = .record_type; ! Fetch the type index
;348 036; ob_type_index = .job_type; ! Assume job type will be the index
: 349 0;6 F .subprocess ! But, if a subprocess
: g? 8322 THEN job_type_index = subprocess_index; ! wuse the subprocess {ndex
P3¢ 0346 ¢ audit_tlag = 0; ! Assume no audit initially
;354 0348 2 IF .pcb_sts [SBITPOSITION(pcbSv_secaudit)] ! If mandatory auditing,
3 gS Oggg THEN audit_flag = nsa$m_arg_flag_randy; ' perform mandatory audi
; S? 8351 IF ( ! If alarm agditing.
; gg 35; Aaaatgr_alarnvcc (.type_index ¢ to_evt_byte_bias
E : iég .augit_voctor_nasks (.job_type_index]
: g 359 THEN audit_flag = ! perform alarm audit
; g .audit_flag OR nsa$m_arg_flag_alarm;
; 5 Sg IF ( ! If {ournal auditing,
: ? iaaatgr_journvoc [.type_index + to_evt_byte_bias])
: :

|
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16=Sep=1984 01:48:47 VAX=-11 Bliss=-32 V4.0-742 Page 9
12-5:3-1354 ?2:6 :03 DISKSVMSMASTER: (LOGIN.SRCIAUDIT.B32;1 ’ (7)
IF .audit_flag EQL 0 ! 1f no audit requested,
THEN RETURN; I simply exit

arglist [nsaSw_arg_typel =_.type_index; ! Set audit record type
arglist (nsaSw_arg_su t;pc] = ! Set audit record subtype
VECTOR [ TaudTt_subtypes [.tyao index ¢ type_index_biasl,
.job tygo_indcx- LWORD];
arglist [nsasb_arg_flag]) = .agd‘t_flag: | Set audit flags
arglist (nsa$b_arg_pktnuml] = 0; ! Set no packets initially

packet ! Get paikeis to do BITVECTOR
n biasl],

ets = !
.VECTOR [ .audit_packets [.type_index + type_index
.Tob'glpo_fndox;ypuﬂngg: pre B
arglist_ptr = arglist nsaSt_arg_(ist 3 ! Address packet(s) in arg list
%aeﬁpackots (packet_parent_pid] ! Do parent process's PID?
BEGI

N
(.arglist_ptr) <0,16> = nsa$k_pkttyp_epid;
arglist_pfr = .arglist_ptr + 2;

(.arglist_ptr) <0,16> = nsaSk_arg_mech_Long;

arglist_pfr = .arglist_ptr + 2;

(.arglist_ptr) <0,32> = ,.parent_pid; ' Set parent process's PID
arglist_ptr = .arglist_ptr + &;

gsglist nsa$b_arg_pktnum] = .arglist [nsa$b_arg_pktnum] + 1;

B
o

%;Eﬁpackots [(packet_node_address]) ! Do node address?
BEGIN
(.ar?tist ptr) <0,16> = nsa$k_pkttyp_nodeid;
arglist_ptr = .arglist_ptr ¢ 2;

(.arglist_ptr) <0,16> = nsaSk_arg_mech_quad;

argl st_ptr = .arglist_ptr + 2;

CHSCOPYT.ctLSt_nodeaddr (03], ! Set node address
tl$t_nodeaddr (1], ! from control region
.8,.arglist_ptr); ! as a quadword

arglist_ptr = .arglist_ptr + 8;

gaalist nsa$b_arg_pktnum] = .arglist [nsaSb_arg_pktnum] + 1;

%;Eﬁpackots [(packet_logf_status) ! Do login failure status?
BEGIN
(.ar?list ptr) <0,16> = nsaSk_pkttyp_status;
arglist_ptr = .arglist_ptr + 2;

(.arglist_ptr) <0,16>
arglist_ptr = .arglist

¢ nsa$k !rg-noch_long:
(.arglist_ptr) <0.li>

ptr ¢+ 2;
.lo?ftftatus: ! Set login failure status

argl st,ffr = .arglist_ptr :

gas!ist nsas$b_arg_pktnum) = .arglist [nsaS$b_arg_pktnum] + 1;
%ziﬁpackots [(packet_fail_password] ! Do failing password?

BEGI

N
(.arglist_ptr) <0,16> = nsaSk_pkttyp_password;
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IF .pnckots Cpacket_term_name)
tHEN

%; upachots Cpacket_node_name)

%;E.packots Cpacket_remote_id)

hsen-igme qLagiar  yac gLiss.

org s tr = .arglist_ptr
Li g List
.ur l ptr) <0,16> = ? ask arg mech_adescr;
tr = .arglist
.or? ptr) <09 > = fail,zassuord ! Set failing password desc addr
argl st tr = .arglist_ptr ¢+
arglist nsa$b_arg_pkthum) =

.arglist CnsaSb_arg_pktnum] + 1;
! Do terminal name?

.ar?list ptr) <0, 1?> = nsaS$k_pkttyp_devnam;
arg st_ptr = .argl ptr + 2:;

.ar?list ptr) <0,16> = nsa‘k arg_mech_adescr;

ar List_ptr = .arglist_ptr + 2;

.or List ptr) <0,32> = term_name; ! Set terminal name desc addr
arglist E r= .arglist ptr + &4;

arglist nsasb_arg_pktnum) = .arglist [(nsa$b_arg_pktnum] + 1;

ackets [packet_phy_term_name) ! Do physical terminal name?
gHSNEO( pgy tornpnzue 0], .phy_term nanop ‘
.term_name (0], .term_name (1], 0)

THEN

BEGI
.ar Llist_ptr) <0,16> = nsa$k_pkttyp_devnam;
lrg st_ptr = .arglist ptr + 2;
.or?list ptr) <0, 16> = nsask arg mech_adescr;
argl st_ptr = .argi st_ptr + 2;
(.arglist ptr) <0,32> = phy_term_name; ! Set physical term name desc addr
arglist_ = ,arglist_ptr ¥ &;
arglist nsaSb arg pktium] = .arglist [nsaSb_arg_pkinum) + 1;

! Do node name?

.ar?list ptr) <0,16> = nsa$k_pkttyp_nodenam;
arglist_ptr = .arglist ptr + 2;
(.arglist_ptr) <0,16> = nsa$k_arg_mech_descr;
argl st_ptr = .arg ist _ptr + 2:

.ar list ptr ) <0, = .ctltt _nodename [0]; ! Set node name length
arg p r= .lrgi st ptr + &7
(.ar l st ptr <0,32> = ctlst nodonane L1); ! and address

B r= .argl 3st ptr + &;
lrglist nsasb_arg_pktnum] = .arglist [nsasb _arg_pktnum] + 1;

! Do remote ID?

EGIN
(.ar list ptr) <0,16> = nsaSk_pkttyp_usernam;
lrg lgsp r = .arglist_ptr + 2;

.ar t_ptr) <0, 16) 3 nsctk arg mech_descr;
ar l ‘ ptr = .arglist_p
.ar List ptr <0 = .ctl‘t remoteid [0); ! Set remote ID Llength

argl st_pfr = .argl st _ptr + &

o,
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§ sepcio8e hiahi8E  prcivnemAstERzc e In Beaaunit.o32: 0% (1)

2 1 (.arggisttptr) :2 32> = ctltt renotoid C1); ! and address

2 2 arslist nsaSb'arg pktnuus .arglist [(nsa$b_arg_pktnum] + 1;

485

: 9 %;Eﬁpackots (packet_creator_usernamel] ! Do creator process's username?
4 3 BEGIN

4 .ar list ptr) <0, 16> = nsaSk_pkttyp_usernam;

4 ¥ ptr = ,arglist_ptr ¢ 2;

491 .ar list ptr) <0 16> = nsa$k arg mech_adescr;

49§ argl s ptr = gi st _ptr + 2;

49 .ar l st ptr) <0 > = creator_username; ! Set creator username desc addr
494 argl tr = .arglist_ptr + 4;~

495 arglist nsa$b_arg_pkthum) = .arglist [nsaSb_arg_pktnum) + 1;

9
49
§498 arglist [nsa$l_arg_count] = (.arglist_ptr = (arglist + 4)) / &; ! Set # args

GG
P 0500 $CMKRNL (ROUTIN = nsasovont -audit, ! Go do the actual audit
81 ARGLST = arglist);
Oi 1 END;

TITLE AUDIT
.IDENT \V04-000\

.PSECT SPLITS,NOWRT,NOEXE,?2

20 08 02 04 01 10 40 08339 P.AAA: .g:;g ?4. 16, 1, 4, 2, 8, 32 ;
0000 0003 0001 0002 0000 0004 0005 00008 P.AAB: .WORD ;. 4, 0, 2.1.3,.0 ;
0006 (G004 833 003 0001 305 007 00016 P.AAC: .WORD 7. 5. 1. 3. 2. 4. 6 ;
0006 003 0001 0005 0007 00024 P.AAD: .WORD 7. 5. 1. 3. 3. 4. ¢ :
0006 0082 000 03 0001 ogs 0007 00032 P.AAE: .WORD 7. 5. 1. , b, 6 ;
00000000* 00000000° 00000000° 00000000* 00040 P.AAF: .ADDRESS AUDEIT L0GB SUBTYPES, - ;
AUDIT_COGI_SUBTYPES, AUDIT_LOGF_SUBTYPES, = :
AUDIT"LOGO sugrvpgs ;
0000 OODA s 88 8 8 8 0CA 103 oogo P.AAG: .WORD 24. g . 8. . 56, 13. 0 :
0001 002 o o c 1 8 E P-A : .UORD [ ’ ’ ‘ @ ‘ . 1 ] 1 :
0005 00D i 8° 4 8 6 0104 9c P.AAI: .WORD 260, 198, &, 52, 52, 214, § ;
0001 D2 0030 0030 8 c2 0000 8APJ :  .WORD fo4, 0, 48, 48, 210, 1 :
00000000* 00000000° 00000000° 00000000° 00088 P.AAK: .ADDRESS Auo 1°L068 PACKETS, AUDIT LOGI PACKETS, ;
DIT_COGF_PACKETS, AUDIT_COGO_PACKETS ;

AUDIT_VECTOR_MASKS= P.AAA

AUDIT™LOGB_SOBTYPES=P.AAB

AUDITLOGI ~SUBTYPES=P.AAC

AUD I TLOGF ~SUBTYPES=P .AAD

AUDIT-LOGO~SUBTYPES=P.AAE

AUDI T SUBTYPES= P.AA

AUDIT™LOGB_PACKETS= P.AAG

AUDIT™LOGI "PACKETS= P.AAH

AUDI T LOGF "PACKETS= P.AAl

AUDIT_LOGO _PACKETS= P.AAJ

AUDITZPACKETS= P.AAK




0078

8F

08

K 9

14-3ep-198

07fC 00000
A 00 F 9¢ 000
39 oooodioe 80 3¢ 98005
- 00 e e 3 sole
6E 0020
g1 86 AC DO 00021
0 900000005 00 B9 00023
. gg 8 8%
03 000000006 2 8 E1 000 '
: ¢ po 00040
6A40 0000000060041 0043 2%:
. %1 e
6A40 0000000060041 00051 3%
. 3 1 g
% Dg 00SF 4$:
01 1 0061
04 00063
046 A 51 8§ §064 5%:
5 30 AAGY D 068
03 AE 636% s 9%
0 AE 5 8
1 78 AAG 7
g & D
& i
86 %88t 5 33 55
1€ E Eo 97 6%:
§§ 00030010 ﬂa i }
00 00000000G C 3
% ., O g g8
0E 57 05 E 33 7%:

¢ f2uat:

+EXTRN
+EXTRN
+EXTRN
+EXTRN
EXTRN
EXTRN
.EXTRN
+EXTRN
+EXTRN

+PSECT
ENTRY

4
:0

4
0
NSASEVEN
JOB_TYP
PCB_STS

AX=11 Bliss=
ISKSVMSMASTE
T_AUDIT
€, SUBPROCESS
o« NSA GR JALARMVEC
tSASGR gOURN

PARENT-PID, C Lsr NODEADDR
FAIL PRSSWORD, NAME

PHY TERM NAME CTLST NODENAME
CTLST REMOTEID, CREATOR_USERNAME
SYSSCMKRNL

$CODES ,NOWRT,2

32
R:

sscunarv AUDIT, Save R2,R3,R4,R5,R6,R7.R8.- : 0310
Auéxr VECTOR MASKS, R10 :
an E NAH ., R9 :
Ti :
207 P :
20, (SP). uo #120, ARGLIST : 0338
aecono TYPE, TYPE INDEX ¢ 0340
JOB_TYPE, JOB_TYPE_INDEX : osai
SUBPROCESS, 13 ; ogz
#6, JOB tvﬁe INDEX : 0344
Agbxt FCAG : 0348
#3, PlB srsos 2 : 034
AUDTT FLA : 0349
nsissn ALKRMVECCTYPE _IND E ], - : 0355
ggoxt VECTOR_MASKSLJOB_TYPE_ INDEX] ;
#, AUDIT FLAG : 0357
NSASGR JOORNVECLTYPE IND E X), - : 0363
2201! VECTOR_MASKS( 09 YPE INDEX] :
”? AUD!T FLAG : 0365
Auﬂ : 0367
TYPE IN ex. ARG xfroa : 027
AUDIT SUBTYPES-16LTYPE INDEX], R3 : 037
(R )tJoa TYPE IND ex) KRGLIST+6 :
AUDIT_FLAG ths : 0374
AUDIT™P xéts 167 re INDEX], R1 : 0378
(n1)tJoe YPE_INDEX], “PACKETS ;
Anskxs T+7 ¢ ARGLIST “PTR : 0 go
§ 583 (ARGLIST PTR)+ ; g
PARENT ﬁ*o. (ARGLIST_PTR) + : 038
ARG : 91
ilt : 0394
014262 (AﬁﬁLlSt PTR)+ : 0397
CTLST ug : 0401
RO, CTLST noosﬂooa¢1 #0, #8, (ARGLIST_PTR) ; 0403
#8, ARGLIST_PTR : 04
ARGLIST+ : 0405
", PACKEIS 8s : 0408

V4,0-742
[ 0GIN.SRCIAUDIT.B32; 1
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17 1§-So -1684 148:4 VAX=11 Bliss=32 Vv4.0-742 Page
v 1 -so3-1334 ?5:4?:05 DISKSVMSMASTER: CLOGIN.SRCIAUDIT.B32; 1 .
36 00020013 8F D 8D MOVL  #131091, (ARGLIST PTR)+ ;

£ AC D C4 MOVL  LOGF_STATUS, (ARGCIST_PTR)+ :

A§ c8 INCB ARGLIST+9 :

1 7 E (B 8% 8B( #3. PACKETS, 9% :
6 888588 F DO 000CF MOVL  #327691, (ARGLIST PTR)+ :

6 000000006 00 06 MOVAB  FAIL PAisuono. (ARGLIST_PTR)+ ;

AE 03 INCB  ARGLIST+ :

0D 7 g E E0 9% BB( :g PACKETS, 108 :
6 00050005  8F go E4 MOVL  #327685, (ARGLIST PTR)+ :

6 68 EB MOVAB TERM uaﬁs. (ARGLIST_PTR)+ :

09 AE 9 3 INCB  ARGLIST+ :

10 7 05 E F1 108:  BBC #5, PACKETS, 118 :
0 8¢ A3 B9 800F8 MOVL  PHY TERM NARESd, R1 ‘

X 00 61 § go gr CMPCS  PHY_TERM_NAME, (R1), #0, TERM_NAME, (RO)  :
) 13 1 BEQL 113 ;

go 00050005  8F g 1 MOVL  #327685, (ARGLIST PTR)+ :

& 69 5 10¢ MOVAB  PHY_TERM_NAME, (ARGLIST_PTR)+ :

09 AE 96 0010F INCB  ARGCIST+9 ;

18 57 6 E1 o11g 11$:  BBC 'S PACKETS, 128 ;
86 00040009 8F DO 0011 MOVL  #262153, (ARGLIST PTR)+ :

86 ooooggoos 3 9A 00110 MOVZBL CTLST_NODENAME, (ARGLIST PTR)+ :

86 000000006 9¢ 00124 MOVAB  CTLST NODENAME+1, (ARGLIST_PTR)+ :

09 A; 9 81 8 INCB  ARGLIST+9 ;

57 95 0012€ 128:  TSTB ACKETS ;

18 13 01 BGEQ 13§ ;

86 0004000A 8F DO 001 MOVL  #262154, (ARGLIST PTR)+ ;

86 3oooooooc 30 9A 091 MOVZBL CTLST_REMOTEID, (KRGLIST PTR)+ :

86 000000006 00 9F 00140 MOVAB  CTLST”REMOTEID+1, (ARGLIST_PTR)+ :

09 As 96 00147 INCB  ARGLIST+9 ;

1 57 E1 0014A 13$:  BBC cg PACKETS, 148 ;
86 0085000A F DO 814§ MOVL  #347690, (ARGLIST_PTR)+ :

86 000000006 00 9 001 MOVAB  CREATOR USERNAME,” (ARGLIST_PTR)+ :

09 AE 96 801 C INCB  ARGLIST¥9 ;

50 04 As 9 0015F 148: MOV ARGLIST+4, RO ;

56 50 C2 00163 SUBL? RO, R ;

6E 56 g4 €7 00166 DIVLS  #4, R6, ARGLIST :
E DD 0016A PUSHL SP :

000000006 og 9F 0016 PUSHAB NSASEVENT AUDIT ;

000000006 00 0 52 88}; se#ts #2, SYSSCAKRNL ;

; Routine Size: 378 bytes, Routine Base: S$CODES + 0000
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17 16-Sep=1984 01:48:47 VAX=11 Bliss=32 V4.0-742 14
382-000 12-503-1934 ?}:4?:03 DISKSVMSMASTER: [LOGIN.SRCIAUDIT.B32;1 ja0e (8)

812 050§ ELCoom

PSECT SUMMARY

; Name Bytes Attributes
: SPLITS ;;g NOVEC ,NOWRT, RD ,NOEXE,NOSHR, LCL, REL, CON.NOPIC.ALIGN(S)
; SCODES NOVEC.NOWRT, RD , EXE,NOSHR, LCL. REL, CON,NOPIC,ALIGN(Z)
; Library Statistics
; cecccccce Symbols ===ce=-- Pages Processing
: File Total Loadtd Percent Mapped Time
; $2558DUA28:(SYSLIBILIB.L32;1 18619 75 0 1000 00:01.4
: COMMAND QUALIFIERS
: BLISS/CHECK=(FIELD,INITIAL ,OPTIMIZE)/LIS=LISS:AUDIT/0BJ=0BJS:AUDIT MSRCS:AUDIT/UPDATE=(ENHS:AUDIT)
Size: 378 code + 152 data bytes
Run Time :09.9
Elapsed tino :38.2
Lines/CPU Min: 06

Loxonos/CPu-Hin 2626
{ Used: 205 pages
Compilation Complete
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