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ILITY FOR THE USE OR RELIABILITY OF ITS
IS NOT SUPPLIED BY DIGITAL.

lee
2 FACILITY: SHOW Command

g ABSTRACT:

: This module implements the DCL command SHOW AUDIT.
g ENVIRONMENT :

: VAX/VMS operating system, user and kernel mode

g AUTHOR: Gerry Smith 29-Jun=-1983
g Modified by:

i v03-005 RSH0103 R. Scott Hanna 17-Feb=-1984
: Fix field test 1 problems, comment out &ournaling code
: and make changes due to new Layout of SNSAEVTDEF

:

]

]

]

[}

1

]

]

]

v03-004 RSHO102 R. Scott Hanna 05-Feb-1984
Temporarily disable SHOW AUDIT,

v03-003 GAS0190 Gerry Smith 2-Sep-1983
Fix an index which caused an accvio in file access display.

v03-002 GASO176 Gerry Smith 9-Sep~-1983
Add more comments, remove some kludges, and straighten
up the disploys.
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! Include files

l
t
l
LIBRARY *SYSSLIBRARY:LIB'; :
'REQUIRE "SHRLIBS: JNLDEFINT' :
)
: Define the Linkage for the routine that obtains

L INKAGE

CVIDEV = JSB R =

: 0.
l 1'
: ¢
| ?’

19
19

8 120930

VAX/VMS common definitions
Journal definitions

the device name.

: Llngth of output buffer,

Addross iput buffer
Format o dev ce name
Address of

Length of f?nal name

AX=11 Bliss=32 v4.0-74
CLIUTL.SRCJISHOWAUDIT.B32;1
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1" 1 H
} ; Table of contents
1 FORWARD ROUTINE
showSaudit : NOVALUE ! Main module of SHOH AUDIT
decode_bits : NOVALUE: ! Make sense of all the bits
! get_device; ! Get device ?ournal is going to

i Library routines

]

|

|

EXTERNAL ROUTINE
showSwrite_Line : NOVALUE,

! focScvt_devnam : CVTDEV.
strSappend;

VIS Wi D00 NN I

]
g Declare Literals defined elsewhere

TEXTERNAL LITERAL
g show$_audreaderr, ! Error getting alarm/journal bits
: show$_auddeverr; ! Error getting journal device

WA WIN = OO O NN NS N = OV~

1
; Declare some cells in the exec

EITERNAk

ctiSgq_ procpriv : $B8BLOCK,
ctltgl ’ base,
nsas$gr_journvec,
nsa$gr_alarmvec;
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1§-S¢ -1 :18:57 AX=11 Bliss=32 v4.0=74
1 -503-1832 ?}:38:26 CLIUTL.SRCJISHOWAUDIT.B32:1
GEOOAL ROUTINE showSaudit : NOVALUE =
BEGIN

fe¢
. Functional description

This is the routine for the SHOW AUDIT command. It is called
from the SHOW command Qrocossor and displays the class of events
for which security audits and alarms are enabled. If there is a
security journal available, it also displays the device on which
the journal file resides.

Inputs
None

Outputs
None

LOCAL
! status,
fln?s s [(nsa$k_evt_length,BYTE];
! arglist : VECTg? » W

EC

! device : VECTO
! dev_string : V

4NN
e

ORC103;

[}
5 See if the user has the SECURITY privilege.
i

F NOT .ctl$ rocpriviprv$v_security]
THEN gq_procp P - y

BEGIN

SIGNAL (ss$_nosecurity);
RETURN;

END

]
; Get and decode the bits in the alarm vector.

éntnovt(nsask_evt_length. Copy the alarm bits

]
nsas$gr_alarmvec, ! to program local
flags); ! storage.
IF CHSEOL(nsaSﬁ,ovt_longth. ! If no bits are
flags, ! set,

nsaSk_evt_Llength,
UPLIT BYTE(REP nsa$k_evt_Length OF (0))) :
THEN shovtvrite_line(gagg{g);Socur?ty alarms currently disabled’,

ELSE
BEGIN
showSwrite_Line(XASCID ‘'Security alarms currently enabled for:',
IREF(0));

decode_bits(flags);
Ezguiurite_lino TASCID ' *, XIREF(0));

Page
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16=Sep=1984 01:18:57
19-325-198% 93:09:3%
|}
; Get and decode the bits in the journal vector.

{ CHSMOVE (nsaSk_evt_Length,

Copy the journal bits
nsas$gr_journvec,

to program local

| flags) storage.

'IF CHSEOL(gsaik_ovt_longth, It noobits are
! flags, set,

: nsadSk_evt_Length,

i UPLIT aer(ngﬂ nsaSk_evt_length OF (0)))
{THEN showSwr to,linc{ueggs?,'$0curity journaling currently disabled’,

TELSE
N
shouiurito-linoégeg%ag)'Socurity journaling currently enabled for:*,

dccodc_bits(fla?s)°
showSwrite_Line(XASCID * *, XREF(0));

If there are journal bits set, try to find out what device the journal
is writing to.

device[0] = XALLOCATION(dev_string);
devicell) = dev_string;
arglist = 1;
arglistl1) = device;
status = SCMEXEC(ROUTIN = get_device,
ARGLST = arglist);
IF .status
THEN showSwrite_Line(XASCID 'Journaling file resides on !AS', XIREF(device))
ELSE SlGNALéshouS_auddovorr.

E
P.AAH: ,ASCII

00 45 52 55 4C &9
03C P.AAG: .LONG

.status);
END;
RETURN;
END;
LTITLE SHOWAUDIT
LIDENT \v04-000\
LPSECT SPLITS,_NOWRT,NOEXE,Z2
00 4C 43 41 80000 P.AAB: .ASCII \AC$\< >
81050003 0004 P.AAA: .LONG 17694723
0000000* 00008 .ADDRESS P.AAB
00 00 00 S& 4E 5SS &F &g OC P.AAD: .ASCII \MOUNT\<0><0><0>
810 088 14 P.AAC: .LONG 17694725
02§0 ?' 18 .ADDRESS P.AAD
5 1g P.AAF: L.ASCI] \NAUTHORIZATION\<0><0><0>
8 P.AAE: .LONG
. .ADDRESS
% 8

17694733
\Fi“f'n \<0>
176 4?2;

AX=11 Blisg=32 V4.0-74
CLIUTL.SRCISHOWAUDIT.B32:1
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16=Sep=1
16=Sep~1
40
b P.AAJ:
48 P.AAl:
EL P.AAL:
8 P.AAK:
2‘ P.AAN:
98 P.AAM:
74 P.AAP:
§§ P.AAD:
0 P.AAR:
090 P.AAQ:
894
98 P.AAT:
OAD P.AAS:
0AS
OA8 P.AAV:
Ogg P.AAU:
0
0B8 P.AAX:
0CO P.AAW:
0C4
0(8 P.AAL:
000 P.AAY:
004
0D8 P.ABB:
0E4& P.ABA:
OE8
0EC P.ABD:
OF&4 P.ABC:
OF8
OFC P.ABF:
104 P.ABE:
108
10C P.ABH:
114 P.ABG:
118
11C P.ABJ:
124 P.ABI:
128
12C P.ABL:
} P.ABK:
15C P.ABN:
144 P.ABM:
148
148 P.ABP:
}g P.ABO:
i 500
156
174 P.ABT:
17C P.ABS:

o8 $2:08:%

AX=11 Dliss
CLIUTL.SRC

«ADDRESS P.AAH

LASCII \SUCCESS\<0>
‘LONG. 13694737
.ADDRESS P.AAJ

LASCT \SYSPRY\<0><0>
LONG 17694726
+ADDRESS P.AAL

LASCII \BYPASS\<0><0>
LONG 17694726
.ADDRESS P.AAN

LASCII \UPGRADE\<0>
.LONG 472

6
+ADDRESS P.AAP

LASCII \goungnAoE\<0><0><0>
LONG 17694729
.ADDRESS P.AAR

LASCII \9RPPRV\<0><0>
LONG 17694726
.ADDRESS P.AAT

LASCII \READA5$\<0>
LONG 176947
.ADDRESS P.AAV

LASCII \9RSAK5N\<O)
LONG 17694727

-ADDRESS P.AAX

LASCII \sOGlN\<0><O><0>
LONG 17694725

.ADDRESS P.AAZ

LASCII \303FA§50RE\<0><0>
LONG 176947

.ADDRESS P.ABB

LASCI1I \5060¥T\<0><0>
LONG 17694726

+ADDRESS P.ABD

LASCII \9Atcn \<0><0>
LONG 17694726
.ADDRESS P.ABF

LASCII \gIALgp \<0>
.LONG 94727
.ADDRESS P.ABM

JASCII \308A5 \<0><0>
LONG 17694726
.ADDRESS P.ABJ

JASCII \ainors \<0>
LONG 17694727
.ADDRESS P.ABL

JASCII \NETU?RK.\
LONG 17694728

.ADDRESS P.ABN
JASCII \;ugpagcess.\<0>
LONG 17694731
.ADDRESS P.ABP
LASCI1I \9ETA$HSD.\<0><0><0>
LONG 1769472

.ADDRESS P.ABR

JASCII \nsao \<0><0><0>
LONG 17694725

=32 V4.0-74
SHOWAUDIT.B

§2:1
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00000000°*
00000000* 00000000* 00000000°*

00000000* 00000000°

&5 56
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i % 8

00000000°
00000000

00000000°*
00000000°*

00000000

0D 000000006
000000006 05

& 56 &9
55 43 45
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52 54
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[4
66

00000000°
00000000°*

0000000
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00000000°*
00000000°*

00000000°*
00000000°*

00000000

ia

22222222222222222222222222ess
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AX=11 Bliss=32 v4.0=74
CLIUTL.SRCISHOWAUDIT.B3Z2;1

.ADDRESS P.
P.ABV: .ASCI \gag?; \<0><0>
P.ABU: .Lgn f 26
P.ABX: .ASCII \EXECUTE,\
P.ABW: .kgns ;65 ? 5
P.ABZ: Zascxx \DELETE,\<0>
P.ABY: .LONG 19354757
.ADDRESS P,ABZ
P.ACB: .ASCII \CONTROL,\
P.ACA: .LONG 176947
P.ACC 'G???“‘o?iSS’
P.ACE: .ASCII \Security alarms currently disabled\<0>
LASCII <
Pa— 'kgggsss 2622€5‘
P.ACG: L.ASCII kisgurity alarms currently enabled for:-
ASCIT <0
gt iy -~ W g o
P.ACI: .ASCII \ \<0><0><0>
P.ACH: .LONG 17694721
.ADDRESS P.AC!
.PSECT $OWNS,NOEXE,2
SYS_EVENT
i Evﬁu?goaess P.AAA, P.AAC, P.AAE
.ADDRESS P.AAG, P.AAl, P.AAK, P.AAM, P.AAOD, -
P.AAQ, P.AAS, P.AAU
LOGINOUT _EVENTS:
PETBE Tvpggss P.AAW, P.AAY, P.ABA, P.ABC
-ADDRESS P. Ags PPAaaG P.ABI, P.ABK, P.ABM,
ACCESS_TYPES: ;

.ADDRE
EXTRN
EXTRN
+EXTRN
.PSECT
iScTRV
SUBtg
8BS
MOVZuL
CALLS

$S P.ABS, P.ABU, P.ABW,
SHOWSWRITE _LINE
STRSAPPEND CTL$GQ_PROCPRIV
NSASGR_ALARMVE
$CODES ,NOWRT, 2

SHOWSAUDIT, Save RZ R3,R4,R5,R6
SHOHSURITE JLINE,

SP
16 crLsco Pnocpnlvoa 1%
LlﬂSSlGNAL

P.ABY, P.ACA

£
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SHOWAUDT T 1§ Sep=1 AX=11 B -32 Vé.0-74 p 0
V002000 i s.:-133‘ D O it e P AT P age 19
RET : 0182
A; oooooogge 00 s ? 1%: MOV C , NSASGR_ ALARHVEC FLAGS : §13§
0083' C AE A CMPC c& FLAGS, “P.ACC : 019
A BNEQ 28 : '
gs CLRL  (SP) : 0198
D) PUSHL  SP ;
0000" %r f PUSHAB P,ACD ;0197
B 1 B BRB 13 ;
ge 04 00030 2%: CLRL  (SP) ;0202
£ go 8 f SHL ; |
0000' CF 9F 00041 PUSHAB P,ACF : 0201
‘6 02 fB 8‘ CALLS  #2, SHOWSWRITE_L INE : |
04 AE 9F 0004 PUSHAB FLAGS : 0203
0000v CF 01 FB 0004 CALLS #1, DECODE_BITS : \
gs D& 0005 CLRL (SP) : 0204 |
£ 0D 0005 PUSHL  SP : ;
0000" ar 9F 00054 PUSHAB P.ACH ; i
66 2 B 80053 38: CALLS  #2, SHOWSWRITE_LINE : L
04 00058 RET ;

0244 |
E
; Routine Size: 92 bytes, Routine Base: $CODES + 0000
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1;-50 «1984 01:18:57 AX=11 Bliss=32 v4&.0=74 P 1
10-3e0-1080 12:08:30  FeNTl BiaETsheuktalT 8%2: 1 e ¢
ROUTINE decode_bits (flags) : NOVALUE =
BEGIN

1ee
L]

Given a set of bits, determine what security events are set.

Inputs:
flags = address of security alarm/journal vector

Outputs:

i
i
i
i
i
i
; None. The appropriate events are displayed.
|-

MAP
flags : REF $BBLOCK;

BIND
s¥s = flags(nsa$l_e t,s‘sJ : BITVECTOR,
file_access = flags nsaSl_evt_failure)l : VECTOR
log_évent = flags[nsasb_evt_L3gb]) : VECTORL,BYTE];

]
; Get the system-wide general events

INCR i FROM 0 TO $BITPOSITION(nsa$v_evt s?are)-1 00
IF .sys(.i] THEN showSwrite_Line(XASCID ° 'AS', sys_events[.i]);

)
; The loginout events

INCR ;:on 0 10 3 00O

BEG
F .log_event[.j] NEQ 0

|
THEN

togin = log_event[.j] : BITVECTOR;

desc : $BBLOCK(d Stc_s_bln].
arglist : VECTORL[Z2]);
$init rndes (desc);
INCR T FROM 0 TO 6 DO
BEGIN
IF .login[.i]
tzgn str$append(desc, .loginout_types(.il);

LOCA

doscgdsgau_ie?fthl = .desc[dsif7’§ength] -1;

arglist oginout_events

arglist(1] = desc; :

z:gutur te_Line(XASCID * 112<!AS: 1> ('AS) ', arglist);
END; ;

]
i The file access events.

1
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1
2" bl A YRRz
'
f‘fgzzsfzgﬁ 0 10 7 0O
%zeifile_nccess[.il NEQ O

e e e e e e ————— et -

Cheat, use SYS[O0) as a flag.
Look at each type of filc
access cell

1t something is set,

display the info...

. - —— -

iy
1 access = file_access[.i) : BITVECTOR; ! Look at the cell
1 A ! as a set of bits.

L
desc $BBLOCK[dzsgc s_blnl,
lrglilt : VECTOR
F NOT ,sys(0) ! 1f not yet done,
i print a header.

BEGIN

shotturit?_line(lASClD " FILE_ACCESS:', ZREF(0));
! Show that header
' has been written.

SRR SS 55 55 85 S VWIS 55 SN VWAL B 05 55 5 5 B 5 GOUisironon)

LA LA LR PR PR T PR LE TR PR P PR TR T PR T TR TR T TR TR T T T T T T T

W e i s o o i i
oo w mdSWmemao“me-o

!
1
1
}S
13
i
0 iinit dlndes (desc) i Setup a descriptor
1 INCR 10 (sélTPOSlTION(lrnSv fitL) = 1) DO ! Go thru each
i i type of access
IF accoss[ il i type; if set,
g tugu strtappend(dosc. .access_types(.jl); ! add to display
? doscgds Sw lon'th] = dositdictu_ltngthl -1; ! Strip trailing comma
arglist ile_events : i Get file option
g arglist 1 = desc; ! nd string of accesses
0 2 z:ontur te_Line(SASCID * T11<IAS: 1>(1AS) ", lrglist)
§ 1 END;
03 i END;

.PSECT SPLITS,NOWRT,NOEXE,?2

P.ACK: LASCII \ 'AS\<0>

P.ACJ: L.LONG 1769472

+ADDRESS P.ACK

P.ACM: L ASCII ©\ P12<IAS: 1D (LAS)\<O>

P.ACL: .LONG 17694739
+ADDRESS P.ACM
LASCIT \ FILE_ACCESS:\

LONG 17694736
-ADDRESS P.ACO
P.ACQ: LASCII PTI<IAS: > (IAS)\<O>

P.ACP: .LONG 17694743
-ADDRESS P.ACQ

00 53 41 21 20 20

28 3E 21 3A 53 41 21 3¢ 32 %N 51 SO ;g

53 41 21 3¢ 31 N Sa 38 gg 20 sg Sg ig

(olelel=]
OO0O00O0O000O00O0O00O000

IS T AT S
v 9
. L
> >
- o
Z O

53 53 45 43 43 41 SF 45 4C 49 46 20 208°§

.PSECT SCODES,NOWRT,2

[« 2

~ N

]
i
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F1N
v0e-000 16-5ep-1080 12:09:30  Yelilm 2Satsubulloi T8z

03FC 00000 DECODE_BITS:
. WORD

Save R2,R3,R4 RS,R6,R7,RE,R9
000000006 00 9 000¢ ROVAB  STHSAPBEND. RS
f MOVAB  SYS EVENTS. RS
000000006 00 MOV SHORSWRITE LINE, R7
§ 6 ¢ SUBLe #20, SP
A . MOVL  FLAGS, RS
“ 8 A 3 MOVAB zm ). Ré
4 6 A MOVAB  4(R5). R4
g D 4 CLRL ;
0A 65 E1 618 C , (RS), 2%
684 gr A PUSHAL SYS EVENTSCI]
0000* CF 9F ) PUSHAB P.ACJ
27 F! 1 CALLS 03. SHOWSWRITE _L INE
EE 2 f 28 AOBLEQ #2. I, 18
s& O
6344 A 3 TSTB  (J)LR4)
ga 1 80 BEQL bg
0C AE ozoeooog F 00 0003F MOVL  #34471936, DESC
10 85 D& S00en B
0A 6344 ? E1 804c 48: C 1. (J)[R4], 58
3C ABL go 0051 PUSHL  LOGINOUT_TYPESCI]
10 AS f 00055 PUSHAB ossc
29 8 F8 00058 CALLS #2, STRSAPPEND
ED 2 6 F 8053 58 AOBLEQ #6. 1, 4$
C A§ 87 0005F DECW  DESC
04 AE C ABG go oogs MOVL  LOGINOUT EVENTSCJ), ARGLIST
08 AE C AE 9 000 MOVAB DESC, ARBLIST+4
& AE 9F o009o PUSHAB ARGLIST
0000* CF 9F 00070 PUSHAB P.ACL
27 i f! 00074 CALLS og. SHOWSWR1TE_L INE
BF 3 £3 00077 68: AOBLSO #3, J, 38
65 g1 BA 8873 BICBZ #1. (RS)
5 04 0007 CLRL I
6642 DS 00080 7%: TSTL  (R&ICID
48 13 0008 BEQL  11%
0E 65 EB 000 BLBS  (RS), 8%
ge 04 000 CLRL  (SP)
; D 0008A PUSHL SP
0000° CF 9F 0008C PUSHAB P.ACN
67 2 f 8 9g CALLS #2, SHOWSWRITE_LINE
65 1 8 9 BISB2 #1. (RS)
0C AE ozoeooog F D 8 96 8% movL  #34471936, DESC
1088 D% Qoo G
6642 DF §0A3 98 PUSHAL (R6)C1)
0A 9 53 E1 000A6 BBC J, a(SP)+ 1gs
ss ABLS DD 8 AA PUSHL  ACCESS_TYPESCJ)
1 As f 000A PUSHAB DESC
29 8 F 889 CALLS #2, STRSAPPEND
EB B L& F 84 108 AOBLEQ #4. J, 9%
C AE 87 00088 DECW  DESC
04 AE ¢ A842 DO 0008 MOVL  FILE_EVENTSLI), ARGLIST
08 AE C AE 9E C MOVAB DESCT ARGLIST*4
¢ AE 9F 000C PUSHAB ARGLIST
0000' CF 9F 000C PUSHAB P.ACP

- ¢
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; Routine Size: 213 bytes, Routine Base: SCODES + 005C
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W 11
16-3ep-198¢ 2:08:30 el

IROUTINE get_device (desc) =
iBEGIN

1444

Get the name of the device to which the security journal is writing.

Inputs:
desc = address of a descriptor, where to put the device name

Outputs:
desc - will be filled in with the ASCII string,
the name of the journal file device.

]
i
i
i
i
i
i
i
i
!
! - am -

!

: desc
'LOCAL

! status,

! chan : WO
! item_List

1
z Attempt to access ihe

gs:a:us = SASSINL (CHAN

: REF VECTOR;

RD,
: SITMLST_DECLCITEMS=2);
journal device.

= chan,
UPLIT BYTE(isb$c_exec)

i ACMODE =

i FLAGS = cjfSm_read OR cjTSm_write,
i INLTYP = dt$ atjnl

i JNLNAM = XASTID 'SECURITY');

'1F NOT ,status
'THEN RETURN .status;

! If the assign failed,
! give up now.

i Now, using the channel, obtain the name

; the journal writes data.

'SITMLST_INITCITMLST = item_Llist,

! (ITMCOD = cji$_Tildsknam,
! BUFADR = ,.desc(1],

! BUFSIZ = .dost g

i RETLEN = desc[0]));

'status = SGETCJI(CHAN = .chan,
! ITMLST = item_Llist);

'SDEASJNL (CHAN = ,.chan);

'RETURN .status;
'END;

of the device to which

! Set up an item Llist
! asking for the

device name

! Store it here,

and return the
Do it.

length here.

! Return the final sta

BLi
L.s'

tus.

s
C

=32 v4.0-74
SHOWAUDIT.B32;:1
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EXTRN LIBSSIGNAL

: PSECT SUMMARY
: Name Bytes Attributes
POSPLITS 696 NOVEC,NOWRT, RD ,NOEXE,NOSHR, LCL, REL, CON,NOPIC,ALIGN(2)
;  SOWNS 108 NOVEC, WRT, RD ,NOEXE,NOSHR, LCL, REL. CON,NOPIC,ALIGN(2)
; SCODES 305 NOVEC,NOWRT, RD , EXE,NOSHR, LCL, REL, CON,NOPIC,ALIGN(2)
: Library Statistics
: cecccces Symbols ==-====- Pages Processing
H File Total Loaded Percent Mapped Time
:  _$2558DUA28:[SYSLIBILIB.L32;1 18619 19 0 1000 00:01.8
; COMMAND QUAL IF IERS
H BLISS/CHECK=(FIELD,INITIAL,OPTIMIZE)/LIS=L]SS:SHOWAUDIT/0BJ=0BJ%:SHOWAUDIT MSRCS:SHOWAUDIT/UPDATE=(ENHS: SHOWAUDIT)
Size: 305 code ¢+ B04 data bytes
Run Time: 00:10.8
Elapsed Time: 00:34.8
Lines/CPU Min: 174

Lexemes/CPU-Min: 15519
Memory Used: 121 pages
Compiiation Complete
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