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14=Sep=-1984 12:09:1 CLIUTL.SRCISETPWD.B32; (1

=

MODULE SETPASSWORD (
IDENT = *v04-000',
?DDRESSING_HODE(EXYERNAL = GENERAL)
o

BEGIN

Et.tttt'ttoattttttttttttt'tttt'tc"tct'o't-"tonc'ttﬁtcntt.ttwt'trcacctott'to
e

'* COPYRIGHT (c) 1978, 1980, 1982, 1984 BY

'* DIGITAL EQUIPMENT fORPORA!ION. MAYNARD, MASSACHUSETTS.

5: ALL RIGHTS RESERVED.

i THIS SOFTWARE 1S FURNISHED UNDER A LICENSE AND MAY BE USED AND COPIED
'* ONLY IN ACCORDANCE WITH THE TERMS OF SUCH LICENSE AND WITH THE
'* INCLUSION OF THE ABOVE COPYRIGHT NOTICE. THIS SOFTWARE OR ANY OTHER
t* COPIES THEREOF MAY NOT BE PROVIDED OR OTHERWISE MADE AVAILABLE TO ANY
'!* OTHER PERSON. NO TITLE TO AND OWNERSHIP OF THE SOFTWARE IS HEREBY

*
*
]
*
L
]
*
L 4
-
L ]
is  TRANSFERRED. .
L ]
*
-
o
*
*
]
L]
L 3
*

OO0O00O
SRRRe

o

o

000
‘ddddd—ddddﬂddﬂddddd"ddd‘dﬂdddddddﬂddddddddddd‘ddddm

e

'* THE INFORMATION IN THIS SOFTWARE IS SUBJECT TO CHANGE WITHOUT NOTICE
'* AND SHOULD NOT BE CONSTRUED AS A COMMITMENT BY DIGITAL EQUIPMENT
;' CORPORATION.

In

LITY FOR THE USE OR RELIABILITY OF ITS
S NOT SUPPLIED BY DIGITAL.
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83 144

8§ E FACILITY: Set Password

% % ABSTRACT: Changes a users password in SYSUAF.DAT

88§? | ENVIRONMENT: DCL Set Utility
é 88%3 g AUTHOR: Chris Hume, CREATION DATE: 14=Jun=1979
é 83:? | MODIFIED BY:
4 004 | v03-009 JRLOO17 John R, Lawson, Jr. 6-Jul=1984 10:18
B 004 : Place system gassword in SYSUAF.DAT in a special record

82; ; unaccessible by AUTHORIZE.
4 0049 | v03-008 BLS0291 Benn Schreiber 24-MAR-1984
4 004 . Define SETS_BADVALUE here so we don't pull
e 8828 ; SETFILE into SETPO,

0050 1 i v03-007 SHZ0003 Stephen H. lalewski,  02-Mar-1984
5 051 ' r. '‘oanger make special checks for null passwords. LGISHPWD
gi ogg ; 1" now return a null password.
54 054 1} v03-006 $nc0002 Stephen H. Zalewski .
SS 055 ! Add support for /SECONDARY. ALL misc other security
29 829 ; enhancements,

prr—




SETPASSUORD E-gen-one 003sias  yAlt BLisec32 ve.0one

: gg zs 1! v03-005 SHZ0001 Stephen H. Zalewski 30-Dec-1983
: 24 } ; Add support for /GENERATE.

: ©) ? 1! v03-004 CWH3004 (W Hobbs 9=Nov=1983

: 6 ; 1! Remove the test for CAPT!VE added in GASOOBO This broke
3 6 ] 3 some existing Bglicat ons and is not strictly necessary
3 gg e } ; since the LOCKPWD bit can be used.

: &b 06’ 1! v03-003 GAS0139 Gerry Smith 17=Jun=-1983
3 gg v } ; Add the system password.

s 9 g .3 v03-002 GAS0112 Gerry Smith 29-Mar-1983
: 7? 7? } E Remove all roferoncos to the old command dispatcher.
: 7 887 1! v03-001 GAS0080 Gerry Smith 4=May=-1982
: 7 e Bs B Disallow changing of password if the CAPTIVE bit

: 74 076 1! is set in the authorization record.

: 715 07 1!

: 7 0076 1 !==

: 7 0077 1

: 78 0078 1 LIBRARY

3 79 0079 1 '*SYSSLIBRARY:LIB';

3 80 0080 1

3 81 0081 1!

: g 883 } ; Macro to make counted ASCI] strings

;. B4 0084 1 CRO

H 85 M 0085 1 CSTRINGL] = (UPLIT BYTE(XCHARCOUNT(XSTRING(XREMAINING)),

: 39 0086 } XSTRING(XREMAINING)))X;
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SETPASSWORD 16-Sep-1984 00:35:4 AX=11 Bliss=32 v4.0=74 P
V86°083 16-503-1936 18:89:1 CLIUTL.SRCISETPWD.B32; ot (2)

]
; Table of contents

FORWARD ROUTINE
set$password : NOVALUE,
get_pwd,
get_record,
update_uaf : NOVALUE,
update_sys : NOVALUE,

The module entry point
Terminal dialogue

User Input

Update the UAF record
ggdatc the system password

open_uaf, PEN and SCONNECT to UAF
get_uaf_record, Get a record from UAF.
check_qualifiers; Get and check command qualifiers.

2288
2%

SIR28

]
; External routines

EXTERNAL ROUTINE
strSupcase,
set_password_generate,
cliSpresent,
cliSget_value,
LibScvt_dtb,

LgiShpwd;

]
; External storage

EXTERNAL
ctlSgq_procpriv : $B8BLOCK[8]; ! Process privilege mask

)
; Define messages

EXTERNAL LITERAL

set$_pwdnotval, ! Error validating old password

set$_pwdnotver, ! Error verifying new password

set$_pwdlocked, ! Password is locked

set$_pwdsyntax, ! Syntax error on new password

set$_syspwderr, ! Error modifying system password

set$_vaferr ! Error accessing authorization file
sots_invpud[qn. ! Invalid password Length

set$_pwdnotdif; ! New password must be different from curretn one

©
([elelelelelelelelelelelelalelelelelalelalelalalelalalelalelelelelelelelelelelelelelels]

$SHR_MSGDEF (set,119, local,
(badvalue,error));

g Define TRUE and FALSE
LITERAL

false = 0,
true = 1;
LITERAL

$EQULST (QUAL_,,0.,1,
(system,), ! /SYSTEM

O OF ¥ ¥ O AW WA LN N PINININININIAININ) b b b b b s bk b s D O OO OO OO O VOOV OOOOOVO
ubm-oog:xmrw-asgcﬂombwaoomwombw-‘ognﬁgmgw-aSSDw\agw—oso
— ol ) ) il D ) ) D D - ) e ) = - - ) - -l ) - ) = ) ) ) D D D ) D — D D D D D D ) D D D D D D D D ) e D D e D D D

TR T TR PR TR PR A A TA TR PR DA IR TR PR PR PR PR T PR PRI AL LA LA LA PR LA LA TR TR TR PR TR TR PR TR TR TR TR TN T T T -y - -

) ol ) ol — ) ) ) ) .l D ) e - ) - —h D D el e D ) D D ) e D D ) D i i ) e i i ) D e o

— i e el cnld il i e D D i i D D i D D D D D D il i D D D i D D D D e D D i D e i el e e el i
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©

[
| =
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min_pwd

uvaffab

IR = O OO NO NS NN - OO 00

FNM

SHR
vafrab :
RAC
ROP
KRF
KBF
KS2
UBF
us?
FAB

VOV VVVV VOUVUO
[sl=lelalalalalalalelelelelelelelelelelelelelele)

S NN =OVO~NONWN
e el e i e e i ol i e e e o el e e e o e e e el e o e o i e o

NNNNNNOOONONO OO OO O VWWWAWVWAVIIWALS S 0 0
WV ES AN =2 O 0 00 NOMWN B N =2 O O 00 O W B N =2 OO 0~ W

...l.l.........I....‘l.I...l.l....‘l‘l...’.I.......l.....l.‘.
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(generate,)
(secondary,));

i OWN storage

setpwd$flags : BITVECTO

Jlength : INITIA
old_pwd_buf : VECTOR
new_pwd_buf : VECTOR
viy_pwd_buf : VECTOR
old_pwd_dsc: VECTOR
new _pwd_dsc: VECTOR

vafbuf T BLOCK uafss len
user_desc‘: VECTOR(2]

0.

[ T PN
mo
i~

FAB(

FAC = ( ot.ggg.upd).

*SYSU

DNM = *SYSSSYSTEM:.DAT®

(get,put,del,upd)’,
sriB( " )

k'.
6rfk.uif).

vafbufluaf$t_usernamel,
vaf$s_username,

vafbuf

uaf$c [ength.

vaffab);

N S
16=Sep=1984 00:35:4 AX=11 B
16-503-1984 ?3:89:1; CLIVUTL.
NERATE
CONDARY
IAL(O),
old_pwd_buf),
new_pwd_buf),

ﬁafbuftuafSt_usernameJ).

! access t‘pes
! user authorization file name

b ———————

Satlsite

Vé&.0-74
wD.B32;

Page

(2)
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lg°Sop-1 4 00:35:4 AX=11 Bliss=32 v4.0-74
16-509-18“ ?g:89:1 CLIUTL.SRCISETPWD.B3Z;
1 GLOBAL ROUTINE setSpassword : NOVALUE =
BEGIN
Tese
]
! This is the entry for the SET PASSWOPD command. It 's called by the SET
3 command dispatcher.
i-..
LOCAL
status;
]
: 1f not setting SYSTEM password, then open and connect to SYSUAF .DAT,
: then get uaf record of user.
IF NOT open_uat()
YﬂizolEYURN:
IF NOT aot vaf_record()
THEN RETURR;
IF .vafbufluat$v_lockpwd] AND NOT CLISPRESENT(XASCID'SYSTEM') ! Check to see if the user has the right
THEN ! to change the password.
BEGIN ! If the password is locked he can't.
SIGNAL _STOP(set$_pwdlocked);
gs;unn:

|
! Check for command qualifiers, and determine minimum password length
; if /GENERATE was specified,

chech_qualifiers();

Get the old and new passwords.
NOT (status = get_pwd()?

F
THEN
BEGIN
SIGNAL(,.status);
RETURN;

END;

]
; If an error, then simply exit,
i

f /SYSTEM, then modify the system password.

l > Otherwise change the password
for this user,.

)
i
i
i
IF .setpwd$flags(qual_system)
THEN update_sys();
update_uaf();
? RETURN;
1 END;

.TITLE SETPASSWORD

Page

(3
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&:3&%8? A1 BLiss-32
LJDENT  \Vv04&=000\

PSECT SPLITS, NOWRT,NOEXE,2
00 P.AAA:  .ASCII \SYSUAF\

56 41 &4 26 3A 4D 45 54 53 gs gl 32 gi ;3 ;g 0§ P.AAB: ASCII ;SVS SYSTEM: .DAT\
;

00 00 4p 45 54 53 1390 §§ }
8006000* 06024

P.AAD: L.ASCII \;V3T$H\<0><O>
P.AAC: .LONG
ADDRESS P.AAP

PSECT SOWNS ,NOEXE,?2
00000000 00000 SETPHDSFLAgSG
00000000 00004 MIN_PWD_LENGTH:

00008 OLD_PWD_BUF :

.BLKB 32

00028 NEW_PWD_BUF :
.BLkB 32

00048 VFY_PWD BUF
Lk 32

00000000 00068 OLD_PWD DSC

ONG 0
00000000* 0006C ADDRESS OLD_PWD_BUF
00000000 00070 NEW_PWD_DSC :

-LONG
00000000* 00074 .ADDRESS NEU PWD_BUF
8007 UAFBUF: ,BLKB 127
00000000 O0O0SFC USER DESC

.LONG
0000000?' 0600 ADDRESS UAFBUF +4
0604 UAFFAB: .BYTE

o = O
a

0605 .BYTE
0688 .WORD

«LONG
060 +LONG
061 .LONG
0614 .LONG
.WORD
.BYTE
.BYTE

(=l=le]
o

o000
[(=l=l=l=]
SR38383828383838233%

o000
oogooo
(==

OOONOOOO = —=000000wW
N -

Vé.0-74
PWD.B32;
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e

0000v

0000V

¢ 0000°
000000006

000000006

00000000

0000 00000
000;
00
00A
000F

01
0000°* §}
og
0

000000006

OOWWVIO ™ OWVOWO
—_-TNO—-TMNNOOOO
MOMAOMMAMN
O oD M — O OW
[=l=l=lalal=]

e AV gl 1,8

UAFRAB: .

AX=11 B lis,-SZ vé.0-74
CLIUTL.SRCISETPWD.B32;

8
24304

612

|
g[SJ
<I>

RD
ADQRESS UAFBUF

.Lo G
LONG

ZAooness

.BYTE
.BYTE
.BYTE
.BYTE

0
0
gAFBUFOA
3
0
0
0
0

.LONG
.ADDRESS UAFFAB

-LONG

.EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
EXTRN
LEXTRN

PSECT

LENTRY
CALLS
BLBC
CALLS
BLBC
BB(
PUSHAB

PUSHL
CALLS

0

STRSUPCASE, SET PASSUORD GENERATE
CLISPRESENT, CLTSGET VALOE
LIBSCVT DTB, LGISHPWD

CTLSGa P nocﬁnlv

SETS_PUDNOTVAL, SETS_PWDNOTVER
SETS_PWDLOCKED, SETS PWDSYNTAX
SETS"SYSPWDERR, sers “UAFERR
SETS_INVPWDLEN, SETS PWDNOTDIF

$CODES ,NOWRT,2

SISPASSUORD Save nothing
OPEN

ag 43
th UAF _RECORD
cg UAFBUF +468, 1%
P.AAC
1 cklspnssenr
RO, 1

csérs PWDLOCKED
., LIBSSTOP

s
—
w
-~y
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; Routine Size:

; &R

91 bytes,

0230

1

S g
000000066

0000v CF
0000v CF

Routine Base:

1§:§§3
3

04
f 18:
f G
E
()] &
1 FB

04 A
FB8 0005

00 FB 00055 3%:
04 O0005A 4§%:

$CODES + 0000

A RS

#0, CHECK QUALIFIERS
" s£$-’°°

STATUS, 28

STATUS

#1, LIBSSIGNAL
SETPWDSFLAGS, 3%

#0, UPDATE_SYS
#0, UPDATE _UAF

H
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16=Sep=1984 00:35:4 AX=11 Bliss=32 v4.0-74 P
14 503-193A 98:39:1; CL!UTL.SRCSSETPUD.BSZ: o (4)

1 ROUTINE get_pwd =
BEGIN e

leee

]

! Ask the user for the new and old passwords, and verify that the user can
; type the new password twice in a row.

! Inputs:
: None.
4 !
[ ! OQutputs:
A : None.
4 !
‘ ! - o
LOCAL
status
fab : SFAB(FNM = 'SYSSINPUT',
FAC = get).
e rab : SRAB(ROP = <pmt,cvt,rne>
P USZ = XALLOCATiON(o(d_pwd_buf),

FAB = fab);

2 Open sys$input.

IF NOT SOPEN(FAB = fab)
THEN RETURN set$_pwdnotval;

IF NOT SCONNECT(RAB = rab)
THEN RETURN set$_pwdnotval;

IR = O O 00 N0 N 8 LN = O 0 00 NN VN 8N N = OO 0D O W IS i) —

(= o 1o Yo JV IV IV TV IV IV AV IVIVIVY S S S S 3

NONINONI NN NI NININI NN NI NN NI RO NI NI NI N

v
[elelelelelelelelelelelelelelele el e le el e il e e =il e e lelelelelelelelelalele e leTelelelelalele e le =]

gg ; Get the old password.
66 rablrab$l_ubf]) = old gud buf;
67 IF et record(CSTRING('0ld password: '), rab)
68 THEN RETURR set$ sudnotval
27 93 ELSE old_pwd_dscl0] = .rablrabSw_rsz];
4. -
%7; : Get the new password. If user specified /GENERATE, then generate passwords
;;‘ ; for s/he to choose from. (Grammar?)
75 IF .setpwd$flags(qual_generatel
79 THEN ’ »
7 BEGIN
78 BIND new_password = new_pwd_buf : VECTORL,WORD]; :
8 %79 set_password_generate(new_pwd uf.nln_pud_lengtﬁ): ! Returns ASCIC string.
8 80 new_pwd_dsc 1 = .new_password(0]; ! "Move count into descriptor.
84 281 new_pwd_dscl1] = .new_pwd_dsc[1] + 2; ! Move buffer address past count.
gg 23§ Eaa!upcase (new_pwd_dSc, new_pwd_dsc); ! Upcase the password
87 %84 ELSE
88 85 BEG%N
89 589 rablrab$l_ubf] = new Bud buf;
90 8 IF NOT gef_record(CSTRING(XCHAR(13) ,XCHAR(10), 'New password: '), rab)

5
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SETPA D 1:-50 -1984 00:35:4 AX=11 Bliss=32 v4.0-74 (4 10
vsﬂ 16-50:-1334 ?9:89:1 CLIVUTL. lCiSE!PHD.lSZ: o (4)
THEN RETURN set$_pw not;or:
new_pwd_dsc(0] = ,Fab rag w_rszl;
If rablrabsw rsz) GTRU 31 ! Make sure password not to long.
9 THEN RETURN set 1nvru¢lon:
9; IF NOT ,set udelsgst ua _s‘stof] AND ' 1f not SYSTEM password,
g‘ Eirabtrab w_rs2) LSSU .uatbufluafSb_pwd_Lengthl ! then check to make sure not to shord.
95 BEGIN
93 IF NOT (.sotgud!flags[,ual sacondary] AND ! Null gassword allowed
9 .rablrab$w_rsz] EQC 0) ! on SECONDARY password.
38 THEN RETURN set$_invpwdlien;
00 L
01 INCR i FROM 0 TO .new_pwd_dsc[0] = 1 ! Check new password for illegal characters. The only allow
Oi 00 ! characters are Ato 2, 0 to 9, the $ and _.
0? 0 BEGIN
0 04 BIND
83 8 05 char = new_pwd_bufl(.i] : BYTE;
8’ IF (.char GEQU XC'0" AND .char LEQU XC'9*)
08 OR (.char GEQU XC'A" AND .char LEQU XC'Z")
09 OR .char EQLU XC'S’
10 OR .char EQLU XC*'_°'
11 THEN 1
1; EhSE RETURN set$_pwdsyntax;
END;

]
: Make sure user knows what he thed_in. Do this b‘ asking for the
! new password again, and then checking that it's the same as the

5 Last one typed in.

rablrab$L_ubf) = vf pud buf: .

IF NOT ?ef rocord(cgf ING(XCHAR(13) ,XCHAR(10),'Verification: *), rab)
THEN RE

I

SN = OV NO NN = O

URR set$_pwdnotver;

F
F .rablrabSw_rsz] NEQU .new_pwd_dsc[0]
THEN RETURN set$_pwdnotver;

IF CH&NEO(.rlb[rleu_ri€§

NOROMNONNININININ = S b b DB Db b b

.new_pwd _dsc :
.rabtgob!u rsz
but)

viy_pwd_
THEN RETURN set$_pwdnotver;
RETURN true;
END;

W =0V ~NO-W

N AN
LERRURZES
= AINNONLAL NI AIAINI NI NIAINININININI NINININI AN 85 85 55 S5 VIWAES B B 8 LWL 85 WV BN WL
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Ul L Ll Ul U U U Ll U o LA U U A U U L o U U O U L M N N
L L N N N N N N N N N N N ettt

VSN = OOV NOWN S WIN = OO0~ ~

(Vs
ao

.PSECT SPLITS ,NOWRT ,NOEXE,2
564 55 50 4E 49 264 53 59 53 §00§: P.AAE: .ASC%I \SYSSINPUT\ :

0031
23 0 P.AAF: _.BYTE :
0035 .BYTE 0 s
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e

3388

000000
000080

o

000000
P.AAG:

o o
OHr 00000

Or—=O00000

Ead
wh
o
[=l=4
[=I=l=4
o
=4
o

08 000
00000

§3w§§o§

iy

8 cé4
E 0C8 P.AAN:

— s
SO0z

L
wwn
o0 |
A-A-]

"

— !
Lol o] !
—_D
nNO
O~
oW
—

: ; AX=11 Blissg=32 v4.0-74
: CLIUTL.SRCISETPWD.B32;

.ADDRESS P.AAE
g
0
0
WORD 0
0
0
0
0

0

0

0

1

88
-LONG 6157627904

0

‘s’

£3]

2

;
8
& |
|
|

o

g
—
& =
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11 Sep~19
16-503-19

8 12:09:1

AX=11 Bliss=32 v4.0-74
CLIUTL.SRCISETPWD.B32;

Pa 12
w (4)

6 77 73 73 61 20 64 6C ?5 §o? e avre' }01« password: \
A 64 T2 6F 73 73 61 70 20 65 4E OA $§ og ASCII <13><10>\New password: \
E8 P.AAJ: .BYTE 16
A 6F 6F 61 63 69 66 69 65 56 OA gg §§;§ "ASCII  <13><10>\Verification: \
NEW_PASSWORD=
LEXTRN svssopen svssconnecr
PSECT $CODES,NOWRT,?
00FC 00000 GET_PWD:.WORD  Save R2,R3, n4 ns R6,R7
57 0000V 9 oooo; MOVAB  GE!_RECORD
56 0000* 9E 8°°° MOVAB neu Puo ost ae
SE rres 95 000¢ MOV -14B(SPY, SP
4 AE 0000* CF 005 00011 MOVCS  #80, P AAF, FAB
6E 0000* CF 0044 8 0001A MOVCS  #68. P.AAG. RAB
3C  AE 44 € 000 ; MOVAB FAB. nAa+66
44 9f 000 PUSHAB FAB
000000006 00 F8 0002A CALLS #1, SYSSOPEN
10 E9 00031 BLBC RO, 1%
0D 000 PUSHL SP
000000006 00 B ooge CALLS #1, SYSSCONNECT
1 9 0003D BLBC RO, 1%
24 AE 98 E oooag MOVAB OLD PWD_BUF, RAB+36
0D 0004 PUSHL
0000°* 9F 00047 PUSHAB P AAH
67 rg 80043 CALLS #2, GET_RECORD
08 E8 0004E BLBS RO, 2%
50 000000006 og 33333 1$: :g¥t #SETS_PWDNOTVAL, RO
F8  Ab 22 AE gc 00059 2% MOV ZuL RAB¢36 OLD PWD DSC
22 90 A6 01 81 8oos§ BB( SETPWDSFLAGS, 38
9% A6 9F 0006 PUSHAB nlu PWD_LENGTH
B8 A6 9F 00066 PUSHAB u ~PWD “BUF
000000006 00 02 FB 80069 CALLS “SET"PASSWORD GENERATE
66 B8 A6 3C 00070 MOVZWL u W_PASSWORD, NEQ_PWD_DSC
06 Ab 2 €0 00074 ADDL 2 . "NEW_PWD_DSC+4~
6 DD 00078 PUSHL ae
§6 DD 0007A PUSHL
000000006 00 g; ;g §oz§ gakLs gs‘ STRSUPCASE
24 AE B8 Ab 9E 83 3$: MOVAB um_puo_sur. RAB+36
SE go ogaa PUSHL
0000 CF 9F 0008C PUSHAB P AAl
9 28 rg 0099 CALLS g. GET_RECORD
0 5 009 BLBC 18"
66 55 AE 3C 00096 MOVZuL aAé*ga ngu PWD_DSC
1f As 1 0009A CMPY  RAB+34
19 1A 98 BGTRU 4%
10 90 Aé sa A BLBS  SETPWDSFLAGS, 5%
50 0172 €6 9A 000A& MOVZBL UAraurosgz RO
22 AE S ?1 A9 CMPW RO, RAB*
i ? 00AD BLEQU 3
05 9 Ab 02 E1 000AF BBC #2, SETPUDSFLAGS, 48

R R L L L L L R R e Y TE T T )




382PA WORD

; Routine Size:

CE
22 AE
D8 A6

294 bytes,

Y
5A

S5F

24

04

Routine Base:

J 6
16=Sep=-1984 :35:4 AX=11 Bliss=32 v&.0-74
1«-s.3-1935 ?3:39:1 CLIUTL.SRCISETPWD.B32:
22 A B4 TSTW  RAB+34
8 ? 897 BEQL 5%
50 000000006 8F 3& 29 4 =g¥L #SETS_INVPWDLEN, RO
51 31 ff c? 5% MNEGL #1, I
; C4 BRB 9$
gg B8 A641 9A 8(6 68 MOVZBL NEW_PWD BUFLI], RO
sg 91 000CB CMPB RO, “#48
g 1F 000C BLSSU
39 0 91 000D C(MPB RO, #57
1f 1g 00 BLEQU 9%
8F 0 ? 8° 7 PB RO, #65
F 000D BLSSU 8
8F 91 00008 MPB RO, #90
13 18 000DF BLEQU 9%
24 50 91 00E1 8$: CMPB RO, #36
25 13 000E&4 BEQL 9%
8F 91 000E6 CMPE RO, #95
08 13 000EA BEQL 9%
50 000000006 8F 82 8355 =2¥L #SETS_PUDSYNTAX, RO
51 66 F2 8oor4 9% AOBLSS NEW_PWD_DSC, I, 68
AE D8 A6 9E 000F8 10% MOVAB  VFY PWD BUF. RAB+36
SE DD 8ooro PUSHL  SP
0000° CF 9F OOOFF PUSHAB P.AAJ
67 os FB 80103 CALLS '5' GET_RECORD
1 50 E9 00106 118 BLBC RO, 128
10 00 ED 00109 CMPZV  #0, #16, RAB+34, NEW_PWD_DSC
09 1; 0010F BNEQ 12§
B6 22 AE 29 00111 CMPC3  RAB+34, @NEW_PWD_DSC+4, VFY_PWD_BUF
gs 13 00118 BEQL 138
50 000000006 8F DO 0011A 128 MOVL  #SETS_PWDNOTVER, RO
04 001%1 RET
50 01 DO 00122 138 MOVL  #1. RO
04 00125 RET

$CODES + 0058

Page 13
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; Routine Size:

381’

_ssaUOIb

0

D00 NN AN = O 0 00 NOMN S AN =

VIV

Fan2S

o
w

367

o~

j=lslele el e el e lelelelelelelelelelelele ]
&~
N =O VN WV AN = OO0 NN SN = OO0

NN N N NN N N NN

O O O WY WUV

30

K 6
16-Sep-1984 ?2:35:6 AX=11 Bliss=32 V4.0-74
14=Sep=1984 12:09:1 CLIUTL.SRCISETPWD.B32;

1 ROUTINE get_record (prompt_string, rab) =
BEGIN get_ prompt_ 9

leee
i

! Given a prompt string and a RAB address, get an input record.

: g t stri dd f ASCIC t stri
prompt_string - address o rompt strin
rab - addrosg of RAB e o

| Qutputs: ]
The RAB's buffer will be filled in with a password.

MAP
rab : REF $BBLOCK
prompt_string : REF VECTORC,BYTE);

2 Set the specified prompt string and perform the $GET.

rab(rab$b_psz) = .prompt_string(03; ! Prompt size
rablrab$l_pbf]) = pronpt-I!ring?1]° ! and gddross

EE;URN SGET(RAB = .rab); ! Return status of SGET

EXTRN SYSSGET

0000 00000 GET_RECORD:
.WORD Save nothing
RAB, RO

50 08 AC DO 00002 MOVL
3, A0 06 BC 90 00006 MOVE  @aPROMPT STRING, S52(R0)
AO 06 AC 21 1 80005 ADDL3  #1, PROMPT_STRING, 48(R0)
0 oD 00011 PUSHL RO
000000006 00 01 FB 00013 CALLS #1, SYSSGET
04 0001A RET

27 bytes, Routine Base: $CODES + 0181

0363

1

Page
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e = nat TR R A
9

. 64 1 ROUTINE update_uaf : NOVALUE =

: 65 BEGIN

5 g# ;uo

3 68 i Get the UAF record, verify that the user typed in the correct password,
: 90 | and if s/he did, then replace the old password with the new one.
5 n i Inputs:

: 7; : new_pwd_dsc - descriptor for new password

3 8 ;‘ 5 old_pwd_dsc - descriptor for old password

; 0375 ¢ ! Outputs:

: 8 ;g E None. The UAF is updated.

| 3

; 0380 2 LOCAL

: 0331 status

: 03 i enc_buf: vECTOREg t$s ?wd.bytel.

3 038 enc_dsc: VECTOR TTIAL(uaf$s_pwd, enc_buf),

: 0384 password,

‘ 0382 ety ey O R

3 encrypt_byte : vector(,bytel;

e R 1

; 0389 i Determine whether we are updating fields for the Primary or Secondary
3 8;39 ; password.

; 039; IF NOT .setpwd$flagsCqual_secondary]

3 039 THEN

3 0394 BEGIN

: 0395 password = uafbuf[uafSE_pud]:

3 0399 password_date = uafbufluaf$q_pwd_datel;

3 039 encrypt_byte = uvafbufluaf$b_encrypt];

: 0399 2 ELsE

; 0400 BEGIN

3 0401 password = uafbuf[uafie_pudZ]:

: 0405 password_date = uafbufluaf$q_pwd2_datel;

3 040 encrypt_byte = uafbufluat$b_encryptl];

;. 409 04904 END;

L Ee g

E Lli 489 i Encrypt what the user says is the old password. Then compare that to
3 2}‘ 283 ; what is found in the UAF record.

:415 0410 2 LGISHPWD(enc_dsc, ! Encrypt what the user typed in
: 616 8211 old_pwd_dsc,

: 617 li .encr,,f_b;te[OJ

: 618 041 .uafbuf(Uafsw_saltl,

3 218 §:}g user_desc);

E 651 &19 IF CHSNEQ(uaf$s_pwd, ! Check to see if encrypted
: & i 041 enc_buf, ! passwords match.

: 4 8618 vafls_pwd

P44 419 .password}

: 425 0420 THEN ! 1f they don't match, tell

[«
~\n




LI
SE TPASSWORD 16=Sep=1984 00:35:4 AX=11 Bliss=32 v4.0-74 Page 16
v 1‘-503-1934 ?3:39:1 CLIUTL.SRCSSETPHD.ESZ: ’ (6)
: 6 1 BEGIN ! the user.
: & 4 i SIGNAL (set$_pwdnotval);
: & 4 RETURN;
: & 424 END;
s & 425
: &3 4 9
: 4 § 4 '
: & 428 : Compare the old password to the new password. If they match, this is illegal,
: : - 2 8 5 sO report an error and return.
& 0431 IF (.new Eud dsc(0] EQL .flg_pud dsc(01)
: 2 §2 ; T“ezb CHSEQLT.old_pwd_dsc(0]7.0ld_pwd_dsc[1],.new_pwd_dsc(0],.new_pwd_dsc[1])
: 439 436 BEGIN
;. &40 0435 SIGNAL (set$_pwdnotdif);
W 04 9 RETURN;
: &b 04 END;
44 0438
s G464 0439 -
;445 0440 : Encrypt the new password, and put it into the UAF record. If the salt field
: 2: 82:1 ; in the uvaf is zero, generate a new salt before the encryption.
: 448 044 IF .uafbuffuafSw_salt) EQL 0 ! Is salt zero?
;449 0444 THEN
; 450 0445 BEGIN
s &5 044 LOCAL time : VECTOR[4,WORD]; ! Get local quadword.
;45 044 SGETTIM(TIMADR = time); i Get current time.
: &5 0448 vafbufluafSw_salt] = .time[1]); ! Salt is now 2nd word of time.
: 456 04649 END;
: 455 0450
;. 456 0451 LGISHPWD (enc _dsc, ! Encrypt new password
: 457 0&5; new_pwd_dsc,
; 458 045 uaf!c_pfrd¥ V.
: 459 0454 .vafbufluatSw_salt),
: 460 0455 user_desc);
: 461 04656
: &6 8:57 :
: 46 58 ! Move new password into record, clear password expired bit, reset password
;. 464 0459 ! change date, and make sure we always use newest encryption algorithm for
; :gz 0460 ¢ | PRIMKRY or SECONDARY password.
: 467 846i CHSMOVE (uaf$s gud.cnc buf,.password); ! Move new password to record.
: 468 046 encrypt_bytel0) = uafSc_purdy_v; ! Use PURDY_V encryption algorithm,
;469 64 F .new pwd dscC0) EaL O ! Move new Time (0 if password is is null)
: 470 465 THER CHSFILL(O,uaf$s_pwd_date,.password_date)
[ :;} 0629 ELSE SGETTIM(TIMADR = .password_date);
: 473 4«68 IF NOT .sotpudtfla?s(qual,socondary] _
: 474 499 THEN uvafbufluafSv_pwd expired] = false ! Clear expired bit.
s 2;5 ‘7? ELSE vatbufluafSv_pwd?_expired] = false; ! Clear expired bit.
: 67? A?; IF NOT SPUT(RAB = uafrab) ! Now update (UIF) the UAF file,
: 478 7 THEN SIGNAL (set$_uaferr,0 ! 1t an error, tell the user.
: 479 74 .uafrab robSl,sts}
: 4&B0 475 .uafrablrab$i_stv §;
. &8 ‘7

7? $CLOSE(FAB = uaffab); ! Close the UAF.




N 6
SE TPASSWORD 16=Sep=-1984 00:35:4 AX=11 Blis .0=74 Page 17
v84-030 1&-5-3-1934 93:39:1; CLlUTL SRCIS 32. % (&)
4 47
4 RETURN;
ND;
LEXTRN SYSSGETTIM, SYSSPUT
.EXTRN SYSSCLOSE
S UPDA'E'UASERD Save R2,R3,R4,RS,R6,R7,R8,R9,R10,R11 0364 |
. .V' eV ’ '} ’ ’ r L] : "
ga 8888886 8° 9E ooos MOVAB SYSSGETTIM. Ri1 : '
A G 00 9€ 0000 MOVAB LIBSSIGNAL, R10 : t
9 000000006 00 9E 0019 MOVAB chsupug 9 : :
5 0000° CF 9€ 0001 HOVAg UAFBUF +358, R8 : ;
E 18 (2 0001C SUBL asa. SP : ;
08 AE 08 DO 0001F MOVL ENC_DSC : 0365
0C As 10 A 95 000 g MOVAB Ent _BUF; ENC_DSC+4 ; .
2 ¢t 0 5 000 BBS “SETPWDSFLAGS, 18 : 0392
54 EE A8 OF 800 s MOVAB faur+340 PASSWORD : 0395
57 16 A8 9E 000 MOVAB UAraurosso PASSWORD DATE : 0396
56 02 A8 OF 80036 MOVAB  UAFBUF+360, ENCRYPT_BYTE : 0397
0C 11 0003A BRB 2% : 0392
54 F6 A8 9E 0003C 18: MOVAB  UAFBUF+348, PASSWORD : 0401 |
57 1€ A8 9E 00040 MOVAB UAFBUF+388. PASSWORD DATE : oaog,
1 03 A8 9E 00044 MOVAB UAFBUF*361 ENCRYPT_BYTE : 0403 |
041E (8 9F 00048 28: PUSHAB USER D £st : 0410
7€ 68 3C 0004C MOVZWL UAFBOF+358, =(SP) : 0413
7E 66 9A 0004F MOVZBL (ENCRYPT BYTE), =(SP) : 0412
FEBA (8 9F 00052 PUSHAB OLD_PWD_DSC : 0410
18 AE 9F 00056 PUSHAB ENCTDSC™ 3 i
69 05 FB 00059 CALLS  #5, LGISHPWD : |
AE 08 29 8oosc CMPC3  #8. ENC_BUF, (PASSWORD) : 0416
08 13 00061 BEQL 3% ; i
000000006 8F DD 80063 PUSHL  #SETS_PWDNOTVAL ;0622
1F 11 00069 BRB 43 ; l
8 FE92 (8 D1 oooeg 3$: CMPL  NEW_PWD_DSC, OLD_PWD_DSC P 0431
1A 12 0007 BNEQ 5% ~ ; =
D8 FEBA C8 2D 00074 CHPCS  OLD_PWD_. .., @0LD_PWD_DSC+4, #0, P 0432
FE96 D8 007f NEW PWD~DSC. SNEW PWD DSC+4 ; |
0A 12 00082 BNEQ S$ ; !
000000006 8F DD 00084 PUSHL assts PWDNOTDIF P 0435
6A 01 FB 0008A 4$: CALLS , LIBSSIGNAL :
04 08 D RET P 0434 |
68 ?3 3 5%: TSTW  UAFBUF +358 ; 0443
go 0 BNEQ 6% ;
E 0D 0009 PUSHL SP P 0447
68 01 rs 0094 CALLS #1, SYSSGETTIM : '
08 02 As 0097 MOVW tlneoz UAFBUF +358 : 0448
041E C8 9F 00098 6%: PUSHAB USER §§ : 0451
7€ 68 3¢ 809r MOVZWL UAFBOF+358, =(SP) . 0454
oi D 000A2 PUSHL  #2 ;0451
FE92 C8 9F 000A& PUSHAB neu PWD_DSC ;
1 A; 9F 000A8 PUSHAB ENCDSC” :
69 f AB CALL 05 “LGISHPW :
AE g g 0A MOV (C 'S ENC sur (PASSWORD) : 046
5 008 MOVB (ENCRYPT_BYTE) : 046




e = ——

| V4080

; Routine S

08

ize:

FE92
00 6E
06 FE2¢ gg
6F A
6F A8
000000006 ?8

7E 047¢

5 000000006

0426
000000006 00

259 bytes, Routine Base:

7
16=Sep~-

$CONES + 019¢C

14=Sep-
3 B6
BA
C
C
; 1" C
] ?D E 7%:
g 8 Cs 8%:
A CF
4 1 D
& B8A 00005 9%:
8 OF 09 10%:
1 F‘ DD
g ; 00E&
(8 70 QOOE7
rt D& 000EC
SF vd Q00EE
& FB Q00F&
C8 OF goerr 11$:
01 FB 000FB
04 00102

1980 92:39:17

1ST
BNE
MOV(CS

BRB
PUSHL
CALLS

AX=11 Blisg=32 v4&.0-74
CLIUTL.SRCISETPWD.B32;

;iU_PUD-DSC

#0, (SP), #0, #8, (PASSWORD_DATE)

8s
PASSUORD DATE
, SYSSGETTIM
., SETPWUDSFLAGS, 9%
UAFBUF +469

UAF BUF +469
uAf
", svsspur
RO, 118
unanaos -(SP)

nsers UAFERR
naf LIBSSIGNAL

UAFFAB
#1, SYSSCLOSE

Page
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0464
0465

0466

468
69

470
72

0474
0473

0477
0480
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lragge

..........-.....-........
bs seep
2883

ZS38IRIRER28

; Routine Size:

S LS A

7
sl 0 e
1 :gngNG update_sys : NOVALUE =

Teee
i

g Update the encrypted system password.
g Inputs:

(S V. N

: old_pwd_dsc - descriptor of old password
; new_pwd_dsc = descriptor of new password

9
91
3
63; g First, check to see if the user has the SECURITY privilege.
IF NOT .ctlL$ roc riviprvSv_security] THEN
‘gz SIGNAL S?aP?set sysguderr. ss$ nzsocurity)
4 :
28? ; Make sure the special record has everthing it needs
gg; vafbufluafsb_encrypt] = uat$c_purdy_v;:
8504 RETURN;
505 END;
0000 00000 UPDATE_SYS:
LWORD Save nothina
12 000000006 90 gb 0 00002 88S #6, CTLSGQ _PROCPRIV+4,
2934 C 0000A MovZwL #10548, -(SP)
000000006 ar 0D 0000F PUSHL  WSETS §v5Puosnn
000000006 00 FB 00015 CALLS #2, LIBSSTOP
0000* CF 02 30 888}% 1%: :g¥a #2, UAFBUF +360

34 bytes, Routine Base: $SCODES + 029f

Vé.0=-74
PWD.B32;

Page B
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D 7

16=5ep=19 :35:4 AX=11 Bliss=32 v4.0-74

16-508-1932 ?8:39:1; !CLIUTL.SRcasigPUD.OSZ:
ROUTINE check_qualifiers =
iy

Get the minimum password length prior to generating passwords.

]

1

: Inputs:

; none
§ Outputs:
i

i

i

min_pwd_length = minimum password length to generate.

LOCAL
infile_desc: $BBLOCK [dscS$c_s_biln) INITIAL(O),
status;

infile_descl(dscSb_class] = dscSk_class_d; ! Make descriptor dynamic

g Get qualifiers

setpwd$flags[qual_generate) = cliSpresent(Sdescriptor('GENERATE'));
setpwd$flags(qual_system] = cli!prosent(&descriptor('SVS!EH'))i
setpwd$flags(qual_secondaryl) = cliSpresent($Sdescriptor(*'SECONDARY"'))

AND NOT setpwd$flags(qual_system];

]
! 1f GENPWD bit set in uaf record, then user =ust use password generator.

IF NOT .setpudtflagstfual system)
THEN setpwd$flags(qual_generate] = .setpwd$flags(qual_generate] OR .uafbufluaf$v_genpwd];

! 1f /GENERATE not set, we are done.

iF NOT .setgudtfll sCqual_generate] ! /GENERATE specified?
THEN RETURN TRUE; ! No, exit with success.

]
; Calculate minimum length of word to be generated by password generator.

min_pwd_Llength = 6; ! No value, default to 6.

'
! Minimum password length for /GENERATE is Larger of current minimum password length versus

THEN
BEGIN
LibScvt_dtb(,infile_desc [dscSw_length), ! Move value into Global variable
.infile_desc [dsc$a_pointer], min gud lenath); _
IfF C.min aud-leaaxﬁ LEQ 0) OR T.min_pwd_Length GTR 10) ! If size LEQ 0 or GTR 10
e THENSIGNAL_STOP (set$_badvalue.1,infile_desc); ! report an error.
ELSE

el )

IF status = cliSget_value(Sdescriptor('GENERATE'), infile_desc) ! Get value for /GENERATE if one specified.




63

63

63

63

024D

7
thosescisge 09:38:
E minimum password length specified in UAF, but no greater than 10,
N in et Lompth & AT Lo oultuetty pud_Longthl. .ain_swd_ Length);
nin_pud:Y:nith : HlN(.nin_pud-ronggh.1U?? A N N FEAN

RETURN true;
END;

PSECT SPLITS NOWRT ,NOEXE,2

65 56 &1 52 45 4E 45 47 Q00F9 P.AAL: .ASCII \GENERATE\
0101 .BLKB
8000000 0104 P.AAK: .LONG
oggoog * 00108 +ADDRESS P.AAL
& 45 54 53 0105 P.AAN: ASCII \SYSTEM\
011 .BLKB 2
000000 0114 P.AAM: .LONG 6
0002000 * 00118 +ADDRESS P.AAN
59 52 41 44 4E 4F 43 45 53 0011C P.AAP: ,ASCII \SECONDARY\
80155 .BLkB 3
00000009 00128 P.AAD: .LONG 9
000 0009' 801;8 +ADDRESS P.AAP
&5 56 41 52 45 4E_ 45 & 0130 P.AAR: ,ASCII \GENERATE\
0000000 00128 P.AAQ: .LONG 8
00000000* 0013cC -ADDRESS P.AAR

.PSECT SCODES ,NOWRT,?2
001C 00000 CHECK_QUALIFIERS:
.WORD

Save RZ,R3,Ré4
5¢ 000000006 00 9E ooogs MOVAB  CLISPRESENT, Ré
§3 0000* CF 95 000 MOV SETPWDSFLAGS, R3
SE & €2 0000E SUBL2 W4, SP
E D& 80011 CLRL INF ILE_DESC
06 AE D& 00013 CLRL  INFILE"DESC+4
03 A€ 02 90 00016 MOVE  #2, INFILE_DESC+3
0000* CF 9F 0001A PUSHAB P.AAK
64 g1 rs 001€ CALLS #1, CLISPRESENT
01 01 0 f 88 1 INSV RO, #1, #1, SETPWDSFLAGS
0000* CF OF 6 PUSHAB P.AAM
64 21 rs 002A CALLS #1, CLISPRESENT
01 00 0 f£0 000 g INSV' RO, #0, #1, SETPWDSFLAGS
0000* CF 9F PUSHAB P.AAD
4 01 FfB CALLS #1, CLISPRESENT
1 3 9 00039 MOV S?fPHDSFLAGS. R1
52 0 1 88 00 BICBS R1, RO, R
01 02 ; ; 80‘ INSV.  R2. #2° #1, SETPWDSFLAGS
14 63 E 4 8LBS  SEfPuwp$FLAGS, 18
6; 1 1 EF 00048 EXTZV  #1, #1, SETPUDSFLAGS, RO
C 1 0 sr 4D EXTZg #0. #1. UAFBUF+469, R1
0 1 3 54 BISB2 R1. RO
01 01 0 FO0 00057 INSV RO, #1, #1, SETPWDSFLAGS

AX=11 Bliss=32 v&.0=74
CLIUTL.SRCISETPWD.B32;

- §
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381PA WORD £°SZD°19 4 ?g 5 AX=11 Bliss=32 v&.0-74

14-Sep=19 CLIUTL.SRCISETPWD.B32;
6C 63 91 3 5C 18: BB( , SETPUDSFLAGS, 8%
B go PUSHL sp
0000* CF OF PUSHAB
000000006 go rs CALLS oé chs§§t VALUE
f s ?o BLBC STAT
& A3 OF 8 g PUSHAB MIN Pub LENGTH
w8 & RIL M MREmEC,
000000006 2§ 03 F 87A CALLS #3, Ll! $CVT DTB
06 A3 D0 00081 MOVL  MIN_PWD_LENGTH, RO
o R
19 ?s 8 A BLEQ 42'
SE DD 000BC 2%: PUSHL SP
01 00 000 PUSHL M
00771112 3F DD 08 PUSHL  #7803154
000000006 00 3 fB 00096 CALLS #3, LIBSSTOP
& 11 00090 BRB 68
04 A3 30 009F 3%: MOVL MIN_PWD LENGTH
sg g S 00A3 4$: MOVAB SEfPHDSFLAGS RO
1 s 0A BLBS 6$
5 01E2 g A 000A MOVZBL UAfBUF0362 RO
06 A 0 o OOAS CMPL RO, MIN_PWD_LENGTH
04 18 0008 BGEQ 5%
50 06 A3 DO 00084 MOVL  MIN_PWD_LENGTH, RO
06 A3 SO DO 000B8 5% MOVL RO, “MIN"PWD_LENGTH
50 06 A3 DO 000BC 6% MOVL  MIN_PWD_LENGTH, RO
0A SO D1 8oocg CMPL  RO,”#10"
03 15 000C BLEQ 7%
50 0A 00 000C5 MOVL  #10, RO
064 A3 S0 DO 000C8 7% MOVL RO, MIN_PWD_LENGTH
50 01 00 000CC 8% MOVL . RO
04 000CF RET

; Routine Size: 208 bytes, Routine Base: $SCODES + 02C1

: 578 0571 1
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1058 = 10SB);

7

| SETPA 12-509-19 :35:4 AX=11 Bliss=32 v4&.0-74 Pa 3
38‘-08800.0 16-509-1982 ?3:39:1; !CLIUTL.SIC $E¥P90.032:¥ ’ (S)
H 7 ROUTINE open _uaf =

3 1 75 BEGIN =

E ;g Eooo

5 7’ i Open the UAF file, Connoit to it, and stuff the username of this process
: S ; : into the rab in preparation for the get of his record.

; 73 i Inputs:

: : vuaffab = fab to access the UAF,

; 93 ; uafrab = rab to access the UAF,

31 i : Output's“:m.

;5§95 5 '

: S LOCAL

: g? S89 status,

i 299 201 e f1aeC R TATST DECLLITENS = 1)

3 em_List : = 1);

: 0398 § ’ :

% 28§ §§3§ g Only use EXEC Logical name table when opening the authorization file.
;604 05 uaftablfabsy_L de) (s ;

: 28; 8§§2 . v_lnm_mode] = pslSc_exec

: 60 0599 i Obtain the username of this process or the system.

; 283 828? ; Must fill username buffer with blanks first.

E }? 828 CHSFILL (' ',uaf$s_username, uafbufluaf$t_usernamel);

}g 328‘5 If géémnsmt(hscid'SYSTEH') THEN

: 614 060 CHSMOVE (17, UPLIT('<SystemsP d>'), uafbufluafst );
: }S 080 Enouser-dosctbl P ystem+Passwor vafbufluaf$t_usernamel

; 15 ELSE

H 18 BEGIN

2 19 = SITMLST_INITCITMLST = item_List

i 620 P (1TMCOD = 1 i$_username,

3 1 P BUFSIZ = j)ib$s Esernaue.

: i = BUFADR = uafbufluaf$t usernamel,

: RETLEN = user_desc(01Y);

;62 o SGETJPIW(ITMLST = item_List,

i 658

: el

ooooooooocooo oo oo O O O O O

00 NO N SN = OO0 NN N = OO0 00

PUORIRIRIRIRINININY b cd i cld e el ld i e e O O

S R A AR RIS

END;
'
: Try to open the UAF. If a file-sharing problem, try one more time.
1 : It that open doesn't work, then give up.
gg ;55=01 (status = SOPEN(FAB = uaffab))
;g BEGIN
36 IF .status EQL rms$_sne




B

V04000 i B SR

: 6%7 OR .status EQL rms$_spe

: 6 .Status EQL rms$_dme

3 ® HEN

: 64 ; & BEGIN

;. 64 g uhffob[fobﬁb shr] = 0;

: 6‘; F NOT (statUs = SOPEN(FAB = uaffab))
;. 64 S & HEN SIGNAL (set$ uaferr

;. 646 “ .uof'abtfahfl stsg

: 225 6 - .uattablfabsl stvl);
3 64? s ELSE SIGNAL(set$ uaferr. 0

3 643 ? vaffa t fab$L’ sts]

i 942 - ‘Uattabltabsiostels:

; egt i ;

3 62; 4 !

; 256 S i Return if the open failed.

i 655 ? 1r NOT .status

E gg? g THEN RETURN .status;

i 658 S0 2 !

. 223 21 ' Do the same sort of stuff for the connect.
: 661 22 lreuor (status = SCONNECT(RAB = uafrab))
; ¥ §§29 3 Ei:ﬁ:lu‘ e

: gg? 0653 4 vaffablfabSw_gbc) = 0;

: 668 0660 S IF NOT (status = SCONNECI(RAB = uyafrab))
: 669 8221 4 THEN SlGNAL(sotS vaferr 0

: 670 g 4 .ua rabErobil sts]

: g;l 066 : - .uafrablrab$L sty f
E 67§ 0665 ELSE SlGNAL(setS uoforr

: 674 0669 uaf Erab‘l sts}

: 2;5 8223 .uafrab rab$l stv));

P e ¢ § s

3 .Status;

P69 0671 R

LPSECT SPLITS,NOWRT,NOEXE,?2

00140 P.AAT: .ASCII \;vsrsn\<0><o>
85°§88°3' §8 - St o~ TN o v 0
72 6F 77 73 73 61 SO 28 6D 65 53 53 53 g gc 08 g§ P.AAU: .ASCII \<System+Password>\<0><0><0>

LEXTRN SYSSGETJPIW
.PSECT SCODES,NOWRT,2

el




4
TPA ‘IL-SQ -1984 00:35:4 AX=11 Bliss=32 v4&.0-74 Pa 5
38&-033"°'° 14-503-198& ?3=33=1; CLIUTL.SRCISETPWD.B32; o (5)
il o’t"u"zuono Save R2,R3,R4,RS,R6,R7,R8,R9,R10 0572
. av [ [ . . . . :
A 0006 9€ 00 MOVAB svsfconnecf. R10 :
6 9 MOVAB LIBS xsnnk R9 :
G B8F 19 MOVL  #SET 2" RR, RS :
6 1 MOVAB  SYSSOPEN, R7 :
£ %r 01§ novng UAFBUF +4. R6 :
0sD2 €6 8 ? E g 3 ?32% 3?".8’ #2, UAFFAB+74 : 0596
’ ¢ M
50 35 6 §2 2C §§ g MOVCS  #0. (SP), #32, #32, UAFBUF +4 : 0602
0000* CF 9F PUSHAB P.AAS :
000000006 83 §a rs 08 gtk%s za. gkxsrnesenr : o
(Y3 oogo' CF 11 28 88‘ MOVC3  #17, P.AAU, UAFBUF+4 : ooog
0580 (6 11 00 00047 MOVL  #17, USER_DESC : 0607
27 11 0004C BRB 28 : 0604
50 35 9 0004E 18: MOVAB 1r§n k ST, $SITMBLKPTR : 0615
80 0202000¢ F g 0051 MOVL #33685516, (SSITMBLKPTR)+ :
go 66 9E 00058 MOVAB  UAFBUF +4, ($SITMBLKPTR)+ :
0 0580 Cé6 9E 00058 MOVAB  USER DESC, (SSITMBLXPTR)+ :
0 D& 0006 CLRL ($SITMBLKPTR) + :
E 7C 0006 CLRG  =(SP) : 0617
18 AE 9F 00064 PUSHAB 10SB ;
0C AE 9F 00067 PUSHAB ITEM LIST ;
7E  7C 0006A CLRG  =(SPY :
7; D4 0006C CLRL  =(SP) ;
000000006 00 07 fB 8°°9§ CALLS #7, SYSSGETJPIW :
0588 (6 9F 00075 2%: PUSHAB UAFFAB : 0625
67 21 rs 00079 CALLS #1, SYSSOPEN :
52 0 00 0007C MOVL RO, STATUS :
s 52 E8 0007F BLBS  STATUS, 5% ;
0001879C  BF ? g; ogggs gggt gIATUS. #100252 1 0628
000187A4  BF 52 D1 80033 CMPL grnrus. #100260 : 0629
99 13 8009 BEQL % ;
000184D4  BF 2 01 0009 CMPL  STATUS. #99540 : 0630
11 12 00098 BNEQ 48 : -
059F (6 94 00090 3%: CLRB  UAFFAB+23 : 0633
0588 (6 9F 000AI PUSHAB UAFFAB : 0634
67 1 rg 00AS CALLS #1, SYSSOPEN ;
52 00 000A8 MOVL RO srnrgs :
3 ;a 88AB BLBS  STATUS, S$ ;
: 0590 ; D 000AE 4$: MOVQ  UAFFAB+8., =(SP) : 0640
s 04 0008 CLRL  =(SP) : 0639
0D 0008 PUSHL RS ;
9 4 rg 008 CALLS  #4 LIB!;IGNAL ; f
3 2 5 00BA BLBC STATUS, 7% : 0647
0508 (6 9F 0COBD 5%: PUSHAB UAFRAB : 0653
A 1 F 8oc1 CALLS #1, SYSSCONNECT ;
2 D0 000C4 MOVL RO, STATUS : |
sa 3 €7 BLBS  STATUS, 7% ;
0001C14C  BF : ?z g? 5325 2}ATUS. #115020 ;0656
8508 6 g& ooo; CLRW  UAFFAB+72 : 0659
5p8 €6 9F 000D PUSHAB UAFRAB : 0660




381’! D

; Routine Size:

680

244 bytes,

0672

1

A

2
¢
E

0

Routine Base:

1‘-519-19

14=Sep=-19

gl ;§ 080!
¢ i

0560 C6 7D OOOE4 6%:
TE D4 000E9
58 0D 000EB

i 3888

04 000FS

S$CODES + 0391

8 39:33:47  Felioh Ciiessdeve sl

CALLS
MOVL
BLBS
Move
CLRL
PUSHL
CALLS
MOVL
RET

#1, SYSSCONNECT
RO srutgs
STATUS, 78
UAFRAB+8, =(SP)
-(SP)

RB

#4, LIBSSIGNAL
STATUS, RO

g
-
on
~ O
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O® NN NN =2 O OV®NOWVNEWNN=O

AIPIRINIAIASAINININ b b b b b —b b b b b

SNNNNNNNNNNNNNNNNNNNNSN

K 7
19-300- 19080 9:33:97 MeMidt.ouAassEtevs O30 Poge .8}

OUTINE get_uaf_record =
EGIN
+e e

Try to read the user record. In the event that we get an error that says
! the record was locked, then go into nap mode, schcduling this process to
! wake up in 2 milliseconsds. If, after two naps, we still have a problem,
! then forget it.

POOD N NNSNNNN

00 O™\ 2~ LR — OO 00~ O N I~

Inputs:

1
i
; vafrab = rab to access the UAF.
i
i
i
|

;
Outputs:

None.
285
590 LOCAL
8231 status;
069 IF NOT (status = SGET(RAB = uafrab))
869‘ THEN
695 BEGIN
06 IF .status EQL rms$ _rlk
069 THEN INCR i FROM 1 TO 2 DO
0698 & BEGIN
0699 S IF SSCHDWK(DAYTIM = UPLIT(=-200000, =1))
0700 & THEN SHIBER();
0701 & status = SGET(RAB = uafrab);
0702 4 IF .status NEQ rms$_rlk
0703 & THEN EXITLOOP;
0704 & END
0705 3 ELSE IF .status EQL rms$_rnf THEN
07 4 BEGIN
0707 4 UAFRABCRABSL _RBF] = UAFBUF;
0708 & UAFRABCRABSW_RSZ] = UAFSC_LENGTH;
0709 & RETURN rms$_normal;
0710 END;
0711 END;
0715
on IF NOT .status
0714 THEN
0715 SIGNAL (set$_uaferr, 0,
871$ .uafrab rabfl_stsi
0;}8 .uafrablrab$L stvl};
0719 RETURN .status;
0720 ND;

.PSECT SPLITS NOWRT ,NOEXE,?2
FFFFFFFF FFFCF2CO0 00164 P.AAV: .LONG =200000, -1 :
EXTRN SYSSSCHDWK, SYSSHIBER




7
SE TPASSWORD 1k'50 -1984 00:35:4 AX=11 Blisg=32 v4.0-74 P 8
7642000 14-3ep-1084 13:00:17  FENiT ResEtels:030: 9183
(PSECT  $CODES,NOWRT, 2
003 00000 GET_UAF_RECORD:
WORD

;s 000000006 00 9E 00 MOVAB  SYSSGET. RS :
0000' CF 9E MOVAB  UAFRAB, R4 :
& 0D PUSHL Ré : 0693
1 F 1 CALLS #1, SYSSGET :
00 0001 MOVL RO STAYgi : |
3 013 BLBS  STATUS, : |
000182AA  8F 3 g1 01 3325 i;ATUS. #98986 ;0696
52 1 08 88 MovL M1, I ' 0697
E D& 00025 1$: CLRL  =(§P) : 0699
0000°* ;r 9f 000 PUSHAB P.AAV :
E 7C 00028 CLRQ  =(SP) y
000000006 00 24 rs 002D CALLS  #4, 3vssscnbux : |
0A 0 E9 00034 BLBC RO, 2% ; |
000000006 00 00 fB 8°° 7 CALLS #0, SYSSHIBER : 0700
60 go FB 0003E CALLS #0. (RO) :
& DD 00041 28%: PUSHL  Ré : 0701
65 01 '8 00043 CALLS #1, SYSSGET :
53 50 D 80046 MOVL RO, STATUS :
000182AA  BF 53 D1 00049 CMPL  STATUS, #98986 : 0702
5 15 00050 BNEQ  4$ ; |
15 11 00056 BRB 4 ; 1
00018282  8F 53 D1 00058 3$: CMPL  STATUS., #98994 : 0705
14 12 0005F BNEG 4S8 ;
gﬂ A& FA24 (4 9¢ 00061 MOVAB UAFBUF , UAFRAB+40 : 0707
2 A4 0584 8F B0 00067 MOVW #1412, UAFRAB+34 : 0708
S0 00010001 8F DO 0006D MOVL  #65537, RO : 0709
04 00074 RET : |
13 53 ;a 00075 4$: BLBS  STATUS, 5% P 0713
7E 08 A4 70 00078 MOVQ  UAFRAB+8, =(SP) . : 0716
7€ D& 0007C CLRL  =(SP) : 0715
000000006 8F DD 0007E PUSHL  #SETS UAFERR ;
000000006 00 gA F8 00084 CALLS  #4, LYBS$SSIGNAL :
50 3 DO 00088 S$: MOVL  STATUS, RO ;0719
04 0008E RET : 0

; Routine Size: 143 bytes, Routine Base: SCODES + 0485

: 730 0721 1




‘a9
SE TPASSWORD 16=Sep=1984 00:35:4 AX=11 Bliss=32 v&.0=74 Pa 9
v84-033 1&-5.3-1934 13:59:1 CLIUTL.SRCISETPWD.B32; °'<1¥>
7 0722 1 END
7?5 orfi 0 ELUDOM
LEXTRN LIBSSIGNAL, LIBSSTOP
; PSECT SUMMARY
E Name Bytes Attributes
:  SOWNS 1688 NOVEC, WRT, RD ,NOEXE,NOSHR, LCL, REL, CON,NOPIC,ALIGN(2)
: SPLITS 64 NOVEC.NOWRT, RD .NOEXE.NOSHR. LCL. REL. CON.NOPIC.ALIGN(2)
: SCODES 1300 NOVEC.NOWRT, RD . EXE.NOSHR. LCL. REL. CON.NOPIC.ALIGN(2)

Library Statistics

R A~ TR e L D e R Symbols ====cece= Pages Processing

3 File Total Loaded Percent Mapped Time

5 $2558DUA28:[SYSLIBILIB.L32;1 18619 108 0 1000 00:01.8

: COMMAND QUALIFIERS

: BLISS/CHECK=(FIELD,INITIAL,OPTIMIZE)/LIS=L]SS:SETPWD/0BJ=0BJS:SETPWD MSRCS:SETPWD/UPDATE=(ENHS:SETPWD)

Size: 1300 codo + 2052 data bytes
Run Time: 00: SS
Elapsed Time: 01:
Lines/CPU Min: 17
LoxonolePu-nin 272
{ Used: 165 pages
Co-pi ation Complete
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