








































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Computers in architectural education 

byJENS G. POHL 
California Polytechnic State University 
San Luis Obispo, California 

THE "ART" OF BUILDING DESIGN 

It is perhaps difficult to understand that even today the 
design of the built environment is best described as an 
"art" rather than a "science." The designer or architect is 
an artist who relies heavily on creativity and intuition to 
solve technological problems. 

The individual components, such as structure, cladding, 
mechanical and electrical services, furnishings, fittings 
and finishes, which are available for the design and 
construction of buildings have all been developed and 
tested in a scientific manner and may therefore be 
classified under the heading of technology. However, the 
occupants of buildings are people whose behavior, needs 
and expectations are governed by innumerable social and 
cultural interactions, many of which are not easily de­
fined. The establishment and analysis of the interrela­
tionships between the large number of technological 
components and an even larger number of behavioral pat­
terns is the formidable task of the architect. Faced by the 
apparently insurmountable problem of analyzing (and 
perhaps optimizing) an almost incomprehensible number 
of largely undefined variables, it is no wonder that the ar­
chitect has in the past and continues today to use intuition 
(or shall we call it creativity) to overcome the shortcom­
ings of existing scientific methods. The fact is, that even 
today the range of operation research techniques available 
to the designer is entirely inadequate for solving, let alone 
optimizing, a complex building design system. 

Perhaps the design systems could be simplified? In the 
past, this appealing approach has led to some horrendous 
failures. Simplification may be achieved by reducing the 
number of variables in the problem system. However, this 
cannot be accomplished successfully without full 
knowledge of the relative importance of not only the 
variables themselves, but also the interactions between the 
variables. Unfortunately, the state-of-the-art in the social 
and behavioral sciences cannot provide the architect with 
a comprehensive set of defined variables, ranked or un­
ranked. 

The alternative approach, which consists of subdividing 
the design system into a large number of often complex 
subsystems (e.g., structure, environmental control, user 
functions, etc.) to be solved more or less in isolation, has 
been more successful. For example, this piecemeal ap­
proach would allow the natural and artificial lighting 
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design of a building to be completed independently of the 
design of the structural support system. There remains, 
however, the problem of determining the nature of the in­
terface between each of the subsystem solutions. 

It is this second approach which is in common use in ar­
chitectural practice today. Scientifically based procedures 
have been developed for solving many of the subsystem 
problems which make up the building design system. All 
of these procedures are readily computerized into interac­
tive and non-interactive software packages. Unfortunately, 
the integration of these separate solutions into one 
optimized design solution cannot be computerized prior to 
the development of considerably more sophisticated inter­
face procedures. Existing operation research techniques 
appear to be entirely inadequate for the optimization of 
large building design systems. 

COMPUTERS IN ARCHITECTURAL PRACTICE 
TODAY 

The adoption of even the most elementary computer ap­
plications in architectural practice has been slow. Faced 
with the overwhelming complexity of the design system, 
the architect has tended to assume the role of a coordina­
tor responsible for the integration of the various subsystem 
solutions mostly prepared by specialist consultants, such 
as structural engineers, electrical and mechanical 
engineers, building economists and construction engineers. 
This is particularly true for the design of large commercial 
buildings, where the final integrated design is very much a 
compromise solution based on fact, presumption and a 
considerable amount of intuition. The inability to rely on 
established numerical methods for the final and most im­
portant stage of the design process has made most ar­
chitects inordinately suspicious of all mathematically 
based design procedures. It is therefore only natural that 
the same suspicion should have carried over to the "com­
puter," which has in the past been represented to the ar­
chitect as a high speed calculator rather than a powerful 
data-processing and simulation tool. 

To make matters worse, a number of early computer 
users in the contracting field experienced critical setbacks 
in their efforts to implement computer-based operations. 
At times, this has led to the complete rejection of com­
puters as timesaving tools by individual contracting com-
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TABLE I-Typical computer applications in the building industry 

TYPE OF 
PROFESSIONAL SERVICE 

Regional survey: 

Land use planning: 

Transportation planning: 

Infra-structure planning: 

Building development 
feasibility study: 

Project time scheduling: 

Site analysis: 

Design brief development: 

Establishment of activity 
and space relationships: 

AVAILABILITY OF 
COMPUTER PROGRAMS 

Abundance of programs 
dealing with the anlysis 
of census and survey 
information. 

Inventory programs capable 
of classifying land charac­
teristics, mostly using 
overlay techniques. 

Large scale mathematical 
simulation models which 
enable user to experience 
visual movement through 
designed space, also over­
lay and support facilities 
analysis and design pro­
grams. 

Mostly design programs 
dealing with district 
heating, cooling, water 
supply and waste disposal. 
Programs dealing with the 
integration of services 
are as yet scarce. 

Programs normally based 
on local building regula­
tions and specific building 
types, such as residential 
and connnercial. 

Numerous programs 
available to analyze 
and update PERT networks. 

Contour analysis and cut 
and fill calculations 

Report generating programs 
with the ability to estab­
lish correlations, contra­
dictions, and omissions. 

Programs capable of form­
ing activity and space 
interaction matrices 

MOST APPROPRIATE 
COMPUTER FACILITY 

Batch-processing 

Batch-processing 
with access to 
plotter. 

Time-sharing with 
access to graphic 
display units for 
simulation programs. 
Batch-processing 
with acc~ss to plot­
ter for inventory 
and overlay programs. 

Time-sharing with 
access to graphic 
display unit desir­
able (Batch-process­
ing with access to 
plotter for some 
applications). 

Time-sharing 

Time-sharing 
(Batch-processing 
for large projects). 

Batch-processing 
with access to plotter 

Batch-processing. 

Batch-processing or 
time-sharing if input 
and output not large 



Comparative space 
groupings: 

Comparative heating-cooling, 
ventilation, lighting, acoustic 
and structural analyses: 

Preliminary cost analysis: 

Preparation of design 
drawings: 

Structural design: 

Environmental design 
(acoustics, lighting, heating­
cooling and ventilation): 

Design and integration 
of mechanical and electrical 
services: 

Detailed cost estimate 
based on design drawings: 

Preparation of 
specifications: 
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TABLE I~(continued) 

Two and three-dimensional 
layout optimization 
programs. 

Increased availability of 
programs which establish 
environmental and struct­
ural design guidelines. 

Programs in which the 
accuracy achieved is 
related to the degree of 
detail of the input. 

Small number of recently 
developed programs allow 
graphic display unit to be 
used as sketch-pad. Pro­
grams are often linked to 
data bases incorporating 
fittings and standard 
drafting symbols. Abun­
dance of perspective 
programs with and without 
ability to delete hidden 
lines. 

Abundance of comprehensive 
and specific programs 
mostly directed toward 
structural analysis rather 
than design. 

MOstly batch-processing 
programs, although the 
number of interactive 
time-sharing programs is 
rapidly increasing. 

Many design programs, but 
very few deal with the 
relationships between two 
or more support services. 

Programs mostly owned by 
large design offices, 
construction firms and 
cost consu1tants. 

Complete specification 
service provided by 
specialist firms* 

Time-sharing 
(Batch-processing 
if user interaction 
not required). 

Time-sharing. 

Time-sharing. 

Time-sharing with 
access to graphic dis­
play unit for design 
process. Batch-pro­
cessing with access 
to plotter for 
presentation drawings. 

(Batch-processing for 
very large programs). 
Time-sharing. 

Time-sharing. 

Time-sharing (Batch­
processing with access 
to plotter for layout 
drawings). 

Time-sharing. 

Batch-processing with 
access to high speed 
printer. 
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Preparation of working 
drawings: 

Development of bidding 
strategies: 

Project scheduling: 

Equipment records and costs: 

Accounting, payroll and 
record keeping: 

Development of progress 
cost reports: 

Interior planning and space 
utilization reports: 

TABLE I-(continued) 

Few programs available to 
date, due to the require­
ment of comprehensive data 
bases incorporating materi­
als, fittings, doors, win­
dows and standard construc­
tion details4 

Small number of interactive 
construction management 
games, which enable the 
user to develop bidding and 
scheduling strategies on 
the basis of simulated 
condi tions. 

Large number of CPM and pre­
cedence diagram programs 
available. These programs 
are capable of generating 
calendar time schedules and 
allocating manpower and 
equipment resources. 

Resource leveling and 
allocation programs 
require large computers 
and are normally based on 
CPM network analysis. 

Many programs available, 
which are based on time card 
input and prepare payroll 
checks, financial statement 
and productivity reports. 

Programs normally record 
direct and indirect costs 
in various categories and 
prepare progress claims 
at monthly intervals during 
the construction phase of any 
size building project. 

Typical programs allow 
building plans to be trans­
ferred from drawings to com­
puter, to form the basis of 
new layout designs and their 
comparative evaluation (e.g., 
department stores). 

Time-sharing (prefer­
ably with access to 
digitizer to transfer 
dimensions and quanti­
ties directly from 
drawings to computer). 

Time-sharing. 

Batch-processing 
(time-sharing may be 
economical for small 
construction projects) 

Batch-processing. 

Batch-processing •. 

Time-sharing and 
batch-processing. 

Batch-processing in 
conjunction with 
digitizer to transfer 
existing layout from 
drawing to computer. 



panies. In most cases these teething problems can be 
traced to the existence of poor communication channels 
between the construction expert and the computer spe­
cialist. Typically, the computer specialist would embark 
upon the development of a program, blissfully unaware of 
th~ fundamental characteristics of the building industry. 
HIS only source of information would have been a 
construction expert who neither appreciated the type of in­
formation required for the production of a meaningful 
~rogram, nor had the ability to foresee the interpretation 
hkely to be placed on his information by the computer 
specialist. Inevitably, the end result was a computer 
program which did not save time and yet required the 
contractor to adopt a most costly office procedure. These 
unfortunate circumstances forced some early pioneers of 
computer applications in the building industry to become 
staunch supporters of traditional practices. 

Fortunately, today the question is no longer whether ar­
chitects should make use of computers, but rather, how 
can they best capitalize on existing computer capabilities? 

The typical computer applications listed in Table I are 
all related to the solution of subsystems within the overall 
building design systems. Applying computers to isolated 
tasks, in this manner, is not necessarily cost effective. The 
real benefits are obtained when these separate tasks are 
linked together by a common data base. Unfortunately, 
many obstacles stand in the way of the development of 
central data bases in the architectural profession. The flow 
of infor~ation in the building industry is complicated by 
the relatIvely large number of decision makers involved. 
The architect is only one principal in a large open system 
mcorporating the building owner, structural engineer ma­
terial supplier, fabricator, mechanical and electrical 
engineer, landscape architect, contractor and, in most 
countries outside the U.S., the quantity surveyor or build­
ing economist. Each of these decision makers speaks a 
slightly different language requiring a certain amount of 
translation.1 Simplification of the open system shown in 
Figure 1 by the addition of a central computerized data 
base (Figure 2), presupposes the existence of a high degree 
of standardization. It is only during very recent years that 

r-------- -
I 
I 
I :r 
I I -1 
II I 
II I 
II I 
II I 
I I 1 I 
I I II 
II II I: II 
II II 
I I ) I 

IL- --------------------------- : L _______________________________ ~ '-------~,~ 

Figure I-Typical open building industry system 

Computers in Architectural Education 917 

trends have become apparent, which suggest that the 
building industry is at last undergoing the painfully slow 
process of preparing and adopting uniform standards, 
codes, regulations, and documentation and information 
classification systems. 

ARCHITECT-COMPUTER COMMUNICATION 

Architects communicate most efficiently with scale 
drawings and sketches, and therefore require access to 
computer systems incorporating graphic devices, such as 
plotters, digitizers, light pens and cathode ray tubes. In 
addition, a high degree of interaction is desirable for most 
architectural computer applications. While interactive 
time-sharing systems are· now widely available to the 
building industry, computer graphics systems are thinly 
spread and relatively expensive. As far as the educational 
sector is concerned, few schools of architecture have access 
to even the most elementary graphics facilities. In the 
minority of cases where a university can claim a graphics 
capability, more than likely the utilization of this ca­
pability is severely limited by the absence of adequate in­
terface facilities between the graphics system and the 
other batch-processing and interactive time-sharing com­
puter facilities available on campus. 

Perhaps the architect's need for "interactive" computer 
systems requires further explanation. The design process 
involves long decision chains coupled with the progressive 
evaluation of information sets, in which each decision 
stage may affect both the type of information to be 
considered and the evaluation procedure. In this situation, 
there is a critical need for direct interaction between ar­
chitect and machine. Firstly, the architect cannot afford to 
pause in the decision sequence while cards are punched 
and a program is processed in batch mode. Secondly, the 
architect must be able to change the sequence of the deci­
sion chain without modification of the computer program. 
Ideally, the computer might become a partner in the 
design process, with the ability to respond intelligently to 
the proposals made by the architect. In the absence of 
computers with some degree of artificial intelligence, the 
interactive time-sharing system appears to provide the 
best vehicle for satisfying the rapid response requirement. 

SHOULD THE ARCHITECT "PROGRAM" THE 
MACHINE? 

Architectural educators have been asking themselves 
this question for some years now. Their task would be 
made so much easier if there existed a set of standard 
computer programs used on a day-to-day basis by the 
building industry. Unfortunately, the very existence of 
such standard programs would severely limit the applica­
tion potential of computers. Developments in design 
methods over the past few years have demonstrated the 
strong influence of computers in shaping the meth­
odologies of the 1980's. At the same time, present and 
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Figure 2-A computerized information system 

future developments in computer technology are likely to 
provide the building industry with tools so powerful that 
they will have a profound influence on the scope and effec­
tiveness of the services offered by the practicing 
professional. It is essential that the architect should have 
direct input in this development process and actively par­
ticipate in the formulation and coding of programs, which 
will embody the most suitable planning, design and 
construction methodologies. The prospective building 
owner of the 1980's is likely to expect not one or two but 
eight to ten alternative design solutions for a major build­
ing complex, each alternative to be based on a detailed 
analysis of a large volume of accurate information. To 
achieve this standard of service, the architect must have 
access to comprehensive data bases and fast retrieval 
systems. There is no doubt that the computer will 
constitute the most inexpensive means of providing both. 

It would be a grave error to look upon the computer as 
no more than a high-speed desk calculator or super slide 
rule. One of the most inspiring capabilities of the com­
puter is its ability to "simulate" entire systems and 

perform long sequences of operations. The effect of a 
single computer program in influencing the end product 
will therefore be much greater than has been the case with 
the application of less powerful design and planning tools 
in the past. To ensure that the control of the various plan­
ning and design processes continues to be exercised by the 
designer, the latter will need to be actively involved in the 
development of computer programs. In short, the practic­
ing architect will require not only a general knowledge of 
computer systems, capabilities and limitations, but also a 
working knowledge of at least one computer language. Dis­
regard of this requirement will eventually lead to a serious 
loss of influence. and credibility of the architect. Unfortu­
nately, some minor symptoms of a lack of professional 
foresight and responsibility in this area are already today 
a fact of life. There is a sizable number of computer pro­
grams in use today, particularly in educational institu­
tions, which are of unknown origin, which have been sub­
jected to virtually no testing and which are based on 
unexplained and sometimes erroneous theories. To make 
matters worse, the untrained user tends to be extremely 



gullible and will often allow the most incredible computer 
results to override sound judgment based on experience 
and common sense. 

WHAT SHOULD BE TAUGHT? 

The need to train undergraduate architecture students 
in the computer field was first recognized by schools of ar­
chitecture in the middle 1960's. In those early years, most 
architectural educators with little or no knowledge of com­
puters found themselves at a complete loss to develop and 
implement in-house computer courses. Under these cir­
cumstances, it was found to be most convenient to place 
this responsibility into the eager hands of mathematics, 
science and computer science departments. In fact, it was 
most common at that time· as it is still today in some 
schools of architecture, for computer course material to be 
considered an adjunct to if not synonymous with 
mathematical topics, such as calculus. 

The Boston Computer Conference of 1964, the first 
formal gathering of computer enthusiasts in architecture, 
was attended primarily by a group of young architectural 
educators from the greater Boston-Cambridge university 
complex.2 These pioneers were looked upon by their senior 
colleagues, and indeed by the profession at large, as 
misguided theoreticians with a warped view of architec­
ture. Quickly the term "computer freak" was coined in 
academic circles, as a form of resistance to the possible 
insurgence of this new electronic monster into the inner 
precinct of architecture, namely the design process. 
Naturally, this atmosphere was not conducive to the 
systematic evaluation of potential computer applications 
in schools of architecture, nor did it lead to the careful 
structuring of effective computer courses. 

A decade later, with most of the early paranoia dissi­
pated, it is high time that architectural educators should 
re-examine the structure and content of existing computer 
courses. Which of the following instruction levels3 is most 
appropriate for architecture students? 

(1) A general descriptive course dealing with a variety 
of typical computer applications. 

(2) A descriptive course which deals not only with 
typical computer applications, but also provides the 
architecture student with a working knowledge of a 
number of existing computer programs. 

(3) A description-implementation course which also in­
corporates elementary computer programming. 

(4) A complete computer programming course incor­
porating also detailed application information. 

(5) A rigorous computer science course. 

In a general descriptive course (i.e., course (1» the 
student learns little or nothing about computer systems, 
but gains only a general knowledge of existing computer 
applications in the profession. This type of course tends to 
be ineffective and unconvincing, while providing the 
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student with little information and no experience for 
hands-on operation at a later date. Although the student 
comes into direct contact with computers in course (2), he 
is forced to use programs which he does not fully under­
stand. This is a very dangerous situation and could easily 
lead to the acceptance of computer results without ade­
quatecontrol over the accuracy of the program. Course (3) 
allows the student to develop simple programs and under­
stand existing programs. Not only does this type of course 
emphasize the importance of checking programs for logic 
and syntex, but it also forces the student to define the 
problem in a definitive manner. This course meets most 
closely the special requirements of architecture students. 

Course (4) is more suitable as a follow-up elective 
course, for the interested architecture student who wishes 
to gain more in-depth computer knowledge for possible 
specialization after graduation. A rigorous computer 
science course (i.e., course (5» is not suitable for architec­
ture students at any undergraduate level, since it would 
unnecessarily make programmers of the students. 

WHO SHOULD TEACH? 

Many computer applications in architecture are so 
strongly interwoven in the design process, that the com­
puter is not just a tool, but an integral part of the design 
methodology. In this respect, computer applications often 
form the very basis of the development of new design 
methods. From this point of view alone, it is most im­
portant that the computer course should be offered in­
house rather than by an outside school or department. 
Moreover, computer service courses are normally offered 
to students in a wide range of majors, with the result that 
programming examples tend to have little direct relevance 
to any particular major. Experience has shown that archi­
tecture students, in particular, find it difficult to separate 
the programming aspects in advanced mathematical 
examples, since they are unfamiliar with both the 
mathematics and the computer programming. Finally, 
there is the important consideration of faculty participa­
tion in an in-house computer course. Not only does the in­
house course provide an 0pPClrtunity for faculty training, 
but it also encourages the integration of computer applica­
tions in concurrent and subsequent non-computer courses. 

A CASE STUDY 

The computer course presently offered in the School of 
Architecture and Environmental Design, California 
Polytechnic State University, San Luis Obispo, has been 
developed to meet the specialized requirements of under­
graduate students in architecture and related majors. The 
School of Architecture and Environmental Design is the 
largest school of its kind in t.\1e United States with a total 
enrollment of around 1500 students. While the school of­
fers undergraduate degrees in architecture, architectural 
engineering, city and regional planning, landscape archi-
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A RCHI TEe TU RE 

Figure 3-Computer course structure in the School of Architecture and Environmental Design of the California Polytechnic State University, 
San Luis Obispo 

tecture and construction engineering, the architecture 
program carries by far the largest portion of the enroll­
ment. All students are required to take a two credit unit 
computer course during their sophomore year. 

Approximately 120 students are enrolled in the com­
puter course each quarter. To avoid unnecessary duplica­
tion and yet retain a strong tutorial emphasis, the course is 
divided into a one hour lecture and a three hour tutorial 
sequence each week. The lecture is attended by all 
students concurrently, with the subject matter shared 

among participating faculty for presentation. In this man­
ner, each instructor is encouraged to develop his or her 
interest area into a comprehensive lecture series. 

The tutorial sessions are attended by approximately 24 
students and are intended to extend the lecture material, 
as well as provide assignment assistance on a group and 
individual basis. The course is designed to introduce 
students with no previous knowledge of computers and 
computer applications in architecture to the capabilities 
and limitations of computer systems and their utilization 



in environmental design, with the following specific objec­
tives: 

• To provide students with a general understanding of 
computer hardware and the peripheral units which 
are normally combined in batch-processing, interac­
tive time-sharing, remote job entry and graphical 
computer systems. 

• To explore the existing capabilities and limitations of 
computers in relation to existing and potential archi­
tectural applications. 

• To familiarize students with existing computer ap­
plications in architecture and, in particular, the range 
of computer programs available to students in the 
school. 

• To acquaint students with the esoteric vocabulary 
which has been developed as a byproduct of the 
growth of computer applications in all fields. 

• To provide students with a working knowledge of one 
computer language (e.g., FORTRAN IV, BASIC, 
etc.), to enable them to code relatively simple com­
puter programs and understand listings of existing 
programs. 

• To introduce students to procedures for defining prob­
lems and structuring information prior to computeri­
zation. 

• To familiarize students with computer program docu­
mentation and checking procedures. 

Emphasis is placed on the development of user 
experience by the student and the integration of this newly 
gained knowledge in concurrent and subsequent courses. 

While it is not intended for the architecture student to 
become a computer expert, follow-up elective courses are 
offered both within and outside the school for those 
students who wish to extend their knowledge in this field 
(Figure 3). 

Course content 

Computer languages, by and large, have been developed 
for scientists to facilitate the solution of mathematical 
problems involving complex and repetitious calculations 
requiring little input and output capability. Most archi­
tectural problems, on the other hand, require only a 
modest degree of computing power, but depend on the 
transfer of large quantities of data (i.e., numeric and 
alphameric) to and from the machine. In addition, the ar­
chitect has in the past and will continue to rely largely on 
graphical means of communication. To date no computer 
language specifically designed for the solution of archi­
tectural problems has been developed. 

If we follow the commonly accepted classification of 
computer languages into machine-oriented, procedure­
oriented and problem-oriented, then it is without doubt 
the procedure-oriented language which most closely fulfills 
the solution needs of an architectural problem. Of the half-
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dozen or so major procedure-oriented languages available 
today, FORTRAN IV was selected to form the basis of the 
course. The principal reason for this choice being the 
availability of FORTRAN on almost every substantial 
computer system, today. From time to time, BASIC has 
come under serious consideration, not because of its sim­
plicity, but because it is often the only language available 
on low cost mini-computer and programmable calculator 
systems. 

The course, as it is taught now, incorporates ten lectures 
structured in the following manner: 

FIRST WEEK: Introduction: What are computers and 
how do they work? Computer languages and computer 
systems. 

SECOND WEEK: Fortran IV: Statement types; integer 
and real constants and variables; operators; functions 
and expressions; ARITHMETIC statements; STOP and 
END statements; PRINT statement (Watfor compiler). 

THIRD WEEK: Input and Output Statements: Example 
No.1 batch-processing program (Watfor compiler); 
READ, WRITE and FORMAT statements; time-shar­
ing terminals as input and output units; Example No.2 
time-sharing program. 

FOURTH WEEK: Transfer Statements: Unconditional 
GO TO statements; conditional IF statements; COM­
MENT statement (time-sharing and batch-processing); 
Example No. 3 time-sharing program. 

FIFTH WEEK: Graphics: Computer graphics in architec­
ture; large graphics systems, minicomputers and 
programmable calculators. 

SIXTH WEEK: Graphics (Cont.): Hewlett-Packard 9830 
graphics system. Site Planning: Computer application 
in site analysis and mapping; application of the GRID 
(batch-processing) program. 

SEVENTH WEEK: Site Planning (Cont.): Application of 
the GRID (batch-processing) program. 

EIG HTH WEEK: Repetition: The DO statement-acting 
as a counter-acting as a number generator-con­
trolled by program user; Example No.4 time-sharing 
program. 

NINTH WEEK: Arrays: What are arrays? Comparison of 
arrays and simple variables; DIMENSION statements, 
arrays in input and output statements; Example No.5 
time-sharing program. 

TENTH WEEK: Data Files: Data file input statements; 
data file entry under the EDIT subsystem; data storage 
and retrieval; Example No.6 time-sharing program. 

These lecture topics are strongly reinforced by tutorials, 
during which the subject matter of the previous lecture is 
extended by suitable programming examples, typical 
executions of existing programs, films, demonstrations of 
in-house computer facilities and visits to the University 
Computer Center. 

In addition, students are required to submit one assign­
ment each week. All of the assignments require access to 
the University computer facilities with emphasis on the 
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**ASSIGNMENT NO. 8** 

Develop a TIME-SHARING computer program capable of estimating 
construction costs based on the name, quantity and unit cost 
(1. e., rate) of each material nominated by the user. 

Program to calculate individual material costs and provide a 
total cost estimate for the building. 

(Limit program to a maximum of 20 materials and 20 characters 
per material name.) 

Build a safeguard into the program so that unit costs (Le., 
rates) cannot exceed $100. 

Figure 4-Typical computer programming assignment 

interactive time-sharing system. Assignment topics cover a 
wide range of architectural subjects and include program­
ming exercises (Figure 4), as well as the execution of a va­
riety of existing programs (Figure 5). 

Support material 

At the time of implementation of the course a review of 
available publications revealed a singular lack of any 
comprehensive computer textbook suitable for under­
graduate architecture students. Existing texts could 
generally be divided into three categories. 

DESCRIPTIVE texts written for the practicing architect, 
which describe areas of architectural utilization of com­
puters, but do not address themselves to problem defini­
tion and programming. 

USER-ORIENTED texts written for computer users in a 
number of disciplines, such as engineering, social 
science and psychology, but not architecture. 

SPECIALIST computer science texts. 

To overcome this problem, a textbook incorporating 
both a description of computer. hardware, computer 
systems, implementation alternatives and elementary 
FORTRAN IV programming was prepared and published 
by faculty instructing in this area.4 

During the early implementation period of the course, it 
was recognized that the type of computer program useful 
to the building designer could not be developed by the ar­
chitect during the design process. Therefore, to facilitate 
the integration of computer applications into all phases of 
the architecture degree program, the school immediately 
embarked upon the establishment of an architectural 
program library. With an abundance of batch-processing 
computer programs commercially available from other 
educational institutions and industry, the limited need for 
this type of non-interactive program was soon satisfied.5 

Unfortunately, the same situation did not apply to interac­
tive time-sharing software. Even today, there is a singular 
lack of commercially' available architectural time-sharing 

programs, and the few programs which are offered for sale 
by computer service bureaus are well outside the financial 
means of the entire California State University and 
Colleges System, let alone an individual school. Faced 
with this situation the School of Architecture and Environ­
mental Design undertook the time-consuming task of 
software development. Over a period of two years faculty 
and senior students were able to develop more than 20 
major interactive time-sharing programs, ranging from the 
design of environmental control systems (i.e., natural and 
artificial lighting, acoustics and heat transfer) to 
structural analysis, computer-aided design and construc­
tion management games. Each program is carefully docu­
mented (i.e., program name, language, author, disclaimer, 
program description, limitations, operating instructions, 
input and output, theoretical basis) and, after a period of 
testing, groups of programs are formalized into printed 
manuals.6 These manuals are available to students at 
production costs through the University bookstore. The 
school has now obtained approval from the University to 
market these computer programs commercially, and it is 
hoped that in the near future sales profits will in 
themselves sustain the entire program development opera­
tion. 

Computer facilities 

The school presently has access to the following com­
puter systems: 

1. BATCH-PROCESSING (LOCAL): IBM 360/40 
computer system with 180 K (approx.) core storage, 
1100 lines per minute printer, 1000 cards per minute 
reader, 300 cards per minute punch, three disc 
drives, controller and tape drive. 

2. TIME-SHARING (BATCH OR RJE): IBM 360/20 
computer system with 8 K core storage, 315 lines per 
minute printer, 120 cards per minute reader and 90 
cards per minute punch, which serves principally as 

""ASSIGNMENT NO.7"" 

Use the TIME-SHARING program HEAT1 to determine the number of air-changes 
required to maintain a temperature of 85°F inside of building space which 
has two (2) surfaces (i.e., east and south walls) exposed to direct solar 
radiation. 

SURFACE LENGTH WIDTH IIINDOWS CONSTRUCTION ""EXT. AIR 
(HEIGHT) (YES/NO) AREA (OF WALL) TEMP. 

east wall 20 ft. 12 ft. yes 

south wall 30 ft. 12 ft. 

*(Design your own system 0'£ construction) 

*" (Air temperature in shade is 83
0

F) 

80 ft
2 

"(free choice) 140
0

F 

"(free choice) 1200 F 

How many air-changes are required to maintain a temperature of 75°F inside the same 
building space? 

Figure 5-Typical assignment requiring the execution of an existing 
computer program 
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a Remote Job Entry terminal to the State University 
Data Center CDC 3300 dual processor installation. 

3. TIME-SHARING (INTERACTIVE): Central time­
sharing network supported by a CDC 3170 dual 
processor computer installation located at California 
State University, Northridge. Of 96 ports distributed 
among the 19 campuses of the California State 
University and Colleges System, seven (7) ports are 
available on this campus. 

4. GRAPHICS: Until recently the university leased an 
IBM 2250 graphics terminal connected to the local 
IBM 360/40 computer system. This has now been re­
placed by a mini-computer graphics system consist­
ing of a PDP 11/35 processor, two display tubes and 
a 36 in. CAL-COMP drum plotter. A second CAL­
COMP plotter is presently supported by an IBM 
1130 computer system at a nearby community 
college, under a limited time exchange and verbal 
agreement. In addition, the school owns a Hewlett­
Packard 9830A programmable calculator which sup­
ports a digitizer, plotter, cassette tape unit and 
printer. 

The utilization of these facilities by the school has 
increased steadily during the past three years. However, 
by far the most dramatic increase in usage has been in the 
interactive time-sharing field, where the school now uses 
over 40 percent of the entire time-sharing capability 
available to the University (Figure 6). This extraordi­
narily high usage level has been achieved despite the satu­
ration of all computer systems on campus and the 
presence of strong computer science and engineering de­
partments. 

PROJECTIONS FOR THE YEAR 1980! 

By far the most critical problem facing the continued 
development of computer applications in the School of Ar­
chitecture and Environmental Design at the California 
Polytechnic State University, San Luis Obispo is the com­
plete inadequacy of the existing computer facilities 
available on and off campus. Despite the frequent break­
down of teletype and CRT terminals, the university nor­
mally achieves a time-sharing port utilization in excess of 
85 percent. At the same time, job turnaround times on the 
RJE and local batch-processing systems are in the order of 
10 to 15 hours and often reach 30 hours toward the end of 
each academic quarter. 

Conservative estimates based on a detailed analysis of 
courses offered by the school indicate that by 1980, archi­
tecture students will require approximately 1,000 time­
sharing connect hours per week (i.e., 40,000 hours per 
year), with access to at least 58 ports (i.e., based on 17 
hours of time-sharing availability per day). These esti­
mates presuppose that the time-sharing system will have a 
graphics capability, supported by suitable input-output 
devices at each fifth port. 

In addition, by 1980, the availability of large data bases 
will have become an integral component of architectural 
computer applications. The full utilization of such data 
bases will require greatly improved system interfaces, to 
facilitate the transfer of data from one computer system to 
another. For example, a user will expect to be able to ac­
cess a regional land-use data base on an interactive time­
sharing system, transfer a sizable parcel of information to 
a larger computer system and process this information us­
ing a data analysis program of the capability of SYMAP, 
in batch mode. 

It would appear that university computer center 
managements, in general, are not fully aware of the im­
plications of an almost explosive increase in computer 
usage by non-computer science students. There is no doubt 
that during the next decade computer science depart­
ments, which now hold the privileged position of principal 
computer user on most campuses, will relinquish this posi­
tion to users of library programs, such as students major­
ing in social and behavioral science, business administra­
tion, agricultural science, engineering, medicine, biological 
sciences and architecture. This change in user distribution 
will necessitate university computer centers to broaden the 
scope of their services by providing increased assistance to 
non-computer science users. Moreover, some attention will 
need to be given to the streamlining of job entry 
procedures. For example, in the California State 
University and Colleges System students wishing to access 
library programs under the RJE batch system are nor­
mally required to submit at least five control cards with 
each job (e.g., the SYMAP program may require up to 20 
control cards). Needless to say, the architecture student 
learns absolutely nothing about environmental design by 
struggling with the interpretation, punching, assembly and 
debugging of half-a-dozen unnecessary control cards. 

From a more radical point of view, consideration might 
be given to the complete reorganization of computer 
facilities in universities. At the present time, university 
computer centers carefully guard their right to centralize 
computer facilities, in particular processors. It may be dif­
ficult to continue to uphold this policy in the 1980's. 
Processors are neither the most expensive components of a 
computer system, nor do they normally require a great 
deal of maintenance. Peripheral devices, such as line 

. printers and plotters, on the other hand, account for a 
sizable proportion of both capital and maintenance costs 
of a computer system. It may be argued that centraliza­
tion of these units in a computer center, accessed by 
pro<{essors distributed around the campus, could 
contribute greatly to a more flexible and user responsive 
computer service. 
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Making computers safer 

Area Director: 
Donn B. Parker 
Stanford Research Institute 
Menlo Park, California 

As computer technology accelerates in use and application, the supportive 
functions that make the technology safe to use lags behind. Four of these func­
tional areas are to be addressed by sessions in the conference. 

The need for attention to be given to these areas has become real and threats 
have increased to the extent that great harm to people, organizations, and insti­
tutions has been experienced already or is imminent. This is occurring as com­
puters proliferate into sensitive and vital parts of society. This computerization 
of many activities has often inherently increased the safety of performing those 
activities without any special effort or concern for safety. However, people and 
organizations are not prepared to cope with new hazards computer technology 
has created. But in all areas of penetration by the computer, at least the 
potential for increasing safety and well being has increased many-fold. It 
remains for scientists, technologists, and decision-makers to exploit that 
potential to elevate the safety and well-being of society to new heights. 

At this conference, an opportunity to engage in information and opinion ex­
change on making computers safer will be provided in sessions in the areas of 
technological methods, good practices in computer environments, auditing and 
professional responsibilities. 

• Technological methods of making computers safer are foreseen as the 
result of long term research, but the time lag between research solutions 
and general use is discouragingly slow. 

• Good practices in computer environments is basic to the safe use of data 
processing facilities. Documentation of good practices such as the new 
AFIPS System Review Manual on Security, to be closely examined in this 
session, could be the best means of establishing general use of ,good 
practices. 

• Auditing must be recognized as an essential function within the computing 
environment to assure management that safeguards are adequate in data 
processing. 

• Professional responsibilities in making computers safer take many forms 
including certification of knowledge, licensing, establishment of 
competence, ethical considerations, employee responsibilities and the 
societal image. 

All those issues make up our look at this problem of making computers safer. 
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Secure computer operation with virtual 
machine partitioning 

by CLARK WEISSMAN 
System Development Corporation 
Santa Monica, California 

BACKGROUND AND MOTIVATION 

In an earlier paper,! I noted the extremes to which one 
commercial company, System Development Corporation 
(SDC), has. gone to satisfy its disparate security/privacy 
requirements; this may be typical of at least one-half of 
the industry. In brief, the solution is to have two CPUs; 
six different operating systems, including two custom 
products; six user classes from research and development 
to a Corporate Management Information System; and four 
blocked-time periods, i.e., Periods Processing, per ma­
chine. This distasteful Periods Processing (PP) solution is 
the only choice for demanding facility operators, short of 
not processing sensitive data, and the only one accepted 
by the U.S. Department of Defense. 

PP is economically and procedurally unsatisfactory, 
wasting under-utilized machine and human resources, and 
disruptive to normal job flow, turnaround, and personnel 
productivity. A sound economic solution is offered by 
multiprogramming systems; however, they are unaccepta­
ble because they have demonstrated vulnerability to acci­
dental data leakage and planned intrusion.2 Clearly, a 
single system that satisfies the comprehensive security 

-requirements of (1) foiling data theft, (2) system corruption 
attempts, and (3) denying legitimate service by sabotage of 
military secrecy, government privacy, industry proprietary 
and individual civil rights applications is beyond today's 
state of the art.3 A compromise solution between the 
extremes of PP and shared resource multiprogramming is 
needed and is within the reach of current technology. 

The compromise solution is not relaxed standards for 
system security, but diminished user-process functionality. 
If user processes cannot share data nor inter-communicate 
in any manner, but can only share the physical bare 
hardware, an incorruptible multiprogramming system can 
be built. And that system will be a useful alternative to 
PP. It is the thesis of this paper that Virtual Machine 
(VM)4 executive software is just such a compromise 
solution. 

A VM-based system ruggedly isolates possibly hostile 
user processes by encapsulating them in individual VM 
environments that limit data sharing, interprocess (i.e., 
inter-VM) communication, flaw propagation, and exploita­
tion from other VM "partitions." The strength of this 
thesis was tested in a recent, joint experiment by IBM and 
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SDC, using VM/370. Methodology and results of this 
experiment are described elsewhere,5 but summarized 
later in this paper, as the basis for a security-Hardened, 
No-Sharing (HNS) retrofit version of VMl370. But first, let 
us look more closely at the characteristics and the trade­
off advantages and disadvantages of PP and VM. 

PERIODS PROCESSING AND VIRTUAL MACHINE 
DESCRIPTIONS 

In PP security, a physical security perimeter is estab­
lished to encapsulate a given computer environment from 
external threats. All boundary crossings are carefully 
examined and regulated by human and machine devices. 
Analogously, with VMs, a security perimeter, i.e., a VM 
environment which restrains that process from breaking 
through the security perimeter of any other VM, is 
established around each user process. All boundary cross­
ings are interprocess calls and context (i.e., job) switches 
between a VM and the executive Control Program (CP). 
Such crossings are regulated by software and machine 
devices. 

Neither security scheme mentioned above is perfect: 
humans fail; machines fail; software fails; security fails; 
interlopers mount more sophisticated attacks. Each secu­
rity scheme has advantages and disadvantages. 

Periods processing profile 

The Defense Contracts Administration's Industrial Secu­
rity Manual and numerous commercial publications define 
good practice for PP facility operation. There are four 
important elements. 

Physical perimeter 

A physical perimeter is established to enclose the 
restricted area. Fences and walls are built. Special vaults 
are created to store sensitive media. All entry is controlled 
through established checkpoints. For higher degrees of 
security, electromagnetic radiation leakage from the area 
is reduced by shielding. Where denial of service threats 
are of concern, self-contained power, air conditioning, 
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water, and other consumables are established and stock­
piled. Finally, emergency equipment (e.g., fire retardants) 
are provided to detect, alarm, and treat hostile conditions. 

Clearance level setup 

When the restricted area is to be dedicated to a 
classified level, the area is procedurally raised to that level 
in designated steps. First, all uncleared and unauthorized 
personnel are removed from the area. All unclassified 
media are filed or inventoried and, in all cases, clearly 
labeled. The computer is stopped, the job stream aborted, 
and a ritualistic memory cleansing begun. The computer 
and its telecommunications configuration is changed, as 
necessary, to sever any direct physical link to areas 
outside the security perimeter. Dial-up phone equipment is 
disabled or switched to encryption mode. At this point, the 
area is sealed off and clearance is raised to "system high." 
The vaults are opened; classified media are removed; the 
classified system master is loaded from the vault-stored 
tape or disk library; and the classified job is run, stand­
alone. All input media have been previously inventoried; 
any job-produced output subsequently is labeled and 
inventoried also. 

Access controlled perimeter crossing 

All users, I/O media, or digital communications crossing 
into or out of the restricted area are scrutinized for 
identity, authentication of identity (e.g., badge or key), and 
authorization (i.e., clearance). All media are labeled and 
logged; digital communication is encrypted. 

Sanitization between time periods 

After each classified job, the area must be "sanitized" 
for the next user by destroying all memo~y residue of the 
prior job. If the next job is also classified at the same 
level, clearing memory, and I/O media control is sufficient. 
If the area is to be downgraded, then the inverse of 
clearance level setup is employed. Waste is destroyed; 
media are logged and vaulted; memory is cleared, includ­
ing the typewriter and printer ribbons, and equipment is 
reconfigured. 

It is important to realize the inconvenience and cost of 
these PP -procedures. Setup and sanitization times typi­
cally run 30 minutes, with the CPU idle and unusable for 
that time. In addition, the "uniprogramming" mandate 
underutilizes the CPU further, and all that CPU waste is 
charged to the classified user and eventually back to his 
employer or contract. But that is not all; further 
uncalculated costs are borne by that user in a i2-to-24 
hour turnaround time since PP, typically, is twice a day 
(morning and evening). Then, there are the costs to the 
unclassified users who are unable to use the facility during 
PP, or were disrupted by PP during their prior use. 

VM /370 characteristics 

An alternative PP mode of computer operation, which is 
used at some large facilities having multiple machines 
available, is to dedicate the different machines to different 
security levels, and to operate each one at its level 
continuously all day. This mode saves all the set-up and 
sanitization time and permits some multiprogramming of 
like-clearance jobs. This multiple machine mode of opera­
tion is primarily the thesis of this paper in the sense that 
the physical machines are replaced by virtual machines. 
The virtual machines are simulated on a single-equipment 
configuration, thereby making the benefits of the security 
scheme available even to small installations. 

The heart of VMl370 is the Control Program (CP) that 
divides the S/370 hardware, by simulation, into a multiplic­
ity of virtual machines that are identical in program 
execution to the bare S/370 hardware. A VM has a virtual 
CPU, virtual memory, virtual I/O channels, virtual devices 
such as "minidisks," and virtual unit record equipment, 
i.e., spooling. The CP can configure the VMs differently, 
based on a directory-stored definition of each VM. It 
dynamically maps and simulates these virtual resources on 
the physical hardware. 

Because the VM acts as a bare S/370 machine, a VM 
user can operate any software that runs on S/370, includ­
ing applications, DMS, and other operating systems (gener­
ically noted herein as VMOS), such as: OS, DOS, VS, and 
even the CP itself. (This recursive VM property is of 
theoretical and practical R&D interest as a completeness' 
test of a system's security architecture.) Conventional 
operating systems do not have this capability. The CP 
displays an unusually "clean" interface that is unambigu­
ously and identically presented to each VM user process. 
It is conceptually simple, small, and contains little more 
than is necessary to simulate and allocate S/370 hardware 
resources equitably among the concurrently operating 
VMs, i.e., multiprogrammed S/370. Furthermore, unless 
special intercommunication provisions are made in the CP 
or in VM configuration definitions, each VM is an 
independent machine, isolated, compartmented, unaware 
of any other VMs, and potentially able to operate at 
security levels different from other VMs in a manner 
analogous to 'the physical, multiple machine, PP security 
mode mentioned previously. 

VM and PP comparison summary 

Figure 1 illustrates the salient characteristics of VM and 
PP modes of secure facility operation. Right and left 
diagonals of the Pros and Cons Matrix summarize the 
tradeoffs between the security schemes. 

PP offers DOD acceptance, standard OS systems with 
the best OS performance compared to VM's restricted 
VMOS capabilities needed to suppress sharing features, 
performance loss to CP overhead, and added equipment 
investment, including multiple unit record gear and more 
disks needed to avoid sharing. However, VM can yield 
lower operating costs through shared-use multiprogram-
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VM PP 

MULTI-PROGRAMMING BEST OS PERFORMANCE 

PROS LOW O&M COST LOW INVESTMENT COST 

SHARED COST/USER STANDARD OS CAPABILITIES 

OPS CONTINUITY 000 SOP 

PERFORMANCE LOSS/VMOS STANl)-ALONE 

CONS ADDED INVESTMENT COST HIGH O&M COST 

RESTRICTED VMOS CAPABILITIES HIGH USER COST 

NEED ACCREDITATION OPS DISRUPTION 

Figure I-Salient VM and PP tradeoffs 

ming and continuity of operation. The avoidance of 
operational disruption to set up and sanitize PP is 
considered the greatest asset of VM in facility manager 
and user convenience. 

STEPS TO SECURE COMPUTER OPERATION WITH 
VM PARTITIONS 

Current virtual machine systems are not secure. There 
are no Secure SubSystem (S3) applications; systems opera­
tors, programmers, and maintenance personnel have 
greater knowledge and an increased opportunity to attack 
the system than the transaction-oriented applications 
users. Figure 2 assimilates these facts into a feasible long­
range, four-stage strategy to secure, virtual-machine-based 
multiprogramming computer operation. 

Stage 1: physical perimeter 

Stage I establishes the physical security perimeter for 
PP previously described. Stage I is the important physical 
security foundation for the later stages, which introduce 
procedural and software controls to partition the physical 
perimeter into multi-level security environments. 

Stage II: composite perimeter 

The objective of Stage II is to supplement and extend 
the physical perimeter with procedural controls that divide 
the user population into two disjoint classes: system users 
and application users. For a given installation, no individ­
ual should be a member of both classes, nor should system 
and application users be permitted to use the computer 
concurrently. Each class should have its own PP or 
dedicated machine. System users should always operate 
with a stand-alone system to protect them from one 
another. However, applications users may be allowed to 
run multiprogramming if: 

• Systems and program-development are prohibited. 
• They are identified, authenticated, and authorized 

application users. 
• They only use "accredited" Secure SubSystems (S3). 

The security principle embodied here is the compart­
mentalizing of users to reduce their interaction and to 
contain any leaks. Since the operating system is insecure, 
we force system users into separate PP compartments 
separate from the applications they might exploit. Applica­
tion users are not familiar enough with the operating 
system architecture to be able to corrupt or exploit it. In 
addition, we compartmentalize them within an S3 that 
further constrains their unauthorized actions and dimin­
ishes the risk during their concurrent system use. 

The feasibility of building an S3 is still being debated in 
the R&D community and beyond the scope of this paper.3 
However, technical opinion is favorable if three conditions 
are met: 

• The S3 is a highly restrictive, transaction-oriented, 
formally specified command and query language appli­
cation. 

• The application architecture subjects each transaction 
to security access control checks. 

• The S3 implementation is verified as complete and 
correct. 

Stage III: software perimeter 

Stage III further extends the security perimeter with the 
CP, also called a Virtual Machine Monitor (VMM), soft­
ware-defined virtual machine environments, as described 
previously. Since these VMs are non-sharing and non­
communicating compartments, Stage Ill's system and 
application classes can safely be multiprogrammed in their 
own dedicated VMM, thereby eliminating PP altogether. 

Stage IV: logical perimeter 

Combining Stages I, II, and III yields Stage IV. 
Whereas Stage III permitted multiprogramming and shar­
ing of the physical hardware resources, Stage IV extends 
the dialectic and. permits the sharing of logical resources 
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for seyeral reasons: 

• The physical perimeter protects against external 
abuse. 

• The VM protects against internal attack. 
• An S3 provides correct use of designated transaction 

resources. 
• An S3 within a VM within a physical perimeter can 

allow safe intercommunication between VMs and be­
tween accredited secure subsystems. 

Once safe VM-VM communications can be assured, spe­
cialized S3 can be constructed to share logical system 
resources, such as, a File S3 or a Network Control 
Program (N CP) sa. 

This security strategy is logical and incrementally builds 
upon earlier accomplishments. It provides a road map to a 
secure, flexible future while maintaining secure compati­
bility with the past. However, it is not an accepted 
solution. DOD and other stringent security-concerned 
organizations await proof of its safety. Since no Stage IV 
systems exist, we can only assess its security potential by 
examining the closest facsimile Stage III system availa­
ble-VM/370. 

A SECURITY ANALYSIS OF VMl370 

Last year, a joint project was formed between IBM 
Research, Yorktown Heights, New York, and the System 
Development Corporation, R&D Division, Santa Monica, 
California, to conduct experiments and empirically analyze 
the security of VMl370. The results are being processed 
for detailed publication, but some general data regarding 
the experimental method and results are available. 5 In this 
section, an overview of the issues and findings is given. 

Flaw hypothesis methodology 

The basic security analysis technique employed in the 
experiment is the SDC-developed Flaw Hypothesis Meth­
odology (FHM), fully described elsewhere.6 Essentially, the 
method asserts the "truth" of system capabilities ex­
pressed in computer code, design logic, and user manuals, 
and then explores counterarguments that negate the truth. 
A flaw is just such a counterargument and proves the truth 
assertion false. The flaw d~monstrates that the asserted 
capability is really some different, unassessed capability. 
The resultant capability may be exploited to exceed, 
circumvent, or neutralize security controls. The exploita­
tion of one or more such flaws is a system penetration. 

The method emphasizes finding flaws, not exploiting 
them. Such penetration efforts are largely comprised of 
producing I/O support code to move unauthorized informa­
tion in and out of the system. Comprehensive flaw finding 
requires three stages: generation of an inventory of 
suspected flaws, i.e., "flaw hypotheses," confirming the 
hypotheses, and generalizing the underlying system weak­
ness for which each flaw represents a specific instance. 

Figure 3-SDC security analysis method 

Figure 3 pictorially illustrates the method via movement 
of a flaw hypothesis through the three stages. At the left of 
the figure, various "flaw generators" produce the flaw 
hypotheses. These generators are essentially heuristics for 
spotlighting system areas that have high flaw potential. 
The "cerebral fIlter" is the first of three screening sieves 
to confirm the flaw; it represents the collective wisdom of 
the analysis team. The next sieve is "desk checking," 
using documents and listings to prove the flaw; the bulk of 
the flaws are confirmed at this sieve. The last sieve is 
"live testing" of flaws that have a high vulnerability risk, 
or where complex logic is more easily probed by machine. 
Finally, confirmed flaws are "inductively" studied to 
uncover generic classes of flaws. Such classes become 
new flaw generators and close the analysis loop. 

Experimental results: VMI370 security strengths 

We found VM/370 to be securable and a potentially 
excellent resource sharing system, when compared to more 
conventional operating systems, and. we believe that the 
virtual machine organization best suits the requirements of 
a multilevel security installation. This belief is based upon 
several findings. 

The architecture of VMl370 isolates the CP and user 
VMs very well in three fundamental ways. First, the 
address space of all entities-CP and each VM-are 
disjoint and dynamically mapped into real memory by the 
Dynamic Address Translation (DAT) hardware. It was not 
possible to break out of a VM address space to access 
alien, system, or residue data by CPU programs alone. 
Second, the CP and VM run in different hardware 
operating states-S/370 Supervisor and Problem states, 
respectively-with privileged instructions reserved to the 
Supervisor state. The CP-VM interface is elegantly simple, 
just a privileged instruction execution trap. There are no 
complex system calls or parameter passing. Furthermore, 
the VM is not dispatched until the trap processing is 
completed by the CP, thereby avoiding memory restoration 
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and asynchronous complexity. Special CP treatment is 
given 1/0 traps to allow the VM to have virtual I/O. The 
VM's Channel Control Word (CCW) is copied into CP 
memory, given a static security analysis (e.g., device 
address legality, memory address bounds check), and 
translated according to the VM's address space. This 
elegant solution to secure I/O prohibited most penetrations 
that were attempted during our experiment; however, the 
complexity of S/370 I/O did allow opportunities to outsmart 
the checking, which are discussed in the next section. 

Third, VMl370 pays careful attention to formal authori­
zation mechanisms. All users must be known to the system 
by ID numbers that they must authenticate by password. 
Satisfactory identification guarantees the user an author­
ized level of access, and it is only to the VM predefined 
for him in the VM/370 directory. This feature restricts 
users to preassigned environments controlled automatically 
by software. By extension, this feature can define the legal 
VMOS and application subsystem perfectly consistent with 
the S3 compartmentalization called for in Stage IV of the 
security strategy. Finally, there is no need for on-line 
operator functions, operator messages, or an operator and 
his console, since CP only defines VMs for others to 
employ. (The individual VM VMOS may require an 
operator station, as defined by its configuration in the CP 
directory description, but such a station is contained in 
capabilities to just its VM environment and hence can be 
viewed as just another on-line user. This is precisely, in 
fact, why most VM configuration definitions equate the 
user and operator terminals.) The security importance of 
this feature (or lack of feature) cannot be overestimated 
when you consider the discretionary authority of the 
computer operator in most conventional systems. It is a 
standard penetration attack to inveigle the operator to give 
unauthorized privity. The lack of such a feature makes 
VMl370, operator "spoof-proof." 

Experimental results: VMI370 security weaknesses 

Originally, many penetration attempts were possible 
with VM/370. The standard release contains these flaws 
and is not secure. These flaws include implementation 
(coding) errors, design oversights, design exceptions, and 
compromises that depart from the sound architectural 
design of the CPo One such example is the "Virtual = 
Real" option, which effectively suppresses the CP's dy­
namic address translation (and hence the security isolation 
it affords) to allow higher performance I/O for channel 
programs that require dynamic address computations. 

Almost all flaws require the indirect aid of a channel 
program, running asynchronously, i.e., overlapped, with 
the VM. Various II 0 side effects can be directed to 
interfere in calculable ways with the CP-VM interface. For 
example, since the CP-VM interface is a response to 
privileged instruction traps, many of the parameters 
"passed" by VM to CP are "by reference" back into the 
VM's memory. 1/0 side effects can overwrite and effec­
tively change these parameters after they are legality 
checked, but before they are used by the CP. 

The VM/370 sharing mechanisms are another source of 
flaws. These include mini-disks, temporary memory, and 
spooling. Again, I/O programs were needed to exploit the 
inadequate isolation provided by these mechanisms, which 
must not exist or which must be designed differently in a 
security-hardened system. 

Finally, the CP is vulnerable to unrestrained resource 
allocation requests that preempt real memory, devices, 
and I/O channels to choke the system to death. Nearly all 
contemporary systems are vulnerable to such denial-of­
service attacks. 

Though all of these flaws are ultimately software design 
and implementation errors and thus correctible, they 
reveal interesting architectural and design problems of 
general interest to future systems and of particular interest 
to VM/370 hardening efforts. 

TOWARD A SECURITY-HARDENED VM SYSTEM 

Until more formal mathematical proof techniques are 
perfected, the Flaw Hypothesis Methodology is an effective 
security analysis technique that should be applied to 
determine the security of any future security-hardened 
system. It is my criteria for security adequacy. 

A security-hardened, no-sharing (HNS) VMI370 

Currently, a hardened version of VMl370 can be ob­
tained by repair of the generic flaws uncovered in the VMI 
370 security analysis experiment. Retrofit strategies are 
generally futile for conventional operating systems; how­
ever, our experimental evidence supports the soundness 
and practicality of the repair approach for VM/370. 

The target objective of the HNS VMl370 would be a 
Stage III level of performance. All VM sharing and 
cooperating features can be disabled in the CP to increase 
compartmentalization. For example, spooling can be 
dropped in favor of multiple unit-record equipments, and 
VMs can be given dedicated disk packs to avoid mini-disk 
pack sharing. Decreasing the I/O vulnerabilities will be 
difficult, but significant progress can be made: first, by 
improving CCW translation to prevent self modification; 
second, by passing all parameters "by value," which 
requires the CP to copy all parameters into its protected 
memory space before legality checking and use. The CP 
already follows this good practice in most instances. Third, 
asynchronous attacks are prevented by imposing a very 
simple scheduling rule: "Dispatch a VM if and only if 
there is no 1/0 pending or already running for the VM." 
The performance penalty is insignificant for this non­
overlap rule because overlap among VMs is still available. 
Fourth, threshold limits and clock timeouts can add 
significant preemption checks to ~ounter resource choking 
attacks. Fifth, decommit the Virtual = Real feature and 
impose dynamic address translation for all memory refer­
ences. 

Finally, all design, implementation, and operational 
flaws must be corrected and are correctable. These 
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changes collectively form a sound foundation for a secu­
rity-hardened VM/370 that could gain DOD accreditation 
for multi-level secure multiprogramming. 

Future VM system prospects 

A more fundamental understanding of secure system 
architecture is needed. Issues needing clarity include: 
secure 110, safety of passing parameters "by value" versus 
"by reference," the side effects of parallelism by collusive 
VMs, a satisfactory spooling solution, and fair, non­
preemptive resource allocation schemes. Improved meth­
ods of assuring secure implementation are also required. 

Work is in progress at a number of R&D organizations 
that are exploring these iss ues in concert with the virtues 
of virtual machines.7 Because of its conceptual simplicity, 
a Virtual Machine Monitor (VMM) can be pared to its 
essentials and made quite small. This dual asset of 
simplicity and small size makes a VMM an attractive 
candidate for consideration by the emerging technology of 
formal correctness proofs. When formal correctness proofs 
are subsequently coupled with a good mathematical model 
of the security adequacy of a VMM, the VMM research 
comes closest to a universally acceptable solution to 
secure computer multiprogramming and achievement of 
the Stage IV secure system of the future. 
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The cost of computer privacy 

by JEROME LOBEL 
Honeywell Information Systems, Inc. 
Phoenix, Arizona 

INTRODUCTION 

A little over one year ago, Honeywell Information Systems 
accepted an invitation to sponsor an important research 
project at Harvard University dealing with the subject of 
computer privacy. This work which was completed 
recently was performed by Dr. Robert C. Goldstein as 
partial fulfillment of his Doctoral Degree at Harvard. 

BACKGROUND 

Before looking at the results of this research project, let's 
examine some of the basic problems that gave vent to this 
important study. In particular, let's consider the meaning 
of the terms "computer privacy," "computer security" 
and "personal data." 

Computer Privacy refers to the concern that an indi­
vidual and/ or an organization may have about who has ac­
cess to their personal data. Computer Security addresses 
the need to protect all of the parts of an information 
system from any form of loss, destruction or unauthorized 
access or modification. It has been generally conceded, 
that the privacy of the information in a system cannot be 
adequately assured without the implementation of a va­
riety of computer security safeguards. 

On the other hand, both the Federal Government and 
various State Legislatures have enacted or are proposing 
to enact specific laws to assure that computer systems will 
not infringe upon the public's "right to privacy." Unfortu­
nately, the merging of the ideal security safeguards, with 
the ideal legislation has not yet been achieved. The com­
plexity of the problem is in no small way responsible for 
this dilemma. 

As an example of this complexity, consider the HEW 
definition of Personal data: "All data that describes any­
thing about an individual, such as identifying characteris­
tics, measurements, test scores; that evidence things done 
by or to an individual, such as records of financial transac­
tions, medical treatment, or other services; or that afford a 
clear basis for inferring personal characteristics, such as 
the mere record of his presence in a place, attendance at a 
meeting, or admission to some type of service institution." 

Public pressure is being felt throughout almost every 
legislature in the land-to do something about this 

935 

problem-with the preference being: "Let's not have the 
problem to begin with." 

As an example, the October 2, 1974 issue of Com­
puterworld contained an article describing the strong pri­
vacy stand taken by the Republican Research Committee 
Task Force on Privacy, which is the policy making arm of 
the Republican Party in the House of Representatives. 

The committee recommended that "all rules pertaining 
to the collection of information should cover Databanks in 
both the public and private sector, not just governmental 
Databanks." On the other hand, the following statement 
in the committee report seems to recognize that too much 
regulation could also be a problem: "Despite 'their 
potential for abuse, Databanks remain an inescapable fact 
of life in a society growing more complex and more 
technological. The task force does not oppose Databanks 
as such, but favors strong safeguards against their 
misuse." 

Landmark federal privacy legislation has recently been 
passed. The new law commonly referred to as the Privacy 
Act of 1974 (Public Law 93-570) includes a number of 
very important computer user ramifications. For instance, 
the new law specifies that: 

1. The Government has within 10 days (excluding 
Saturdays, Sundays, and legal public holidays) to ac­
knowledge in writing the receipt of a request from an 
individual for amendment to his records; 

2. The requirement to notify publicly (in the case of the 
Government in the Federal Register) at least an­
nually the existence and character of the system of 
records; 

3. Agencies establish appropriate administrative, 
technical, and physical safeguards to insure the se­
curity and confidentiality of records and protect 
against any anticipated threats or hazards to their se­
curity or integrity; 

4. Agencies establish procedures for the disclosure to an 
individual upon his request of his records or informa­
tion pertaining to him; 

5. Agencies establish fees to be charged, if any, to an in­
dividual for making copies of his records excluding 
the cost of search and review of the records. 

We can already predict that major administrative diffi­
culties and expense may come in providing records to indi-
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viduals. The expense of handling the request for a copy of 
their record including the assurance of identity of the indi­
vidual, search, copy, and mailing are only a small part of 
the cost. What is often overlooked is the problem of long, 
drawn out discussions and arguments with the individual 
regarding a requested change to their records. For 
example, about 25 percent of the people employed in credit 
companies are already involved in these functions under 
the new lending laws. 

Unfortunately, we are still operating in an environment 
that contains more "Unknowns" than "Knowns." Here 
are a few examples: How many people will request a copy 
of their records? To what extent will the new laws trigger 
strictly curiosity type inquiries? How many people will 
now want to see records that may be associated with a 
refusal of credit or a job turn-down? 

At the moment, it appears that only actual experience 
will reveal precise answers to many of these pertinent and 
cost related questions. Research, however, may provide us 
with at least some idea of the total cost ramifications of 
new computer privacy legislation. 

It is important to note that the social advantages of com­
puter privacy legislation have already been well re­
searched, and are not so often the primary issues being de­
bated. Like most social programs, however, cost will be 
one of the determining factors in the implementation 
process. 

STUDY OBJECTIVES 

The Goldstein Report* referred to earlier is one of the 
most comprehensive studies of proposed computer privacy 
legislation made to date. The object of the study was to 
evaluate the potential impact of proposed privacy legisla­
tion on computer users, Databank developers, and on the 
computer manufacturing industry. In addition, the study 
was designed to assist legislators with weighing the merits 
of alternative privacy bills. 

This research project is particularly significant since it 
is the first to so thoroughly examine proposed privacy 
legislation in relation to associated cost ramifications. 
Most computer privacy research performed prior to this 
study focused on problem identification, and on legislation 
justification from mainly a moral; legal or philosophical 
point of view. The practical approach and research results 
of this study adds materially, therefore, to our knowledge 
of another part of the computer privacy and security 
problem area. 

IMPACT MODEL AND APPROACH 

Goldstein approached this research project into the cost 
of computer privacy by setting up a computer simulation 
model to examine the impact of a large set of possible 

* Honeywell Information Systems is in the process of publishing Dr. 
Goldstein's report "The Cost of Privacy." Copies may be ordered from: 
Honeywell Information Systems, 40 Guest Street, Brighton, Mass. 02135. 

regulations upon the personal data system of six typical 
computer user organizations. 

RESEARCH SITES 

The six research sites included: 

• A system operated on behalf of a large network of hos­
pitals. 

• An on-line system operated by a State Government 
Agency containing identification information on 
people who have been arrested in that State. 

• A law enforcement system operated by a State Police 
Group. 

• A system operated by a large consumer credit organi­
zation. 

• A personnel system for an organization with about 
10,000 employees. 

• An on-line system operated by a large casualty In­
surance Company. 

The model was constructed in such a way as to make it 
possible to test the impact of a particular set of regulations 
upon various sets of system characteristics. In other 
words, the 29 attributes* ascribed to the model could 
reflect a system already designed and running, or simply 
the specification for a proposed information system. 
System attributes consisted of such data elements as the 
number of new data subjects added per year, the average 
size of a record, the number of system users, etc. 

REGULATORY REQUIREMENTS 

The overall impact model actually consists of a number 
of separate models, one for each regulatory requirement. A 
Regulatory Requirement is a specific, operationally­
oriented step that the operator of a personal data system 
would have to take under the provisions of one or more 
pending bills. 

According to Goldstein, an incomplete survey earlier 
this year revealed that there were 45 bills on this subject 
pending in the US Congress, and another 50 under 
consideration in 23 states. 

The model, however, contains 20 basic legislative pro­
posals* for regulating personal data systems. The 
proposed regulations were derived from an analysis "of 
existing laws, a large number of pending proposals for 
legislation and the general computer-privacy literature." 

The impact model, therefore, operates on: 

• 20 Regulations 
• 29 System Attributes 
• 6 Typical information systems 

In addition, each of the regulations would apply to any or­
ganization that maintains an administrative automated. 

* Reference: The Cost of Privacy-Robert C. Goldstein 



personal data system. The following are the regulations 
used in the model: 

• Data Supply Obligation Notification 
"Any organization maintaining an Administrative Au­
tomated Personal Data System shall inform an indi­
vidual asked to supply personal data for the system 
whether he is legally required, or may refuse to sup­
ply the data requested, and also of any specific conse­
quences for him, which are known to the organization, 
for providing or not providing such data." 

• Consent for Additional Use 
"Any organization maintaining an Administrative Au­
tomated Personal Data System shall assure that no 
use of individually identifiable data is made that is 
not within the stated purposes of the system as 
reasonably understood by the individual, unless the 
informed consent of the individual has been explicitly 
obtained." 

• Check Usage Authorization 
"Access to an individual's record shall be permitted 
only for purposes that have been explicitly authorized 
by him. Authorization of particular uses would be oIr 
tained at the time the data is originally collected, and 
possibly, in the case of subsequently developed ap­
plications; at a later time." 

• Maintain Usage Log 
"Any organization maintaining an AdmInistrative Au­
tomated Personal Data System shall maintain a com­
plete and accurate record of every access to and use 
made of any data in the system, including the 
identity of all persons and organizations to which ac­
cess has been given." 

• Record Existence Notification 
"The operator of a Personal Data System must 
promptly notify new data subjects of the fact that a 
record is being started concerning them and must no­
tify all subjects of the existence of their records once 
a year." 

• Record Existence Inquiry 
"Any organization maintaining an Administrative Au­
tomated Personal Data System shall inform ari indi­
vidual, upon his request, whether he is the subject of 
data in the system, and, if so, make such data fully 
available to the individual, upon his request, in a 
form comprehensible to him." 

• Record Uses Inquiry 
"Any organization maintaining an Administrative Au­
tomated Personal Data System shall inform an indi­
vidual,· upon his request, about the uses made of data 
about him, including the identity of all persons and 
organizations involved and their relationships with. 
the system." 
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• Data Accuracy 
"Any organization maintaining an Administrative Au­
tomated Personal Data System shall maintain data in 
the system with such accuracy, completeness, timeli­
ness, and pertinence as is necessary to assure ac­
curacy and fairness in any determination relating to 
an individual's qualifications, character, rights, op­
portunities or benefits that may be made on the basis 
of such data: and eliminate data from computer-ac­
cessible files when the data are no longer timely." 

• Additional Data 
"The addition to a record of some items of informa­
tion that are not currently included may be required. 
This would be necessary whenever the record, without 
the additional information, might be misleading and 
result in unfair decisions detrimental to the data suIr 
ject." 

• Data Accuracy Inquiry 
"Any organization maintaining an Administrative Au­
tomated Personal Data System shall maintain 
procedures that (i) allow an individual who is the suIr 
ject of data in the system to contest their accuracy, 
completeness, pertinence, and the necessity for retain­
ing them; (ii) permit data to be corrected or amended 
when the individual to whom they pertain so 
requests; and (iii) assure, when there is disagreement 
with the individual about whether a correction or 
amendment should be made, that the individual's 
claim is noted and included in any subsequent dis­
closure or dissemination of the disputed data." 

• Subject Claim Storage 
"When there is a dispute between a data subject and 
the operator of a Personal Data System over whether 
or not a requested change is to be made in the suIr 
ject's record, his claim (shall) be noted and attached 
to his record for subsequent dissemination. Most of 
the legislative proposals based on this report have ad­
ditionally provided that the Databank operator may 
limit the subject's claim to one hundred words if 
assistance is provided in expressing it compactly." 

• Subject Claim Dissemination 
"Any claim filed by a data subject shall be included 
whenever the disputed data is subsequently disclosed. 
This would require, first, the modification of all 
record retrieval programs to provide that the claim 
field be retrieved in response to any inquiry. In addi­
tion, the need to process an extra, and rather large, 
field will increase the amount of computer time and 
data transmission time associated with each transac­
tion." 

• Retroactive Claim Dissemination 
"Data system operators (shall) be required to send 
such claims or the revision of a record which obviated 
the need for a claim to all past recipients of a record." 
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• Record Transmission 
"Any organization maintaining a record of indi­
vidually identifiable personal data, which it does not 
maintain as part of an Administrative Automated 
Data System, shall make no transfer of any such data 
to another organization without the prior informed 
consent of the individual to whom the data pertain, if 
as a result of the transfer, such data will become part 
of an Administrative Automated Data System that is 
not subject to these safeguard requirements." 

• Consent to Transfer Data 
"No individually identifiable information (shall) be 
transferred to a system where a lesser degree of pro­
tection would be afforded without obtaining the prior 
informed consent of the subject." 

• Legal Process Notification 
"Any organization maintaining an Administrative Au­
tomated Personal Data System shall assure that no 
data about an individual are made available from the 
system in response to a demand for data made by 
means of compulsory legal process, unless the indi­
vidual to whom the data pertain has been notified of 
the demand." 

• Physical Security 
"Any organization maintaining an Administrative Au­
tomated Personal Data System shall take reasonable 
precautions to protect the data in the system from 
any anticipated threats or hazards to the security of 
the system." 

• Employee Training 
"Any organization maintaining an Administrative Au­
tomated Personal Data System shall take affirmative 
action to inform each of its employees having any 
responsibility or function in the design, development, 
operation or maintenance of the system, or the use of 
any data contained therein, about all the safeguard 
requirements and all the rules and procedures of the 
organization designed to assure compliance with such 
requirements. 

• System Assurance 
"Any organization operating a Personal Data System 
must be able to ensure that its system is in com­
pliance with all of the regulations. For this purpose, a 
Databank operator would, presumably, establish an 
audit staff responsible for monitoring the perform­
ance of the system." 

• Public Notice 
"It is necessary to have a mechanism for publicizing 
the existence and characteristics of Personal Data 
Systems so that people will be able to determine what 
systems may have records on them and whether it is 
important to find out. Specifically, anyone proposing 

to establish a new system would be required to 
publish a notice to that effect long enough in advance 
to permit affected individuals a reasonable time for 
comment. The same type of notice would be required 
prior to any enlargement of an existing system. In ad­
dition, notice of the existence and character of all 
systems operated by an organization would be re­
quired once a year." 

Not all of the proposed regulations have a representation 
in the impact model. The work and the outcome of the 
modeling are important, however, if for no other reason 
than the fact that this report identifies the scope of the 
proposed computer privacy legislation in the US and the 
extremely high price that developers of Databanks will 
probably have to pay to implement and operate such 
systems within the confines of the planned laws. 

SYSTEM RESOURCES 

Once each regulatory requirement was specified, Gold­
stein carefully defined each basic category of system 
resource and the related cost that might be incurred to 
satisfy a particular requirement. The five basic system 
resources or functional elements that were used in the 
model included: 

• Manpower 
• Data Storage 
• Computer Processing 
• Data Transmission 
• Capital 

Each of these is further subdivided in order to recognize 
differences in capabilities and cost. A distinction is also 
made between resource expenditures needed only at the 
time of system development as opposed to costs 
continuously incurred for operating purposes. 

For the most part, the model consists of equations 
representing the demand of some requirement for some 
resource. Or as an economist might say, the equations are 
"production functions"; to the extent that they specify the 
amount of some input required to achieve some objective 
as a function of various system characteristics. 

RESEARCH FINDINGS AND CONCLUSIONS 

The conclusions derived at in the research report are 
extremely informative. As an example, a number of the 
proposed requirements would impose a nominal cost upon 
the computer user. Included in this category would be 
such regulations as: 

• Check usage authorization 
• Maintain usage log 



• Data accuracy 
• Additional data 
• Subject chain storage 
• Subject chain dissemination 
• Data transfer consent 
• Public notice 

It is pointed out that even though a regulation might be 
very inexpensive to comply with, the difficulty surround­
ing its actual accomplishment might be formidable if not 
impractical. In addition, an analysis of the- impact model 
results reveals that law enforcement systems would sus­
tain the highest compliance costs of the organizations that 
participated in the study. 

For all six test sites, initial system compliance costs 
varied from 11 percent to 512 percent of original total 
system implementation cost. Added operating costs varied 
from 11 percent to 222 percent of original system imple­
mentation cost. The average annual cost of compliance per 
subject for the six test sites varied from 57 cents to six 
dollars and 97 cents. The average cost per compliance 
transaction varied from 15 cents to 9 dollars and 64 cents. 

Another conclusion that can be drawn from the pre­
viously described research study is that cost alone is no 
basis for an analysis of the impact of proposed privacy 
legislation. Cost does lend perspective, however, to the 
overall difficulty of compliance. In addition, it is clear 
that several of the most expensive regulations appear to of­
fer the most protection to the individual, and therefore 
should not be abandoned for cost reasons alone. 

For all test sites, physical security, employee training, 
and the data supply requirement would imply highest 
conversion cost in that order. The highest continuing cost 
regulations were: 

• Record existence notification 
• Data accuracy inquiry 
• Record use inquiry 
• Physical security 
• System assurance 

If one were to summarize the overall conclusions arrived 
at in the report, the following tend to be the most signifi­
cant: 

• Government and the Public 
First, as far as the Government and the public are 
concerned: 

-Is the increase in privacy worth the cost? 
ANSWER: In all probability there will be some sig­
nificant reduction in business and Government effi­
ciency. However, if the legislation is carefully 
worded so as to allow grace periods for compliance 
and exception-oriented responses (such as allowing 
dissemination or other use of personal data if a 
response to notification is not received in a 
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specified time period) privacy legislation can be 
tolerable and beneficial. 

• Data Processing Industry 
Second, what position should the data processing in­
dustry take with regard to proposed computer privacy 
legislation? 

ANSWER: The gist of research study conclusions 
in this area is that privacy legislation should 
constitute a challenge and opportunity to equip­
ment suppliers. In particular, there is reference to 
such product opportunities as: 

- User and terminal identification devices 
- Larger and faster direct access storage devices 
- More secure computers featuring better access 

control mechanisms 
In addition, the computer itself may offer a solution 
to the control of the added manual and clerical costs 
that can arise from the proposed privacy legislation. 

• Data Bank Operators 
How serious would the compliance. problems be to 
Databank operators if the proposed privacy legisla­
tion is enacted? 

-The report certainly does not minimize the prob­
lems of technical feasibility, cost, or the addi­
tional capability that probably would be re­
quired to comply with the new regulations. 
Under the best conditions, compliance will be 
tough, and the more regulation, the tougher it 
maybe. 

On the other hand, Dr. Goldstein has done 
everyone a favor by pointing out the many 
things that a computer user can do to greatly 
minimize the impact of the regulations. 

-Important Examples Include: 
• Paying subjects a nominal fee for the use of 

their data. 
• Lobby for changes to the proposed legislation 

to make them more livable. 
• Make certain that the data processing industry 

understands the need for new hardware and 
software products capable of handling com­
pliance problems in a more cost-efficient way. 

• Arrange for the passing on of the additional 
compliance costs incurred to those people or 
organizations that initiate the inquiries or the 
addition of a personal data record. 

• Don't put so much personal data into the 
system to begin with .. 

Finally, we need to consider how important it is when 
discussing computer privacy problems to examine the 
issues through different lenses. As an example, look at how 
our perspective changes if we switch from. the lens of a 
data processing or systems professional to that of John Q. 
Citizen. The answer to the computer privacy problem cer-
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tainly relates to the amount of concern and ingenuity we 
apply both as professionals and as individuals. 

In addition, have you ever stopped and asked yourself 
the question: What you can do in your own installation to 
reduce or even eliminate the need for more regulation? 
From a practical standpoint, the initiation of better se-

curity and internal controls would be a good place to start. 
After all, in more cases than not the public has a very le­
gitimate right to complain when a system does not display 
reliability, integrity or fairness. In other words, the ma­
chine or the system should not be blamed for a problem 
that one or more of us caused in the first place. 
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INTRODUCTION 

"Privacy is the claim of individuals, groups or institutions 
to determine for themselves when, how and to what extent 
information about them can be communicated to others."! 
The problem of privacy arises when people are asked to 
provide personal information either on a mandatory or 
voluntary basis. The persons about whom the data are col­
lected may be apprehensive that unscrupulous individuals 
could gain both economic and political advantage over them 
through access to their personal information. Data collecting 
agencies often conduct surveys to collect data to use for 
statistical purposes. In a mandatory survey, the respondent 
cannot refuse to submit the data. Still, collecting agencies 
realize that the real foundation of reliable statistics is public 
cooperation and not the threat of prosecution. In a voluntary 
survey, the collecting agency has no power and nothing to 
offer but the general benefits that can accrue to the public 
from the information.2 It promises respondents that data will 
only be disclosed for statistical purposes. In both cases, the 
collecting agencies can better accomplish their aim if they 
can assure the respondent that their privacy will be respected. 
Many agencies use computers to store collected data. The 
computer provides a central source of information available 
to many different users. In addition, the information can be 
retrieved very quickly. However, there are many problems 
which are associated with the security of computerized in­
formation such as: validity of the user, clearance of system 
personnel and safety for masquerading, electromagnetic 
pick up, wiretapping, browsing, piggy back entry, etc.3 ,4,5,6 

Even if these problems did not exist, and assuming that 
the collecting agencies have good intentions and intend to 
allow their users to ask only statistical queries about the 
stored data, their promises are not sufficient to guarantee 
that there will be no disclosure of any individual's personal 
information. Hoffman and Miller7 have shown that a user 
can combine the answers to some specific statistical queries 
and his previous knowledge about an individual's personal 
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information to find out more about that individual. There­
fore the problem considered is to determine the conditions 
which guarantee that a user who is allowed to ask only 
statistical queries cannot be successful in obtaining any more 
information about any individual than he already has. Be­
fore suggesting a solution to this problem, some illustrations 
to show how disclosure may occur and some definitions are 
reproduced from an earlier paper by the author.8 

DEFINITIONS 

A characteristic is a piece of information. It has a name and 
a value. For instance, (Name, Zalkind) and (Age, 26) are 
characteristics. Let N l , N 2, ••• , be names and for each Ni 
there exist values V il, V i2 •••• A characteristic C ij is a pair 
(Ni, V ij). A family of characteristics Fi is a set of all char­
acteristics having the same name N i • 

The group of persons about whom the information is 
collected is called data persons. A record r i is a set of all 
characteristics collected about a data person Pi. A data 
base is a set of records of all data persons. 

A query is a statistical question which can be asked about 
the data base. A query is formed by taking the conjunction, 
disjunction and negation of characteristics. These operations 
are denoted by A, V, -. Formally a query is defined as: 

(1) A characteristic standing alone is a query. 
(2) If q is a query then- (q) is a query. 
(3) If ql and q2 are queries then (ql V q2) and (qd\ q2) 

are queries. 
(4) Nothing else is a query. 

Where no confusion arises, parentheses will be eliminated. 
The retrieved set Rq of a query q is the set of all data 

persons who have those characteristics in their records which 
are implied in q. The semantic of a query q is, because of a 
statistical data base, "How many data persons have all the 
characteristics which are implied in q?" The answer to the 
query q, denoted by A q , is the cardinality of the retrieved set. 
Rq. A data base together with a procedure for limiting the 
access to the data base for statistical purpose will be re­
ferred to as the "System". A query is a permitted query if it 
is permitted by the system; otherwise it is a restricted query. 
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A user of the system may obtain information about some 
of the characteristics of some data persons by using mechan­
isms not involving the system. For example, a user may know 
the town in which a particular data person lives. Such in­
formation plays an important role in the security of the data 
base if the data base contains characteristics with the same 
name "Town". 

A user's supplementary knowledge is a set of information 
about the data base and all other information which can 
be derived from it that a user knows from a source other 
than the system. It consists of the following: 

(1) The set of supplementary queries (Q8): It is the set of 
queries whose answers are known to a user. An ele­
ment of this set is a supplementary query. 

(2) Supplementary data base: It is the set of all known 
records, where a known record is a set of all char­
acteristics of a data person which are known to a 
user. 

(3) The set of supplementary properties: It is the set of 
properties of the data base which are known to a user. 

An example of a supplementary property is that a user 
may know that the answer to a query ql is the sum of the 
answers of the queries q2, q3 and q4. In essence, a user may 
know relations which will be helpful in finding the answer to 
a restricted query. 

Disclosure is defined as: Disclosure occurs if a user can 
enlarge his supplementary knowledge by adding some in­
formation about the data base which is not permitted by the 
system. 

Statistical disclosure occurs if a user can enlarge his set of 
supplementary queries, by adding a restricted query. 

Resultant disclosure occurs if the answer to a restricted 
query can be computed from the answers of permitted queries 
by using the properties of the data base which are known to a 
user. Resultant disclosure is a special case of statistical dis­
closure in which the set of supplementary queries is empty. 

Positive personal disclosure occurs if a user can enlarge his 
supplementary data base by adding a characteristic to some 
record. 

A user of the system may know from his supplementary 
knowledge that a data person does not have a particular 
characteristic. If a data person does not have a characteristic 
Cij, then it will be referred to as that he has a negative char­
acteristic which will be denoted by -Cij• Clearly a negative 
characteristic is a piece of information. In fact, knowledge of 
negative characteristics coupled with the property of the 
family of characteristics may be used to obtain a positive 
personal disclosure. Hence, a record in a supplementary 
data base may also contain negative characteristics (nega­
tive characteristics are not included if they are redundant). 

Negative personal disclosure occurs if a 'user can enlarge 
his supple:tnentary data base by adding a negative character­
istic which is not redundant, to some record. 

Personal disclosure is said to occur if positive personal 
disclosure and/or negative personal disclosure occurs. 

EXAMPLES OF PERSONAL DISCLOSURE 

Example 1 

Let q = (Soc. Sec. #, SS116) , Aq = 1. Let the user's sup­
plementary knowledge include that he knows a person p 
whose Soc. Sec. # is SS116 and the fact that Soc. Sec. # is 
unique for each data person. As A q = 1, there is a personal 
disclosure that p is a data person. 

Example 2 

Let q2 = (Major, Math.) 1\ (Marital Status, Married), 
A q2 =O. Therefore there is no data person who is majoring 
in Math. and is married. Knowing that the only alternative 
of married is single and if a user knows from his supplemen­
tary knowledge a data person who is majoring in Math.; he 
can conclude that the person is single. 

Example 3 

Let qa= (Major, Compo Sc.) 1\ (Sex, Female), Aqa=5. 
Let q8= (Major, Compo Sc.) 1\ (Sex, Female) 1\ (Housing 
Status, On Campus), Aqs=5. Therefore a girl who is major­
ing in computer science lives on campus. Hence, if a user 
knows a girl who is majoring in computer science, then he 
can conclude that she lives on campus. Therefore there is a 
personal disclosure. 

EXISTING SOLUTIONS 

Reed9 has suggested a method to keep individual records 
protected by distorting the information in records which are 
available for statistical summaries. His method does not 
insure security for personal disclosure in cases such as il­
lustrated in the examples. HansenlO has suggested a method 
which decreases the chances for disclosure by giving an ap­
proximate answer to a query rather than exact number. He 
also mentioned an approach in which the answer to a query 
is computed on a sample data and then multiplied by the 
sampling factor. These methods decrease but do not eliminate 
the chances for disclosure. Fellegill has suggested an algo­
rithm to check the occurrence of a personal disclosure. Not 
only is his method very cumbersome, but it does not work 
in all cases as it stands. S The necessary and sufficient con­
ditions for statistical and positive personal disclosure in a 
specific case, have been given in an earlier paper.s We are 
now suggesting a solution to this problem by defining the 
conditions which are necessary and sufficient for statistical 
disclosure in a general case, and also for positive and/or 
negative personal disclosure in a specific case. 

STATISTICAL DISCLOSURE 

It is obvious that some of the queries cannot be permitted 
if personal disclosure is to be prevented. But if some of the 
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queries are not permitted then it becomes necessary to 
assure that the answer to a restricted query cannot be com­
puted from the answers of permitted queries. The following 
theorem provides the necessary and sufficient conditions for 
the answer of a query to be computed from the answers of 
other queries. 

A query q, in general, partitions the set of all data persons 
into two sets, namely the set of those data persons who are 
included in the retrieved set of q, and the set of those who are 
not. Therefore, a set Q of n queries q1, q2, . . . , qn partitions 
the set of all data persons into 2n disjoint sets where a typical 
set contains all those data persons who are simultaneously 
included in the retrieved sets of k out of the n queries and 
not included in the retrieved sets of the other n- k queries in 
Q. One of these sets is the set of all data persons who are not 
included in the retrieved set for any qEQ. Excluding this 
particular set then there are 2n -1 sets called the partition 
sets induced by Q. The set of partition sets induced by Q 
is denoted by P Q and will be referred to as the set of partition 
sets. A partition set is denoted by p. Let L= I PQ I where 
I P Q I is the cardinality of the set P Q. If q E Q then the re­
trieved set of q is the union of some (Possibly all) of the 
partition sets; therefore A q=C11 P11+D.! I P21+" '+CL I P L I 
where for all i, Ci is either zero Or one. Also, if p is a partition 
set, then p is a retrieved set of a query which is a conjunction 
of queries qi* such that either q/ or the negation of q/ 
belongs to Q. 

A set of queries Q is a dependent set if there exists a query 
qiEQ such that the answer to qi can be computed from the 
answers of the queries which belong to Q; otherwise it is an 
independent set. A dependent set is a minimal dependent 
set if no proper subset of it is a dependent set. We may refer 
to minimal dependent set as a dependent set. 

Theorem I: The answer to query q' can be computed by a 
user from the answers of the independent set Q of queries if 
and only if: 

(i) P Q = PQulq'} and is known to a user. 
(ii) I Q I = I PQ I 

Proof: See Appendix I. 
The theorem means that the answer to a query q' can be 

computed from the answers of the independent set Q of 
queries if and only if the query q' does not induce a new 
partition which is not induced by the set Q of queries, and 
the number of such queries is equal to the number of the 
partitions induced by Q. Hence, if a query q is not permitted 
and induces a new partition which is not induced by the set 
of permitted queries then the answer to the query q cannot 
be computed from the answers of the permitted queries. 

A user may know that the answer to a query cannot be 
greater than some number and! or he may know that it 
cannot be less than some other number. The lower bound of a 
query q denoted by Lq is defined as the greatest non-negative 
integer, n, known to a user such that Aq~n. Similarly the 
upper bound of a query q denoted by U q is the smallest non­
negative integer, n, known to a user such that Aq::;n. Let 

aq denote the number of data persons who a user knows are 
included in Rq. 

Theorem II: There is a statistical disclosure if and only if 
there exists a restricted query q' and an independent set Q of 
queries such that the following hold: 

(i) PQ=PQu{q'} and is known to a user. 
(ii) There is a unique integer solution to the set of equa­

tions LVPiEPQ bij I pj I = B qi, VqiE Q where L qi ::; 
Bqi ::; Uqi and bij = 1 if Pj~Rqi and zero otherwise. 

Proof: See Appendix II. 

Example 4 

Consider a set Q of queries qi, i = 1 to 5. Let the retrieved 
sets of q2, q3, q4 and q6 be the disjoint partitions of the re­
trieved set of q1. Let a user know that aq1 = 14, Uq1 = 16, 
aq2 =2, Uq2 =4, A q3 =3, A q4 =4, A q6 =5. It can be easily seen 
that condition (i) is satisfied but condition (ii) does not 
hold since there are three sets of values for q1 and q2, namely 
(16, 4), (15, 3), (14, 2) which satisfy the equations. Hence, 
there would not be statistical disclosure. However, if for 
instance either aq1 = 16 or aq2 =4 then these equations have a 
unique solution. And hence, there would be statistical dis­
closure. In these cases, there are unique values for q1 and q2 
which satisfy condition (ii). 

PERSONAL DISCLOSURE 

The examples of disclosure show that some of the queries if 
permitted would cause personal disclosure. The following 
theorems explore the conditions under which a query or a set 
of queries can cause personal disclosure. Some definitions are 
needed: 

A query is a simple query if it is formed either by a single 
characteristic or by taking the conjunction of characteristics. 
A query qi is a refinement of a query qj if there exists a query 
qk which contains at least one characteristic that appears in 
qi but not in qil such that qi=qj/\qk. Furthermore if qk 
contains only one characteristic, then it is said to be an ele­
mentary refinement. Consider a query q. Let no character­
istic which appears in q belong to the family of character­
istics F i = {C i1, C i2, • • • , C in}. Let Q be the set of queries 
derived from the query q by refining it such that qj = q /\ C ij 
for j = 1 to n. The set Q is said to be a set of elementary re­
fined queries of q and the set {q, q1, q2, ... , qn} is said to be 
an elementary family of queries. A family of queries can be 
recursively defined as follows: 

The set Q of queries is a family of queries if either it is an 
elementary family, or it is obtained from a family Q' by 
replacing a query q E Q' with the set of its elementary refined 
queries. 

The common ancestor query q of the family Q is denoted 
by q and the set of all its descendent queries from the family 
Q is denoted by Q. A family of queries Q = {q, q1, q2, ... , qn} 
is said to be a disjoint family if the sets Rqu Rw ... , R q,. 
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form disjoint partitions of the set R q• The following theorems 
are based on the following assumptions: 

(1) A user is allowed to ask only simple queries. 
(2) The only relation among queries which holds for a 

data base is the family relation and this relation is 
disjoint. 

(3) User's supplementary knowledge is: 

(i) A supplementary data base. 
(ii) A set of supplementary queries. 

(iii) Knowledge of the fact that each data person has 
one and only one characteristic from a family of 
characteristics. 

The following lemma asserts that the conditions which guar­
antee that no negative personal disclosure is possible, are 
stronger than the corresponding conditions for positive 
personal disclosure. 

Lemma: For a data base in which a data person can have 
one and only one characteristic from a family of character­
istics, there is no positive personal disclosure if there is no 
negative personal disclosure. 

Proof: Clearly if a user determines that a data person 
p E Rqi, then he can conclude that pEE Rqi, where qi and qj 
belong to the same set of elementary descendent queries. 
The existence of such a query qj is guaranteed, else there 
cannot be a positive personal disclosure. This proves the 
lemma. 

The following definitions and notations are needed. A 
data person p is said to be a candidate if a user knows that 
p E Rq and does not know whether or not he is included in 
Rqi> where qi is a direct descendent query of q. Let aq_qi 
denote the number of data persons who a user knows are 
included in Rq and not included in R qi. Let Qk denote the set 
of all the queries whose answers are known to a user. It can 
be seen that there is a negative personal disclosure (Le., 
a user can add a negative characteristic in supplementary 
data base by using the results obtained from the system) if 
and only if there exists an elementary family Q = {q, q1, 
q2, ... , qn} and a data person p such that the user knows from 
his supplementary knowledge that p E Rq and can conclude 
that pEE Rqi, where qiEQ. 

Theorem III: There is a negative personal disclosure if and 
only if there exists an elementary family Q = {q, q1, q2, ... , 
qn}, such that the following hold: 

(i) aq>aq- qi 

(ii) Aqi=aqi 
(iii) qiEQk 

Proof: See Appendix III. 
The theorem states that there is a negative personal 

disclosure if and only if there exists an elementary family 
Q and a query q i E Q such that there is a candidate in the 
family and the user knows all the data persons who are in­
cluded in the retrieved set of qi. From the theorem, it be­
comes obvious that a user's supplementary knowledge plays 

a very important role in generating personal disclosure. 
Especially if a user has no supplementary knowledge about 
any data person (i.e., his supplementary data base is empty), 
then all those queries which do not disclose the identity of 
a data person can be permitted, irrespective of their answers 
and still there will be no personal disclosure. 

Example 5 

Consider example 2. Let q2' = (Major, Math.) 1\ (Marital 
Status, Single), and q7= (Major, Math.) Let Q= {q7, q2, q2'} 
be the disjoint family in which q7 is the ancestor query. 
Since in example 2, aq7 = 1, aq2 =0, condition (i) of the 
theorem is satisfied. Also since A q2 = 0, conditions (ii) and 
(iii) are satisfied. Hence, there is a negative disclosure that 
the data person is not married. 

Let Qp denote the set of all permitted queries. Let M be 
the maximum number of data persons who a user knows are 
included in the data base. The following theorem provides 
sufficient conditions for no personal disclosures: 

Theorem IV: There is no personal disclosure if the following 
hold: 

(i) qE Qp=}Aq~M. 
(ii) There is no statistical disclosure. 

Proof: See Appendix IV. 
Theorem IV may be used for implementing a simple 

model for a secure system. M is introduced as a maximum 
number of data persons known to a user. In a practical situ­
ation, it is very hard to choose M. However, it may be desir­
able to assume an upper limit for it. Once M is chosen and 
assuming that the user's set of supplementary queries is 
empty, a set of queries whose answers are not less than M 
may be selected for a possible set of permitted queries. 
From this set, its largest subset is chosen which guarantees 
that there will be no resultant disclosure if this set is per­
mitted. Theorem IV then insures that in permitting this set 
of queries there will be no personal disclosure. 

CONCLUSION 

The theorems which are proved in this paper provide a means 
to check whether or not a statistical information retrieval 
system is secure from personal disclosure. It should be noted 
that in a data base in which the disjoint family relation 
holds, if a query is not permitted then at least one of its 
direct descendent queries cannot be permitted either. 
Otherwise, a user could add the answers to all of the direct 
descendent queries and find out the answer to the original 
query. In turn, one of the descendent queries of that de­
scendent query must be restricted, and so on. Thus, if a 
query is not permitted then that query will propagate at 
least one query in each of its descendent families which 
cannot be permitted. Hence, the number of restricted queries 
grows very rapidly. 
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APPENDIX I-PROOF OF THEOREM I 

Proof of if part: Let Q = {ql, q2, . . . , qn} and P Q = (PI, 
P2, ... , pd. Condition (i) implies that A q, = L7=1 Cr 1 pj 1 

where Cj is either zero or one and is known. Aql can, there­
fore, be computed if for all Cj:;=:O the 1 pj I's are known. Also 

where for all 1 SiS nand 1 sj S L, bij is known. Condition 
(ii) implies that L = n. As these equations are independent, 
there is a unique solution for 1 pj I's. Hence, 1 Pi I's are 
known. Therefore the answer of q' can be computed. 

Proof of only if part: Suppose that the answer of q' can be 
computed from the set Q of independent queries and con­
dition (i) and/or condition (ii) does not hold. Condition (i) 
does not hold means that PQ:;=:PQU{ql}. Then PQU{ql} is 
formed by partitioning at least one of the partition sets, say 
Ph into Pi' and p;', where Pi' is contained in the retrieved set 
of q' and P;' is not contained in the retrieved set of q'. Con­
sider a modification to the data base in which a single person 
who is included in Pi' of the original data base is moved to 
P;' in the modified data base. Since the information known 
to the user i.e., Aq/s remains the same, he would conclude the 
same answer for q' which would be incorrect. Therefore 
condition (i) is necessary. Condition (ii) does not hold 
implies that L:;=:n, where n= 1 Q 1 and L= 1 PQ I. If n>L, 
then L of the simultaneous equations (1) carr be solved to 
find 1 Pi I's, for j=1 to L. The remaining A qi, L+1sisn 
can, therefore be computed from the answers of ql, q2, ... , 
qL. Thus, Q is not a set of independent queries which is a 
contradiction. If n<L then the set of simultaneous equations 
(1) do not have a unique solution. Hence, the answer of q' 
cannot be computed uniquely. This completes the proof of 
the theorem. 

APPENDIX II-PROOF OF THEOREM II 

Proof of if part: It can be shown as in the proof of theorem 
I that if condition (ii) holds then 1 Pi I's are uniquely de­
termined. From theorem I, condition (i) implies that the 
answer of q' can be computed; hence, there is a statistical 
disclosure. 

Proof of only if part: Let there be statistical disclosure 
about the set Q' of queries. Let q' E Q'. This part is proved by 
using the method of proof by contradiction. In order to ob­
tain the contradiction, a modified data base is designed from 
the original data base such that the modified data base is also 
a valid data base and both data bases are indistinguishable to 
a user. Now assume that condition (i) and/or condition (ii) 
does not hold. If condition (i) does not hold then the same 
arguments as those used in the proof of theorem I can be 
given which lead to a contradiction. Hence, condition (i) 
is necessary. If condition (ii) does not hold, then at least two 
sets of values for 1 Pi I, j = 1 to L, exist which satisfy con­
dition (i). Consider a modification to the data base by alter­
ing the answers of set Q' of queries by changing the values of 
1 Pi 1 's and keeping all the information the same. Conse­
quently, the user will conclude the same answers for the set Q' 
of queries which would not be correct. Hence, there is a con­
tradiction. This completes the proof of the theorem. 
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APPENDIX III-PROOF OF THEOREM III 

Proof of if part: Condition (i) implies that there is at least 
one candidate in family Q. Let that person be denoted by k. 
Conditions (ii) and (iii) imply that the user knows all the 
data persons who are included in Rqi• Therefore he can 
conclude that k \£ Rqi• Hence, negative personal disclosure 
occurs. 

Proof of only if part: Let there be a negative personal dis­
closure about a person p, i.e., there exists qi such that the 
user can conclude that p \£ Rq;, given that he already knew 
that p E Rq, where q is the ancestor query of qi. Let Q = 

{q, ql, q2, ... , qn} be an elementary family which contains 
q and qi. Hence, there is a candidate p such that aq>aq_qi. 
Therefore condition (i) is satisfied. Now assume that con­
dition (ii) does not hold, i.e., Aqi>aqi. This implies that there 
exists a data person, say U 1, who is not known to the user 
and U1 E Rqi. The fact that negative personal disclosure ha~ 
occurred implies that there is at least one data person, say 
U2, who is included in one of the sets Rqll Rq2, ... , Rqi- ll 
Rqi+ll ... , Rqn, and the user concluded that p= U2 (i.e., 
that data person p is the same as data person U2). Assume 
that U2 ERqi, j~i. Consider a modification to the data base 
in which two data persons, U1 and U2, who are included in 
the retrieved set Rqi and Rqi in the original data base, are 
now moved to Rqi and Rqi respectively in the modified data 
base. As the information known to the user remains the same 
he would still conclude that p\£ Rqi which would be incorrect: 
Hence, there is a contradiction. Therefore condition (ii) is 
true. Now assume that condition (iii) does not hold, i.e., 
qi\£ Qk. There exists at least one more query, say qil from the 
set Q such that qj' \£ Qk; otherwise the user can find the answer 
of qi from the linear relation which exists in a family of 
queries. Consider the two cases. qi' is q or qi' E Q - {q d. In 

each case, a modification to the data base can be made by 
moving the data person U2 to R qi and varying the answers of 
queries from the family Q such that the information known 
to the user does not change. Therefore, the user would 
conclude the same result, that data person p\£ Rqi for the 
modified data base, which would be incorrect. Hence, there 
is a contradiction. This completes the proof. 

APPENDIX IV-PROOF OF THEOREM IV 

Proof: As the conditions for no negative personal disclosure 
are stronger than positive personal disclosure, the theorem 
is proved for negative personal disclosure. Let Q be an ele­
mentary family which contains qi. Assume that there is a 
negative personal disclosure that a data person k \£ Rqi , 

given that the user already knew that k E Rq. By theorem III, 
then aq> aq_qi and A qi = aqi and is known to the user. There 
can be two cases: 

1. Aqi<M. 
2. Aqi~M. 

Consider case 1. As there is no statistical disclosure, 
QpUQs=Qk, where Q8 is the set of supplementary queries. 
Hence, if condition (i) is true then for all qE Qk if Aq<M 
then q E Q8' Consequently, there is no negative personal dis­
closure since all the information is known to the user from his 
supplementary knowledge. Consider case 2. By the defini­
tion of M, aqi can at most be equal to M. By the condition 
(ii) of theorem III, Aqi is therefore equal to M. But then 
condition (i) of theorem III does not hold. Hence, there can 
be no negative personal disclosure. Therefore, the theorem is 
proved. 
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INTRODUCTION 

As the role of computation spread in the world of com­
mercial data processing and in the world of organizational 
administration, concern and attention were directed 
toward such matters as programming techniques, com­
puter capabilities, and computer performance measure­
ment and evaluation. However, because computers be­
came increasingly essential to the conduct of an organiza­
tion's daily activities, and because these systems 
frequently controlled vast amounts of organizational 
resources, the computer became an object of attack. In 
some cases the organization was the target; the computer 
was the means to attack it. In other cases personal gain 
was the goal; the computer was merely the means for 
misappropriating corporate assets. Parker! has chronicled 
more than two hundred cases of computer-related crimes. 
Therefore, concern has recently been focused on the se­
curity of computer installations and the maintenance of 
computer system integrity. In 1974 both AFIPS2 and the 
National Bureau of Standards3 have published guidelines 
for computer security. 

The organizational auditor has long been involved in one 
fashion or another with the auditing of applications 
processed in whole or in part by computer systems. Until 
recently, though, his concern has been with the application 
itself, not with the computer system. Great faith was 
maintained in the basic integrity of computer systems. 
Now, however, the growing incidence of computer-related 
crimes has shattered that faith. The auditor must also 
concern himself with the basic security of the organiza­
tion's computer facilities and with the means by which the 
integrity of the systems is maintained. Thus, the auditor is 
rapidly being thrust into an area in which he has tradi­
tionally had little expertise or responsibility. 

COMPUTER SECURITY 

Four developments have served to bring concern about 
computer security to the forefront today. It is these 
developments that are rapidly pushing the auditor into the 
midst of the computer security problem. 
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The growing role of computing 

Computers are becoming an integrated part of the 
operations of many organizations. Computer systems 
schedule daily work flows and product assembly se­
quences in manufacturing. In the transport industry, res­
ervations, traffic movement control, and crew and equip­
ment scheduling are computer-based. Banks are critically 
dependent upon overnight computer processing, so that 
they may open their doors the following morning. Govern­
mental organizations rely upon computers for the 
disbursement of funds and the maintenance of records 
concerning their constituent citizens. 

The computer has thus become a vital cog in most orga­
nizations. The period of time during which an organization 
could continue to exist in the face of the cessation of com­
puter processing will, of course, vary from organization to 
organization. However, the time periods are all short in 
relative terms, and these periods are tending to become 
shorter every year. Thus, security as related to the 
continued availability of these computer systems to serve 
their organizations takes on particular importance. 

Computer files as assets 

Computerized files of data are in many organizations 
becoming synonymous with the assets recorded in them. 
Thus, a bank's files of account balances are just as much 
"cash" as the depositors' actual funds. A few bits changed 
in a file can yield as much real money as an armed rob­
bery. The same holds true for payment systems associated 
with accounts payable, payroll, claims, dividends, pen­
sions, and credit account balances in other organizations. 

Even computerized files that do not represent cash 
assets are frequently valuable organizational assets in 
need of protection. Mailing lists are a classic example of 
this type of asset and have already been the target of 
thefts. 

Privacy 

Privacy is a distinct concept that must not be confused 
with security. However, the privacy of data cannot be 
assured on an insecure system. That is, a secure computer 
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system is a necessary, but definitely not a sufficient, con­
dition for maintaining the privacy of personal information 
stored in computer files. 

Today there is a great deal of interest in the privacy of 
the individual and of data relating to the individual.4 Bills 
concerned with privacy have been introduced in both the 
House and the Senate during the past legislative session, 
and numerous bills have been introduced in the various 
state legislatures. Although very little of this legislation 
has yet become law, it is clear that additional legislation 
will be forthcoming in this area. While the immediate im­
pact of new laws is likely to focus on privacy considera­
tions per se, there will necessarily be a derivative impact 
on computer facility security and system integrity require­
ments. 

EXPANDED AUDIT ROLE 

The fact that the security of a computer facility can no 
longer be taken for granted and the integrity of a com­
puter system can no longer be assumed is leading to a 
much broader role for auditors in an organization's EDP 
operations. Considered below are six areas where much 
greater auditor participation is now required. 

Physical security 

Because of the critical role played by computing in most 
organizations, the auditor must take steps to verify that 
appropriate levels of physical security surround the com­
puter facility. Consideration must be given to fire detec­
tion and extinguishing equipment, to pumps and alarms, 
to air conditioning equipment and air intakes, to power ca­
bles and communication lines, to window areas and wall 
construction, to activities and hazards in neighboring 
buildings and adjacent floors, and to cleanliness of operat­
ing areas. 

Procedures (and training in the use of those procedures) 
are just as important as physical facilities. Personnel must 
know how to respond in an emergency, to protect the 
safety of employees as well as to. protect equipment and 
data files. Emergency equipment must be tested on a 
regular basis. Clearly, it is not the auditor's responsibility 
to develop procedures and to carry out such tests. 
However, he must determine the adequacy of the equip­
ment and the procedures that have been developed for 
safeguarding the facility, and he must verify that the 
procedures are being adhered to properly. 

Access control 

An organization's computer facility cannot be sealed off 
from the outside world, for a variety of personnel and ma­
terials must regularly move in and out of it. Again, the au­
ditor must be concerned with the adequacy of the 
procedures for controlling such movements and with the 

verification that these procedures are being followed faith­
fully. 

The most obvious area of concern is the movement of 
personnel. This includes not only regular employees, but 
also maintenance personnel, temporary employees, visi­
tors, deliverymen, and so on. Further, unrestricted move­
ment to all areas within a controlled area is unlikely to be 
necessary or desirable, requiring the establishment of 
proper access controls within the basic controlled area. 

Controlling the movement of materials in and out of the 
controlled area may at first glance seem straightforward. 
However, there are many subtleties. Bombs have been 
shipped into computer rooms in boxes thought to contain 
paper for the printers. Waste and spoiled outputs hauled 
away in the trash have often yielded valuable or sensitive 
information to scavengers. Tapes or printed reports can 
easily be concealed in a briefcase or on the person of an in­
dividualleaving a facility. 

Changes in computing technology in the past few years 
have added a new dimension to access control. It used to 
be that data inputs were physically shipped to the com­
puter facility from the user departments or branches. 
Authenticating the input materials and controlling the dis­
tribution of outputs was relatively easily accomplished. 
Now, however, much of the input and output process is 
conducted over telecommunication lines. Ensuring the 
identity of incoming requests is a much more difficult 
task. This is true even when dedicated rather than dial-up 
telephone lines are being used. It is not surprising that a 
variety of research, such as that of Evans, Kantrowitz, and 
Weiss;5 Purdy;6 and Friedman and Hoffman7 has been 
conducted in this area. 

Operating procedures 

A variety of operating procedures have a direct impact 
on the security and integrity of an organization's computer 
facility and data files, so the auditor must extend his 
concern into this area as well. 

Separation of duties has long been a key tenet in the 
manual handling of financial transactions. However, the 
extension of this concept to cover the automatic handling 
of transactions within data processing systems has not al­
ways been made. 

Further, the data processing operation itself requires 
some additional types of separation that have heretofore 
been foreign to the auditor. Production run scheduling and 
control, computer operations, and data library responsi­
bilities must be separated. Even in environments where a 
single employee is quite capable of performing these 
duties himself, the combination of responsibilities must be 
avoided. Many of the cases of computer abuse studied by 
Parker l resulted from an uncontrolled combination of 
responsibilities. 

The procedures that must be examined by the auditor 
can become fairly technical in the operations area. For 
example, the safeguards over the improper or erroneous 



scratching of data files can be critical, as can the 
procedures controlling the rotation of tapes to off-site 
backup storage facilities. Operating concerns even extend 
into the computer system itself, covering such items as file 
access protection from unauthorized requests, tape label 
recognition to guard against operator vol ume-mounting er­
rors, and memory protection features in inultiprogrammed 
systems. 

Programming 

Programming represents the heart of a computer 
system, and it places two different types of requirements 
upon the auditor. First, as for the areas mentioned pre­
viously, a number of procedures need to be examined with 
respect to their impact on system security and integrity. 
These include the development and use of programming 
standards, the enforcement of documentation standards, 
the independent testing and examination of new software 
(systems, applications, modules, or simply patches to 
existing programs), and the independent operation of that 
software on the production computer system. 

The separation of duties goes beyond the aforemen­
tioned split among development, test, and operation. The 
development of programs is (with today's technology) an 
inherently "buggy" process. Thus, there needs to be a 
separation of the production computer system from the 
development system, of the production files from the test 
data. Privacy considerations are likely to lead to the afore­
mentioned test group being delegated the responsibility to 
provide programmers with "sanitized" test data, data that 
are like "live" data but that do not contain meaningful 
identification such as actual names or addresses. 

The second type of responsibility for the auditor in this 
area concerns the program design process. Computer 
programming technology is such that a wide variety of 
functions can be included in a program at little cost if 
planned for in the original design. However, it is often pro­
hibitively expensive to include any of the same functions 
after program development has been undertaken. Thus, it 
is critical that the auditor play a significant role in the 
program design process. It is at this point that he must 
seek to include the proper programmatic control features 
and to add the necessary audit trails to facilitate his audit­
ing of the system when it becomes operational. The 
continued integration of functions within the computer 
system often leads to the loss of customary audit trails, 
but the technology is such that the auditor cannot afford 
to wait until he notices that the audit trails have vanished. 

Personnel 

Many aspects of this area are already familiar to audi­
tors, including employee bonding and employee back­
ground investigations. However, surprisingly little is done 
to make the data processing employee realize that he is iIi 
as much a position of trust as is the employee of a bank 
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trust department. A great deal of confidential or sensitive 
information passes through the computer system, and the 
employees frequently have access to it. Consideration 
must also be given to the protection, following an em­
ployee's termination of employment, of the program 
developments and sensitive data previously exposed to 
him. 

Normally, considerations of employee relations and 
unionization are not particularly the province of the audi­
tor. However, the vast concentration of organizational 
assets in computer systems and the critical role played by 
computers in the daily affairs of organizations, coupled 
with increasing attempts at unionization in the data 
processing field,S do have an impact on the assessment of 
system security, operability, and integrity. 

Recovery 

Disaster is an unpleasant subject, which is often the 
reason why human beings do not plan for it. Yet, disasters 
can and do happen. Thus, the auditor must be concerned 
with his organization's ability to recover and resume 
normal operations. The usual considerations include 
backup power supplies, spare equipment or excess ca­
pacity, off-site data storage, and backup computers (on­
site, at other locations, or even in other organizations). 

However, technology is making the assurance of ade­
quate backup in the event of major disaster an increas­
ingly difficult task. The development of large, centralized 
computer systems, particularly those with extensive 
telecommunication links, has resulted in systems that are 
expensive to replicate and in applications that are difficult 
to move from one site to another because of communica­
tions or other special requirements. This frequently results 
in a disaster plan that is simply a prayer that disaster will 
never strike. 

THE COMPUTER AS AN AUDIT TOOL 

The computer is not solely a villain in adding to the 
problems confronting the auditor; it also brings tools that 
can aid him in carrying out his responsibilities. Computer 
power has greatly enhanced the controls that can be em­
ployed in application programs, in monitoring system 
processing, and in controlling and logging facility access. 
Computer power has also greatly increased the types of 
tools available in conducting an audit. The following three 
types are illustrative. 

Audit software 

In the past several years many software packages have 
been developed for use in auditing computerized systems. 
These packages have primarily been intended to permit 
the auditor to access computer files independently with a 
minimum of effort, for the purpose of sampling, totaling, 
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listing, comparing, and so on. Conceptually, these tools 
provide no functional change in the work of the auditor; 
he merely uses the computer to "read" the files that he 
can no longer read manually and to automate the com­
putations on those files that for many years were 
performed manually. A very good description and com­
parison of the more commonly used audit software that is 
available may be found in Adams and Mullarkey.9 

Dummy branch 

The model division or dummy branch is a very powerful 
tool for the auditor that provides a conceptually different 
auditing approach. The' auditor can introduce test transac­
tions into the system through the dummy branch without 
having to back them out, without impacting regular com­
pany operations, and without introducing the additional 
control problems associated with audit personnel making 
direct changes to company records. The dummy branch 
also provides a mechanism for testing strings of previous 
transactions for a particular account, salesman, or branch 
to see whether the previously obtained results are repli­
cated. 

Despite the power of the dummy branch as an audit 
tool, it is not widely used today, largely owing to time and 
cost considerations. However, the path of technological 
development of computing may well remove or reduce this 
limitation (see A udit Implications below). 

Contextual audits 

Computer processing, coupled with more extensive com­
puter-based data files, is permitting auditors to make 
contextual audits across time periods and operating divi­
sion boundaries rather than having to examine a record or 
transaction in isolation, out of context. Thus, for example, 
an adjustment made to a payroll record falling within 
certain limitations will be accepted as legitimate, since er­
rors are made and do have to be corrected. However, 
should that adjustment figure be repeated each pay pe­
riod, there would be cause for further investigation. Simi­
larly, the on-duty time of transportation operating person­
nel can be correlated with equipment dispatch records and 
with the independent records of other types of crew 
members serving on the same equipment. Thus, the audi­
tor can bring to bear tools of much greater power in the 
conduct of his audit investigations. 

AUDIT IMPACTS OF COMPUTING TECHNOLOGY 
CHANGES 

The items discussed in the previous sections reflect 
developments that affect the work of the auditor today. 
However, the situation is not static. Computing technology 
is continuing to change rapidly, and the changes will have 
an impact on computing styles, which, in turn, will affect 
security and audit requirements. Therefore, it is im-

portant to consider some of the prospective changes and 
their derivative impacts. 

These prospective changes are examined below in four 
steps. First, the changes in the technology used in various 
computer system components are examined. Then the im­
pacts of these changes on the use of these components are 
explored. Next, the collective impacts of these changes on 
computer system design (hardware, operating systems, 
and applications software) are treated. Finally, the deriva­
tive implications of these system changes on the audit 
function are discussed. 

Prospective technology changes 

Recent advances in solid-state circuitry are rapidly be­
ing incorporated into currently manufactured computer 
systems. It is forecast that development trends in large­
scale integrated (LSI) circuitry will continue, leading to 
memory and processor components that are smaller, 
faster, and cheaper. The use of LSI circuitry will also aid 
equipment reliability and maintainability. Not only does 
the use of LSI permit more fault detection and correction 
hardware to be included in the equipment design, but its 
packaging and reduced circuit costs permit circuit failures 
to be isolated and replaced at the chip level rather than at 
the circuit level. As a result, memory and processing equip­
ment should not only be more powerful and cost effective 
but also more reliable in operation and more readily 
repaired when inoperable. 

A variety of trends are forecast in the area of I/O and 
data transmission equipment. Magnetic storage media will 
probably retain their dominant role. However, storage 
density should continue to increase, and storage cost 
should drop. Access times and transfer rates should 
continue to improve. Printer' technology is likely to ad­
vance significantly in the nonimpact area, providing much 
faster output rates, as well as graphic and image reproduc­
tion capability. The devlopment and use of programmable 
front-end communication processors is expected to 
continue, so communication processors may soon become 
an integral part of most standard systems. Digital com­
munication circuits will become much more common, per­
mitting not only reduced costs but also faster, more re­
liable communications. 

Relative progress in the software area is not expected by 
many to be nearly as striking as that in the hardware area. 
Operating systems on medium- and large-scale computers 
are expected to grow larger and more complex as they are 
called on to provide additional services. In addition, more 
design emphasis will be placed on system integrity and se­
curity considerations. Thus, the processing power required 
to support the operating system should continue to 
increase. Program development will continue to constitute 
a large part of the total cost of computing. Although there 
are a number of changes on the horizon that 'should 
improve programmer effectiveness, these developments 
are not likely to have as significant an effect upon cost as 
hardware developments. Hence, programming should be-



come relatively more expensive. The use of microprogram­
ming capabilities for support purposes is expected to 
spread, permitting more effective use to be made of 
hardware for particular applications, as well as facilitating 
certain types of program development. 

Impact on usage 

The increased speed and reduced cost of circuitry 
should support the trend toward faster and more powerful 
processors within the main product lines of computer 
manufacturers. More applications should thus 'become 
feasible, either through reduced cost or through reduced 
processing time. This should assist the spread of on-line 
processing systems in many commercial areas. 

However, these developments in circuit technology will 
also benefit minicomputer systems. More capable mini­
computers will be able to perform many of the functions 
now thought to require a larger, general purpose computer. 
Capability coupled with the low cost of such minicom­
puters should facilitate the distribution of computing func­
tions within an organization (see Impact on System Design 
below) and should permit greater specialization or dedica­
tion of equipment to particular applications. 

The miniaturization of circuitry, in combination with low 
component costs, will probably lead to the incorporation of 
greater logical capabilities within equipment. This will ap­
ply not only to I/O devices and equipment control units but 
to terminals and user interface equipment as well. Thus, 
much more editing, formatting, and error correction could 
be handled at the terminal rather than at the computer. 
Microprocessors should continue to proliferate as a tool in 
support of additional equipment capabilities. 

Technological developments should also result in faster 
memories to operate with the faster processors. In addi­
tion, forecast cost reductions will permit much larger stan­
dard memory sizes. Although larger memories will 
facilitate program development and will permit more effi­
cient program execution, they will also support a 
continued need for complex multiprogrammed operating 
systems, with all the overhead and protective mechanisms 
associated with serving multiple users "simultaneously." 

The availability of larger volumes of on-line random ac­
cess storage at lower cost will probably facilitate greater 
use of on-line systems, as well as greater integration of an 
organization's files. Continued system integration implies 
a further loss of traditional audit trails, unless specific 
steps are taken to design audit trails and controls into in­
dividual applications. 

Advances in I/O equipment should enhance many ap­
plications. More input should be possible via mechanical 
scanning without reliance on human keystroking. Image 
input as well as output should become possible, permit­
ting, for example, an image of the pay-to-the-order-of line 
from a check to be input and subsequently printed on a 
customer statement. With the incorporation of increased 
logic in terminal devices, more input errors should be 
caught and corrected at the time of input, eliminating 
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more costly error detection and correction in downstream 
processing. 

Networking should be facilitated by the availability of 
digital communication links, as well as by the greater use 
of front-end processors. This should enable more accurate 
communication as well as more appropriate "human inter­
faces" to be developed for systems. Front-end processors 
will also facilitate the shifting of loads to other processors 
(e.g., in the event of equipment failure), permitting more 
reliable service to be offered with a greater service 
availability. 

Operating systems are expected to offer additional 
services to programmers and users. This should help to 
reduce the growing cost of program development, but it is 
likely to do so at the cost of larger operating systems and 
increased use of processor cycles. However, the additional 
functions performed for the user are likely to be 
considered worth the cost, particularly in view of the ex­
pected decrease in computing costs. 

Programming costs are expected to remain relatively 
high, even though many attempts will be made to reduce 
them. In addition to new operating system support fea­
tures, further specialized software systems are likely to be 
developed to facilitate development and production usage 
in particular application areas. Use of data base manage­
ment software should become more widespread, aiding or­
ganizations in dealing with increasing volumes of readily 
accessible files. Greater use of structured programming, 
chief programmer t~ams, and similar approaches is an­
ticipated and should improve programming quality and 
cost effectiveness. 

An interesting expected trend is the increasing use of 
hardware to aid software systems. Thus, specialized micro­
programs or "firmware" should be increasingly used to 
adapt computation to support certain types of processing. 
These tools should facilitate regular program development 
as well as program execution. 

Impact on system design 

The changes and developments discussed in the pre­
vious two sections are likely to support two opposing 
trends in the overall architecture or structure of computer 
systems: a trend toward central systems and an opposing 
trend toward distributed systems. Short of some unex­
pected developments, it is anticipated that both types of 
systems will proliferate, the choice depending on the 
particular circumstances confronting an organization. 

Central systems 

Economies of scale for both capital equipment and 
operational support, more powerful systems, and more ca­
pable software should facilitate the development of what 
might be termed central computer systems. Such systems 
are characterized by an aggregation of one or more large­
scale processors or multiprocessors that are linked 
together at a single location. Most computing takes place 
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at this central site, and most files are stored there, ac­
cessible to all the computers. Users throughout the organi­
zation can input data and receive outputs via terminals at­
tached to a telecommunication network. The key distinc­
tion between this form of system organization and the dis­
tributed form (see below) is that processing capability and 
data files are stored at a single location in a star network 
rather than being distributed geographically and hierar­
chically throughout the network. It is interesting to note, 
however, that telecommunications can playa major role in 
either form of network. 

The central type of system organization will favor an in­
tegrated file system. Given the cost and performance data 
mentioned above, the availability of all files to all the 
processors in one location should push an organization 
toward broader and more integrated file usage. In a 
similar manner, application processing steps should show 
increasing integration, making for more effective process­
ing. 

Centralized processing can have an advantage over dis­
tributed computing in that there need be no coordination 
of processing between hierarchical levels, no transfer of 
.files between locations, and so forth. The central system is 
also better able to playa load-leveling role, since more 
averaging can take place on a large system than on a 
number of smaller systems. On the other hand, a central 
system of equivalent capacity is likely to run more heavily 
loaded, since a greater portion of its power must be used in 
support of the operating system. 

Other impacts include the greater variety and sophisti­
cation of services that can be made available to users of 
such a system and the ability of a facility to attract more 
capable staff members. Currently, large powerful com­
puter systems are viewed by computing professionals as 
being the more attractive systems on which to work. His­
torically, more new developments and more exciting 
activities have been associated with these systems. To the 
extent that this continues, the use of such "advanced" 
computing systems should be a positive factor in recruit­
ment. 

Distributed systems 

The decreasing cost of hardware, coupled with enhanced 
capability, should facilitate the development of what 
might be termed distributed computer systems.lO,n Such 
systems are characterized by a distribution of computa­
tional capability, both geographically and hierarchically. 
That is, certain types of processing may be done on small 
local computers, while other types of processing (or por­
ti6ns of processing steps) may be forwarded to more ca­
pable processing equipment at a higher level. 

Distributed systems can follow a variety of patterns. 
Hierarchies may be defined by the relative computational 
power at each level or by the files or file contents available 
at each level. Individual processors may handle a variety 
of jobs or be dedicated to particular applications. 

An additional impetus toward distributed computing 
may come from privacy and security considerations. 
Present-day operating systems are notoriously vulnerable 
to penetration. This poses a particular problem in connec­
tion with the central systems, for "all" users and "all" 
files are on the same system, with only the operating 
system preventing unauthorized access to files. The dis­
tributed design has the advantage of a simpler (and 
potentially more secure) operating system and of some 
physical barriers to file access. This may prove to be a 
powerful selling point in a world that is becoming more 
and more concerned about computer security and data file 
privacy. 

A distributed system can have several impacts. The 
greater specialization of the use of each computer can 
reduce the complexity required in the operating system. 
Thus, less memory and storage space need be devoted to 
the operating system; fewer computer cycles will be 
needed to run it; less effort will be needed to develop it; 
and more security "holes" can be avoided. 

The greater modularity that can be built into a dis­
tributed system can permit greater system flexibility. 
Growth can be accommodated by adding processors or by 
replacing processors incrementally. Failures have less of 
an impact on total performance, since a larger fraction of 
the total system remains operable. When many smaller 
processors are employed, it may be economically possible 
to switch in a replacement or standby processor to take 
over the function of the disabled one. 

Distribution mayor may not entail greater use of com­
munication equipment, depending on the application. 
Processing performed locally reduces the need for com­
munication to a central system. However, the passing of 
information and file data between hierarchical levels can 
entail greater communication requirements for certain 
designs. 

Although moving data around a distributed network re­
quires more emphasis on network security and control, 
such a network can lead to enhanced security. Efficient 
message switching and data flow requirements lead to 
greater standardization of requests, controls, and 
procedures for within-system communication. This struc­
ture, coupled with simpler system logic, can provide a 
positive increment to system security. 

Audit implications 

The prospect of the above developments has a number 
of implications for the auditor. These implications are dis­
cussed in three areas: those that relate to all systems, 
those that relate to central systems, and those that relate 
to distributed systems. 

General 

The continued decrease in the cost of computing should 
be beneficial to the auditor. Running tests or programs 



should become cheaper; running times should be reduced 
by the greater power of computing equipment. Larger 
samples should be possible without impacting ongoing 
operations more severely. Further, it may become possible 
to use tools never used previously in an organization be­
cause of their cost. The use of a dummy branch is a case 
in point. 

The expected loss of audit trails will require greater in­
volvement by auditors in the program development 
process. Without audit intervention, audit trails are likely 
to continue to be absorbed into more integrated processing 
steps, leaving fewer intermediate outputs. Further, with 
the probable continued high cost of software development 
and modification, it is imperative that appropriate audit 
trails be built into new software at the design stage rather 
than having to be retrofitted after development. 

It is likely that many more security features, as well as 
monitoring tools and facilities, will be contained in com­
puter operating systems. These have great potential for the 
auditor, but it will be necessary for him to learn how to 
use these facilities effectively and to incorporate their use 
into own auditing procedures. 

Central system 

The integration of data files should lead to greater use of 
data base management and report generation systems. Al­
though these should ease data base access problems, their 
use will make more files readily accessible by more indi­
viduals. Use of these systems will also permit data from 
several files to be combined with much less effort, an ac­
tion that could lead to more serious invasions of privacy. 

The complex operating systems of large central systems 
will probably continue to have security weaknesses that 
can be exploited by possible penetrators. Thus, it will be 
more difficult for auditors to ensure the integrity of com­
puter systems. Further, the greater number of programs 
and files on such a system should make the facility a more 
inviting target. 

The proliferation of terminals at scattered locations, 
each having direct access to a system with so much in­
formation available, poses another problem. Greater atten­
tion will have to be paid to the physical access control for 
these terminals, as well as to the logical control over what 
can be accomplished by them. 

Backing-up such a central system can pose problems be­
cause of the telecommunication interfaceS'· at a single site 
and the large size of a "unit" of computing. Thus, the 
availability of a computer at another location will not suf­
fice for backup purposes without a great deal of advance 
planning and (probable) contingency hardware expense. 

Although processing capabilities and peripheral equip­
ment capabilities are likely to reduce the audit trails 
available as a processing byproduct, the effect will be 
somewhat more pronounced in the central system. With 
less coordination between levels or nodes, there will be less' 
need and opportunity for intermediate logs to be created. 
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Distributed systems 

The frequently simpler logic of the distributed systems 
should make audits easier and provide greater assurance 
that processing is proper and that file integrity is being 
maintained. The organization of a distributed system 
provides both greater opportunity for audit monitoring 
and additional audit tools. In particular, the expected 
reduced cost of minicomputers, in conjunction with 
enhanced capabilities, should bring the development of an 
audit computer into the realm of feasibility. Such a com­
puter could be integrated with the distributed system; yet 
it could enhance the desired isolation of audit programs 
and functions. 

The possibility of more file movement and system­
initiated transfers of programs and data within a dis­
tributed system should increase the importance of network 
design and management. Network protection will become 
more critical. Although all programming might be handled 
centrally and distributed to remote processors, a single in­
dividual with physical access to a processor at a remote lo­
cation could load substitute programs and do considerable 
damage to the network. 

Control can be a problem in distributed systems, since 
remote locations cannot always be staffed and operated at 
the same level or to the same standard as a central 
facility, owing to the smaller scale of the operation. Thus, 
more care may have to be . exercised in this area, and 
increased audit attention may be required. 

SUMMARY 

The growing role of computing in many organizations, the 
evolution of computer files into significant assets, and the 
derivative impact of privacy considerations are leading to 
a much greater concern for computer security and com­
puter system integrity assurance. These developments are 
impacting the auditor, adding to his computing-related 
responsibilities in the areas of physical security, access 
control, operating procedures, programming, personnel, 
and recovery. However, computer techniques have also 
provided additional control and audit tools to assist the 
auditor. 

Computing technology is not static, and future changes 
in computing technology will affect the manner of com­
puter use and hence the computer security facilities and 
requirements of the future. These changes will, in turn, 
impact the auditor, placing new demands (as well as pro­
viding new opportunities) for him to ensure the security 
and integrity of his organization's computing systems, 
data, and operations. 
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Area Director: 
Susan H. Nycum 
MacLeod, Fuller, M uirand Godwin 
Los Altos, California 

Legal aspects of computer management 

The area "Legal Aspects" has particular appeal to computer supervisors and 
managers, facility directors, comptrollers, personnel and labor relations officers 
and others concerned with the management responsibilities of computer 
technology . 

The sessions will focus on identifying legal problems that managers may en­
counter in their daily activities and discuss some of the approaches to them that 
have proved successful and the pitfalls to be avoided when a situation arises. 

The first session, legal responsibilities in buying, using, selling data process­
ing, will be chaired by Robert P. Bigelow, Boston attorney, who has been active 
in the computer law field for 20 years. Mr. Bigelow is a noted lecturer and 
author of numerous publications including Computer Law and Tax Report, the 
Computer Law Service, a multi-volumed treatise on computer law, and co­
author of a forthcoming book, Your Computer and the Law. The session will 
deal with contracts, protection of proprietary rights and non-contractural 
responsibilities for computer use. Richard L. Bemacchi, partner in Irell & Ma­
nella, Los Angeles, and co-author of Data Processing Contracts and the Law will 
address contracting problems. Mr. Bigelow will discuss proprietary protection 
and Susan H. Nycum, member of MacLeod, Fuller, Muir and Godwin, Los 
Altos, participant in the NSF Computer Abuse Study and co-author of Your 
Computer and the Law, will discuss non-contractural responsibilities for com­
puter usage. 

Sherwood Lewis, Assistant Corporate Counsel of Sanders Associates, Inc., will 
chair the session on Antitrust and Regulatory Aspects. This session will 
examine antitrust and regulatory developments in data processing and telecom­
munications having immediate bearing on the data processing user and data 
processing operations. Emphasis will be placed on Government litigation and 
regulation, with comment on the effects of private actions, in both data process­
ing and communications. 

Mr. J. Thomas Franklin, partner in Sweeney and Franklin, Boston, will dis­
cuss Antitrust Activities in data processing. Mr. Lewis will examine regulatory 
and antitrust actions in telecommunications affecting data processing. 

Roy N. Freed, Boston attorney, author of Computers and Law, A Reference 
Work, and national authority on computers and law is chairman and sole 
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speaker of the session, "A Guide to Computer-Related Tax, Insurance, Re­
cordkeeping and Labor Questions." Mr. Freed is noted for his practical ap­
proach to these complex and important issues facing EDP management. 

The final session chaired by Ms. Nycum will bring the previous session 
chairmen together to view the future trends of the law and computer interface 
with an emphasis on international developments. 

Each session will provide opportunities for interaction between the speakers 
and the audience. 



International dialogue 

Area Director: 
Vinton Cerf 
Stanford University 
Stanford, California 

Any Conference the size of NCC attracts specialists from all over the world. 
Indeed scattered in the various technical sessions are contributions from people 
in Japan, Canada, England, Germany, France, and Brazil. In addition to this 
individual participation, there is a set of four sessions focusing on topics that 
were found to be of special interest to non U.S. participants. They are stan­
dardization, especially the computer connection to communication networks, 
but also for input/output and software. We have arranged four sessions, with 
significant non-U.S. participation to articulate these areas. 

The initial session (#44) provides a status report on public packet switching 
networks. In the last decade, packet switching has grown from an experimental 
idea to a commercially viable communication medium. The emergence of the 
value added carriers in the U.S. and of packet switched public nets in other 
countries, underlines this development. The panel will explore some of the 
technical, political, and economic issues facing these new carriers, as viewed by 
those who are supplying the service. Of special interest is the interconnection 
issue, particularly in an international context. 

The next session (#50) turns to the policy questions that arise. The quality 
and reliability of existing telecommunication services will have to improve to 
meet the new needs, and policies concerning interconnection, sharing, tariffs, 
regulation, and balance of payments, to name a few, may have to change too. 
Even our institutional organizations may be affected by the need to cope with a 
vastly improved and more interconnected world wide telecommunications 
system. This panel will explore some of the short and long term policy issues 
which must be resolved before international data communication becomes as 
accessible as voice communication is today. 

The third session (#56) turns to the economics of interface standards. Com­
puter interface standards have been supported by many manufacturers and 
users as the means of reducing system cost and increasing flexibility. Others 
claim that standards will increase costs and damage the computer industry. 
This panel of independent U.S. manufacturers and users will discuss some 
problems and benefits of interface standardization. 

The final session (#63) will extend the discussion of interface standards to the 
international arena by including panelists from Western Europe and Japan. 
They will also include some discussion on software standards to round out the 
day. 
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Determination and analysis ofa standard 
interface model derived from a medium speed 
line printer 

by GARY E. JONES 
ODEC Computer Systems, Inc. 
Warwick, Rhode Island 

INTRODUCTION 

The need for the development of a standard interface for 
computer associated equipment is a subject that requires 
investigation based on analytical facts rather than emotion. 
To establish a baseline for the definition of an interface 
model, a medium speed line printer utilizing 22 interfaces 
for a given printer model provides adequate interfaces for 
investigation. Such a model has many similarities relative 
to any interface consideration. All data presented is factual 
and represents an actual functioning interface to a control­
ler. Most interfaces are associated with terminals, mini­
computer or medium scale computers. 

ANALYSIS OF INTERFACE DIFFERENCES FOR A 
MEDIUM SPEED LINE PRINTER 

A consideration of the differences between all interfaces 
makes it possible to analytically investigate the many 
parameters present. Such a parameter study gives insight 
to the significance of a standard interface. 

Hardware requirements and limits 

The connectors and cable requirements for the interface 
circuitry vary greatly between controller manufacturers. 
Changes in connector configurations cause cabinet modifi­
cations, extra paper work and manufacturing configuration 
control. Such necessary complications add cost to the 
product to satisfy the varied customer requirements. 

One variation associated with the connector is pin 
assignments. Out of the 22 interfaces being considered, 16 
different pin configurations exist. The number of pins 
contained in the various connectors is a low of 22 with 
three coax, and a high of 50 pins. Of the actual pins used, 
a low of 20 and a high of 32 was present. 

Three physical size differences of connectors occurred. 
A further complication was the use of both alpha and 
numeric pin designations. Connector variability causes 
extra definition and paper work requirements. 
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Functional definitions and variations 

The interchange of data between the printer and control­
ler may be basically defined to consist of a minimum 
number of control functions. Table I lists general printer 
control functions and the occurrence data. It can be seen 
that only the data strobe and basic data line signals are 
present in all interfaces. Such signal variations cause 
configuration differences and extra paper work require­
ments. 

Table II lists the total functions utilized. No one 
interface utilizes all of the functions listed in Table II. The 
various functions defined for each given interface require 
design changes from minor modifications to entire printed 
circuit board design. 

Options 

Certain of the functions included in Table II are 
considered to be optional requirements. Such requirements 
add speed advantages or economic impact and should be 
considered as a variable even in standard interface defini­
tions. 

The VFU (Vertical Format Unit) variation between 
teletype and IBM type paper tape is not an optional 
requirement. However, the~' difference between a two 
channel unit and a 12 channel unit requires considerable 
circuit design differences. Extra cost is associated with the 
12 channel unit and the interface requirement for 12 
channel is the most complex. The Vertical Format Unit is 
used for programmed control of paper movement. 

Different character fonts allow speed advantages for 
given data format requirements. This difference in func­
tion is significant ~ enough to be included in option defini­
tion. 

Interface signal title variations 

Table III lists the total interface signal titles utilized. 
Variations in signal titles with respect to controller require­
ments causes cable wire run list differences and schematic 
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TABLE I-General Printer Control Functions 

FUNCTION 

Alarm Condition 
Character Ready 
Data Lines 1-6 
Data Lines 1-7 
Data Strobe 
Line Ready 
On Line 

STANDARDIVARIES 

Varies 
Varies 
Varies 
Varies 
Standard 
Varies 
Varies 

changes. Table IV lists the signal titles that are associated 
with the interface defined to be standard by the printer 
manufacturer. The standard interface has been utilized 
with over 75 unique customer's controllers. The 21 other 
interfaces considered include various combinations of 
connector differences, functional differences, and signal 
title differences. The various levels of change cause paper 
work differences. Table V lists the interface model param­
eters with respect to the interfaces considered. It is 
evident that a standard interface definition would reduce 
costs by elimination of much of the workload as defined by 
Table II and Table V. A standard interface utilizing signals 
definition similar to Table IV and a definition of cable and 
functions would greatly reduce the need for the many 
configuration differences required. 

ANAL YSIS OF REASONS FOR INTERFACE 
DIFFERENCES 

The reason for the ma,ny different ways of doing a 
similar function is directly related to the many different 
printers available. Each printer manufacturer selects 
unique functions and cable requirements. Other peripheral 
manufacturers respond likewise. A system manufacturer is 

TABLE II-Total Functions Utilized 

Automatic Print 
Automatic Print and Paper Advance 
Differential Interface-Line Driver/Receiver 
Feed After Print 
Feed Before Print 
Motor Off Delay 
Negative Logic 
Paper Jam Detection 
Paper Runaway 
Paper Tear Detection 
Positive Logic 
Print on Command 
Serial/Parallel Interface 
Special Termination Resistors 
Special Test Character 
2 Channel VFU (IBM/TELETYPE) 
12 Channel VFU (IBM/TELETYPE) 
48 Character Set 
64 Character Set 
96 Character Set 

* OPTIONAL 

ACK 
Alarm 
~ 
Alarm Serial 

TABLE III-Total Interface Signal Titles 

Belt Mtr in Speed 
Buffer Rdy 
Buffer Ready 
Buffer Ready Serial 
Char Rdy 
Character Ready 
Data Bit 1-6 
Data Bit 1-7 
Data Bit 1-7 
Data Strobe 
Data Strobe 
DSTB 
EOPL 
VFU Channel 1 
VFU Channel 2 
VFU Channel 8 
Gnd 
Master Reset 
MA-STAT 
On Line 
On Line 
Paper Out 
PE 
Print 
Ready 
Select 
Serial Data 
+5V 

then faced with connecting a number of peripheral units to 
a controller. Once the selections are made, a cable and 
connection requirement emerges. As competition grows, 
the system manufacturer becomes interested in attempting 
to mutilize other peripherals, mostly due to either eco­
nomic or reliability considerations. Figure 1 shows four 
printers connected to four controllers illustrating the 
requirements that may be imposed on a printer manufac­
turer to be competitive. Referring to Figure 1, the 
following relationships are determined. 

Printer A has three interfaces with interface Al consid­
ered to be a standard interface of the printer manufac­
turer. The standard interface for Printer A is compatible 
with controller 1 and controller 2. Interfaces A2 and A3 
are compatible with controllers 3 and 4 respectively. 

TABLE IV-Standard Interface Signal Definition 

Alarm 
Belt Motor in Speed 
Buffer Ready 
Data Bit 1-7 
Data Strobe 
Line Ready 
Master Reset 
On Line 
Paper Out 
Ground 
+5V 
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Printer B utilizes four unique interfaces to be compatible 
with the four controllers. 

Printer C 1 standard interface is compatible with control­
ler 3 and controller 4. Interfaces C2 and C3 are compatible 
with controllers 1 and 2 respectively. 

Printer Dl standard interface is compatible with control­
ler 1 and controller 2. Interfaces D2 and D3 are compatible 
with controller 4 and controller 3 respectively. 

Figure 1 shows that a printer standard interface as 
defined by the printer manufacturer is not compatible with 
other printer standard interfaces, and therefore not com­
patible with all controllers. 

It is also shown in Figure 1 that each controller accepts 
four different printers identically or demands a standard 
interface. In order for all printers to be compatible to all 
controllers, a total of 13 interfaces is required. A standard 
interface theoretically could reduce the number to 1 
interface. Typically, many independent printer manufac­
turers are required to design many different interfaces to 
be competitive. It is not uncommon for controller manufac­
turers to also design many different interfaces to be 
compatible with printers and other devices. In order that 
controllers second source devices without change to the 
system, many interface circuit designs are required. 

Printer standard interfaces 

Most independent printer manufacturers establish a 
standard interface. The standard interface is compatible 
with a certain number of controllers. In all cases where 
the standard interface is incompatible, unique interfaces 
occur. Considering a sample of customers that included 
the 22 unique interfaces, 75 customers utilized the stand­
ard interface described in Table IV. This would mean that 
competitive printer manufacturers would have to modify 
their interface to become a second source. Of all printer 
manufacturers, it is unlikely that any standard printer 
interface of one manufacturer would be compatible with 
any other manufacturer's standard printer interface. This 
fact insures that a lot of design will be necessary to insure 
compatibility to a number of controllers. 

TABLE V-Interface Model Parameters 

Schematics 
WRL 
50 Pin Connector 
37 Pin Connector 

DRAWING 

22 Pin-3 Coax Connector 
Alpha Pin Designation 
Numeric Pin Designation 
Physical Configuration-Connector 

PW A Assembly Drawings 
Interface Cable 
PW A-Artwork 
Mini-Computer Additional Interfaces 

NO. OF VARIATIONS 

14 
12 

3 
15 
12 
11 
5 

Figure I-Controller to printer interface 

Printer mini-computer interfaces 

Many times two different interfaces are required to be 
compatible with mini-computer interfaces. In such cases, 
the printer standard interface is fed into a number of 
unique interfaces to be compatible with the many mini­
computer types now available. Due to the lack of a 
standard mini-computer interface specification, at least 
five different external interfaces (for a given medium speed 
line printer) are required to be compatible with all mini­
computer types. 

SUMMARY 

By analyzing the compatibility requirements for a single 
line printer, it can be seen that a great many varieties of 
interfaces exist. Most interfaces are unique to certain 
customers and are a second source to other printer 
manufacturers. In order to have a practical interface 
definition, operational definitions must be considered. 
Once the software programs for a controller are estab­
lished, the printer must be designed to be compatible. 
Therefore, functional operations must be standardized 
along with connector definition and printer functions. In 
order for a printer standard to be established, a standard 
for controllers must also be established. In fact, a 
controller standard should be established prior to a printer 
standard consideration. Since each printer manufacturer 
has established a standard interface, not compatible for all 
controllers, it is evident that if a controller standard 
interface existed, the standard printer interface would be 
compatible. At the very least, a specification for standard 
interfaces would allow efficient design due to the evalua­
tion of all parameters. At present, new conditions occur 
with such frequency, that total stabilization of interface 
designs is highly unlikely. As long as a manufacturer is a 
first source, the interest in a standard interface would be 
low. However, if the same manufacturer had interest in 
becoming a second source, the interest now may be high. 
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Second sourcing of components met with initial resistance 
from component manufacturers. However, due to eco­
nomic pressures from users, second sourcing of compo­
nents is now very common. In order to second source 
components, a standard specification for the component 
was generated. The same basic situation applies to com­
puter systems. It is true that the definition of the standard 
is more' complex; but a definition can be accomplished. As 
long as the user and the manufacturer are willing to 
change design a,,!1d configuration, the pressure to define a 

standard interface will be lacking. The most important fact 
associated with the standard interface question is that 
extra cost is required if a standard is not generated. The 
cost of the extra design is, in most cases, totally unneces­
sary if a standard is established. When the user and 
manufacturer understand the unnecessary waste and cost, 
pressure will be applied to establish a standard interface. 
A standard interface specification would be as practical to 
a printer manufacturer as a component specification would 
be to a component manufacturer. 



nfais/FID world inventory of abstracting and 
indexing services 

by TONI CARBO BEARMAN 
National Federation of Abstracting and Indexing Services 
Philadelphia, Pennsylvania 

BACKGROUND 

The National Federation of Abstracting and Indexing 
Services (nfais) is a Federation of not-for-profit organizations 
and government agencies that are engaged in abstracting and 
indexing. The Federation was incorporated in 1958 under the 
name of National Federation of Science Abstracting and 
Indexing Services; the word Science was dropped from the 
name in 1972, thus broadening the membership to include 
services in the humanities and the social sciences. There are 
currently more than thirty member services. There is no 
individual membership in the Federation. 

The g03ls of the Federation are to assist the member 
organizations in their efforts to improve their services and 
operations; to act as a communication forum for members; 
to undertake specific projects on behalf of members that no 
one single member organization would undertake alone and 
that would be clearly useful to the majority of member 
organizations; and to act as a national spokesman for the 
collective member organizations. 

The Federation Internationale de Documentation (FID) 
is an international organization consisting of national mem­
bers drawn from many countries of the world. The organiza­
tion became federated in 1924. The aim of FID is to promote 
research and development of documentation through inter­
national cooperation in the fields of science and technology, 
social sciences, arts and the humanities. 

Both Federations have published directories of abstracting 
and indexing services. This paper describes an international 
project undertaken by these organizations to develop a world 
inventory of abstracting and indexing services. This project 
will merge the previously published information, add informa­
tion on additional services, develop a machine readable record 
of the information, and provide periodic updates to the file. 

Since abstracting and indexing services of the world 
constitute secondary information sources from which can be 
obtained important information about primary publications 
in all subject areas and in many different languages, knowl­
edge of these services is essential to everyone interested in 
keeping up with the world literature in any subject area. 
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INTRODUCTION 

The purposes of the joint nfais/FID project are: 

1. to provide a machine readable inventory file of 
information on the world's abstracting and indexing 
services with the capability of cross indexing and 
sorting the file to provide printed publications and 
other specialized services; 

2. to provide a guide to abstracting and indexing ·services 
as a machine readable data base in a format that is 
capable of being searched by subject, country, 
language, and other characteristics; 

3. to provide a detailed, authoritative world-wide printed 
directory of abstracting and indexing services which 
can be used by librarians, information specialists, and 
researchers as a bibliographic tooJ.1 

Work on the Joint Project commenced in mid-1971 with 
the FID effort funded by UNESCO UNISIST and the nfais 
effort funded by the National Science Foundation Office of 
Science Information Service under GN-28849. 

OUTLINE OF nfais/FID PROJECT 

1. To merge and update the data already contained in 
two guides published by FID and nfais. 

2. To collect current data on indexing services in 
science, technology, the social sciences and the 
humanities. 

3. To compile the data in machine readable form and 
develop software that provides for periodic input 
updating and searching of the file. 

4. To publish a revised printed directory of abstracting 
and indexing services. 

5. To develop promotional materials to describe the 
availability of the special services that might be 
generated from the mechanized data base. 

6. To establish procedures to update and maintain the 
data base after the funded project is completed. l 
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PROGRESS TO DATE 

Criteria and Size of File 

A set of explicit criteria and a series of guidelines were 
developed that establish standards for inclusion of a service 
in the inventory by Jane Collins of the Library of Congress, 
Science and Technology Division, who has been working as a 
consultant on this project. These refer to such characteristics 
of services as number of items included each year, whether 
the service is still being published, how frequently the 
service is published, what other services are available in that 
specific subject area, etc. :Many services which were included 
in one of the published guides were rejected for inclusion in 
the inventory because they failed to meet one or more of the 
criteria. Early estimates of size of the file have been proven 
to have been too large. The file contains approximately 2,500 
records. 

DATA ELEMENT DEFINITIONS 

The data elements to be included in the Inventory have 
been identified and defined. A list of 101 data elements 
grouped into 11 main classes for the printed services and an 
additional seventy elements in three additional classes for the 
machine readable services define the file (copy attached). As 
far as possible, existing codes were used to identify specific 
elements. For example, the American Society for Testing and 
Materials' (ASTl\1) journal Coden has been used for the 
identification of journal titles (with provision for the later 
addition of the International Serial Number, ISSN) and the 
codes used by the Library of Congress MARC system to 
identify country of publication and language have been used. 

COMPUTER BASED SERVICES 

In developing the criteria for inclusion of services in the 
Inventory, it was agreed that services produced in forms 
other than printed (e.g., microfilm, computer tape, etc.) 
should be included. The previously published Gw:des had 
limited coverage to printed publications, and specified publi­
cations issued in other forms in the supplementary notes. In 
developing the plans for the Inventory, it was agreed that all 
services with a uniquely identifiable title should receive a 
separate main entry in the Inventory and be identified with 
its corresponding printed service, if one exists, by cross 
references. At this time, there are some 200 services in 
machine readable form, approximately 90 of these are sections 
of either Excerpta M eclica or the French P.A.S. C.A.L. system. 

The expanded data element list mentioned above is applied 
in describing the machine readable services. The additional 
elements for these services were based on those used in the 
American Society for Information Science Special Interest 
Group on SDI Survey published by the American Institute 
of Physics2 the directory prepared by the FID /TM Com­
mittee and published by the CSIR Library in South Africa3 

and the directory published by the OECD. 4 

INPUT 

A special coding sheet, called a Q/IS form (for "question­
naire/input sheet") was developed, and supplementary sheets 
for the machine readable services were designed. The records 
were input at FID using a Dura paper tape machine, which 
was later replaced by a Forester device. The paper tape has 
been converted to magnetic tape by the subcontractor, 
Illinois Institute of Technology Research Institute, which 
has also developed all the software needed for building and 
searching the file. 

LIBRARY OF CONGRESS PARTICIPATION 

In 1972, nfais negotiated with the Library of Congress to 
obtain assistance from a Library of Congress staff member on 
a contract basis to assist with the project. This arrangement 
provided for checking the Q/IS forms for accuracy; resolving 
questions generated at FID and nfais by reference to the 
source document or using bibliographic resources; and locat­
ing services to be input into the file. 

THE MACHINE READABLE INVENTORY 

The Inventory is expected to contain information on 
approximately 2,500 abstracting and indexing services, 
approximately 200 of which are in machine readable form. 
There will be approximately 500 additional entries which will 
be cross referenced from one title (for example, a former title 
or an alternate title) to the main entry. The data will include 
specific information on the following general areas: (1) title, 
(2) publisher, (3) history, (4) frequency, (5) price, (6) 
contents, (7) indexes, (8) language, (9) media, (10) comple­
mentary services, and (11) subject. In addition, for the 
machine readable services, data on the following will be 
included: (1) search elements, (2) data elements present, 
and (3) tape specifications. 

The file will be maintained on magnetic tape which will be 
available for searching by bona fide researchers for a fee. The 
details of this have.not yet been worked out, but it is expected 
that the file will be a valuable research tool because of the 
comprehensiveness of the project and the search capabilities 
built into the file. A person interested in identifying those 
services in English and French, for example, issued since 1970 
on the subject of Toxicology, which cover serials literature 
and patents should be able to have the file searched and 
receive a list of services specifically on his topic. 

In keeping with its policy of supporting the use of extant 
standards, nfais has specifi~d that the tape be available in 
accordance with the American National Standards Institute 
(ANSI) Z39.2-1971. Physically, the tape will be in ASCII 
code (see X3.4-1968), on 9-track 800 bpi density (see ANSI 
X3.22-1967) and labelled in accordance with ANSI 
X3.27-1969. 

The printed directory is expected to be available January 
1976. The printed volume will have detailed information on 
all the services included in the Inventory and will also include 
various indexes to the entries, such as subject, country, UDC 
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number and publisher. Only the most up-to-date information 
on each service will be included in the printed directory. 
Before pUblication of the directory, complete information 
contained in the file for each service will have been sent to 
each publisher asking for corrections and updating. Based on 
these responses, the information will be revised so that all 
data in the printed directory will be the best information 
obtainable as of 1975. 

UPDATING THE DIRECTORY 

Procedures are currently being worked out to provide 
updates to the master file on a regular basis, so that the 
machine readable inventory will be periodically updated. The 
mechanism for updating the printed volume has not yet been 
determined. One possible method is the use of the FID and 
nfais newsletters to provide monthly and bimonthly updates, 
respectively, for the printed directories. This listing in the 
newsletters would be for partial information only. The 
complete information would be added to the machine file. 

QUESTIONS AND SUGGESTIONS 

The author would welcome information on new abstracting 
and indexing services for consideration Jor inclusion in the 
Inventory. Also, queries about the project and requests for 
announcements of the final products are welcome. 

DATA ELEMENT DEFINITIONS FOR 
MACHINE-READABLE SERVICES 

010-310 Same as for printed services. 

350 PRICE ELEMENTS 
351 Available for purchase 

Indicate Y if yes. Specify: Not available for purchase. 
Include limitations, e.g., available only to non-profit 
institutions. 
FIELD Limited 

352 Available for lease 
Indicate Y if yes. Specify: Not available for lease. 
Include limitations as in 351. 
FIELD Limited 

353 Current files price 
Price of service's current files in domestic currency ... 
Same as 370 for printed services. Specify any 
restrictions. 
FIELD Limited 

354 Price for back files 
Price of service's back files in domestic currency in 
country of publication. Year is always to be included. 
Use special table for currency. See note above in 353. 
Specify any restrictions. 
FIELD Limited 

355 Price for sample files 
Price of sample files in domestic currency in country of 
publication, year is always to be included. Use special 

table for currency. See note above in 353. Specify any 
restrictions. 
FIELD Limited 

356 Royalty fees 
Price of royalty fees in domestic currency in country of 
publication, year is always to be included. Use special 
table for currency. See note above in 353. Specify any 
restrictions. 
FIELD Limited 

357 Price differentiation for type of use or type of user 
Specify if there is any price differentiation for type of 
use or type of user (e.g., not-for-profit or for profit 
institutions or royalty fees charged for external use. If 
none, write none. List the prices, themselves, in 353-356 
above. 
FIELD Limited 

358 Other 
Specify other prices as in 353 above. 
FIELD Limited 

390 Price Notes: 

601 

602 

603 

604 

605 

606 

* 

Additional information concerning price not identified 
as a specific element. 
FIELD Open 

400 CONTENT ELElIfENTS 
Same as for printed services. Note that 440 information 
will probably have to come directly from the publisher. 

500 INDEX ELEMENTS 
Same as for printed services. 

500 LANGUAGE ELElIfENTS 
Same as for printed services. 

600 SEARCH ELEMENTS* 
Enriched titles containing added terms 
Enriched titles containing added terms. Give average 
number of added terms per title, if known, otherwise 
indicate Y-yes. 
FIELD Fixed (3) 
Average number uncontrolled key,vords selected by 
indexers per document. 
Give number if known, otherwise indicate Y -yes. 
FIELD Fixed (3) 
Average number descriptors from a controlled thesaurus 
per document. Give number if known, otherwise indi­
cate V-yes. 
FIELD Fixed (3) 
Number, subject headings/document 
Average total number of subject headings per docu­
ment. Give number if known, otherwise indicate Y -yes. 
FIELD Fixed (4) 
Number classification scheme categories/document 
Average number of categories from classification scheme 
per document. Give number if known, otherwise indi­
cate V-yes. 
FIELD Fixed (3) 
Classification scheme 

From published guide or information provided by 
publisher. 
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Name of classification scheme used, e.g., LC or UDC. 
FIELD Limited 

607 Source for subject headings, descriptors, key words 
Full title of source or sources used for subject headings, 
descriptors or key words. Include publisher, city and 
year as in 005. 
FIELD Limited 

608 Average number of short phrases or word strings 
describing content per document 
Give number if known, otherwise indicate Y-yes. 
FIELD Limited 

609 Other subject heading search elements 
Specify. 
FIELD Open 

OTHER DATA ELEMENTS 

610 Personal author 
Personal author, first author only. Indicate Y-yes, if 
first author is present. 
FIELD Fixed (1) 

611 Additional authors 
Personal authors in addition to first authors. Indicate 
Y -yes if present. 
FIELD Limited 

612 Corporate author 
Indicate Y-yes if corporate author (e.g., society, 
institution or conference as document author) is 
present. 
FIELD Limited 

613 Author affiliation 
Indicate Y-yes if the name of the institution or society 
with which the author is affiliated is present. 
FIELD Limited 

614 Author address 
Indicate Y-yes if the address of the personal author is 
present. 
FIET jD L1:m1:ted 

615 Corporate author address 
Indicate Y-yes if the address of the corporate author is 
present. 
FIELD Limited 

616 Document title 
Indicate Y-yes if the title of the document (e.g., title of 
the article, book or report) is searchable. 
FIELD Limited 

617 Documentlanguage 
Indicate Y-yes if the language of the document is 
searchable. 
FIELD Limited 

618 Document date(s) 
Indicate Y-yes if the date(s) of the document is (are) 
searchable. 
FIELD Limited 

619 Country of publication 
Indicate Y-yes if the date(s) of the document is (are) 
searchable. 
FIELD Limited 

620 Serial title 

Indicate Y-yes if the date(s) of the document is (are) 
searchable. 
FIELD Limited 

621 CODEN 
Indicate Y-yes if the date(s) of the document is (are) 
searchable. 
FIELD Limited 

622 ISSN 
Indicate Y-yes if the date(s) of the document is (are) 
searchable. 
FIELD Limited 

623 Bibliographic reference (volume, issue, page of a given 
document) 
Indicate Y-yes if the date(s) of the document is (are) 
searchable. 
FIELD Limited 

624 Accession number 
Indicate Y-yes if the date(s) of the document is (are) 
sea.rchable. 
FIELD Limited 

625 Report number 
Indicate Y-yes if the date(s) of the document is (are) 
searchable. 
FIELD Limited 

626 Patent number 
Indicate Y-yes if the date(s) of the document is (are) 
searchable. 
FIELD Limited 

627 Title of cited printed service 
Indicate Y-yes if the title of the printed service 
corresponding to the tape service and cited by the tape 
service is searchable. 
FIELD Limited 

628 Issue of cited printed services 
Indicate Y-yes if the issue (i.e., issue number or month 
of issue) of the printed service corresponding to the 
tape service and cited by the tape service is searchable. 
FIELD Limited 

629 Year of cited printed service 
630 Citation of printed service 

Indicate Y-yes if the citation (i.e., volume number and 
pages) of the printed service corresponding to the tape 
service and cited by the tape service is searchable. 
FIELD Limited 
631 through 633 are to be used for those services 
( e.g., Good Res. Repts.) which are formed from the 
combination of other abstracting/indexing service!? The 
term, "source services" refers to those services (e.g., 
S.T.A.R. and N.S.A.) which are combined to form the 
service. 

631 Source service journal title(s) 
Indicate Y-yes if the title(s) of the source service(s) is 
(are) searchable. 
FIELD Limited 

632 Source service journal year 
Indicate Y-yes if the year of the source service journal 
is searchable. 
FIELD Limited 



nfais / FID W orId Inventory of Abstracting and Indexing Services 967 

633 Source service journal citation 
Indicate Y-yes if the citation (i.e., volume number, 
issue number and pages) of the source service journal is 
searchable. 
FIELD Fixed (1) 

634 Other searchable data elements 
FIELD Open 

635 NOTES: Additional information concerning the other 
searchable data elements not identified in a specific 
element. 
FIELD Open 

636 Abstract 
FIELD Fixed (1) 

650 MEDIA ELEMENTS 

670 Machine readable tapes 
Indicate Y-yes if service is available on tape. 
FIELD Fixed (1) 

680 Other 
Specify in what machine readable medium the service 
is available other than tape (e.g., disk). 
FIELD Open 

685 DO NOT USE 
690 Media notes 

Additional information concerning the form of the 
service not identified as a specific element. 
FIELD Open 

700 COMPLEMENTARY SERVICE ELEJI!IENTS 

Search programs and SDI programs 
770 SDI programs 

Indicate V-yes if SDI programs are available. 
FIELD Limited 

771 Retrospective search programs 
Indicate Y -yes if retrospective search programs are 
available. 
FIELD Limited 

772 Source for programs 
Give the name and address of the person who is the 
source for programs. Follow the instructions in 146 for 
the name and the instructions in 120 for the address. 
FIELD Open 

773 Country code 
ISO TC46 Draft Standard, October, 1972. This code 
should be identical with the one used by the U.S. 
National Center for ISDS. 
FIELD Fixed (3) 

774 Programming language for search programs 
Indicate the programming language (s) used for the 
search programs as listed in the publisher's brochures 
or obtain this information from the publisher. 
FIELD Open 

775 Hardware configurations for search programs 
List the hardware configuration required as listed in the 
publisher's brochures or obtain this information from 
the publisher. 
FIELD Open 

776 Cost or range of costs for search programs 

Give the cost or range of cost for the search programs 
(both SDI and retrospective available) in U.S. dollars. 
FJELD Open 

777 SEARCH PROGRAMS AND SDI NOTES 
Additional information concerning the search programs 
and SDI programs not identified as a specific element. 
FIELD Open 

778 NOTES 
. Additional information concerning complementary 
service not identified as a specific' element. 
FIELD Open 

800 SUBJECT ELEMENTS 
Same as printed service. 

830 Subject Notes 
Additional information concerning subject not identi­
fied as a specific element. 
FIELD Open 

901 Code 
Indicate the name of the code or codes used for the 
tapes. 
FIELD Limited 

902 Density 
Indica te the tape density in bytes per inch. 
FIELD Limited 

903 Magnetic tape width 
For magnetic tape only, indicate the width of the tape 
in inches. 
FIELD Limited 

904 Number of tracks (magnetic tape) 
For magnetic tape only, indicate the number of tracks. 
FIELD Limited 

905 Parity (magnetic tape) 
For magnetic tape only, indicate the parity. 
FIELD Limited 

906 Number of tracks (paper tape) 
For paper tape on~y, indicate the number of tracks. 
FIELD Limited 

907 Number of columns (punched cards) 
For punched cards only, indicate the number of 
columns. 

908 Labels present 
Indicate 1 if labels are present, zero if they are not. 
FIELD Fixed 

909 Labelstandard 
Indicate the standard used for the label, if one is used. 
FIELD Limited 

912 Blocked/unblocked 
Indicate if the tapes are blocked or unblocked. If they 
are blocked give the length in bytes (give maximum, if 
varying). Give the length of a byte in bits. 
FIELD . 

913 Reel size 
Indicate the size of the diameter of a reel of tape in 
inches. 
FIELD Fixed (2) 

914 Reellength 
Indicate the length of a reel of tape in feet. 
FIELD Fixed (3) 
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915 Character set 
Indicate the number of unique characters. Indicate 
whether upper case only or both upper and lower case 
characters are present. Specify any other information 
concerning the character set. 
FIELD Open 

916 Required auxiliary files 
Specify any auxiliary files (e.g., dictionary tapes, cross 
reference tapes) that are required for the use of the 
service. 
FIELD Open 

917 Optional auxiliary files 
List any optional auxiliary files which are available. 
FIELD Open 

918 Documentation source 
Give the name and address of the person who is the 
source for documentation for the service. Follow the 
instructions in 146 for the name and the instructions in 
120 for the address. 
FIELD Open 

919 Country code 
ISO TC46 Draft Standard. October, 1972. This code 
should be identical with the one used by the U.S. 
National Center for ISDS. 
FIELD Fixed (3) 

920 TAPE SPECIFICATIONS NOTES 
Additional information concerning tape specifications 
not identified as a specific element. 
FIELD Open 
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Computing applied to societal problems 

CHAIRMAN-DONALD L. THOMSEN, JR. 
SIAM Institute for Mathematics and Society 

OVERVIEW-Donald L. Thomsen, Jr. 

The panel will present problems from three societal fields 
where computing has made significant contributions. The 
first field is cultural evolution, which is concerned with 
how both biological characteristics and new ideas spread 
throughout a society. Next, from that aspect of the envi­
ronmental field which is concerned with waste, computer 
applications to ocean disposal will be discussed. The final 
presentation will concern programs for allocation of fire 
companies; this will be followed immediately by a com­
puter demonstration at which time those attending may 
themselves operate the computer program. Throughout 
the session the panel will stress the usefulness and ap­
plicability of their investigations to the needs of society. 

The Interaction Between Biological and Cultural 
Processes (Abstract of presentation)-Marcus Feldman 
and Luca L. Cavalli-Sforza 

Most studies of evolution concern the genetic system 
and evolution occurs through changes in gene frequencies 
in populations. The study of the dynamics of phenotypes 
which can be specified, for example, at a cultural level has 
only recently been initiated. In the present work, we 
present a theory for both genotypes and culturally de­
termined phenotypes. The individuals in the population 
have a cultural character and a defined genetic type. Both 
are transmitted by the parents, or members of the group 
to which the parents belong. The cultural character can be 
under natural selection. It is shown that selection on the 
cultural character can cause evolution at the biological 
level, as in the change of gene frequencies. The studies 
were based on new applications of classical theories of re­
cursion systems as well as on numerically based computer 
work. 

Computer Applications to Ocean Disposal Research and 
Engineering (Abstract of presentation)-Robert C. Y. 
Koh 

969 

The role played by computers in three areas related to 
the technology of disposal of wastes (either waste water or 
waste heat) to the ocean is discussed. First, the computer 
is necessary in the development and implementation of 
mathematical models for the purpose of predicting the ef­
fects of discharge on the environment. Unfortunately, this 
is limited at present primarily by a lack of adequate 
understanding in the basic processes involved making 
most models of only limited usefulness. To enhance this 
understanding, laboratory investigations are being un­
dertaken, Thus the second area where computers are used 
is in laboratory data analysis sometimes on a real time 
basis. The third area where computers are used is in the 
analysis and interpretation of field monitoring data. This 
is important in assessing the impact, in establishing the 
background levels and the adequacy of various water 
quality standards. Examples of applications to actual 
systems will be discussed. 

Programs for Allocation of Fire Companies (Abstract of 
presentation)-J an M. Chaiken 

Municipal fire departments routinely make long-term 
planning decisions concerning the location of fire stations. 
Capital expenses related to these decisions are ordinarily 
not large compared to the department's budget, but the 
manning costs can amount to $200,000 per unit per year. 
Thus the objectives in planning station locations include 
minimizing the total number of units while providing 
certain minimum levels of coverage for all parts of the 
city. In addition, the average response time to fires in the 
city, and the equity of response time among different 
areas of the city, are relevant criteria. 

The New York City-Rand Institute has designed and 
tested several computer programs that assist municipal 
agencies in planning fire station locations. The principles 
on which they operate, data requirements, and output will 
be described. The programs will be available for operation 
by the audience at the conclusion of this session. 
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