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OVERVIEW-T. H. CROWLEY and N. H. BRO\VN 

Development of the large, real-time data processing sys­
tem for the SAFEGUARD ballistic missile defense system 
has led to many innovations in both hardware and software. 
The objective of this and the following talks is to impart 
some of the lessons that we have learned, which we believe 
will be useful to the data processing community. 

The system must achieve very high throughput and reli­
ability. To help meet this objective, a multiprocessor archi­
tecture has been employed. 

The multiprocessor and other system characteristics have 
created new challenges and developments in operating sys­
tems and applications software development. 

Extensive testing has been required to achieve high confi­
dence in correct system performance. This led to a new ap­
proach, in the use of redundant hardware for simulating test 
inputs. 

To support this large development effort, numerous com­
mercial computers and service programs were used. New 
methods for debugging, integrating, improving soft,vare 
quality, and controlling changes were sought. 

ARCHITECTURE OF THE CLC CO:\1PUTER­
J. W. OLSON 

The architecture of the Central Logic and Control com­
puter (CLC) represents the first reduction to practice of 
large scale multiprocessing in a computing system. l\fulti­
processing was chosen because of its potential for bigh per­
formance, while providing an architecture capable of high 
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availability. The computer is significantly larger than previ­
ous multiprocessors which have used multiplicity numbers of 
the order of two or three. A modular concept is employed in 
which a community of as many as ten processors and a num­
ber of input/output elements share a common, modular 
memory. 

The multiple elements communicate via well-defined inter­
faces and are interconnected by a flexible switching network. 
Control of the switching network allows the computer ele­
ments to be partitioned into two independently operating 
computers. The primary partition is large enough to run the 
real-time software, while the secondary partition is used for 
system exercise or for maintenance testing. Partitioning of 
elements is controlled by software, and reconfiguration may 
be accomplished in less than a second. A means of system 
recovery is built into the design to automatically restore 
real-time operations whenever the primary partition mal­
functions. 

PROCESS DESIGN-THE STRUCTURING OF 
REAL-TI:\1E SOFTWARE SYSTEMS-
W. S. DOYLE and J. R. GIBBONS 

The term process is used to describe. a complete software 
system for the CLC computer. Applications processes, driver 
processes, and test processes have been developed. Each of 
these includes an operating system as well as the applications 
programs. 

Process design can be thought of as system engineering of 
the software components that constitute a process. The goals 
of process design are to identify the components of the pro­
cess, to design a control structure that optimizes its execu­
tion, and to map the system design requirements across the 
process components efficiently. 

The product of process design is a definition of the com­
ponents of the process and a definition of the control 
structure. 

This talk will discuss the techniques that were utilized in 
the design of two applications processes. 

AN OVERVIEW OF THE CLC OPERATING 
SYSTE:M-J. P. HAGGERTY 

This talk surveys the capabilities of the operating system 
for the Central Logic and Control computer (CLC). The 
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operating system is principally oriented toward applications 
software execution, i.e., toward providing the environment 
required by the programs which control and communicate 
with special peripherals. Non-real-time operations such as 
disk pack maintenance must also be allowed. The CLC 
operating system is therefore divided into two parts, the 
Tactical Operating System (TOS) for the former function, 
and the Basic Operating System (BOS) for the latter. 

This talk discusses TOS at length, since the concepts be­
hind this program are applicable not only to this project, but 
also to other computer systems which contain more than one 
central processing unit or which must respond to inputs in 
real-time. Emphasis is placed on the unique aspects of the 
CLC Operating System. 

PROCESS-SYSTEM TESTING AND THE 
SYSTEM EXERCISER-B. P. DONOHUE, III and 
J. F. McDONALD 

To establish a viable system test program, the following 
questions had to be answered : How would the system be 

·exercisedtnrougbits·range of· operatlon-? . Wh~tsystem 
parameters should be measured; and, how will the measure­
ments be made? What is the success criteria against which 
the measurements will be compared, and what is the accept­
able level of variation? 

To exercise a system as complex as this through its range 
of operation is, in itself, a complicated task. To solve this, a 
tool called the System Exerciser was developed. It has the 
capacity of simulating a high traffic environment and various 
system peripherals, so that the bulk of the system hardware 
and software can be tested. 

This talk addresses the development of the System Exer­
ciser. In addition, it discusses the utilization of the System 
Exerciser in performing system testing. The concepts of de­
veloping a step-by-step test program are discussed, with 
emphasis on early planning and the utilization of the incre­
mental approach. 

SUPPORT COMPUTERS AND SOFTW ARE­
R. R. CONNERS 

This talk focuses on one aspect of system implementa­
tion-the development, control, usage and operating en-

vironment of software tools such as the compiler, assembler, 
binder, and similar programs which, in turn, support de­
velopment of applications programs. 

Emphasis is placed on lessons learned over ten years of 
developing support software and over five years of operating 
commercial support computers, rather than on cataloging the 
programs which were written. However, there will be an 
introduction to each of the major support programs, and to 
the function of each of the commercial support computers 
used on the project. 

THE USE OF FORMAL PROFESSIONAL 
REVIEW IN THE DEVELOPMENT OF 
SOFTWARE-R. D. FREKVIAN 

This talk describes "flowchart review," a technique that 
was used in the programming of one of the large pieces of 
software for this project. 

The process of flowchart review required each programmer 
to write a detailed flowchart before doing any coding, and to 
give .. abox-:by"box explanation of his flowchart-to· a review 
committee consisting of about a half-dozen of his colleagues. 
This review committee, in as friendly a manner as possible, 
was expected to take an "I'm from :\1issouri and you have to 
prove it to me" attitude, and to aggressively question every 
assumption that the programmer made. 

In addition to greatly improving the quality of the code, 
there was a return in terms of software development time 
saved as a result of the time spent in these review sessions. 

PROJECT CONTROL A~D SUPPORT­
H. 1I. JACKSON, II 

This talk describes some of the unique management prob­
lems encountered during the development of the system. 
Topics addressed range from the management approach for 
directing the more than 2,000 people to some of the planning 
techniques that have proved useful in predicting the needs 
during the life cycle of the project for manpower, calendar 
time: computer time, etc. The plan used for documenting the 
software is presented along with a discussion of configuration 
management. Change control is discussed with special atten­
tion to control of changes to object code referred to as 
patches. 
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OVERVIEW 

The panelists present patterns that they believe to be im­
portant in the future of mathematical software. These pat­
terns include the increasing demand for high quality, for a 
philosophy of development and testing, for standardized 
libraries with portability and the impact of computer net­
works, parallelism and lower hardware costs. Economic con­
siderations will become more important as will the creation 
of software as the principal objective of research. 
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PA~EL OVERVIEW-8TEVEK B. LIPNER 

INTRODUCTIOX 

Recent experience in computer security has illustrated the 
susceptibility of numerous operating systems to hostile 
penetration.1 Successful penetrations have been directed at 
manufacturers' conventional operating systems as well as 
special "secure" versions that have been the subjects of ex­
haustive- efforts to find and fix all potential security problems. 
While formal reports are understandably hard to come by, 
it appears that the effort required to "break" any operating 
system and obtain access to any information it stores (at 
any time and without detection) is in the range two to four 
man-months. In contrast, the effort expended in futile at­
tempts to prevent such penetration may be as much as two 
orders of magnitude greater (several man-years or more). 

The underlying problem that is reflected by the ease of 
penetrating most operating systems is that of completeness. 
If even one error in an operating system allows a user to 
write a program that subverts the operating system's access 
controls, hundreds of other errors may have been corrected 
to no avail. In such a system, there is no relative protection 
or degree of security, but simply the (faint) hope that \vould­
be penetrators will overlook the remaining error(s). If a 
penetrator does exploit such an error, his probability of 
success is one; the operating system's level of security is zero. 
Experience with penetration tests of current operating sys­
tems has shown the prevalence of errors of the sort mentioned. 
Unfortunately, it is the nature of the problem of completeness 
that no amount of testing by penetration attempts can dem­
onstrate the absence of such errors. 
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SECURITY KERNELS* 

The security kernel approach represents an attempt to find 
an alternative to the futile and (apparently) never-ending 
cycle of conducting penetration tests and correcting errors. 
The basic characteristic of this approach is the provision of a 
small correct mechanism, the security kernel, that implements 
the basic protection environment for the computer system. 
The kernel manages the resources of the computer in such a 
way that no program can subvert the access controls and ef­
fect a penetration. A few programs outside the kernel may 
perform ancillary security-related functions (viz: checking 
passwords at login) but they are not involved in the basic 
function of controlling access to information; the bulk of the 
programs in a system controlled by a kernel can have no ef­
fect whatever on security. 

The security kernel approach is a radical one in the sense 
that it requires a new and different mechanism at the very 
base of the computer system. The idea of merely making 
minor repairs to an existing operating system seems much 
less drastic (and costly) and correspondingly more attractive. 
Unfortunately the latter approach has been tried and found 
unworkable. For this reason, the kernel approach is being 
pursued by a number of organizations with an interest in 
developing secure computer systems. 

BASIC KERNEL REQUIRE~1EN"TS 

The requirements that a security kernel must meet fall 
into two different classes: 

(1) A kernel must present a suitable functional environ­
ment to the users and programs that employ it; and 

(2) It must be designed and implemented so as to provide 
complete, correct and effective control over the en­
v'1.rOrullent it presents. 

The differences in the several security kernels being developed 
by the panelists reflect differences in their perceptions of the 
requirements in each class and of the ways of meeting those 
requirements. The functional environments provided by the 

* The work reported herein was sponsored by the United States Air 
Force Electronic Systems Division under Contract Number F19628-73-
C-OOOl, Project 572R. 
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kernels vary from "bare" virtual machines through seg­
mented virtual memories to very rich capability and domain 
environments. Similarly a variety of design, implementation, 
and proof techniques characterize attempts to identify and 
satisfy requirements of the second class. 

Considerable variation in approach to defining a functional 
environment is a natural consequence of variation in user re­
quirements. However, the requirement for sound kernel design 
and implementation is a constant if the problem of complete­
ness is to be solved. It is success in meeting this requirement 
that distinguishes a sound security kernel, for the richest 
functional environment is of no value if the kernel that imple­
ments it can be penetrated. Accordingly, much of the panel's 
discussion will address the ways by which kernel developers 
can assure themselves and others that the problem of com­
pleteness has been solved. 

KERNEL DESIGN AND PROOF 

A number of issues in the areas of design, correctness, and 
proof bear on the -sueeess or failure of a kernel· in· solving the 
problem of completeness. Among these are: 

-Interaction of function and correctness: Which sets of 
functional requirements facilitate the development of a 
correct kernel? 

-Specification techniques: How does a designer specify a 
kernel's function? What characteristics of the func­
tional description must be proven? 

-Proof of design: How does the designer specify the 
mechanisms that implement a kernel? How can he con­
vince himself that those mechanisms implement pre­
cisely the kernel he requires? 

-Hardware-software tradeoff: The paragraphs above have 
left vague the question of whether a kernel is hardware 
or software. What hardware base is in fact required for a 
sound kernel, and how does it interact with kernel soft­
ware? 

SUMMARY 

It is clear that this panel will not develop "the answers" to 
the questions above. However it is equally apparent that, in 
the coming years, a number of organizations will complete 
security kernels and describe them in the literature. This 
panel session should give its audience (and its panelists) 
ideas of what to expect of the security kernels to come and 
of how to assess them when they do become available. 

REFERENCE 
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HYDRA-A KERNEL PROTECTION SYSTEM*­
WILLIAM A. WULF 

The Hydra system is the 'kernel' base for a collection of 
operating systems designed to exploit and explore the poten­
tial inherent in a multiprocessor computer system. Since the 
field of parallel processing in general, and multiprocessing in 
particular, is not current art, the design of Hydra has a dual 
goal impo~ed upon it: (1) to provide, as any operating system 
must, an environment for effective utilization of the hardware 
resources, and (2) to facilitate the construction of such en­
vironments. In the latter case the goal is to provide a meta­
environment which can serve as the host for exploration of 
the space of user-visable operating environments. 

The particular hardware on which Hydra has been imple­
mented is C.mmp, l a multiprocessor constructed at Carnegie­
Mellon University. C.mmp permits the connection of (up to) 
16 processors to 32 million bytes of shared primary memory 
through a cross-bar switch. The processors are any of the 
various models of PDP-ll minicomputers. Each processor is 
actually an independent computer system with a small 
amount of private memory, secondary memories,i/o devices, 
etc. Processors may interrupt each other at any of four pri­
ority levels; a central clock serves both for unique-name 
generation (see below) and broadcasts a central time base to 
all processors. Relocation hardware on each processor pro­
vides mapping of virtual addresses on that processor to 
physical address in shared primary memory. 
The decision to use a 'kernel' approach, that is to provide 

only a set of mechanisms from which operating system facil­
ities may be built, arose from two considerations: first, the 
conviction that only by this approach would it be possible 
to build a 'correct' system, and second, a desire to avoid pre­
disposing the users of C.mmp to any particular mode of use 
through the idiosyncratic nature of 'the system'. (We want 
to learn how to effectively utilize a multiprocessor, not a 
multiprocessor plus particular operating system.) Thus our 
goal is to create an environment in which users can and will 
create t:p.eir own operating environments-including schedul­
ing and paging policies, file systems, etc.-and to support the 
simultaneous execution of an arbitrary number of such user­
defined environments. 

Given the general decision to adopt the 'kernel system' 
approach, the question remains as to what belongs in a 
kernel, and, perhaps more importantly, what does not. If a 
kernel is to provide facilities for building an operating system, 
and we wish to know what these facilities should be, then it is 
relevant to ask what an operating system is or does. Two 
views are commonly held: (1) an operating system defines a 
'virtual machine' by providing facilitie:s, or resources, which 
are more convenient than those provided by the 'bare' hard­
ware, and (2) an operating system allocates (hardware) 
resources in such a way as to most effectively utilize them. 

* This research is supported by the Advanced Research Projects Agency 
of the Office of the Secretary of Defense (F44620-70-C-0107) and is 
monitored by the Air Force Office of Scientific Research. 



Of course these views are, respectively, the bird's-eye and 
worm's-eye "views of what is a single entity wiih multiple 
goals. Nevertheless, the important observation for our pur­
poses is the emphasis placed, in both views, on the central role 
of resources-both physical and virtual. 

The mechanisms provided by the Hydra kernel are all in­
tended to support the abstracted notion of a resource (in­
carnations of a resource are called objects). These mechanisms 
provide for the creation and representation of new types of 
resources, as well as operations defined on them, protected 
access to instances of one or more resources within controlled 
execution domains, and controlled passing of both control and 
resources between execution domains. The key aspects of 
these facilities are the generalized notion of resource, the 
definition of an execution domain, and the protection mecha­
nism which allows or prevents access to resources within a 
domain. 

The mechanism used by HYDRA to achieve the various 
goals outlined above is an extension of the notion of a 
capability based protection system.2 ,3 As with other capability 
systems: 

(1) HYDRA supports the abstraction of a resource called 
an object. There may be several types of objects, typical 
examples of object types are pages, files, processes, 
and directories. 

(2) For each type of object there are a finite number of 
operations, or accesses, defined on that object type. 
For example, operations such as 'open', 'close', 
'read', 'write', and 'append' might be defined with 
respect to file-type objects. 

(3) Objects are named by capabilities-which are pro­
tected by the system in the sense that a program may 
move them around, but may not create them or alter 
them in arbitrary ways. In addition to naming an 
object, a capability contains a specification of the 
accesses allowed to that object; that is, the capability 
determines the operations which may be performed on 
the object which it names. Hence, possession of a. 
capability is prima facia evidence of the right to ac­
cess an object in certain ways. 

HYDRA extends the basic capability concept to allow 
any user to define new types of objects and operations on the 
new type. Thus the user may extend the basic resource types 
of "the system" as he sees it while not only retaining the 
protection applicable to previously defined resources, but 
extending the protection to the ne'.v resource. The user may 
wish to extend the system to provide a new facility (e.g., a 
different file organization), to alter management policies for a 
class of resources (e.g., a better disk request queueing algo­
rithm), or to enforce a different security policy with respect 
to a resource. The extension of the capability model of pro­
tection involves several changes to the model: 

(1) Objects may contain capabilities as well as data. (In 
the usual capability-based systems capabilities may 
only be kept in a special C-list associated with pro-
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cesses.) This permits existing objects to be used in the 
representation of new objects. 

(2) The operations, or accesses, are defined by a special 
object type called a procedure. Since procedures are 
themselves objects, they may be manipulated, and 
protected, by the same mechanisms applicable to 
other objects. 

(3) Protection is checked, as in other capability systems, 
when an operation is applied to an object; that is, 
when a capability is passed as a parameter to a pro­
cedure. In addition to this protection check, however, 
rights amplification may occur at this protection do­
main boundary (between caller and called). The 
called procedure may inherit more rights to the object 
than the caller possessed. This, in effect, allows the 
creator of a new object type to manipulate the repre­
sentation of the objects of that type while preventing 
the owner of an instance of the type from doing so. 

The HYDRA kernel is operational and is currently being 
used to explore the ease with which extensions of both func­
tion and security policy may be made in practice. To date our 
experience indicates that the HYDRA mechanisms can, in­
deed, be used to easily extend the environment of a user's 
program. 
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EFFECTIVE~ESS-THE REASON FOR A SECURITY 
KERNEL-ROGER R. SCHELL 

IXTRODUCTION 

From the viewpoint of protection, the primary technological 
deficiency of today's computer systems is the pervasive lack 
of effective internal security controls.l There is a sizeable 
collection of nominal access controls for information en­
trusted to computer systems; yet these often attractive 
protection features seem impotent when faced with a de­
liberate effort to thwart them. The military, in particular, 
needs dependable controls, since they have no legal redress 
for information compromised by an enemy. A suitable 
"security kernel" is one of the few available techniques for 
providing effective security. 

Security kernel connotes a small, basic set of controls. 
However, a kernel needs more than just modular design, well­
structured specifications, or similar useful (but not sufficient) 
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techniques. We advocate three elements of kernel develop­
ment that provide a basis for meaningful protection: (1) 
precise security definition; (2) fundamental design; (3) 
certifiable implementation. 

PRECISE SECURITY DEFINITION 

The first step in kernel development is clearly establishing 
what it means for the computer system to be "secure". The 
abstraction of a "reference monitor"3 controlling the access 
of active subjects to objects is used to model the security char­
acteristics of the entire system-for the military this models 
the access of people to information. For the computer com­
ponent of the system there are corresponding representations. 
With this model, all operations in the system can be con­
sidered in terms of just two security (equivalence) classes: 
(1) the Reference function provides for subjects to access 
objects based on a set of access authorizations; (2) The 
Authorize function provides for subjects to change the access 
authorizations. The specific formulation of these two func-

. tions precisely determines· the protection features of the sys-­
tem. 

System features may range from total isolation (as between 
distinct virtual machines) to refined control of information 
sharing. The military controls access based on individual 
"need-to-know" and a set of (partially ordered) national 
security "classifications". We have modeled2 secure (against 
compromise) military systems by a Reference function that 
allows a user access if and only if his classification (called 
"clearance") is greater than or equal to the information 
classification and he has a need-to-know. Similarly, the 
A uthorize function permits access authorization only to 
sufficiently cleared users. This model is secure even against 
"trojan horse" attempts to violate classification. A precise 
model is basic, with or without a security kernel; however, 
we cannot today prove an entire system correct, but it is 
sufficient to concentrate on the kernel. 

FUNDAMENTAL DESIGN 

The kernel design for the reference monitor must faithfully 
reflect the formal model. This faithfulness is characterized 
by three design principles: the kernel is (1) complete in 
mediating all references; (2) isolated from tampering; (3) 
simple enough that its correctness can be established. Our 
basic approach is to partition the security controls into a 
distinct portion of the system. The design is fundamental in 
the sense that it is independent of computational semantic~. 
That is, the kernel is demonstrably sufficient for system 
security (as precisely defined) for all possible computations, 
including any penetration attempts. 

The effectiveness of this approach is in marked contrast to 
the usual approach to security controls, not only in degree 
but also in basic concept. Nominal controls represent essen-

tially a game of wits between the designers making all the 
checks they can think of and a penetrator looking for one 
oversight. On the other hand the viability of the postulated 
approach has been demonstrated in our recently completed 
prototype design. 5 The precise definition of lisecure" and a 
fundamental kernel design approach provide the basis for 
establishing a priori (viz., "certifying") that a system is 
secure. 

CERTIFIABLE IMPLEMENTATION 

The essential characteristic of a certifiable system is the 
specific design criteria which, if met, insures the algorithmic 
security of the system. This certification is distinguished from 
efforts to directly test system security (e.g., by penetration 
teams) and from ad hoc attempts at improved implementa­
tions for "more secure" systems. Certification must establish 
the correspondence between the fundamental design and the 
implementation. One approach4 is a direct mathematica1 
proof-by hard work and tenacity. Alternatively, a struc-

. -tured implementation (afterthemannerof-Dijkstra) maybe 
developed by successive decomposition of the Reference and 
A uthorize functions. Hardware support for per segment access 
control and multiple protection environments (e.g., as in 
Multics) is also a major implementation aid. 

Since this kernel development approach is implicitly based 
on a deterministic, asynchronous view of computation, a final 
comment is in order: the problems of hardware component 
failures and the use of external time to lisend Morse code" 
must be independently considered. 

CONCLUSIONS 

A properly constructed security kernel can provide effective 
internal access controls for modern computer systems. A 
sufficient theory exists, design feasibility has been demon­
strated, and adequate hardware/software architectures for 
implementation are available. The industry must now choose 
between a sound (security kernel) basis for truly effective 
security or continued costly and unsuccessful attempts to 
correct the weaknesses of contemporary systems. 
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A PRINCIPLE OF KERNEL DESIGN-GERALD J. 
POPEK 

One of the results of the recognition of the need for reliable 
control of access to informati0n has been attention to the 
way that software in multiuser systems is structured. The 
concept of a security kernel as the lowest level of an operating 
system, containing just that code relevant to security, has 
grown out of that attention. 

The value of a security kernel, as well as a discussion of the 
idea itself, is presented in companion notes here, and by the 
author elsewhere in this volume. Here we attempt to gen­
eralize one of the notions behind the value of a security kernel 
by describing a principle of which the kernel is an applica­
tion. We name it the principle of "least common mechanism."* 

A common mechanism shall be one which, if it were to 
operate improperly, could lead to a security flaw. For many of 
today's systems, the entire operating system is a common 
mechanism, for it is run in supervisor state with universal 
privileges, while applications programs are not. The principle 
demands that a system be designed to minimize the amount of 
such common mechanism, and we argue that if the principle is 
followed the security of the system will generally be enhanced. 
An example may provide some clarification. 

Most contemporary operating systems provide an I/O 
interface for user programs that is considerably improved 
over that of the bare machine. Consequently, however, a 
significant amount of code is often devoted to translating user 
requests into a form directly processible by the hardware. 
The code is frequently complex and a rich source of security 
flaws. In most systems today, that translation is a common 
mechanism. It is executed on behalf of many users, in super­
visor state, with high privileges. 

However, the above structure is not intrinsically necessary. 
The only portion of the code which must be a common 
mechanism is that which, at the very last moment possible, 
checks the hardware I/O commands and actually empowers 
the action. In that way, security is not dependent on trans­
lation. Execution errors during translation are not worrisome 
since they occur in an impotent environment without special 
privileges, and the common checking code catches any illegal 
I/O commands that may have been issued. The amount of 
common mechanism has been considerably reduced. 

Note that the translation code can be reentrant, and still 
shared by many users. This sharing does not make the code a 
common mechanism. True, errors in that code may cause a 
user program to malfunction; in fact many user programs 
may fail because of the same error. However, no security 
breech occurs. Each user is still limited only to the informa­
tion which is rightfully his. The conditions here are similar, 
for example, to bugs in a system supplied compiler, which 
may cause the failure of many user programs but without . 
security implications. 

*This name was suggested by Mike Schroeder during a conversation 
in which this author was explaining the security advant3.0'"'eS of vi~';;ual 
machine designs. 
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As another way that the amount of common mechanism 
can be reduced, suppose a system contains extensive facilities 
to support dynamic interprocess parameter passing. Suppose 
further that users rarely if ever employ them to communi­
cate between jobs with differing access privileges, although 
the facilities are often used within a given job. These facilities 
should not be run in privileged mode, but rather placed in a 
less powerful environment. For example, a virtual machine 
monitor or hypervisor removes many service features of a 
system (in fact, entire operating systems) from the position 
of common mechanism. 

It should be pointed out that, in both of the above ex­
amples, it usually would be necessary to restructure the guts 
of the operating system innards. The code which performs 
I/O translation and checking is frequently not easily sepa­
rated. 

The principle of least common mechanism can be a con­
siderable aid in improving the security of a system and helps 
determine what code a security kernel should contain. 
Exactly the minimum common mechanisms should be in­
cluded. However, a particular architecture has not been 
specified. As a case in point, it is possible that a system should 
have more than one kernel while still agreeing with the 
principle. For example, let the basic kernel of a general pur­
pose operating system provide for supporting and isolating 
simple processes. The only primitive sharing facility included 
might be the ability to arrange shared read-write segments. 
Then, a file system, with its own kernel, could be built in 
one process, and whenever a user wished to act on a file, he 

. would communicate with the file system through a shared 
segment. The original kernel's task of process isolation and 
the responsibilities of the file system's kernel have been 
separated, decreasing complexity, and the upper levels of 
software each needs to support have also been simplified. 

The effect of the definition of the common mechanism de­
pends on what is meant by a security flaw. For example, one 
might mean only that users are to be prevented from obtain­
ing information that belongs to others. This is the usual view­
point current today, tacitly assumed here. It includes for 
example obtaining illegal access to another user's files. How­
ever, an alternate interpretation of security might demand 
that there be no way by which one user can cause a defective 
scheduler not to run another user. One's definition of security 
can have a significant impact on what portions of a system are 
considered common mechanism. In the above, the scheduling 
discipline must be included. 

It has been suggestedl that one way to judge the security 
design of a system is to evaluate it with regard to the principle 
of least privilege: is it possible to lirr.it users'· access to the 
least amount of information and pmver necessary to perform 
the desired task. 4 For example, most traditional operating 
systems violate this principle, since when the user calls upon 
the supervisor for a service, he cannot limit the supervisor 
only to the relevant information. Protection that is efficient 
only for large files, or available only for entire directories, 
implies that a user often must be given access to more than 
is necessary. 
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The concept of least common mechanism should also be 
used as a judgment criterion, for the less that is involved in 
maintaining the security of the system, the less that must be 
certified. In fact, for some multiuser systems, those parts 
upon which the security of the system depends may be made 
small enough and straightforward enough in their structure 
to admit of a formal verification of their security properties, 
or perhaps even become candidates for firmware implementa­
tion. 

The first two examples in this note could have been justified 
by least privilege rather than least common mechanism, al­
though those changes in structure are unlikely to have been 
motivated that way. Nevertheless, there are differences be­
tween these two principles. Whether the I/O checking code 
mentioned earlier has access to the contents of various devices 
or sections of memory is unrelated to its being a common 
mechanism. Under certain conditions that code need not even 
be run in a highly privileged mode. 

However, these principles of least common mechanism and 
privilege should be viewed together, for strict adherence to 
one can cause difficulties with the other. When to trade extra 
mechanism for occasional violation of least privilege, and 

.. vice versa; may notbe·clear. The abitityt<Ycbhttol access to 
individual data elements may support least privilege, but if it 
is rarely useful, then the extra mechanism needed to support 
that ability may not be justified. 

The principle of least common mechanism is the underlying 
reason why kernel designs can in general lead to more secure 
systems. 

BIBLIOGRAPHY 

1. Jones, A. K., Protection in Programmed Systems, Ph.D. Thesis, 
Carnegie-Mellon University, 1973. 

2. Linden, T. A., "A Summary of Progress Toward Proving Program 
Correctness," AFIPS Conference Proceedings, 1972 Fall Joint 
Computer Conference, pp. 201-211. 

3. Popek, G. J. and Kline, "Verifiable Secure Operating System Soft­
ware," AFIPS Conference Proceedings, 1974 National Computer 
Conference. 

4. Saltzer, J. H., "Protection and the Control of Information Sharing 
in Multics," to be published in Communications of the ACM. 

ON THE DESIGN AND VERIFICATION OF A 
SECURE OPERATING SYSTEM-PETER G. 
NEUMANN 

Claims regarding the security of an operating system are 
meaningful only if the security can be verified, i.e., the 
operating system can be shown to satisfy a set of explicit 
security requirements. Even then, these requirements must 
themselves be complete enough to preclude unanticipated 
security violations. Various factors affecting the feasibility of 
obtaining such verification are discussed below. For example, 
extensitle use of structure and compartmentalization can 

greatly facilitate design, implementation, and proof of 
security. 

In order to achieve th.e objectives of demonstrable security, 
it is very desirable to have the following tools and techniques: 

(a) A formal design methodology encouraging a highly 
structured design, and providing design descriptions, 
or specifications, at each of various levels of the design. 

(b) A formal assertion language in which to state precisely 
the desired security requirements. 

(c) Techniques for proving that the design and the imple­
mentation satisfy the formally stated security asser­
tions. These techniques should take advantage of any 
structure in the design and implementation. They may 
be mostly manual or computer assisted, but there is 
growing hope for the further development of realistic 
semi-automatic proof techniques. 

A very attractive approach to proving the security be­
havior of a complex operating system is to partition the de­
sign so that all security-sensitive functions are clearly par­
titioned, e.g., those functions controlling sharing and isolation 
of protectable objects. (We refer to the boundary of such a 
partitioli as the "security perimeter." Itgeneiany c()Iltains 
significantly more than the "security kernel" referred to else­
where in this session.) Proof of security then consists of proofs 
regarding the interior of the security perimeter, plus proofs of 
successful isolation, i.e., that portions of the system outside 
of the security perimeter cannot compromise the security. 
The interior of the security perimeter may itself be highly 
structured (although not necessarily hierarchical). 

A small team of SRI people (Karl Levitt, Larry Robinson, 
John Wensley and myself) is currently undertaking to design 
a secur~ general-purpose operating system (with main em­
phasis on the design within the security perimeter) and to 
prove that this design satisfies the security requirements. We 
are developing a formal design methodology based on Parnas' 
technique of module specifications,I-3 and extending it to 
make it suitable for a large system consisting of many 
modules. Extensions include the representation of inter­
module connectivity and the well-defined handling of excep­
tion conditions. The formal assertion language is closely re­
lated to the specification language, although somewhat more 
precise. The proof techniques are evolving out of our experi­
ence in the use of a range of current techniques for proofs of 
correctness of smaller programs.4- 5 These proof techniques 
are highly structured, and are appropriate to our structured 
design. We expect that the large size of the entire operating 
system will not be a deterrent to provability, since the design 
is being structured into reasonably clean interconnections of 
reasonably well-structured and modest-size modules. As a 
result, the complexity of proof can be kept approximately 
linear with module size and with interconnection complexity. 
We feel that this approach holds great promise. In particular, 
we believe that these techniques are adequate for our present 
purposes, at least with respect to manual proof. 

The design is using a capability-based design philosophy 
[e.g., Reference 6] \vith extendible object types. Although we 



are initially attempting only to prove a detailed design 
(that is, a "partially implemented" design), the proof tech­
niques also apply to the proof of an ultimate implementation 
(in terms of executable programs) as the lowest levels of de­
sign. In this sense, proof of an implementation is a multi­
stage process iteratively involving proofs of various stages of 
design (or implementation) specificity. Thus verification of 
the security of the entire operating system is a relatively 
straightforward effort; given the proof of the detailed design. 
Furthermore, it is in general sufficient to reprove selectively 
following local modifications. 

We have one unusual consideration, namely that we are 
not constrained by inadequacies of any existing architecture. 
This is for the most part a great advantage. However, it is 
sometimes necessary to resist temptations toward conceiving 
infeasible architectures. A final· comment is in order on the 
scope of our work. 1N e feel very strongly that hardware error 
detection, crash recovery, and fault-tolerance in general are 
intimately related to security, and thus we are including such 
concepts in our design considerations. We hope that our 
results will have a general and wide applicability. 
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KERNELS FOR VARYING SECURITY REQUIRE­
MENTS-T. A. LINDEN 

In discussing security kernels it is useful to begin by 
focusing on the word "security" rather than on the ,vord 
"kernel". Security can mean many different things. Fruitless 
arguments may be avoided if we take the time to define the 
range of possible meanings for security and the ,yay these 
meanings interact with the kernel idea. 

To choose a specific meaning for the words "secure sys­
tem", I propose that all three of the following questions must 
be answered: 

(1) What class of threats is the system secure against? 
(2) What type of evidence for security is expected? 
(3) What types of sharing will be required in the system? 
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With respect to the first question, security kernels attempt 
to deal with a reasonably well-understood class of threats. 
They provide access controls in the hardware and resident 
software which can prevent simultaneous users of the system 
from interacting in undesirable ways. Many other types of 
threats, such as those associated with the physical integrity 
of the computer site, are not addressed by the kernel idea. 
However, a security kernel can make it easier to handle some 
additional threats. For example, since a security kernel iso­
lates the security-relevant software in a well-defined part of 
the whole operating system, it becomes easier to guarantee 
that it is loaded correctly and to control modifications to it. 

More significant insight into the kernel idea can be gained 
by turning our attention to the second question-the level of 
evidence available to support claims of security. When dis­
cussing software access controls, I suggest that the evidence 
for security is usually based on one of the five following ap­
proaches: 

(1) Study of the manufacturer's manuals and brochures. 
(2) Personal confidence in the system's designers and 

implementers. 
(3) Analysis of the system design. 
(4) Testing and penetration efforts. 
(5) Analysis and proof of assertions about the detailed 

implementation. 

It is indicative of the present state of the art that it is hard 
to stop smiling until one approaches the end of this list. 
Even extensive testing and penetration studies provide little 
evidence that a system is secure, although they frequently 
prove the opposite. 

I believe that the essential point to a security kernel is that 
it should make it feasible to provide solid objective evidence 
for the security of the access controls implemented in soft­
ware. It is not enough that the access controls be designed 
just to meet specified security threats; they must also be 
designed so that the integrity of the implementation will be 
demonstrable. Given our present ability to demonstrate 
properties of programs, this puts severe limitations on the 
size and organization of both the programs that implement 
the access controls and all the software and hardware on 
which they depend. 

The types of sharing that will be required from a secure 
system account for most of the differences between various 
approaches to security kernels. The first aspect of this prob­
lem is the sharing of physical resources such as the CPU, 
memory, peripherals: etc. The problem of designing a small, 
well-structured security kernel clearly becomes more difficult 
as more sharing of physical resources is required. Most current 
security problems arise from the need to share physical 
resources; however, current trends in hardware costs indicate 
that the most important long range security problems may 
arise from the need for other types of sharing. 

In the future we can expect a continually increasing need 
for flexible sharing of programs and data. This may entail 
much more than just a file system that allows restricted dis-
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tribution of the programs and data. For example, if a program 
written by one person is to be used by someone else, then we 
might want the security kernel to guarantee that the pro­
gram cannot steal or alter all of the information in the file 
directory of the person who used the program 

Finally, there is the problem of sharing or decentralizing of 
control over who can access what. Centralized security con­
trol is adequate in many situations-in fact is often neces­
sary, especially for the military. However, there are situa-

tions where decentralization of the security controls would be 
very desirable. 

In discussing security kernels, it is important to carefully 
consider the amount of sharing which will be needed. Complex 
forms of sharing will certainly make it more difficult to imple­
ment a small, provable security kernel. On the other hand, 
if a system does not allow for enough sharing, then manual 
procedures will usually develop which effectively bypass or 
negate the carefully designed automatic security controls. 
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OVERVIEW 

SNOBOL has developed from simple string processing to a 
sophisticated general purpose programming language. This 
session will consist of brief presentations and discussions by 
panelists who have played major roles in the design, imple­
mentation, and application of the SNOBOL languages. The 
panel will be available for questions from the audience. 
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OVERVIEW 

The computing community is now concerned with the cost 
in time and money consumed by the debugging process. In 
spite of advances, such as proving program correctness, use 
of higher level languages and new methods for structuring 
programs, the problem remains. The panelists will consider 
many phases of the debugging activity as it exists today, 
giving their views on current and proposed tools and tech­
niques. 
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OVERVIEW 

This session assumes no prior knowledge of COM. We 
will review a history of COM, what it is, where it is going 
and then, related COM to Information Management. Micro 
film technology can be used in a real-time MIS environment 
as a replacement for computer devices; as an extension of 
the Computer's capabilities; and as a low cost back-up 
system. 
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OVERVIEW 

Six panelists will discuss the subject of Data Base Manage­
ment (DBM) as it relates to CODASYL's Data Base Lan­
guage Task Group report and Data Definition Language 
Committee Report and the GUIDE/SHARE published re­
quirements for a DBM and other published GUIDE docu­
ments deemed pertinent. Four key issues that best deal 
with the philosophy, concepts and differences of the 
CODASYL and GUIDE/SHARE work to date will be 
addressed. 
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OVERVIEW 

The IBM Data Security Study Project has essentially 
been completed. This session will summarize IBM's efforts 
to the project and reports by three non-IBM study sites. 
The discussion will cover data security from the viewpoints 
of the user, the system designer, and the administrative 
and operations managers. 
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OVERVIEW 

Now, at the onset of a new era of data processing centered 
around the data base concept, it is important for the business­
oriented systems man to be aware of the impact that this 
concept has on the company management responsible for 
the business operations. This panel will present a series of 
topics related to the corners of key corporate responsibilities: 
the executive management, the financial management and 
the auditor. 
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SCOPE AND SIGNIFICANCE-ABSTRACT 

This session "\\-1.11 begin with presentations and a panel 
discussion by representatives of various governmental agen­
cies involved with research or funding of research in data 
.security. They "\\-1.11 present their views on the policies and 
goals of federally funded research in the area of data security 
and how this relates to privately funded research and de­
velopment in this and related areas. They will also have the 
opportunity to point out new directions which should be 
pursued. There will be discussion on both the technological 
and social impact of such funding. 

The session will also include reports from some significant 
research projects in the data security area. The research 
projects will be described in terms of original scope and 
purpose, results obtained, investigations underway, sug­
gestions for future research, and publications. These research 
reports should provide the computing community at large 
a good view of current research, support policy, and future 
directions in the data security area. 

This session will differ substantialiy from, but be comple­
mentary to, the sessions on user oriented development 
projects in data security which were presented at the last 
National Computer Conference. It should provide a good 
forum for reporting the current status of many research 
projects in the area of data security and serve as a means of 
encouraging communication between researchers and users 
interested in this area. 
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RESEARCH ON COMPUTER SECURITY COSTS AT 
THE UNIVERSITY OF CALIFORNIA, BERKELEY­
LANCE J. HOFFMAN 

Research into costs associated with computer security 
techniques is currently underway at the University of Cali­
fornia, Berkeley. Several types of costs are being investigated. 

ENCIPHERMENT /DECIPHERMENT 

Costs of encipherment and decipherment have finally been 
determined in replicable experiments on Berkeley's CDC 
6400 and the Stanford IBM 360/67. Using the results of 
these experiments, encipherment time coefficients were calcu­
lated for four different encipherment methods: one-word key 
multiword key, double key, and pseudo-random key. The 
encipherment time coefficients, which measure the :relative 
speed of a given encipherment method on a given machine 
are shown in Table I, and the interested reader is referred 
to Reference 1 for more detail. 

Preliminary worst-case overhead results have also been 
measured for a method of altering operating systems to 
allow dynamic data-dependent decisions at execution time 
without requiring either the binding of security parameters 
at compile-time, or the great increase in overhead necessi­
tated by run-time decisions. Relatively simple additions to 
the functions of input-output routines may result in the 
dynamic capabilities we want at little additional cost. By 
interposing a security module between user programs and 
system input/output routines (see Figure 1), we have been 

TABLE I-CDC 6400 CPU Time Used for Encryption 

Method 

Null Transformation 
One Word Key 
Long Key 
Double Key 
Pseudo-Random Key 

Encipherment Time Coefficient 
Assembly Language FORTRAN 

1.000 1.00 
1.004 2.68 
1.73 4.03 
2.64 6.60 
4.21 9.96 
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Figure I-Modified system I/O to implement data security modules 

able to achieve dynamic security checking with speed ap­
proaching that of data-independent decisions in a manner 
applicable to most operating systems today.2 We plan to 
extend and improve our preliminary CDC 6400 results on 
the IBM 360/67 and hope that additional CPU overhead 
can be cut to well below 10%. 

We initially planned to design several application-oriented 
languages which would incorporate data-dependent and data­
independent security features and we still plan to design 
some application-oriented languages with very general se­
curity features after the work of the previous paragraph is 
completed. It is our hope that some of these will be able to 
screen out most unauthorized data accesses at compile-time 
and still support dynamic data access decisions at run-time. 

We will also continue our work with procedure-based 
access control mechanisms3 and hope to eventually implement 
some of these in microcode or hardware and thus eliminate a 
great deal of CPU and memory overhead which is caused by 
security considerations. We also hope to develop a theoretical 
framework for procedure-based access control analagous to 
and compatible with access matrix models and other models.4 

The work described above is all being done under NSF 
Grant GJ-36475. It is separate and distinct from another 
project on computer security at Berkeley, the PRIME 
Project.s 
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RESEARCH ON DATA SECURE SYSTEMS*­
DAVID K. HSIAO, DOUGLAS S. KERR AND 
FRED A. STAHL** 

The research at The Ohio State University on data security 
has evolved from some of the earlier work in logical access 
control mechanisms begun in 1965.1 In order to provide an 
introduction for others to some of the work, we have pub­
lished a summary entitled "Logical- -Access Control Me-cha;.. 
nisms in Computer Systems."2 Due to considerable advances 
in computer hardware and software protection mechanisms 
in recent years, an examination of the logical access control 
mechanisms with respect to their supporting hardware and 
software protection mechanisms is needed. To this end we 
have taken the first step by reviewing critically some of the 
significant work in the area of data security. The review is 
documented in a technical report entitled "An Annotated 
and Cross-Referenced Bibliography on Computer Security 
and Access Control in Computer Systems."3 

Our progress in developing a general theory of data security 
and data secure systems has been good. Experimentations 
will occupy our attentions for the months to come. Major 
research and experimentation efforts are discussed below. 

ON DEVELOPING A THEORY OF DATA SECURITY 

A multi-level model for data secure systems has been 
proposed.4 In this model the relevant issues in data security, 
such as integrity, privacy. protection . and controlled infor­
mation sharing, can be studied, on the one hand; and the 
conventional procedures such as identification, authenti­
cation, authorization, and compartmentalization can be char­
acterized, on the other hand. Furthermore, the model allows 
different problems in data security to be considered· at a 
level of abstraction appropriate to the specific issue and 
procedure under study. The highest level iR c(YY1,ceptual. In it, 
"patterns of protection" (intuitively, the ways the users may 
access the data) can be defined in formal and unambiguous 

The work reported herein is supported by the Office of Naval Research 
under Contract NOOOI4-67-A-0232-002. 
** The Department of Computer and Information Science, The Ohio 
State University. Columbus, Ohio 4:l21O, 
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ways. The intermediate level of the model is structural. Here, 
the primitives to be utilized in the realization of the patterns 
of protection defined in the higher level will be specified. 
The most important feature of this level is that the critical 
functions of an access control mechanism are no longer carried 
out by complex, and thus potentially unreliable programs, 
but are inherent in the basic structure of the system by the 
utilization of deadlocks. When a user attempts an unper­
mitted access, he deadlocks ,yith a "pseudo-user" and cannot 
proceed. Thus, the demonstration of system correctness in­
volves the certification of a limited number of small, single­
purpose modules and the verification of the correctness of the 
user/pseudo-user interaction. On the lowest level, a system 
to illustrate the utility and practicality of the model will be 
created. Overall, the research should suggest a modelling 
and design technique for a demonstrably complete and correct 
system for providing logical access control in a shared data 
base system. 

Our present plan for this research consists of three studies. 
The first is to complete our abstract model of data secure 
systems and develop a general theory of data security as 
proposed in Reference 4. In particular, we emphasize the 
structural level of the model. It is hoped that this level of 
modelling can reveal the inner working of the access control 
mechanism based on the theory of deadlock. With a good 
understanding of its inner working, the access control mecha­
nism can then be properly designed and implemented. The 
application of the theory of deadlock to access control is 
new. We believe that this is the first application. Tra­
ditionally, system designers attempt to avoid and circumvent 
the system deadlocks which tie up system resources and 
utilities. However, in our case, we deliberately tie up resources 
and utilities as a means to deadlock penetrators of the 
.system. Obviously, these resources and utilities are logical 
resources such as files, records and fields and functional 
utilities such as data access and manipulations. Such deadlock 
is called security deadlock. One of the basic requirements is 
that no authorized use of and access to the data base will 
cause a security deadlock and any unauthorized use or 
access will cause an immediate security deadlock. This re­
quirement will be met. 

ON CONTEXT PROTECTION AND 
CONSISTENT CONTROL 

Although the capability of the access control mechanisms 
to regulate field, record and file security, has been recognized 
as indispensible in advanced data secure systems, there is 
the need of more subtle protection and refined control which 
we shall call context protection and consistent control. Context 
protection enables the same data unit (field, record or file) 
to be protected differently in different contexts. For example, 
the same data field may be protected differently in different 
records. The difference may be determined by the manner 
in which the fields and records are being accessed. Consistent 
control is concerned with the problem that when new data 

units based on the old data units of the data base are created 
by the users, these data units must be protected consistently 
in the sense that their access requirements must be generated 
automatically and must conform with the access require­
ments of the old data units. Our study5 has begun to show 
that both context protection and consistent control can be 
enforced by means of certain built-in relations among the 
data units involved. These relations under certain conditions 
can reveal any violation of context protection and consistent 
control. Here our first step is to identify those relations which 
are basic and primary to the contextual relations. It is 
hoped that by proposing these basic and primary relations, 
more elaborate contextual relations among data elements 
can be defined for protection reasons. Furthermore, a method 
of enforcing the protection can be facilitated by these basic 
and primary relations. Necessary and sufficient conditions 
under which a protection violation will occur due to con­
textual security constraints must be identified. With these 
conditions and the method, it will be possible to propose a 
data definition language for specifying data base protection 
requirements and to develop an access control mechanism 
for enforcing the requirements. 

ON DATA SECURE COMPUTER ARCHITECTURE 

In this research we are concentrating on computer archi­
tectural (hardware) requirements for the realization of data 
secure systems.6 Hardware requirements will be investigated 
via hardware modification (such as microprogramming) of 
an existing computer system. By introducing a special data 
management instruction repertoire for access control mecha­
nisms, the problem of high performance and reliability may 
be alleviated. It is the primary aim of this study to determine 
the desired computer hardware organization for the enhance­
ment of data security. Systems requirements will be studied 
in view of computer configuration and architectural issues. 
To this end, we intend to build some special softwarej 
hardware interfaces interconnecting several different com­
puter systems. Novel system architecture utilizing a high 
degree of processing parallelism and distributed functionality 
may provide new solutions to improved effectiveness in data 
security. 

ON DESIGN AND IMPLEMENTATION TOOLS 
FOR DATA SECURE SYSTEMS 

In order to demonstrate the feasibility and usefulness of 
the theoretical studies, an undertaking on system design 
and implementation of a demonstration system is desired. 
Furthermore, the system will be needed as a vehicle to 
experiment with new access control mechanisms as well as 
novel data base applications. As a design and implementation 
tool, a PLjl-like systems programming language, known as 
PLjX, has been developed.8 ,9,10 We plan to use PLjX for 
the design and implementation of experJffiental data secure 
systems. 
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ON DISTRIBUTED SECURE DATA BASES 
IN COMPUTER NETWORKS 

One of the most promising ways of utilizing network 
capabilities while providing efficient and reliable processing 
is the establishing of distributed data bases. However, dis­
tributed data bases pose unique problems and advantages 
toward the safeguarding of sensitive information. In our 
researchll we are investigating the ways in which crypto­
graphic techniques can be employed to provide the needed 
security inherent in transmitting information over common 
carrier lines. In particular, we are investigating techniques 
by which information in encrypted form may be processed 
without passing through the additional steps of decryption 
and subsequent reencryption.12 .!3 
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RESEARCH IN THE PROTECTION OF PRIVACY OF 
PERSONAL INFORMATION DATABANKS­
THEORETICAL AND TECHNICAL 
ASPECTS*-REIN TURN 

INTRODUCTION 

This two-year study, funded by the National Science Foun­
dation Grant GI-29943, was completed in March 1974. The 
research was focused on a model of protector-intruder inter­
actions in databank systems which identified the economic 
variables necessary for rational decisions, both by the pro­
tector of a databank and would-be intruders, in imple­
menting protection systems or attempting to overcome these, 
respectively.! Within this framework the research was con­
ducted in three areas: theoretical studies, system studies, 
and compilation of an annotated bibliography. The results 
of each are summarized below. Details are available in 
published papers and reports. 

THEORETICAL STUDIES 

We examined the following theoretical questions that arise 
in the context of protecting privacy and security of personal 
information databank systems. 

Existence of uncrackable databanks 

The question was, are there fundamental mathematical 
and logical principles by which it is possible to establish 
the existence of uncrackable (in the sense of Coates2) data­
banks-those which by their very nature would provide 
perfect privacy? "VIle concluded3 that if both the databank 
protector and the intruders have unlimited resources avail­
able, then no uncrackable (in the sense of Coates) databank 
exists; but if both the protector and intruder have limited 
resources, then uncrackable databanks may exist. 

Applications of information theory 

We established an information-theoretic model· for data 
storage in computer files and showed how Shannon's com-

* The research described herein was supported by the National Science 
Foundation Grant GI-29943. However, any views or conclusions con­
tained in this paper should not be interpreted as representing the official 
position or policy of the National Science Foundation or- The Rand 
Corporation. 
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munication theory of secrecy systems and the rate distortion 
theory can be used to design irreversible privacy transfor­
mations for application in statistical databank systems.4 ,5 

Data aggregation transformations 

We explored the applicability of elements of Kolmogorov's 
E-entropy theory for establishing measures of the degree of 
protection afforded by data aggregation in statistical data­
banks. Although a natural metric for databank purposes 
was defined, the calculation of E-entropy or the E-capacity 
of the ensemble of records has thus far been intractable (the 
problem is of the "sphere-packing" type) and without such 
a calculation this approach does not lead to useful results 
such as those of classical Shannon information theory. 

Number-theoretic aspects of passwords 

We examined the use of pseudorandom numbers as pass­
words in databank systems that have large numbers of 
remote terminals. We showed that various logistically at­
tractive password generation and distribution systems are 
vulnerable to simple number-theoretic analyses that permit 
deducing the passwords of all the terminals. We proposed 
new password generation and distribution strategies to re­
duce such vulnerabilities. 6 

Modeling of protector-intruder interactions 

We borrowed notions from game theory to set up an 
economic model of the "competition" between a databank 
protector and an economic profit seeking intruder. 1 This 
model suggests optimal policies for both. Before the model 
can be effectively used in practice, however, it is necessary 
to derive ways to measure the effectiveness of protection 
mechanisms, the value of information protected, the costs of 
both protection and intrusion, and the information loss. 
We have formulated strategies for deriving such measures. 7 ,8 

Centralized vs. decentralized databank systems 

Many people intuitively feel that a centralized databank 
is a greater threat to privacy than a set of decentralized 
databanks. We have compiled sets of arguments, pro and con, 
on this question. Our score sheet shO\vs that, if properly 
designed, implemented and controlled, a centralized databank 
should be able to provide more privacy protection than a 
decentralized databank. 9 This appears to be so for most of 
the threat scenarios that we have been able to invent. 

A philosophical aspect of the privacy question 

It is argued here that fear of the unknown and lack of 
knowledge by a person whose record is in the data bank of 

"What information on him is in the databank?" "Who is 
requesting information on him?" "What information is re­
leased to the requestor?" and even the fact that his record 
is in a particular databank, contributes greatly to his concern 
about data privacy. It is suggested that, although the Fair 
Credit Reporting Act is a step in the right direction, far 
more should be done to institute a sense of "reciprocity" 
between a databank's subject, and the databank's controller, 
custodian and users. 

SYSTEM STUDIES 

Another major part of the research dealt with system­
oriented aspects of privacy protection and data security. 
Here we attempted to further the understanding of the nature 
of databank systems and their privacy and security problems. 

Structure of databank systems 

We established a model and a classification scheme for 
personal information databank systems which, we feel, 
effectively display the privacy and security aspects of such 
databank systems.1.7 Along with this we established a cata­
logue of threats faced by personal information databanks 
and their subjects.7,9 

"jlf odel" security systems 

We used the above classification to derive a series of 
representative data security systems for the various classes 
of databank systems. 7 We hope that such security system 
models can be used in practice as a framework for designing 
effective data security systems for specific databanks. 

Privacy transformations 

We analyzed the system implications of using (reversible) 
privacy transformations in protecting stored data and pointed 
out the pitfalls that face any uniformed attempts of their 
use-the level of protection achieved is often only illusory.1o 

Foundations of data security engineering 

We outlined a general framework for the development of 
Data Security Engineering-a methodology and a set of 
techniques for designing effective data security systems in 
computerized databanks and information systems. 8 Such a 
methodology should include techniques- for security require­
ments analysis as well as security system synthesis, derivation 
of measures of effectiveness and techniques for their practical 
evaluation, and tradeoff relationships between the various 
variables. A design methodology for data security systems is 
urgently needed. We hope to make the first necessary steps 
toward its development. 
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ANNOTATED BIBLIOGRAPHY 

A major by-product of the project was the compilation 
of an annotated and cross-indexed bibliography on privacy 
and security related publications from 1970 through 1973.11 

The bibliography contains over a thousand entries. We also 
drafted a glossary of terms in the privacy and security area 
and a historical overview of the developments in the data 
privacy and security field. To date these have not been 
published. 

FUTURE RESEARCH 

Weare planning to continue research in the data security 
area, concentrating on theoretical aspects of protection in 
resource-sharing computer systems, instrumentation of com­
puter systems for real-time threat monitoring, and further 
development of the data security engineering methodology. 

PROJECT MEMBERS 

Principal investigators of this project were Mario L. 
Juncosa and Rein Turn. Other members of the project were 
Kathleen Hunt, Selmer M. Johnson, Irving S. Reed, and 
Norman Z. Shapiro. Martin Davis participated briefly as a 
consultant. 
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HYDRA-A KERNEL PROTECTION 
SYSTEM*-WILLIAM A. WULF 

The Hydra system is the 'kernel' base for a collection of 
operating systems designed to exploit and explore the po­
tential inherent in a multiprocessor computer system. Since 
the field of parallel processing in general, and multiprocessing 
in particular, is not current art, the design of Hydra has a 
dual goal imposed upon it: (1) to provide, as any operating 
system must, an environment for effective utilization of the 
hardware resources, and (2) to facilitate the construction of 
such environments. In the latter case the goal is to provide 
a meta-environment which can serve as the host for explor­
ation of the space of user-visable operating environments. 

The particular hardware on which Hydra has been imple­
mented is C.mmp, l a multiprocessor constructed at Carnegie­
Mellon University. C.mmp permits the connection of (up to) 
16 processors to 32 million bytes of shared primary memory 
through a cross-bar switch. The processors are any of the 
various models of PDP-ll minicomputers. Each processor 
is actually an independent computer system with a small 
amount of private memory, secondary memories, I/O devices, 

----etc~Processors ihay interrupt each" other ai -any --ciff6ur- ---
priority levels; a central clock serves both for unique-name 
generation (see below) and broadcasts a central time base 
to all processors. Relocation hardware on each processor 
provides mapping of virtual addresses on that processor to 
physical addresses in shared primary memory. 

The decision to use a 'kernel' approach, that is to provide 
only a set of mechanisms from which operating system 
facilities may be built, arose from two considerations: first, 
the conviction that only by this approach would it be pos­
sible to build a 'correct' system, and second, a desire to 
avoid predisposing the users of C.mmp to any particular 
mode of use through the idiosyncratic nature of 'the svstem.' 
(We want to learn how to effectively utilize a multipr~cessor, 
not a multiprocessor plus particular operating system.) Thus 
our goal is to create an environment in which users can and 
will create their own operating environments-including 
scheduling and paging policies, file systems, etc.-and to 
support the simultaneous execution of an arbitrary number 
of such user-defined environments. 

Given the general decision to adopt the 'kernel system' 
approach, the question remains as to what belongs in a 
kernel, and, perhaps more importantly, what does not. If a 
kernel is to provide facilities for building an operating system, 
and we wish to know what these facilities should be, then 
it is relevant to ask what an operating system is or does. 
Two views are commonly held: (1) an operating system 
defines a 'virtual machine' by providing facilities, or resources, 
which are more convenient than those provided by the 'bare' 
hardware, and (2) an operating system allocates (hardware) 
resources in such a way as to most effectively utilize them. 

* This research is supported by the Advanced Research Projects Agency 
of the Office of the Secretary of Defense (F44620-70-C-0107) and is 
monitored b:r the Air Foree Office of Scientific Research. 
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Of course these views are, respectively, the bird's-eye and 
worm's-eye views of what is a single entity with multiple 
goals. Nevertheless, the important observation for our pur­
poses is the emphasis placed, in both views, on the central 
role of resources-both physical and virtual. 

The mechanisms provided by the Hydra kernel are all 
intended to support the abstracted notion of a resource 
(incarnations of a resource are called objects). These mecha­
nisms provide for the creation and representation of new 
types of resources, as well as operations defined on them, 
protected access to instances of one or more resources 'within 
controlled execution domains, and controlled passing of both 
control and resources between execution domains. The key 
aspects of these facilities are the generalized notion of 
resource, the definition of an execution domain, and the 
protection mechanism which allows or prevents access to 
resources within a domain. 

The mechanism used by HYDRA to achieve the various 
goals outlined above is an extension of the notion of a 
capability based protection system.2 ,3 As with other capability 
systems: 

(1) HYDRA supports the abstraction of a resource called 
an object. There may be several types of objects, 
typical examples of object types are pages, files, 
processes, and directories. 

(2) For each type of object. there are a finite number of 
operations, or accesses, defined on that object type. 
For example, operations such as 'open,' 'close,' 'read,' 
'write,' and 'append' might be defined with respect to 
file-type objects. 

(3) Objects are named by capabilities-which are pro­
tected by the system in the sense that a program may 
move them around, but may not create them or alter 
them in arbitrary ways. In addition to naming an 
object, a capability contains a specification of the 
acce,sses allowed to that object; that is, the capability 
determines the operations which may be performed on 
the object which it names. Hence, possession of a 
capability is prima facia evidence of the right to 
access an object in certain ways. 

HYDRA extends the basic capability concept to allow any 
user to define new types of objects and operations on the 
new type. Thus the user may extend the basic resource 
types of "the system" as he sees it while not only retaining 

the protection applicable to previously defined resources, but 
extending the protection to the new resource. The user may 
wish to extend the system to provide a new facility (e.g., a 
different file organization), to alter management policies for 
a class of resources (e.g., a better disk request queueing 
algorithm), or to enforce a different security policy with 
respect to a resource. The extension of the capability model 
of protection involves several changes to the model: 

(1) Objects may contain capabilities as well as data. (In 
the usual capability-based systems capabilities may 
only be kept in a special C-list associated with 
processes.) This permits existing objects to be used 
in the representation of new objects. 

(2) The operations, or accesses, are defined by a special 
object type called a procedure. Since procedures are 
themselves objects, they may be manipulated, and 
protected, by the same mechanisms applicable to 
other objects. 

(3) Protection is checked, as in other capability systems, 
when an operation is applied to an object; that is, 
when a capability is passed as a parameter to a pro­
cedure. In addition to this protection check, however, 
rights amplification may occur at this protection do­
main boundary (between caller and called). The called 
procedure may inherit more rights to the object than 
the caller possessed. This, in effect, allows the creator 
of a new object type to manipulate the representation 
of the objects of that type while preventing the mvner 
of an instance of the type from doing so. 

The HYDRA kernel is operational and is currently being 
used to explore the ease with which extensions of both func­
tion and security policy may be made in practice. To 
date our experience indicates that the HYDRA mechanisms 
can, indeed, be used to easily extend the environment of a 
user's program. 
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OVERVIEW 

Several speakers will address the notion of using small 
scale computing devices (or minicomputers) and associated 
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data storage units as data base management "machines." 
These machines communicate with larger host processors to 
satisfy data handling requests emanating from programs 
running on the host. This is tantamount to removing the 
DBMS software from large main frames (e.g., IMS and total) 
and housing such software in one or more peripheral com­
puters. 
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OVERVIEW-GEORGE J. FEENEY 

In 1905, approximately 50,000 small, privately-mvned 
generating stations produced roughly half the total U.S. 
supply of electricity-largely for their own needs. Today, 
only about six percent of the nation's electric power is pro­
duced by such small local generating stations with the bulk 
of the country's power needs being met by some 200 large 
utilities. 

The data processing industry is on the verge of a similar 
change for almost identical reasons. Despite the presence of 
some 60,000 widely-scattered and largely privately-operated 
general purpose computers, a trend away from in-house, 
do-it-yourself computing is becoming increasingly apparent. 
And, as in the electric utility industry, the driving forces are 
scale economy and variable cost aided by rapidly advancing 
technology. 

Today, computer power generated at large, centralized 
facilities is transmitted and distributed over international 
data communications networks on a variable cost basis to 
most business centers in the free world. 

This "Coming of Age" of utility computing brings with it a 
major turning-point in the industry, and broad implications 
for both users of computers and hardware suppliers. These 
implications and what they portend for business and data 
processing managers form the core of this panel discussion. 

THE COMPUTER CONNECTION-A DIFFICULT 
QUESTION-ROBERT D. HILTON 

Utility computing represents one of the most interesting, 
challeng1~'1g and perhaps critical decisions facing Inany com­
panies, large and small. The answer to the question is even 
more complex today with the confusion of integrated systems, 
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data base management systems, telecommunications, mini­
computers, etc. 

Management, traditionally, has had great. difficulty up­
grading their needs and concepts to match an ever-racing 
evolution in computer technology. There have been no 
precedents for them to go by. There is a degree of "future 
shock" between management and systems technology. 

In-house versus utility computing decisions frequently 
demand clear, long-range plans and heavy, sometimes 
irretrievable, commitments. Utility computing is not an easy 
question! 

LARGE-SCALE USE OF UTILITY COMPUTING­
ROBERT L. JOHNSON 

General Electric Company's Switchgear Equipment Busi­
ness Division, headquartered in Philadelphia, manufactures 
a wide range of equipment used by utility and industrial 
customers for electrical power distribution and control. 
Computer systems are used to support the work of every 
function and are vital to the success of the business. These 
applications include sophisticated approaches to production 
control, factory control and design automation, in addition 
to the conventional payroll and accounting work. Two years 
ago, the Division gave up operation of its only large-scale 
computer and elected to participate in a project with GE's 
Information Services Division to prove the feasibility of 
fully remote data processing (utility computing) on a mass 
scale. 

This practical use of utility computing has proven success­
ful, allowing the Division to significantly reduce data pro­
cessing expenditures with no degradation in reliability or 
on-time job performance. 

IMPACT OF UTILITY COMPUTING IN THE 
COMMERCIAL WORLD-THOMAS J. O'ROURKE 

Essentially what we're telling the business manager is that 
he can buy the right to use a highly sophisticated com­
puting/communication resource on a pay-as-you-use basis, 
with access by virtually any type of terminal device from 
anywhere in this country and overseas, accompanied by a 
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rapidly growing pretested library of applications packages. 
The user also can run his own programs. 

What's the impact? If we can show reliability, which we 
can, and the price is fair, there has to be interest, and there is. 
The rationale for our kind of service appeals to everyone who 
is concerned with costs but doesn't want to be concerned with 
additional hardware and support operations and manage­
ment time and precious capital dollars on product develop­
ment and sales. 

The impact of our services on commercial business will 
grow and broaden because of the accelerating growth in 
suitable application packages geared to special needs. Also, 
because the economy and general business environment is 
tougher and tighter this year, we should be more attractive to 
more businesses than the option of committing hard dollars 
to upgrading or installing in-house systems. Additionally, the 
convenience and flexibility of being able to access a network 
such as our TYMNET makes possible modes of business 
heretofore impractical for many firms. 

Just having the utility resource as an alternative may give 
rise to the most significant factor in commercial business-

management now has an outside, objective benchmark 
against which to measure the cost and the efficiency of its 
present service resource. That may be the most revealing 
insight and benefit of all. 

IMPACT OF UTILITY COMPUTING IN 
EDUCATION-THOMAS E. KURTZ 

The main reason for utility (network) computing in 
education is that no single institution, however large and rich, 
can hope to provide its computer users with the enormous 
variety of special services they need. The issues here are more 
complicated than cost and efficiency; of special interest is the 
necessity for the utility (network) to provide small portions 
of services to many individual users, and thus to play the 
retail function. The kinds of special services include: data 
bases (in large numbers), special complex programs, exchange 
and transport of simpler programs, access to special language 
processors, and. access to unusual hardware. 
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OVERVIEW-JACK· SHAW 

THE NEED FOR A METHODOLOGY 

The management of data processing projects has yet to 
proceed from a loosely practiced "art" to a professionally 
disciplined science. EDP practitioners have not established a 
"body of knowledge" or a methodology or a standard ap­
proach to the development of systems. Such a body of 
knowledge is a prerequisite to the effective management of 
systems projects. 

A systems management methodology will satisfy a number 
of "needs": 

• A body of knowledge which may be taught to computer 
science and general management majors as well as EDP 
professionals. 

• A basis for structuring the planning, development and 
implementation of systems projects. 

• A vehicle for communication with general and executive­
level management in order to achieve their commitment 
to and involvement in systems projects. 

• A basis for planning and controlling systems projects. 

METHODOLOGY CHARACTERISTICS 

A methodology which meets the above needs should con­
tain the following characteristics: 

• The methodology should be independent of the nature 
of the project being developed. 

• The methodology should have predetermining review 
and approval check-points and end-products which may 
be used as project documentation. 

• The methodology should be non-technical and com­
municative to non-EDP management. 

• The methodology should reflect the unique needs and 
operating environment of the organization involved. 
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APPROACH TO THE DEVELOPMENT OF 
A METHODOLOGY 

The approach to the development and implementation of a 
methodology within an organization will and should vary 
with the nature and size of the organization and, most 
importantly, with the management style of the organization. 
The panelists will elaborate on the approaches used within 
their public and private sect or organizations. 

BENEFITS 

There are two principal thrusts to the benefits to be derived 
through the introduction of a standardized approach to 
systems development within an enterprise: 

• To the individual-the professional will achieve a basis 
for communications with the user of his services and to 
the management which will appraise his performance. 
The professional will not have to rely on technical 
jargon or other unintelligible means to communicate 
progress or problems, but rather will become a part of the 
total organization. The professional will acquire a "body 
of knowledge" which may be built upon to improve his 
job performance and satisfaction. 

• To the organization-the organization within which a 
standardized methodology is introduced will benefit not 
only in terms of the professional growth and satisfaction 
of its employees, but in terms of harnessing computer and 
systems technology to the needs of the organization. An 
appropriate "body of knowledge" for the planning, 
development, and implementation of systems projects 
will help assure that the organization is working on the 
"right things" and that planned projects are developed 
and implemented in a managed fashion. 

KENNETHW. HUNTER 

In the public sector, the leadership for developing standard 
methodology has been taken by the General Accounting 
Office. An initial study was conducted by the National 
Academy of Sciences for the General Accounting Office in 
1972. The academy emphasized the need for principles and 
standards and proposed a broad range program for develop-
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ment. In line with the academy's recommendation, the 
General Accounting Office has created a Task Group on 
Principles and Standards for Computer-based Information 
Systems. The Task Group has members from Federal, state 
and local government and from the private sector. Their 
primary concentration in 1974 is on the cost control and 
accountability for the development and operation of com­
puter-based information systems. The principles and stand-

ards, or good practices, developed by the Task Group are 
intended to provide guidance to system developers and 
system managers, and also to provide criteria for auditors 
and other independent evaluators of information systems 
developed and management. The GAO has closely coordi­
nated its work with a GUIDE/SHARE project for the 
development of accounting procedures for the data proces­
sing function, including the methods of charging users. 



A panel session-management impact of networks 

SESSION CHAIRMAN-EINAR STEFFERUD 
Einar Stefferud and Associates 

MODERATOR-DAVID J. FARBER 
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Panel Members 

Laurence H. Baker-The California State University 
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tion Center 

Technical feasibility of networking is putting pressure on 
management in education, government and industry to deal 
with some new but fundamental policy issues. There are a 
number of important management issues to consider. 

First: Communications networks facilitate major sharing of 
computer resources across major organizational boundaries 
with the result that difficult new problems are being forced to 
the attention of management at all levels. 
Second: Many organizations have grown dependent on their 
eomputing facilities. With networks this dependency is shift-
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ing toward foreign (or outside) computing facilities, causing 
power structure shifts which threaten management with re­
thinking their organizational structures. 
Third: The management problems of sharing have not been 
solved in pace with technical developments. Sharing is now 
feasible but the management problems are unsolved. A sub­
stantial effort will be required to find some way for organiza­
tions to afford the risks of becoming dependent upon outside 
facilities, if networking is to become acceptable. 
Fourth: The role of the technician must be fully understood 
in relationship to the politics of the power structure shifts 
that result fro:t;ll networking developments. Weare all 
threatened by real dangers if technicians and managers fail to 
play their proper roles in the effort to solve problems posed 
by networks. It is vital that all the players in this drama 
understand their respective roles and avoid stepping on each 
others lines. 
Fifth: The role of top management in evaluating or directing 
the use of networks must also be fully understood in relation 
to the need for organizational changes to accommodate the 
power structure shifts that result from networking develop­
ments. 

A panel of experts from education, government and in­
dustry, who are currently facing and solving these problems 
will address the issues. 
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OVERVIEW-RICHARD H. THAYER 

In any large scale data processing development the cost of 
software development is three to five times the cost of hard­
ware. It is estimated that in 1280's this development cost 
will jump to ten times that of the expenditures predicted for 
the hard",are of that era. If the Government or industry is to 
maintain a ceiling on this cost, research must be conducted 
on ways to reduce costs in the various phases of software 
development such as design, specification, implementation, 
etc. For purposes of this session, "cost" will encompass not 
only the resources necessary to develop the software or trans­
fer it, but also costs associated with delays in both delivery 
and "fixing," and resources wasted with software of poor 
quality. This session is an outgrowth of a tri-service/industry 
symposium entitled "The High Cost of Software" which was 
held at the Kavy Post-Graduate Center, Monterey, California 
from September 17-19, 1973, in which service, industry and 
university experts attempted, for the first time, to get a better 
understanding of the costs of computer software and to make 
some recommendations as to what could be done about it. 
This session deals ,vith the causes of software costs the 
identification of both specific trouble areas and pro~osed 
R&D approaches that could be taken to eliminate the nega­
tive impact these areas have, and the particular ongoing re­
search projects aimed at reducing software costs. 

UKDERSTANDIKG THE SOFTWARE PROBLE:\1-
JOHK B. SLAUGHTER 

The so-called "software problem" is not only a very diffi­
cult one to solve but is equally difficult to define and describe. 
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The problem has many facets; cost, quality, and timeliness 
of delivery, being the more obvious ones. Clearly there are 
strong interrelationships that exist among these factors, and 
any perturbation of one causes interactions with the others 
which can cause uncontrollable reactions if careful manage~ 
ment is not applied. :\1 uch can be learned by studying the 
development of hard,vare and attempting to transfer the 
tenets of successful hardware design to the software design 
process. Some progress is being made in this direction, e.g., 
"structured programming," but a generation of non-struc­
tured approaches to software development is difficult to 
eradicate completely. Certain key software problems can be 
identified, however, and there are some practical approaches 
to their solution. 

SOFTWARE RELIABILITY AND SOFTWARE 
ERRORS-BARRY W. BOEHM 

Roughly half of our efforts to develop software are spent 
in activities which attempt to guarantee its reliability. In 
spite of all this effort, however, unreliable software continues 
to cause numerous painful and embarassing operational 
problems. There is, however, a relationship between software 
reliability and software errors. Error analysis is most helpful 
in providing clues for how to build-in reliability (error pre­
vention) and how to improve reliability (error detection and 
correction). However, \vithout an underlying software reli­
ability model, error analysis can tell us relatively little about 
estimating reliability. Th€re is some body of quantitative 
knowledge of software errors: their general frequency, and 
their correction with various characteristics of the software 
development process. There is one study available concern­
ing a detailed compilation of error type and an analysis of 
how these types of errors could be prevented or eliminated. 
Software reliability tools can be developed in the future that 
can prevent or eliminate the various types of software errors. 

AUTOMATED MONITORING OF SOFTWARE 
QUALITY-JUDITH A. CLAPP 

High software costs do not constitute a problem if those 
costs are reasonable for what is delivered, i.e., compared to 



1010 National Computer Conference, 1974 

the value of the services rendered by the software during the 
period of its use. Two aspects of software development have 
been most responsible for the dissatisfaction with software 
costs; delays in software delivery and poor software quality. 
Schedule slippages result in unplanned additional expendi­
tures and loss of services. If software does not meet its re­
quirements, fails under operational use, or cannot be main­
tained and modified easily then the price of the system is 
never justified. Better management tools and techniques are 
a key to maintaining schedules and improving software 
quality. Automated aids are needed to monitor progress and 
measure quality of a software product during its de­
velopment. 

EMBEDDED COMPUTERS-SOFTWARE COST 
CONSIDERATIONS-JOHN H. ~1ANLEY 

Software costs are uniquely impacted during the develop­
ment of large scale systems containing embedded computer 
subsystems, such as automated rapid transit systems or 
modern aircraft employing digital avionics. When engineer­
ing such systems, management emphasizes the overall system 
often to the detriment of the integrating software. Too often 
the software must be cleverly forced into a hardware sub­
system that has been suboptimized to fit mechanically into 
the overall system. Also, the task of integrating computer 
subprograms into a complete software package is enormously 
complicated by the requirement to also integrate numerous 
mechanical subsystems affected by the software. These and 
several other issues are identified as problems with embedded 
computer systems that increase software costs. Solutions to 
reduce the high cost of this specialized software are currently 
being developed by the Air Force for acquiring their large 
scale automated systems. 

JAMES H. BURROWS 

The "High Cost of Software" as a phrase is an attention 
getter. The "high" is provocative. I, for one, do not get 
turned on by such rhetoric. If what is meant by the phrase 
is . that software related dollars are increasing both in size 
and in percentage of ADP budget, I guess I can only agree 
and say "what did you expect to happen," economy of scale 
of manufacturing large volumes apply only to part of the 

ADP budget. However, precise layout of the jobs to facilitate 
production line operation, a job done to facilitate such 
economies is comparable to a software job. The production 
process we are working toward is the production of data 
processing support for some operations and that does have 
large scale economy. In this we have both been responsive 
and economic, or we would not be supporting as many activi­
ties as we are today. 

However, although I reject any idea that software develop­
ment costs should decrease like hardware production costs, I 
do feel that the examination of the development process can 
lead us to areas for decrease in costs. 

Due to the noticeable increase in ADP use and thus in 
process and computer program development costs, much 
well intentioned but sometimes misplaced effort has been 
spent getting the "process" under control. Most of the efforts 
copy good management practices of other development or 
production disciplines. The major effort has been "visibility" 
and "configuration control," both good but useless if ad­
ministered by someone whose image is "production" rather 
than "development," not that there aren't some production 
aspects in development. The number of management over­
seers is legion and appears to be growing. This is a cost 
growth area we can avoid. 

In point of fact, I feel that the foremost problem we have 
in reducing software costs is the shortage of talented dis­
cipline practitioners at both the bench and management level. 
Where "square fillers" are not enough~ nor necessarily even 
useful. 

Another difficulty is the changing and/or incompletely 
stated requirements. To a degree this is unavoidable, but can 
be expected and provided for. However, the number of mid­
wives who are neither responsible for development, for opera­
tion and maintenance, or for usc, but who have a jurisdic­
tional interest and represent peripheral consideration, is 
again legion. Another cost to avoid. 

There is much we can do in shortening and strengthening 
communication lines, orienting users in the new technology, 
choosing good people and facilitating their efforts with good 
tools, putting more formalism into our management and our 
development process so that we, not others, can see where we 
are and are going. What we can't stand are practitioners who 
are not fully competent, and management direction- from 
people whose technical competence is in another field or 
another phase of effort. There is a world of difference between 
the overall concept of development and that of production. 
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OVERVIEW-MARVIN M. WOFSEY 

This panel focuses on the critical areas of evaluation in 
order to promote effective computer installations. Compara­
tively short papers will be presented on: evaluating computer 
installations, evaluating programs before they are put on 
the computer, reevaluating programs after they are running 
on the computer, and what management should know about 
the performance of their system. These will be followed by a 
panel discussion. 

AUTOMATED DATA SYSTE~1 (ADS) DEVELOPMENT 
PLANS-PHILLIP J. LONDON 

This presentation will discuss the structure of ADS De­
velopment Plans used in the management evaluation and 
monitoring of large scale ADS projects. The ADS Develop­
ment Plan is intended to be a comprehensive, detailed justifi­
cation and economic analysis of ADS development, conver­
sion or major revision proposals. Preparation of such plans 
can significantly enhance management's capability of achiev­
ing ADS project goals. 

The high cost of developing and operating large automated 
data systems, and their importance to the effectiveness of the 
organizations they serve, necessitates the use of a systematic 
procedure and standard discipline for justifying ADS from 
inception through full operation. The stated objective of such 
a framework is to assure that the ADS will: (1) perform as 
specified, (2) become operational at the time planned, and 
(3) not exceed the allocated cost. 
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A STUDY OF THE REEVALUATION OF 
APPLICATION PROGRAMS ONCE PUT ON 
THE COMPUTER-ROBERT L. JOHNSON 

"For every benefit you receive," Emerson wrote, "a tax is 
levied." The development of computer applications gave 
business many benefits. At last the tax collector is catching 
up with us. 

Our delusion that technology has the answer to everything 
has involved us in many unsuccessful EDP applications. 
These applications are now unsuccessful because the organiza­
tion has failed to determine if the output is still practical, 
useful, and accurate. Installations have failed to realize 
that successful computer applications involve continual re­
evaluation as the organization develops. To assume manage­
ment responsibility for a successful EDP application, manage­
ment must think of its own posture in trying to establish 
correct control procedures. 

Information is a non-consumable commodity. It grows 
endlessly, but the system builders spend little time in de­
ciding when and what data or programs should be destroyed. 

WHAT COMPUTER CENTER MANAGEMENT 
SHOULD KNOW ABOUT THEIR SYSTEMS' 
PERFORMANCE-PHILLIP C. HOWARD 

The growing interest in performance evaluation and en­
hancement is a clear sign of management's growing awareness 
of generally poor system utilization and their interest in 
increasing the cost/effectiveness of the computer installation. 
A manager does not necessarily have to be expert in perfor­
mance evaluation techniques and methodology, but he should 
insist on regular reports covering various aspects of system 
performance. Some basic and relatively simple indicators can 
serve to direct his attention to the areas that offer the greatest 
promise for improvement. 
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OVERVIEW 

This panel focuses on the issues of using the pricing mecha­
nism to both control and exploit the computer resource. The 
pricing mechanism for computer services and charge-out 
systems are employed primarily for control purposes. A more 
powerful role exists in the area of exploiting the computer 
resource and engendering user management acceptance and 
accountability. The panel ",·ill build upon ideas in the follow­
ing paper in both the management and design issues of 
charge-out systems. 

INTRODUCTIOX 

The use of pricing, or familiarly charge-out, for computer 
services is one of the most unexploited management tools. 
On the one hand, this is rather startling since pricing has 
proved to be an effective tool for controlling resource alloca­
tion processes. For example, inter-divisional transfer pricing 
has been successfully employed to influence plant per­
formance. Another example is the use 0' rates of return in 
capital investment. The use of computers in organizations 
can be likened to these resource allocation processes. On the 
other hand, the slight attention paid to pricing as a manage­
ment tooi is understandable in light of some of the tough 
practical problems involved in its use. 

Recently, many of these practical problems have either 
been resolved or satisfactorily coped 'with enabling the 
pricing mechanism to serve the computer resource allocation 
and control process. Xerox is an example oLone of the com­
panies that is beginning to tap the potential of the pricing 
mechanism. Xerox has implemented a "standard cost" type 
system for processing computer-based applications. Each 
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application was subjected to an industrial engineering study 
to establish its standard cost. The standard costs used market 
based prices for computer resources. The company then 
charges users the standard cost for processing their applica­
tions throughout the year and actual costs are also tracked 
and available to users on request. Where several users share 
the benefits of a computer application the processing costs are 
allocated between them. Users decide upon a "fair" appro­
priation of the costs. If one user decides to eliminate his 
report, the other users must pickup the added costs. The 
intent is to provide accountability to those that benefit from 
computer resources, and to provide feedback information so 
those that benefit can more effectively behave as responsible 
users. 

The important point is that standard cost type systems for 
computer services are feasible and thereby offer an extremely 
powerful management tool for both controlling and ex­
ploiting the computer. Yet, the tough problems of designing 
appropriate systems for pricing and charging of computer 
services remain. Our intent is to identify these problems and 
issues in a manner that will permit examination of strategies 
and tactics for resolving them. 

OBJECTIVES OF A PRICING SYSTK\{ 

As a service function, the somewhat conflicting objectives 
of the Information Systems Department are to: 

1. Assist in the full exploitation of computer resources 
throughout the organization-i.e., increase service 

2. Provide computer services at the most economical 
level for the organization-i.e., control costs of 
resources. 

Since the resource prlCwg mechanism should assist the 
Department in achieving its overall objectives, these two 
objectives are thus fundamental to the design of a specific 
pricing system. 

~\\'1ANAGEMENT DESIGN ISSUES 

Once objectives of a pricing system are specified, we believe 
that there are five major management design issues that 
must be resolved. 
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1. What computer services should be charged-out?-The 
most obvious service to be charged-out is computer proces­
sing. However, the pricing strategy is confounded by the 
mixed bag of functions performed in many mature Informa­
tion Systems Departments ,vhich include programming, 
systems analysis, management science modeling supervision, 
facilities, teleprocessing network usage, data entry, stand­
ards, forms and procedures, and messenger services. 

One of the tougher issues is hmv to handle R&D type of 
computer services. Every company has potential applications 
of computers for which it is important to keep abreast of the 
emerging technology. Point-of-sale technology is a good 
example for retail stores. The issue is how to support the 
R&D effort cooperatively when no one user would be \villing 
to bear the costs. 

Computer data bases provided another dimension to this 
issue. Computer data bases offer a potential for shifting the 
system design philosophy of computer-based systems in a 
way to better use data. The technology is emerging and the 
question is what role should the charge-out system play 
and when. 

2, O~ VJhatbasis should computer services be charged-out? 
A my raid of philosophies and interrelateabases exist Ior 
charging: 

• market price versus actual costs 
• cost recovery versus profit/loss 
• average cost versus incremental costs 
• standard costs versus actual costs 
• controllable versus full costs 

Although it is difficult to capture all the dimensions of these 
alternatives, the essence of them seem to be manifest in the 
type of responsibility center for the Information Systems 
Department, and their effect on user behavior. The responsi­
bility center issue is usually posed with the following question: 
Should the Information Systems Department have profit­
center responsibility or cost-center responsibility? Another 
way of stating the issue is whether the Information Systems 
department should be allowed to set market competitive 
prices for computer services or should they charge-out their 
actual costs. This issue often becomes influenced by the 
politics of the organization. For some managers, the idea of 
making a profit through providing an internal service seems 
inappropriate. 

3. What are the relative importance of key design parameters 
for a charge-out system? There is almost an infinite number of 
ways that charge-out systems can be designed. The general 
problem is to trade-off the extent and sophistication of 
"effectiveness" design parameters such as fairness, accepta­
bility, simplicity, accountability, timeliness, stability, com­
parability, and flexibility, with their implementation and 
maintenance costs. 

If the user (or consumer) of computer services does not 
clearly see the effects of charging on his' budget or organiza­
tional unit in general, then he won't be influcnced by the 
charges. However, even if he cieariy sees the eITed::;, there 

must be the proper incentives for him to take action in an 
intended way. These attributes can be stated in the form of 
two questions for a charge-out system. 

1. Does the charge-out system communicate? 
2. Does the charge-out system motivate? 

On the one hand, it is desirable to communicate the 
economic cost of the computer services of a user so that 
intelligent decisions can be made on the value of computer 
services relative to other resource alternatives. The economic 
costs of computer services include both the cost that the user 
directly control such as computer processing, and costs that 
he does not directly control such as operating system main­
tenance. Ideally, the user should effectively make decisions 
like whether a computer-based marketing information 
system would better serve his needs than adding more 
salesmen or increasing inventory stock. 

On the other hand, it is desirable to provide the user with 
feed-back that tends to motivate him to reassess the value of 
computer-based systems, and which contributes to developing 
an overall awareness about the nature of computer-based 
r-e-s-ourc-es~ To---accofuplishtliis, it is important-that the user-is 
cognizant of an "action-response" phenomenon. For example, 
if a user cuts out one report, he shoUld see some effect on his 
charge. If he cuts out the entire system, he should see, per­
haps, a more significant reduction in his computer charges. 
During budget reviews, he should view computer-based 
system redesign as onc alternative to becoming more efficient 
or effective. By holding the user accountable only for those 
computer-related costs that he directly influences provides an 
incentive for him to manage those costs in a similar manner 
to controllable personnel and facilities costs. 

Charging for shared computer-based applications present a 
partiCUlarly difficult problem. Shared computer-based appli­
cations have similar properties to production processes which 
give rise to joint and by-product costs. For example, a 
perpetual inventory computer-based system has potential for 
producing market-oriented product activity reports for a low 
marginal cost for system design and programming. The 
question that arises is how much should the respective 
manufacturing department and marketing department be 
charged for processing the inventory control application. 

Especially where the computer is involved, situations 
arise that are gOOQ for the company as a whole but which 
discriminant against one user in terms of cost incidence. 
For example, with emerging data base technology, it is 
generally unfair to levy the start-up costs of implementing 
data base technology to the first user. In order to prevent 
unfair discrimination against one user for decisions made for 
the good of the company, the issue of incentive pricing arises. 
Incentive pricing focuses on pricing computer services to 
effect a desired behavior on the part of the user. A familiar 
example of incentive pricing is to place a high price on every 
magnetic tape that is used relative to disk utilization in 
order to provide the user with an incentive to alter his 
progranls to use disk files rather than tape files. 
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"Many companies have struggled with and coped with the 
design issues of charge-out systems only to lose the confidence 
of users because of inconsistent charges for computer proces­
sing. The main problem has resided with multiprogramming 
environments, and now virtual memory environments. 
Stated simply, the problem is to charge the user the same cost 
\vhen he processes the same job. Experience of charging the 
user significantly different costs for running the same job 
tends to destroy the user's confidence in the computer service 
department. Eventually, the loss of confidence leads to a 
situation where the user simply ignores his computer charges. 

Attempts to solve the problem from a technical approach 
have also frequently ended up in failure. These attempts 
have engaged highly sophisticated and complex charging 
algorithms. The net result has been a charging procedure so 
esoteric as to defy virtually all comprehension by the user. 

Changing computer configurations have resulted in addi­
tional complications in maintaining consistent charging. 
Computer system configuration changes move with advances 
in the technology and changes should be frequently expected. 
Unfortunately, configuration changes have created havoc 
with many charge-out systems by causing the charges to 
users to significantly vary. More often than not, the result 
has been a loss of confidence and a tendency for the user to 
ignore computer charges. 

4. How should the charge-out system be administered? 
Central administration and policy-making are keys to 
effective use of the pricing mechanism for controlling and 
exploiting computer services. Yet there is a basic conflict for 
those Information System Departments that are given 
profit-center responsibility and must deal with user depart­
ments that are profit-centers. For the profit-center responsi­
bility approach to work in concept, the profit-center managers 
must be allowed large latitude in their (discretion). One of 
these elements of latitude of discretion is to procure services 
and resources as efficiently as possible. If more efficient 
services are available outside, the reasoning goes that the 
profit-center manager should be allowed to procure the 
services outside. 

The problem in practice is that it isn't. easy nor straight­
forward for a user to pick up his computer-based application 
and take it to an outside service bureau. One problem arises 
from the fact that most applications are designed to run on 
unique computer systems and often use shared files. A second 
problem has to do ·wi.th applications involving company 
sensitive information, and information private to the com­
pany's personnel. 

Even if it is feasible for the user to take his applications 
outside, however, a basic issue is that the expenditure to the 
outside vendor is with "real" money. If the company has 
already committed to an investment in a computer facility 
and has the capacity to serve the user, the computer facility 
investment can be undermined. This not to say that special 
cases cannot arise where it is for the good of the company to 
use outside computer vendors. A familiar example of such a 
special case is the processing of large linear progranmling 
models. The issue turns on (1) how informed the user is on 

the implications of the "going outside decision," and (2) 
sound policies to maintain the interests of the company when 
those interests are in conflict "lith the interests of an in­
dividual user. 

The steering committee has often been used to provide a 
forum for maintaining company interests and exploring 
policy-making alternatives. However, most companies have 
experienced disappointment ,,,ith their EDP steering com­
mittee. Issues such as the role of the role of the steering 
committee, make-up, and authority remain outstanding. 

.5. How should the charge-out system be used to ensure com­
puter system eificiency? In a somewhat oversimplified sense, 
the user if charged for the full cost of computer services, can 
go outside for those services, and does so, then there is prima 
facie evidence that the inside services are inefficient. Unfortu­
nately, there are so many "ifs" involved that it is difficult to 
evaluate computer system efficiency in this manner. 

There is another way. With minor adjustments to the 
accounting soft,vare integral to most operating systems, a 
great deal of information can be obtained about computer 
system efficiency. The information can be used for altering 
the computer configuration and system design techniques. 
A project carried out by the MITRE Corporation indicates 
that the IB11 Systems 11anagement Facility (S:vlF) for 
accounting of computer costs can be used to obtain much of 
the same resource utilization information currently obtained 
from hardware and software monitors. 

PRAGMATIC FACTORS INFLUEi\CING 
CHARGE-OUT SYSTE~I{ STRATEGY 

The choice of pricing strategy is likely to be bound up in 
the transfer pricing or cost allocation policies of the host 
organization for other services. For example, if there is a 
corporate accounting and purchasing activity which does 
charge out its services to divisions, the corporate computer 
activity will tend to do likewise-whether rightly or wrongly. 

The choice of str.ategy is also complicated by the organiza­
tional relationship of the Information Systems Department 
to the host organization. In other words, when the Informa­
tion Systems Department is centralized, hybrid, or de­
centralized relative to its host, it creates organizational 
boundaries across which the strategy has to operate. In 
addition, there is a growing trend to establish computer 
services subsidiaries. This raises additional issues of equitable 
pricing for internal versus external users of these services. 

The pricing strategy in all likelihood is also related to the 
basic economics of the industry of the host organization. For 
example, :MIS executives in the banking industry can 
generally make persuasive arguments for dual processor 
configurations due to the high "cost" of not closing business 
during overnight processing. Thus, daytime processing in the 
banking industry has a tendency to be "freer" than in some 
other industries. Hence, in all likelihood, their pricing strategy 
will not tend to focus on dampening the interactive load 
during the daytime hours. 

Finally, the choice of pricing strategy is related to the 
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stage of development of the EDP effort in that the objective 
of the strategy will vary from one stage to the next-i.e., at 
one point, the objective may be to cultivate users and at 
another to control cost growth of user demand. 

SUMMARY 

Our position is that the use of computer services in organiza­
tions is a resource allocation process. One way to control the 

resource allocation process is through a pricing mechanism. 
We believe that the pricing mechanism, or charge-out 
approach, is a powerful management tool for both controlling 
the use of the computer resource and engendering manage­
ment acceptance of it as an exploitable resource. We also are 
aware of the difficulties in tapping the charge-out mechanism. 
Our purpose is to identify the main design issues that must be 
resolved and coped with in order to incorporate the pricing 
mechanism into the process of mining the computer resource. 



A panel session-Accelerating information delivery 

SESSION CHAIRMAN-DON S. CULBERTSON 

Argonne National Laboratory 

Panel Members 

Dennis Elchesen-Lawrence Livermore Laboratory 
Miss Mary Ann Swanson-Evanston Township High School 
Frederick G. Kilgour-Ohio College Library Center 
Dr. Russell Shank-Smithsonian Institution 

Purpose: To describe using three example institutions, the 
potential size and scope of the library market for computers, 
peripheral units and specially designed software. There are 
literally thousands of libraries in the U.S.; public school, 
special, college, medical and law. Until recently only the 
largest institutions with large computer facilities and foun­
dation grants have been able to develop the custom made 
systems to tend to the library housekeeping, handle enormous 
inventories of books, index files of journal articles, notify 
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users of items available as fast as they are published, and 
search the small segment of the world's knowledge which is 
in machine readable form. 

The Special Libraries Association program illustrates three 
aspects of the development of library automation from the 
beginnings noted above. 

Part 1. A large specialized library developed to a high degree 
of sophistication. 

Part 2. A small library able to take advantage of the com­
puter hardware and systems staff of its parent organi­
zation (which itself may not be very large). Interest 
and opportunity lead to a library highly automated 
for its type. 

Part 3. A consortuim of various sized libraries receiving on­
line services from their center. Most of the smaller 
members could not have afforded the system develop­
ment costs. 

Part 4. Question moderator and program summary. 





A panel session-Certification of computing personnel: 
prospects and potential impact 

SESSION CHAIRMAN-FRED H. HARRIS 

Univer~ty of Chicago Computation Center 
Chicago, Illinois 

Panel Members 

Robert N. Reinstedt-The Rand Corporation 
Donn B. Parker-Stanford Research Institute 
William J. Horne-Boston College 
H. R. J. Grosch-Computerworld 

CERTIFICATION OF COMPUTING PERSONNEL­
PROSPECTS AND POTENTIAL IMPACT-FRED 
H. HARRIS 

Sociologists have identified key attributes of profes­
sionalism by studying vocations which are widely recognized 
as professions. These include, among others, a high standard 
of skill and knowledge; public reliance upon the standards of 
its practitioners, and the observance of an ethical code. 

Moreover, a look at the history of the traditional profes­
sions, such as medicine and law, as well as younger groups 
such as accounting, has yielded identifiable trends which 
mark a vocation as an emerging profession. For example, 
ongoing activities for the development of organized, formal 
training at advanced levels and associated testing require­
ments, usually fostered from within organized groups of 
practitioners, denote a change from trade to profession. 
Another such activity is the establishment, and peer group 
enforcement, of codes of conduct. 

Thus, major segments of the computing industry's work 
force can be considered to be an emerging profession. But 
trend lines are not conclusive nor well established. Key 
questions remained to be answered, and the panel today will 
focus its attention on certification. Do we wish to be? Do 
we have the tools to do so in an effective way? What will be 
the impact as we proceed? 

TECHNIQUES OF EFFECTIVE TEST 
DEVELOPMENT-ROBERT N. REINSTEDT 

There are established acceptable guidelines that must be 
met in developing tests for general use. If these guidelines 
are not adhered to, the tests will not be able to gain ac­
ceptance, and if challenged will be fo'und to be non-usable. 
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Four areas are of prime concern to test developers today. 
Reliability, validity, non-compromised tests, and tests that 
are free from cultural! ethnic bias. 

Although actual construction of tests and test questions 
may seem considerably more complex, and refining the 
instrument requires tedious and sophisticated attention, the 
four areas mentioned above are the real crux of test 
development. 

Because of the importance of these criteria, professional 
psychometricians have incorporated methods aimed at 
satisfying the criteria as a standard function of test 
development. 

As tests and testing meet with more opposition, and are 
being questioned as never before, it becomes essential to 
produce tests that do exactly what they purport to do and 
do it equitably for the entire population exposed to the 
testing procedure. This holds true whether one speaks about 
tests used for selecting college students, graduate school 
admittance, job selection, certification or any other form 
whereby lives of individuals are affected as a result of the 
outcome of some type of examination designed for general 
use. 

PROFESSIONAL CERTIFICATION AND THE 
IMPACT ON THE INDIVIDUAL PRACTITIONER­
DONN B. PARKER 

Certification is one more step in providing the practitioner 
with the feeling that he really belongs to a profession. He is 
separated from the identity with technicians and with other 
professions. But we can ask what is the size and range of 
performance of this profession when it is finally achieved? 
Will most programmers be relegated to technician levels? 
Will application programmers identify with their applica­
tions areas as higher level languages reduce the need for 
today's programming expertise? The shift to special interest 
groups within ACM and the Computer Society may be an 
indication of this. What will a certification requirement for 
membership in ACM do to its total membership? It doubled 
the size of the British Computer Society overnight. Will 
certification in the future have little or no more impact than 
it currently has? Will licensing requirements be legislated 
and change this situation? Why be certified?-Lots of 
questions to be answered only by trying it. 
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CERTIFICATION AND ITS IMPACT ON 
MANAGEMENT-WILLIAM J. HORNE 

We define management in the usual textbook manner as 
those activities which involve "planning, organizing, ac­
tuating, and controlling." I prefer the less formal definition: 
"the art and science of getting meaningful work done through 
people." Within this latter definition, I believe, we shall find 
the major impact on management that certification of 
computer professionals will come to have. 

Currently, management really has no definitive 'scientific' 
method for determining the quality and capacity for mean­
ingful output of computer-oriented people. The present 
method, then, is to try them-the practitioners-one after 
another, until at least a satisfactory performer is found. 

For certification to successfully and beneficially impact 
management, it must identify uniquely the above-average 
programmer, the above-average management scientist, the 
above-average information systems manager, etc., especially 
in terms of productivity. 

Management desperately needs computer specialists who 
recognize the central economic issue of scarcity. It desperately 

needs computer specialists who "feel," with the behavioral 
scientist, the importance and significance of the human 
element with all its ramifications. 

If certification succeeds in providing a handle on choosing 
people with these characteristics, it will affect management 
practices profoundly in the next several decades. We shall 
address this impact as thoroughly as time allows. 

IMPACT OF CERTIFICATION ON THE 
COMPUTING INDUSTRY-H. R. J. GROSCH 

For many years we have seen youngsters recruited out of 
academic dens of computer science and put to work in systems 
programming teams, with no evidence of practical know-how 
and no demonstrated general ADP skills. It will be greatly 
beneficial to the software industry, and to the software part 
of the hardware industry, to have a possible filter. 

At the sales end, vendors are always being asked to 
recommend personnel to customers. Certification makes the 
process safer. And in a venue as diverse as the computer 
industry, a common experience, a shared area of discourse 
helps internal o~~anization and understanding. 



A panel session-Large information processing networks: 
development and operational experience 

SESSION CHAIRMAN-HOWARD FRANK 

Network Analysis Corporation 

Panel Members 

Davis McCarn-National Library of Medicine 
Richard Sprague-Payment Systems Inc. 
M. U. Ayres-Boeing Computer Services 
John Perra-Aetna Life & Casulty 
George Feeney-General Electric Company 
Morton Blanchard-National Association of Securities 

Dealers 

OVERVIEW 

By 1980, 70% of all computers may be connected to 
terminals via extensive communication facilities. Information 
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processing networks will influence nearly every segment of 
our economy with applications ranging from remote com­
puting to credit verification and electronic funds transfer. 
The builders of these new networks will be faced with a host 
of problems such as selecting new devices, vendors, and 
common carrier offerings and operating systems in environ­
ments where multiple component failures are common. This 
session, whose panelists are experts in the art of making 
networks work, will address the problems encountered in 
building and operating large networks. 
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A panel session-Digital communications on cahle systems 

SESSION CHAIRMAN-WILLIAM F. UTLAUT 

u.s. Department of Commerce 

Panel Members 

Peter M. McManamon-U.S. Department of Commerce 
Hubert J. Schlafly-TelePrompter Company 
Friend Skinner-MITRE Corporation 
S. S. Tyler-Singer Company 

OVERVIEW 

Three technologies-digital transmission, computers, and 
cable systems-offer opportunities to meet the growing and 

diverse needs for high volume and rate of data and infor­
mation transfer required by society for business, education, 
entertainment and crime reduction. Panelists will discuss 
technical and economic factors, and their priorities, associ­
ated with integrating these technologies, and others, to pro­
vide services such as electronic mail, banking, retail market­
ing, work and learning at home, surveillance and others. 



A panel session-Information systems for ambulatory care 

SESSION CHAIRMAN-ANTHONY I. WASSERMAN 

University of California 

Panel Members 

William Cass-Massachusetts General Hospital 
Jerome H. Grossman-Massachusetts General Hospital 
Alfred H. Garratt-HEW 
William V. Glenn, Jr.-Massachusetts General Hospital 
Gerald A. Giebink-Health Care Management Systems 

OVERVIEW-ANTHONY I. WASSERMAN 

Until recently, most medical information systems were 
developed for use in hospitals, despite the fact that the 
majority of health care is given in clinics and physician's 
offices. There are several reasons for this situation, including 
the following: 

(1) the nature of acute care implies a more urgent need 
for communication. of information among health 
professionals; 

(2) there is a greater volume of data collected on inpatients 
than on outpatients; 

(3) there are larger sums of money per encounter in­
volved, tending to make information systems more 
economical. 

Within the past few years, however, the cost reduction in 
computer hardware, the increasing volume of paperwork in 
the medical field, and the advent of very large clinics have 
combined to make development of information systems for 
outpatient settings much more feasible. 

Several such systems have become operational and more 
are presently under development. The earlier systems 
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emphasize medical information and contain a subset of the 
patient's medical record, including a summary of the patient's 
most recent visits, a list of current problems and diagnoses, 
a list of current medications, and the most recent results of 
any laboratory tests. As the systems have become more 
sophisticated, more information of an administrative nature 
is being added, including patient visit scheduling, economic 
analysis of ambulatory care, utilization and membership 
statistics for clinics, and quality of care assurance. 

There are a number of problems which must be overcome 
in the design of information systems for ambulatory care, 
including: 

(1) disagreement over the content and format of the 
abbreviated ambulatory medical record; 

(2) creation of a system which is cost-effective in terms of 
reduced provider time, hardware costs, software 
development costs, system reliability, and ongoing 
maintenance costs; 

(3) development of a system which is flexible enough to 
evolve gradually as information needs and computing 
technology change; 

(4) design of a man-machine interface which is acceptable 
to the providers who will use the system; 

(5) difficulty in satisfying both medical and management 
needs in an information system. 

Successful implementation of these outpatient information 
systems can result in improved quality of health care through 
better continuity of care and a superior ability to practice 
preventive medicine, while at the same time providing a 
management tool which can effectively control the costs of 
medical information processing. 
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A panel session-Terminal hardware and methodology 
in hospital information systems 

SESSION CHAIRMAN-STANLEY E. JACOBS 

American Hospital Association 

Panel Members 

Lou Phillips-Chairman of the Board, Medelco, Inc. 
Marion J. Ball-Director, Health Sciences Center Computer 

Systems, Temple University 
John W. Anderson-Administrator, Tabernacle Community 

Hospital and Health Center 

OVERVIEW-STANLEY E. JACOBS 

Opening comments will define the term "hospital informa­
tion systems" (HIS). Two levels of HIS will be described­
first the level of HIS wherein the computer is used primarily 
as a data collection and message switching device; second the 
level where the computer also maintains a data bank of 
patient information and assists in the scheduling and con­
trolling of activities of the hospital. 

Today there are approximately twenty vendors of HIS. 
Each vendor utilizes terminals unique to HIS system. 
Qualitative differences exist not only in the hardware, but in 
the data entry strategies and in the types of personnel for 
whom the terminals are intended. 

Assisted by visual aids, there will be a description and 
discussion of the terminals of each vendor and the meth­
odologies utilized for data entry and retrieval. Finally, a 
hospital administrator will discuss his ideas concerning the 
value of HIS t-o theshort-t-erm; . gen-eralhospital. 

Dr. Jacobs will describe the needs for HIS, the HIS 
objectives, and the features which enable systems to achieve 
the HIS objectives. Vendor system versus in-house develop­
ment will be discussed. The rapid entry of vendors into the 
market-place will be pointed out, together with similarities 
and differences between vendor systems. Finally, a distinction 
will be made between the "data collection/message switching 
type of HIS" and the "total HIS". 



A panel session-Computer algorithms for analyzing patient data 

SESSION CHAIRMAN-JONATHAN CLIVE 

Duke University 

Panel Members 

Lee B. Lusted-University of Chicago Medical School 
Casimir Kulikowski-Rutgers University 
T. AllanPryor-Latter-Day Saints Hospital 
Discussant-Bruce 1\tlcCormick-University of Illinois-

Chicago Circle 

OVERVIEW-JONATHAN CLIVE 

This topic deals with the computer-assisted evaluation of 
the questions of which several alternative diagnostic states 
might apply to a particular patient. Weare also concerned 
here with the choice of therapy once a disease presence has 
been established. The computer-assistance scenario of this 
type must take into account both the types of diseases for 
which it is being instituted and possibly large amounts of 
patient data. 

AN OVERVIEW OF COMPUTER-ASSISTED 
CLINICAL METHODS-LEE B. LUSTED 

The clinical process often requires the physician to make 
decisions based upon a large volume of diverse information. 
Whether these decisions are of a diagnostic, therapeutic, or 
prognostic nature, the utilization' of computer-assisted 
decision-making techniques can be of substantial service to 
the clinician. This discussion considers the general require­
ments of a computerized probabilistic information processing 
(PIP) system within the clinical framework, and directs 
attention to the following points: 

(1) Accessibility and utility of the PIP system in terms of 
physician-computer interaction; 
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(2) The use of subjective diagnostic probabilities as input 
for the PIP system; 

(3) Use of a PIP system for patient-management and 
choice of therapy. 

A SYSTEM FOR COMPUTER-BASED MEDICAL 
CONSULTATION-CASIMIR KULIKOWSKI 

To feel confident in using a consultation program, the 
practitioner must be able to understand the methods under­
lying the computer's decision-making capabilities, and know 
the scope and structure of medical knowledge upon which 
these methods rely. In some fields of medicine a structure of 
statistical association among clinical findings may be appro­
priate. However, a consultation program that attempts to 
include the knowledge of expert consultants in a field must 
include information on the anatomy, physiology, pathology, 
and therapy of the disease groupings for which it is designed 
to be effective. 

A major problem consists of structuring this knowledge so 
that it can be used efficiently for diagnosis, prognosis, and 
therapy. It is unusual for traditional biomathematical models 
to be applied directly as a basis for clinical decision-making 
because of their excessive detail appropriate to the laboratory 
but not to clinical situations. What is required is a descriptive 
model of disease processes that can serve as a basis for the 
logical interpretation of clinical findings, supported, when 
possible, by more detailed models of physiology and func­
tion. A consultation system based on a descriptive, assa­
ciational, and causal model of disease has been developed and 
applied to problems' of glaucoma. The system provides 
recommendations on the management of patients, together 
with explanations of its reasoning in terms of the model of 
disease. Alternative models can be developed to incorporate 
differing opinions and emphases of specialists in the 
field giving the system flexibility and greater scope of 
interpretation. 
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A panel session-Computer-simulations of aspects of· the 
diagnostic process 

SESSION CHAIRMAN-MAX A. WOODBURY 

Duke University 

Panel Members 

Richard Friedman-University of Wisconsin 
David Gustafson-University of Wisconsin 
Jonathan Clive-Duke University 
Discussant 
Max A. Woodbury-Duke University 

OVERVIEW 

This session discusses research related to study of the 
diagnostic process using computer-assisted methods, and 
from a perspective that is not necessarily disease-specific or 
decision oriented. Some of this research concerns itself with 
the detection of latent diagnostic and prognostic groups, as 
well as the study of diagnoses evaluated by physicians on 
computer-simulated patients. 



A panel session-The use of computers for instruction and 
administration in elementary and secondary education 

SESSION CHAIRMA...l\J-SYLVIA CHARP 

Sclwol District of Philadelphia 

OVERVIEW 

The use of the computer in education, especially in ele­
mentary and secondary education, has already made an 
impact. The number of school systems using computers for 
both administrative and instructional applications is grmv­
ing. Questions, however, are still being raised, which require 
sharing of experiences by educators. When and for what 
applications can the same hardware be used for both ad­
ministrative and instructional purposes, 1\Then and is it eco­
nomical to buy time from time-sharing company, or when 
and how best to use stand-alone minicomputers require 
careful study. The objectives and needs of the individual 

1027 

school user or school system must be stated and then specifi­
cations given to the manufacturers so that these objectives 
can be met as manufacturers become more and more aware 
of the many uses of computers, especially in instruction, 
hardware may be built which satisfy the particular needs of 
education. The problem of training for administrators and 
teachers cannot be overlooked. Administrators and teachers 
need to know how to use effectively all the additional in­
formation made available. Also, the changing role of the 
teacher as the computer becomes the dispenser of informa­
tion, needs to be understood. Manufacturers, educators, 
regional laboratories, private companies must all work to­
gether in this endeavor. 
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A panel session-University computer curricula 

SESSION CHAIRMAN-DICK B. SIMMONS 

Texas A&M University 

Panel Members 

Edward J. McCluskey-Stanford University 
Aaron Finerman-State University of New York 
M. L. Dertouzos-Massachusetts Institute of Technology 
Jurg Nievergelt-University of Illinois 

OVERVIEW 

.. The status of university computer curricula will be dis­
cussed and recommendations of how university computer 

curricula can be improved in the future will be presented. 
The panel will discuss how universities can better meet 
critical needs of industry, business, and government in the 
various areas of information processing. With the advent of 
minicomputers, on-line computing, computer aided instruc­
tion and the rapid growth of data processing, the emphasis 
in computer curriculum has changed and some of the earlier 
ideas should be updated .. 



A panel session-Computer education for managers 

SESSION CHAIRMAN-JA..."\1ES E. OBERG 

DOD Computer Institute 

Panel Members 

Jack Butler-DOD Computer Institute 
Bernard F. King, Jr.-IBM Corporation 
Stephen Ruth-U. S. N"avy 

OVERVIEW-JAMES E. OBERG 

Data processing is still a specialized trade, carried out by 
specialists. They talk to each other in a private jargon. They 
do not as a rule encourage outsiders to try to understand their 
craft. 

For computer use to change from a craft practiced by a 
sel~ct guild to an aspect ot twentieth century technology 
available to all (like telephones, television, automobiles), the 
concepts of computers must be made understandable to the 
non-technical people who need computing power. 

Up to now, computer education has concentrated on uni­
versity training curricula for future members of the guild. 
For the rest of the population, their education-or mis­
education-comes from newspapers, science fiction movies, 
telephone billing errors, etc. 

Today, all kinds of people are face to face with computers. 
Their efficient utilization of available computer power de­
pends on how well they understand what computers can and 
cannot do. 

Standing between them and this efficient utilization is a 
"computer mystique," a modern mythology of the machine. 
This mystique, with its misconceptions and mysteries, is the 
result of the popular press, movies, and real world experience 
with computerized systems. The "mystique" was also to a 
large extent encouraged by members of the computer fra­
ternity themselves. 

Computer power can be extremely useful in the difficult 
and crucial problems faced by decision-makers. Managers 
and executives can use computer information systems to help 
get the right information at the right time to enable them to 
make the right decisions. The manager has got to allocate his 
resources among contending demands to get the optimal 
results in the end. 

Efficient computer use in management has suffered from 
many factors. For example: 

1. Misconceptions about the capabilities and lirnitations 
of computer systems. 
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2. Not enough attention to the information system which 
is to be serviced by the computer. 

3. Not enough attention to the organization and human 
implications of computer systems. 

4. Naivete regarding the work and talent required at all 
organization levels to develop, design, and maintain a 
truly effective computer system. 

Misconceptions can be based on an overestimation of a 
computers power, or a refusal to concede that a computer 
has any real application in the "real world." Hope, fear, 
love, hate, the entire spectrum of human emotions all have 
been directed toward computer systems. 

How can the functional manager in executive and admin­
istrative positions learn to use the power which computer 
systems can give him? This session will examine several 
introductory orientation educational programs now in exist­
ence. Their purpose is to educate the non-technical functional 
manager with regard to computer potentials for his or­
ganization. 

COMPUTER EDUCATION FOR ADMINISTRATIVE 
MANAGERS-JACK BUTLER 

Background-The Defense Department established in 1964 
the DOD Computer Institute (DODCI), whose purpose was 
to conduct computer orientation and introductory courses 
for government executives who had no previous computer 
experience. DODCI has a staff of 25 instructors and is lo­
cated in downtown Washington, D.C., in the Washington 
N avy Yard. Courses are offered both in Washington and 
on-site where any government installation requests them. 
More than 3000 students per year receive their first serious 
computer orientation from DODCI. 

Objectives-The two-week orientation course is designed to 
provide an educational background for high level manage­
ment personnel, both military and civilian, who have re­
sponsibilities involving general-purpose digital computer 
systems but who have had little or no previous orientation 
in automatic data processing. 

The specific course objectives are: 

A. To provide knowledge of the fundamentals of com­
puter hardware and software, including their charac­
teristics, capabilities and limitations. 
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B. To introduce essential computer system development 
concepts with related planning considerations. 

C. To familiarize the student with the necessary com­
puter and ADP terminology in an effort to close the 
commu~ications gap between management and the 
computer specialist. 

D. To introduce basic quantitative techniques and their 
application in the area of management science. 

E. To provide a basis from which the student can pursue 
further individual study. 

Course Description-The course covers computer capabili­
ties, limitations and applications to include key concepts and 
planning factors for instituting new computer systems or 
improving existing systems. Each course provides computer 
"hands on" experience through laboratory work with a small 
digital computer, and with computer terminals in a time­
sharing environment. Guest lecturers complement the theory 
and principles taught by the instructor staff. Upon conclu­
sion of the course, the student has a sound basis upon which 
to add further computer knowledge, and he can well appreci­
ate the potential of today's digital computer systems. 

ResuUs--DODCl's--experience ·with-eciucatiohof--h-6ii­
technical management personnel indicates that two weeks of 
full-time instruction and lab work is indeed sufficient to over­
come the "computer mystique," the psychological barrier 
which is the main cause of inefficient· use of computer re­
sources today. Students are enthusiastic about the course. 
The demand for this service among all branches of the mili­
tary and government continues to grow. 

EDUCATING THE NON DATA PROCESSING 
EXECUTIVE-FACT AND FANCY­
BERNARD F. KING, JR. 

The proposed 45 minute lecture is based upon our past 
two years of experience in educating IBl\f customer execu­
tives. The dimension of the effort during that period was 
2500 executives who attended 10,000 days of instruction. 

During that period radical changes ,vere introduced in 

executive education. These changes reflected the pressure 
that on-line, interactive, data base system appear to impose 
upon an organization. Specifically the major topics are: (a) 
organizational planning (b) strategic management role (c) 
user management/DP management contention (d) tech­
nology in the organization. The lecture will explore why 
these changes occurred and the instruction content. 

Throughout the lecture, the older Executive Computer 
Concepts education will be contrasted with the newer 
approach. 

Finally a control group of 15-20 chief executive officers 
will be followed from completion of their education program 
through the next 6 months to measure the actual benefit, if 
any, that occurred to the organization for a one week invest­
ment of the CEO's time. 

A BUSINESSMAN'S APPROACH TO THE 
DETERMINATION OF THE VALUE OF 
EXECUTIVE LEVEL EDP COURSES­
STEPHEN RUTH 

This presentation defines some of the major evaluative 
issues which are involved in executive courses in EDP tech­
nology. ~fany of the traditional measurements for effective­
ness of an adult educational experience are found to be un­
suitable. The major emphasis is on clarifying what should be 
the goals of a course of this type and, more importantly, an 
elaboration of some proposed methods for evaluating whether 
goals are in fact achieved. One aspect of this discussion which 
is somewhat counter intuitive is the fact that an executive's 
satisfaction or pleasure with the course, its surroundings, and 
its instructor frequently constitute a neutral and occasion­
ally an inverse indicator of the real value of the course. Data 
based on a factor analysis technique is presented to develop 
this point. 

Since the use of these courses is an expensive cost element 
in executive development and education, a cost-based evalu­
ation system, which takes into consideration the real, as 
opposed to apparent, value of executive EDP courses is 
proposed. 



A panel session-C-COMP-COPICS-Communications oriented 
manufacturing plan: ~~A paper-less factory approach" 

SESSION CHAIRMAM-THEODORE A. BAKALAR 
IBM Corporalion 

Panel Members 

Theodore A. Bakalar-IBM Corporation 
Dennis Sears-IBM Corporation 

CONTROL of manufacturing shipping schedules and costs 
implies there is control over the manufacturing process. 
Very often production control does not have the capability to 
control the execution of the manufacturing plan. Lack of 
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control is Jargely because of the information environment 
that exists. Two problems are very apparent-the vast 
amount of paperwork on the plant floor and the untirrieliness 
of its information. A plant floor communication system can 
help solve these problems. 

The "shop packet" is YESTERDAY'S roadmap! 
This session will take a close look at C-COMP (COPICS­

Communication Oriented Manufacturing Plan) as a new 
systems approach in the areas of receiving, inspection, ma­
terial handling, stockroom, order release, labor reporting and 
dispatching to address the paperwork problems and provide 
a tool to help control the manufacturing process. 



1032 

A panel session-Problems, perils and promises of computer graphics 

SESSION CHAIRMAN-LAWRENCE ROSLER 

Bell Telephone Laboratories 

Panel Members 
James D. Foley-University of North Carolina 
John B. Macdonald-Western Electric Company 
H. G. Marsh-Raytheon Company 

OVERVIEW 

For many years, profitable large-scale use of computer 
graphics has been "just around the corner." The panelists, 

representing industrial users, system developers, and uni­
versity researchers, will present divergent views on what is 
required for the promises finally to be fulfilled. These views 
range from coding in tailored machine language to writing 
transportable programs in a high-level language. An open 
discussion, with audience participation invited, will follow. 



A panel session-Numeric control machine tool technology and 
applications 

SESSION CHAIRMAN-DR. JAlVIES WARNER 
Northern Illinois University 

Panel Member 

Dr. Ronald L. Boase-CAM-I, Inc. 

PART FAMILY CODE?-DR. RONALD L. BOASE 

The problem of constructing a part family code for identi­
fying parts having "similar" process plans is considered. The 
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basic emphasis is on the role the part family code plays in 
relating descriptive information on the part to its process 
plan. The use of the typical digital structure of a part family 
code restricts the ability for representing this relationship 
accurately. Self-learning computer algorithms which express 
this relationship in functional form replaces the need for a 
part family code. Code identifiers labeling parts having simi­
lar process plans can then be more beneficially used. 
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A panel session-Manufacturing information systems 

SESSION CHAIRMAN-EARL GOMERSAL 

Motorola, Inc. 

OVERVIEW 

New eras of increased productivity and profits through 
advanced Manufacturing Infonnation Systems-the great 
nonsequitur. Far from fulfilling years of advanced publicity 

and still resistant to new technologies, more economical 
devices, and a host of new optimizing gadgets, total systems 
answers to manufacturing problems continues to be .the 
elusive "brass ring" for the adventurous and a Waterloo for 
those who have been given the resources to make it happen. 

Dealing with manufacturing imperfections requires im­
perfect solutions. If that fox is not lost in the hunt, the next 
decade can be a promise fulfilled. Manufacturing Infonnation 
Systems need not be limited to "mechanized tradition." A 
down to earth analysis of "do differentlys" will be presented. 



A panel session-Shop floor control 

SESSION CHAIRMAN-J. O'TOOLE 
Mid America Corporalion 

Panel Member 

James A. O'Toole-Mid America Corporation 

SHOP FLOOR CONTROL-JAMES A. O'TOOLE 

Controlling the factory environment will significantly in­
crease productivity. Efficient coordination of jobs with man 
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power and machines increases output and income. The Com­
puter, if it is properly used, provides the capability for coordi­
nating the elements of the factory floor more efficiently than 
manual systems. 

Mr. James A. O'Toole, Vice President of Mid-America 
Computer Corporation, will address this subject in a practical 
manner based on installation experiences. 
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A panel session-What manufacturers would like to see 
happening in point-of-sale 

SESSION CHAIRMEN-GERALD T. 
MONTGOMERY 

J. C. Penney Company 

and 

VERNON L. SCHATZ 

Jewel Companies, Inc. 

Panel :Members 

-Michael ::.\lcHale-UNITOTE--
Samuel Harvey-Singer Business ::'\lachines 
~L G. Tomlin-IBM 
Richard Simon-Sweda International 
Joseph Vale-American Regitel 
Richard Fried-National Cash Register 
W. E. Carey-IBM 
John King-Electronic Store Information Systems 
Ralph Canada-National Cash Register 
John Ineson-8inger Business :'IIachines 
Terry White-Sperry-UKIVAC 
Fred Bialek-~ational Semiconductor Corporation 

OVERVIEW 

--Implementation of electronic-Point--of-Sale (POS) Systems 
is still in its early stages, so many of the potential benefits 
are still untapped. 

This is one of four sessions (two each in Retailing and 
Distribution) in which POS manufacturers will describe the 
approach they have developed and the improvements in 
store operations their systems will make possible. 

These sessions should be of interest to anyone concerned 
with the future direction of POS. 



A panel session-Point-of-sale systems for supermarkets 

SESSION CHAIRMAN-VERNON L. SCHAATZ 

Jewel Companies, Inc. 

Panel Members 

Vern Sdhaatz-Jewel Companies, Inc. 
Doug Brookings-Schnuck Markets, Inc. 
Dan Minter-SAMI 
Ron Low-Jewel Companies, Inc. 
Lee Paulson-Allied Supermarkets, Inc. 
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OVERVIEW 

The session on Point-of-Sale Systems will be primarily 
concerned with supermarket operations. It will emphasize 
live experience in the use of such systems. Discussions of 
current experience will be complemented by discussions of 
the anticipated impact of the Uniform Grocery Products 
Code (UPC) and scanning. 
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A panel session-Transferability of government information systems, 
problems and solutions. Is it cost effective? 

SESSION CHAIRMAN-VERNE H. TANNER, JR. 

NASIS 

Panel Members 

James J. Trainor-Department of H.E.W. 
Nelson A. Howell-N A8IS 
Charles D. Trigg-IBM Corporation 
Harold O. Casali-Department of Finance and Adminis­

tration 

OVERVIEW 

One of the most significant challenges facing state infor­
mation coordinators today deals with the ability or lack of 

ability to make use of the proven concepts of systems de­
veloped in other jurisdictions. The panel will attempt to 
develop a definition of the word "transferability," to outline 
the restraints and pitfalls which prevent a successful transfer 
and to suggest ideas and methods which can avoid these 
problems. While specific examples presented by the panel 
will deal with state activities, their problems and solutions 
should be of importance not only to all levels of government 
on a horizontal plan, but also to all levels of government on 
a vertical plan. 



A panel session-Federal activities in information processing 

SESSION CHAIRMAN-JOHN GENTILE 

Panel Members 

Assistant Postmaster General-U.S. 
Postal Service 

Kenneth W. Hunter-U.S. General Accounting Office, 
General Management Studies Division 

Clark R. Renninger-U.S. Department of Commerce, 
National Bureau of Standards 

Gordon Yamada-Office of Federal Management Policy 

OVERVIEW 

Discussion and presentation of responsibilities of various 
federal agencies as they relate to the federal establishment, 
intergovernmental relations and the private sector in the 
area of information processing, especially that of the General 
Accounting office, the General Services Administration and 
the National Bureau of Standards in carrying out their 
missions. 
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A panel session-Law enforcement-Do the systems really provide 
the information and safeguards promised? 

SESSION CHAIRMAN-GLEN E. POMMERENING 

u.s. Department of Justice 

Panel Members 

Howard Bjorklund-Department of Justice 
Melvin F. Bockelman-Kansas City Police Department 
Alan A. Hamilton-REJIS 

OVERVIEW 

--Law -Enforcernent--"-An -updating of the-advances made in 
providing information for the management of law enforce-

ment and problems still facing these activities and the re­
sources being brought to bear on their solutions. 

Over the past year several new and very successful infor­
mation systems have come "alive" throughout the country. 
While at the same time questions have been raised as to 
whether the systems have really provided the type of infor­
mation required and/or contained the safeguards which were 
promised. 



A panel session-Security, privacy and the information processing 
system 

SESSION CHAIRMAN-KENNETH ORR 

Langston-Kitch and Assoc. 

Panel Members 

Jerry Hammett-Department of Defense 
Daniel B. MaGraw-Department of Administration 
Andrew O. Atkinson-PROJECT CLEAR-Regional 

Computation Center 
Mark Gitenstein-Council Subcommittee on Constitutional 

Rights, U.S. Senate 

OVERVIEW 

With the publishing of the report of the Health, Education 
and Welfare Secretary's Committee, "Records, Computers 
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and Rights of Citizens," on personal data systems the ques­
tion of the individual's right· to privacy and methods of 
securing this right have taken on even greater importance 
to the information processing committee. The panelists will 
attempt to define security and privacy and to draw the 
distinction which makes them both severable and related. 
In the past it has been a contention that security of systems 
is a panacea to the protection of privacy. It is the contention 
of some of the panelists that this is not necessarily the correct 
assumption. 
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A panel session-Venture capital for computer companies 

SESSION CHAIRMAN-ROBERT F. JOHNSTON 

J ohnslon Associates 

Panel Members 

John Doede-First Chicago Investment Corporation 
Edgar Jannotta-William Blair & Company 
Gene Amdahl-Amdahl Corporation 
Moderator 
Robert F. Johnston-Johnston Associates 

OVERVIEW 

This session will eXplain the factors investors take into 
consideration in evaluating venture capital investment. In-

vestors are primarily interested in the management of the 
company, their previous performance, and their program 
for implementing their current business plan. 

Conversely, we will also discuss the characteristics the 
management should look for in their investor. The investors 
should be experienced in venture capital, be aware of the 
risks and willing to work with the company. 

We will also discuss the different types of financings­
private placement and public offerings. The dramatic ups 
and downs of the stock market over the past several years 
~ave leftthe management of many small computer companies 
thoroughly confused regarding the criteria for investment. 
We hope to eliminate some of this confusion. 



A panel session-The auditor/EDP manager relationship 

SESSION CHAIRMAN-NOEL ZAKIN 

A ICPA 

Panel Members 

Richard J. Guiltinan-Arthur Anderson & Co. 
Everett C. Johnson-Haskins & Sells 
Richard D. Webb-Touche Ross & Co. 

OVERVIEW 

The auditor and EDP operating personnel have many 
areas of mutual interest. More effective communication will 
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enable both auditors and data processing professionals to 
better discharge their respective responsibilities. The audi­
tor's responsibilities, his role in an EDP environment, the 
need for mutual cooperation and planning, the impact of 
advanced systems and the use of audit software will be 
among the topics discussed. The AICP A's responsibilities 
and· activities in the ED P area will also be considered. 





A panel session-Hardware and software concerns 
relating to industrial pr~cesses 

SESSION CHAIRMAN-HENRY R. KOEN 

OVERVIEW 

Software development is the major concern in the delivery 
of industrial process control. This session will examine key 
guidelines in hardware and software that effect success. Six 
papers ,vill be presented in a vi,-orkshop atmosphere virith 
statements likely to draw fire. This blue ribbon panel of 
speakers will then be required to defend their theory and 
discovery. High attendee interaction is anticipated. 

System software for real time systems and the unique 
control and application programs necessary to satisfy user 
requirements are examined. Typical industrial data acquisi­
tion and control systems are presented to characterize 
control and application software for data collection, proces­
sing, storage and retrieval. The approach is segmented into 
areas of currently high activity. 

DIGITAL CONTROL ALGORITHMS-DESIGN 
AND APPLICATION CONSIDERATIONS­
CHARLES W. ROSS 

Many of the same functional design considerations required 
for an analog controller are properly applied to digital con­
troller design. This presentation examines requirements 
beyond normal controller functions such as proportional, 
integral, derivative, feedforward, and compensating control 
to also examine practical design considerations such as: 
initialization, bumpless transfer, antiwindup provisions, 
limiting conditions, man-machine interface, accuracy limita­
tions, dead bands, bandwidth and range selection. This 
controller permits considerable flexibility for conventional 
applications and allows the selection of various control 
options. Examples of hierarchically interfacing the controller 
to other, possibly more sophisticated, levels are presented, 
including parameter and error adaption, model feedforward 
and feedback, and economic optimization. 

PROGRAM LANGUAGE SELECTION­
JOHN E. PEYTON, JR. 

Programming languages express problems in terms familiar 
to the user and are also machine translatable. Commonly 
used languages have been widely accepted because they 
express "ide ranges of problems in a few fundamental modes. 
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But these modes are often cumbersome or inadequate for 
expressing process control problems. Several attempts have 
been made to overcome this but no widely accepted means has 
yet been developed. Selection of a programming language for 
process control involves thorough analysis of the char­
acteristics of the intended application and familiarity with 
the characteristics of available languages. Several current 
efforts are attempting to identify fundamental characteristics 
required of process control language and means of language 
implementation, especially for minicomputers. 

INPUT-OUTPUT SOFTWARE REQUIREMENTS FOR 
PROCESS CONTROL-RICHARD F. THOMAS, JR. 

The designer of a process I/O system should be prepared to 
apply a variety of techniques in order to produce a system 
well suited to the needs of the application. At the level of 
acquisition of data one must consider the merits of main­
taining data banks versus direct acquisition of data on 
demand from application programs. There are usually 
several different needs for identification of process signals and 
devices. Especially, the interests of process control applica­
tions and control system maintenance and diagnostics may 
be sufficiently different to justify two levels of interface to 
process I/O devices. Generally at the highest level interface 
one would prefer to refer to signals by name, or perhaps 
logical unit number, regardless of the physical process in­
volved in acquiring or sending data. The definition of these 
software interfaces and the transformations of both references 
and data which are associated with them can have an impor­
tant impact on both the efficiency and utility of a control 
system. 

MICRO COMPUTERS IN INDUSTRIAL 
PROCESSES-RONALD P. ROBERTS 

For this new and booming technology, terminology must 
be clarified before we draw analogies on the evolution of small 
and very small computers. Some must even be considered 
extremely small. 

The MICRO PROCESSOR and LSI computer in systems 
and industrial process control applications are first treated 
from a technical viewpoint, then in terms of economics and 
the role of manufacturers, OEM's and end-users. Like"ise a 
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treatise is to be opened on programming and software con­
siderations. Questions will be raised on scope, responsibility, 
support and industry standards. 

Thinking and discussion will be stimulated with comments 
on the future; markets, applications proliferation of manu­
facturers: Pitfalls and Advantages. 

DATA HIGHWAYS-DALE W, ZOBRIST 

Data highways are used to connect a sundry of input 
devices with computers. For industrial control applications 
these highways must often handle large volumes of data over 
considerable distances. Serial data path technology developed 
during the past decade is being applied to many industrial 
control systems today. In addition to the obvious wire and 
installation cost reductions, serial data highways can help 
reduce the risks often associated 'with large industrial in­
stallations. Various parallel and serial highways ,vill be 

discussed, along with existing and proposed standards for 
such highways. 

MAN/MACHINE CONSIDERATIONS IN FUTURE 
PROCESS CONTROL SYSTEMS-RENZO 
DALLIMONTI 

Modern computer and display technology already provide 
the tools for implementing bold and exciting innovations to 
the man/machine interfaces of the future. CRT displays and 
computer systems have now reached a stage where they can 
replace the traditional panel with its 30 to 100 feet of in­
strumentation. The old dream of a "control-room-on-a desk" 
is now feasible for large process units. 

The obstacles to its widespread adoption will be neither 
cost nor technology. The constraints will be our under­
standing of the operator's job, his operating procedures, and 
our knowledge of human factors engineering! 



A panel session-Applying computers in the research and 
development laboratory 

MODERATOR-DR. JOHN R. KOSOROK 
Battelle-Northwest 

Panel Members 

Russell L. Heath-Aerojet Nuclear Company 
Theodore H. Kehl-University of Washington 
Edward A. Kramer-Digital Equipment Corporation 
Robert E. ~fahan-Battelle-Northwest 

APPLYING COMPUTERS IN THE RESEARCH 
AND DEVELOPMENT LABORATORY-DR. 
JOHN R. KOSOROK 

To bring about a better understanding of the needs of 
laboratory researchers employing small computers and the 
potential of these computers for meeting such needs, a panel 
of two computer users, a system designer and a computer 
manufacturer representative will address the problem. The 
panel will discuss: 

(1) electronic and electromechanical devices comprising a 
computer system (hardware), 

(2) computer programs (software), and 
(3) connecting circuitry linking laboratory instruments 

and the computer (interface). 

The panel will discuss the hardware, software and interfaces 
which are in existing laboratory installations and currently 
available from manufacturers. On-line, real-time systems in 
which the laboratory worker can interact with the computer 
system to modify its operation will be emphasized. Attendees 
with questions and problems are urged to participate during 
the question and answer period. 

In the application of laboratory computers, the prospective 
user of the computer system takes the first step in the system 
design by specifying the required performance. Detailed 
computer knowledge is not necessary for this first step, but 
the prospective user should be aware of potential computer 
applications and the general performance capabilities so as 
not to unnecessarily restrict performance requirements. The 
system designer then integrates computer hardware, software 
and instrument interfaces to construct a system that will 
have sufficient capability to meet the user's research require­
ments. System costs and performance are directly related to 
the software available with the computer. Software for 
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specific applications may be available from commercial 
sources or may be developed by the system designer. 

APPLYING COMPUTERS IN RESEARCH AND 
DEVELOPMENT LABORATORIES-R. L. HEATH 

Nuclear physics laboratories in this country have played a 
pioneering role in the development and application of real­
time dedicated computer systems in the research laboratory. 
The complex nature of experiments which are conducted in 
this field have provided an ideal environment for the use of 
high speed digital processes for control of equipment, acquisi­
tion and storage of data, and real-time processing. Charac­
teristics of such systems include extensive use of interactive 
devices, graphics, specialized programming languages and 
communications links between processor systems. The prob­
lems related to systems design, component selection, soft­
ware development and system utilization will be illustrated 
by describing several experimental systems from design con­
cept . to end use. These will include both single purpose sys­
tems employing small mini-computers and a complete labora­
tory data acquisition and analysis system employing several 
processors and a multi-task operating system. The objective 
will be to provide a basis for stimulation of discussion on the 
options available to the potential user in the design and im­
plementation of laboratory systems. 

LABORATORY AUTOMATION IN A UNIVERSITY­
T. H. KEHL 

Our laboratory constructs digital devices both as inde­
pendent and computer-interfaced. State logic methods (fast 
becoming industry standards) are used for all devices. 
Standardization of interfaces are performed in a rack which 
can contain up to 24 independent real-time clocks, optically­
coupled external interrupts, clock-driven interval interrupts, 
power drivers, etc. Because of the extensive computer and 
stand-alone controller construction, a semi-automatic wire­
wrap machine and computer-aided design software has been 
utilized. This equipment has, in turn, allowed us to construct 
our own mini-computers. 

Our software, a central concern of laboratory automation, 
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has the features of: (a) direct interrupt driven high-level 
statements, (b) development in FORTRAN on a large com­
puter, (c) constants alteration from mini-computer console 
and, (d) monitor loading of multiple mini-computer programs. 

THE MANUFACTURERS' ROLE IN APPLYING 
COMPUTERS IN THE RESEARCH DEVELOPMENT 
LABORATORY-EDWARD KRA1VIER 

A mini-computer manufacturer plays a significant role and 
has a substantial obligation in determining the state of the 
technology for the application of computers in the R&D 
laboratory. A major supplier of computers to the R&D 
community is obligated to properly anticipate the needs of 
the scientific community and develop the products and ser­
vices to satisfy those needs. 

A -typical computer company spends approximately 10 
percent of its total revenues in the R&D. It continuously 
tries to anticipate the needs of its targeted market place and 
produce the products that are usable by its potentialcus­
tomers. The products today include not only hardware for 
data acquisition, computation and analysis, but also software 
and services that will allow these computer systems to be 
utilized more easily by the user community. The trade-off 
with cost, performance and reliability/maintainability serve 
as inputs in the development of new products. Consideration 
must also be given to any changes in the types of R&D users 
will be performing. 

We will discuss how these factors interact to produce a 
product line that meets the needs of the scientific community. 
Other items to be discussed will include what can a user ex­
pect from a computer manufacturer, and general purpose tools 
versus dedicated applications. 

THE METAMORPHOSIS IN LABORATORY COM­
PUTING-ROBERT E. MAHAN 

Discussions of the emerging state of the art in laboratory 
computing are presented from the system designer's view­
point. Topics of interest include hardware, software, inter­
facing, and standardization. The fragmentation of the his­
torical minicomputer into three distinct classes, the super­
mini, the standard mini and the micromini, is discussed with 
emphasis on systems experience in a research and develop­
ment laboratory environment. Available soft,vare support 
and limitations are discussed for each class of machine. Em­
phasis is placed on the capabilities of systems software; 
especially compilers, assemblers, and· operating systems. In­
terface conventions, requirements, and experiences are dis­
cussed for several real-time systems. Of special interest is 
the treatment of the isolation and data conversion problem 
in the computer/instrument interface. The final topic pre­
sented concerns the standardization of system elements to 
promote the compatibility and reproduction of hard\vare and 
soft"Tare in the laboratory environment. Benefits and limita­
tions of standardization are cited. 



A panel session-Communication nets in transportation 

SESSION CHAIRMAN-DAN E. COUCHENOUR 

Eastern Air Lines, Inc. 

Panel Members 

C. F. Norton-Northwest Orient Airlines 
Donald LePorte-Transport Data Communications, Inc. 
J. Swartz-Aeronautical Radio, Inc. 
Moderator 
Dan E. Couchenour-Eastern Air Lines, Inc. 

OVERVIEW 

Through development and application of combined com­
puter and communications technology the transportation 
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telecommunication network provides the optimum facility 
utilization. Standardization of data interchange formats, 
computer-to-computer interfaces, and network control pro­
cedures are today a reality. Topics will include: (1) Communi­
cation network planning and implementation, (2) Standardi­
zation of data interchange, (3) Network consolidation, (4) 
Computer-to-computer line control procedures used to pro­
vide assurance of data interchange, and (5) A panel discus­
sion: Questions and Answers. 
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A panel session-Equipment control in transportation 

SESSION CHAIRMAN-EUGENE JONES 

Avis Rent-A-Car 

OVERVIEW 

At no time in the history of this industry has the control 
of its equipment been as vital. The energy crisis has resulted 
in a forced reduction of inventory. Control over the avail­
ability of this inventory is going to be the key not only to 

short term profits, but to providing the maximum level of 
customer service in this highly competitive industry which 
has significant long term implications. 

In addition to the use of on-line reservation systems in 
the airline industry, current systems in other applications, 
such as the Wizard of A vis car rental system will be discussed. 



A panel session-Computerized transportation-distrihution­
A user overview 

SESSION CHAIRMAN-JACK w. FARRELL 

Traffic M anagement Magazine 

Panel Members 

William R. McCartin-The N oxell Corporation 
Frank J. Cyrkiev.ricz-Gerber Scientific Instrument Co. 
Edmund R. Piesciuk-The Carrier Corporation 
Phillip T. Catalano-Steelcase, Inc. 
Moderator 
Jack W. Farrell-Traffic Management Magazine 
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OVERVIEW 

BUSINESS LOGISTICS is an ever-growing customer for 
computer services in manufacturing or marketing-oriented 
firms. Transportation, inventory control, order processing 
and myriad related activities require intensive computer 
support to meeting competitive pressures, reduce operating 
costs and improve customer services. 

At this meeting, a physical distribution journalist, an 
MIS manager and three traffic-distribution executives discuss 
logistics development's urgent need for greater EDP-manage­
ment participation. 
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A panel session-Computing and mathematics in society 

MODERATOR-DR. DONALD L. THOMSEN, JR. 

Panel Members 

SI A../ltI Institute for jU athematics and 
Society 

Dr. Warren J. Ewens-University of Pennsylvania 
Dr. James S. Coleman-University of Chicago 
Dr. John J. Donovan-Massachusetts Institute of 

Technology 
Dr. Warren E. Walker, The-New York City Rand 

Institute 

·PANEL"OVERVIEW=--:DONALD-E --THOMSEN,- JR. 

The Panel will address selected areas of current interest 
where computing and mathematics have been successfully 
applied to societal problems. Those societal fields which have 
been chosen are biological systems, sociology, energy, and 
urban emergency services. Although interrelated each area 
has quite different characteristics. In biology we examine 
long term evolutionary phenomena; in sociology we review 
through the techniques of simulation and surveys those 
human relations which are of concern day by day, month by 
month, and year by year; in energy we discuss problems both 
short and long range having to do with basic sources and 
distribution; and in emergency urban services we address 
very immediate activity related to what happens when that 
fire alarm box is pulled down the street. In these four areas 
the Panel will present examples of noteworthy past successes 
and conjectures as to where future progress very likely will 
be made. 

COMPUTERS IN REAL-WORLD BIOLOGICAL 
_SYSTEMS-WARREN J. EWENS 

Real-world biological systems are both complex and long­
lasting. The complexity arises through the fact that various 
characters are influenced by many genes, and also by the 
environment, that some genes influence many characters, 
and that the effects of the various genes are strongly inter­
active. To carry out programs of plant and animal breeding, 
as well as to study long-term evolutionary effects, only by 

using a computer can we hope to model these systems faith­
fully and draw useful conclusions. 

COMPUTERS IN THE STUDY OF SOCIAL 
PROCESSES-JAMES S. COLEMAN 

Two major directions in the use of computers exist in 
sociological work. One is the use in analysis of social surveys 
and social experiments, ranging from small to massive, and 
involving both data processing and statistical calculations. 
The second ease is siI}::lUlationotl;l.QciaLproeesses, similar to, _ 
b~t ~ith s~~e ~~~iations upon, simulation in other areas. 
Examples of both these kinds of uses will be presented. 

MANAGEMENT INFORMATION SYSTEMS FOR 
ENERGY DISTRIBUTION-JOHN J. DONOVAN 

The problems facing us now are maldistribution, poor 
strategies, and in some cases a surplus of energy fuel. Our 
objective is to develop an energy information system that will 
provide management assistance in administering the distri­
bution of energy resources. Functions of the system range 
from straight information retrieval to construction of the 
mathematical model for forecasting supply and demand and 
to construction of modeling facilities for testing the effects 
of various policies. Research in the construction of informa­
tion systems, system privacy and security, and in file system 
design are particularly applicable. Using this research it has 
been possible to build such a system for the New England 
Region in a matter of months. 

MATHEMATICAL MODELLING OF URBAN 
EMERGENCY SERVICE VEHICLE DEPLOYMENT 
POLICIES-WARREN E. WALKER 

A sharp increase in fire alarms and a tightening of the ex­
pense budget in New York City resulted in a need for more 
effective use of the existing resources of the Fire Department. 
A computer simulation of the Departmenes operations and 
other mathematical models were developed to evaluate al­
ternative deployment policies. Analysis which led to the im­
plementation of new deployment policies will be discussed. 



DATA REFEREXCE CHARACTERISTICS OF 
DATABASE APPLICATION PROGRAMS 

by ISAO MIYA:\'lOTO 

Nippon Electric Company Ltd. 
Fuchu, Tokyo,Japan 

ABSTRACT 

In- this paper the data reference characteristics of database 
applications programs are discussed. Factors characterizing 
some properties of data references are selected, and the data 
working set as a locality and the interreference interval dis­
tribution are measured. 

The data reference characteristics of application programs 
can be divided into three types, hard-type, soft-type and 
special-type, when the logical structures of database and the 
search strategies are considered. 

Also the problem of restructuring an application program 
taking parallelism into consideration is discussed. 

MULTI-CONNECTION XETWORKS 

by GERALD M. MASSON 

University of Pittsburgh 
Pittsburgh, Pennsylvania 

ABSTRACT 

Many applications involving the manipulation of large 
amounts of data or the interconnection of various subsystems 
into specific configurations employ the use of connection net­
works. Accordingly, a number of impressive results have been 
developed by the researchers in this field concerning the 
analysis and design of such networks. However, the vast 
majority of this work has dealt almost exclusively with a class 
of connection requirements for which at any time each input 
to the network is required to have at most one connection to 
the outputs of the network. It is becoming increasingly evi­
dent that there are a significant number of important appli­
cations for which this one-to-one type of connecting capabil­
ity is not sufficient and for which a one-to-many or many-to­
many type of connecting capability is needed instead. Ket­
works capable of handling such requirements will be referred 
to as multi-connection networks, and this paper will consider 
their analysis and design. Aspects of the extension of existing 
work concerning the one-to-one type networks will be dis­
cussed. In addition, an approach will be described to the de­
sign of such networks which results in a new class of struc­
tures having multiple connection capability. 
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STAREX-THE JPL-STAR COMPUTER RESI­
DENT EXECUTIVE 

by JOHN A. ROHR 

Jet Propulsion Laboratory 
Pasadena, California 

ABSTRACT 

STAREX, the resident executive for the JPL-STAR com­
puter is presented. The JPL-ST AR computer is a fault­
tolerant computer which includes hardware self-repair capa­
bility. All programs which run on the computer require 
special considerations for proper operation in the fault­
tolerant hardware environment. System programs use a single 
variable to indicate the rollback status of the active routine. 
User programs periodically invoke system routines to save 
the program state and establish rollback points. When a 
fault occurs, hardware self-repair occurs first, followed by 
software recovery to resume computation in a proper state. 

--A brief--description of -the- JPL-ST AR computer is given; -fol-, 
lowed by an overview and then implementation details of 
STAREX. Finally, the fault-tolerance considerations in the 
design of ST AREX are discussed. 

SIMULATION OF EXECUTING ROBOTS IN 
IMPERFECTLY KNOWN ENVIRONMENTS* 

by L. SIKLOSSY and J. DREUSSI 

University of Texas 
Austin, Texas 

ABSTRACT 

A simulated robot solves tasks in environments which she 
knows only approximately. The robot is given a description 
of the environments and of her capabilities. From the latter, 
she generates procedures that are evaluated to solve tasks. 
As tasks are solved, the robot improves her knowledge of 
the environment and the efficiency with which she can solve 
problems. Unknown, correctly known,and incorrectly known 
facts are treated in a uniform mannp,r. 

The design used, that of an executing robot, is contrasted 
to the design of planning robots. Executing robots may also 
he used to plan in perfectly known environments and are 
usually more efficient than planning robots. In imperfectly 
known environments, planning robots are inadequate. 

* Partially supported by N.S.F. Grant GJ-34736. 



THE PROVISION AND USE OF ENVIRON­
MENTAL INFORMATION IN A MULTIPRO­
GRAMMING SYSTElVI* 

by TOMLINSON G. RAUSCHER 

University of Maryland 
College Park, Maryland 

ABSTRACT 

In a modern multiprogramming system a user, who is 
competing for system resources, may desire to optimize him­
self relative to his environment. The environment includes 
not only the physical machine and attached devices but also 
system software and the programs of other users which are 
sharing and competing for resources. As most modern sys­
tems provide little environmental information to users, we 
describe facilities for querying the system to ascertain 
environmental information. The user, in dynamicalJy query­
ing the environment, can use information on the status of 
hardware and software (both system and other user) to im­
prove the status and performance of his program according 
to some cost function he selects. Several examples demon­
strate the utility of these environmental inquiry facilities. 

* This research was supported in part by the United States Atomic 
Energy Commission through Contract AT-(40-1)-3817. 
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BILL OF MATERIAL AND REQUIREMENTS 
CALCULATION SYSTEMS 

J. WEINBERG 
McDonnell Aircraft Company 

ABSTRACT 

The Bill of Material and Requirements Calculation System 
to be presented comprises the first phase of a total part num­
ber data base development that is expected to encompass all 
areas of production and inventory control within the McDon­
nell Aircraft Company component of McDonnell Douglas 
Corporation. 

The system develops a bill of material file that contains 
both an engineering product configuration and a manufac­
turing product configuration. The file is created and main­
tained using both on-line real time and batch data entry 
methods. Included in the applications processed against the 
bill of material are programs which: perform a configuration 
audit tojnsure that the engineering and manufacturing con­
figura.tions agree; calculate requirements for all manufac­
tured parts; perform bill of material breakdowns and generate 
product structure listings; and perform document follow-up 
and status reporting in manufacturing operational areas. 

The data base has been developed using the data manage­
ment and teleprocessing facilities provided by the Informa­
tion Management System (lMS). On-line update and re­
trieval is accomplished via a network of cathode ray tubes, 
on-line typewriters and on-line medium speed line printers 
located in operational areas. 
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