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New simulation method 

Tustin's method provides excellent simulations of 
open-loop systems and has attained widespread 
acceptance and usage. However, when this technique 
is appiied to the discretization of closed-loop sys­
tems, the necessity of inserting a delay in the feedback 
path to obtain a realizable simulation shifts the nor­
mal location of the closed-loop poles appreciably in 
many instances and results in the consequent per­
formance degradation. Real-time simulation is general­
ly ruled out since a smaller than tolerable time 
increment must be utilized to achieve adequate re­
sponse representations. The IBM method and the 
Sage-Burt method rectify this situation by more per­
fect modeling of the dosed-loop system. The new 
simulation method to be presented in this section com­
bines the simpiicity of Tustin's design procedure 
with the more exact modeling philosophy of these 
more recent approaches to yield a comparable real­
time simulation capability. 

One initiates the design process by employing the 
Tustin method to discretize each transfer function. 
After the necessary unit delay is inserted in the feed­
back path, the resultant digital system model of a 
general nonlinear system is that illustrated in Figure 
2. Next a discrete· filter with pulse transfer function 
D(z) is placed at the normal input to the digital model. 
Figure 7 depicts this situation where the transfer func­
tion of the digital compensator has the form 

o+alz+ ..... +amzm 

bo + blz + ..... + bnzn 
D(z) (13) 

with all coefficients being real. The first step in the 
determination of the coefficients in D(z) is to form 
a stable discrete overall �t�r�~�n�s�f�e�'�r� function of the 
continuous system with the nonlinearity represented 
as a nominal gain, G3 

Kd(z) =G(s) I ( 1 ) n 
S = ( )n, n = 0, 1, 2, ... , k, 

(14) 

where 
G(s)= G 1(S)G3G2(S) / [1 + H(s)Gls)G3G2(S)]: * 

Figure 7 - New discrete general nonlinear system model 

*( )n represents the Tustin discrete approximation to the nth 
order operational integrator (I ;s)n. 

N ext the overall pulse transfer function of the simu­
lated system is formed by applying the Tustin element 
to each block in Figure 1 resulting in 

KA(z) = D(z)G1(z)GaG 2(z) 
1 + Z-l H(z)Gl (Z)G3G 2(Z), 

(i5) 

where: 
1. D(z) has the form of Equation 13. 
2. G1(z), G2(z), H(z) denote the approximate/dis­

crete transfer functions for Gl(s), G2(s), and H(s) 
respectively; each obtained utilizing Tustin's method. 

3. G3 represents a nominal gain of the nonlinear 
element.** 

All that remains is the determination of the coef­
ficients of the polynominals in D(z). This may be ac­
complished by equating Equations 14 and 15, ex­
panding the pulse transfer function, and then equating 
the coefficients of like powers in z. 
KA(z) = Kct(z) 

D(z)Gl(Z)G3G2(Z) =G(s) 
1 + z-lH(z)Gl(Z)G3G2(Z) 

= ( )m n = 0, 1, 2, ... , k. * (16) 

With all pulse transfer functions determined for 
the linear portion of the system, the corresponding 
recursive relationships for digital simulation can be 
obtained. 

Adaptive filtering 

Application of the new design technique results in 
a discrete system model consisting of numerous pulse 
transfer functions, system nonlinearities, and a digital 
compensator. Since the design procedure considers 
nonlinearities as fixed nominal amplification factors, 
the coefficients in D(z) are time invariant. 

For �s�i�m�u�l�a�t�i�o�~�s� where greater accuracy is a req­
uisite, an adaptive filtering scheme is proposed.Fig­
ure 8 is a suggested digital model where iG1(Z), G2(z), 
and H(z) retain their definitions from Figure 7. In 
this case, the form of the filter given as Equation 17 
has time-varying coefficients. 

D( ) _ ac(t) + al(t)z + ... + am(t)zm (17) 
z bo(t) + b1(t)z + ... + bn(t)zn 

The coefficients may be obtained in a manner anal­
ogous to Equation i 6 for the fixed filter case. 

**This assumption is exactly the same made by Hurt.s 

*See previous footnote. 



Figure 8 - Discrete general nonlinear system model with adaptive 
filtering 

The filter coefficients will, in general, be explicit 
mathematical functions of the quantity A(t) represent­
ing the pseudo-gain of the nonlinear element. As 
shown in Figure 8, the Coefficient Estimator plays 
the dual role of identifying the gain of the nonlinearity 
and calculating the time-varying coefficients of D(z). 
The simplest determination of gain identification by 
direct measurement procedures is 

A [(N + l)T] = C1(t)·I' (8) 
C2(t) t=NT 

where it is noted from Figure 8 that the best possible 
measurement with this compensatory device is de­
layed by one sample period. * More refined identifica­
tion procedures utilizing both direct measurement and 
extrapolation would introduce further accuracy im­
provements. 

A n example for methods comparison 

To illustrate the design procedure and to present 
a basis for comparison, the second order nonlinear 
system shown in Figure 9 will be used. This system 
was originally employed by Sage and Smith. ll 

CaCti c,ltl ,--__ ..., 

_I .. J.~~LCa 
S.I ~ 

• Cl.OI I 

Z5 
"""'is 

Figure 9 - Nonlinear system employed as an example 

By applying the Tustin approximation for O/s)n to 
Gt(s) and G2(s) discrete transfer functions Gt(z) and 
G2(z) may be obtained. Then by utilizing Equations 
13-16 in succession with H(s) = H(z) = 1, one obtains 
an explicit form for the digital compensator D(z). With 
these preliminaties complete, a set of difference equa-

*In cases where the nonlinearity may be expressed as a simple 
explicit mathematical function, "direct measurement" may be con­
veniently replaced by "direct formulation." 
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tions may be written and subsequently implemented 
on a digital computer. 

d[NT] = {(8 - 50AT2)d[(N -l)T] 

+02T-4-25AT2)d[(N -2)T] 

+ (I 2T + 4)r[NT] 

+(25AT2-8)r[(N -1)T] 

+ (50AT2-12T+4)r[(N -2)T] 

+{25AT2)r[(N -3)T]} 

4+ 12T+25AT2 

1-3T 
c2[NT] = 1 + 3T c2[(N - l)T] 

3T 
+ 1 + 3T {d[NT] -c[(N -l)T] 

+d[(N -l)T] -c[(N -2)T]} 

C1 [NT] = C2 [NT] + 0.01 C23 (NT] 

25T 
c[NT] =c[(N -l)T] +12 {cl[NT] 

(9) 

Figure 10 illustrates the result of applying a positive 
step input of magnitude 10 to the discretized models 
employing the Tustin, IBM, Sage-Burt, and new simu­
lation methods. A similar comparison of the responses 
produced for a sinusoidal excitation applied to the 
IBM, Sage-Burt, and new simulation models is made 
in Figure I I. These results clearly indicate that the 
new method for discrete system modeling and real­
time simulation is justified since a marked improve­
ment over the Tustin simulation has been achieved 
through a minimal amount of design effort. 

Three schemes for the identification of the system 
nonlinearity were chosen to form the basis of compar­
ing the enhancement afforded to simulation accuracy 
through the utilization of adaptive filtering. The 
direct measurement method was first selected to indi­
cate that even "stale" or delayed parameter identifi­
cation provides better results than a fixed coefficient 
filter. One-half penod and full period linear extra­
polation of the measured pseudo-gain were employed 
to illustrate further improvements. These identifi­
cation procedures may be easily implemented as a 
component of the system simulation with the recur­
sive formulas in Equation 20. Figures 12 and 13 com­
pare the step and 

DIRECT MEASUREMENT 

A[(N + l)T] = 1.0 + 0.0IC22[NT] (20a) 
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10 

a 

- EXACT 
o TUSTIN 
o IBM 
A SAGE-BURT 
o NEW METHOD 

r( t) = 10 U=I (t) 
f = 0.1 SEC 

a 
a 

or 
a a 

6 

4 

2 

oo---------o~.-5--------1.~0--------1~.5--------~,0 

t - SEC 

Figure 10- Response of the example system to a step excitation 

ONE-HALF PERIOD EXTRAPOLATION 

A[(N + l)T] = 1.0 

+ 0.01 {1.5c2[NT] - 0.5c2[(N "- l)T] P{20b) 

FULL PERIOD EXTRAPOLATtON 

A[(N + l)T] = 1.0 

+ 0.01 {2c2[NT] .- c2[(N - 1)T] P (20c) 

sinusoidal responses' of the example syste~ dis­
cretized utilizing the new modeling procedure for 
various adaptive filteri~g measurement schemes. 

In order to compare the various discrete modeling 
aJ;ld simulation techniques, simulations of the example 
system were performed for numerous sampling incre­
ments utilizing step and sinusoidal excitations. Then 
the mean-square error was calculated for each simula­
tion technique for each sampling interval over the 
observation period 0-5 seconds. The error analysis 
of· systems simulated with an applied step excitation 

(,) 

:r 
I 

I 
6 

4 

2 

a 
9 

(\ 
- EXACT 
9 IBM 
A SAGE - BURT 
a NEW METHOD 

r{t) = 10 sin 2 t 

T = 0.2 SEC 

or ~; ~~----~----~-------3~!~~~4 t-SEC 

-2 

-4 

. -6 

-a 

Fgure 11 - Response of the example system to a sinusoidal excitation 
tion 

of magnitude 10 shown in Figure 14 indicates that the 
new technique provides considerable improvement 
over the Tustin method and has accuracy comparable 
to the IBM method and the Sage-Burt quasilineariza­
tion method .. Also, note the accuracy improvement 
and increased region of stability when Sage and Burt 
utilize quasilinearization. The IBM, Sage-Burt with 
quasilinearization, and new simulation techniques 
provide comparable low sensitivity to error as the 

. simulation time increment is altered. 

The resulting error analysis of systems simulated 
, with an applied sinusoidal excitation is shown in Fig­
ure 15. A marked improvement over the Tustin meth­
od is exhibited by the system simulated using the new 
technique along with error sensitivity characteristics 
comparable to the IBM method. 

Figures 16 an" 17 illustrate the effects of adaptive 
filtering when applied to the example system for step 
and sinusoidal excitations respectively. Clearly, in 
all cases reduced error and reduced error sensitivity 
to the sampling interval is shown for simulation time 
intervals less than 0.25 second. As would be expected, 
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16 

14 

12 

!O 

8 

6 

4 

2 

t NEW METHOD 
ADAPTIVE FILTERING BY: 

e DIRECT MEASUREMENT 
• C»4E -HALF PERIOD EXTRAPOLATION 
a ONE PERIOD EXTRAPOLATIC»4 

1.0 

t - SEC 

r(t) .. 10 U_1 (t) 

T = 0.1 SEC 

Figure 12 - Step response of the example system for variations of 
the new simulation technique 

for small sampling intervals, the error decreases as 
transitions are made from a fixed filter, to an adaptive 
filter with direct (but delayed) process identification, 
to an adaptive filter with. one-half period predictien, 
all"d finally to an adaptive filter with a one period 
prediction. 

To adequately evaluate various digital simulation 
techniques, it is imperative to consider actual compu­
tation time in addition to simulation accuracy and de­
sign effort.' For the selected example the number of 
additions, multiplications, and computation time for a 
single simulation interval is summarized in Table 1* 

T ABLE I - Computation Time of a Single Simulation Cycle 
for the Selecte~. Example 

Addi- Muttipti- Computation 
METHOD tions cations Time 

TUSTIN 7 6 I 87.2JLsec 
IBM 6 10 257.6JLsec 
SAGE-BURT 8 9 256.8JLsec 
NEW 

non-adaptive 12 13 375.2JLsec 
~ period extrapolation 18 18 532.8JLsec 

*In obtaining this tabulation, no recursion formulas are reduced; 
i.e., it is assumed the response of each block in Figure 9 is desired. 

u 
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o NEW METHOD 
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e DIRECT MEASUREMENT 
A ONE-HALF PERIOD EXTRAPOLATION 
~ ONE PERIOD EXTRAPOLATION 

2 

rtf) = 10 sin 2T 

T = 0.2 SEC 

t - SEC 

Figure 13 - Sinusoidal response of the example system for varia­
tions of the new simulation technique 

These results are based upon an average of 9.6p. 
seconds for the floating point and instruction and 20p. 
seconds for the floating point multiply instruction on 
the PDP-6 digital computer.14 One may note from this 
table that for this specific example the New Simulation 
Method requires twice the computation time of the 
classical Tustin method. It is also possible to deduce 
from Figures 14 and 15 that for all simulation time 
intervals greater than 0.02 second, the New Simula­
tion Method exhibits less error than the Tustin method 
with one-half the simulation interval. 

A common failing of both the adaptive filtering 
method and the Sage-Burt method is their inability 
to cope with large sampling intervals and their 
possible consequent introduction of instabilities under 
such conditions. It should be evident that in the former 
case the difficulty is attributed to parameter identifi­
cation error, while in the latter, the quasilineariza­
tion procedure fails to converge. 

CONCLUSIONS 

A new method for digital modeling and system simula-



480 Spring Joint Computer Conference, 1968 

10° 

a: 
0 
a: 
a: 

'" 
'" a: 

10-1 '" :;) 

0 
I/) 

z 

'" '" :I 

IO-S 

I 
/ / 

<:I TUSTIN 
to. IBM 
OSAGE-BURT. P" Pz = I 
l> SAGE· BURT. QUASILINEARIZATION 
¢ NEW METHOD 

r It) = 10 U.I (t) 
OBSERVATION PERIOD 0-5 SEC 

10.4L-______ ~ ______ ~ ______ _L ______ ~ ______ ~ ______ ~ 

o 0.1 0.2 0.3 ' 0.4 0.5 0.6 

a: 
0 
a: 
a: 
'" 
'" ~ 
5 
I/) 

z 
'" 1&1 
:I 

TIME INCREMENT. T 

Figure 14 - Error analysis of the example system with a step 
excitation 
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Figure 15 - Error analysis of the example system with a sinusoidal 
excitation 
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Figure 16 - Error analysis of the example system with a step exci­
tation showing the results of adaptive filtering 
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Figure 17 - Error analysis of the example system with a sinusoidal 
excitation showing the results of adaptive filtering 



tion has been introduced. The simulations performed 
utilizing this technique characteristically exhibit a 
high degree of accuracy improvement over the Tustin 
method and in many cases accuracy comparable to 
the IBM or Sage-Burt techniques. The modeling 
procedure encompasses the simplicity of the Tustin 
method, involves a minimal amount of tailoring, and 
does not necessitate the usage of ancillary computer 
programs for design purposes. 

Error analysis indicates that the IBM method pos­
sesses the desirable characteristics of low simulation 
error and reduced sensitivity to simulation error. The 
Sage-Burt method and the newly developed method 
also offer low sensitivity to error for low sampling 
intervals which correspond to those generally used 
for adequate information representation. However, 
only the new technique offers an easily utilized model­
ing procedure. Although it must be emphasized that 
these results are for a selected example, the results 
of other work appear to be in complete concurrence. 

For increased simulation accuracy utilizing the 
basic philosophy of the new simulation method, an 
adaptive filter whose characteristics are time varying 
is suggested. An example system simulated using an 
adaptive filter provides both reduced error and error 
sensitivity to the simulation time interval. However, 
as may be inferred from the presented results, in cer­
tain cases the utilization of an adaptive filter may limit 
the real-time simulation capability. 
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Extremal statistics in computer simulation 
of digital communication systems* 

by MISCHA SCHWARTZ and STEVEN H. RICHMAN 
Polytechnic Institute of Brooklyn 
Brooklyn, New York 

INTRODUCTION 

With the advent of the digital computer it is becomin~ 
more and more common to simulate the operation of 
rather sophisticated communication systems on the 
computer. The performance of systems under various 
types of operating conditions may be evaluated quite 
readily and economically prior to actual field usage. 

The average error rate serves as a very common 
measure of performance for digital communication 
systems with a probability of error of less than 10-5 

a desirable goal in most system design. Such extreme­
ly low error rates pose a real measurement problem, 
however. Generally with Monte Carlo simulation 
techniques used one would require data samples of 
the order of at least 10 times the reciprocal of the error 
probability to make valid performance estimates, 
leading to costly and time-consuming simulation runs. 

The question of more efficient estimation of low er­
ror probabilities in communication system simulation 
is thus an extremely important one. We report here on 
encouraging results indicating that the methods of Ex­
tremal Statistics may reduce the data requirements in 
many simulation experiments by at least an order of 
magnitude. 

Major applic~tions of the field of Extremal Statis­
ticsl have heretofore been made primarily to such 
areas as Flood Control, Structural design, meteorol­
ogy, etc. It is only relatively recently that applica­
tions to communications have begun to be made, with 
primary emphasis thus far on .the analysis of data ob­
tained from existing system~.2.3 Thus, use has been 
made, in analyzing these data, of special plotti~g paper 
developed by Gumbel. lOur approach has· ·differed 
in assuming from the beginning that all calculations 
were to be made by a high speed computer, that time 
was of" the essence, and that we were interested in 

*The work reported in this paper was supported under NSF Grant 
OK-527. 

applying the theory to the simulation of broad classes 
of systems. 

Extremal statistics is, as the name implies, con­
cerned \."ith the statistics of the extrema - maxima or 
minima - of random variables. As such it deals with 
the occurrence of rare events, exactly the problem en­
countered in. simulating low error rate communication 
systems. It IS found l

. that· asymptotically (i.e., very 
larg~ saIllPle m.lmbers of the. random variable under 
study) many of the most common probability distri­
butions follow a simple exponential law when ex­
panded about an arbitrary point on their tails. Thus, 
the probability of exceeding a specified value or 
threshold Xo assumes asymptotically the form 

(1) 

The number n represents the number of samples used 
with an and Un constants, depending on n, and the ac­
tual distribution of the random variable. In particular, 

the probability of exceeding u is' ~,providing anotht 

definition of u. Figure 1, for an arbitrary probability 
density function f(x), shows equation (1) graphically. 

The gaussian (normal), Rayleigh, exponential, and 
Laplacian distributions are among the examples of the 
asymptotically exponential distributions. All of these 
distributions. may be ~pp.roximated by Equation (1) 
in the vicinity of u. How far from the vicinity of u one 
may move depends of course on the actual underlying 
distribution and the particular point (u) one expands 

. about. As an example Figure 2 compares the ex­
ponential approximation to the actual probability of 
exceedance of x, P e, for a gaussian density function. 
Here n has been arbitrarily chosen as 100. The actual 
probability P e and its exponential approximation are 
then matched at P e = 10-2. It is readily shown that the 
point Un about which one expands, is 2.32, "and an 
=2.68. 

483 
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JLn Xo x 

Fig-lire 1 - Exponential approximation to probability of error 

Comparing the probability of exceedance P e for the 
actual gaussIan and its exponential approximation, as 
plotted in Figure 2, it is apparent that the two are 
within 25% of one another at P e = 10-3 and differ 
by 50% at Pe= 10-4 • 

This then points up the significance of the extremal 
statistics approach: if one is interested in estimating 
small probabilities of error, say of the order of 10-3 

or 10-4 , it may be possible instead to first estimate 
much higher probabilities, say 10-2 in the example of 
Figure 2~ If the exponential approximation is valid 
one should then be able to extrapolate down to the 
desired probability. Instead of the usual number of 
samples required to estimate P e, say 1 O/P e, one can 
then work with a much smaller number n. 

10-4 

1.=10-2 
n 

GAUSSIAN APPROX: 

an= 2.68 

POn= 2.32 

10-5L----L----........L.----~4-...,. 
2 :3 

Figure 2 - Exponential approximation to gaussian statistics 

There is of course one major problem, however. 
Since the underlying density function f(x) is in general 
unknown, or difficult to evaluate in the complex sys­
tems of interest to us, the two parameters an and Un 

are unknown as well, and must be estimated, In the 
next section we discuss various ways of estimating 
an and Un, and results of computer runs for two simple 
density functions, the gaussian and the exponential. 
The results are quite encouraging: even with additional 
samples needed to estimate an and Un, one can still 
save at least an order of magnitude in the total num­
ber of samples required to estimate a given probabili­
ty of error the traditional way. 

I.n the finai ~ec~ion, we discuss the computer simula­
tion of two specific feedback communications systems 
for which probabilities of error have been estimated 
quite successfully using extremal statistics. (One of 
these systems is an example of one for which actual 
calculations or probabilities of error are quite difficult 
to make. In the example shown only bounds .on the er­
ror have been obtained and the simulation results 
check these quite closely.) 

Extimation of extremal parameters 

We discuss in this section the use of extremal sta­
tistics to estimate small probabilities of error in the 
case of two known distributions, the exponential and 
the gaussian. The problem here is twofold: to first es­
timate the extremal parameters an and Um then to de­
termine, using these estimates, how well the actual 
probabilities at the tails are estimated. 

The exponential density function normalized to unit 
variance is given by 

f(x) = e-Xu(x) (2) 

u(x) the unit step function, while the gaussian density 
function, again normalized to unit variance, is of 
course given by 

f(x) = _1_ e-x2/2 

V2.'TT 
(3) 

One would expect rather good estimates of the 
probability at the tail for the exponential density func­
tion since it is already in the asymptotic form of equa­
tion (1). In the gaussian case, as pointed out in the 
previous section and as illustrated for one case in Fig­
ure 2, it is theoretically possible to extrapolate as 
much as two orders of magnitude away from the start­
ing point 1 In before the quadratic exponential be­
havior of the gaussian function takes over and pro­
duces significant deviations away from the linear ex­
ponential behavior of extremal statistics. 



The actuaJ experimental behavior of the exponential 
approximation depends critically on the estimation of 
the two parameters an and Un- To determine these we 

~ . 

use the fact, as demonstrated by Gumbel, l that they 
are intimately connected to the asymptotic statistics 
of the extrema (maxima) of the random variable x. 
Specifically, if one generates n independent samples 
of x the probability density function of the largest 
(maximum), xrn, of the n samples is asymptotically 
(n~oo) given by 

P n = an exp [-y-e-v ] 

y == an[xrn-un] 
(4) 

Equation (4) is found to be valid for a wide class of 
density possessing exponential behavior at the 
density functions posse~sing exponential behavior at 
the tails, with the exponential, gaussian, and Rayleigh 
functions typical examples. 

From Equation (4) it is readily shown that un(n~oo) 

is a measure of the mode of Pn(xm> , while a.!.(n~oo) is a 
n 

measure of the dispersion. Specifically, one finds, 
using Equation (4), that 

1 V6 
-=-(J"rn 
a 1T 

(5) 

and 

(6) 

Here (J"rn is the standard deviation of the maximum (ex­
tremal) values, xrn, of x, E(xrn) the expected value of 
these maxima, and 'Y = 0.5772 is just Euler's constant. 

~t is thus apparent. that to estimate an and Un one 
must first ensure n > > 1 (This is why Equation (1) is 
applicable to the tails of density functions, where P e 

< < 1), and then generate sufficient samples of the ran­
dom variable x under test to measure their statistical 
properties. If N samples of the largest value of x in a 
group of n are to be made available this implies re­
peating the experiment nN times in all. It is the total 
number nN that is to be compared to the usual number 
10/Pe• 

From !he form of Equations (5) and (6) one would 
expect that for n and N large enough, good approxima­
tions to an and Un would be obtained by averaging ap­
propriately over the N samples of the maxima avail­
able. As noted later this was in fact found to be the 
simplest and most accurate procedure in actual ex­
perimentation with the computer. This estimation 
procedure is portrayed in Figure 3. There, as an ex­
ample, n = 103 and N = 10 are chosen. ~he total num­
ber of independent samples or repeats of the com-
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puter simulation involved would thus be nN = 104. 
The resultant output samples would be grouped into 
N = 10 groups of n = 103 samples each. The largest 
sample, Xh in each group would then provide N = 10 
samples with wh~~h to estimate an and Un' 

nN=10 4 SAMPLESOFX 111111111···111···111···111 
XI xnN 

n n. n n 

REGROUP iNTO N=iO GROUpS ,'Oii7iiiI "1iii"iiI ,'mm" '" "'imiI" n=103 IN EACH 
I 2 3 10 

LET X i BE LARGEST SAMPLE IN EACH GROUP 

Figure 3 - Estimation of a and Un 

There is a tradeoff possible between nand N, given 
the fixed number of repetitions nN. Thus decreasing n 
decreases the range over which one would theoreti­
cally expect the asymptotic exponential approxima­
tion to hold (assuming perfect knowledge of an and 
un), but allows better estimation of an and Un as N in­
creases. Some analysis of the optimum choice of n 
and N has been carried in a recently completed doc­
torial thesis.4 

In the actual computer simulations carried out n 
was taken as 500, N = 20, so that a total of 10,000 
actual repetitions of the different experiments tried 
were performed. Normally this would provide rela­
tively accurate estimation of probabilities of error as 
low as 10-3 • We were interested in extending the es­
timation to 10-4 and 10-5 • 

As noted previously, an obvious initial estimate for 
a is to replace (J" rn in Equation (5) by the sample stan­
dard deviation s, using the N = 20 samples available 
of the extrema. Similarly a first estimate for u is to 
replace E(xrn) in Equation (6) by the sample mean 
·'Xrn (again using the 20 extremum samples). (These are 
the procedures suggested in Figure 3.) Although 
the sample standard deviation is in general a rather 
poor estimator of the statistical stand~rd deviation 
[var (S2) = 2(J"~JN· for gaussian statistics] the experi­
mental results obtained were surprising~y _go<><J. for 
both· the exponential and gaussian distributions: 
the estimates of a came within 10% of the true values 
in both cases. Similarly the estimates of u came within 
3% of the true values, well within the confidence limits 
set by using the sample mean estimates. 
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These initial estimates were compared experimen­
tally with several other approaches: 

1. Initial estimates obtained using approximate 
solutions of the maximum likelihood estimates 
of a and u (these involve fourth sample mo­
ments). 

2.. Initial estimates obtained by an approximation 
procedure attributable to Kimball. 1 

3. Initial estimates obtained by using the first and 
second extremal values. (One might expect that 
the second extremal vaJues should provide some 
i~ormation on a or u, and are available in a sim­
ulation run anyway.) 

Using Equation (4) the maximum likelihooa esti-' 
mate~ of a and u are found to be given in terms of the 
N extr~me (maximum sample values Xj, j = 1 ... N, by 
solution of the following two equations: 1 

N N . ' 
- = L xJl-e-Y

]] 

a j=1 . 

(7) 

(8) 

Here Yj == a(xj - u). 
These equations cannot be solved specifically for a 

and U, but may be either iterated or approximated in 
various ways. 

The two equations may be combined to eliminate u, 
resulting in the following equation in a alone. 

- .t [Xj-xm] e -a<Xj-xm) 

j=1 

a !II 
Le-a<xrxm) 

(9) 

1 '" j=1 

Here Xm = N t. Xj is the sample average of the N ex-
. J=1 

trema (maxima). Equation (9) lends itself readily to 

both approximation and iteration. (Note that since! 
, a 

is positive this equati~n indicates that values of Xj less 
than xm wiH occur more frequently than those greater 
than xm• This is of course due to the asymptotically 
exponential character of the distribution of the extre­
ma.) 

An approximation of ~ ~uitable for simple calcula­

tion is obtained by expan~ing Equation (9) in an infi­
nite series, retaining the first few terms, and reordering 
the resultant equation. This provides the following ap­
proximate estimate of a : 

Here S2 ,= ~ f(Xj - xm)2 is the sample variance of the 
j=1 

N extremal values, and U4 = L (Xj - X)4 is the sample 

fourth moment. (It is assumed, in deriv'ing Equation 
,\10), that the third sampie moment ,2; (Xj - X)3 is 

zero. Although true for symmetrical distributions 
such ~s the gaussian, this moment is, on the average, 
neg,ative for the extremal statistics. The assumption 
simplifies the equation considerably, however.) 

The maximum likelihood Equations (7) and (8) for 
a and u, were iterated severa" times using as first 
estimates the different approximations noted earlier: 

1. The asymptotic Equations (5) and (6.) for ex and 
u, with the standard deviation Urn replaced by the 
sample ~eviation s and the expected value E(xm) 

replaced by' the sample mean Xm, 

2. Equation (t'0) for a, 
3 .. A technique at~ributable to KinbalP. 
Interestingly it was found by computer ~xperimeri-

tation that Gumbel's asymptotic estimates of Equa­
tions (5) and (6) were both the simplest and fastest to . 
implement on the computer, and in all cases tested al­
so came closest to the true values on the initial try. 
(All four methods produced very nearly the same re­
sults after iteration.) . 

The first estimate using EQ1:lation (1 0) was also fair­
ly close to the expected value of a on all experiments 
performed. The Kimball method noted was, however, . 
quite inaccurate. 

U sing ~he best ~stimates of a and u obtained, ex­
tremal statistics were in tum used to estimate error 
probabilities for both the gaussian and exponential 
distributions. Results obtained compared favorably 
with those predicted theoretically using extremal sta­
tistics: with the total number of samples used, nN 
= 10,000, probabilities in the vicinity of 10-4 were es­
timated within 20%, while for probabilities as low as 
3 x 10-5 the estimates were within 60%. (For low 
probabilities such as these, 100% variations still pro­
vide significant information. These compare with the 
more common statistical procedure of using 1 O~OOO 
samples to estimate probabilities of the order of 
10-3, or ,at best pe,rhaps 5 x 10-4

.) 

,The usefulness of the extremal statistics approach 
for estimating small probabilities is further seen in 
comparing confidence intervals with these obtained 
for the more common procedures. Si!lce in the ex­
tremal statistics case it is the estimation of the param­
eter a that is more subject to large variations for 
N = 20 samples one may assume the parameter u 
fairly well estimated on the basis of the same 20 sam­
ples. Confidence intervals on the probability of error 



curves may then be set using the standard deviation 
of the estimate of a. For the gaussian distribution and 
n = 500 samples it is then found that the ± 1 (J" c'onfi­
dence intervil for a corresponds to the following 
bounds on the measured probability: 

Theoretical probability Upper bound Lower bound 
10-3 1.1 xI0-3 O.7xl0-3 

10-4 2xI0-4 0.5xl0-4 

10-5 5x 10-5 0.4x 10-5 

Although the usual Tschebychef inequality confi­
dence intervals (base-d on estimating probabilities by 
relative frequencies of occurrence) give roughly the 
same bounds at 10-3 , the lower bound deteriorates 
rapidly, below this pro~ability, going to 0 at 10-4 sam­
ples available. One can of course say nothing, except 
possibly be extrapolation, of probabiI~ties in the vicin­
ity of 10-5 using the relative frequency approach. 

Application to feedback communication systems 

In the previous section we have discussed methods 
of estimation of the two extremal parameters an and 
Un, using the known gaussian and exponential density 
functions to determine the most efficient ways of ac­
curately estimating these parameters. 

We now discuss the application of the method of ex­
tremal statistics to the simulation of digital feedback 
communication systems. Two systems of considerable 
interest currently have been investigated. One is a 
binary signalling system, the other an M-ary PAM 
type system, with the information transmitted as one 
of M possible amplitude levels. In both cases white 
gaussian noise is assumed added during forward trans­
mission (this could be thermal noise introduced at the 
receiving antenna, front end receiver noise, or a com­
bination of the two in general). The feedbac~ path is 
assumed error free. Errors in signal detection due to 
the noise may occur and it is desired to estimate the 
probability of error in both systems. 

Both systems may have potential usefulness in 
space-ground communications. In both cases the in­
formation is to be transmitted from space to earth. 
The forward transmission path is thus limited in pow­
er. It is assumed a feedback path from ground to 
vehicle with much larger power capability is available, 
so that the effects of noise may be neglected over this 
path. (Further computer simulation is planned to in­
vestigate the' effect of noise on the feedback .path. 
as well as other signal disturbances such as fading for 
example.) Such feedback systems hold great interest 
in the statistical communications field currently be­
cause of their expected high performance (low proba­
bility of error) in noise with a minimum of coding ef­
fort required. 
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The: binary system investigated represents the appli­
cation of sequential decision theory of statistics5 to 
statistical communications. The operation at the re­
ceiver may be visualized by' refel!ing to Figure 4. 
Here v represents a received sample of the composite 
signal plus noise. As an example if one binary signal 
has a received amplitude of +A volts, while the other 
is -A volts (this is the example of bipolar signalling), 
the resultant probability density functions ft(v) and 
f2(v), respectively, appear in Figure 4. 

• -A -0 0 +0 +A V 

+ SIGNAL 2 REGION ~ ~~ ~SIGNAL I REGION ~ 

Figure 4- Received signal space, binary feedback 

In normal binary signalling one would declare signal 
received if the received signal plus noise sample 

were to exceed 0, and signal 2 received if the re­
ceived signal plus noise fell below zero. For small 
signal-to-noise ratios (SNR), as normally encountered 
in deep space-ground communication, the resultant 
probability of error would be intol~rably high. To im­
prove the performance a null zone of width ± a about 
o is set up. If the composite received signal falls in 
this region a decision is deferred and the transmitter 
as~ed, via the feedback path, to repeat the signal. 
The first composite signal sample is then stored and 
added to the second received sample after transmit­
ter repetition. The two combined received samples 
are then tested and a decision made only if the sum 
exceeds +a or falls below -a. A third repeat is re­
quested if the sum again falls in the null zone. 

This procedure is repeated until the combined re­
ceived samples fall outside the null zone. (To prevent 
the system from cycling indefinitely or for too long a 
time, the number of transmissions may be truncated 
after a s~cified interval and a'definite decision made.) 
Such a sequential procedure with a statistically varia­
ble number of transmissions may be shown to asymp­
totically provide 50% decrease in average transmis­
sion time over an equivalent system without feedback 
with' . a fixed number of repeats5 thiS for the same 
SN R and probability of error. 

Although the scheme outlined is relatively simple 
to describe the analysis is quite complex, since the 
received signals summed are these falling in the null 
zone only. The statistical behavior of the composite 
random variable representing the sum of such received 
signals is. 'difficult to deter.mine and the resultant 
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probability ·of error not easily fou~d. In fact asymp­
totic results only for the probability of error are avail­
able; those for small SNR and a large average number 
of transmissions, or those for high SNR and very 
small numbers of transmissions. The region in be~ 
tween can only be estimated by extrapolation or by 
bounding techniques. Computer simulation of such a 
system is, however, simple to perform. For small prob­
abilities of error , however, the computer time involved 
can become quite large so that extremal statistics is an 
obvious answer. 

The methods of extremal statistics were therefore 
used, in a computer simulation of this system, to es­
timate the probability of error. nN = 10,000 total 
repeats were used in each simulation, N = 20 for es­
tim~ting a and U, n·= 500 for the actual determina­
tim} of the probabilities. Results are shown in ~igure 
S. Note that the experimental (simulation) points fol­
low quite closely an approximate performance line 
obtained by extrapolating from Wald's asymptotic 
results, valid for large numbers of transm~ssions and 
small probabilities· of error.'? The curv~s of Figure 
5· are for a SNR of Y2. A'reference curve, that show­
ing the performance of a one-way system with no feed­
back and a fixed number of repeats, is included. Note 
that the two curves differ approximately by a factor of 
two in the transmission time, as would be expected 
from Wald's asymptotIc results. 

10-1 

10-2 

o 
SIMULA1JON POINTS 

GAUSSIAN NOISE 
( SNR-II2) 

~ c_ter 51wlotion of binary "quofttu.l clecbion 
feedback Byst .. 

!0-41 2 3 4 
AVE~AGE NUMBER OF TRANSMISSIONS 

Figure 5 - Computer simulation of binary sequential decision 
feedback system 

The second feedback communications system simu­
lated, for which extremal statistics were used in es­
timating system performance (probability of error), 
was one first suggested and analyzed by J. P. Schalk­
wiik.7•8 A simolified block diagram appears in Figure 
WI..... - - ." 

6. The· information to be transmitted consists of one 

M amplitudes, 8 =l..,j = 1,2, ... M (the amplitudes . M . 
are normalized to a ~ange of 0 ~ 1 for convenience). T 
seconds are availabie for transmission and it is as-

sumed that N signal transmissions, each lasting ~ sec­

onds, are made. (Note that this fixed transmission 
time scheme contrasts with the sequential binary 
scheme, requiring· a variable transmission time, just 
discussed.) . 

On the kth transmission the signal transmitted is of 
the form 

1\ 
Sk = gk(8 - 8 k- 1). (11) 

1\ 
with gk a variable but known gain factor, and 8 k- 1 the 
receiver's maximum likelihood estimate of e, based on 
the first (k-l) transmissions. The receiver transmits 
fJk- 1 to the transmitter via a noiseless feedback path. 
This system is of the information feedback type, since 
actual information as to the received signal plus noise 
is fed back to the transmitter. 

j=I...M 
l=I. ... N 

Figure 6 - M -ary information feedback system, N respects 

On each successive transmission the receiver's es-
1\ 

timate of the correct signal, 8, improves so that 8 k ap-
p'roaches 8 more closely. After N repeats the nearest 
f} to eN is chosen as the correct signal. It may then 
be shown(7.8)· that the probability of error goes essen-
tiallyas 

P e ~ exp -[ ~e2(C-R)T ] (12) 

for large T, and R<C. Here the gain gk of the kth trans­
mission has been optimized to provide minimum prob­
ability of error. The parameter R is the rate, in bit/sec­
ond, of signal transmission: 



R = 10~Mbits/sec. (13) 

and C is the so-called channel capacity in bits/sec. for 
this gaussian channel: 

C -WI [ 1+ pav] - ogi --
noW 

(14) 

Here W = ~ is the channel bandwidth, P av is the 

average power availabie from the transmitter, and 
nJ2 is the white noise spectral density. 

(Equation (14) is exactly the channel capacity of 
the gaussian channel first obtained, using a random 
coding argument, by Claude Shannon. It represents 
the maximum rate of transmission, in bits/sec., availa­
ble for error-free transmission over such a channel. 
Schalkwijk's scheme is the first specific signalling 
scheme known to obey Shannon's previously ideal 
signalling law, and this accounts for the interest stirred 
up in it.) 

A computer simulation of this system was carried 
out, with the probability of error found using extremal 
statistics. Here, because of the relative complexity of 
the system, only a limited amount of simulation could 
be carried out. Specifically, for N = 25 repeated sig­
nal transmissions and R/C = 0.5, the probability of 
error was found to be 0.037, while for 50 signal trans­
missions, the probability of error was reduced to 
2.3 X 10-3

• Both of these numbers compare favorably 
with results of an exact analysis, possible here, the 
complexity of the system notwithstanding, because of 
the additive white gaussian noise assumed and linear 
operations at both transmitter and receiver. (Had the 
noise been non\yhite or nongaussian, or had some sim-
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pIe nonlinear operations been included exact analy­
sis would have been out of the question. Yet· the 
simulation complexity would not have been substan­
tially different, pointing out the utility of simulation 
here.) For the estimation of the probabilities here, 
20 extremal values were again used to estimate a and 
u, while n = 50 samples were used in the estimation 
of probability. The total number of samples per sim­
ulation was thus 1,000. 
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MUSE: A tool for testing and debugging a 
multi-terminal programming system 

by E. W. PULLEN and D. F. SHUTTEE 
Control Data Corporation 
Palo Alto, California 

INTRODUCTION 

Current literature on multi-terminal time sharing sys­
tems has a great deal to say about the macroscopic 
relationship of their parts and the statistics of their 
performance. However, very little is written about 
the efforts expended in putting them together or mak­
ing them work efficiently and reliably, in the hands 
of the users. Traditionally checkout and testing of 
multi-terminal systems have assumed a method of an 
on-site marathon. Testing of the product outside the 
customer's shop has been virtually non-existent. 

A major problem facing the system engineer in the 
checkout of suc!1 systems is just getting all the pieces 
together. In a large system with 64 terminals, for 
instance, it is not economically practical to assemble 
this equipment and make it available for several 
months, even when floor space and other logistic 
problems have been solved. To man this number of 
terminals, coordinate the activity at each one, and 
reproduce the system problem in such an environ­
ment is a virtual impossibility. Added to this is the 
problem of subjecting a multi-terminal system to vari­
ous job environments and various types of users. 

The system engineer could stand like the conductor 
of some great symphony orchestra. With baton poised, 
he would strike the note for a worst case loading of 
the system by his Teletype operators. But this would 
be unrealistic and uneconomical as the problem of 
checking a number of potential worst case conditions 
would still remain, as would the problem of repeating 
the results in case of system malfunction. Astfbtle, 
but nonetheless serious problem is determining the 
margiilal performance of a system when one more 
terminal is added or a significantly different work 
load is imposed through one terminal. Effects of 
changes in background computing activities must also 
be superimposed on the multi-terminal environment. 

The traditional approach is to do a best job with a 
few terminals. The system is then installed in the 
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customer's environment with a larger - but probably 
not the maximum - number of terminals. Debugging 
and testing proceeds on-site until the customer is 
satisfied with the quality of system performance. 
The trauma associated with this approach is similar 
to bringing up ten or twenty little batch systems all 
at once, all interconnected, only worse. 

The .. customer bears the burnt of equipment costs. 
He pays for terminals and lines he cannot put to use 
and concurrently he pays for computing time and 
machine hours which could be put to other uses. 
When the system programmers eventually leave - all 
too soon as far as the customer is concerned - there 
is little information on the effects of adding one, five, 
or ten more terminals to the system. When major 
design flaws are encountered during on-site debugging, 
the emphasis is on a quick fix. Often, the result is a 
very complicated product which cannot be readily 
updated or improved. 

Unfortunately the end product may not be readily 
usable for another customer even when hardware 
configurations are similar. 

The obvious solution is to do the job right in the 
first place. Time sharing systems must be balanced 
in their resource requirements (memory, disk space, 
data channel access, ets.) just as c~refully as any 
power plant fly-wheel. Simulation of an entire system 
is an effective tool for testing and debugging in the 
early stages of planning and design. This type of simu­
lation is most useful in defining the problems. Simu­
lation, however, of interaction between user and parts 
of the system has been overlooked. Designs have been 
frozen before critical resource conflicts become appar­
ent. Time-critical and resource-critical conditions 
fall by the way only to resurface in the customer's 
shop. At this point, a hasty fix can change a well 
designed system into a poorly. constructed one. 

Another submerged problem is associated with 
making large amounts of terminal and mUltiplexing 
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hardware available in the early development stages 
even when such equipment can be manned efficiently. 
This is the problem of hardware-software lag. Com­
munications and terminal hardware designs must be 
fairly well defined before even a few prototypes can 
be made avaiiabie for software development. \Vhen 
many terminals are required, flexibility in the hard­
ware design is many times diminished. The software 
designer is once again confronted with unilateral 
hardware d~sign decisions and an integrated system 
design is again frustrated. 

Considerations such as the foregoing resulted in 
an attempt to simulate the user and communications 

. environment' in a program caned MUSE (Muiti-User 
Environment Simulator). This program allows the 
multi-terminal system to be extensively exercised in­
dependent of multiplexing and terminal hardware. As 
many as 64 users may be simulated at one time. This 
program, and to some extent the time-sharing system 
it tested, are the subjects of this paper. 

The tested system 

The MUSE program represents a joint effort of the 
RESPOND (Remote Sharing and Processing of 
Data) development project and the Quality Assurance 
Department. The purpose of this effort was to develop 
a tool for debugging and testing the CONTROL 
DATA 6000 Series TIY RESPOND time sharing 
system. The RESPOND system was designed to per­
form the following tasks: 

• Define, store and retrieve files with respect to 
disk storage devices at the computer site 

• Create programs in the form of executable files 
• Submit these files for processing in the batch 

environment controlled by the SCOPE operating 
system 

• Allow output results from the SCOPE processing 
to be placed on permanent disk files accessible to 
the user through his remote terminal 

rhese capabilities co-exist with the full range of batch 
?rocessing operations provided by the SCOPE operat­
ing system. 

TIY RESPOND is a standard Control Data Cor­
poration product, based on a special system developed 
by Control Data Corp. for the University of Texas 
and Aachen University in West Germany. The system 
operates within a hardware configuration which in­
cludes CONTROL DATA 6400, 6500 or 6600 com­
puters with a minimum of 65 thousand words of cen­
tral core storage (60 bits per word). A Control Data 
Corp 6676 Communications Terminal Controller 
acts as the mUltiplexer between the computer data 
channel and up to 64 Teletype terminals. These ter­
minals may be connected to the multiplexer over 

DATAPHONE Service or directly through a stan­
dard signal and data set coupler interface. 

A resident program includes the command process­
ing code and housekeeping tables for the terminals. 
Scratch storage is requested and released dynamically 
from the SeQ PE system as buffers are required for 
implementing the commands. The amount of core 
used is dependent upon the number of active termi­
nals in the system, the type of activity at each termi­
nal, and the amount of core available to the 'System. 
A request for core is placed in a queue if it cannot be 
satisfied. Queues are also maintained for disk re­
quests, SCOPE processing operations, and output 
operations. Operation of these queues under a many­
terminal environment was of primary interest dur­
ing program debugging and testing. 

Figures 1 through 4 illustrate the basic phases of 
RESPOND's operation. The Circular-Stack acts as 
an input delay-line buffer. 

The Termstak is the basic element in coordinating 
the terminal's activity. The Jungle provides dynam­
ically allocated scratch storage for terminal activity. 
The Job Table acts as the coordinating mechanism 
between the user and his disk files. Buffers for file 
management and output operations reside in the area 
labeled use file information. 

Simulator design factors 

Many factors could be considered in this develop­
ment, since the application was rather new, effort 
was concentrated on the following six items: 

Duplication of real-time characteristics of Teletype 
terminal, telephone and mUltiplexer system 

Minimization of effect of simulator on the rest of the 
system, including the SCQ PE processing en­
vironment 

Flexibility in defining number of terminals and 
relationships between terminal activities 

Flexibility in definIng command strings and input 
data sent from the simulator to RESPOND 
system 

Control of terminating or overriding simulator 
performance from the computer console 

Capability to move from a simulated environment 
to actual Teletype operations without disrupting 
continuity of activity at each terminal 

These capabilities provided the potential for emulat­
ing a variety of job environments and user types as 
well as worst-case conditions. The override and simu­
lator exit features were of particular importance in 
the debugging of both the simulator and RESPOND 
system. 

Emulation of worst-case conditions was particularly 
important in testing and debugging the RESPON D 



product. Worst-case conditions are defined as those 
which place the heaviest simultaneous load on the 
RESPOND queueing structure for resources. Two 
general sets of problems appear under these circum­
stances: 

lOP Program 

Periodically samples multiplexer 
Receives 12-blt character Into terminal I/O buffer 
Sel>arates and packs Input cbaracters into right-character buffers 
Attaches input identification code and·transfers buffer to circular stack 

RXP Program 

Detects and marks termination of input in TERIIISTAK 

Service Program 

Analyzes Input word In circular stack and parcels input Into jungle unit assigned to terminal 
Determines wh .. ther Input is a command or incoming data 
Updates job ·Iablefor terminal 
If a comn,and, seta flags In TERMSTAK for required processing routine 
If Incoming data, assembles data in buffer (or transfer to the disk and Issues disk write request 

Figure 1- Input 

Service Procram 

Examines TERMSTAK to determine ..:tionl'eqllired 
Transfel'll Information for referencing user's flies Into central memory from the disk 
Cbups, adds, or deletes luformMlanln .. er's til ... required 
Updates user's file catalog mel jGb table 
Places command-accepted response In jungle units 

lOP Program 

SeadII I'8llponse to remote terminal 

Figure 2 - File maintenace 
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EXECUTIV£ 
pp (UP) 

INPUT/OUTPUT 
PP (lOP) 

Service Program 

Locates required m. 
Stores flIe Information and TERMSTAK entry in wait stack in jungle 
Transfers information from walt stack to pseudo-TERMSTAK entry wben pseudo-terminal 

becomes idle 
Generatea a set m control cards and places tbem on the disk 
Requests EXP to enter job in tbe FNT /FST table 

IXPProgram 

Makes initial entry In FNT /FST table 
Intervenes at critical points to update FNT /FST and save output flies 

8I!tem Monitor 

Multip1'OCellHll ,. 

Figure 3 - Scope processing 

CENTRAL MEMORY EXECUTIVE ~ 
pp (lXP) .-

~ • - USERS SERVICE 

INPUT/OUTPUT J JUNGLEI,....L-'-" FILE PROGRAM .--- ~j'l.; 
pp (lOP) CIRCULAR TERM .---

STACK STACK JOB 

~J~ 
TABLE 

FOR 
TER-
MINA~ 

L-- t-... 
L---- "---

h 
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Service Program 

Sets up output message or monitors terminal job tables for output messages 
Calla up a8 much of output messages as lOP can handle during one output period 
Plaoea tbia outpat In juDcle units 
Sets output flag In TERMSTAK 
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TIMING PROBLEMS: Many users require 
execution of the same section of code, use of the 
same buffer areas, and entry into the same queues 
simultaneously. 
SATURATION PROBLEMS: Queues be­
come very long or full, causing rejection of a re­
quest for a resource. Buffers are filled, requiring 
the system to allocate and link to additional buf­
fers. 

For example, when an INPUT or a FILE command 
terminates, sorting buffers are in demand and, the disk 
request queue grows. Another example is the LOG­
OUT-LOGIN operation by which each user's file 
catalog must be transferred to from the disk. 

Four general classes of users can be simulated by 
the MUSE program: 

A polite general purpose user who accepts the 
rhythm of the system and is interested in exer­
cising its capabilities. 

A stereotype user from a particular job environ­
ment who represents a specific set of needs such 
as file management, short FORTRAN compila­
tions or heavy execution requirements. 

The impatient user who will run at his speed, 
rather than the system's speed, and continues re­
lentlessly to enter commands into the system. 
'{'he hostife user who is intent on breaking the 
system. 

Single terminal operations often suffice for the polite 
user and for the initial encounter with the hostile 
user. Multi-terminal simulation is the only way to 
adequately gauge system performance for stereotype 
users, impatient users or a gang of hositle users. 
Simulator design was oriented toward emulating the 
impatient, hostile and stereotype users. Since, how­
ever, data decks define both the number and type of 
user a change from anyone group to another is easily 
accomplished. 

The polite user certainly cannot be overlooked. 
Here is the capability to quickly and thoroughly exer­
cise all variations of a command. For example, the 
RESPOND user may define a format to organize his 
data input stream. There are 512 variations on the 
FORMAT command's structure alone. The checkout 
of these variations is trivial when run through the 
simulator but extremely tedious when entered by 
hand more than once. Problems are easily repeat­
able when simulator testing is done. 

Not all problems can be solved or even isolated by 
using the simulator alone. System malfunctions associ­
ated with misplaced files or records require some 
searching and guessing after an error is detected. This 
class of problems is accommodated by the design of 
the interface between MUSE and RESPOND which 

allows simulator operation to be terminated and 
activity to be transferred to a Teletype terminal. This 
mode of operation was also vital in resolving simulator 
and RESPOND communication problems. 

Sirnuiator designfeatures 

The MUSE simulator consists of two basic parts. 
The major part is essentially a FORTRAN program 
with several small assembly language (COMPASS) 
routines incorporated for .... efficient use" of central 
memory after loading. A second part consists of ex­
tensions to the RESPOND executive program which 
allow communication with the simulator as though 
it were the system multiplexer. This interface program 
provides automatic switching of activity between 
simulator and Teletype terminals. 

The FORTRAN program resides at one of the 
control points in the multi programming environment 
of t~e SCOPE system. This program requires a maxi­
mum of 9600 words of core memory for the 16-termi­
nal version and 18000 words for the 64-terminal ver­
sion. A character conversion table relates Teletype 
codes to internal codes in the same manner as in the 
RESPOND system. 

The commands and data input submitted from 
the simulator to RESPON D are loaded by the simu­
lator as data strings separated by control cards. The 
command and input strings reside on disk as separate 
files for each terminal. A simulator input buffer is 
filled with characters for each terminal from these 
files. When the buffer is filled, RESPOND performs 
a parallel read operation bringing in all characters for 
all terminals as though the simulator were a multi­
plexer. Output is transferred by a similar fashion from 
RESPOND to a simulator output-buffer then to a 
disk file for each specific terminal. Each data card 
record in a data string represents one discrete com­
mand or one data input line. Data strings may be 
entered by cards or from magnetic tape. Commands 
can be up to 77 characters per card and data records 
up to 80 characters per card with as many cards per 
input record as desired. The last two columns on a 
command card are used by the simulator to designate 
the number of times the command should be repeated 
under certain conditions. 

Up to 36 diagnostics and other replies generated by 
RESPOND are entered into the simulator program's 
diagnostic table from data cards. When the simulator 
receives a message from RESPON D, it scans the 
diagnostic data cards loaded with the program. If a 
match is not found, the next line of input to RE­
SPON D is issued. if a match is found, coded infor­
mation entered with each command triggers a variety 
of actions. This allows a certain degree of recovery 



wIthin the simulator from conditions within RE­
SPOND when that system is heavily loaded. 

The simulator data control cards provide the follow­
ing capabilities: 

• the TERMINAL ID card identifies a particular 
part of the data string with one or more terminals. 
All possible or 'up to 35 terminals may be speci­

, fied, individually' or . inclusively, to use the same 
<i~ta string. 

• The TERMI,N AL NUMBER card specifies the 
number of the hi~i.est terminal to be serviced 
by the' simulator during a particular run. This 
card is used in allocating fixed buffer space in 
the FORTRAN' program among the terminals. 
This facilitates the printing of results files and 
examining flags when only a small number of 
terminals are simulated. 

• . The WAIT card is used to inhibit the issuing of a . 
command at any terminal until a LOGOUT has 
been issued at one or more other specified termi­
nals. This facilitates testing RESPOND super­
visory control functions and sharing of files 
among several users. -

• The CONTINUE control card is used in con­
junction with coded information on the input 
data cards. It allows the movement of a selected 
group of simulator data from the terminal's cur­
rent input data string to a re-entry file. The data 
will be issued at a later time to RESPOND. 

The TERMINAL ID control card can be used to 
establish worst-case and balanced-load conditions 
with a minimum number of data cards. The WAIT 
control card can simulate supervisor-user interaction. 
Users may be held in a wait condition until public 
files .have been created. The supervisor may be held 
in a wait condition for password list changes until 
several users have logged out. Users may wait for the 
exit of other users during tests of password and file 
sharing operations. 

The capability provided by the CONTINUE con-
, trol card is of particular importance. It accommodates 

the condition where a portion of the command string 
requires results from SCOPE processing. When these 
results are not immediately available, this portion of 

"the string (that which end~ with the CONTINUE 
card) can be placed on a reject file and re-issued later. 
When a diagnostic message received from RESPOND 
is included in the simulator's diagnostic table, a check 
is made t<1 determine if the command is to be reissued. 
Any input statement may be reissued up to 99 times. 
Command sequences which do not elicit the correct 
response after a specified number of repeats are pulled 
from the string and placed in a reject file. When all 
entries in the command string for a terminal have been 
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passed over once, the contents of the reject file are 
sent to RESPOND. 

The following string of commands is an example of 
an application of this feature. Assume the user has a 
FORTRAN program P. 

COMPILE P LIST PL BIN PB 
STATUS 00 02 
OPENPL 
DISPLAY FILE PL 
EXECUTEPBINPUT OUTPUT=RESULT 
OPEN RESULT 0002 
DISPLAY FILE RESULT 
COpy RESULT TO PRINTER 
ooCONTINUE 00 
INPUT 

The COMPILE operation is requested from the 
SCOPE processor, as are the EXECUTE and COpy 
operations,. If the total system is heavily loaded, com­
pilation may not be complete even after two STATUS 
requests have been issued and replies received. In 
such a case, the whole string from the first ST ATUS 
through the ooCONTINUE card is moved to the re­
ject file and the INPUT command will be sent to RE­
SPOND. By the time all the other commands in the 
data string have been processed the compilation 
should "be completed. The binary file can be passed 
to SCOPE for execution. If two attempts to OPEN 
the file resulting from execution are unsuccessful be­
cause the execution job has ,not completed, the string 
from OPEN RESULT through the ooCONTINUE 
card will again be placed on the reject file to be ser­
viced at a later time. This feature gives the simulator 

'extensive recovery power from the time lags in the 
RESPOND-SCOPE processing cycle. When 40 or 
60 terminals are being simulated this recovery be­
comes very important. This feature .also lays the 
foundation for gathering some statistics on turnaround 
of terminal jobs in a particular computing en vironment 
and with different types of central processors. 

A number of features are controllable by the user 
through sense switch settings while· the simulator is 
running. These features include the ability to: 

• Force the next entry in the command string on 
the RESPOND system after a pre programmed 
time-out period 

• Stop output of file contents from RESPOND 
to the simulator and proceed to the next com­
mand 

• Call for an intermediate printout of the simula­
tor's results file at any point in time without 
disrupting operations 

• Display on the console screen the activities 
occurring at each terminal (for instance, the 
LOG IN command issued by the simulator and 
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the reply from RESPOND). This option may be 
exercised at any point in time for an arbitrary 
period of time and then rescinded 

• Terminate the simulator run, print the results 
to that point, and exit the simulator from the 
computer system at any time 

The ability to force commands is used to check 
input saturation problems and to overcome any break­
down in communications between RESPOND and 
the simulator. An impatient or hostile user may not 
wait for a reply from RESPOND to his last command. 
He may enter another, then another command, stack­
ing up requests within the system. The forcing feature 
allows simulation of this action. Both the number of 
times a specific command is repeated and the time-out 
period required before another command is forced 
upon RESPOND are readiiy changeable parameters. 
Each occurrence of this action is recorded in the termi­
nal's results file. 

The ability to arbitrarily stop the output of file con­
tents from the RESPOND system duplicates a real 
user's capability. This was not the reason, however, 
for including the feature in the simulator. In test­
ing the commands which access SCOPE processing 
capabilities and recover files from SCOPE only the 
first several records are needed to identify a success­
ful operation; however, it is often inconvenient to 
guess the number required. The STOP switch allows 
the tester to terminate output when he has enough 
data to answer his questions and before the full con­
tents of the file is displayed. Quality Assurance test­
ing activities make use of the simulator's ability to 
print intermediate results printout as well as the final 
results, and the visual display of terminal activity dur­
ing the actual simulator run. 

Results from the simuiator are routed to two de­
vices. All input and output strings for all terminals 
are displayed on the screen of the computer control 
console together with the terminal number, and com­
puter clock time when entry was made or response 
received. 

Figure 5 illustrates this type of display when 16 
terminals LOG IN and perform a series of balanced 
COMPILE, INPUT and FILE operations. Through 
this display the simulator operator is aware of the pro­
gress of testing at all· times just as if he were viewing 
the operations of 16 or 20 or even 60 terminals simul­
taneously. This display forms the basis for the de­
signers' override actions. The contents of the log 
generated from this display indicate the relative per­
formance' of SCOPE and RESPOND in handling 
remote user's requests. 

Another type of output is a listing produced by 
the simulato~ at the line printer. This listing includes: 

11.26.27.G" 
11.26.33.0 O/l.lGIN GLE~ 47154R619 
11.26.33.0 l/LOG!N PASSOI 4624261' 
11.26.33.0 2/1.0GIN P1SSC2 46242619 
11e26~33eO 3/LOGIN PASS03 4624261' 
11.26.34.0 4/LOGIN P4SS~4 46~42619 
11.26.34.0 5/1.0GIN PASS~5 46242619 
11,26.34.0 6/LOGIN PASS06 4624261' 
11.26.35.0 7/L"QIN P4SS01 4624261' 
11.26.35.0 8/LOGIN PASSOA 46242619 
"-i.26,35.0' 9/LOGIN PASCSQ9 46.2t2.6Jt 
11.26.35.010JI.OrwtN PAS~10 46242619 
'1.26.35.011/1.0G'" PASS11 46242619 
11,26.3'.012/LOGIN PlSS12 46242619 
11.26.35.013/LOGIN PlSS13 46242619 
11.26.35.014/LOGrN PlSS1. 46242619 

. 11 .. 26.35.015/LOGIN PlSS15 462.4261..1 
11.26.41.0 01 TIM~ 11 26 3~ 
11.26.42.0 51 TIME 1f 26 3~ 
11.2~.42.0 61 T!H~ lt 26 35 
11.26.42.0 71 TtM~ 11 26 35 
11.26.42.0 81 TIME 11 26 35 
11=26~42.0 91 TIM~ ii 26 3, 
11.26,42.0101 Tr~E 11 26 3, 
11.26.42.0111 TIM~ 11 263! 
11.26.43.0121 Tt~E 11 26 3~ 
11.2~.43.0131 TIHF. 11 26 35 
11.26.43.0141 TIHF. 11 26 35 
11.26.43.0151 TIM~ 11 26 3, 
11.26,43.0 11 TIM~ it 26 3, 
11.26.43.0 21 TI"~ 11 26 3' 
11.26.43.0 31 TtrlF 11 ~6 35 
11.26.43.0 41 TIMF 11 ~6 3, 
11.26 •• 5.0 01 DATF. 01/13/68 
11.26.46.0 51 DATE ~1/13/68 
11.26.46.0 61 DATE 01/13/68 
11.26 •• 6.0 71 nATF 01/13/6. 
11.26 •• 6.0 81 DATF. ~1/13/68 
11.26.46.0 ~I DATE 01/t3/68 
11.26.46.010/0Ar~ ~1/13/68 
11.26.46.0111 DATF. 01/13/68 
11.26.47.0121 OATF. 01/13/68 
11.26 •• 7.0131 OATF. 01/13/6. 
11.26.47.0141 OAfF. Q1/13/68 
11.26 •• 7.0151 OATF. 01/13/68 
1\.26.47.0 11 OATF. 01/t3/68 
11.26.47~0 21 DArF ~1/13/68 
11.26.47.0 31 DATE 01/13/68 
11.26,47.0 41 ~ATE 01/13/68 
11.2~.51.0 01 •••• COMPILE HUDAR 
11.26.'2.0 51 •••• r.O~P'LF. ~UDAA 
l1i26.~2.C 6/ •••• ~O~PtLE HijDAA 
11.26.52.0 7/ •••• COMPILE HUDAA 
11.26.'2.0 8/ •••• COMPILE ~UDAA 
11.26~2.0 9/ •••• COH~rLE HUDAQ 
11.26.'3.010/ •••• COMPII.E HUDAR 

. 11.26.53.011/ .... r.O,",PILE HUDAA 
11.26.'3.012/ •••• ~OMP'LF. ~UnAA 
11.26.53.0t3/ •••• COMPILE HUDAR 
11.26.".014/ •••• COMPILE HUDAA 
11,26.53.015/ •••• ~OMP!Le HUDAR 
11.26.54.0 1/ •••• ~OHP'LF. HU~AR 
11.26.5 •• 0 2/ •••• ~OHPILE ~UDAR 
11.26.154.0 3/ •••• r.O~P'Lr: HUDAR 
11.26.54.0 4/~ ••• r.OHP1LF HUDlR 
11.26.58.0 0/ •••• INPUT FTN 
11.26.58.0 51 •••• INPUT FT~ 
11.26.58.0 6-' •• ., r~"'UT F'TN 
1t.26.~9.0 7/ •••• fNPUT FT~ 
11,26.59.0 8/ •••• 'NPUT FTN 
11.26.'9.0 91 •••• INPUT FTN 
11.26.~9.010/ •••• tNPUT FTN 
ll.26.'9.011/ ••• , INPUT FTN 
11,26.59.012/ •••• rNPUT FTN 
11.26.'9~013/ •••• P"PUT FT'" 
11.26.'9.014/ •••• INPUT FT~ 
11.26.59.015/ •••• INPUT FTN 
ll,21.00.0 1/ •••• INPUT F'TN 



11.21.00.0 2/ •••• INPUT.FTN 
11.21.00.0 3/ •••• r~PUT PTN 
11.27.00.0 4/ •••• INPUT PTN 
1,,27.04.0 O/OOOOOQ1Q a 0001 
11.27.0'.0 5/aOO'Q010 a OQ01 
11.27.0'.0 6/00000i10 8 0001 
\1.21.0'.0 7/00000ij~O.OOOi 
11.21.05.0 8/00000~10.0001 
11.27.05.0 9100~o0610a~001 
11,27.0'.010/000ao510 a 0001 
11,21.06,011/00000010-0001 
11.27.06.012/0Q000010·~OOl 
11.21.0 •• 01~/D~~O~ri1~~OD~1 
11.21.06.014/00000110 a 0001 
11;21=06=01~!OOQjOQ10.0001 
11.27.06.~ 1/00000310-0~~1 

Figure 5 - Operating results from console display 

• Input commands and results by terminal for each 
terminal declared in the control card 

• The input string for each terminal as it appears 
in the data deck 

• All rejected (unsert or unprocessed) entries 
in the input string for each terminal 

• A matrix of operating statistics for each terminal 
which includes flags for abnormal terminations, 
the number of commands repeated and rejected, 
character counts of latest input and output 
strings, activity codes, and many more items use­
ful in isolating _ problems within RESPOND, 
SCOPE or MUSE 

Figure 6 is an example of the Results File kept for 
each terminal. This file is usually the main item of 
interest. It is identical to the results achieved from 
a Teletype terminal with the exception that the time 
between command entry and system response is 
included. This provides a means for collecting addi­
tional performance data and comparing different 
hardware configurations. 

Statistical information is gathered during a simulator 
run and formatted as a matrix. This matrix provides a 
quick index to trouble areas. With a little experience 
it is possible to quickly pinpoint the terminal and com­
mand which has a malfunction. The items in this 
statistical file include command codes, character 
counts of most recent input-output strings, number of 
commands processed, and repeated, terminal status 
(active, waiting output, etc.) and latest contents of 
the character input-output buffers. 

Console capabilities of the Control Data Corpora­
tion 6000 Series computer, operated through the 
SCOPE system, provide additional flexibility in 
RESPOND-MUSE operation. Simulator activity 
can be suspended by rolling the simulator out of exe­
cution. RESPOND can be returned to Teletype ser­
vice by dropping the simulator from its control point 
or by changing the first character of the program name 
at the control point. Relative priorities and field 
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lengths 9an be adjusted to give the simulator the 
aspects of a large compute-bound job. 

The complete continuity between simulator and 
Teletype operations provides a mechanism for check­
ing performance of the -MUSE system or isolating 
RESPOND and the simulator communications prob­
lems. 

Results of operation 

By this point the reader is primed for a series of 
graphs and tables which illustrate the value of the 
system described. Our goal, however, was to design a 
tool for building and testing multi-terminal time shar­
ing systems. The measurement of performance is 
actually a by-product of our efforts. With respect to 
the primary goals, we believe we have achieved the 
following results 

• A better product than could have been built 
with more traditional testing and debugging 
methods 

• A better understanding of the product's internal 
operations and the compromises made to achieve 
a specific level of performance 

• The ability to adjust product performance given 
a specific job environment and service require­
ment to most efficient operating point 

• A thoroughly tested and formally evaluated 
product; a product which will satisfy specific 
performance criteria with many more terminals 
than can be reasonably assembled or coordinated 
in a development environment 

• Confidence that the system tested will continue 
to function under the worst-case stress condi­
tions that can be imposed by a large number of 
remote users. 

A valid question at this point: "Were we really 
able to find problems with the MUSE system which 
would have eluded us until a customer found them?" 
The answer is definitely· affirmative. The following 
proble~s may not have come to light until several 
month·s after product releas,e. 

• When. nine (or multiple thereof) users all request -
a sort of their input records at the same time 
there was a problem in handling that ninth re­
quest. This is understandable in our octal world, 
and not difficult to fix once isolated. 

• When the thirteenth unsatisfied disk request 
entered the disk I/O queue, it created a problem. 

• When the disk request queue became saturated, 
a path through one command requiring disk 
access did not handle rejects properly. This 
happened only when more than ten FILE com­
mands occurred within a 30-millisecond period. 



498 Spring Joint Computer Conference, 1968 

••••••••••••••••••••••••••••••••• ~**+ •• *.~~ .... * •• * ••• *.*q ••••••• ~ •••••••• * ••••••••• * •••• ** •• * ••••••••••• *. 
-.~--- .. -- -_. --- . - RF.SUL TS AT Tl:HM I '~A"L~·-i5 --

~~ ••• ~ ••••••••• * ••••••••••• * ••• * ••••••••• +.* ••• *.***.** •••• * ••• * •••••• ~+++.+.+~ •••• ** •••••• * •• **.* •••• ***. 

TEWMIIMI. 
ACTtVpv 

QQINPAS!';15 46242619+ 
A j) t<. -----------. ------- .--.-------

TIM~ 00 03 ~? 

.~-LtJA.:...:l'_=_l:~ ()t/iS/flo. 
"~" qOHPfi.-e-HUOA'R. ' 

....... n. ,l~PUr ,TNt 
w;"",(:;.;;;O;,.:O;.,;. n;-:o~0-i-\l.:.i-=-I'l ='-'o~o:-:=o~i~. ______ .. ________ . __ ._. _____ _ 

OOOOQ20= .. J:Or. 
f'ii.E I"fPi.10. 
• • •• OPE'4 I "IP1' 
~fP' APet PTU~"I1.E I NP1iIo"; .. 
f~.~ STATUS HUDARt 
~O.NO' tN SYSTE". 

--'- .. --- _ .. __ .. _-----

3 

'5 
5 
5 

5 ---- -. -

4 
1 

XECIITE ;;Uni\~ TTi·i;.oUh I fjPi. T~jiE- fiUTI';-;T:i)IHf,-f ~PF., ... -
"" :iTATIIS ~uO!\R fh 
JQ9 rN EX~CUTION. 

"~';--SUTITs ;;'(jOi\R q. -
, ,JOB NOT IN SYSTE~' 

.. p STATllS HUOAR fH ________ .. 
JClA NOT IN SYS'fr;"1";---
• • •• OPE~J TAPE?' • 
•••• nISPLAY sup rTLE TAPE~' 

s'" T .. IS IS HUN 1 --;- "---.--- --
TNlS tS lERMtNAL 0 

: . Of( .. 
~~-ij6pv'OUT1 TO "RliHF;R. 

• • •• IlE!LFTF F' I LE T APE2 .. 
, ••• DELFTE £l!.:.E.....l;!~_~ ___ _ 
i.t. UELE1E rILE OUT~' 

~ .. n!l-p.'I'E rJLF. HI/DAR R. 
, ••• L. !s·(. 
FRIVAiE ~IlES .. 

____ .M..Y..:1A ~ _.!: _ _ ? ~ In S IJL 
T'~el 1 DIS dO 

. CX'4 3 ors 
~l~? .. __ .202 ~lN 

'It. 
21l 

DISK ~P.~~ ASSll~~', 
PRJVAfe rORHAT$ 
•••• 1.,1)11'11". .. T--me-Q!f: is ~-?7 
~. ---

lJ'J 

In.sI6t1 3 
1I1o;/6~ J 
1I1~/6tj 3 
1/15/6D 2 
lJ;i~u 11 

... 

.. 

.._-------_._--_._-----_.----_._._. __ .. _-.. 

1 
2 

3 

,,--
3 

1 
1 
2 
1 
? 
1 

1 

FLYSHOUT_ 

Figure 6 - Results at terminal 15 from a test with 16 terminals 

• When many jobs were dumped into the SCOPE 
processing queue within a 90-millisecond 
period there were problems associated with jobs 
which had to wait for central memory storage . 

•. Timing problems occurred between the activities 
. of the system supervisor in changing the contents 
seconds, the reject mechanism broke down. 

• Timing problems occurred between the activities 
of the system supervisor inchanging the contents 
of public files and users trying to use these files. 

• The simulator revealed a basic design flaw that 
resulted in a major internal change to ·the pro­
gram which now insures one-to-one mapping of 
the active user's file catalog in core and on disk. 

• A problem which plagued single terminal opera­
tions disappeared during multi-terminal simula­
tion. This was traced to expansion of RE­
SPON D's field length under multi-terminal 
activity. This bit of intelligence led us to the 
problem's solution. 

To this list can be added the ability to check, with 
minimum trauma, all 512 variations of the FORMAT 
command or all xxx variations of the ~~~ command. 
M.any single terminal problems associated with long 
strings of commands were also solved far less pain­
fll;lly through the consistency, repeatability, and rapid­
ity of the simulator's operations. 



The by-product of performance statistics on RE­
SPOND has proven particularly interesting and en­
couraging. Data has been collected for a total of six­
teen simultaneous users operating in the following 
two environments: 

• File Management activity with a small amount of 
program compilation and execution (approxi­
mately 6%) 

• General programming activity with equal 

and execution operations. 
All of the data, thus far, has been collected on a 

Control Data Corporation ·6400 Series Computer 
having 65,000 words of central .memory, and utiliz­
ing a dual chan~el 6638 disk unit for mass storage. 
The simulator itself acted as a backbrou~d program 
requiring between 1700 and 2709 seconds of central 
processor time and 9600 words of central memory 
during the testing period. 

The distribution of 'wait' times for the file manage­
ment environment is shown in Figure 7. The wait time 

. is defined as the interval between the entry of the 
last character of a command (the RETURN key of 
the Teletype) and the arrival of the first character of 
the reply from the RESPOND system. The mean 
'waiting' time is 1.88 sec. The maximum waiting time 
recorded was 29 sec on the compilation of a FOR­
TRAN program having 1321 statements. In this 
case the user chose to wait for the compilation to 
be completed. Commands used heavily in this environ­
ment included the FILE. INPUT, and DISPLAY. 
Table I contains a summary of the. test results for this 
environment and details on its composition. .. 

The resuits for a general programming environment 
are shown in Figure 8. The simulated user was placed 
in a position of waiting until a compilation or exe­
cution was complete, and this has been considered 
as a single waiting time. The programs compiled con­
tained from 21 FORTRAN statements to 1321 state­
ments. 

The mean writing time for this environment was 
2.6 seconds, reflecting the 17% of commands request­
ing SCOPE processing. The maximum waiting time 
recorded was 33 seconds, and was associated with a 
wait for a large compilation to be completed. Input 
and output operations, however, still make up a large 
portion of the user's activity, as can be seen from the 
command mix statistics in Table I. 

These two environments are compared in Figure 9 
and Table I. In Figure 9 the waiting probability is 
plotted against waiting time. Note that a waiting time 
of longer than 3 seconds would occur only 7% of the 
time in a file management environment, and 17% of 
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the time in the programming environment even when 
the average user chose to wait for his compilation 
or execution to be completed before the next com­
mand. In both environments, a wait of 4 seconds 
would occur less than 10% of the time. Table 1 in­
cludes central processor operating statistics for TIY 
RESPOND under each environment. For file manage­
ment activity, an average of 13.7 commands are pro­
cessed per each central processor second used by 
RESPOND. For programming activity the average 
raises to 15.4 commands per central processor second 
used by RESPOND. In the latter case, fewer input 
'and file operations are issued to RESPOND and the 
computing load is shifted to SCOPE. 

1~r-----------------------------------------------------------------~ 
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Figure 7 -lTY RESPOND response time distribution for a file 
management environment 

Guidance for the selection of LOG IN times, 
average number of commands per terminal and 
LOG IN time spread (Table I) were obtained from 
a number of unpublished sources and from Allan 
Sherr's MIT monograph on analysis of time shared 

systems. l 

Additional study is planned to determine vari­
ation in RESPOND's performance with the hardware 
configuration consisting of 
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Figure 8-TrY RESPOND response time distribution for a pro­
gramming environment 
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Figure 9- User waiting time probability distribution 

• The 6500 dual central processor computer 
• The 6600 computer (with its dual arithmetic unit) 
• Single channel disk and mUltiple dual channel 

disk configurations 
• Central processors with 131,000 words of mem-

ory 
• Sixty-four simultaneous remote users 
Variation of performance as a function of different 

background program activity will also be investigated. 
Currently, the background activity is provided by 
the computational needs of the MUSE program itself 
which uses 20 to 30 times as much central processor 
time as the entire RES paN 0 system. 

Like any tool, the MUSE program is only as good as 
its user and the data which this user provides. It has, 
however, proven to be an excellent approach for 
solving many multi-user time sharing problems in a de-
velopment center environment with a minimum cost 
for terminal equipment. 

Simulator limitations 

The MUSE program is designed to simulate activi­
ties of a remote terminal user, the remote terminal, the 
communications line, the systems mUltiplexer and the 
data channel to RES paN D's I/O buffers. The simula­
tion of the user is only as good as the data entered to 
represent his terminal operations. 

The ~,,1USE program does not simulate the com­
puter system itself. Changes in central processor 
memory size, the number of mass storage devices, the 
number of data channels, or other changes in com­
puter site hardware can be checked through the simu­
lator's performance, but they are not adjustable from 
the simulator end. Some aspects of the SCOPE pro­
cessing environment, such as core and central process­
ing time, can be changed by giving more of these 
resources to the MUSE program. This, however, 
does not represent a satisfactory method of varying 
the SCO PE environment or resource requirements . 

An additional control card is required to simulate 
a user's think-time defined as the time between the end 
of a RES paN 0 output operation and the beginning of 
the next input string from the simulator. Currently 
commands such as HOLD and STATUS are used for 
this purpose but the control is poor and not straight­
forward. A THINK Control card would allow a speci­
fied time to pass before the next command was issued 
from the simulator. 

More operator override features are desirable. The 
ability to assign the computer console keyboard to any 
terminal in place of the simulator would greatly in­
crease the debugging potentials of the program. Better 
control over the balance of the SCOPE processing 
environment should be developed. This could be a 
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T ~BLE I - SummarY of results and test specifications 

Application File Management Programming 

Mean waiting time 1.88 sec 2.6 sec 
Maximum waiting time 29 sec 33 sec 
Total RESIDND overhead 116.4 CPU sec 58.1 CPU sec 
Background Program (MUSE) 2681.7 CPU sec 1729.8 CPU sec 
Usage of CPU time 
A verage LOG IN time 34 min 26 min 
Range of LOG IN times 26 min to 44 min 24 min to 29 min 
Total Nr. of commands processed 1592 896 
Average Nr. of Commands per 100 56 

terminal 
Range of commands per terminal 52 to 151 'all 56 
Command Mix (over all terminals) 

SCOPE Processing 6% 17% 
Input Operations 49% '28% 
Output Operations 17% 27% 
File Operations 11% 12% 
Delete Operation 10% 12% 
System Access 7% A% 

SCOPE Processing Mix (to service RESPOND users) 

Range of Processing under SCOPE .166 CPU sec to 19.2 CPU sec per job 

Range of program size 21 FORTRAN statements to 1321 FORTRAN 
statements per program 

companion program to simulate the system card 
reader. 

The task of gathering data, and using this data to 
build up command strings is a major problem to be 
attacked. The big question is where to look for this 
data, given the myriad of command languages and pro­
cessing features available to the user, and the rela­
tively small, limited, and specialized applications of 
current time sharing systems. 

CONCLUSION 

In a system which provides time shared service to 
remote users there are a number of questions which 
must be resolved if a concept of service is to be main­
tained. 

The question is not "How many terminals can be 
serviced?" but rather, "What is the marginal' effect 
on existing users when one more terminal is added to 
the system?" This is repeated again and again with 
the job environment as a parameter, to determine 
the average responsiveness as a function of users 
andjob mix. 

The question is not "What features can be added to 
the system?" but rather, "How does the additi.()n of a 

feature or a change in the processing method affect 
existing users?" The economic concept of 'Pareto­
optimality'2 must be considered to insure that some 
users are not much worse' off because a new feature 
has been added for other users. 

What is the effect of higher speed terminals on the 
system's performance? Which part of the system 
saturates first, and what effect does this saturation 
have on the rest of the system? 

How does a system designer know that his creation 
really works for 64 Teletypes, or 32 display terminals? 
How does a quality assurance group certify that a 
product meets multi:·terminal performance require­
ments? How is the product tested in a multi-terminal 
environment? One of the biggest questions is "What 
are the significant elements of exchange?~' 

Emphasis in developing the MUSE program has 
been to build a tool which could be used to answer 
some of these questions. Emphasis has been on con­
cepts of multi-terminal system development and 
testing rather than performance measuring or predict­
ing. We needed a tool that looked like a user. The 
MUSE program is doing a good job providing this 
capability. 
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The fact that RESPON 0 and MUSE can operate 
together independently of any mUltiplexer or terminal 
equipment also provides a means of evaluating the 
performance of new and different computer hardware 
configurations as well as collecting statistics on exist­
ing ones. This paper is a report on a different approach 
and a new tool in checking, testing, and even develop­
ing better time sharing systems. Hopefully, the idea 
will ca~ch on. Not the use of a specific program but 
the idea of tes.ting to see 'what happens when,' rather 
than installing·to find these answers. 

APPENDiX 

RESPOND COMMAND LANGUAGE 
MESSAG E (message contents, 70ch max) 
LIST FILES or FORMATS 
PEN File Id 
FORMAT (r~cord number, length, step size, tab and 

skip functions) 
IN PUT File Id, Format Id 
#EOF 
FILE File Id, FILE File Id(item select options) 
HOLD 
DELETE File Id (item select options) or Format Id 
DISPLAY File Id (item select options) 
#STOP 
ASSEMBLE File Id LIST Result Id BIN Binary Id 
COMPILE File Id LIST Result Id BIN Binary Id 
EXECUTE Binary File Id INPUT= Input File Ids 

OUTPUT = Output File Ids BIN 
Binary File Ids 

COPY File Id To Peripheral Device 

COPY Peripheral Device TO File Id 
SUBMIT Control Card File Id INPUT=lnput 

File Ids, OUTPUT-Output File Ids 
BIN =Binary File Id's 

ST ATUS File Id sent to SCOPE 
&PASSWORD* LIST or CHANGE (Items) or 

ADD (Items) or DELETE 
(Items) 

*TRANSFER FILE or FORMAT, User File 
Id or Format Id TO Public File 
Format Id 

*DUMP (Creates archive type) 
*SYSEXIT (RESPOND system exit) 
LOGOUT 

The reader is· referred to the TIY RESPOND 
Reference Manmil3 for detailed descriptions· of the 
systems command structure and capabilities 
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Diagnostic engineering requirements 

by JOHN J. DENT 
International Business Machines Corporation 
Kingston, New York 

INTRODUCTION 

There is a maze of diagnostic techniques in use today: 
Diagnostic Programs, Micro Programs, Test Panels, 
On-Line Diagnostics, Error Recording Techniques, 
Automatic Recovery Procedures; and the list goes on. 
The purpose of this paper is to take a look at the basic 
concepts applicable to Error Detection and diagnosis, 
in order to put into perspective the value of the various 
techniques for satisfying future requirements. 

The terms malfunction, failure, and error are used 
rather loosely to refer to any deviation from the ex-. 
pected operation of the system, caused by a design 
error, fabrication error, equipment malfunction or 
program error. The most common method of automat­
ed diagnostic testing uses computer programs written 
in machine language. However, the same concepts 
apply whether these are implemented by software, 
hardware, or firmware. 

Uses of diagnostic tests 

The design of a diagnostic test is influenced by its 
intended use or test environments. Perhaps one of 
the most unique test environments is Engineering 
Test; that is, testing the very first model of a newly­
designed system. Engineering Test is characterized 
by mUltiple design and fabrication errors, multiple 
component malfunctions, and mUltiple errors (bugs) 
in the diagnostic test itself. The purpose of Engineer­
ing Test is to verify the design. "Functional Tests" 
are written to determine whether the system operates 
in precisely the same manner described in its function­
al description or specifications. A test generated 
automatically from design automation tapes would be 
of no use in verifying the design itself. Functional 
tests are generally not sensitive to engineering 
changes. This is of particular value in the Engineering 
Test p~ase when there are a number of engineering 
changes. In addition to functional tests, random tests 
and worst case patterns must be developed to "shake 
down" the design. 

The Manufacturing Test requirements are similar 
to the Engineering Test requirements. These tests 

must be designed to cope with multiple errors re­
SUlting from faulty components and fabrication 
errors. Field Maintenance, on the other hand, is slight­
ly different. The assumption is that the system is in 
good operating condition and that failures are repaired 
as they occur. The diagnostic designed for this use can 
take advantage of the single error assumption. 

There are several situations which require a quick 
and thorough checkout of the system: Ship Test, 
Installation Test, Acceptance, Early Morning Check­
out, etc. In all such cases, the assumption is that the 
system is working. The requirement is for a rapid test 
to verify the fact. This is a GO/NO-GO type of deci­
sion requiring a fast and thorough test without re­
gard for isolation. 

Basic approaches to testing and diagnosing 

The Start-Small approach is a building block ap­
. proach where the first test starts with the smallest 
. amount of circuitry possible. Each additional test adds 
a small increment to the circuitry tested. When a 
given test fails, the assumption is that the failing 
circuit is within the group of circuits added by that 
test. Figure 1 illustrates the general flow of the Start­
Small approach. Notice that the flow is sequential. 
The sophistication of this approach is found in the 
design and sequencing of the individual tests. The 
assumption is that the first failure found in the test 
sequence is repaired before proceeding past that point. 
This approach is effective for multiple errors. 

The Multiple Clue approach bases its diagnosis on 
the analysis of a series of individual test results. 
Figure 2 illw::trates how the test flow is similar to the 
Start-Small approach. The difference is that a failure 
does not terminate the test. All tests are run, failure 
information is· stored, and the diagnosis is determined 
by analysis of this failure data. Assuming a single 
error, this analysis can be quite sophisticated. Assum­
ing more than one error; the analysis is extremely 
complex, ifnot impossible. 

The Start-Big test approach has a more complex 
flow, as illustrated by Figure 3. Testing starts with a 
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TEST 1 
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Figure I-General flow diagram of start-small (building block) test 
approach 

large portion of logic and, if successful, proceeds to 
another large portion of logic. A failure changes the 
test sequence by branching to a test designed to fur­
ther pinpoint the trouble. The test results of each 
test determine which test is executed next. This 
approach appears to be the optimum strategy; under 
successful conditions, it provides a rapid checkout; 
under a single-failure condition, it provides rapid 
isolation. However, it is extremely complex in design 
and presents some hazards. One incorrect branch can 
lead the maintenance engineer astray. Furthermore, 
this approach is not applicable for multiple errors. 

Figure 4 shows how the three test approaches are 
rated against the three test environments. The Start- . 
Small test is extremely useful for Manufacturing 

FAILURE 

fAILURE 

TEST N 

ANALYSIS OF 
YES MULTIPLE 

FAILURE 
DATA 

Figure 2-Ceneral flow diagram of multiple-clue test approach 

Test, since the initial tests are simple and·particublrly 
suited for multiple failures. The Start-Small approach 
is also useful· for field maintenance, along with the 
mUltiple clue approach to give better diagnosis in . 
certain areas. The Start-Big approach satisfies the 
need for a quick checkout. 

A mixed strategy can be developed to satisfy the 
different test environments with one series of tests. 

. The Start-Small approach satisfies two of the three 
test conditions and can form the foundation of the 
mixed st~tegy. The multiple clue approach can be 



Figure 3 - General flow diagram of start-big test approach 
(process of elimination) 

used where further isolation is required. The Start­
Big approach can be used, sparingly and cautiously, 
to speed up the test process. 

All of the techniques mentioned so far depend on 
the results of more than one test for proper diagnosis. 
They are susceptible to incorrect diagnosis of the 
intermittent error, and the diagnosis of a failure 
depends on the ability to recreate the failure under test 
conditions. The test '~environment is an artificial one ' 
and, while operating conditions may be simulated, 
they cannot. be duplicated. Therefore, there is no 
guarantee that a failure which occurs during normal 
operation' can be detected and isolated under test 
conditions. Error-detection circuitry, along with 
error-environment recording tech niqes , has been 
used to detect errors during normal operation (on­
line) for analysis at a later time (off-line). The ultimate 
diagnostic seems to be error-check circuitry with 
enough diagnostic resolution to isolate to the replace­
able parts. This creates another diagnostic problem. 
Verifying the design and functioning of all the error­
check circuitry is, in itself, a formidable task. 

Field engineering 

If Diagnostic Engineering is looked at from the 
Field Engineer's point of view, a very interesting 
perspective is obtained. Here is a man who is sent to 
company schools for extensive training in circuits, 
logic, theory of operation, programming, operating 
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systems, diagnostics, etc. He is furnished with a com­
plete set of manuals describing in detail the operation 

"of the system and its subassemblies: hundreds of 
pages of logic diagrams; documentation for the operat­
ing programs; diagnostic program writeups, flow 
charts and listings. He is furnished with many main­
tenance aides such as test panels, failure indicators, 
oscilloscope, tool kit and spare parts. 

The problem the Field Engineer faces is that, when 
a failure occurs, it is not always obvious where to 
begin looking. The problem could be a program 
error or a hardware malfunction. Should he spend 
more time investigating the customer's error symp­
toms or should he try to recreate the error under test 
conditions? Should he go to the test panel or run 
diagno~tic programs? Should he run all the available 
test programs in sequence, or should he select the 
test program for the suspected malfunctioning area? 
Can the user still operate a portion of the system 
while he isolates and repairs the malfunction? 

There are no simple answers to these kinds of ques­
tions. The field engineer is exposed to a wide variety 
of problems and operational environments. He has at 
his disposal a wide variety of testing tools and tech­
niques. He applies his judgment to each unique set 
of circumstances as he proceeds in the isolation and 
repair process. All the diagnostic tools, with their 
options and variations, should be ready and available 

. as he needs them. 
This interplay between Field Engineer and diagnos­

tic tools is, in itself, a Human Factors problem. The 
Field Engineer must control or manage the mainte­
nance system. He must continually select a procedure, 
execute the procedure, and interpret test results. 
While he has be~n furnished with sophisticated 
systems for automatic testing and diagnosis, the 
toughest problems have been left for his own ingenu-
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ity. The tendency is to compensate for this by provid­
ing him with flexibility in the maintenance system. 
The Field Engineer must communicate with the main­
tenance system to. select the option he wants. The 
diagnostic programs must communicate test results 
in meaningful terms. 

The Diagnostic Control Program has evolved as a 
method of standardizing the interface between the 
Field Engineer and the numerous diagnostic programs. 

. It provides a framework within which all of the 
, individual diagnostics are developed. It provides a 

standard communication medium between the test 
engineer and the individual diagnostics. The control 
program automatically initiates and terminates tests 
as instructed by the test engineer. 

Maintenance systems continue to get more complex 
with the increased complexity of the systems being 
installed. Techniques must be. developed in the future 
to. simplify maintenance from a· Human Factors 
point of view. 

Other factors affecting diagnostic techniques 

Up to this point, the basic techniques for testing, 
.detecting and isolating equipment malfunctions have 
been described. The continuous trend toward more 
sophisticated data processing systems has placed 
restrictions on the use of some of these techniques 
and has created requirements for new techniques. 

The technological advance from the tube to the 
transistor, and now integrated circuits, has given us a 
significant increase in reliability. The failure rate per 
logical decision has decreased significantly. The same 
technological advance is providing us with higher 
logical density and more logical function per dollar. 

In parallel with advances in equipment development 
is the development of new and more sophisticated 
applications for this equipment. The result is a 
continuous. trend toward larger and more complex 
system configurations. As a result of this increased 
use of equipment per system complex, the typical 
large complex of today is susceptible to a higher 
failure rate, in spite of reliability improvements at 
the logic level. 

System error management 

Systems must be designed which are fault tolerant; 
that is, capable of continuing with their primary 
function in spite of individual equipment malfunctions. 
This implies the implementation of a total error 
management concept throughout t~e system. This 

. concept involves program design, as well as system 
design. Basically, it includes the following: 

1. The ability to detect system maifunctions while 
the system is operating. 

2. The ability to recover by redoing the operation, 
or going back to some checkpoint in the system. 

3. The ability to recognize and isolate a solid mal­
function to a unit. 

4. The ability to adjust the system (reconfigure) 
to continue operation without the failing unit. 

5. The ability to repair the failing unit without 
impairing system operation. 

6. The ability to return the failing unit to the system 
without impairing system operation~ 

All of the above have been implemented to some 
degree or another for various applications. In some 
cases, the solution to the problem is applications 
dependent. For example, in some tracking applications 
occasional pieces of tracking input can be lost without 
significant effect on the operation. However, the loss 
of one· business order or stock transaction can be 
very serious. On the other hand, the tracking appli­
c;ation must respond in real time - including the error­
recovery procedures - while many business applica­
tions can tolerate an occasional lag in response. 

System Error Management has been implemented 
successfully for specific applications. Many defense 
systems serve as good examples. In many cases the 
additional programming costs run high. More general­
ized solutions to the error management problem are 
required in the future. 

SUMMARY 

In conclusion, a few general observations can be 
made. Error detection and diagnosis through the use 
of automated testing and programmed analysis has 
several drawbacks: 

1. The use of testing for diagnosis assumes the 
ability to recreate the error under a test en­
vironment. 

2. Diagnosis to replaceable parts requires sophisti­
cated programs. 

3. The effectiveness of diagnosis for intermittent 
errors is questionable. 

4. Automated testing for error detection provides 
no error detection during normal system opera­
tion. 

5. Implementation of this technique on-line, con­
current with the operating program, adds more 
complexity to the maintenance system. 

In spite of these drawbacks, the automatic testing 
approach will still be required in the foreseeable 
future for design verification and initial system shake­
down. 

After installation, the best test of the system is the 
actual operating Pfggrams. It is possible to design 
detection logic which approaches 100% detection of 
equipment failures during system operation. The same 



error detection logic can be designed to provide 
diagnosis or isolation to replaceable parts for inter­
mittent as well as solid failures. Error detection logic 
plays a vital role in error management or automatic 
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recovery techniques. As the complexity and cost of ' 
programming increases, the economic tradeoff is 
swinging to-ward more error detection logic for the 
detection and isolation of errors. 





Self-repair techniques in digital systems* 

by FRANK B. COLE 
Westinghouse Electric C orporat;on 
Baltimore, Maryland 

and 
WILLIAM V. BELL 
u. S. Army Electronics Command 
Fort Monmouth, New Jersey 

INTRODUCTION 

The Army's use of sophisticated digital equipment 
at the lower orga~izational levels has led to an in­
creased requirement for equipment availability with­
out extensive downtime, maintenance, or logistics 
support. Self-repair by means of automatic spares 
switching was considered in an Army funded study 
as a possible solution to this requirement. This paper 
is based on that study. 

There are two basic problems inherent in the self­
repair of equipment by the use of spares switching .. 
One is the detection of the failure and the location 
of the failed element, while the second is the switch­
ing out of the failed element and the switching in of 
a spare. The study upon which this paper is based 
considered these aspects of self-repair. Modular 
redundancy! was not studied, and is mentioned in 
this paper only for, purposes of comparison. 
• Three common methods of fault detection and 
location are coding, software diagnostics, and du­
plication: 

(1) Coding is one technique for the detection and 
location of faults. Ordinary Hamming and similar 
codes can be used for detection (and perhaps even 
correction) of faults in memory and similar transfer 
type operations. In the arithmetic unit where infor­
mation is altered during operation residue type codes 
must be used. The main disadvantage to coding is 
the extra time required to generate the codes. This 
is especially true of the arithmetic unit where a new 
code word must be generated after each operation. 

(2) If the digital device in question is a program­
mable computer, then software can be used for the 
detection and location of faults. The discussion of 
diagnostic routines and reasonableness tests is beyond 

*This work was sponsored in part by the U. S. Army Electronics 
Command under Contract DA28-043-02343 (E). 
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the scope of this paper, except to point out that they 
form a valuable adjunct to techniques such as du­
plication. The disadvantag.e ,to the use of diagnostics 
for the primary detection of faults is that there is 
usually considerable delay between the occurrence of 
the fault and the detection of it by the diagnostic. 

(3) Duplication is applicable to all parts of a digital 
system, including control. It"does not present the tim­
ing problems that the first two techniques do, and 
there exists the possibility of using the duplicate both 
as a fault detector and as a spare. For these reasons 
duplication, in conjunction with the other techniques, 
was selected for the fault detection and location func­
tion. Several recent papers2.3 suggest other approaches 
to self-repair. 

Repair switching with duplication 

A. Organization 
Figure 1 illustrates one straightforward method of 

performing repair switching when duplication is used 
for fault detection and location. The module to be 
replaced consists of a main unit, an identical auxiliary 
unit, and a comparator which compares all significant 
outputs of the main and auxiliary units. When the 
comparator detects a difference, it is assumed that 
one of the three parts of the module has failed and 
the whole module is replaced. 

In looking at Figure 1, the question comes to mind, 
"Why not simply switch out the failed unit (main or 
auxiliary) and use the working unit as the spare?" 
The problem is, of course, determining which unit has 
failed and which is working, However, if the problem 
can be solved, the hardware saving is considerable. 
One possible solution is the use of diagnostic programs 
to find the failed unit. The hardware implementation 
is shown in Figure 2, and the system would work as 
follows. 
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Figure 1 - Repair switching - external spare 
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Figure 2 - Repair switching - no external spare 

The main and auxiliary units operate in parallel, 
with identical inputs. All of the significant outputs 
are compared. As long as no failures occur, the out­
puts of the main and auxiliary units will be identical, 
but upon a failure in either unit (or the comparator) 
the outputs will be different and a program interrupt 
can be generated. A diagnostic program is then run. 
If the diagnosis detects no faults, then the main unit 
which is connected must be working and the failure 
must be either the auxiliary unit or the comparator. 
In addition, if the comparator output is observed 
during the diagnosis, and the difference does not 
occur again, the first difference must have been an 
error (noise) and not a h~rd failure. This approach 
can . thus prevent errors from causing working units 
to be switched out and "thrown away". However, if 
the comparator does indicate a difference during a 
diagnostic, and the diagnostic indicates no faults, 
then the switch must be "locked" in position so that 
the main unit remains connected and the comparator 
output disabled so no further interrupts occur from the 
"repaired" module. If the diagnosis does detect a 
fault, then the main unit must have failed and the 
auxiliary unit's output must be switched into place 
permanently, and the comparator output disabled to 
preve"nt further interrupts from this module. 

Thus, if the duplicated units themselves are used as 
spares: 

(1) A means must be available to detect faults 
independently of duplication. Although diag-

nos tic programs are the most promising method 
of fault detection, coding or any other accept­
able scheme could be used. 

(2) As long as the fault detector serves more than 
one module, permanent (non-power dependent) 
switch storage is required. 

(3) Where applicable, this technique has some 
definite advantages over triple modular redun­
dancy. First there is a hardware saving since 
duplication, rather than triplication, is required. 
Secondly, the reliability could be greater since 
only one out of two units need be working, 
rather than two out of three. On the other side 
of the coin, there are two disadvantages to this 
technique over triple modular redundancy. The 
first is that it is only applicable where a means 
of external (to the module) fault detection is 
possible, and the overhead (hardware, storage, 
time) of the external fault detection must be 
added to the system cost. Secondly, information 
is lost in the case of a failure and the program 
must be "restarted" in some manner each time 
a failure occurs. 

One possible hardware implementation for the 
switching using internal spares is shown by Figure 3. 
It is assumed that the three control pulses, Reset 
Fault, Set Main Failed, and Set Auxiliary Failed, 
are generated by the diagnostic program or other 
fault detector. When the comparator gates detect a 
difference between a main and an auxiliary output, 
the J input of the Fault Flip-Flop is enabled and the 
flip-flop is set by the clock. The flip-flop is clocked 
to avoid its being set by spikes caused by temporary 

OUTPUT 

Figure 3 - Switch logic hardware implementation 



differences between the main and auxiliary outputs 
during transition times. The setting of the Fault 
Flip-Flop puts the system in a fault detector mode. 
For example, it might cause an interrupt which causes 
the diagnostic program to take control. 

Assuming that a diagnostic program is used for 
fault detection, the program would then reset the 
Fault Flip-Flop with the Reset Fault pulse and run a 
diagnostic of the area in question. If the diagnostic 
shows a failure, then the Set Main Failed pulse is 
generated. If the Fault Flip-Flop has been set during 
the diagnosis, as it would be in case of a hard fault, 
then the Main Failed pulse causes the Main Failed 
Permanent Store to be set. If the diagnostic does 
not show a failure, then the Set Auxiliary Failed pulse 
is generated and the Auxiliary Failed Permanent 
Store is set if the Fault Flip-Flop has been set during 
the diagnostic. In any case, the Reset Fault pulse is 
then applied to reset the Fault Flip-Flop. 

Setting of the Main Failed Permanent Store dis­
connects the Main Unit from the module outputs and 
connects the Auxiliary Unit to the module output(s). 
It also prevents the Fault Flip-Flop from being set 
by any future difference between main and auxiliary 
output(s). Setting of the Auxiliary Failed Permanent 
Store simply prevents the Fault Flip-Flop from being 
set, thus assuring that the fault detector is never called 
on again by that module and the Main Failed Perman­
ent Store cannot be subsequently set. 

As a matter of practice the overall reliability of the 
system can usually be increased by including the 
switch gates as part of the following module. Of 
course, this also increases the system price since the 
number of switch gates is at least doubled (the num­
ber of switch gates would be equal to twice the number 
of places the output goes). For the remainder of this 
paper, the configuration with one set of switch gates 
will be assumed, and if the gates fail, the system fails. 

Because of its size and relative importance, the 
memory module can be handled somewhat differently 
than a typical logic module. A memory configuration 
using duplication is shown in Figure 4. Each memory 
module contains a complete memory with parity. 
The permanent stores are completely under program 
control and no hardware comparator is provided as 
with the other modules. The memory operation is 
described below. 

As each word is read from the memory the parity 
is ~hecked. If no parity errors occur, the information 
is taken from the memory designated as main. How­
ever, if a parity error does occur, the information is 
taken from the memory not having the parity error. As 
each parity error occurs, a program (software) 
counter is incremented. If this counter (which is reset 
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periodically) reaches a threshold, then it is likely 
that the memory causing so many parity errors has 
a failure. A diagnostic program is then used to check 
out this memory. If the memory fails the diagnostic, 
it is permanently switched out and the other memory 

. is used alone. If a parity errors occurs in both mem­
.. ories simultaneously, the program is interrupted and a 
software decision is made depending upon the cir­
cumstances. 

Figure 4 - Dual memory organization 

B. Module size 
The size of the self-repairing module is a very im­

portant consideration. The exact size of the optimum 
module is a function of the system being implemented, 
but some general comments can be made: 

( 1) The module must be large enough so that the 
number of internal components is significantly 
greater than the number of components required 
for switching. 

(2) The division between modules must be made in 
such a way as to minimize the number of inter­
module connections. 

(3) If duplication without external spares is to be 
employed, the module should be selected for 
easy diagnosis or other external testing. 

(4) The modules should be approximately equal 
in reliability. 

c. ?ermanent store implementation 
The permanent switch store must be independent of 

power as discussed previously. Of the approaches 
that could be used with presently available com­
ponents, the tw~ most promising are: 

( I) Fuses - Fuses can be used in conjunction with 
solid state devices as shown in Figure 5. They 
have the advantage of being inexpensive and re­
liable and the disadvantages of being slow and 
non-resetable. 
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Figure 5 - Permanent store implementation 

I 
I 

(2) MNOS Storage Devices4
- The Westinghouse 

Research Laboratories have recently an­
nounced the development or" Metal-Nitride­
Oxide-Semiconductor field-effect transistor 
with a voltage variable threshold. Once the 
threshold has been set it will remain indefi­
nitely, even though power is removed from the 
device. TI:te threshold can also be reset by 
application of a voltage of suitable magnitude 
and polarity. 

Prior to the advent of the MN OS device the fuse 
appeared to be the most practical implementation of 
a permanent store. Therefore the reliability cal­
culations in the following section are based on the 
use of fuses. However, now that the MNOS storage 
device has become available with its advantages of 
resetability and high operating speed, it would prob­
ably be used in any self-repair implementation. 

Reliability calculations 

There are seven parts to the self-repairing module. 
These parts are: 

1. Main Unit 
2. Auxiliary Unit 
3. Comparator 
4. Main Failed Permanent Store 
5. Auxiliary Failed Permanent Store 
6. Output Switches 
7. Fault Flip-Flop 
The module will continue to operate successfully 

with certain combinations of failures, and fail with 
other combinations. In order to determine the module 
reliability, certain simplifying assumptions must be 
made in determining which combinations of part 
failure cause module failure. The assumptions which 
have been made are: 

(1) The most destructive sequence of failures is 
always assumed. For example, if the Compar­
ator fails after a failed Main Unit has been 
removed from the module, its failure will not 
fail the module. However, if the Comparator 

fails first, then the failed Main Unit will not 
be removed and the module will fail. 

(2) A failure in the Output Switches will fail the 
module (and hence the system). 

(3) A failure in the Fauit Flip-Flop wIn fail .the 
system. This assumption is made because if 
the flip-flop fails to a permanent set state, an 
interrupt will occur which the computer cannot 
clear. It will then have to ignore fault inter­
rupts and the next failure will fail the system. 

(4) Shorts to ground and shorted' diodes are as­
sumed not to occur at critical points (i.e., com­
parator, main and auxiliary unit inputs). 

it shouid be noted that the first three assumptions 
are highly pessimistic. There are many sequences of 
failures and types of f~ilures in these categories 
which could occur and not fail the system. Assump­
tion (4) is optimistic, but not unrealistic. Molecular 
device failures tend to be opens rather than shorts. 
No significant data were found on the probability of 
these two types of shorts. The reliabilities calculated 
on the basis of these assumptions are thus pessimistic 

Through the use of these assumptions, Table I was 
generated. This Table illustrates for which combina­
tions of failures the module will continue to operate. 
The Output Switches and Fault Flip-Flop are not in­
cluded in the Table because it has been assumed that 
a failure in one of these will fail the module. From 
the Table it is possible to select mutually exclusive 
combinations of states for which the module will work. 
With these combinations and making the further as­
sumption of statistical independence between part 
failures, the reliability (R) of the module may be writ­
ten as: 

R = {RMRARC + RMRMFRAF (1 - RA) + RMRARMF 
(1 - Rd + RMRARAF (1 - Rc) (1- RMF) 

+ RCRARMFRAF (1 - RM)} RsRF (1) 

where the R's or reliabilities are the probability that a 
particular part will be working and -the subscripts 
refer to the parts listed above. 

Since the Main and Auxiliary Units are identical 
and the Main Failed and Auxiliary Failed Stores are 
identical, then RM = RA and RMF = RAF. Thus it is 
possible to simplify the expression for R to: 

R = {RM2RC + RMR~F - 2 RM2R~F + 2 RM2RMF 
- 2 RM2RMFRC + RMR~FRd RsRF 

(2) 

A similar fault table can be constructed for the mem­
ory. However, the memory table is simpler because 
there is no comparator. Such a table would show the 
memory to be working under the following three con­
ditions: 
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F = FAILED 
W=WORKING 

(1) The Main and Auxiliary Units (memories) 
working. 

(2) The Main Unit and Main Failed Store working 
and the Auxiliary U nit failed. 

(3) The Auxiliary Unit, Main Failed and Auxiliary 
Failed Stores working and the Main Unit failed. 

From these conditions the reliability (R) of the mem-
ory module may be written as: 

R= {RMRA + RMRMF (1-RA) + RARMFRAF (1-RM)} Rs 
(3) 

Since RM = RA and RMJo, = RAt, this equation may be re-
written as: 

R = {R~ + RMRMJo, - R~RMJo' + RMR~Jo' - R~R~F}Rs 

(4) 

The R's are all time dependent, that is the reliabili-
ty of a unit depends on how long the unit has been op-
erating. The most commonly assumed form of time 
dependence is -

R(t) = e-At (5) 

where A. is the failure rate. Most data on component 
reliability are given in the form of A. or failure rate. 
For an exponential reliability curve the mean time to 
failure (MTTF) is ItA.. The MTTF is often used as a 
measure of system reliability. 
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For a non-self-repaired and non-redundant system, 
the system reliability is an exponential function of 
time, providing the component of subsystem reliabil­
ities are also exponential functions of time. However, 
this is not true for a self-repaired or for a redundant 
system. The system reliability function is not an expo­
nential, but a more complicated curve. Figure 6 shows 
the reliability, R(t), for a self-repairing module con­
taining an accumulator register. The R(t) for the ac­
cumulator without self-repair is plotted on the same 
axes to illustrate the difference between curves. 
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Figure 6 - Reliability versus time 

A parameter which can be used in comparing vari­
ous systems, then, is the reliability of the system at 
some mission time. The reliabilities of the various 
parts may be calculated in terms of the mission time 
and the part failure rates. Failure rates of .05 per 106 

hours for JK flip-flops and .02 per 106 hours for gates 
are assumed. 

Table II compares the reliabilities and component 
complexities for a hypothetical computer with and 
without self-repair. The compute'r is a simple 12-bit 
machine designed under the self-repair contract for the 
purpose of demonstrating self-repair techniques. The 
table shows both the increased complexity and the in­
creased reliability due to self-repair. 

CONCLUSIONS 

A technique of implementing self-repair, via duplica­
tion and spare switching, for digital systems has been 
described. It has been shown that the use of this tech­
nique is feasible for increasing the reliability of these 
systems. The primary disadvantages of the technique 
are increased hardware and cost, and increased exe­
cution times. However, in systems where reliability 
is of utmost importance, the reliability increase can 
offset the disadvantages. 
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TABLE II - Hypothetical Computer Reliability 
and Complexity Showing Benefits of Self-Repair 

Module Complexity .. Module Reliability 
10,000 Hours 50,000 Hours 

Self-Repair No. Self~Repair Self-Repair No Self-Repair Self-Repair No Self-Repair 
I Register L 3.4 
I Register R 3.4 
N Register 3.5 
Sequencer 2;6 
Misc. Control 3.0 
A Register" L 2.4 
A Register R 2.4 
Q Regi~ter L 2.5 
QRegister R 2.6 
S Register 209 
P Register 3.0 
Memory 2.0 
Total Model 2.2 
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A study of the data commutation problems 
in a self-repairable multiprocessor 

by KARL N. LEVITI, MILTON W. GREEN and JACK GOLDBERG 
Stanford Research Institute 
Menlo Park, California 

INTRODUCTION 

In recent years significant effort has been devoted to 
the de.velopment of techniques for realizing computer 
systems for which a significant problem of design 
arises from the unreliability of components and assem­
bly as well as from special constraints on construction 
and operation.1 Examples of such systems are com­
puters for aerospace missions and on-line process 
control. 

A significant effort has been directed in the past 
dec~de to attempt to solve various facets of the prob­
lem of realizing ultra reliable digital systems. This 
work, also summarized in detail in Ref. 1 has ranged 
from investigations of fault-masking techniques for 
various computer subblocks such as arithmetic pro­
cessor and memory units, to studies of reliability en­
hancement policies for large systems. It is felt that 
most of the problems pertaining to enhancing the 
reliability of i.solated digital subbloc~s are now under­
stood, at least from the standpoint of being able to 
make sOl}nd engineering judgments concerning the 
utilization of the various techniques. Strictly passive 
redundancy techniques (e.g., replicated voting logic, 
error correcting coding methods) have in part been 
appli,ed to the control and arithmetic processing sec­
tions of the Satu~ IVb guidance computer, and it has 
been concluded2 that the application of such tech­
niques exclusively cannot economically satisfy the 
computation and reliability requirements of future 
advanced computers. 

This conclusion has prompted many organizations 
to investigate dynamic error control mechanisms, 
in which the logical interconnections among the com­
ponents of the computer may be altered.3.4.5 In the 
system schemes investigated, the reconfiguration is 
employed only at very high functional levels, but it is 
well-known that there is potentially greater gain to 
be achieved by employing the reconfiguration at 
lower system levels. 
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It has also been recognized that there is consider­
able advantage to a system wherein the allocation·of 
computation tasks is adjusted so as to be consistent 
with the available. equipment. In such systems, which 
are colloquially said to embody "graceful-degrada­
tion," most of the available equipment is performing 
useful computations. Among the many references on 
this approach, in Ref. 6 a single processor structure is 
assumed, and in Refs. 7 and 8 a multi-processor 
structure is postulated. In tbese studies as well as 
many others, several important items are not treated 
in depth, namely those relating to: 

(1) Diagnostic and replacement policies 
(2) Logical design techniques for memory, control, 

and processing units so that diagnosis and re­
pair are facilitated (or indeed feasible) 

(3) Reliable commutation (or data switching) 
required for the execution of subsystem re­
placement 

(4) The specification .of software for the control 
of diagnosis and repair. 

When the new sources of failure that are introduced 
by the mechanization of the above four items are 
included in the reliability analysis, it is not clear that 
the systems will perform as promised. This is an 
especially critical problem when reconfigurability 
is extended to low system levels or when the ca-
pability for graceful degradation is provided. . 

Hence, it is imperative that these four items be 
studied in detail, i.e., that design sche~s be devel­
oped that minimize the new sources of failure, and 
that reliability analyses be carried out so as to accu­
rately estimate overall system reliability. In this paper 
we develop a multiprocessor model- the structure 
which appears to be most appropriately matched to 
our computation requirements - and then study the 
data commutation problem within the framework of 
this multiprocessor organization. 
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A multiprocessor model 

Many descriptions of multiprocessor systems have 
appeared in the literature,8.9,lo and several contempo­
rary computer systemsll rely upon mUltiprocessing. 
Most of these previous descriptions have been con­
cerned with (1) gross ~stimates of system reliability, 
assuming for example, that diagnosis and switchover 
are always executed correctly; (2) scheduling analyses 
and simulations to facilitate the determination of 
system responses to various inputs; and (3) the spec­
ification of software that will enable the optimal utili­
zation of the hardware. One of the most important 
functions within a multiprocessor is the switching of 
data and control signals among the component blocks. 
The components needed for such switching are them­
selves sources of system error, and so it is neces-

. sary to design switching or commutation networks 
to achieve the utmost reliability. 

ALL DATA OIAf'!fifLS ARE MDlRECTfCIIAL 

Figure I - Multiprocessor computer system block diagram 

The model of a multiprocessor with which we will 
be concerned is depicted in Fig. 1. The system con­
sists of a set of M high-speed working memories 
(WM); a set of N simpie processor and control units 
(SP); a set of Q arithmetic logic units (ALU); a set 
of R back-up memories (BAM); an input/output 
device controller (I/O) for which we provide sets 
of spare registers, counters, buffers,. and .real~time 
clocks; two commutation networks (eN); a super­
visory control unit (SCU); a~d two registers for the 
setup, i.e. the establishment of input/output links, 
of the commutation networks; it is convenient to 
view these registers as forming a component of the 
SCU. In Ref. 12 we describe in detail the functional 
requirements of each block type, and, in addition, we 
present a flow description of the system responses 
to input, interrupt, and error conditions, 

It is' envisioned that each SP unit will have the 
capability of executing comparatively simple decision 
and arithmetic algorithms, the capability of control­
ling program flow, and the capability of controlling 
processor allocation and scheduiing. An AL U will 
be used for the execution of complex algorithms re­
quiring extensive processing hardware. The SCU 
will function as a "referee" in all error control pro­
cesses, and, in essence, represents the system "hard­
core" although it can be superseded by an external 
command. The BAMs will store the task programs, 
diagnostic programs, and the setup programs for the 
commutation networks. 

In addition to the intenmit communication links 
provided by the commutation networks, a single data 
channel (probably serial), shown as bold-faced 
lines in Fig. 1 is provided, linking the SP and WM 
units with the supervisory control unit. It was noted 
by Alonso1o that a complete mUltiprocessing system 
could be designed containing only this single data 
channel communication link, (although in practice 
it is doubtful that this link would be serial), but we 
have included the possibility of multiple-simultaneous 
communication between SP and WM blocks because 
of the additional flexibility thus provided and because 
at this· stage it seems appropriate to work with a 
general model. 

One important feature of the system, not shown 
explicitly in the figure, is that each defined block 
of the system will have at least one distinct power 
supply associated with it. Furthermore, it is assumed 
that the power can be disconnected from a faulty 
block without reSUlting in the propagation of errors 
into connecting blocks due to excessive loading on the 
part of the disconnected unit. Hence, one mode of 
error control would trivially involve the disconnection 
of a major s.ystem block, i.e., WM, SP, or ALU, upon 
the detection· of a hardware failure. However, it. 
appears that the overall system reliability is enhanced 
if some capability for repair is incorporated within 
these block types. We -have found that the repair 
operation is particularly. easy to carry out if each 
major system block is realized as a one-dimensional 
cascade of identical elements. We call such a logical 
realization a byte-sliced realization since it is natural 
to assign a byte (containing at present an undeter­
mined number of bits) of each of the registers, adders, 
decoders, etc., to each element or slice in the cascade. 

The repair operation for byte-sliced realizations, 
assuming each major block contains several redundant 
slices, then requires the routing of external data to 
and from only the working, i.e., unfailed slices, of the 
block, and also the "shorting" of data internal to the 
block, e.g., arithmetic carry or control information, 
around faulty slices. 



In Refs. 1 and 12 logical design. techniques are 
presented to demonstrate the feasibility of realiz­
ing in a byte-sliced structure, the memory, arithmetic 
logic, and microprogram control functions. 

Thus, it is seen that the commutation networks 
will perform the function of establishing communica­
tion links between WM-SP units and between SP­
ALU units, and also the function of repairing the 
units by routing data only to working byte-slices. 

Commutation requirements 

The data switching functions described in the pre­
vious section give rise to a variety of specifications 
for commutation networks. In this section we will 
classify the major network types, and in the remain­
ing sections we will present a number of detailed 
designs for the various types. 

In addition to meeting the particular switching 
requirements (e.g., number of active paths, number 
of configurations, etc), several engineering constraints 
should be considered in the design of practical net­
works. Thus, for any commutation function it is desir­
able to synthesize networks for which 

(1) The design is economical 
(2) The network setup is not difficult 
(3) The data transfer is rapid 
(4) Failures in the commutation network do not 

disable either the commutation network or the 
modules served by the network (this tolerance 
to CN failures should be achieved with minimal 
increase of network complexity), and 

(5) If the commutation network is "repairable", 
the diagnostic routines should be easy to specify 
and of minimal length. 

We have ~blssified two types of data commutation 
for ~h~ task of module assignment, (i.e., the assign­
ment of, for example, WMs to SPs) namely: 

( 1) Complete permutation - complete utilization 
(2) Complete pefII?utation - inco~plete utilizat~on, 

and three types of commutation for the task of 
repair namely, 

(3) Incomplete permutation - order preserving 
(4) Incomplete permutation - nonorder preserving 
(5) "Shorting." 

These five commutation functions are described 
schematically in Fig. 2 where the specific applications 
of each function are also listed. 

The assignments associated with the complete 
permutation - complete utilization [CPCU (N)] 
function is obvious; the commutation network is to 
be capable of permuting in an arbitrary manner a set 
of N-input data lines (all lines active) emerging, 
for example, from a set of memories, to a set of N­
output lines incident to, for example, a set of SP units. 
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Figure 2 -Classification of data commutation requirements 

In the illustration a data transfer path may represent a 
parallel set of lines containing one computer word 
(24-56). The assignments associated with the complete 
permutation - incomplete utilization [CPIU (N ,m)] 
function'- differ from those associated with the CPCU 

." ." 

function in that for the former, not all terminals are 
active at anyone time, i.e., only a subset containing 
m-inputs of the total of N-inputs and outputs need to 
be interconnected at a given time. For the incomplete 
permutation-order preserving [IPOP(r,rri)] function, 
a subset containing m inputs of the r-inputs, say for 
example associated with the working byte slices of a 
simple processor and control unit, is to be connected 
to a subset of the outputs, say associated with the 
working byte slices of an arithmetic logic unit, but 
with the restriction that spati~.l ordering of the input 
signals is to be preserved at the output. The preserva­
tion of order is clearly required in the example since 
the data to be commutated is a binary number. The 
assignments associated with the incomplet~ permuta­
tiofJ.-nonorder preserving [IPOP(r,m)] function 
differ from those of the IPOP case in that for the 
former preservation of order is not a requirement. 
It may be noted that this function differs from the 
CPIU function in that the CPIU function requires 
arbitrary specification of terminal pairs. For the 
shorting function the outputs of a given byte slice 
are either to be connected to the succeeding stage 
(slice) or "shorted" around that succeeding slice. 
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Corssbar solutions to the commutation network 
design problem 

The obvious solution to the commutation network 
design problem relies upon the use of a single-level 
crossbar switch, similar to the type commoniy found 
in central telephone exchanges. I n Fig. 3 we display 
a schematic representation of a crossbar switch serv­
ing a set of WMs and SPs. Here the crossbar, where 
each single pole-single throw switch represents a 
crosspoint, performs both the CPCU(N) and IPOP 
(r,m) requirements. Clearly a crossbar with N2r2 
crosspoint would be sufficient, but it was shown in 
Ref. I that actually N2(r2-m2) crosspoints are suf­
ficient. In any event it is seen that 28.104 crosspoints 
are required to serve 25(=N) processors and mem­
ories, 32(=r) total bytes, and 24(=m) bytes required 
for computation. Since a multiprocessor of this com­
plexity is not unreasonable, there is considerable 
motivation to seek more economical commutation 
network designs. 

Figure 3 - "Crossbar" realization of commutation function 

The primitive building block of commutation networks 

Most of the commutation networks to be described 
in succeeding sections will be composed of inter­
connections of the "cell" shown in Fig. 4. We have 
found that arrays of such cells provide a very attrac­
tive balance among the various engineering constraints 
listed in one s~ction. In addition, the uniformity of cell 
types and the regularity of array structure make such 
arrays very well suited to advanced microelectronic 
technology (LSI). 

In essence, the cell is a double-pole, double-throw 
reversing switch controlled by a storage element 
(e.g., a flip-flop), with some means provided for set­
ting the storage element to the desired state. Fig-
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Figure 4 - Basic cell 

ure 4(a) shows a relay-contact version, analogous to 
circuits in the MOS technology, and Fig. 4(b) a NOR 
gate-realization of the cell in question. The two modes 
consist of a "crossing" Fig. 4(c) and'a "bending" 
Fig. 4(d) of the pair of input leads to the pair of out­
put leads. Figure 4(e) depicts a redundant flip-flop 
version of the cell, for which any single component 
failure will result in one of two possible failure con­
ditions, namely (1) the cell can realize only one of 
two possible modes, i.e., the bend or the cross, which 
we will call the "stuck-function" condition or (2) 
one output lead contains a faulty signal, which we 
shall call the "bad-output" condition. Table I sum­
marizes the failure conditions resulting from various 
component failures of the cell of Fig. 4(e). 



TABLE I - Failure conditions for basic cell 

Component Fault 
Faulty OR gate 
Faulty 2-input AND gate 
Faulty 3-input AN D gate 
Flip-flop stuck in a mode 
Same logic value on two outputs 

.. of a flip-flop 

Failure Condition 
Bad-Output 
Bad-Output 
Stuck-Function 
Stuck-Function 
Bad-Output 

(It is assumed here that if one of the flip-flops is 
stuck in a particular mode, the other flip-flop is per­
manently set to this mode, hence resulting in the 
stuck-function failure.) 

Commutation networks for complete permutation-
Complete utilization . 

1. Nonredundant networks 
The synthesis of economical CPCU(N) networks 

based upon two-state cells has been discussed else­
where. 13,14,15 The most efficient known procedure 
is based upon the construction indicated in Fig. 5(a) 
where the subnetworks P A and P B are themselves 
CPCU networks; for N even each subnetwork serves 
N/2 inputs otherwise P A serves (N+ 1)/2 inputs and 
PB (N-I)/2 inputs. It is easily shown that the number 
N l(N) of cells required is 

N 1(N) = N (lOg2N ) - 2 log N + 1 * 

which is asymptotically close to the lower bound of 
(log2(N !» cells. * 

YN 

(a) 

Figure 5 - Networks for complete permutation - complete utiliza­
tion 

*The symbol (x) denotes the smallest integer ~ x. 
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It is of interest to investigate efficient techniques 
for setting-up the network cells to realize the neces­
sary mode for a particular permutation. Consider, 
for example the network for N = 8, shown in Fig. 5(b), 
and assume that we require the setting of the cells 
as shown. Referring to Fig. 4 we see that each cell 
is in the "crossing" mode upon resetting the flip­
flop. The cell is set to the "bending" mode by the 
coincidence of logic 0 values on the data inputs and 
logic 1 value on the P input. Clearly then by applying 
a 1 to the P-input of all cells in a given . level of the 
network-in Fig.5(b) a set of values X5 = Xs = 0, 
PI = 1 will set the cell serving X5 and Xs - and 
appropriately setting the N input signals, the net­
work can be setup in a time interval proportional to 
the number of levels in the network. There are 2 
log2 N - 1 levels in the CPCU(N) networks presented 
above. 

(b) 

2. Byte-sliced commutation networks 

In this section we are concerned with the behavior 
of the CPCU networks under cell fault conditions and 
a simple technique of accommodating to these faults. 

It is clear that for the case wherein the basic cells 
are double pole, double throw, reversing switches, 
each' "bad-output" cell failure results in an error 
only on a single output of the network, and similarly 
each "stuck-function" failure results in an error on 
a maximum of two outputs. (In the latter case it is 
sometimes possible to accommodate to this failure 
type by appropriately setting the working cells of 
the network. This accommodation ·technique is dis­
cussed in detail in a later section). i.J nfortunately, for 
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the case of r-pole cells a single failure could result in 
the inability of the CPCU network to realize several 
of the WM-SP assignments. 

This state-of-affairs is significantly improved by 
byte slicing the CPCU network as shown in Fig, 6, 
in this case, the bytes (where each byte is assumed 
to contain b-bits) of the WM's are permuted in sepa­
rate networks, that is, the first CPCU has as inputs 
the first byte of each WM, the second CPU has as 
inputs the second byte of each WM, etc. The outputs 
of the first CPCU are ultimately directed to first 
byte of each SP, etc. It is thus seen that for this 
byte sliced realization, which of course, requires the 
distribution of the cell memory flip-flops among each 
of the CPCU's, a cell failure disables a single byte. 
These commutation network byte failures can be 
accommodated for in the identical manner proposed 
for other byte failures, i.e., by the use of the incom­
plete permutation-order preserving networks. 

Figure 6 - Byte-sliced permutation network 

3. CPCU networks insensitive to cell failures 

.a. The "stuck-function" fault 
For the moment consider only the case in whiCh the 

network is fault-free or has precisely one bad switch 
(cell). Figure 7(a) illustrates a straight-forward solu­
tion to the single error correction problem. If PI 
and P 2 are both full permutation networks, then a 
fault occurring in one of them (such a fault being of 
the stuck-function type that does not disturb lead 
continuity) has no effect on the operations of the 
other network. Obviously this is a ra.ther wasteful 
approach since all of the remaining switches in the 
network containing the fault contribute nothing to­
ward forming the desired permutation. Instead let 
P2 of Fig. 7(a) represent a permutation (CPCU) 
network and PI be a network specifically designed 
to undo the damage caused by a fault in P 2. Then if 
a fault occurs in P 2 it can be "repaired" by PI while 
a fault in P 1 causes no trouble because P 2 is a full 

permuter. What is required of the network PI? A 
single fault in P2 causes a simple interchange of some 
particular pair of leads at some cell within the net­
work. This can only show up as a spurious reversal 
of exactly two ieads at the output. Of course, one 
might be lucky enough to have the switch fail in the 
correct position so that no trouble would occur. In 
any event it would be sufficient that the network PI 
be capable of effecting the interchange of an arbitrary 
pair of input leads without changing the relative 
assignments of the other input leads. 

~ PI P2 [ 
T& - 5510 - 136 

(0) 

TWO PERMUTATION NETWORKS IN TANDEM 

(b) 

A "DOUBLE-TREE" NETWORK 

X· I 

X· 2 

X' 3 

X' 4 

X' 5 

X' 6 

X' 7 

Figure 7 -(a) Two permutation networks in tandem; (b) A "double­
tree" network; (c) stuck-function correcting networks 

The "double'tree" (D-T) network of Fig. 7(b) can 
do this job. Any pair of input leads can be directed 
to some switch on the left of the center switch. At 
this switch (to the left of the center switch) the leads 
may be interchanged. Whatever switch settings are 
required to do this, we copy by reflection in the 
(imaginary) center-line to the right-hand part of the 
network with the exception of the switch that actually 
effects the interchange. The corresponding switch 
in the right-hand part of the network is set in the 
opposite state. The scheme is illustrated in Fig. 7(b) 
for the particular case of N = 8 in which we wish 
to interchange inputs X2 and X5• Here the switch 
settings to the right and left of the center-line are 
identical, and the center switch effects the desired 
interchange. Similar networks exist for all values of 



N and are obtained by "pruning" the corresponding 
tree networks for the next largest power of two greater 
than N. 

When one of these "double-tree" networks is placed 
in tandem with a full permutation network, we are 
then able to correct the effect of one switch failure 
wherever it may occur in the composite total network 
formed by P~ and P2. If P2 is one of the CPCU type 
commutation networks we have already considered, 
it will be found that the input peripheral switches 
of P 2 and the output peripheral switches of the 0-T 
network match up into tandem pairs of individual 
switches. Note for example the pairing of leads at 
the input of the network of Fig. 5(a) and the similar 
pairing of output leads in Fig. 7(b). Whenever such 
a pairing occurs, we may omit one of the two switches 
if we have provided for the possible failure of one or 
the other of them. We may therefore omit the entire 
column of peripheral output switches from any of the 
D-T networks whenever we adjoin them to one of the 
CPCU networks. The single error correcting capa­
bility is not affected by this "pruning" operation. 
Call the network that results from the removal of 
the output switches from the "double-tree" network 
the TDT(N) network (for truncated double-tree of 
N leads). Then single-error correction of any CPCU 
(N) network can be obtained by the tandem addition 
of one TDT(N) network. Furthermore, if one con­
siders the possible effect at the output of the CPCU 
(N) of the multiple failure of switches, it turns out 
that the addition of p TDT(N) networks in tandem 
to any CPCU(N) network will suffice to correct up 
to p switch failures in the total network. The argument 
is much the same as the foregoing one, depending 
on the possibility of decomposing all such multiple 
failures into separate pairwise lead interchanges. 

To estimate the cost of error protection according 
to the foregoing scheme, we note that the TDT(N) 
networks contain approximately (3/2)N switches. 
To correct p errors then takes about 3/2 (pN) switch­
es. Thus if N is very large, we can correct a "few" 
errors at a cost that is small compared with the total 
number of switches in the network (= Nlog2N). On 
the other hand, correction of mUltiple errors with 
TDT(N) networks does not furnish a recipe for creat­
ing arbitrarily reliable networks (in the Shannon 
sense) while still meeting the asymptotic cell count 
i.e., = Nlog2N. We have not yet discovered how to 
do this although it appears likely that it' is possible. 
If anything can be concluded from results obtained 
for small values of N, it seems that single fault cor­
rection should be obtainable at a cost of (lOg2N), 
extra switches in excess of the N 1(N). In particular 
we can exhibit specific networks that correct one 
fault ar.d have switch counts as indicated in Table II. 
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TABLE II - Number of Cells in Single "Stuck-Function" 
Correcting CPCU Networks 

Leads 

2 
3 
4 
5 
6 

Switches in 
Redundant 
Network 

2 
5 
7 

II 
14 

J 
3 
5 
8 

11 

In each case the number of switches shown in 
Table II is exactly (lOg2N) larger than the correspond:­
ing value of N l(N). In the cases N = 2, 3 and 4 it 
is reasonably certain that these realizations are the 
minimal ones that exhibit the single fault correcting 
property. An example of a single fault correcting 
network for N = 4 is illustrated in Fig. 7(c). 

------yl 

------y4 

As a result of extensive experimentation one feels 
impelled to make the following conjecture: 

The cost of protection against (correction of) p 
faults in a CPCU(N) network is no more than the 
difference in cost between a CPCU(N) network and 
a CPCU(N+p) network. That is, the cost of correct­
ing each additional fault, say fault i, is smaller than 
(log2(N+i) ) 

If this conjecture is indeed true, then there would 
exist permutation networks of arbitrarily high degree 
of reliability whose cell-count would not exceed K· N 1 

(N) where K is a constant related to the probability 
of a switch failure. 

b. An alternative single stuck-function-correcting 
construction 

A different and slightly more economical [than the 
TDT(N) device] method of providing single fault 
protection in CPCU(N) networks stems from the ob­
servation that the construction of Fig. 5(a) can tol­
erate one cell failure in any peripheral cell if an extra 
cell serving outputs Y 1 and Y N column is retained 
rather than deleted. The reason for deleting this cell 
in the first place was that exactly one peripheral cell 
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is unnecessary in the irredundant case. Since all of 
the peripheral switches are ~xactly equivalent in func­
tion, it makes no difference which one we delete. 
Hence, by retaining all of them we can ignore exactly 
one failure in any of them. If each of the "internal" 
permutation networks that impiement the construction 
of Fig. 5(a) are augmented in the same way by replac­
ing the deleted peripheral switch of the CPCU(N) 
configuration then we obtain a network, call it Sl(N), 
that can tolerate one switch failure anywhere. An ex­
ample of such a network, namely Sl(4) is shown in 
Fig. 8. We notice first that the number of cells, k = 8, 
so that the network is not minimal [see Fig. 7(c)]. 
However, on ~ounting the redundant cells required 
when N = 2r we find that the extra cells are exactly 
N - 1 in number. This means that in the special case 
N = 2r the networks Sl(N) are more economicai than 
those produced by annexing a TDT(N) network to 
a CPCU(N) network. Recall that this required about 
3N/2 extra switches. 

Figure 8-Non-minimal redundant 4-permuter-single stuck-func­
tion correcting 

c. Correction of bad-output fault types 

If one considers the effect of a single fault of this 
type on an otherwise full permutation network, it is 
apparent that exactly one output lead will receive an 
incorrect signal in response to the applied inputs. We 
can remedy the situation by adding one extra lead to 
the N -permutation network if we can also make sure 
that the input signals are applied to, and the output 
signals derived from the correct subset of N leads. 
One way of arriving at this situation is illustrated in 
Fig. 9.* The figure is dra~n for the case N = 4, but 
the method is perfectly general. To permute N leads 
we employ an irn!dundant N-t t permuterflanked on 
input and output with a ·"ladder" network having N 
switches. If the N + 1 permuter has a bad cell lead, 
this will show up as a failure of one of the signals on 
leads A, B, C, D or E of the "internal" N + 1 permuter 

*Clearly accommodation cannot be made for a bad-output failure 
on a cell immediately preceding a network. In this case the appro­
priate byte is disabled. 

to arrive at its specified output. By setting the switches 
of the ladder network in the obvious manner, the fault 
can be corrected, as illustrated in Fig. 9 for the case 
wherein input C does not arrive correctly at internal 
output 4. 
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Figure 9 - Network for correcting bad-output faults 

The cost of correcting one failure by the method of 
Fig. 9 is 2N switches for the ladder networks plus 
(log2(N+1) extra switches [assuming the CPGU(N) 
construction of Fig. 5(a)] to implement the N + 1 per­
muter rather than the N permuter. This cost, = 2N 
+ log2N is asymptotically negligible compared with 
the cost of a CPCU(N) network for large N. It is 
obvious that the foregoing construction can be ex­
tended to correct multiple faults of the bad-output 
types. 

Commutation networks for complete permutation­
incomplete utilization 
We are assuming here that the commutation net­

work is to ~erve N-inputs and N-outputs [similar to 
the function of the CPCU(N) network], but in this 
case it is only necessary to provide simultaneous 
connections between m (m < N) inputs and outputs. 
Such a commutation function is referred to as em­
bodying complete permutation - incomplete utiliza­
ti~.fiaIid is denotedasCPlU(N ,rfi). It is desired to 
specify a network which is more economical in terms 
of cell-count and/or is easier to set up than a CPCU 
(N) network which, of course, also achieves the 
CPIU(N,m) function. 

It is easy to see that a CPIU(N ,m) network must 
contain enough two-state cells to specify (i;.)2(m!) 
possible permutations; thus N2(N,m) the number of 
cells in the network must satisfy 



or 

The above formula suggests that the CPIU(N,m) func­
tion could be realized, as depicted in Fig. 10, by a 
network composed ofa CPCU(m) block (m-permuter) 
"sandwiched" between two "combination" networks. 

It is assumed that a combination network serving m 
inputs and N outputs, denoted as a COM(m,N) net­
work, is to have the capability of connecting the set 
of m inputs onto any specified set of m output leads, 
without regard to the order of these signals on the 
outputs. A similar definition applies to a COM(N,m) 
network where the number of inputs is assumed to 
exceed the number of outputs. A COM(N ,m) network 
succeeded by an m-permuter would serve as a com­
plete permutation-complete utilization network for the 
case ofN-inputs, m-outputs, m < N. 

XI YI 

x2 M-N (2 
roM BINA TION 

NETWORK 

XN 
YN 

Figure 10-Schematic representation of decomposition of a com­
plete permutation incomplete utilization network 

A lower bound on the number of cells Nc(N ,m) 
required for an m, N (or an N, m) combination net­
work is given by: 

Asymptotically, from Stirling's formula, we find that a 
network composed of N -1 cells might be" sufficient to 

. perform the combination function. 
We have not tound combinatIon networks, com­

posed of the 2-input basic cell that approach this N-l 
cell bound, as closely as the CPCU(N) networks ap­
proach the (lOg2N!) bound. However, it is not diffi­
cult to specify a COM(N,m) network which requires 
only N two-state cells but wherein each cell contains 
m+ 1 inputs. 

Consider the two-state cell depicted in Fig. 11, 
with m horizontal inputs (m = 3 for the case shown), 
Ih 12, ... , 1m, m horizontal outputs 01, O2, ... , Om, 
one vertical input, Xb and one dummy (unused) verti­
cal output. In the "cross" mode the three horizontal 
inputs are transferred unaltered to the three horizon­
tal outputs. In the "bend" mode we effect the trans-

(0) 
CROSS MODE 

II--+---

12 ----

13--+--

" 
(b) 

BEND MODE 

Figure i i-Basic ceii wiih augmented set of inputs (a) cross mode; 
(b) bend mode 

formation Xi ~ Om, 1m ~-9m' 1m ~ Om-I, ... , 12 ~ 01. 
A COM(m,N). network is easily synthesized as a 
cascade, containing N of these augmented input cells, 
as shown in Fig. 12 for the case m = 3, N = 6. The 
appropriate cell modes are shown for the case where 
it is desir~d to connect the inputs X2, X4, and Xs to 
the three outputs~ Y 1, Y2, Ya that are the horizontal 
outputs of the last cell in the cascade. It is noted that 
the first cell in the cascade actually requires no hori­
zontal inputs, the second cell only 1 horizontal input, 
... , the mth cell only m - 1 horizontal inputs. How­
ever, if we consider the approximate cost of a cell to 
be proportional to the number of terminals served, 
then the cost of the combinational realization of Fig. 
12 is of the order of mN . We can find realizations 
which although require a number of cells in excess of 
N, exhibit a cost measure significantly less than the 
network previously described. 

We will now recursively synthesize a COM(m,N) 
network composed of basic two input cells. 
Consider the COM(m,N) network depicted in Fig. 
13, where it is assumed that 21 m and 21 N. The sub­
networks Ql and Q2 are themselves combination net­
works, each with half of the number of inputs of the 
total network. This arrangement· requires a number 
N 2(m,N) of cells which satisfies: 

Solution of the recursion for N = 2r , m = 2r- 1
, (using 

N 2( 1 ,2) = 1 *) yields 

or 

'N N 
N (2r- 1 2r) =- log (N) --+ 1 

2 , 2 2 2· 

*11 is clear that a single 2 input cell where one of the inputs is not 
used is a COM(1,2) network. 
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For general m, N the number of cells required is 

N2(m,N) = (Min [mlog2n - 2m + 
N + 1, (N - m)log2(N - m) + m - N + 1] ) 

Figure 12 - An N, m combination network 

A constructive proof that this network is capable of 
developing a path from the m inputs to an arbitrarily 
selected set of m outputs is as follows. Let the in­
puts and outputs be labelled XI' X2,···, Xm, and 
Y1, Y2,···, Y N as indicated in Fig. 13. We will start 

by indicating the appropriate modes for the ~ -1 (out­

put) cells serving outputs Y2, ... , Y N-h so tnat for an 
arbitrary selection of m outputs, exactly m/2 of these 
outputs are connected to QI and m/2 to Q2' If an out­
put cell serves two selected outputs, it can be arbi­
trarily set to either mode. The output cells which 
serve the remaining set of selected outputs are then 
set to the appropriate mode so that the first of these 
outputs (including possibly Y I) is connected to QI' the 
second connected to Q2' etc. 

Xl 
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Xm/2 
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m/2, N/2 

COMB. NET 
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m/2, N/2 
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Figure 13 - Recursive approach to m - N combination network 

The entire procedure is now repeated for each of 
the networks QI and Q2' etc., until the entire network 
has been set up. The network for m = 4, N = 8, is 
shown in Fig. 14, where the cell functions are indicated 
for the selected output set Y 2, Y 4, Y 5, and Y 6' 

For the case of cell failures, techniques similar to 
those described in an ~arlier section can be applied 
such that the commutation function is maintained. 

,-----------------------~-- Y1 

"'--------------------- Y 8 

Figure 14 - 4-8 combination network 

Commutation networks for incomplete permutation­
order preserving and incomplete permutation - non­
order preserving 

It is recalled that the memory modules, arithmetic 
logic units, and simple processor and control units 
can be realized as a cascade of identical byte slices. 
These modules can continue to function, upon the oc­
currence of failures in slices, if several spare slices 
are provided, 'and if a commutation network is pro­
vided to route the signals between operating siices. 
The function of such a commutation network, denoted 
as an incomplete permutation-order preserving net­
work, IPOP(r,m), is to set up connecting paths be­
tween an arbitrary set of m inputs and an arbitrary set 
of m outputs, both sets of which are subsets of the r­
inputs and r-outputs r ;::::: m, so that the signal order is 
the same at both input and output. Goldbergl6 has 
described an efficie~t serial transfer IPOP network, 
but the data transfer rate appears to be insufficient for 
many applications. 

It can be shownl2 that a lower bound on the number 
of two state cells required for an IPOP(r,m) network is 

between (lOg2(~) > and 2 (lOg2(~» although the upper 
- -.-_. -

value appears to be tighter. It is possible to realize the 
IPOP(r,m) function in a network composed of 2r 
two-state celis, where each cell contains m + 1 inputs. 
I t is ,seen that this network approximately satisfies the 



210g2<In) ! bound for the case m = r/2 since 

The basic cell is ,the type shown in Fig. 11, and the net­
work is displayed in Fig. 15 for the case r = 6, m = 3; 
the modes of the cells are such to realize order-pre­
serving connections between inputs X2 , Xa, Xs and 
outputs Y 4, Y 5, Y 6. Even though the number of hori­
zontal inputs served by the first m - 1 cells in the 
cascade and the number of horizontal outputs served 
by the last m - 1 cells in the cascade can both be 
reduced, the cost of this network is of the order of 
2mr, a not inconsiderable cost. Similar to the situation 
with the other commutation functions, the cost of the 
realization is significantly reduced if the two input 
cell is used as the basic primitive block. 

'. 

Figure 15 - An incomplete permutation - order preserving network 

A network composed of two-input cells which 
realizes the IPOP(r,m) function, displayed in Fig. 
16 for the case r= 8, m=4. 
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Figure 16 - Recursive approach to incomplete permutation - order 
preserving network 

The number N3(r,m) of cells required, for the case 
r = 2k , m= 2k-I, again using N3(2,l) = 1, is shown to be 

3 N3(r,r/2)=rlog2r-·2r+2. 

The recursion technique will yield a similar expression 
for arbitrary parameters r, m. 
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The following procedure, for the order preserving 
case will indicate the proper mode of each cell of the 
network of Fig. 16, for a given set of m inputs and out­
puts, and hence will prove that the network can func­
tion as an order preserving network. Let the distin­
guished set of m inputs be XiI' Xj~" ... ,Xim, where ia 

>ijh if a > {3, and the m outputs be Yjl' Yh.'·~ .. 'Yj m 

where ja > is if a > {3. Consider each of the m inputs 
as residing in one of two disjoint groups. Group AI 
contai~s those inputs that do not "share" an input 
cell with another distinguished input and group BI 
contains those inputs which do share an input cell. 
We will similarly define groups Ao and Bo for the dis­
tinguished outputs. The goal is to assign XiI a~d Yil to 

the same subnetwork (SI or S2), Xi2 and Yj2 to the same 
subnetwork, etc., and the procedure is as follows. 

Assign XiI and Yj1 to network Sl' by appropriately 
setting the pertinent input and output cells (except 
for the case where XiI = Xl and/or Yj1 = Y 1 in which 

case the assignment to Sl is automatic). Then assign 
Xi2 and Yj2 to network S2j; if XiI and Xi2 are in group 

BI and/or Yil and Y j2 .are in group Bo the assignment to 

S2 is automatic. Next assign Xi3 and Yj3 to Sl' etc., un~ 
til all of the· in distinguished inputs and OlltputS have 
been set. This procedure is then applied to set the 
pertinent output and input cells of the networks SI and 
S2, etc. It is clear that this assignment procedure can 
always be carried out. In Fig. 16.we show the setting 
of the input and output cells for the case XiI = X2, Xi2 
= X4, Xi3 = X5, Xi4 = X7 and Yh = Y1, Yj2 = Y3,_Yj3= 

Y 6, Yj4 =Y7 

The same network will realize the IPNOP function 
although the set-up is somewhat easier than for the 
POP case. 

The techniques for providing failure tolerant IPOP 
networks are not discussed in this section since they 
are quite similar to the techniques described pre­
viously. We note that a cell failure in the IPOP net­
work (two-input cell type) can disable no more than 
two byte slices each for the input and output. Since it 
is assumed that redundant slices are provided, it is 
possible that a nonredundant network would be used 
and when cell failures are qetected the slices which 
could not be served by the network would be discard­
ed. 

Commutation networks/or "shorting" 

In Sec; VII we described networks which for a 
redundant byte-sliced network can serve to route 
external data between the operating slices of distinct 
networks (e.g., between an SP and ALU). It was 
noted· that internal data (e.g., control and carry infor-
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mation) must be routed between the stages of the byte­
sliced cascade. If a stage (or slice) has failed, then the 
internal data intended for that stage, which clearly 
comes from its immediate predecessor or successor, 
must be shorted around that failed stage. This shorting 
process must be accomplished reliably or else the en-
tire network would be disabled. 

Figure 17 - "Shorting" networks 

The shorting function is quite naturally effected with 
the two-input basic cell, as illustrated in Fig. 17. For 
convenience we have only indicated a signal flow to 
the right although it is clear that the network could be 
modified to handle bi-directional flow. We have shown 
the appropriate cell modes so that byte slice 2 and 
byte slices 5 and 6 ·are shorted out. We note that the 
network could recover from a single component fail­
ure within a cell, which results in either the stuck­
function failure or the bad-output failure. However, a 
more severe cell failure which results in, for example, 
a permanent logical zero signal on both outputs of a 
cell would clearly disable the network, i.e., interrupt 
the signal flow. 

Such a failure, which could only result from two 
component failures within a cell could be accom­
modated for by the redundant shorting network of 
Fig. 18. We have indicated the appropriate modes for 
cells SI' Si, S2, S~ such that byte slice 1 is shorted out, 
i.e., the output from slice 0 is directed to the input 
terminal of slice 2. We h~ve also shown the appropri­
ate modes for cells S3, S3, S4 such that the network con­
tinues to function although both outputs of S~ are faul­
ty. In this case byte slice 3 cannot be used, but the 
signal flow is not interrupted. Similarly we have shown 
how the network accommodates to a double-output 
failure in S5 in which case slice 5 is bypassed. This 
technique can be clearly extended to handle failures 
of greater multiplicity. 

Figure 18 - Redundant "shorting" network 

SUMf\1ARY 

In this paper we have studied in detail the logical 
design of networks which are well suited for realizing 
the various data switching or commutation functions 
required in a multiprocessor organization where the 
various modules are repairable. It is assumed that the 
memory, arithmetic logic, and possibly the simple 
processor and control modules are realized in a ,byte­
sliced manner - a realization that has been demon­
strated to be practical. These commutation networks 
might also be useful for certain logical functions with­
in the various modules for example, in the distribution 
of the outputs of a decoder among control inputs of a 
set of registers. We feel that the designs we have 
presented, based upon the primitive two-input, two­
output reversing cell represent adequate engineering 
solutions to an of the commutation probiems posed, 
although some theoretical minimization problems still 
remain. These pr9blems relate to minimum cost de­
signs for the complete and incomplete permutation 
functions considering both the nonredundant realiza­
tions and the realizations which are tolerant to cell 
failures. In particular our designs for the incomplete 
permutation functions require a number of cells sig­
nificantly in excess of the lower bound. 

The delay in signal transmission encountered for 
the networks studied is significantly greater than the 
delay expected for a simple crossbar realization (ap­
proximately 210g2N units compared with 1 unit), 
however, the fan-out and fan-in for the cell array is 
substantially less than in a crossbar, so that the over­
all delays may be comparable, for certain dimensions 
and circuit parameters. If less delay is desired, the 
networks could be synthesized from, for ~ample, 
4-input complete-permutation cells, which would 
result in one-half the delay, at the expense of some­
what greater total gate cost; however, the failure of 
such a cell might disable more network outputs than 
encountered for the two-input cell realizations. 
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A distinguishability criterion for selecting 
efficient diagnostic tests 

by HERBERT Y. CHANG 
Bell Telephone Laboratodes, Incorporated 
Naperville, Illinois 

INTRODUCTION 

Fault diagnostic procedures are usually derived by 
means of simulation methods. 1 One of the fault simu- . 
lation methods is the digital technique in which the 
diagnostic information, viz., the diagnostic tests and 
test results of a machine, is generated with the aid 
of a computer program. The input to the program is a 
logical description of the machine and the output is a 
sequential testing procedure for the machine, along 
with the simulated diagnostic test results.2 A se­
quential testing procedure is one where the next test 
to be applied depends on the outcome of the previous 
test. 

The efficiency of a sequential testing procedure gen­
erated digitally depends largely on the method by 
which tests are chosen and ordered in the procedure. 
Some tests, when properly chosen and ordered, will 
yield a shorter testing procedure and better fault re­
solvability than others, and therefore, give rise to an 
"optimum" testing procedure. Previous results indi­
cate that it is impractical to attempt to find a globally 
optimum testing procedure for any moderate size cir­
cuit;3.4 local optimization techniques are therefore 
used. At each point in the test generation process, 
several candidates of tests are tried and evaluated, and 
the "best" one is chosen. Two criteria for evaluating 
the "goodness" of a test are available: the check-out 
or detection criterion and the information gain cri­
terion.2.3.5.6 Both criteria, however'- share the draw­
back that tests are evaluated, based on the "ability" 
to detect or identify faulty components, rather than 
the smal.lest replaceable module(s) or circuit pack­
age(s). 

In this paper, a new criterion, called the distinguish­
ability criterion, for computing the figure-of-merit 
of tests to derive efficient testing procedures is in­
troduced. The criterion is aimed at optimizing the diag­
nosability so as to identify failures only to the circuit 
package (or the smallest replaceable module) level. It 
appears that the distinguishability criterion is mor~ 

practical since the impact of integrated circuits and 
:> modern packaging methods makes distinguishability 
among faults associated with the same module less 
necessary. The testing procedure so generated tends 
to yield shorter test sequences and better resolvability. 

In Section 2, the sequential testing philosophy is 
reviewed and two of the existing criteria for selecting 
tests are briefly described. The distinguishability cri­
terion is introduced in Section 3. Familiarity with 
References 2,3,5, and 6 is recommended. 

A review of testing philosophy 

The philosophy of sequential testing procedure has 
commonly been described as the "gedanken-experi­
ment" or "black-box" philosophy.2.7 A machine or 
processor is considered to be a black -box with input 
and output terminals. A failure or fault is looked upon 
as a transformation of the fault-free or "good" ma­
chine into a different machine. For example,·machine 
Mi may denote the output of gate Q stuck at low; ma­
chine Mj may represent the second input terminal of 
gate R stuck at high; and so on. Thus, if there are N 
possible failures in a machine, * the objective of a diag­
nostic procedure would be to identify one of the N + 1 
(including the good machine) possible machines or 
black boxes. The procedure for accomplishing this 
is essentially a multiple branching experiment in the 
sense of Moore.7 

In deriving a sequential testing procedure, a "test" 
or an input configuration is first applied and the "test 
result" or output configuration of each of the N + 1 
machines is computed by simulation. A test is useful 
if it partitions the collection of N + 1 machines into 
several equivalence classes, each of which contains 
only those machines having the same output configu­
ration. Another test can now be applied to one of the 
equivalence classes. Again by simulating the behavior 
of each of the machines in this class, the secooci test 

*The single fault assumption is implied here. 
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may "partition" the set into smaller equivalence 
classes. This process is repeated for every equivalence 
class of machines until each failure or machine is 
identified, or the remaining subset ,of machines appear 
to be indistinguishable, 

• (3, t) 

~-
(2,1) 01 

~ 13,21 

/1'!~tt-~ 

~~ 114 I (3.3) 

(1,t)~Ot (2,2) ~ 

A.. ... -.... M _ I.. I 
I H nil ... I 

1 t (1,2) 

1 •• - •• ~1 M, 

01 

(3,4) 

to 

~ 
~. 

Figure 1 - An example of sequential testing procedure 

An example of such a procedure is shown in Fig­
ure 1. Machines, or failures, are denoted as MI, 
M2, ... ,f\120, with "MI" representing the good ma­
chine. An input configuration or test 1 0 11 is applied 
which partitions the set into three equivalence classes. 
Thus, if the output configuration is 11, one can con­
clude that either the machine is fault-free, or it con­
tains one of the following failures: M2, M3, M4, Ms, 
M7, Ms, M9 , MlO, Mlh M12, MIS, MIS, M17, MIS, M20. 
Similarly, if the output is 01, the machine contains one 
of the following failures: MI3, M14, MI9• It is seen that 
if the output is 00, failure Ms is uniquely identified; 
no more testing is necessary. The entry (i, j) denotes 
the equivalence class at ith level and jlh partition in 
the testing procedure. By convention, the top branch 
(I, I), (2, 1), (3, 1), ... will always denote the equiv­
alence classes containing the good machine MI' 
, A second test 1001 may be applied to the set (1, 1) 

and further partitions (1, I) into (2, 1), (2, 2) and (2, 3). 
A different test 1010 may be applied to the set (I, 3) 
in order to partition machines {M I3, Mg , MI9}. A 
third and a fourth, ... , test may be chosen along each 
sequence to continue the testing as far as necessary. 
Each failure, or equivalence class of failures, such as 
{M14' M I9} in the terminal equivalence class would be 
identified by a test sequence, such as 10 j i, 0 j, 10 i 0, 
10. 

I t is evident that there are many input configura­
tions or tests one may choose, to partition the set(s) 
(i, j). The criterion for choosing a test depends on the 
purpose at hand. If the purpose is check-out or fault 
detection, the check-out criterion may be used, This 
criterion says that for any test T k at the ith level in 
the testing procedure, the efficiency of T k can be 
measured by 

n(i, 1) - nk(i + I, 1) 
ak == 

n(i, I) (I) 

where n(i, j) denotes the number of machines in equiv­
alence class (i, j), and Nk(i + I, j) denotes the number 
of machines in equivalence class '(i + I: j) resulted 
from the partitioning by applying T k • In other words, 
the test, which yields the maximum ak and is there­
fore, considered to be the best choice, is the one that 
eliminates the largest number of machines from the 
good machine equivalence class (i, 1 ).2,5 

If, on the other hand, the purpose is diagnosis, the 
information gain criterion may be used. For a test 
that generates an m-nary partition, its information 
gain is computed as follows. Let (i + I, jI)' (i + I, 
j2), ... , (i + 1, jrn) be the m equivalence classes which 
result by applying test T k to (i, j) (see Figure 2). Then 
the information gain for test T k is 

where all faults in (i, j) are assumed equiprobable. The 
gain {3k defined in equation (2) is due to Mandelba~ms 
and is different from the one used by Seshu. S The in­
formation gain defined by Seshu is suited for binary 
partition. The definition is then extended to the m-nary 
partition case by saying that an m-nary partition can be 
replaced by a string of m-I binary partitions. This is 
done by first computing the gain' over the good ma­
chine equivalence class (i + I, 1) with respect to each 
of the rn-I faulty machine equivalence classes and then 
taking the sum of the gains. The measure so computed 
tends to yield a good detection testin~ procedure, 

Distinguishability criterionfor test selection 

The essential idea of the criterion to be described 
here lies in the notion of "fault distinguishability." The 
criterion is somewhat analogous to the one proposed 
by the author for combinational testing procedures.8 

Suppose there is a collection of machines Mh M2, 
... ,MN+l to be identified. One would like to apply 
a test to distinguish, if possible, ea'Ch fauhy machine 
from the good machine MJ, and from all other faulty 
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NOTATION 

(iJ j 

nO,i> 
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I 

( ij). EOUfVALENCE ClASS AT iTH LEVEL AND 
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n (I,U = MMD. OF MAatNES IN (itO 

nk Ci+f ,i.) = NUMBER OF MACHMS IN (it I, is), RESULTED 
. FROM APPLYING Til TO UJ} 

T k • TEST OR t4PUT CONFIGURATION 

Z t • Zz i .. ·.zm • TEST RESUIJ'S OR OUTPUT COtElGURATION 

Figure 2 - Partitioning of machines 

machines. I n other words, there are N(N + 12 pairs 
2 

of machines to be distinguished. A test is most useful, 
and therefore should be chosen, if it distinguishes the 
largest number of pairs of machines. 

I n general, a test T k partitions the set of machines 
in (i, j) into m equivalence classes (i+ I, jl)' (i+ 1, j2) 
, ... , i + 1, jm). Each equivalence class (i + I, js) (s= 1, 
2, ... ,m) contains nk(i + 1, js) machines that are 
are indistinguishable by test T k, where the sum 
m L nk(i + 1, js) is equal to n(i, j). Then, the test T k ac-

s=1 
tually distinguishes every machine in (i + 1, js) from 
every machine in (i + 1, jt), for s =1= t. The total number 
of pairs of machines distinguished by T k is therefore 
equal to: . 

'Yk == nk(i + I, jl) [nk(i + I, j2) + nk(i + I, j3) 

+ ... + nk(i + 1, jm) ] 

+ ... 

~I r f' It., ~ f·... , 1 
= L L "k\i T I, Js}' ~ nk\1 T I, Jt} J 

8=1 t=s+1 

The value of 'Yk reaches a maximum of JiliJll ~(i, j)= 1] 

when m = n(i, j) meaning that the test T k identifies 
uniquely each of the n(ij) faults. It reaches a minimum 
of zero when m = 1, meaning that the test T k cannot 
partition the set into smaller equivalence c.1asses. 
This measure is compatible with the information gain 
criterion concept which has been discussed previous­
ly.5.6 

As an example· consider the case where three dif­
ferent output configurations and the corresponding 
tests TI T2 and T3 yield the following partitions: 

1 
2 
2 

1 

2 

1 
3 

There are six faults to be identified. From Equation 
(3), the distinguishability 'Yk for each test is: 

'YI = 1(1+1+1+1+1) + 1(1+1+1+1) 
+ 1(1+1+1) + 1(1+1) + 1(1) = 15 

'Y2=2(1 +3)+ 1(3)= 11 
'Y3 = 2(2 + 1 + l) + 2(1 + 1) + 1(1) = 13 

The result indicates that T I is the best since it identi­
fies each machine uniquely. T3 is better than T2 in 
that it isolates faults more finely. 

The distinguishability criterion defined in equation 
(3) must be modified if one is interested in isolating 
faults only to the module level, rather th~n the faulty 
component level. For most practical purposes, when­
ever a fault is identified, it is the module(s), i.e., the 
smallest replaceable partes) of a machine such as a 
plug-in circuit package or an integrated circuit· card, 
that will be replaced. Thus, distinguishability among 
faults associated with the same module would be of no 
interest. For example, suppose the six faults just con­
sidered are associated with three modules: faults 
fl' f2' f3 associated with one module PI, f4 and f6 asso-

. ciated with another module P2, and f5 with module P3' 
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Test T 2 partitions these faults into three equivalence 
classes: 

where f1j denotes a fault fi assoticated with module j. 
The distinguishability between faults fl of (i+ 1, jl) 
and. f3 of (i+ 1, j3)' or f2 of (i+ 1, jl) and f3 of (i+ 1, j3) 
is no longer relevant. Since, whenever either fh or f2 
or f3 occurs, module PI must be replaced. So the em­
phasis of distinguishability criterion should be such 
that a test is considered most efficient if it distin­
guishes the largest number of pairs of faults {fh fj} 's 
where fi and fj each is as'sociated with a distinct mod­
ule. The measure of test efficiency can be redefined 
by removing from 'Yk the number of all those fault 
pairs that are distinguished by T k but are associated 
with the same module. 

Let n(i, j)p denote the number of faults in (i, j) that 
are associated with module p. Then, 

n(i, j) = L n(i, j)p 
p 

where L is defined to denote summation over, and 
p 

only over, all modules with which the faults in (i, j) 
are associated. In the previous example, n(i+ 1, j3) 
can be expressed as the sum of n(i+ 1, j3)., n(i+ 1, jJ2 
and n(i+ 1, j3)a, where n(i+ 1, ja)h n(i+ 1, jah and n(i+ 1, 
ja)3 denote, respectively, the number of faults in 
(i+ 1, ja) associated with modules p., P2 and Pa. Thus, 
of the m partitions generated by test T k' there are 

~ {~ [nk(i + 1, js)p . t~+l nk(i + 1, jt)p] } 

fault pairs which need not be distinguished. The dis­
tinguishability measure 'Yk defined in Equation (3) 
should therefore be.rtlodified as follows: 

Ak == 'Yk - ~I {L [ nk(i + 1, js)~· f· ,nk(i + 1, jt)p ] } 
s=1 P t=s+1 

( nk(i + I, jt) - nk(i + I, jt)p ) ] } (4) 

The application of this distinguishability criterion 
to derive an efficient testing procedure may be illus­
trated by the following example. 
Example Suppose in equivalence class (i, j) there are 
ten faults to be identified. The faulty components are 
associated with modules PI; P2 and P3 in the following 
way: 

PI: 11, q, fl, fl, fl, fl 
P2: n, f~ 
P3: f~, rto 

Six tests T k (k = 1,2,3,4,5,6) are available, each gen­
erating a partition of equivalence classes as indicated 
in Table I. To derive a testing procedure 

TABLE 1-Configurations of Partitionings of (i, j) 

(i+l, jl) (i+l, j2) (i+l, j3) 'Yk Ak 

TI f1 ,t1,t],ij,f~,fto q,n. n,n I~ 
16 

T2 f1,t1,q,n,n,fl,t] ij, f~ flo Ii] 
T3 fl q fA fA q f~ f;1 f10 n,n I*' 8 
T4 f1 t1 q n n n f~ f~ flo f;l I "9 8 
T5 t1 q fl n fl t] f~ f~ fto f1 I 9 4 
Ts f1 t1 q fl n n ij fJ fto f~ 9 8 

that isolates faults to component .level, the first step 
is to compute the figure of merit of each test using 

. either Equation (2) (the information gain criterion) or 
Equation (3) (the distinguishability criterion at com­
ponent level). Both criteria indicate test T I is the best 
choice to partition (i, j); T I is thus selected as the first 
test. The faults in (i, j) are then partitioned into three 
equivalence classes: {t1, q, ~, 1], ft, ito}, {fa, fl} and 
{q, il}. Similar computations can be made for selecting 
the next best test(s) to further partition each equiva­

lence class. The resultant testing procedure, as shown 
in Figure 3, indicates that the average length of test 
sequence to isolate a fault is 2.7 tests. 

ill 
II 

Figure 3 - A testing procedure isolating faults to component level 
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However, if the distinguishability criterion Ak is used 
to derive a testing procedure that isolates faults to 
replaceable module level, one observes that test T 2 
would be the best choice to partition (i, j) (see Table 
I). In this case test Tl is less efficient since it distin­
guishes fewer fault pairs that are associated with dif­
ferent modules. A sample computation using equation 
(4) to compute Ak is given: 

A2 = n2(i + I, jl)t { n2(i + I, j2) + n2(i + I, j3) } 

+ n2(i + I, jt)2 {[ n2(i + I, j2) - n2(i + I, j2)2 ] 

+ n2(i + I, j3) } 

+ n2(i + I, j2)2 { n2(i + I, j3) } 

=(6) [(2)+(1) ]+(1) [(2-1)+(1) ]+(1)(1) 

= 21 

Test T2 partitions (i, j) into three equivalence classes: 
{fI, f~, 'fA, fi, fg, fA, !1}, {q, il} and {t1o}· Each equiva­
lence class can be further partitioned by test(s) that 
yields the maximum figure of merit Ak, computed by 
considering only those faults in each equivalence class. 
As an illustration, the Ak'.s of various tests partition­
ing the set {fI, f~,fA, fl, n, fA, rH are computed and 
tabulated in Table II. In this case test T6 is considered 
the best choice. The process of test selection is con­
tinued until all faults are identified to a single module. 
The resultant testing procedure is shown in Figure 4. 
The average length of test sequence to isolate a fault 
is 1.9 tests, which is much shorter than the 2.7 tests 
required to isolate faults to component level. 

TABLE II-Configurations of Partitioning of Equivalence Class 

Tl fl,q,q fl.n fl.Ps 4 
T3 fl. q, fl. fl. f~ n.Ps 2 
T4 fl-Ps. f~ 0 
Ts q-Ps, f7 fl 1 
T6 fl,f},fl.n,fl.Ps f..! 

7 [b] 

Another point worth mentioning is that the program 
memory required to store the diagnostic testing proce­
dure is often significantly reduced, when diagnosabili­
ty is aimed at the module level. As an example con­
sider the two diagnostic testing procedures of Figures 
3 and 4. I t can be shown that the size of the corre­
sponding program statements required to realize the 
procedure of Figure 4, where faults are isolated to 

I I 
, I ~;'33 

f,- f •• '7' Te, ~fl) 

Figure 4 - A testing procedure isolating faults to module level 

module level, is approximately half the size of the 
one required to realize the procedure of Figure 3, 
where faults are isolated to component level. For 
many real-time systems such as electronic telephone 
switching systems and air-borne computers, the re­
sulted saving in memory could represent a significant 
reduction in cost. 

CONCLUSION 

A distinguishability criterion for measuring the ef­
ficiency of diagnostic tests has been developed. The 
criterion is compatible with the concept of information 
gain described in the literature,3.5.6 if diagnosability 
is aimed at the component level. If, however, the diag­
nosability is aimed -at the circuit package or module 
level, it is shown that the sequential testing procedure 
which is generated based on the distinguishability 
criterion tends to yield shorter testing sequences and 
better resolvability. 
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