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Simulator description: summary 
In addition to the Job Generator, state routines, 

and Scanner, the simulator contains an input routine, 
a disk simulator routine, and a report generator. The 
input routine �r�e�a�d�s�~� lists, and interprets the parameter 
cards, while the report generator lists the results of 
the simulation. The disk simulator was designed as a 
separate package in order to permit' experiments with 
different disks or with drums to be performed readily. 

The organization of the main body of the simulator 
into state routines considerably eased the task of 
coding and debugging the simulator. This technique 
has several merits: it permits a modular design of the 
simulator with well defined communications between 
the various system routines, it simplifies the next 
event selection process, and allows the correspon­
dence between system and model to be maintained 
at any desired level. 

Some simulation results 
In the study for which the simulation program was 

developed, it was desired to compare various ECS 
utilization strategies. In particular, it was desired to 
determine the incremental merits of: 

a. using ECS to hold high-access library 
programs, 

b. using ECS to provide large buffers for 
files (thus reducing the number of disk opera­
tions), and 

c. using ECS to hold jobs during the loading 
phase and while waiting for the CPU or for an 
I/O operation completion. 

A variety of configurations were simulated with job 
mixes varying from I/O-bound to compute-bound. 
One of the variables of interest was the CPU utili­
zation (the percentage of total CPU time spent on 
users jobs). It was found that a configuration which 
yielded comparatively high CPU utilization even on 
jobs with a high I/O rate was a system which incor­
porated features (a), (b), and (c). In this system, 
up to six jobs were loaded into central memory (de­
pending on the memory requirements on the jobs). 
When a job issued an I/O request which required a 
disk operation, control was transferred to another job, 
and so fortI). If a point was reached at which all jobs 
were waiting for a disk operation, one or more jobs in 
central memory were rolled out into ECS, and a job 
waiting for CM was loaded. 

Further experimentation with this system showed 
that reducing the number of jobs simultaneously 
residing in central memory had little effect on CPU 
utilization, since the added job swapping time was 
offset by the reduced CM relocation time. This led 

to the postulation of a system in which only one job 
resided in central memory at anyone time. This job 
executed until it required a disk operation (or until the 
end of a time-slice was reached), at which time it 
was swapped with a job waiting in ECS. This concept 
was called monoprogramming. 

Four system configurations were compared in 
detail; these were, in terms of the features described 
above: 

1. BASIC-a multiprogramming system without 
ECS 

2. BASIC+(a) and (b) 
3. Monoprogramming (c) 
4. Monoprogramming (c) + (a) and (b) 
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These systems were simulated for various hard­
ware configurations: a typical set of results for a 
specific hardware configuration is shown in figure 4. 

Future Plans 
A 64/6600 system with ECS is a natural environ­

ment for an operating system designed to provide a 
large-capacity multi-access capability. 

The multiprocessor design of the 6000 relieves the 
CPU of involvement in the monitoring of terminals, 
since this task can be capably performed by the 
peripheral processors. With ECS, the swapping tilne 
is sufficiently small (2.5 mi11iseconds to roll out one 



10K job and roll in another) that overhead increases 
very slowly as the number of jobs being time-sliced 
increases. These factors minimize the direct effect 
of user activity on system overhead, reduce the com­
plexity of the scheduling task, and lead to a multi­
access system design which is general enough to be 
useful, efficient enough to be affordable, and realistic 
enough to be implemented. 

In order to explore some of the facets of multi­
access design, the EeaS simulator is being modified 
to provide for time-sliced scheduling of the CPU, 
and a remote terminal task generator is being in­
corporated. 
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A structural theory of machine diagnosis 

by C. V. RAMAMOORTHY 
Honeywell, Inc. - EDP Division 
Waltham, Massachusetts 

INTRODUCfION 

The present trend in large scale integration of micro­
electronic technology has focussed a heavy emphasis 
on the maintenance and diagnostic aspects of large 
computers. Efficient techniques of diagnosis are im­
portant in mUlti-processors with reconfiguring capabili­
ties to provide high availability. Also, a need exists for 
simple but effective means of understanding, visualiz­
ing and analyzing the probelms associated with diag­
nostics. This paper presents a unified approach based 
on graph theory, which seems to provide a new insight 
into the problem without regard to the level of detail 
under consideration. 

The techniques developed here depend on the an­
alysis and manipulation of system graphs represented 
by their connectivity matrices and hence implementable 
by computer programs. 

The graph representation simplifies the understand­
ing of the operation of a large system, and augments 
the ability of the maintenance engineer to cope with 
unforeseen and unexpected problems. 

The theory proposed here does not pretend to solve 
all problems, but its value rests on the new insights it 
seems to provide to the machine designer and the 
diagnostic engineer. The task is incomplete and this 
paper is only a preliminary report on this subject. 

Current efforts 

We shall briefly summarize the current efforts in 
this area. The classical methods of diagnosis1.2•3 classify 
the component elements into combinational and se­
quential entities. Various techniques are available for 
specifying a minimum set of tests to detect or locate 
physical malfunctions in non-redundant memoryless 
combinational circuits. In elements with memory prop­
erty the theoretical determination of a minimal set of 
tests, either for fault detection or location, is complex. 
Where they exist, these procedures apply only to sys-
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terns containing a small number of elements which often 
can be analyzed by exhaustive methods. 

The black-box approach deals with input-output re­
lationship of the system and develops efficient tests to 
verify a set of functional specifications. Since it ignores 
the machine structure, this method is not useful for 
fault location but could provide valuable acceptance 
tests. In the third approach,4 the design is simulated 
under known component failure modes, the test re­
sults (called a test dictionary) are catalogued for fur­
ther reference. Also, additional hardware may be added 
to facilitate the diagnostic function. This is a very 
popular method since the machine designer is not 
bothered with maintenance requirements initially and 
the diagnostic information is generated later as a part of 
machine simulation. 

The fourth approach tailors the computer organiza­
tion specifically for ease of maintenance and diagnostics. 
One such approach6 partitions the machine into mu­
tually exclusive subsystems,. each having some capability 
of testing others, and in turn being tested by them. Such 
an approach may impose undue design constraints that 
could impede superior performance of the machine. 

In the microelectronic technology the diagnosis must 
be tailored differently to the different phases in testing. 
For example, during on-line diagnosis, a fault must be 
pin-pointed at the level of the replaceable module (ma­
jor board). The defective module then must be tested 
off-line and the malfunctioning element (flat pack) 
must be located for replacement. 

Our basic goal in this paper will be to suggest tech­
niques for the following: 

(a) Structural representation of the system at an 
appropriate level. 

(b) Partitioning or segmenting the system into a 
number of smaller subsystems purely from the 
structural description. 
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( c ) Strategic location of test points for purposes of 
subsystem segmentation, isolation, injection 
and/ or monitoring of data during diagnostic 
tests. 

( d ) Sequences in which tests must be performed for 
fault-detection and/or location. . 

( e) Determination of functional hard-core of the 
system. 

(f) Discovering of conditions for subsystem self­
diagnosability and explicit determination of 
those elements which are not self-diagnosable. 

Representation 

The choice of representation of a complex system 
depends primarily on the characteristics one wishes to 
study. Proper representation must mask out those de­
tails not pertinent to the problem at hand. It must be 
simple enough so that it can provide insight where 
needed. Functionally, the representation for the diag­
nostic process must be useful in areas of simulation, 
design automation and system fabrication. 

Also, the method of representation must be uniferm. 
For example, the same type of representation must be 
applicable to the sets (systems) as well as to their 
component elements (subsystems). 

In this paper, we look at the machine from two 
distinct levels; the structural level and the behavioral 
level. A sequential machine can be specified purely 
from the behavioral aspects like input-output relation­
ships. Once the machine is designed, its structure (in­
terconnections between components and flow of infor­
mation) comes into being. The composite machine 
can then be looked upon as the superposition of be­
havioral characteristics of the components on its struc­
tural form. This separation between behavior and form 
lends simplicity to the understanding but also sheds 
new light into the problems of diagnosis and mainte­
nance. 

We shall develop techniques that will analyze the 
given machine structurally, and develop information 
which can be used later with the behavioral criteria 
of the components to derive diagnostic procedures and 
also help in component assignment in modules and 
submodules (Figure 1). 

Extension 

Since graphs are used for structural representation, 
these techniQues are applicable to computer systems, 
as well as to their programs. 

Structural representation 

The structure of the system is represented by the 
interconnection of its components. The components can 
be discrete logical elements like flip-flops and various 
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types of gating, or functional units like counters and 
adders, etc. In the most practical case, the component 
may represent the smallest replaceable functional mod­
ule, generally an integrated circuit major board or a 
flat-pack. In all subsequent discussions, we shall re­
strict ourselves to functional or logical elements which 
do not include those involved in power supplies, tim­
ing, etc. 

Any discrete sequential system is isomorphic to a 
directed graph.7•8•9 The nodes (vertices) represent func­
tional elements (combinational and sequential) and the 
directed branches (arcs) represent lines of signal prop­
agation. In particular, the arc from i to j describes the 
functional relation that the output of node i enters as 
an input to the node j. The computer system can be 
considered as a multi-level structure where each level 
can be analyzed in the same manner, since the graph 
representation is valid whether the node represents a 
logical building block or a complex functional module. 

Let the system be represented by an n node graph 
G, with the node set {l,2,3 ... n}. The connectivity 
matrix C == {Ctj} of G is a X n matrix whose ij-th 
term Cij == 1 if and only if there is a directed branch 
from node i to node j, otherwise Clj == O. The reach­
ability matrix R == {rij} of G is another n X n matrix 



whose generic term rlj == 1 if and only if there is at 
least one directed path (i.e., a concatenation of di­
rected branches) leading from i to j. Basic construction 
techniques of deriving R from C are well-known. 7.8.9 

Many properties of the graph and the discrete sequential 
system it represents can be studied generally by manip­
ulations on the connectivity matrix of the graph. 

A node p is essential in a. graph with an initial node 
i and a terminal node j if and only if it is reachable 
from i, and j is reachable from it. The initial and ter­
minal nodes are considered also essential. A graph 
consisting of a set of nodes and branches is said to be 
strongly connected if and only if any node in it is 
reachable from any other. A subgraph of a given graph 
is defined as consisting of a subset of nodes with all 
arcs (branches) between these nodes retained. A 
maximal strongly connected (M.S.C.) subgraph is a 
strongly connected subgraph that includes all possible 
nodes which are strongly connected with each other. 
All M.S.C. subgraphs are mutually disjoint (i.e., have 
no common nodes). Two subgraphs are said to be un­
connected or disjoint if there is no arc from any node 
in one subgraph to another node in the other subgraph. 
A link sub graph is a subgraph that contains no strongly 
connected subgraphs or unconnected subgraphs in it. 

The structure of the system and hence, the structure 
of its graph can be analyzed by certain operations on 
its connectivity matrix. 7.8.9 

Behavioral description 

The behavioral description concerns itself with input­
output characteristics of the elements of the system, and 
as such, is necessary for devising the diagnostic tests. 
Considering the system as a whole, this means carrying 
along a maze of detail. For this reason, we consider the 
structure of the interconnections and the flow of in­
formation first and derive valuable information before 
we use the behavioral description for devising the tests. 

Testing sequences 

If only the primary (externally controllable) inputs 
and observable (externally available) outputs are used 
for diagnosis, the total number of test sequences will be 
very large and the fault location will have low resolu­
tion. The size of the test dictionary will increase with 
the size of the structure and in particular, with the 
number of feedback paths and memory elements. Thus, 
segmenting or breaking up a large system into small 
subsystems is important to improve resolution, as well 
as to reduce the average time for test. Segmenting or 
partitioning is also important from another angle. The 
basic assumption made in deriving the conventional 
fault detecting and locating tests is that only a single 
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fault is involved. This need not be true in all cases, since 
certain single faults are contagious in that they provoke 
malfunctions in adjacent regions. Segmenting, at least 
during the diagnostic phase, tends to break-up the sys­
tem into mutually non-interacting subsystems and helps 
to diminish the effects of multiple faults. 

Also, system segmenting can help in the component 
assignment problem in the design automation process 
(Figure 1). 

Structural segmenting of a complex system 

The first problem is to segment a large system into 
smaller subsystems. Any discrete sequential system as 
represented by its graph can be partitioned into its com­
ponent maximal strongly connected (M.S.C.) subgraphs 
(subsystems) and link subsystems. Explicit algorithms 
are available to determine all the M.S.C. and link sub­
systems fr,om the connectivity matrix of the whole sys­
tem.7

•
S An example of the structural partitioning is il­

lustrated in Figure 2a. 

Basis graph 

Each M.S.C. subsystem or link subsystem can be 
represented by a single node, possibly with multiple 
inputs or outputs. The system graph, after such a sub­
stitution, will contain less number of nodes than the 
original graph. We shall call this the basis graph of the 
system. The basis graph is a weakly connected graph, 
i.e., it has no strongly connected subgraphs. Figure 2b 
illustrates the basis graph of the system of Figure 2a. 

Test points and test point pairs 

Let tl and tj be two nodes in the system graph. The 
ordered pair (tl, t j ) is defined as a compatible test 
point pair (or simply as a test point pair) if some input 
test sequence at node tl can provoke a distinguishable 
output at another node t j • The concept of the test pair 
can be extended to the case where each member of the 
ordered pair may be a subset of nodes, rather than a 
single node. In this case, the simultaneous application 
of test sequences into the primary input nodes provokes 
distinguishable outputs in the output nodes. 

Without loss of generality, in the rest of the paper 
we shall consider only test point pairs with one input 
node and one output node for reasons of clarity and 
elucidation. The purposes of introducing test points are 
as follows: 

( 1) They can provide additional segmentation of a 
large subsystem for purposes of diagnosis, i.e., 
they can be used to isolate a selected subsystem 
from the rest of the system. 

(2) They provide the means for injecting test inputs 
and/ or monitoring the resulting outputs. 
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Determination of structural test points in a system 

Mter the component subsystems are determined, it 
would be expedient to isolate them from the rest of 
the system during testing. This can be accomplished by 
inserting test points at strategic locations of the system. 
The test points should provide accessibility to other 
elements within the subsystem. A test point on a node 
can perform one or more of the following tasks: 

(a) Disconnect the inputs of the node and provide 
entry for input patterns from an external source. 

(b) Provide means for monitoring the outputs of 
the node. 

When tt!st point pairs are mentioned, it is assumed 
the input test point fulfills the first function and the 
output test point performs the monitoring function on 
the output 

The test points should be located at the entrances 
and exists of the subsystems which are derived from 
the partitioning of the total system. Thus, the test 
procedure will be to isolate the subsystem from its 
neighbors, inject the test sequences at the primary test 
points (entrances), and monitor the outputs at output 
test points (exits of the subsystem). Equivalently, the 
test points must be located at the entrances and exits 
of individual nodes in the basis graph 'of the system. 

To isolate an M.S.C. subsystem or a link subsystem, 
it is only necessary that we determine its entrances and 
exits and insert "isolating" test points at these places. 
Since the exits of a subsystem become the entrances of 
the subsequent ones, the number of test points of this 
type will be at most Ii (k1 + eo) where kl is the num­
ber of exits (entries) of the subsystem i, and eo is the 
number of entry nodes into the system. 

Given the system graph, the entrances or exits to its 
subsystems can be derived directly from its connectivity 
matrix.7

,8 The sites for desirable test points in the 
example are shown in Figure 2b. 

Reducing the complexity of large subsystems , . 

If some system segment (subsystem) is still too large, 
one needs other procedures for further segmentation. 
One possibility is selective "dissection" of the sub­
system so that it "breaks-up" into still smaller subsets. 
This "dissection" is achieved by providing controlled 
"breaks" in the information (or sign~l) flow during 
system diagnostics. 

Such "dissection" process also decreases the size of 
the test dictionary which can be defined as the fault 
detecting and locating procedures of the system. The 
number of test points may increase, however. The 
length of a test will, of course, vary with the subsystem 
behavioral complexity, particularly with the nature and 
extent of the memory and feedback elements. 



The technique that we shall adopt tor reducing the 
complexity of a large M.S.C. segment will· be to reduce 
the number of feedback paths within it. In the graph­
theoretic sense, the problem can be restated as follows: 
Given the graph of a discrete sequential system with 
all the primary input nodes (entrances into the system) 
and the exit (output) nodes specified, it is required to 
make the system an "open-loop" (loop-free) system 
with a minimum number of branch removais. (A mini­
mum number is preferred purely from cost considera­
tions.) The most important constraint is that the branch 
removals must be such that all the nodes in the sub­
system be reachable from the primary input nodes or 
points. We shall present an algorithm for this purpose. 

STEP 1: Segment the system into M.S.C. and link 
subsystems by procedures outlined previ­
ously.7,8 

STEP 2: For each segment in Step 1, determine 
the entry nodes. In the case of the M.S.C. 
subgraphs, the procedure to determine the 
entry nodes are as given in Refs. 7 & 8: 
For link subgraphs, these procedures are 
not necessary, for obvious reasons. 

STEP 3: Take the entry node of an M.S.C. sub­
system. Delete or disconnect all the di­
rected branches entering it. Record the 
branches thus disconnected. 

STEP 4: Partition the altered subgraph into any 
M.S.C. and link subgraphs.' 

STEP 5: If there are any M.S.C. subgraphs present, 
iterate Steps. 2' through 4. If none, the 
system is loop-free and note the number 
of branches removed. They are the mini­
mum number of branches that should be 
removed to make the system open-looped 
with all nodes reachable from the primary 
or entry node. 

The above procedure assumes that there is only one 
entry node in the M.S.C. subgraph and subsequent 
modifications suc_cessively create single entry nodes .. 
Since, in general, the number of entry nodes may be 
more than one, we modify the procedure slightly. In 
this instance, we wish to select that entry node into the 
subsystem which results in an open-looped system re­
quiring a minimum number of branch removalsw For 
this, we select each primary input node in succession 
and apply Steps 2 through 5 and determine the num­
ber of branches removed for the choice. We select that 
open-looped system which results in least number' of 
branch removals. We note the identification of the 
branches removed during the process. (It is easy to 
implement controlled disconnection of branches by 
logical means.) 
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Comment: Even though recursiveness of the above 
procedure promises programming simplicity, the num­
ber of computations can be significantly reduced by 
the following modification of the procedure: When 
there are multiple primary entry nodes, we select the 
node with the largest branching ratio which is the 
quotient obtained by dividing the number of emanating 
branches by the number of incident branches into that 
node. There is a heuristic justification to this procedure 
and it is good for large systems where a quasi-optimal 
solution is adequate. 

In Figure 3a we have selected a simple M.S.C. sub­
graph for open loop reduction. Since node 1 is the 
primary input node, we break the feedback path (3,1) 
first. This makes nodes 2, 3, and 4 strongly connected 
with the primary input coming into node 2. We break 
feedback path on node 2, viz., (3,2). The graph is 
open looped with the primary input at note 1 reaching 
all nodes. 

Auxiliary test points 

The process of breaking up the loops in a closed 
loop system may sometimes introduce nodes whose 
outputs must be monitored by auxiliary test points. The 
locations of auxiliary test points can be found explicitly 
from the connectivity matrix of the system as follows: 

Let C' be the connectivity matrix of the open-looped 
sequential system. Let {e} be a subset of its nodes 
which are exits from the system. The auxiliary test 
points are the outputs of those nodes with all-zero 
column vectors and which are not the exit nodes of the 
system. In the case of Figure 3b, the site of the aux­
iliary test point is the node 3. 

Properties of test point pairs 

The necessary condition that (t1, tJ) be a test point 
pair is that tJ is reachable from t1• This implies that there 
exists at least one path from node i to node j. The 
range of a test point pair (ti , t j ) is defined as the subset 
of nodes which can react to the test input at the input 
test node t1, and provoke an output possibly distinguish­
able and monitorable at the output of node t j • Given 
the connectivity matrix C (dimension n X n) of the 
system and (t1, t j ) be a test point pair in the system, 
then the range yeti, t j ) of the test point pair is explicitly 
determined by the non-zero elements of the vector: 

y (t1, t j ) == [Rti n R~] U [et! U etJ
] 

where 
Rtl == t1-th row of the reachability matrix of C. 

R~ == trth column of the reachability matrix of C 
and ek is a binary row vector of dimension n such that 
only the k-th element is a "one". 

In other words, if p-th column of y(t, t j ) is a one 
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i.mplies that node p is in the range of test point pair 
(t1 , t j ). (See Figure 4 for example.) 

The proof of this can be sketched as. follows: Since 
(t, tJ ) is a compatible test point pair, there is a path 
from t. to tj • The non-zero elements of Rt; correspond 
to all those nodes that can be reached from test input 
node t. R~ is a vector whose non-zero elements that 
correspond to nodes that can reach the test output node. 
(Rt; n R~) are those nodes which are influenced by 
the test inputs at t and whose outputs in turn influence 
'the output of t j • etl u etJ are the node vectors corre­
sponding to the test input and output nodes. 

We can readily determine the range vector for the 
generalized case when the input and the output 'mem­
bers of a test point pair contain more than one node. 
Thus, 'Y ({tl }, {tj }) == 'Y ({til, tl2 ... tin.}, {to to ... 

, 1 2 

k == nO 
j == n; 

U 'Y (1;j' 10k ) 

j == 1 
k==l 

where U is an extended union operator. 
We now state the following theorem without proof: 

A set of test point pairs can completely test the sys­
tem if and only if every system element (node) is in 
the range of some test point pair (ti' t j ) E TXT 
where T is a set of all test points. 

This theorem helps to select a minimum number 
of test points to check the system. It also states a less 
obvious but important fact. Even though the test points 
are selected based on their range over the nodes of the 
system, they also test all the interconnections (branches) 
between the elements. 

Selection of optimum number of test point pa(rs for 
fault-detection and the analogy to prime implicant 
tables 

Since the test points determined above may not all 
be necessary for fault detection, a minimum set of test 
point pairs can be determined by an algorithm which 
is analogous to the one used in the prime implicant 
selection in the simplification of Boolean functions. 1o 

We shall next state this algorithm. 
Given a list of desirable test point pairs derived 

from structural decomposition and the behavioral con­
siderations of the component elements, the ranges of 
individual test point pairs can be derived explicitly by 
the methods suggested earlier. Their total range (the 
union of all individual ranges) should encompass all 
the elements in the system, since otherwise the testing 
would be inadequate. 

Let the system contain n elements (nodes). Let there 
be p test point pairs in the system. The range of each 
test point pair can be indicated by a row vector of 
dimension n. 

A Boolean matrix of dimension p x n can be de­
veloped such that its i-th row represents the range of 
i-th test point pair. For fault-detection, we wish to find 
the smallest set of rows such that there is at least a 
"one" in every column amongst the selected rows. This 
problem is identical to the one of selecting prime im­
plicants in the simplification of Boolean functions. Since 
the number of test points in a system are generally 
much smaller than the number of elements in the sys­
tem, McCluskey's algorithmlo can be effectively used. 



However, for systems with large numbers of test 
point sites, a near optimal selection with considerably 
less computational complexity is possible by the heuris­
tic algorithm given in Appendix I. 

An example of the test-point site selection for fault­
detection is given: 

tb 

~ o 

tlO 

Y(t6,ta)= ('36 n '3~) LJ (~LJ ~8 ) 
~6= REACHABILITY VECTOR OF NODE 6 

=(0111100111) 

R_~=REACHING VECTOR OF NODE a 

=(1110111000) 

!s= (0000010000) 

!S=(OOOOOOOIOO) 

y(ts, ts )=(0110110100) 

Figure 4-A subsystem graph 

TEST POINT 

PAIRS 

A= t6 -t8 

8=t6- t 9 

C = t 6 - t fO 

D=t7- t 8 

E=t7- t 9 

F = t 7 -t 10 

2 
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The test point pairs in the system of Figure 4 are (4, 
fs), 4, t9 ), (t6, tlO), t7, ts), (t7, 4) and t7, tlO)' In Figure 
5, the "prime implicant"matrixisgiven in which the 
rows represent the range vectors of test point pairs 
and the columns the nodes of the system. Applying 
the well known methods of solving prime implicant 
tables, the complete detection scheme will only require 
the test point pairs (1e, t9 ) and t7, tlO). 

RANGE VECTORS 
SYSTEM ELE MENTS (SEE FIG. 4) 

3 4 5 6 7 8 9 10 

Figure 5-Range matrix 
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F auit locating by using multiple test point pairs and the 
determination of test point pairs diagnosing a sys­
tem element 

Given a system with a number of test point pairs, it 
may be of interest to determine those test point pairs 
that influence a particular system element. The al­
gorithm that does this is given as follows: 

Let C and R be the connectivity and reachability 
matrices of a system with n elements. Let the elements 
be numbered 1 through n. Let the nodes which are 
also test points be given by another n element vector t. 

Let the element to be diagnosed be given by "a": 
aE {1, 2, 3, ... n}. 

1. The test points whose inputs can influence the 
output of the system element are the non-zero 
components of the row vector t n (RT)a. 

2. The test points which are influenced by the out­
put of the system element are the non-zero col­
umns of the row vector t n (R)a. 

3. The test point pairs that can diagnose the sys­
tem element "a' are those ordered pairs (t" t j ) 

where tl and tj are non-zero columns of t n (RT)a 
and t n (R)a respectively, and such that tj is 
reachable from ft or equivalently, Rt . t. = l. 

I J 

A tabulation of test point pairs that can diagnose 
specific system elements is useful in compiling the test 
dictionary, as well as in locating faults. 

To illustrate with an example, the system element 
3 in Figure 4 is diagnosed by test point pairs (is, ts), 
(t5 , t10 ) and t6 , t8), whereas the element 5 by (is, t9 ), 

(t6 , t~), (t6, t10), (t7' t10 ) and (t7, ts). 

Structural resolution and indistinguishability dt a sys­
tem element 

We shall define the structural resolution at a given 
element as the total number elements indistinguishable 
from it from a structural testing viewpoint. We shall 
call node a and node b indistinguishable if and only if 
both "a" and "b" lie on identical test ranges and none 
other. To discover the indistinguishable elements at 
any specific element "i" we proceed as follows: 

(1) Let (tll' t12 ), (t21 , t22 ), . (tp1 , tp2 ) be test 
point pairs and let 'Yl, 'Y2, 'Y3 . . . 'Yp be their range 
vectors respectively. 

(2) Let the given element "i" correspond to the 
i-th column in the range vector. Develop the trans­
formed range vector 'Y~ for all k such that 'Y~ = ')'k ii 

the i-th column of ')'k is a "1", and 'Y: = '}'k (comple­
ment vector of 'Yk) if otherwise. 

(3) Perform a logical multiplication of all the 
transformed range vectors: The non-zero components 
of the logical product vector correspond to those ele-

-------------_._-----

ments structurally indistinguishable with the given ele­
ment "i". 

As an illustration, in Figure 4 the indistinguishable 
element corresponding to element 8 is element 2, since 
the logical product of the transformed range vectors is 
(0100000100) . The concepts of structural indistin­
guishability and resolution are important in the loca­
tion of test points. 

A combined fault detecting and locating procedure 

We shall next present the sequence in which the 
system elements must be tested for fault detection and 
location. 

Three procedures are developed. The first is de­
signed for debugging newly built equipment in which 
each step depends on the correct operation of elements 
tested previously. The second procedure is useful for 
maintenance of newly developed equipment, when no 
reliable failure statistics are available. The third is used 
when component failure statistics are available and the 
sequence of tests are optimized to minimize the aver­
age number of tests or their cost. 

Fault detection and location at the subsystem level dur­
ing debugging 

Let the system be represented by its basis graph. 
Each node in it will be called a subsystem. Let n be 
the number of nodes in the basic graph. Let us assume 
that there are test points at the entrances and exits of 
these subsystems. (This assumption is not necessary 
except for the sake of exposition.) 

Let.c be its connectivity matrix. We determine the 
columns in C matrix with all zeros. Let S1 represent the 
set of these nodes. We ddete the rows. and columns 
of C matrix corresponding to the nodes in S1. We 
determine the columns in the remaining matrix whose 
components are all zeros. Let S2 be the set of these 
nodes. We then delete the rows and columns corre­
sponding to these nodes. We repeat the procedure, 
modifying the C matrix iteratively, until there are no 
more rows or columns left. 

Let Si be the set of nodes corresponding to all-zero 
columns of the C matrix during the i-th step. Let the 
set of nodes in the basic graph be S = {I, 2, 3, ... n}. 
Then the subsets S1, S2, . . . S;, . . . Sp, obtained in 
the above procedure are precedence partitions on the 
set S. 

The sequence of the testing of the nodes must be in 
the order of (Sl, S2, S3 . . . Sp). This means we test 
the nodes corresponding to set Sl first, then if they are 
faultfree, we test the set S2 (which may depend on 
the outputs of S1) ... and so on, through Sp. 



If Sr.1 is f~lUlt-free and S~ is faulty, it implies that Si 
is faulty and all the subsystems Sl through Si-1 are fault­
free. Note that this procedure is applicable to any num­
ber of faults within the system, except of course, the 
hard core. 

c= 
1234567891011 

nnnlnlnnnnn 
"''''''''. "". """""''''''' 

2 00001000000 

3 00000 100000 

4 00000010000 

5 00000001000 

6 00000000100 

7 00000001010 

8 00000000100 

9 00000000001 

10 00000000000 

II 00000000000 
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Since the basis graph is not a strongly connected 
graph, this procedure will always work. We shall illus­
trate this by an example (Figure 6). 

EXAMPLE: 

Figure 6-A system graph 

Precedence Partitions or 
== ({1,2,3}, {4,5,6}, {7}, {8,10}, {9}, {II}). 

Sequence of all zero columns removed 
Sequence in which tests must be conducted are: (1,2,3), 
(4,5,6), (7), (8,10), (9), (11) .. 
Note that nodes 1, 2 and 3; 4, 5 and 6; 8 and 10; can 
be tested in parallel . 

Fault detection and location in newly developed equip­
ment 

An elegant fault detection and fault location se­
quence can be derived by reversing the sequence of 
tests in the previous procedure. We assume here that 
the probability of the system being faulty is very low, 
and it is expedient to test the whole system first for fault 
detection. and then proceed on to fault location tests 
only if the former fails. Also, it is assumed that no 
failure statistics are available. 

On detection of failure, we keep reducing the area 
under test successively after each test until a fault-free 
condition is detected. This transition indicates the loca­
tion of the failure. 

The example in Figure 6 is treated using the new 
procedure below: 

Example: (Assume a fault in node 4) 

Test all nodes using the primary inputs at nodes 1, 
2 and 3 and the outputs at nodes 10 and 11. Since a 
fault is detected, we monitor the output of node 11; 
then 9; then 8 and 10; etc., using the primary inputs 
at nodes 1, 2 and 3. The output of node 4 indicates a 
fault, but no fault is found on nodes 1, 2 and 3. We 
thus ascertain that the fault is at node 4. However, 
this procedure is inferior to the next procedure to be 
discussed with the assumption that the failure prob­
abilities of subsystem partitions are equally likely. 

Fault detection and location tests where element fail­
ure probabilities are known 

Let the system contain n subsystems, i.e., the nodes 
of the basis graph. We next perform the precedence 
partitioning of the system as indicated in a previous 
section. Let the sequence of partitions be S1, S2 . . . 
Sp. Corresponding to each partition we compute its a 
priori probability of failure, from the failure prob­
abilities of its component elements. Thus, we shall 
assume that we know Pi, the a priori probability of 
failure of the subsystem partition Sl. Pi'S are also as-
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sumed to be statistically independent, discrete constants 
and I PI == 1 

In Figure 7, the subsystem partitions SI'S and their 
failure probabilities Pi'S are shown in sequence. 

~1~~_:_:_~_:_:_~ ____ -_-_-__ ~_:_:~~oo~~ 
Figure 7-Precedence partitioning 

We first perform the fault detection test by using 
the primary inputs and outputs I and if fault is found, 
we go to the fault locating test as given below. 

Given SI and Pi, it is required to develop a sequen­
tial "search" procedure that would locate the sybsystem 
partition containing the bad element, such that the 
average number of tests is a minimum. The procedure 
is as follows: 

STEP 1: Find the subsystem partition Sk in Figure 
7, such that 

(PI + P2 + ... Pk ) ::::",. (Pk +1 + PkH ••••• Pp) and 
(PI + P2 + ... Pk-I) < (Pk + Pk+1 ••••• Pp) 

We test the output of the subsystem partition Sk using 
the primary inputs and if a fauJt is detected then it 
must be in a partition earlier in precedence to Sk+ 1, i.e., 
it must be within SI, S2 ... Sk. We take step 2a. If no 
fault is detected at the output of Sk, then the fault 
must be in the partitions Sk+1, Sk+2 ... Sp. We take 
step 2b. 

STEP 2a: Find the subsystem partition Sk] such 

that 
(PI + P2 + .... Pk .) ::::",. (Pk _ +1 + Pk1 +2 .... Pk ) 

J J 

(PI + pq + .... Pk -1) < (Pk + Pk +1 .... Pk) 
" 1 1 1 

and 
Use the output of the subsystem partition SkI with 
primary inputs at S1 to test the system. If a fault is 
detected, perform an iterative procedure similar to 
Step 2a on the faulty partitions. Otherwise, take the 
iterative procedure simiiar to Step 2b. 

STEP 2b: Find the subsystem partition Sk
2 

such 

that 
(Pk +1 + Pk+2 .... Pl(2) ::::",. (Pl<~+l + Pk

2
+2· ••• Pp) 

and 
(Pkll + Pk"Z + _ .. Pk

2
-1 ) < (Pkz + Pk2 + 1 , ••• Pp) 

Test the system using primary inputs at SI and the out­
puts at Sk

2 
If fault is detected, then it is amongst 

Sk
2 
+ 1, Sk! + 2 • • Sk

Z 
so that we take an iterative step 

similar to 2a. Otherwise, the fault is amongst Sk
2 
+ I, 

Sk
2 
+ 2 • • • Sp in which case we use a step similar to 2b. 

This iterative procedure will stop when the sub­
system partition containing the bad element is located. 

Reference 11 has shown in a different context that 
the above procedure is almost optimal when the cost 
of performing the test for each precedence partition is 
the same. Modifications to the above scheme may be 
needed when test cost varies with different partitions. 

Example: 

In the example of Figure 6, let the a priori failure 
probabilities be given by the following table 

Partition SI S2 S3 S4 S5 Sa 
Subsystems in 
the Partition 1,2,3 4,5,6 '7 8,10 9 11 I 

a priori 
probability of 
failure .3 .2 .3 .1 .05 ,.05 

Applying the algorithm in the previous section, if a 
failure is detected on the total system, we select the 
output of S2 for the next test; if the test is bad, we 
test the output of S1; if it is bad, then SI is faulty; 
otherwise, the failure is located in S2 which contains 
subsystems 4,5 and 6. Since they are tested in parallel, 
the individual faulty subsystem can be distinguished. 
We now give the sequence diagram for testing for the 
above example (Figure 8). 
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---c::AD 
SI FAULTY 

,..........;B;;;...A....;..;D~_TEST 
SI 

GOOD S2 FAULTY 

TEST 
S2 -C

AD S3 FAULTY 
GOOD TEST 

'----~- S3 ----fBADBAD S4 FAULTY 
GOOD TEST 

~A S5 FAULTY 
-"T I GOOD TEST 

S5 --~ 

BAD 

GOOD 
S6 FAULTY 

II TEST Sill IMPLIES II TEST THE SYSTEM USING THE PRIMARY INPUTS AT S I AND THE 

OUTPUTS OF S( 

Figure 8-Test sequence for system in Figure 6 

The average number of fault location tests per sub­
system is 2.3. If the a priori probabilities subsystem 
partions are all the same, then the test sequence 
follows a simple binary search pattern with an average 
number of tests per subsystem == 2.67. If the test 
procedure suggested for fault location when no fault 
statistics are available is used, the average number 
of tests would be 4.45, which indicates that the pro­
cedure, based on the third technique with equal a 
priori probability assumption, is superior. 

Fault location within a subsystem 

After the fault is isolated at the subsystem level, 
it may be necessary to locate it at the next lower level 
(replaceable unit level). This is achieved in two ways: 

(a) By performing an open-loop transformation of 
the system and using procedures discussed be­
fore, and/or 

(b) By using the range intersection techniqu~ de­
scribed below: 

Range intersection technique 

Let there be p test point pairs ( tll , t12 ), t21 , t22 ) 
... tp1 , tp2) where t1/s are not all distinct. Let their 
ranges be given by 'Y1, 'Y!!, .•• 'Yp, respectively, where 
'Yi is range vector of the test point pair i. The inter­
section (logical product) of vectors 'Yl and 'Yj is an­
other vector whose non-zero columns correspond to 
the nodes common to both the ranges. Thus, if a test 
on 'Yl fails and 'Yj succeeds, the elements in trouble are 
those that correspond to node vector ('Yi n 'Yj) which 

is a subset of set 'Yl. Knowing the membership of the 
vector 'YI n 'Yh a finer resolution of the fault can be 
obtained by selecting another range 'Yk which has some 
nodes in common with node vector ('Yi n 'Yj). Thus, 
the test dictionary that is compiled on the range in­
formation can be used here. An example follows: 

Suppose the element 4 in Figure 4 is faulty. Then the 
tests due to test point pairs (~, t8

) and (~, t10 ) will be 
successful, but the tests due to other test point pairs 
will be unsuccessful. Thus, 'Y(~, 4) n 'Y ( n 
'Y(t7, 4) n y (is, t 8

) n y(~, t lO ) n 'Y(t7, t8
) 'Y 

(t7, t lO» == (0001000010), which indicates that the 
elements 4 and 9 can be faulty. It is not possible to 
increase the resolution structurally beyond this. 

Hard core and self-diagnosability 

The hard core is defined as that part of the system 
which must be fault-free to allow an automatic test 
procedure to run and interpret the first experiments 
upon the system. The diagnosis of the hard core must 
be performed manually and hence, the system design 
must try to minimize the extent of the hard core or 
incorporate protective redundancy in it. 

Even though power supplies, timing, etc., are part 
of the hard core, from a functional point of view the 
hard core must consist of some memory and arith­
metic capabilities. 

Considering the system in Figure 6, the first set of 
nodes corresponding to precedence partition Sl (nodes 
1, 2 and 3) must be operational before nodes of the 
next set S2 (nodes 4, 5 and 6) can be tested. Thus, 
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the equipment that is required to test S1, viz., the test 
input generators for node set S1, the output test points 
which monitor the outputs of these, and test-adminis­
trating and evaluating, functions and equipment are 
the functionai hard core of the system. 

When the hard core of the system has been deter­
mined to be fault-free, the known operable condition 
of a machine can be expanded outward from the hard 
core by a proper sequence of tests. The condition for 
self-diagnosability is that each subsystem (excluding the 
hard core) must be diagnosable by other subsystems. 
The rationale behind this is as follows: A completely 
self-diagnosable system is preferred since this may re­
duce the need for many test points and their external 
control. However, this may imply excessive hardware 
since each diagnosing subsystem must have some arith­
metic (logical) and storage capabilities. Two prob­
lems arise in the self-diagnosable systems: 

(a) Determination of diagnosable subsystems, and 
(b) The sequence of tests on the total system. 
The determination of' diagnostic subsystems will 

mean the fulfillment of the following conditions: 
(a) The existence of a hard core and its ability to 

to diagnose a specific diagnostic subsystem. 
(b) Each diagnostic subsystem can be diagnosed by 

one or more diagnostic subsystems. 
It is obvious that the diagnosing and object sub­

systems must have no system element in common. 
Once the determination of the diagnostic subsystems 
are made, a system graph, based on the diagnosability 
relation, can be derived. 

Let us now consider a self-diagnosable system and 
its component elements6

• The branch (i,j) implies that 
the diagnostic subsystem j is diagnosed by another 
diagnostic subsystem -i. The system graph is given in 
Figure 9. 

SYSTEM GRAPH BASIS GRAPH OF 

Figure 9(a,b)-System graph 

Using the first test proposed earlier in the section on 
combined fault detection and location, the test se­
quence will diagnose the diagnostic subsystems DS1 and 
DS2 first, then will test DSa and finally DS4 • 

We also note that due to strong connectivity of DS1 
and DS2 , they cannot be tested individually. Here the 
"open-looping" techniques discussed earlier may be 
useful. 

Determination of diagnostic subsystems and the require­

ments for self-diagnosis 

The necessary condition that a subsystem Sj diagnoses 
another subsystem Si is that all the inputs coming into 
$; must be controllable and all the outputs going out 
of SI must be monitorable by Sj. This can be achieved 
by means of test points as discussed before, or by re­
quiring that ~he diagnostic subsystem Sj have the capa­
bility of linking with SI and initiating and evaluating 
tests, directly by itself, or through indirect access.6 One 
can use these conditions to partition a given system into 
diagnostic subsystems. From the connectivity view-point, 
Sj diagnosing SI implies that Sj gets itself strongly con­
nected with $;. We can say that a diagnostic subsystem 
and its object subsystems are members of the same 
maximal strongly connected subgraph. 

To determine the diagnostic subsystems within a 
given system, we first partition the system into its M.S.C. 
subgraphs and the weakly connected elements. Next, we 
examine each M.S.C. subgraph to see if some of its 
elements can perform diagnostic functions on the other 
elements. If so, the M.S.C. subgraph is labeled as a 
diagnostic subsystem. A diagnostic subsystem used in 
this context represents both the diagnosing and the 
target subsystems. There is also a node (a M.S.C. sub­
system) which is the hard core. The condition for 
self -diagnosability is that there should exist a sequence 
of nodes stretching onwards from the hard core so 
that each node (whether a diagnostic subsystem or 
not) can be tested. In other words, the whole system 
must be strongly connected as a chain. If this is not 
the case, additional data paths (branches) and their 
control would be needed to provide this condition. 
There may exist many alternative data paths that can 
also give the self -diagnosability. Behavioral characteriza­
tion may be important in selecting appropriate data 
paths. We shall illustrate by an example (Figure 10). 



The elements 1 & 2 are diagnostic subsystems. Data 
paths from node 2 to node 1, node 4 to node 2, and 

H.C. 
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node 8 to node 1 are sufficient to make the system 
self-diagnostic; 

Q = DIAGNOSTIC SUBSYSTEM 

H.C. = HARD CORE 

------.= PROPOSED DATA PATHS 

Figure 10-Achieving chain diagnosability 

CONCLUSIONS 

We have shown that the representation of discrete 
systems by graphs and their subsequent analysis is a 
valuable tool in system diagnosis. In particular, we 
have shown that one can use the theory of graphs in 
partitioning a system into smaller subsystems, in deter­
mining the strategic locations for test points, and in 
finding the sequences in which the system elements 
must be tested. We also have derived explicit methods 
for fault detection and fault location. Also, some con-

sideration is given to the problem of self-diagnosability. 
It is important to remember that all these techniques 
depend only on the structural aspects of the system. 
When coupled with the behavioral characterizations of 
the system elements, they complete the parameters nec­
essary to design diagnostic tests. 

Partitioning a large system into its structural seg­
ments helps in the specification and assignment of 
components in module (major boards) and micro­
modules (flat-packs) (Figure 1). Also, the graph con-
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nectivity consideration detects and locates logical errors 
in the information flOW.1 Similar techniques can be 
used in the debugging and maintenance of computer 
programs. 

Much fruitful work remains to be done. Fast com­
puter algorithms are needed to manipulate large graphs. 
Perhaps one can specify various degrees of connec­
tivity. The basic methods of activating test inputs and 
monitoring the test outputs must be investigated. 
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APPENDIX I-A modified method of selecting prime 
Implicants 

1. Given the test point range matrix M, compute 
the row weights (number of om~s in a row) and 
the column weights of the matrix. 

2. Find the row with the least weight. Select the 
column with the largest weight which is implied 
by this row. Delete all rows subsumed by this 
implicant. Repeat Step 2 until no rows remain. 

3. The selected columns correspond to the test 
points that are needed for almost minimai num­
ber of test point pairs. 

For many simple cases, this algorithm provides op­
timal test point pair allocation. It is possible that varia­
tions of the above selection procedure can be found for 
improving the number of computations or closeness to 
optimality. 
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INTRODUCTION 

Recently there has been increased activity in the area 
of compiler level language simulation of digital systems. 
The compiler level language has a distinct advantage in 
that it places a valuable tool in the hands of the design 
engineer who usually has at least a prima facie knowl­
edge of sucQ a language. 

R. P. Larsen, M. M. Mano,! and R. M. McClure2 

have recognized the need for some sort of low cost 
digital simulator to be available to all digital design 
engineers. They state that trends indicate more and 
more engineers are being confronted with digital design 
problems which are amenable to simulation techniques. 
However, many of these engineers are unable to use 
the powerful tool of simulation simply because the small 
size of the systems, or the fact that they are one or 
two-of-a-kind systems, does not justify the expense of 
developing a simulation program. 

McClure and other individuals at Texas Instruments 
Inc. have attempted to fill the need for a low cost 
digital simulator by developing a special programming 
language for simulating digital systems. 

Larsen and Mano have pro p o's e d using the 
FORTRAN IV standard programming language as a 
digital system simulation medium. The FORTRAN IV 
language was chosen because the logical Boolean opera­
tions are included in the instruction repertoire. They 
state that the simulation programming can be simplified 
through a systematic approach. In addition the digital 
network should be reduced to a set of the simplest 
possible digital elements (ANDS, ORS, NOTS, FLIP­
FLOPS, etc.) and that the elements with memory 
(FLIP-FLOPS) should be simulated by a Boolean state­
ment relating the element's new output in terms of the 
present input and output values. For example, the 
mapping relationship that they suggest for a trigger 
flip-flop is: 

f(t2) = s(t1) + f(t l ) t(t1) + r(t1) t(t l ) f(t l ) (1) 
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where f is the assertion state' of the flip-flop, s, the 
set signal, r, the reset signal, and t, the trigger signal. 
The letters in parentheses, t1 and t2 , refer to the pres­
ent and new states respectively. This is a mapping re­
lationship not an expression of the internal hardware 
configuration of the trigger flip-flop. 

An inspection of the above relationship reveals 
that the mapping is level sensitive, i.e., it corresponds 
to a Boolean function. In simulation, a flip-flop is used 
considerably as a module in the building of ring count­
ers, binary counters, etc. The counters which are built 
from these flip-flops depends on the edge-sensitive prop­
erties of the modules. In order to provide the simula­
tion of devices such as a ring counter, it will be neces­
sary to arrive at a mapping "relationship" in terms 
of a compiler level statement or statements which 
demonstrate the edge-sensitive properties of the flip­
flop module. The purpose of this paper is to provide 
a compiler level subroutine which in itself is edge­
sensitive. For the purpose of demonstration, the ring 
counter of Figure 1 will be used as a vehicle. 

Simulation 

The MAD (Michigan A I g 0 r i t h m i c Decoder) 
language was chosen because (1) the system can com­
pile and execute programs in the Boolean mode (i.e., 
Boolean equations can be written and input directly 
to the compiler), (2) the MAD I an g u age, like 
FORTRAN IV, can easily be available to digital de­
sign engineers, and (3) the language has powerful 
simplified input and output statements which augment 
the power of the language as a digital simulator. 

A close inspection of the ring counter circuit of 
Figure 1 reveals that the S-R flip-flops used in its 
construction must be sensitive to the trailing edge of 
the set or reset signal. In simulating the flip-flops 
needed for this ring counter, two problems are en­
countered. First, a flip-flop is a memory element which 
means that feedback of signals is incorporated in its 
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:Figure I-Ring counter 

operation. This feedback action in an actual flip-flop 
takes place in the parallel mode, but in the simulator, 
all operations must occur in the serial mode. Second, 
the set and reset terminals of the actual flip-flops are 
sensitive to the trailing edge of the signals so that this 
type of operation must be incIud~d in the simulation 
program. 

The simulation of the trailing edge sensitive flip­
flops in the ring counter was accomplished by using 
the external function capability of the MAD language. 
An external function is actually a subroutine which is 
compiled independently of the main MAD program. 
The external function for trailing edge sensitive flip­
flops is shown in the following external function. The 
statements are numbered in the left hand margin for 
reference purposes. 

EXTERNAL FUNCTIONS FOR TRAILING 
EDGE SENSITIVE S-R FLIP-FLOPS 

EXTERNAL FUNCTION (S,R,A) 
2 NORMAL MODE IS BOOLEAN 
3 INTEGER I, II, IN, J, K, L 
4 INTEGER FAKOI 
5 DIMENSION SS (9), RR(9) 
6 PROGRAM COMMON FAKOl, FAK02 
7 ENTRY TO TFFSR. 
8 FAKOI = FAKOI + 1 
9 WHENEVER FAKOl.E.l 

10 K = 5 
11 
12 
13 
14 
15 
16 
17 INIT2 
18 
19 
20 
21 
22 
23 
24 
25 
26 TR 
27 
28 
29 
30 
31 
32 
33 
34 
35 
36 
37 
38 
39 
40 
41 
42 

43 

L = 2*K-I 
II = K-I 
J=II 
THROUGH INIT2,FOR IN==O,I,IN 
.G.II 55 (IN) == OB 
RR (IN) = OB 
CONTINUE 
OTHERWISE 
CONTINUE 
END OF CONDITIONAL 
WHENEVER J .E. L 
J=K 
THRODGH TR, FOR I == 0, 1,1 .G.II 
SS(I) = SS(I+K) 
RR(I) = RR(I+K) 
CONTINUE 
OTHERWISE 
J = J + 1 
END OF CONDITIONAL 
SS(J) = S 
RR(J) = R 
WHENEVER .NOT.sS(J).AND.SS(J-K) 
SSS = IB 
OTHERWISE 
SSS = OB 
END OF CONDITIONAL 
WHENEVER .NOT.RR(J).AND.RR(J-K) 
RRR = IB 
OTHERWISE 
RRR = OB 
END OF CONDITIONAL 
FUNCTION RETURN SSS 
.OR.(.NOT.RRR.AND.A) 
END OF FUNCTION 

Statements 1 through 6 are defining control state­
ments. The variables S, R, and A, in statement 1 are 
dummy variables. When the subroutine is called, the 
actual program variables, which are in corresponding 
positions in the calling statement, are carried into the 
subroutine via these duinmy variables. For this partic­
ular subroutine the dummy variable S is the set signal, 
R is the reset signal, and A is the output signal of the 
assertion side of the flip-flop. Statements 2 through 6 
provide information for the compiler. These statements 
are necessary because the external function is treated 
as a separate pr()gram by the compiler. 

The actual entry point to the subroutine, when it 
is called by the main program, is statement 7. State­
ments 8 and 9 are control statements which provide a 
means of initializing the subroutine when it is called 
for the first time. Statements 10 through 20 are the 
initialization statements. Statement 10 indicates to the 
system how many flip-flops (K=number of flip-flops) 
are to be simulated and the remaining initialization 
statements are a function of this statement. 

The portion of the subroutine between statements 
21 and 29 is designed to save core space. Since five 
flip-flops are being simulated, only five set and reset 
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signals need be saved. This enables the previous signal 
to be compared with the new signal to determine if it 
is the trailing edge of the signal. After all five flip-flops 
have been evaluated, these statements save the last 
five set and reset signals in SS (0) ... SS (4) and 
RR (0) ... RR (4) 

Statements 30 and 31 transfer the current value 
of the set and reset signals, carried by the dummy 
variables, to the linear array. Statements 32 through 
36 compare the current value of the set signal with 
the previous value for that particular flip-flop. If the 
signal has changed from high to ground (l to 0), the 
trailing edge of the pulse is present. Therefore statement 
33 sets the effective set signal to one. Otherwise the 
effective set signal is set to zero. Statements 37 through 
41 perform the same fuvction for' the reset signals. 
After the program has evaluated the- effective set and 
reset signals, the new value of the assertion terminal of 
the flip-flop can be evaluated by a mapping relationship 
between the input and previous output signals. State­
ment 42 evaluates this mapping relationship and returns 
to the calling program with the new value of the flip­
flop output. Statement 43 serves only to tell the com­
piler where the external function definition terminates. 

The following MAD program demonstrates how the 
external function is used in the simulation of the ring 
counter. 

RING COUNTER 

THROUGH END, FOR I == 1, 1, I.G.50 
CLOCK == .NOT .CLOCK 

SONE == CLOCK .AND.ZERO 
RONE == CLOCK .AND.ONE 

ONE == TFFSR. (SONE, RONE, ONE) 
STWO == CLOCK .AND. ONE 
RTWO == CLOCK .AND. TWO 

TWO == TFFSR. (STWO, RTWO, TWO) 
STHR == CLOCK .AND. TWO 
RTHR== CLOCK .AND.THREE 

THREE == TFFSR. (STHR, RTHR, THREE) 
SFOR == CLOCK .ANR. THREE 
RFOR == CLOCK .AND. FOUR 

FOUR == TFFSR. CSFOR, RFOR, FOUR) 
SFVE== CLOCK.AND.FOUR 
RFVE == CLOCK .AND. FIVE 

FIVE == TFFSR. (SFVE, RFVE, FIVE) 
END ZERO == .NOT.ONE.AND .. NOT.TWO.AND 

.NOT.THREE.AND .. NOT.FOUR.AND .. 

. NOT.FIVE 

It is important to note that, by using this subroutine, 
statements were written which have a one to one 
correspondence to the actual hardware configuration 
of Figure 1. The group of statements which simulate 
the individual flip-flops must be ordered as shown be­
cause the set and reset signal of the next flip-flop de­
pend upon the state of the previous flip-flop. In order 
to demonstrate the action in the ring counter, a MAD 

through loop was used. By the use of a through loop, 
an input clock signal is generated by a single state­
ment, i.e., 

CLOCK == .NOT. CLOCK 

The external function as presented is sensitive to 
the trailing edge of the incoming waveform. The func­
tion can be easily modified in order to sense the lead­
ing edge. The modification is performed simply by re­
writing statements 32 and 37 of the external function 
as shown below. 

32 WHENEVER .NOT.SS(J-K).AND.SS(J) 

37 WHENEVER .NOT.RR(J-K).AND.RR(J) 

SUMMARY 

The authors believe the contribution of this paper is 
the development of the external functions or subroutines 
to simulate the edge sensitive devices which are an 
integral part of a digital system. The development of 
this and other subroutines enhances the power of the 
MAD language for use by non-programming oriented, 
digital design engineers. This is because the· use of 
the subroutines produces a one-to-one correspondence 
between every logic gate in the simulated system and 
every MAD logic statement or subroutine call in the 
simulation program. This enables the design engineer 
to use the logic schematics of the computer system 
as flow charts for writing his simulation program. 

The subroutine was constructed to be as flexible as 
possible. The external function capability of the MAD 
language was used instead of the internal function 
capability because the Michigan system treats an ex­
ternal function as a completely separate program. This 
means that a variable in an external function can have 
the same name as a variable in the main program or 
another external function and no multiple definition 
problems will result. This feature augments the flexi­
bility of the subroutine which was developed in this 
paper. 

The subroutines presented can easily be adap.ted to 
simulate any number of trailing edge sensitive flip­
flops. A similar subroutine has been developed to 
simulate leading and trailing edge sensitive trigger 
flip-flops . 
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A logic oriented diagnostic program 

by HERMAN JACOBOWITZ 
Radio Corporation of America 
Camden, New Jersey 

INTRODUCTION 
The automatic diagnostic program has been with us 
for almost as long a time as the electronic digital 
computer, however the disparity between its achieve­
ments and its potentials has not been as successfully 
closed as it has for the computer itself. In the opinion 
of the author this is at least partly due to an only re­
cently acquired understanding that the term "diagnos­
tic program" is a misnomer insofar as it implies that 
the task is primarily one of programming rather than 
logic analysis. 

For this reason, during the development of a test 
and diagnostic system (T&D) for the MICRORAC 
FIELDATA COMPUTER SYSTEM (RAC), a 
series of studies was undertaken to clarify both the 
performance attainable by a diagnostic program and 
the methods for achieving this performance. The re­
sults of these studies are summarized in the following 
sections. 

The quality of a diagnostic program 
The detection capability 
This relates to the ability of the program to deter­

mine that a fault exists in the system. This may be 
integrated with the portion of the system that produces 
an actual fault diagnosis, however, it is desirable that 
the detection system be capable of rapid, easy appli­
cation, since the system must be tested frequently 
enough to ensure that only a single fault exists at 
anyone time. It is obviously important that the per­
centage of undetected faults be kept as small as pos­
sible, however this system has not been specifically 
designed to detect intermittents, marginal faults or 
faults in redundant logic. For example, in some cases, 
logic elements are gated by a particular timing pulse 
in order to ensure correct operation under worst 
case conditions. Since the worst case almost by defi­
nition, rarely occurs, it is clear that a failure which 
causes certain logic elements to be clocked at an 
.improper time will generally not be detected. Similar 
conditions occur in certain logic areas used in the 
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core memory system to minimize noise disturbances. 
Marginal testing techniques must be relied upon to 
deal with such faults. 

The diagnostic resolution 
In general, most diagnostic procedures will lead the 

operator to the conclusion that one of a small group 
of possible faults exist. Although it is frequently 
possible to refine the procedure by additional auto­
matic semi-automatic or manual tests, to lead to a 
unique diagnosis, this is not always economically 
desirable because the RAe maintenance system in­
cludes the use of an automatic card tester capable of 
thoroughly testing every module on a card. The use 
of the tester, however, requires a fairly long time per 
card and also requires that cards be removed and rein­
serted into the RA C frame. This latter procedure, if 
repeated too frequently puts additional undesirable 
stresses on the connector and may increase its failure 
rate. For these reasons the resolution or number of 
possible faulty cards listed at each diagnosis varies 
from point to point. The final resolution reflects a 
compromise between the cost of developing additional 
diagnostic procedures and the desirability of minimiz­
ing unproductive usage of the automatic card tes·ter. 

The required ~perator skill level 
The skill level required to maintain a digital com­

puter could conceivably vary all the way from gradu­
ate design engineers to laymen completely unfamiliar 
with electronic equipment, but capable of following 
detailed explicit directions. Unfortunately many 
military systems have been built with the former re­
quirement while few have approached the latter. 

If a completely automatic system were developed 
to diagnose 100% of all faults to a single card, a de­
gree of training would still be required because the 
present nature of computers requires tape handling, 
program loading, initialization and starting, card re­
placement, etc. These skills are essentially at the level 
of the computer operator rather than the maintenance 
man. 
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The time required for diagnosis 
This should be distinguished from the total repair 

time and from the time required to extract and handle 
cards and modules because these latter times are more 
a resuit of computer design and operator training than 
diagnostic system design. For this reason diagnostic 
time is regarded as beginning with a loaded test and 
diagnostic program and ending when the operator 
possesses a list of fault cards. In considering a reason­
able time requirement it is obviously misleading to 
call for a time disproportionate with the other time 
elements in the repair and maintenance cycle, i.e., 
a diagnostic time on the computer time scale of micro­
seconds or milliseconds is useless because the opera­
tor activities required to complete the diagnostic 
cycle occur on the human scale of seconds or more 
likely minutes. On the other hand, some dements 
of the diagnostic test procedure will undoubtedly be 
used every day and so must take only a modest por­
tion of allowed maintenance time. This suggests that 
a reasonable time might vary from 1 minute to 1 
hour depending upon whether a quick reassurance of 
system operability is desired, to diagnosis of a subtle 
fault requiring manual intervention and analysis. In 
this light a goal of 10 minutes average diagnostic 
time has been used. 

The additional equipment required 
to reach a diagnosis 

Because the state of the art of computer design 
has not advanced to the point wherein a computer can 
be produced which is completely and automatically 
self-diagnosable, it is clear that provisions must be 
made for operator intervention to perform semi­
automatic and manual tests. Such tests may require 
a wide range of equipment from a simple D.C. volt­
meter to an additional test computer. The test philoso­
phy adopted was to provide for a range of techniques 
and· levels of manual intervention, largely at the dis­
cretion of the operator. Thus each diagnosis results 
not only in a list of cards but a set of references which 
usually indicate to the operator the following addition~ 
al information: 

1. The group of logic elements and gating signals 
being tested and their normal functions. 

2. The normal results of the tests being performed. 
3. The tests previously performed and functions 

and elements found to be correctly operating. 
4, Logic dra\vings references. 
5. Pin number and test point number identification 

data. 
This information will frequently enable an opera­

tor to refine, verify or extend a diagnosis by. simply 
measuring the D,C. potential or observing the pres­
ence or absence of a pulse at a particular test point. 

The criteria for automatic diagnosis 
To execute any automatic diagnostic program, it 

appears necessary that a fault not affect the ability 
of the computer to perform the following functions: 

1. Load a program into memory. 
2. Automatically sequence through the instructions 

of the program. 
3. Automatically perform a comparison of a result 

with a known correct result. 
4. Automatically execute a conditional transfer of 

control, as a result of a comparison. 
5. Automatically print or display a result. 
If a fault makes it impossible to perform anyone of 

these five functions, it is not true that diagnosis is 
impossible but, rather that such a failure requires 
manual intervention for its interpretation and so con­
tributes to an excessively long or complex diagnostic 
cycle. 

I t is quite difficult to apply these criteria to obtain 
precise numerical estimates because each of these 
functions can usually be performed in many ways, 
even in a computer not particularly designed with 
diagnostics in mind, much less a military computer 
such as RAC. For example, if program loading via 
magnetic tape is impossible due to element failure in 
one of the I/O converters, a few minutes of cable 
switching allows the magnetic tape to be loaded via 
a second I/O converter, or the magnetic tape may be 
replaced by a paper tape entry using the same con­
verter. If the fault persists, short programs can be 
loaded, one instruction at a time via the console. 

It is thus clear that there are many possible roads, 
albeit manually oriented, to the initiation of a final 
automatic diagnostic program. Therefore an estimate 
of the amount of hardware which must be operative 
to perform an automatic diagnostic program, in some 
sense of the word automatic, is largely limited at the 
top by the ingenuity of the program designer as well 
as the characteristics of the computer design. How­
ever, the problem of economic feasibility limits the 
number of possibilities which may be explored to 
provide aiternate automatic or semi-automatic paths 
for automatic diagnostic execution. For this reason 
the test and diagnostic system for RAC makes no 
claim to exhaustive use of all possible as well as 
probable alternatives. However, among the redun­
dancies included iri the system are: 

1. Program entry by anyone of two I/O converters. 
2. Program entry by either paper tape or magnetic 

tape. 
3. The use of alternate core memory banks. 
4. Results displayed either by a High Speed Printer 

on 10CNV# or a Flexowriter on 10CNV #2 or 
from console indicators directly on the B Register 



5. The use of logical instructions to synthesize a 
redundant comparison mode. 

6. The use of a single instruction, console con­
trolled, diagnostic mode for use in diagnosing 
failures which otherwise cripple the ability of 
the system to "breathe." 

The relationship of card partitioning 
to diagnostic resolution 
I t has been observed that the piacement of func­

tionally related logic on the same or a small number 
of circuit cards makes it unnecessary to diagnose or 
analyze failures down to the logic element level. 
This occurs because diagnosis or isolation to a func­
tion then allows one to replace the card or cards con­
cerned with performance of this function. Two objec­
tions exist ~o this viewpoint: 

1. Because of a requirement for the MICRORAC 
system to minimize the number of card types and 
resulting inventory costs, RAC uses only 30 
different board types. It was therefore not pos­
sible, in most cases, to place only functional re­
lated logic on a board. Thus, to determine that a 
circuit board is faulty, it is generally necessary to 
determine that a specific logic element on the 
board is faulty. 

2. Even if the circuit boards did contain only func­
tionally related logic, the problem of diagnostic 
resolution would only be partially ameliorated. 
This occurs because faults which are not func­
tionally related to a particular test, and there­
fore, could occur on any card, may still affect a 
particular test. 

A more detailed analysis of logic failures indicates 
that the ability to use partitioning as an aid to diagnos­
tic analysis is most significantly affected by the pres­
ence of two types of faults which may be categorized 
as: 

Type 1 Faults: Those which prevent an action from 
occurring or: 

Type 2 Faults: Those which cause an action to oc­
cur, improperly. Localization of Type 1 faults can be 
made easier by appropriate partitioning, because 
such faults are t1~ose which are ordinarily considered 
as being related to the function under considera­
tion. However, localization of Type 2 fautts is not 
aided by partitioning because these faults can originate 
any place in the computer. 

It thus appears that the problem is not one of 
diagnosing to 1, 2 or 3 boards, but rather the diagnosis 
to I, 2 or 3 elements, each of which may be on differ­
ent boards. The magnitude of the latter problem may 
be demonstrated by observing that the Central Pro­
cessor of MICRORAC contains about 160 cards. 
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Diagnosis directly to 3 cards, would imply a resolu­
tion of approximately 2%. However, the number of 
elements in the Central Processor is about 5000 and 
diagnosis to 3 elements implies a resolution of 0.06%. 

The effective number of logical 
elements in a diagnostic system 
I t has been demonstrated that the analysis for a 

diagnostic program cannot be content with a card by 
card analysis i.e., that essentially eveiY logical ele­
ment must be considered. However, an even deeper 
level of analytical detail is required i.e., every failure 
mode of an element must be analyzed in order to 
develop a thorough diagnostic program. This can be 
seen by considering the basic methods of diagnosis. 
All methods involve an element of prediction. The 
prediction process consists of analyzing the effects 
of a presupposed failure upon observable portions 
of a computer. This is essentially a method for build­
ing up a conceptual dictionary relating failures to 
symptoms. Obviously, every entry in the table results 
from selecting a logic element, assuming its failure 
and then deducing its symptoms. Each element can, 
however, fail in several ways, each of which can pro­
duce a characteristically different symptom. For 
example, consider a two input - non - inverting AND 
gate, with output Z and ip.puts A and B. The modes 
of operation of this gate including normal operation 
and all types on non-marginal faults are: 

Z=AB 
Z=A 
Z=B 
Z=O 
Z=I 

(1) 
(2) 
(3) 
(4) 
(5) 

IIi addition, two other modes exist in which each 
ot the input diodes is shorted. Such an element failure 
does not alter the transfer function of the gate, how­
ever, it has the disturbing effect of altering the opera­
tion of gates sharing the same input leads, thus pro­
ducing a sidewise sneak path. 

In any case, it is clear that the prediction method 
requires the consideration and analysis of the equi­
valent failure mode of operation of every gate. In 
effect, if the average gate of flip-flop has six modes of 
failed operation, each normal logic element is re­
placed, sequentially, by six other logic elements. The 
effects of these new logic elements must be deduced, 
thus mUltiplying the required extent of analysis by six. 
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CONCLUSIONS 

As an example of the successful application of these 
principles, the RAC Diagnostic System, consisting 
of approximately 22,000 instructions and data words, 
and over 7500 individual tests leading to specific 
diagnostic listings was subject to a two level accept­
ance test. 400 failures were inserted by RCA during 
test and debugging of the system and an additional 
75 were inserted during government conducted ac­
ceptance tests. 100% of all faults were detected, 
74% by explicit module listings, to a median resolution 
of 4 cards out of more than 500 cards. The median 
diagnostic time was 2 minutes. Implicit diagnosis of 

unit and function was provided for the remaining 26%. 
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Automatic trouble isolation in duplex central 
controls employing matching 

by E. M. PRELL 
Bell Telephone Laboratories, Incorporated 
Holmdel, New Jersey 

INTRODUCTION 

At present in stored program control systems for 
switching telephone traffic, duplication is provided 
for dependability rather than to increase the traffic 
handling capacity of the system. Figure 1 depicts a 
simplified block diagram of the data processor portion 
of such a system. * The data processor is composed 
of central control and memory subsystems intercon­
nected by communication buses. The memory sub­
system** comprises two store groups each contain­
ing numerous information blocks (or stores). Each 
store of a particular store group has its corresponding 
image in the opposite store group. The stores contain 
two distinct categories of information: (1) semiper­
manent data (program and parameter), and (2) traffic 
variable data which are sometimes intermixed, but 
generally separated into different stores or even dif­
ferent memory subsystems. The data processor can 
be thought of as two central controls (CCs) which 
normally run in parallel, synchronously executing 
the same program, each from its own associated store 
group. 

To be able to perform useful work in the switching 
system environment and for the system to be able to 
maintain itself, the CCs must also be able to receive 
information (scan) from points not normally accessible 
within their own environment and send information 
(distribute) to units outside of their own environment. 
One CC is defined to be active and the other standby. 

*For a more complete description the reader is referred to Refer­
ence I. 

**For simplicity, a store-communication bus system where a store 
is split into two functional parts and where each half can be con­
nected to either or both communication buses (called split­
duplication) is not shown. In this method, the input and output 
buses to and from the stores are logically separate entities with 
independent bus control; e.g., a store half could input from bus 1 
and transmit to bus O. 
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Normally only the active CC controls the I/O equip­
ments. 

The data processor must be able to control I/O 
equipments which operate at speeds incompatible 
with its basic processing speed. This requires that 
the system be multiprogrammed. Also, it is more ef­
ficient in a multiprogrammed system to employ in­
terrupts to allow each program subsystem to operate 
at a rate appropriate for the equipment and/or process­
ing function involved. For example, one interrupt 
level allows I/O programs to be executed at rates 
dictated by the I/O equipments. Higher interrupt 
levels allow maintenance programs to make high 
priority claims upon the data processor when trouble 
occurs. 

Duplication and switching are necessary to allow 
the system to operate in the presence of hardware 
troubles. Thus, for example, the system must be able 
to operate with a store out in store group 0 and a 
central control out in data processor 1, see Figure 1. 
Generally, all communication buses are completely 
switchable at the central control; i.e., either or both 
buses can be connected to either or both central con­
trols. Hence, various central control-communication 
bus modes can be established by means of unique con­
figurations of the buses and central controls. 

These systems depend primarily on hardware 
checking circuits for trouble detection during data 
processing. When a trouble detection circuit detects 
a trouble in the system, it notifies an "interrupt" 
circuit. The interrupt circuit immediately stops op­
erational program processing and transfers control to 
a fault recognition (FOR) program associated with 
the particular type of trouble indication. The functions 
of the FOR programs are to determine quickly an 
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operational system configuration, establish it by 
switching out faulty units, and then return to opera­
tional program processing. Sometimes, the ability 
of these programs to perform their function is im­
paired by the fault in the system. When this occurs, 
a hardware back-up system in conjunction with a 
checking program, control the data processor recon­
figuration. This facility is designed as an autonomous 
circuit within the central controls and is initiated by 
various timing circuits. CENTRAL 

---, CONTROL IoATA PROCEsSOR-O I SUBSYSTEM 

i CENTRAL I ! J CENTRAL I I 
! O. I I I CONTROL I I, I C~NT~L I I 
: _'=--_-~!-~_j I 
I 
I 
I DP 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

14--------+------i+--COMMUNICATION 
BUSES 

I MEMORY 
I SUBSYSTEM 

: STORE GROUP 0 STORE GROUP I 

L _________ -.J 

Figure 1 - The data processor 

Thus, the FOR programs are basically tests of 
processing integrity (sanity) of the system. These 
programs, with the help of additional hardware fea­
tures, minimize the probability of an inoperative con­
figuration mutilating temporary information. To 
minimize the amount of time taken from operational 
program processing, these programs generally try_ 
to use brief and direct methods to discriminate be­
tween error conditions (non-repeatable) and repeat­
able troubles (faults). When a fault is detected, suf­
ficient testing of the duplicate units is performed to 
find one complete working system, and after doing 
so, to return to operational program processing, 

Fault Recognition is the most important main­
tenance function in a real-time system. The minimiza-

tion of time taken from the processing function with 
an extremely high probability of returning to process­
ing with an operational (sane) system is the critical 

objective which any automated maintenance tech­
nique must satisfy. Diagnostics with "fine" resolution 
are of secondary importance. 

The FOR programs will request that each unit 
found faulty or suspected of being faulty be diag­
nosed. The function of the diagnostic programs (which 
are interleaved with operational program processing) 
is to generate test data to isolate the fault to a reason­
ably small section within the unit. Maintenance dic­
tiOJlaries are provided for translating these test re­
sults to the location of the faulty section. By using 
standardized packages and plug-in techniques, faulty 
components can be readily removed from the system. 

The central control is the most difficult part of 
the system for which to design maintenance programs. 
This is because of its critical position in the structure, 
its size, and its lack of a high degree of symmetry. 
This paper concerns itself with two basic methods 
developed at Bell Telephone Laboratories to cope 
with this problem. 

Central control maintenance - general considerations 

During operational program processing as men­
tioned earlier, the central controls are normally 
synchronously executing the same program. In addi­
tion, a circuit between* the central controls is used 
to inform each central control of the operations being 
performed by its mate. This circuit is called a match 
circuit. It provides programmatic access to the micro­
steps within the complex central control operations. 
A simple way of looking at the match circuits is as 
follows: central controls 0 and 1 add 1 + 1 = 2. Then 
each central control with its own** match circuit 
verifies that the same inputs and outputs occurred 
with the adders of the two central controls. When 
either central control detects a mismatch, a FOR pro­
gram is entered. 

The first purpose of FOR programs is to filter out 
random errors. If the match circuits are fast enough, 
and the machine language structure clean enough, 
the FOR programs can actually unwind the instruc­
tion (or instructions) so that a retrial of the failed op­
eration can be attempted. Unwinding generally refers 
to reestablishing the state at the beginning of a par­
tially executed instruction or of a nested sequence. 

A second failure usually implies a faulty unit. Other­
wise, an error occurred and both machines are re­
turned to the interrupted operational program. 

However, in some machines the logical complexity 
is such that they cannot be stopped on mismatches 

* Functionally only. 
**In some machines one central controi may look at inputs at one 

moment in time and the other at outputs. 
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before program accessible data in the machine has 
been mutilated. In this case, program unwinding is 
impossible. Hence, what the matcher (or matchers) 
match then must be a function of the operation (or 
operations) in progress within the central control(s). 
I n this case, the FOR program actually attempts to 
reproduce the trouble symptom under controlled con­
ditions by logically exercising the central control 
hardware which most likely caused the interrupt. 
(This exercise program is a subset of the complete 
FOR program.) If no trouble symptom can be repro­
duced, the problem is classified as an error for sub­
sequent error analysis t and the machines return to 
operational program processing. In either case these 
programs lead to a complete check of all central con­
trol hardware if a fault symptom is detected. 

There are two basic techniques for fault localiza­
tion. The first method makes use of a decision tree 
where at each node within the tree, the fault space 
is partitioned into two or more hopefully disjoint and 
almost equal smaller possible fault spaces. Resulting­
ly, the tree leads to a set of terminal nodes each of 
which determines a few possible faults in the unit. 
Because of the difficulty of designing a decision tree 
for relatively large complex circuits sucR as a central 
control, a method is sought based on executing a more 
or less fixed set of functional tests which produce an 
output derived from the failing tests. This output 
would then be program translated into a number 
which would identify the faulty· circuit pack(s) in a 
printed dictionary which would be compiled by fault 
simulation.2 This paper considers diagnostic test 
design basically from the latter point of view. In ad­
dition, the difficulties which arise in attempting to 
consider the entire unit under diagnosis at the time of 
test design led naturally to the concept of dividing 
the unit into functional circuit blocks, and then con­
sidering each block individually. In doing this, the 
program designer, when testing block i, assumes that 
the fault is in block i. Thus, the other circuit blocks 
can be used as test tools in testing block i. But the 
division of the program into functional blocks of tests 
(called phases) creates relatively complex interlaces 
between these blocks as well as creating many prob­
lems relating to consistency3 of the test results. 

To minimize the "hard-core" of circuits which 
must function to properly execute the FOR program, 
much thought must go into the functional division 
and ordering of the functional blocks. The func­
tional division and ordering is even more important 

t Excessive errors rates can lead to complete checks and diagnosis 
of both central controls. If the error rates do not subside, teletype­
writer message(s) will follow indicating the inability of the pro­
grams to isolate the reason for the high error rates. 

in diagnostics due to inconsistencyt problems.3 The 
objective is to use only tested circuits to test other 
circuits. 

Distinct central control fault recognition and 
diagnostic programs 

A. Introduction 

In the No.1 ESSI stored program switching system 
developed at Bell Telephone Laboratories, the FOR 
and diagnostic (D!,,~G) programs are separate en­
tities. The basic strategies of the separate FORand 
DIAG programs are outlined in this section. These 
strategies are largely carried over to the integrated 
program approach discussed in the next section. The 
differences in the two approaches lie primarily in 
program structure and the use of the matching fa­
cilities. 

B. Fault recognition 

The basic program flow technique used within 
test phases in FOR programs is shown on Figure 2. 
The tests are designed as if each central control is 
testing itself under the assumption of no redundant 
logic such that a single failure would go undetected. 
"Tests consist of data manipulation operations fol­
lowed by conditional transfer orders which check for 
the proper circuit response. If the active central con­
trol fails, it will attempt to switch central controls 
(which it alone can do by program). The faulty unit, 
now standby, will be removed from service and the 
diagnostic program requested. If the active passes, 
checks are made to see if the standby is still in step 
(by examining the match circuits). If the standby is 
found to be out of step, it is removed from service, 
since it failed to follow the operations of the good 
active unit. This testing process is continued until 
all tests have passed or a faulty unit is found."2 

c. Diagnostic 

In the DIAG program, it is known that the standby 
is faulty and that the active is fault-free. Thus, the 
active can be used to test the standby. The assump­
tions of single failure and no redundant logic are 
applied when designing tests. Again, the test pro­
grams are broken into phases. The execution of a 
test follows a strict pattern as follows: 

t By inconsistency it is meant that when a given fault is inserted 
during fault simulation, the diagnostic program does not produce 
the same set of failing tests with repeated diagnosis or that the set 
of failing tests produced during laboratory fault simulation is not 
identical to that produced when the same (as the simulated) fault 
occurs in the field. 
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GET THE CENTRAL CONTROLS 
IN STEP 8 SET UP DIRECTED 
MATCH OF THE PROGRAM FLOW 

DO THE NEXT SET OF' TESTS 
WHICH EXERCISE A SPECIFIC 

AREA OF HARDWARE 

TEST FOR THE CORRECT 
ANSWER USING 

CONDITIONAL TRANSFERS 

FAIL 

NO SWITCH 
CENTRAL 

CONTROLS 

TAKE THE STANDBY 
OUT OF SERVICE a 
REQUEST DIAGNOSIS 

Figure 2 - Central control fault recognition test mode 

Initialize circuits external to the circuit being 
tested so their interaction on the testing circuit 
will be consistent, 

2 Apply inputs to the circuit under test, 
3 Observe the outputs, 
4 When necessary, deactivate or reinitialize the 

tested circuit, 
5 Compare outputs with expected outputs, or the 

active results, and 
6 Record results indicating whether the test passed 

or failed, and if it failed, record results about how 
it failed. 

In this method, the central controls are forced into 
step synchronously executing the same program. The 
initialization instructions are executed and then the 
active central control using the match circuits, takes 
a snapshot* of the execution of a test instruction. In 
addition to a mismatch indication, the Hexclusive 
or" of the active and standby match results provides 
additionai resoiution within the test points being 
sampled. 

*The match circuits can be used to selectively sample a specified 
point (or points) (having match access) a given number of machine 
cycles from the point of initialization and at a variabie point (one 
of three time segments) within the desired cycle. 

1 'he integrated approach to central control fault 
recognition and diagnostics 
A. Introduction 

"Combined" and "Integrated" are used to define 
a single program which is used for both FOR and 
nTAn "rnrnhl·n~if" if t h· h . ................. "-"'. '-""' ........ '" ..... ...,"'" ,-&eno .... es a prngram VI 11" Qltnl11 

taneously performs FOR and iliAC;. Thi~& i~&&~h: 
method usually employed in commercial com­
put~rs.4.5 This approach cannot be used in systems 
whIch operate in real time because the execution 
time of a program which records diagnostic data 
from and through a match system is at least an order 
of magnitude greater than that of the corresponding 
progran: without data recording. ** This type of in­
crease III FC>R execution time from say 25 MS to 
250 MS ~annot be tolerated in most real-time systems, 
and specIfically not in the No.1 ESS. 

"Integrated" denotes a program whose course of 
action is dependent upon its use; i.e., FOR or DIAG. 
This method is based on the assumption that with 
sufficient match access, FOR is a subset of DIAG; 
that is, those procedures which test the logical capa­
bility of a central control also provide results for 
diagnostic resolution. For example, the logical tests 
used to test an adder during fault recognition would 
also be employed during diagnosis except that in 
diagnosis the matchers would be used to look at the 
input and output of the adder. 

B. Matching features essential to this method 

The primary means of trouble detection for the 
central controls is the matchers. They do, however, 
have a secondary function of providing a means for 
diagnosis of the central controls; i.e., they provide 
access to many points within the central controls. 
Since the match system does play a major role in the 
maintenance scheme, it should be intrinsically re­
liable. This means that the failure rate of the match 
circuitry should be small in comparison to the failure 
rate of the central control. To this end, it is impera­
tive that the matchers be designed mainly for ade­
quate trouble detection. Next, a judicious choice of 
the requirements for system diagnostic capability 
should be made if the matchers are not to be overly 
complex and become a burden on the system. 

Basically the match system must be able to per­
form both a directed match and a sampled match. In 
a directed match, the matchers are directed to look 

**Some of the reasons for this are that in DIAG the match sources 
and time segments (see section B) must be continuously changed to 
obtain the desired diagnostic data, whereas, in FOR the sources 
and time segment(s) are fixed throughout execution. In addition, 
in DIAG each failure or even each test requires data recording, 
matcher reinitialization, truncation decisions to avoid incon­
sistency, etc. 
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at match sources at specified time segments on a con­
tinuous basis. f In the sampled match, the matchers 
are directed to look at specified sources at a specified 
time segment a given number of machine cycles from 
the point of initialization. This is frequently called 
selective, discrete, or snapshot matching. 

The No. 1 EES relied heavily on discrete sam­
pling at predetermined points within a manually writ­
ten test program. This is a powerful tool and it is used 
in certain DIAG only tests in the integrated program 
method. 

However, the integrated tests use the directed 
match mode with flexibility provided by varying the 
match sources and/or the segments of the machine 
cycle when matching occurs. In this mode the speci­
fied sources are matched continuously on every ma­
chine cycle at one or more of the three time seg­
ments. This is the same mode that is used during 
operational program processing, but then the sources 
are set to the internal communication buses within 
the central controls. In diagnosis a special interrupt 
facility is initiated by the matcher(s) to call in a diag­
nostic recording routine when an abnormalityf t is 
detected. In addition, the matcher will indicate the 
number of machine cycles or instructions since the 
last interrupt. This indication is referred to as a time­
out count (TOC). The special interrupt facility can 
also be used with discrete sampling. 

c. Integrated approach 

In this approach a single functional block (or 
phase) of tests performs both diagnostic and fault 
recognition functions. The basic difference between 
using the program for FOR or'DIAG is the collection 
of data. When this program is run, as a FOR program, 
data about, the standby central control is not col­
lected. * Whereas, when the program is run as a diag­
nostic; a failure in test i will result in the saving of the 
TOC and the bit pattern of mismatch. A general 
flowchart for the integrated program for test i is shown 
on Figure 3. Note that test i now includes all instruc­
tions including initialization. Thus, this is more of a 
continuous sampling technique. In addition, the test­
ing is continued regardless of failures ,and further data 
is gathered. 

t A variation because of machine complexity is for the matcher(s) 
to be directed to look at a set of match sources on a sequential 
basis. The source to be matched may also become a function of the 
instruction(s) being processed. 
ttThe matcher can be directed to interrupt upon detecting either a 
match or mismatch between the two machines. 

*When executing the program for diagnosis, there exists the pos­
sibility of not executing phases that passed when the program was 
executed for fault recognition. This is accomplished if a minimum 
amount of recording is performed during fault recognition. 

DIRECTED MATCHING WITH TOC OPTION 

OPTION I : STOP STANDBY ON MISMATCH 

OPTION 2: SPECIAL INTERRUPT ON MISMATCH 
USE OPTION 2 IF DIAGNOSTICS 

i· i + I 

cb 
NOTE: TEST CAN REFER TO A 

DIAGNOSTIC PHASE OR 
SUBSET OF A PHASE 

Figure 3 - Integrated technique 

With this approach the part of the FOR program 
in the previously described approach used to com­
pletely test for faults is essentially eliminated. This 
results in approximately a 20 percent reduction in 
program size. However, in the integrated approach, 
there is a tendency towards some increase in recovery 
time for faults since more comprehensive diagnostic 
type test sequences tend to be used during fault rec­
ognition. It is also true that having separate pro­
grams allows more freedom in modifying the FOR 
program. 

Further work 

This section describes some of the more interest­
ing ideas being considered for further improvements 
in these automated maintenance programs. 

Two important factors in developing any auto­
matic diagnostic technique are design time and 
memory cost. Both are large. Program sizes in terms 
of program words for diagnostics are approximately 
equal to the number of transistors in the unit. At 
present, the design of a set of sufficient tests has been 
obtained to a large extent by manual analysis and re­
vised as indicated by empirical evaluation. Work has 
been going on for some time on automatic generation 
of 'a set of tests and the methods have been applied 
successfully to limited size circuit blocks. Prospects 
for applying these techniques to large combinational 
circuits look promising. 
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Memory costs will most likely be reduced in the 
future by storing diagnostic programs in a cheaper 
medium such as magnetic disk (or tape) and bring­
ing them into temporary memory as required. 

More work needs to be done in detecting and dis­
tinguishing different faults with a consistent pattern. 
Adequate distinguishability or resolution has not been 
too difficult to obtain, but detectability is only at 
about 80 percent of the set of faults considered. In 
designing a test for a particular class of faults, the 
reaction of this test to other possibly unrelated faults 
affects consistency. Possibly a combination of the 
decision-tree and failure pattern technique can bring 
about better consistency. The decision-tree would 
be used to partition the initial fault space into sub­
sets of say a 100 or more possible faults and then the 
failure pattern technique couid be used for further 
resolution. 

Another possible avenue is the cell dictionary.6.7 
At present an exact match of the output number de­
rived from the diagnostic results must be found in 
the dictionary of fault numbers generated by fault 
simulation. The cell dictionary would assign all faults 
to regions or cells of the diagnostic data space. If 
an exact match could not be found, the diagnostic 
cell dictionary output would list the closest cell 
centers to the actual diagnostic data pattern. This 
is oniy one of many other dictionary techniques be­
ing explored.6.7 Early results look promising that 
one or more of these techniques will minimize the 
consistency problem. 

Further improvements in mechanisms for data 
gathering to reduce the hard-core of circuits can be 
developed with an associated smaller matching sys­
tem. The direct use of memory by the standby pro­
cessor with the active processor sending store con­
trol signals looks promising here. 

The present approach to self-diagnosis makes 
design changes difficult since the dictionaries usually 
must be regenerated. It would be highly desirable 
for small changes in circuit logic to be reflected in 
small changes in diagnostic programs and the as­
sociated dictionaries. Intermittent troubles are also 
a problem which are presently being solved by auto-

matiC error analysis followed by repeated diagnosis 
and off-line testing by highly trained maintenance 
personnel. How to function with less trained main­
tenance personnel who will have limited trouble­
shooting experience due to the high reiiability of 
electronic circuits remains a problem. 

For the future, integrated circuits are going to re­
quire a whole new set of maintenance ground rules 
and revised automatic maintenance strategy and pro­
gram. Hopefully, the work painstakingly done with 
the present type of circuits will make this task easier. 
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The place of digital backup in the 
direct digital control system 

by J. M. LOMBARDO 
The Foxboro Company 
Foxboro, Massachusetts 

INTRODUCTION 

The key to the success of direct digital control on 
large industrial processes lies in its flexibility in 
implementing everyday process control problems as 
well as advanced control at lower overall system cost. 
Control concepts for continuous processes use the 
computing, monitoring, information storage and 
analytical ability of the direct digital control com­
puter. In the batch of discontinuous process the com­
puter's logic capability is emphasized. To perform 
batching operations, a comprehensive logic system 
is necessary. Implementation of such a system using 
digital techniques provides many advantages over 
implementation using analog equipment with auxiliary 
digital logic circuits. 

To fully appreciate these advantages, the reader 
must have a basic understanding of continuous control 
systems as well as the batch type systems. The fol-

/ 

lowing will describe single loop control, several ad­
vanced control concepts and control of semicontinu­
ous processes, as an introduction to digital computer 
application and backup. 

Single loop control 

Simple single loop feedback control is the most 
common control found in the process industries. It 
is used for controlling flow, level, temperature, pres­
sure and many other variables. Both pneumatic and 
electronic devices are available which provide this 
type of control. 

Basically, these controllers compare the measure­
ment of a variable with its desired value or set point. 
If the two values are not equal, the controller adjusts 
a control value to minimize the difference (Figure 1). 

In action, the controller is an analog computer 
which calculates a one, "two or three term expression, 

/ 
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Figure 1 - Typical single variable feedback control loop 
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Figure 2 - Advance control techniques applied to a 
heat exchanger 

depending on the type of control action required by 
the process. The three terms define proportional, 
reset and derivative control action. During process 
start-up, coefficients of the three terms are manually 
set on the con,troller to provide the best response 
under normal operating conditions. If operating con­
ditions change, or the process operator changes the 
set point radically, the coefficients ate no . longer at 
optimum values. 

Advanced control concepts 

As the control problem becomes more complicated, 
single loop feedback control is no longer sufficient. 
Figure 2 illustrates three types of advanced control: 
inferential. feedforward and cascade. 

In the inferential control, a relationship is calculated 
between two or more measurements which is used 
to control the desired but unmeasurable variable. In 
Figure 2, the Btu computer performs a calculation 
based on the difference between the outlet and inlet 
temperatures to the heat exchanger (T2 - T 1) and 
the flow F 1 of process fluid through the heat ex­
changer. This calculation-a measure of the heat 
transferred to the process flujd - determines the de­
mand of hot or cold fluid needed to maintain process 
fluid output temperature T 1. 

Analog computing devices perform the necessary 
calculations and control can be executed with con­
ventional analog control devices. Additional calcula­
tions may be necessary before some variables are 
combined. For example, the differential pressure 

signal provided by the commonly used orifice plate 
is proportional to the square of the flow. A computing 
element is therefore necessary to extract the square 
root of .the differential pressure signal. 

Figure 2 also. illustrates feedforward control. The 
calculation of heat transfer (Btu) rate is "fed forward" 
to adjust the flow of heating or cooling fluid and 
change temperature T3. This feedforward calculation 
anticipates disturbances in both inlet temperature T 1 
and process flow Fl. To provide more stable control 
of T2, the feedforward signal anticipates the change 
in heat input required. The magnitude of the feed­
forward action is usually determined by experi­
mentation and may have to be adjusted periodically, 
since the heat transfer characteristics of the heat ex­
changer change with age. 

A third control technique illustrated by Figure 2 is 
cascade control- a technique where one controller 
adjusts the set point of another controller. The output 
of temperature controller C 1 is fed (cascaded) to 
the set point of temperature controller C2 through a 
mUltiplying device M. Hence changes in process 
fluid output temperature T2 affect the set point of 
controiier C2 to ultimately maintain output tempera­
ture. 

The control loops discussed have been applied 
to continuous processes which operate at near steady 
conditions with only nominal process or set point 
disturba,.nces. Therefore, adjustment of the proportion­
al, reset and derivative coefficients is rarely necessary 
and set point changes are nominal. In a steady, con-
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NOTE' HEAT EXCHANGER SAME 
AS FIGURE 2. 

HEAT EXCHANGER 

u 

PROBLEM' FOUOW TYPICAL PROGRAM 

I. CLOSE VI. 
2 OPEN V3 AND FILL TO LEIlEULI SPECIFIED BY FORMULA. 
3. ClOSE V3. 
4. START PUMP- RAISE TEMPERATURE T1 AS QUICKLY AS POSSIBLE 

TO TEMPERATURE SPECIFIED BY FORMULA. 

5. WHEN TEMPERATURE IS STABLE,OPEN V4 AND RAISE LEVEL (Ll 
TO ~ HEIGHT. 

6. ClOSE V4 AND OPEN V2. BY FLOW MEASUREMENT (F),METER 
AMOUNT SPECIFIED 

PUMP 

7. ClOSE V2 AND RAISE TEMPERATURE T! AT ~ RATE OF RISE 
UNTIL ~ TEMPERATURE IS REACHED. 

8. HOLD TEMPERATURE (Til FOR ~ TIME 

9. REDUCE TEMPERATURE (Til TO SPECIFIED VALVE AND HOLD FOR 
SPECIFIED TIME. 

10. STOP PUMP AND OPEN DRAIN INIlVE (VU. 

II START CYCLE OVER WITH NEW SPECIFIED PARAMETERS IF 
NEED BE. --

L 

Figure 3 - Simple batch control sequence 

tinuous well-behaved process, use of these adjust- temperatures and temperature rates of change. Pro-
ments would be very limited. Many high production cess control problems of this nature require more 
petrochemical processes are in the continuous process complex control than the feedback, feedforward and 
category. multi variable controls previously described. This 

Control of semicontinuous processes 

Figure 3 presents a process control problem where 
steady operating conditions are not maintained. This 
type of process requires a control system which 
changes operating conditions according to a pre­
planned event/time schedule. Batch or semicon­
tinuous processes require controlled sequencing be­
cause: various equipment must be started and stopped 
frequently, product requirements change frequently 
and operating parameters change. It should be noted 
that most batch or continuous processes still use 
feedback control, but with programmed changes of 
control set point. 

Figure 3 illustrates a simple chemical reactor. 
Ingredients are added sequentially and temperature 
is maintained according to various preset programs 
to provide . the chemical reactions necessary for 
various products. The reaction within the vessel can 
vary from endothermic to exothermic during the pro­
duction cycle. Hence in order to hold a set tempera­
ture, the control system may be required to switch 
from heating the reactor to cooling it when the re­
action starts to generate its own heat. 

In the typical chemical reactor or mixing vessel, 
different control sequences may be necessary for 
each new product. For instance, there may be changes 
in specified ingredient mix and heating and cooling 

control requires programmed sequencing of events, 
including equipment starting and stopping. 

In Figure 3, the control of reaction temperature T 1 
is basically a feedback control problem. However, 
the problem is complicated, since Tl must change at 
the proper times, sometimes in step-wise fashion and 
other times at a controlled rate. Also, the sequence 
of events must be readily changed, depending on the 
intended product. 

Combinations of special purpose digital and analog 
control equipment have been built which satisfy the 
demands of the discontinuous process. However, 
the programming of this equipment is relatively in­
flexible and the control cannot be well-tuned because 
of the cyclic nature of batch processes. Many of these 
systems are not used at full operating speed, since 
the control constants are a compromise. 

Applying the digital computer 

Digital computers are of significant interest to the 
industrial process control field due to their ability 
to store programs, calculate simple and complex 
control relationships, compute variables which are 
not directly measurable, monitor the process and take 
action according to a preplan ned schedule. The digital 
computer easily performs tasks that the analog sys­
tem finds difficult; it can be easily programmed to 
adapt the overall control system to changes in process 
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dynamics, materials, equipment and production de­
mands. Because of this versatility, digital computers 
are being designed and installed in continuous pro­
cess plants as well as in batch process plants. Many 
of th~ installations use direct digital contro1 techniques 
on all or some of the control problems. 

Table I compares two systems, each using direct 
digital control exclusively. As shown, a continuous 
process application in an oil refinery has 530 analog 
measurements of which 275 are associated with con­
trol calculations, the other inputs are for performance 
monitoring and system operation analysis. Of the 
275 control inputs, 180 are used for direct control 
of simple loops; the remaining 95 are used in ad­
vanced control. Therefore, approximately one-third 
of the 275 inputs associated with control are used 
to implement multivariable and advanced control 
techniques. 

Table I - Comparison of computer system input/output 
between continuous and batch process control 

CONT I NUOUS PROCESS BATCH PROCESS 

TOTAL ANALOG 1 NPUTS 530 620 

ANALOG I NPUTS I N CONTROL 
lOOPS 275 HO 

CONTROL lOOPS 

SINGLE 180 225 

CASCADE 30 70 

FEED FOR WAR D 15 0 

DIGITAL INPUT (CONTACTS) 210 1725 

DIGITAL OUTPUTS (ON-OFF) 355 1300 

Table I also shows the input/output distribution 
for a large batch control installation currently being 
implemented by a digital computer system. A com­
parison of the batch with the continuous process re­
veals a significant increase in contact sensing ele­
ments and on-off control outputs. In order to seC!uence 
events, the batch system must sense the status of 
process equipment and conditions. Also, more de­
vices must be turned on and off. With the batch sys­
tem, man-machine communication needs also in­
crease. Increased number of push buttons, signal 
lights and the increased size of digital displays re­
quire more digital inputs and outputs. 

It is -also significant that the number of control out­
puts (295) can exceed the number of analog inputs 
(240) in the batch system. This situation occurs in 
batch processes because the same measurement 
can be used in control of different control elements 
and with· different control algorithms~ depending on 
the sequence of events and the starting and stopping 
of equipment. 

The philosophy of DDC 

With the introduction of the digital computer to 
the process control field, it became evident that rela­
tiveiy iittie was known about most processes. wlost 
processes could not be adequately represented by 
mathematical models which would permit improved 
process control. 

Early attempts at applying the digital computer 
emphasized supervisory control in which the com­
puter adjusted the set point of an analog controller. 
In these systems, the analog controller retained the 
last computer control setting, if the computer failed. 
On continuous processes, this control was quite satis­
factory; in fact, once the system was operating satis­
factorily, it made little difference whether the com­
puter was there or not. The operator could still adjust 
control actions, as he did before the installation of 
the supervisory computer. This made the process 
operators happy, but in many instances the process 
engineers and plant supervisors were not. There was 
no guarantee that the operators would achieve the 
optimum control settings for the plant. 

What additional advantages did the computer pro­
vide? If so desired, the computer could make feed­
forward, cascade and inferential calculations which 
would optimize control set points for economic or 
production considerations. Economic constraints 
relating to material balance, throughput, inventory, 
etc., could be developed. In a sense, an economic 
mathematical model was possible, whereas a process 
model was still difficult to achieve, due to lack of 
process knowledge. In addition, the on-line process 
computer performed other useful work to aid opera­
tors, plant supervisors and process engineers: see 
Table II. 

Table II - Some non-critical functions of an on-line 
process computer 

• LOG OPERATING DATA IN ENGINEERING UNITS 

• CALCULATE AND DISPLAY OPERATOR GUIDES 

• INTEGRATION OF MATERIAL FLOW 

• REPORT ON PROCESS STATISTICS - MATERIAL USED 
FUEL USAGE, THROUGHPUT, ETC. 

• CALCULATE AND DISPLAY OR RECORD UNMEASUREABLE 
VARIABLES SUCH AS BTU RATE, MASS FLOW 

• MONITOR AND ALARM PROCESS LIMITS 
• RECORD PROCESS EVENTS DURING UNUSUAL DISTURBANCES 

• MONITOR AND RECORD CHANGES IN SET POINTS, ALARM 
LIMITS, ETC. MADE BY THE OPERATOR 

• PROVIDE ON DEMAND OPERATOR INFORMATION SUCH AS 
TREND RECORD!NG, ALARM STATUS REPORT, 
LOOP SET POINT AND PARAMETER DATA 
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Direct digital control was under consideration at 
the same time that the general purpose digital com­
puter was peIforming process analysis, monitoring 
and some set point control.1 It was reasoned that 
o DC would reduce the cost of a process control com­
puter by eliminating the cost of the individual feed­
back controllers. Since the controller merely per­
forms a calculation, why couldn't the computer per­
form the calculation? Several experimental ventures 
showed that the DDC concept was physicaiiy pos­
sible.2•3 The feedback control law was calculated 
within a general purpose computer and the resulting 
signal outputted directly to the control valve. 

At first, it appeared that the trade-off between in­
dividual loop controllers and a direct digital control 
(DOC) computer was in the area of 200 loops. There 
was a hooker, however. This trade-off did not in­
clude any provisions in case the computer system 
failed. For most installations this meant using analog 
controllers to back up the DOC computer on each 
loop considered critical. 

The DOC equipment was designed so that, if the 
computer failed, each valve would remain in its last 
directed position unless backed up by analog control. 
Critical loops were backed by an analog controller 
which would maintain loop control on computer fail­
ure. Control valves of the other DOC loops were 
"locked in" at their last output, but the operator could 
manually position each valve from a console on which 
he could read valve position and process measure­
ment. 

Figure 4 shows two loops from a large system. The 
measurement Mh fed to the manual control panel, 
enables the operator to manually operate valve V h 

in case of computer failure. The loop containing 
measurement Mn and valve V n has an analog con­
troller for backup since measurement Mn is fast act­
ing and cannot be controlled manually by the oper­
ator. 

With the evolutionary history of digital proces~ 

computer equipment, it is impossible to more than 
estimate mean time between failures (MTBF). For 
the smaller digital computers, including input/output 
equipment, that have been applied to the process 
control problems, calculated MTBF has ranged from 
1000 to 2000 hours. Advances in circuit design indi­
cate that reliability will increase, but reliability sta­
tistics on integrated circuits are not yet available. 
However, regardless of the projections and the cal­
culated claims, the time-shared single computer sys­
tem will never be peIfect and will sometimes fail. 
Therefore, control security must always be con­
sidered on any process installation contemplating a 
digital computer~ 

For continuous processes; involving less than 150 
loops, it appears that the single computer with set 
point analog control or DDC with analog backup 
and some pure D DC on noncritical loops makes the 
most sense. However, the user must be fully aware 
that he will give up economic and process control 
optimization, as well as the functions listed in Table 
II, if the computer fails. Perhaps most important, 

SYMBOLS 
DIGITAL COMPUTER 

/'Nn ~ CHANGE IN CONTROL POSITION (Vn) 

Mn = MEASUREMENT OF Nth VARIABLE 

PB • PROPORTIONAL BAND 

/'j t = SAMPLING INTERVAL 

Tr = RESET TIME CONSTANT 

Td = DERIVATIVE TIME CONSTANT 

En • ERROR I SETPOINT "'NUS MEASUREMENT} 

PER LOOP EQUIPMENT 
~ 

OTHER 
MEASURING 

DEVICES 

FIGURE 4 - DIRECT DIGITAL CONTROL 

Figure 4 - Direct digital control 

OTHER 
vALVES 
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any advanced control that was dependent upon the 
computer, such as feedforward, cascade and multi­
variable, will be lost during computer shutdown. 

For the installation where control is not continuous, 
but where control sequencing is imperative~ the use 
of eomputer set analog controllers is not sufficient. 
The computer provides sequencing and logic analysis 
which must have backup, if process operation is to 
be assured. The process control problem is not solved 
by keeping all control settings stationary upon com­
puter system failure. In a chemical reactor, for in­
stance, the contents can solidify or the reaction can 
"run. away," if the process set point is not changed 
at the proper time. 

A parallel DDC computer system 

Figure 5 illustrates a parallel nnc computer 
system which not only provides computer backup 
but "backs up" the time-shared analog and digital 
input/output equipment which connects the computer 
to the various measurement and control elements. 
It also backs up all interloop controls, as well as 
all sequence control action. 

In addition, this system can continue to perform 
the noncontrol functions such as those listed in 
Table II. 'It therefore permits control to continue 
even if one computer and/or its time-shared I/O 
equipment should fail. Note that if any of the time­
shared equipment fails, process control is transferred 
to the backup subsystem. 

Table IiI shows some interesting statistical data4 

which compare the avaihibility of a single computer 
system with a parallel computer system. The table 
assumes that the MTBF of a single computer system 
is the same for each computer subsystem of the 
parallel computer system. Experience has shown 
that repair time for various failures, with on-site 
maintenance personnel, averages between 5 and 8 
hours, depending upon the skill of the maintenance 
personnel, the availability of spare equipment, etc. 
With the parallel system, it appears that the average 
repair time can be maintained under 5 hours, since 
the system incorporates elaborate programs for self­
diagnosis to ensure proper transfer to the backup 

Table I I I - Availability - single computer vs. dual 
computer system 

B HOURS 

2 HDl.RS 
OUAl 

t(J;4PUTER 

SYSTW 5 HOURS 

8 HtuftS 

SINGLE CI»WUlER FORMULA 

AWAIL.=~ 
-t,t 

'1'>.2 b~.SS HRS 

".~8 b' SEC 

'1'/.'1'187 b.B'MIN 

9'l.~'16 14.2 MIN 

".b '4.~ HRS ".74 23.CM HRS 

".~ '1.SSEC ".~ '1.S SEt 

".'1'/%8 1.bB MIN ".~"B 1.05 MIN 

'1'1.'1'1'/2 •• 2 MIN ".'Im 2.1 MIN 

DUAL ([!fUnR fOR!!J1 I 

AVAIL. • , ..... M.! 
I ..... +.r ....... +o\ .. 

I liME I •• 011[ YEAR PERIOD THAT THE SYSTEM ODES ItOT PROVIDE COIIPIITER fUNCTIONS 

2 ;~~~J"~A~~~~R HAS BEEN STARTED ON fAULlY COMPUTER or DUAL SYSTEM BnORE (OMPLETE 

DIGITAL 8AC~UP 

FIGURE 5 - DUAL COMPUTER - DOC WITH DIGITAL BACKUP 

Figure .5 - Dual computer- DDC with digital backup 
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system. The failed computer subsystem is available 
for self-checking while the backup subsystem main­
tains process control. 

Systems of this type can be economically attractive 
since they provide not only the essential control, 
but the system security essential to batch or start­
stop operations. A parallel control processor using 
direct digital control techniques takes full advantage 
of the digital computer's process control capability 
without reservation and compromise. it can inciude 
advanced control techniques, such as self-tuning or 
adaptive control which cannot be obtained with set 
point control. The parallel computer processing sys­
tem may provide these features and, in addition, may 
offer cost advantages over a conventional analog con­
trol system for the large continuous process. 

For the continuous process in Table I, the computer 
contains the equivalent of 272 analog controllers. 
Implementation of a system of this size with DOC 
and analog backup could exceed the cost of implemen­
tation with the parallel or redundant computer scheme. 

Input/output equipment 
Figures 4 and 5 show that in DOC, as in all control 

systems, measuring elements and final control oe­
vices are still essential. Each measurement is in­
dividually conditioned before being fed to the multi­
plexer of the computer input/output system. Failure 
of any input or output therefore is similar to failure 
of a single controller and will not disable other loops. 
The system should be designed so that failure of 
any circuit element will not cause the loss of any com­
mon power supplies. Also, in case of a power failure, 
there must be battery backup or a redundant power 
supply. 

Other cautions must be observed in the design of 
the parallel system interface equipment: 

The system must be able to identify and diagnose 
the fault of any time-shared input/output equipment 
without disrupting control. The normal control com­
puter and the backup system should both contain 
several inputs and outputs which can be used for 
automatic on-line testing of I/O operation, regard­
less of which subsystem is controlling the process. 
Some of these test inputs are connected to reference 
signals, others are connected to output test signals, 
closing the test loops through each subsystem. 

All failed devices must be easily removed for re­
placement. Any disruption of normal functions dur­
ing repair should be limited to the few inputs or out­
puts which share the same printed circuit as the failed 
element. 

There also should be a diagnostic program which 
verifies correct operation, after the failed component 
has been replaced. 

Output devices, for valve positioning or on-off 
control, which require power to maintain their status 
and/or output signal, should have at least a 30-minute 
battery backup system, in case of system AC power 
loss. 

The system must detect the failure of any time­
shared element in the input/output system control 
logic and automatically switch to digital backup. 
While operation is in the backup mode, the failed con­
trol logic must be electrically isolated and inhibited 
from operating input and output control devices. Re­
pair can then proceed with no fear of accidental inter­
ference with process control. 

I n normal operation, with the control computer 
in command, the backup system must continually 
check its input/output operations to ensure that back­
up is available. 

The inhibit logic must be fail-safe so that its failure 
will not disturb the system in control. It must be 
tested automatically to ensure that transfer to backup 
can take place if a transfer is commanded by a failure 
detection. If inhibit logic will not transfer the other 
computer automatically, the system should annunci­
ate that fact and provide an independent manual 
override which forces transfer of the control of the 
input/output equipment to the other computer. 

Other system design requirements 

The system must have a computer-to-computer 
communication link which continually updates the 
backup program data and status on a periodjc fixed 
time basis. The backup computer thus receives dy­
namic operating conditions within a short time 
period (in the order of seconds for a batch process). 

Any program changes made on-line while the con­
trol computer is operating the process must be trans­
ferred to the backup control computer, at the same 
time. This updating must include operator changes 
to control· settings as well as anyon-line program 
changes. 

A bulk memory must be used on both computer 
systems to retain the many formulas and programs 
that may be required. Bulk memory can also contain 
interpretive programs to simplify construction of a 
batch program, diagnostic programs for fault detec­
tion and programs to aid maintenance. Sophisticated 
man-machine communication programs, which in­
volve lengthy message storage, can also be included. 

Diagnostic programs for the computer-to-computer 
communications link should test for link failure, an­
nunciate the failure and command the changeover 
to the backup system. A program system permits 
updating and on-line diagnostics while time-sharing 
the real-time programs in bulk memory. 
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There should be a system procedure and a system 
diagnostic program to assist in rapid repair of a failed 
subsystem. Another procedure and program is re­
quired to transfer all operating programs from the 
backup subsystem back to the repaired computer, 
without interfering with process control. 

When the backup s¥~tem is not on control, it is 
available for program compiling, debugging and prob­
lem simulation using the test inputs and outputs. It 
must also perform diagnostics to ensure operation 
is correct for takeover if necessary. When backup 
computer takes over process control, these programs 
are discontinued. 

CONCLUSION 

By using DDC with complete input/output control 
and computer backup, the parallel computer process­
ing system permits unrestricted application of com­
puter control techniques. It takes full advantage of 
the logic and computational ability of the digital com­
puter, whereas a computer system which depends 
on analog set point control or analog backup cannot. 

The parallel control computer system program stor­
age ability, together with backup of logic control, 
program sequence and formulation, makes it ideally 
suited for complex batch or start-up and shutdown 
applications ~ 

Complex continuous control systems would also 
benefit with this control system. Built with state­
of-the-art electronics, the system should challenge 
the economics of computer set point control and single 
computer direct digital control with analog backup. 
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Real-time monitoring of laboratory instruments 

by DR. PAUL A. C. COOK 
Celanese Research Compan}' 
Summit, N. J. 

INTRODUCTION 
The earliest investigatio.n into. the feasibility o.f auto.­
mating data co.llectio.n at Celanese Research o.ccurred 
in 1961 when co.nversio.n o.f Instro.n tensile testing 
data to. digital fo.rm (punched paper type) fo.r later 
pro.cessing by co.mputer was co.nsidered. The first 
wo.rkable systems fo.r aiding in reductio.~ o.f Instro.n 
tensile testing data were develo.ped by DuPo.nt, 
initially reco.rding data o.n magnetic tape fo.r later 
play-back into. a co.mputer.1 Subsequent systems used 
shaft enco.ders o.n the Instro.n cro.ss-head drive and 
recording chart pen to. digitize data fo.r punching 
o.n paper tape.2 The mo.re mo.dern systems by-pass 
the slo.w and cumberso.me paper tape and read data 
directly'into. a small digital co.mputer. Instro.n no.w 
markets a digitizer fo.r pro.ducing punched paper tape. 
Co.ntro.l Data Co.rpo.r.atio.n, who. designed the first 
co.mputer based systems, and several o.ther manu­
facturers o.f small co.mputers supply systems to. bo.th 
digitize and analyze Instro.n data. 

Other types o.f labo.rato.ry instrumentatio.n no.tably 
gas chromato.graphs, mass spectro.meters and o.thers 
have also. been equipped with digitizers and co.m­
puters.;$,4,5, Co.mputer techno.lo.gy has no.w advanced 
to. the point where it is o.ften no. mo.re expensive to. 
interface directly to. a co.mputer than to. pro.duce an 
intermediate o.utput such as paper tape, cards o.r 
magnetic tape. I t is also. true that even small co.m­
puters to.day o.perate at such high speeds that many 
labo.rato.ry instruments can be mo.nito.red in real-time. 

Hence, the system at Celanese Research is designed 
to. be expandable to. 50 instruments o.r mo.re. 

Incentives 
A majo.r incentive existed at Celanese Research 

fo.r saving o.n manpo.wer and impro.ving o.n reco.very 
of data in the physical testing area. Under peak 
co.nditio.ns there are fo.ur Instro.n tensile testing 
machines o.perated o.n a two.-shift basis turning o.ut 
as many as 1000 samples per day. A typical stress­
strain curve, sho.wn in Figure 1, illustrates the 
co.mplexity o.f data obtained. As many as twelve 
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useful and meaningful parameters can be derived 
fro.m the curve. Prio.r to. installatio.n o.f the mo.n­
ito.ring system, there was simply no.t eno.ugh man­
po.wer available to. co.mpletely analyze mo.re than a 
small percentage o.f the stress-strain data generated. 

Fo.r the manual system o.nly terminal breaking 
pro.perties (tenacity and elo.ngatio.n) are repo.rted 
fo.r all tests. Mo.dulus (the initial slo.pe o.f the curve) 
and yield po.int, which are better indicatio.ns o.f the 
true tensile pro.perties o.f a material were determined 
by hand calculatio.n fo.r so.me samples. Wo.rk to. break, 
i.e., the area under the stress-strain curve was alSo. 
o.btained manually o.r with mechanical integrato.rs 
fo.r so.me samples. The rest o.f the po.tential info.r­
matio.n was fo.r the mo.st part igno.red altho.ugh 
fo.r a small percentage o.f impo.rtant samples o.ther 
parameters were manually determined and an average 
stress-strain curve was plo.tted by hand by o.ver­
laying a series o.f Instro.n charts and tracing by 
eye an average curve. 
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Figure I - Typical stress-strain curve 
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From this description, it is obvious that there were 
two main incentives for a monitoring system, first, 
savings in man-power formerly required for data 
reduction and second, the recovery of roughly 
80% of available inform~tion from the tests which was 
being lost because of lack of manpower. 

General system description 
A block diagram of the system is shown in Figure 2. 

Starting at the instruments, signal conditioners which 
provide any necessary amplification and filtering 
connect the analytical output to the multiplexer. 
The higher speed mUltiplexer switches the vari­
ous instruments to the anaiog to digitai (A-D) con­
verter. The A-D converter output goes through a 
control unit to the memory of the computer. The 
control unl alSO lldnUles 111 U U 11 1 L 1 '" L 1 1 ·t 1 '-_...11 !_p··ts ~-om ope"a+o" "ontrol 

panels which are located at the instruments. Standard 
hardware for the system consists of a main computer 
(CDC 1700 with 1.1 J.L sec cycle time, 8K of core 
storage, 16 levels of priority interrupt, parity and 
memory protection): card reader, paper tape reader 
and punch, line printer, disc mass storage, teletype, 
and digital plotter. 

I .. ~~!vl L:J 

INSTRONS a OTHER 
INSTRUMENTS 

SIGNAL CONDITIONING 
(AMPLIFIERS. FILTERS) 

EXPANDABLE TO 128 INPUTS 
IN GROUPS OF 4 OR 8 

PLOTTER 

Figure 2 - Block diagram of instrument monitoring system 

I nstron application 
Interfacing of a stress-strain curve requires reading 

the stress measured by a strain gage plus some mea­
sure of the rate of strain. While many Instron systems 
have been built using shaft encoders on the pen 

recorder to convert the stress output to digital 
form, these systems suffer from two main disad­
vantages: 

(a) Their speed of response is limited by the pen 
recorder. 

(b) There is invariably some error introduced by 
the pen drive system. 

Hence, the Celanese system was designed to take 
the pre-amplified strain gage signal thru amplifiers 
and filters to mUltiplexer and A-D converter. The 
strain rate is taken from an internal clock timer 
since the Instron drive system has ample regulation 
to ensure a constant strain rate. 

Specially designed operator consoles (Figure 3) 
provide for 44 digits of information to be entered by 
the operator plus ten pushbuttons and three indicator 
lights for control of tests. The consoles despite their 
higher cost were chosen instead of teletype keyboards 
in order to reduce the chance of operator error. The 
fact that all printout is handled by a single line printer 
also influenced the decision to go to consoles. It 
should be noted that development of a low-cost, 
modular operator console would make this approach 
more attractive for many instrument monitoring 
systems. 

CONTROL OA T A , 

ii ii i 
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Figure 3 - Tensile test operator console 

Systefrl operation 
Before mounting a new sample the instrument 

operator inspects the "Ready" and "A~tive" .in­
dicator lights to verify that the system IS on-hne 
and the results of the last test have been transferred 
to the output buffer. Then fixed parameters are set 
into the thumbwheel switches in the console. The 



following items may be input through the console: 
( 1) Operator number 
(2) Sample number 
(3) Work ticket number 
(4) Break number 
(S) Full scale load 
(6) Crosshead speed 
(7) %Elongation Scale length for plotting 
(8) Denier 
(Q) (1<;>11n,g 1013 ... ",,+]..,. 
, ..... , '-' ....... 6""' .. ,,",u5l.U 

(10) Test Type 
(11) Test Temperature 
(12) Humidity 
(13) Wet or dry 
(14) Spare 

The recorder and input hardware may be calibrated 
if desired prior to mounting any sample. 

After mounting sample the operator presses a 
start button which initiates automatic operation of 
the instrument. The interrupt from the start button 
causes the thumbwheel switches to be read, actuates 
a relay starting the crosshead motion and sets the 
proper bit in the storage word indicating which 
instruments are in operation. Stress data are sampled 
via the multiplexer and A-D converter every 4 milli­
seconds for all instruments in operation. The monitor 
subroutine has a built-in digital filter to eliminate 
high frequency noise from the stress data. Data are 
accumulated into scratch pad areas in core during 
the actual testing. 

Termination of the test is detected by the monitor 
program when the stress drops rapidly after the speci­
men breaks. At the end of any test the operator has 
the option of rejecting the data taken if there has 
been an obvious malfunction of the testing equipment. 
If the test has run satisfactorily, pressing the "OK" 
button initiates calculations on the current data. 
If the operator discovers that incorrect parameters 
have been set in the thumbwheel switches, he can 
reset proper values and request a reading of the 
thumbwheels plus a recalculation by pressing another 
pushbutton. 

The operator signals the end of a series of breaks 
by still another pushbutton which initiates statistical 
analysis of the data, transfer of data to the output 
queue for the line printer, punching of statistical 
data on paper tape and plotting of an average stress­
strain curve plus the envelope of maximum and mini­
mum curves on the digital plotter. 

Alarm lights on the control console indicate when 
the operator has taken some illegal action or when 
there has been a hardware failure. Error messages 
are printed on the teletype unit at the computer. 
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Software 
As is evident from the description of system oper­

ation, software design presented several unique prob­
lems. Since all output except for error messages 
was via a single line printer and results for a series 
of tests for a given instrument were to be grouped 
together, it was necessary to set up scratch-pad areas 
on disc for each instrument and an output queue un 
disc for handling printouts. In addition plotting an 
aVerage stress-strain curve for a series of tests 
required generation and storage of a set of plotting 
points. To prevent interference between instruments, 
it was also necessary to provide an output queue 
for the paper tape punch. In order to accommodate 
all of the data storage areas required, it was nec­
essary to use essentially all of the 8K of core memory 
and about 30% of the I.S million words of disc storage. 

The program is modular to facilitate future ex­
pansion. The monitor which handles the sampling 
of the instruments every 4 milliseconds was designed 
to operate as efficiently as possible and actually 
uses only about 100 microseconds. Processing of 
input data and handling of input -output is much less 
frequent and uses less than 2Y2% of central processor 
time. This means that less than S% of central pro­
cessor time is used for monitoring the initial four 
instruments and leaves room for many more instru­
ments to be added. 

The data analysis program has several unique fea­
tures the most important of which is the method by 
which different stress-strain curves are handled. 
In contrast to many previous systems, a single 
program handles all single fiber tests. This is remarka­
ble when one considers the wide variety of shapes 
of stress-strain curves encountered in fiber testing 
in a research laboratory. The major problem in de­
signing a comprehensive analysis program was de­
fining a unique algorithm for finding the initial mod­
ulus. The procedure is as follows: 

(a) the program searches for a straight line portion 
of a given minimum length and noise level, 

(b) if a straight portion can't be found, a point of 
inflection is searched for, and 

(c) failing either (a) or (b) the initial slope of the 
stress-strain curve is taken as initial modulus. 

In cases (a) or (b) a correction is made for any initial 
crimp or preset in the fiber. The algorithm is not 
perfect but works in better than 80% of the cases 
tested. Because of the back up provided by the digital 
plot, it is easy to spot cases where the algorithm 
has failed and modulus values are meaningless. 

The initial program has four options to handle 
(a) fiber testing, 
(b) fabric or other heavy material testing, 
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(c) yarn testing and 
(d) crimp testing. 

The next phase of the project will add facilities for 
cyclic testing of elastic materials with on-line control 
of the testing machine and cyclic testing of materiais 
at different temperatures for determination of glass 
transition. 

Future expansion 
A special interface for a high resolution mass spec­

trometer is currently under study as the next step in 
expansion of the system. Interfacing the mass spec­
trometer requires monitoring of three instrument 
parameters: ion current, ion accelerating voltage and 
magnet current. Automatic ranging is provided for 
the ion current which may range from several milli­
volts up to several volts. Accuracy is 1 millivolt on 
the lowest scale. Accelerating voltage and magnet 
current are measured to an accuracy of 1 part in 
2000. Operator consoles similar to those used with 
the tensile testers will be used. 

The software is designed around the same instru­
ment monitor with 4 millisecond intervals between 
samples. Peak detection for the mass spectrum is 
under program control. As peaks are detected, peak 
height (mass to charge ratio) and peak position 
(mass number) are stored on disc. At. the conclusion 
of a test all peak heights are normalized to 100% 
for the largest peak. Normalized spectral data are 
punched on paper tape and printed on the line printer. 
For analysis of unknown samples the paper tapes 
are read back into the computer for processing by a 
program that operates in the "background" to the 
monitor program. Alternately the analysis program 

may be run in batch mode when the instruments are 
not being monitored or on a separate large scale 
computer. 

When the mass spectrometer is added to the system, 
a system will aiso be provided to permit compiiing 
and running FORTRAN programs while monitoring 
instruments. This will be a "real-time" FORTRAN 
so that new instrument programs as well as data 
reduction programs can be compiled. Also under 
study are proposals for tying in instruments at 
more remote locations using phone lines for trans­
mission of analog data and returning results to a 
teletype unit. Other types of analytical instruments 
that are well suited to on-line monitoring are: 

(1) Gas chromatographs 
(2) Spectrometers 
(3) X-ray diffractometers 

Monitoring and data logging for several pilot plant 
operations will also be added to the system. 
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Humanizing industrial control software 

by J. B. NEBLETT and D. J. BREVIK 
Honeywell Computer Control Division 
Framingham, Massachusetts 

INTRODUCTION 
Process control by computer is common enough 
today to justify postulating an industrywide basic 
software system to aid in the' implementation of 
control systems. There have been many successful 
industrial control systems; however, the main em­
phasis of this paper is directed toward the problems 
that prevented some other systems from attaining 
really successful operation. The reasons presented 
are mainly concerned with the software of pro­
gramming aspects and not with the suitability of 
hardware or the basic financial justification for 
the computerized system. 

Let's assume that the basic application justifies 
the installation of a computerized set of hardware, 
that the hardware itself is matched to the process 
problem in general and that the basic hardware is 
operational and can be maintained operational. 
What then is the underlying problem in getting a 
system of hardware-software and application knowl­
edge meshed together into an operating process 
control computer system? 

The "meshing" process is, of course, the pro­
gramming of the system, and it has been common 
to regard this task as a mechanical one. Functional 
specs are laid down, then implemented. The re­
sulting program(s) is checked out and put into op­
eration. 

The whole system now goes into service and 
usually, although it meets specifications, falls short 
of the user's expectations as an automatic controller 
(or operator) of his plant. Furthermore, he usually 
finds that the system is surprisingly difficult and 
expensive to change to meet the requirements 
spelled out by using it for a while. 

This whole experience is analogous to taking a 
new graduate in engineering, assignin~ him a major 
design responsiblility and finding his performance 
falls short of expectations. The point, of course, is 
that the new graduate needs a period of TRAINING 
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between leaving college and the assumption of heavy 
responsibility. 

The authors believe the approach to programming 
a control computer application should recognize this 
TRAINING phase as being just as desirable for the 
automatic operator as for the human operator. 

In the following discussion the reasons for this 
view are explained. 

The supplier's software 

The programming language in the past has been 
very primitive. The basic software approach was: 

1. To train the user to speak the language of the 
machine whether it be basic octal or symbolic 
assembly language. 

2. To cause the user to learn the idiosyncrasies 
of the particular piece of equipment that he was 
attempting to apply. 

3. To be sure the user had an intimate knowledge 
of the process to be controlled. 

Systems in the past have reflected a notorious 
lack of a systematic approach to the programming 
problem. Software systems in the past reflected 
a definite lack of consideration for the inevitable 
reprogramming requirement common in process 
control applications. The poor documentation 
associated with software systems intensified the prob­
lem of the programming and reprogramming as well. 

We believe that these problems can be overcome 
if both the supplier and the user regard the hard­
ware-software system as resembling the charac­
teristics of the human operator to be trained to do 
the job. This constitutes a large measure of common 
ground in that both the supplier and the user are 
familiar with the training of human beings and the 
terminology and techniques used in such training. 
The supplier wants to amortize the cost of develop­
ment of his software over a maximum number of 
systems while the user wants to apply software 
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without major modification to that basic software. 
Few suppliers have the experience of their cus­
tomers in the customers' applications. They cannot 
foresee every use, every possibility, without risking 
either extensive specialization or overgeneralization 
of software. Few users agree entireiy with the sup­
pliers' conclusions that are implicit in the software 
design. A common meeting ground appears to be in 
regarding the computer as a human operator. 

Software designers of the past have hinted about 
"humanizing" software. Rarely, if ever, have they 
admitted a whole-hearted swing toward identifying 
human operator characteristics with the computer 
and its software. Our contention is that software 
should be humanized to the fullest extent possible 
and that this tactic would be the most common 
meeting ground of both the user and the supplier. 
We believe that a remarkable degree of humanization 
is desirable and possible. 

Many times in the past, problem-oriented languages 
have been designed directly toward one specific 
type of user, e.g., the civil engineer, the simulation 
engineer, etc. The field of process control is so 
diversified that a supplier, without risking over­
specialization, cannot afford to concentrate on only 
one type of process control or to generate problem­
oriented languages dedicated and restricted to that 
type. There must be a common meeting ground where 
the supplier can make the equipment usable for the 
great majority and the user can economically make 
that equipment fulfill his special-purpose require­
ments. 

This approach must include a basis for generating 
the problem-oriented language in much the same way 
that a supervisor would train his operator to think, 
speak, and respond in terms of the probiem at hand. 

Composite softwarefor the composite user 

Who is the User? 

The supplier would design the software as a com­
posite of the best operator features known. He 
would also design it to be used by the best com­
posite user known. This does not assume that the 
ultimate user is an absolute genius in all aspects. of 
solving the problem but instead assumes that the 
user is actually many people - the process engineer, 
the· production manager, the plant dispatcher, and 
perhaps even the accountant. To put it simply, the 
software is usable by specialists typical in the pro­
cess control field. The user takes an engineering 
approach. to the problem at hand and recognizes the 
potential of improvement within the process. While 
he is not necessarily an expert in computers and 
instrumentation, he regards the computer and pro-

gramming as a means to improve his operating process 
economically. 

The user has a general understanding of pro­
gramming or, at least, is capable of absorbing the 
principles of programming. He has had experience 
in personnei training and evaluation. He works 
with people and is capable of working with new 
people introduced to his environment. He is not 
averse to working with the computer if necessary 
and has no mental blocks against learning how to 
deal with the computer. He rarely has the time to 
learn ail the intimate idiosyncrasies of a particular 
computer much as he rarely has the opportunity 
to learn ali the intimate idiosyncrasies of his process. 
He depends upon others within his sphere to provide 
him with straightforward answers. He does not want 
to be an expert in their field. He is likely to regard 
the computer as an interloper into his particular do­
main unless the computer is easy to converse with, 
produces . meaningful results, and does not usurp 
hisjob. 

What is the user's problem? 

The user's problem is to cause a digital computer 
to sample, interpret, and act upon information ob­
tained from the process or from operating or man­
agement personnel concerned with the process. Pre­
sumably the application of the computer results in 
an improved economic picture. 

His problem should not be to master a new dis­
cipline. He should not be required to learn the 
esoteric information concerned with programming, 
computer maintenance, and the peculiarities of 
the particular computer. We suspect he's in enough 
trouble keeping up with the changing demands of 
his own discipline. 

Instinctive approaches to solutions of problems 

An instinctive approach to the solution of the user's 
problems is based on making possible his communi­
cation with the computer as if it were a human 
person or at least something with many recognizable 
human characteristics. 

While it is clearly not possible in the present state 
of technology to program the digital computer to act 
like a human being who is completely conversant 
in the specialty of the user, it is possible to pro­
gram it as an "ideal" operator that can: 

1. Understand currently known engineering facts 
of the process, 

2. Understand how to apply good operating 
practices, 

3. Make sound engineering decisions, and 
4. Make management decisions regarding the 

economical approach to production. 



Traits are what you look for in hiring an operator. 
These are the characteristics of the individual that 
indicate how well he can learn new abilities. On 
the other hand, most abilities are bonuses when you 
are interviewing an operator. An operator or a poten­
tial operator who has the desirable traits and, in 
addition, has some desirable abilities is a good 
prospective employee. Similarly an operator with 
the desirable traits but without the abilities is still 
a desirable prospective employee. Conversely, a 
candidate with abilities but without the correct 
traits is a poor prospective employee. The worst 
case is an operator who has bad traits and bad abilities 
(that is, preconceived notions). 

Similarly, the software system accompanying an 
industrial control computer must be judged on its 
traits rather than the abilities taught to it by the 
supplier. The desirable traits are not always self­
evident. Among them should be included the ease of 
trainability so that the ideal operator can learn 
the abilities required for his job. Other traits, such as 
honesty, integrity, reliability and so forth, are essential 
to the operator but are frequently overlooked or taken 
for granted in industrial control software. 

With regard to these traits, consider the points of 
evaluation of a human operator during the pre-employ­
ment interview, training, day-by-day operation, 
and finally, the qualifications for advancement. 
Important qualifications of an applicant for an 
operating position would be: 

1. Adaptability to the working environment. 
2. Basic knowledge of the particular process. 
3. Capacity for learning new procedures. 
4. Logical rather than emotional jUdgement in 

response to process control situations, 
The candidate must be reliable and consistent and 

must exercise discretion when called for. He must 
have a high degree of retention, and must perform 
his work accurately. It goes without saying that he 
must possess a sense of time, and along with this he 
must have a high sense of urgency in categorizing 
the relative importance of his functions. In other 
words, he must recognize that he can't do all things 
simultaneously but must schedule his activities when 
many things have to be done almost simultaneously. 

While the operator is being trained, he must have 
a certain rapport with the instructor so that he can 
indicate lack of understanding when necessary. He 
should be honest and indicate that he is reaching 
the limit of his capabilities and is approaching satu­
ration. Along with this, he should be easily retrain­
able so that when the instructor tells him to forget 
a procedure which may be erroneous, he will forget 
and will be able to learn an alternate procedure. He 
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must be capable of learning at a reasonable rate of 
instruction so that the instructor does not get frus­
trated and impatient with a slow pupil. 

There may be many teachers, many instructors 
training this operator, so he must be able to recognize 
gross conflicts of information and facts fed to him. 
Furthermore, there may be a hierarchy of teachers. 
After all, we don't want him listening to the janitor 
in preference to the production supervisor. He must 
exercise discretion about the information he is given; 
certain facts may be proprietary, not for everybody 
to know. Therefore, he must have a sense of secrecy. 
In short, he must have a keen sense of the meaning 

of an organization chart of authority. 
If an operator becomes ill, he should notify his 

superior and perhaps provide some degree of self­
diagnosis. This, of course, allows the supervisor to 
take alternative action, perhaps even replacing him 
temporarily. An absolutely ideal operator would be 
able - 'to notify his co-workers that he was going 
berserk. 

If an unnatural operating situation has arisen, one 
that was unforeseen, he should be able to tell his 
supervisor what actions he had taken up to and 
during the emergency situation. This enables an 
analysis or a post-mortem of the event in order to 
improve future operating procedures. 

He 'must be able to accept responsibility as it is 
handed to him. While it is not reasonable to expect 
him to assume complete responsibility at the very 
beginning, it should be possible to gradually increase 
his responsibility as his skills evolve. As a corollary, 
if he has not been able to absorb a new responsibility­
perhaps because of poor training - he should be 
perfectly willing and able to surrender that responsi­
bility and to be retrained in that function. 

Training and developing the operator 
Given an operator with these traits, the user must 

train and develop his abilities methodically. There is 
a step-by-step procedure by which the instructor sets 
the pace according to the reactions of the student 
while learning, with a continual, informal evaluation 
of his performance on the job at each step of the way. 

How might this be accomplished? 
First, the new operator might be shown the control 

room and the basic nomenclature 'and jargon used in 
the plant explained to him. Certain basic procedures 
are described - such as how to read the instrument 
panels, how to contact the laboratory for analysis 
results pertaining to his job, whom to contact for 
production goals. At each of these steps, he is tested 
to determine whether he has learned properly - which 
may be a reflection upon either the operator or the 
teacher. 
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After being told how to read the instruments, he 
is tested and asked to read a few instruments while 
the instructor· notes his performance. Likewise, as 
each step of data acquisition is explained to him; he 
is tested informally to determine whether he is 
truly following the correct procedure. The first step 
of this teaching process is to make him aware of his 
surroundings, the sources of basic information avail­
able to him and their uses. Perhaps he has not yet 
been told what to do with this information but only 
how to get it. 

After this, he may be asked to record periodically 
or log the information he receives. It may be nec­
essary at this point to explain to him the meaning of 
the word "log." This is possibly the first piece of 
responsibility he must assume. After he has done this 
for a period of time, his performance is evaluated: 
Is he performing the procedure that was explained 
to him? Is he extemporizing? Is he doing precisely 
what was expected of him? If not, why? Eventually 
he masters that skill, perhaps after a short period of 
retraining if some deficiencies have been found. 

Having mastered one skill, the operator starts 
to learn the next one and his responsibilities will 
be increased. The next step may be one of accessing 
the information he has been taught to get, and com­
paring it with some rudimentary limits or constraints 
of operation and reporting violations to his immedi­
ate supervisor. Note that he is exercising nothing more 
than mechanical jUdgment rather than control or 
engi neering judgment. 

The skill he was taught in warning his supervisor 
when constraints were violated depended upon his 
previous mastery of an old skill, that of accessing 
the data needed. Throughout the learning process, 
new skills are usually dependent upon mastery of 
old skills. At every point, when a new skill- or 
procedure - is being taught to this operator, he is 
tested to make sure he is absorbing the instructions 
properly and is performing according to the stand­
ards set for him. 

At any time, new data may be introduced to the 
operator such as a newly installed recorder, but the 
skill associated with the data remains unchanged. 
At any time, the operator should be capable of under­
standing that new readings or constraints or data 
are being introduced to replace those he once knew. 
As a general rule, the procedures he uses; once learned 
are quite inflexible. This does not preclude the possi­
bility that an operator must be retrained to new pro­
cedures. 

As the ideal operator progresses, and learns the 
basic skills of his trade, it is desirable to go beyond 
the mere mechanical manipulation of the process into 

a more detailed explanation of the phenomena taking 
place. We want him to become a practical engineer. 
This training would be accomplished by a senior 
operator who has had years of experience in knowing 
the idiosyncrasies of the process, and who can 
give a good layman's explanation to the operator. 
This senior operator knows the control character­
istics and can anticipate the reaction to any change 
he imposes upon the system. If the trainee were 
truly the ideal operator with an engineering back­
ground, an engineer could train him in engineering 
terms. 

Throughout this training process a methodology 
is developed. The operator is told procedure, is 
tested and if found satisfactory is given more re­
sponsibility which requires exercising the newest 
skill as well as other skills previously learned. This 
cycle is repeated until the operator is fully capable 
of performing what was originally expected of him. 
And also, at any point in his training or even after he 
is fully trained, he must be retrainable with a mini­
mum of difficulty. 
Traits inherent to the digital computer 

There are certain traits desirable in the operator 
which are inherent to the digital computer. These are: 

1. Reliability. -' Computer technology has advanced 
to a state where extremely high reliability should 
be expected in any solid-state computer and 
peripheral real-time equipment. 

2. Accuracy. - The inherent accuracy of a digital 
computer is generally superior to the sources 
of information from instrumentation and the 
typical accuracy attainable by normal operating 
personnel. 

3. Retention of Intormation. - The computer is 
superior in its capability of retaining detaiis as­
sociated with information. Typically, however, a 
human being has more overall capacities for in­
formation retention. 

4. Speed. - The computer will typically be able 
to react and solve a problem more rapidly than 
a human operator. 

5. Diligence. - A computer system is inherently 
more diligent than an operator and is unlikely 
to be found sneaking off to a smoking area at a 
critical time in the operating cycle. 

6. Consistency. - A computer reflects no quirks 
or aberrations, but consistently executes what it 
has been told to accomplish. A human operator 
may be inclined to experiment without authori­
zation; a computer system has no such ego and 
will consistently do what it has been told to do. 

7. Flexibility. - A computer system which operates 
with a stored program has a flexibility somewhat 



similar to that ot the human memory and mind. 
8. Emotional Stability. - The computer has no 

family problems to interfere with its control of 
a process system. The computer bears no grudge 
against the boss or ambitious fellow-operators. 

9. Raw Senses. - Synonymous with the five senses 
of a human operator, the real-time computer has 
a capability of sensing external stimuli such as 
time, interrupts, raw instrument readings, and 
indicators from the process. 

There are certain desirable and valuable traits of 
a human operator which are very weak or lacking 
in a computer system. They do not preclude the 
utilization of a computer as a substitute for the 
operator. 

l. Curiosity. -A good operator is typically curious 
and probing to find out more about what is going 
on in a surrounding situation. A computer system 
is curious only when it is told to be curious and 
about those things that it has been instructed 
to probe further. Curiosity is valuable in an 
operator because questions associated with the 
operation of a process may be the first reflection 
of a possible abnormality within the process 
operation. 

2. Heuristics. - The human being has the latent 
capability of learning which a computer system 
does not have. Although there are currently 
very active investigations into heuristic type 
software, it has not yet reached the state where 
we feel it is practical to include it in the dis­
cussion of a computerized process control. The 
heuristic capability of a human operator provides 
a capability of self-training which is not inherent 
in a computer system. A computer learns only 
what it is specifically taught and told. 

3. Limited Communications. - Over the years, 
human beings learned to communicate not only 
by words or tone of voice but by the facial ex­
pressions and gestures that are typical in a con­
versation. The computer system is somewhat 
stilted in its communication and consequently 
cannot fully match the dialogue attainable by 
two human beings. 

4. Self-Diagnosis. -A human being can usually 
detect when he is getting sick whereas a com­
puter often reacts in an instantaneous and cata­
strophic fashion to a malfunction similar to the 
effects of a heart attach on a human being. Be­
cause of the nature of the malfunctions 'associ­
ated with a computer, it is often meaningless 
to advise a supervisor of pending "immediate" 
diaster, but is more logical to provide redun­
dancy and/or external holding circuitry which 
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can buffer instantaneous malfunction from the 
process. This allows a more leisurely take-over 
of control by a human operator. 

5. Mobility. - In case of disaster, such as a fire 
within the process, an operator can run out and 
escape; but a computer is immovable and pos­
sibly will be destroyed in the blaze. 

The above discussion is concerned with the basic 
inherent traits of a computer, both strong and weak. 
Given these traits and a basic command repertoire, 
it is possible to program certain abilities into a com­
puter hardware-software system. These abilities 
should be analogous to the abilities we have de~ 
scribed for a human operator. 

We are about to suggest a computer hardware­
software system with traits and abilities of an ideal 
operator. To distingu'ish between a human operator 
and the thing that is the computer software system 
we have chosen the term "android" for the latter. 
Strictly speaking, what we are describing is closer 
to a robot, but the term "robot" has certain over­
tones of sensationalism in the yellow journals. On 
the other hand, the term android is somewhat of a 
misnomer since the dictionary definition is that an 
android is an "automaton of human form." An autom­
aton is a terribly clumsy forrtl of human activity; 
a robot is a more sophisticated form, while in the 
science fiction literature magazines the android is the 
highest form. We have no pretentions of describing 
the highest form of android, but wish to avoid the 
visualization of a mechanical monster from Mars 
clanging down the aisles. We wish to avoid the typical 
connotation of a robot with mobility that is able to 
walk from place to place and having the manual dex­
terity typical of human beings. Our term, android, 
covers only certain mental characteristics or traits 
common to a human operator. 

The abilities of the computer-operator 

Traits alone are not enough. Traits are a measure 
of the character of the individual as well as the 
character of the computer. Abilities, on the other 
hand, are training patterns that take advantage of 
the traits. As an example, a typical trait of the human 
being is . either honesty or dishonesty. An honest 
man can be taught how to operate the cash register 
and become a productive employee. Teaching the 
same ability to a dishonest man is a step toward 
financial disaster. Previously, we have enumerated 
the basic traits which are looked for during the 
interview of a candidate for an operator's position. 

If we puruse the idea of identifying human charac­
teristics with the digital computer in order to more 
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effectively simulate the human operator, then we must 
consider the abilities that are prerequisites for the 
basic operator. 

Communicating with the computer system 

The language of communication to the computer 
system should be that of a high-level compiler. A 
compiler is specified because it is possible to slant 
language to the user rather than to force the user to 
learn the particular language of the machine. While 
machine language has its place, we do not consider 
this the natural language used in industrial process 
control by an engineer or a chief operator talking to 
a human operator. As with any compiler, the user 
must have the ability to declare a form of data. 
Data takes the form of rea); integer ~ Boolean, and 
logical, plus additional forms of analog, digital, BCD 
and the unique forms found in process operations. 
The. data declaration capabilities in a compiler pro­
vide the nouns which can then be utilized to train the 
operator in the process. Future reference to previously 
defined data may then be made in a nomenclature 
familiar to all associated with the process. 

Other nomenclature peculiar to a process· where 
verbs can best identify the procedures of the process, 
the supplier should apply a basic set of verbs common 
to all users; however, the capability of defining addi­
tional verbs must be a latent part of the compiler sys­
tem. Procedures consist of nouns and verbs and may 
be defined by another verb. Once defined as a pro­
cedure, future reference to the defined procedure 
can be made in terms of the new verb. 

As the new operator learns the names and pro­
cedures associated with a process, so the computer 
system has this ability to learn such details required 
to operate the system. This simplifies future communi­
cation and once learned, permits much simpler ref­
erence to these previously taught nouns and verbs. 
Certain verbs are basic to the system, such as DO, 
PRINT, CONTINUE, IF, and others found in a 
language such as FORTRAN. New verbs imply a 
sense of urgency, the ability to wait or pause and pro­
ceed, and the ability to suspend at any point until 
the completion of a response to an action. In addition, 
the language must provide the ability to evolve toward 
a problem-oriented system. We do not claim that the 
language modifies itself toward a problem-oriented 
language but that it enables the user to think in a 
problem-oriented fashion. 

There must be a means of indicating the relationship 
of urgency between all procedures. The computer­
much as the operator - cannot be expected to sort 
out the relative emergencies within the system, but 
must be given indicators by the teacher during the 

learning process. These should not be rigid parameters 
of urgency, but relative instead. As new procedures 
are taught, the urgencies of all procedures must be 
sorted out by the computer system rather than have 
the user go through ail the old procedures and re­
define the urgency relationship of all. 

It is natural to assume the operator has a strong 
sense of time and is capable of looking at a clock. 
Similarly, the language should implicitly assume a 
knowledge of time. Statements such as, "at 1100 
hours do the following," etc., should be allowable. 
Statements similar to "every hour on· the hour" 
should also be allowable. And statements such as 
Hdeiay ten seconds" should be permissible. The 
sense of time implicit in the system should be the 
same sense of time a human being feels. The user 
should not have to supply long and tedious cal­
culations to represent a next call time for the pro­
cedure. 

A human operator is quite capable of understanding 
the context of a sentence such as "do this and, in 
the meantime while it is completing, go off and do 
something of less urgency but keep your eye on the 
completion of that event that you .started because 
when it's dome go back to the more urgent activity~" 
It is a natural way of expressing what to do when you 
reach a~ impasse. An analogy might be "start the 
pump motor and when the tank is fun turn off the 
pump; but meanwhile take care of your other duties." 
Here the operator is assumed to have a sense of com­
pletion of an event. He does not have to sit there 
and stare at the tank to determine when it is full. He 
may have to glance periodically at the level indicator 
and, when it begins to approach fullness, tum com­
plete attention to the tank; but while his full attention 
is not needed as the tank is beginning to fill up, he can 
temporarily divert himself to other duties. 

I mplied abilities 

The computer system should be self-documenting. 
An operator can be called upon to repeat what he 
has been told. The computer should provide the same 
ability. A computer should be able at any time in 
the future to retell what it has been told. Obviously, 
it should retell in the language of the user and not 
in the natural language of the computer; that is, 
machine language. Everything that has been told the 
computer to date should be readily accessible in the 
user's language as well as.in any internal form the 
computer may choose to use. However, a first offering 
might be hard copy produced at source time and con­
sisting of a listing of the source program along with 
the date and the name of the user. This places some 
burden on the user to classify and collate the papers. 



The ultimate offering, though, is complete self-con­
tainment in the computer system. 

A human operator is self-organizing, he does not 
have to be told in which part of his brain to store 
information. Such an instruction can be as meaning­
less with computers as with human operators these 
days. A self-organizing computer system is required 
if the computer is to give any indication of potential 
saturation. Otherwise, the users are left on their own 
to update memory maps, and make intuitive judgments 
as to the degree of saturation of the system. 

The ideal operator can be trained on the job and 
does not have to be pulled off of productive work to 
go to a classroom. It is the same with the computer: 
What is known now as background/foreground pro­
cessing is a requirement. 

Background is the place where new skills or pro­
cedures are taught to the computer system, while 
foreground is where previously learned skills and 
previously defined responsibilities are executed. 
The operator is trained methodically and is given 
increasing degrees of responsibility as confidence 
in him in gained. A new procedure introduced to a 
computer is debugged methodically. A self-document­
ing system which states unequivocally the exact pro­
cedure explained to it must also be able to state the 
sequence of execution that actually occurs. This 
documentation must also be in the user's language. 

When an operator is given an explanation of a new 
procedure, he is generally stepped through it by the 
teacher to see if he really understands. He may be 
asked to repeat each step as he does it verbally so 
that the teacher may see whether the operator really 
understands what he is supposed to do. The first few 
times an operator attempt~ a procedure he is not 
allowed to actually influence the process. He goes 
through the motions and simulates what he is sup­
posed to do. This simulation is expressed by some 
verbal comment such as "and now I twist this valve." 
This is simulation of the operation, and this soft­
ware system should be capable of such simulation. 

The teacher may wish to present a test case or 
test inputs to the operator to determine if he is doing 
the proper thing. He may give a typical problem, such 
as "suppose the temperature of the vessel reaches 
500° what do you do?" The operator then is ex­
pected to go through an explanation of what he would 
do including how he would adjust control points in 
the process. Eventually, he would be allowed to act 
on real input data, but still would be restricted to 
going through the motions and explaining what he 
would do with that real data. 

As the teacher gains confidence in the operator's 
ability to mastep the procedure, he increases the 
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operator's responsibility. He is permitted to throw 
a switch, or turn a valve, or influence the process in 
some way. He may not be allowed to do everything 
at once but perhaps is permitted to throw the switch 
but not to affect the process in any other way. The 
simulation is graduated and the teacher may choose 
to what degree the operator may affect the process. 
The user must also have the capability in the an­
droid to choose the degree of simulation to be used 
during debug. Eventually the teacher is satisfied that 
the procedure has been mastered by the operator - or 
by the android-and assigns full responsibility. 

The android must be capable of assuming responsi­
bility methodically. A responsible procedure is 
placed in the foreground and becomes part of the 
real-time system. At that point, no interaction should 
be permissible between the background and the fore­
ground. The new procedures that will presumably 
be taught in the future should not be able to influence 
the proven procedures introduced into the real-time 
system unless allowed to by the teacher. 

The android originally must have been taught a 
form of organization chart. Not everyone should be 
permitted access to the background program develop­
ment features in the system. Just because responsi­
bility can be assigned to the computer does not mean 
that anybody can assign it. Each potential teacher 
permitted access to the background features of the 
system should be assigned his own secret recognition 
word known only to him and the android. The com­
puter is responsible only to the individual that in­
troduced a particular procedure and who taught the 
android that procedure. Conflicts of usage can be 
minimized in this fashion. 

There may come a time when something unforeseen 
occurs and the operator will be asked to account for 
his actions. The android should retain a diary of what 
has happened recently for a possible post-mortem 
call. This diary should give a gross account of the 
procedures which have been called over the past few 
moments, the order in which they were called and a 
rough account of the outputs to the process they made. 
This permits a post-mortem to be made so that im­
provement of the procedures can be accomplished. 

CONCLUSIONS 

Certain features of the android are currently etvail-
able. Background/foreground processing is offered 
by a great many suppliers. While it is not as sophis­
ticated as proposed in this paper it is a start in the 
right direction. Current background processing 
usually means the ability to compile while fore­
ground programs run real-time. Little emphasis has 
been placed on the ability to methodically link a new 
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background-produced program into the foreground. 
Much of the currently available abilities pro­

grammed into a industrial process control computer 
have been based upon the supplier's experience in 
specific problems. His background has been in a 
particular marketing area and he has learned some 
general approach which seems to have satisfied his 
previous commitments but which may inherently 
contain what becomes a preconceived notion when 
applied to other industrial control areas. 

An example is the "generalized scan program" 
which is intended to gather information from the pro­
cess and lay it down in core memory. Typically, 
such a scan program is based upon experience in the 
petro-chemical field. How useful this approach can 
be to other industrial processes is an open question. 
Speaking bluntly, it is an opinionated approach, biased 
by the experience of the supplier in his early marketing 
ventures. Much the same can be said about the gener­
alized logging routines which seem to assume the 
presence of a 30-inch typer. It is very rare when so­
called generalized software of the nature of scan and 
logging programs is accepted readily by the operating 
personnel who actually have to contend with the pro­
cess. How many suppliers have thrown up their hands 
with despair when the software is "modified" by 
the users! The choice has been, in the past, to modify 
the software or extensively retrain the operators or 
ignore the software and start over. But within all 
these software efforts has been the assumption that 
there is something basic to all systems having to do 
with scanning or logging or other operator functions. 

Executive routines have been furnished which have 
a sense of urgency inherent in them. These too are 
based on prior applications. Most executive systems 
require the full understanding of all problems to be 
solved before the first problem can be tackled. The 
typical industrial process changes with time as the 
process engineer improves the production equipment 
or the objectives of the process. Such changes some­
times require a "re-education" of the executive 
routine. 

There are instances in the past of the process con­
trol computer being abandoned because the re-edu­
cation process was too difficult. Perhaps the original 
programmers had drifted away - as programmers are 
prone to do - or the original documentation was in­
complete, or one of a myriad of problems occurred. 
Rather than contend with retraining the beast, the 
computer was downgraded to merely gathering data 
and printing a log. This is an example of the process 
evolving without having easy and economical re­
programming features. 

Android abilities currently attainable 

An extension of the background/foreground scheme 
would allow for methodical insertion of a debugged 
program into the real-time system. Some currently 
available compilers allow for a source language trace 
of the execution. This can be provided in a compiler 
intended for industrial control use. Self-documen­
tation is also readily attainable but has normally been 
limited to computer systems with dedicated periph­
eral I/O equipment. This feature can be imple­
mented in an industrial control android if the user 
is willing to dedicate certain I/O devices to the pro­
grammer. The self-organization and documentation 
characteristics desirable in the android require a 
certain amount of dedicated hardware capability for 
such a function. Directories of active "programs" 
in the system, drum mapping and core mapping pro­
grams, and other important documentation services 
require memory and time within the system to main­
tain up-to-date documentation. 

I t is important that the android system have an 
up-to-date library of all source information within 
the operating system. It must be able to have on 
call any selected program in order that the user can 
be assured of what is in the system and understand 
what the latest version of any program is. One of the 
weakest links within any user and computer system is 
the mismatch between the content of the program the 
user thinks is in the computer system and what the 
computer programs actually contain. If the computer 
system can give back only machine language informa­
tion - a foreign language to the user - it is very difficult 
for the user to interpret this in order to understand the 
current situation. 

The organization chart for recognition and identifi­
cation of authority can be readily programmed into 
a computerized android system. Such a feature re­
quires that the user identify himself prior to any at­
tempt to modify information. Along with the identifi­
cation capability, the computer system can easily be 
programmed to incorporate the corresponding sense 
of discretion required. 

It is not difficult to program the sense of time 
within the computer system. Such statements as 
delay, or start at 11 o'clock may be incorporated 
easily within the android system. Simulation is attain­
able in graduated steps. The first step would be user­
supplied inputs to see if the android is solving the 
problem correctly, then actual field inputs but trapped 
outputs to determine if the model was realistic. If 
all input/output calls are channeled to a central 
monitor; trapping of the actual inputs or outputs and 
substituted simulation is feasible. 



Giving to the android the ability to remember 
the last few things it did, so that a post-mortem call 
can be made, is not difficult. Admittedly, it does 
occupy core memory but with a central monitor struc­
ture all activity can be retained up to a certain point. 
This, of course, is especially useful in the early de­
bugging stages. 

A limited degree of self-diagnosis of android prob­
lems is also possible. Potential saturation of core or 
auxiliary memory is not difficult to program and to 
announce to the user. The android can even detect 
when it i~ reaching a saturation of computational 
time. The android can keep rough track of how much 
time is spent in useful programs and how much time 
is spent in training and idle time. Compilers are 
available in current industrial control computers and 
eliminate the conversational problem of the user 
talking to a machine in assembly language. Pew com­
piler offerings provide the ultimate in communication 
but are a step in the right direction. PORTRAN­
based compilers offer the engineer the opportunity 
to speak in a mathematical language somewhat akin 
to his; however, none offer the syntax devoted to 
training the human operator. But it can be done if the 
syntax used in training can be defined. 

Systematic detection of responsibilities can also 
be programmed now. It is a more difficult thing than 
merely adding responsibilities because the android 
may be simultaneously executing that responsibility 
when the deletion is requested. A deletion of a re­
sponsibility can be permitted only when it does not 
upset current real-time programs. It is not a simple 
matter of erasing a program previously defined. 

Traits that cannot be economically 
programmed now 

Heuristic judgment is currently being programmed 
in large computers, but is not economically attainable 
in small computers such as found in industrial con­
trol. Self-learning ability would be an ideal trait of 
the android but unfortunately must await future tech­
nological development of the state-of-the-art of pro­
gramming. 

An android that can express lack of understanding 
is also somewhat in the future. While it is possible 
and presently attainable for a compiler system to 
issue diagnostics about obvious misuse of the syntax 
and misrepresentation of data declaration, anything 
beyond that is currently unattainable. 

The trait of curiosity is also a heuristic ability. 
The android is only curious about what it has been 
told to be curious about, and that is not true curiosity; 
it is only an expression of the programmers will. 
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It may be possible to program the android to ex­
press "curiosity" about everything that occurs by 
causing it to print many messages, but this converts 
the android into a gabby operator to whom no one 
listens. 

There are some aspects of self-diagnosis which are 
beyond programming today. Ideally the android would 
be able to predict that it was going to collapse in the 
near future or that some small aspect of it was in 
trouble nO\I/ or that it \I/as currentl)l having localized 
problems. Although vendors produce test programs 
for manufacturing personnel to locate problems during 
hardware checkout, these programs have rarely been 
successfully incorporated into a real-time system. 

Some projects are currently investigating a form of 
mobility for the computer. They have attached TV 
cameras as eyes and pseudo limbs as arms and per­
haps some time in the future an economical version 
of a completely mobile android will occur, but not 
now. This android must sense the process from a 
fixed position and must have every input brought 
to it and every output taken from it by electrical 
means. It cannot stroll over to a recorder or to a 
manual station and expect to influence the process. 

The android as a student 

Programming the digital computer requires a me­
thodical approach. 'Pirst, the source program is in­
troduced and the android as a student must interpret 
what has been told to it and digest it in its own time. 
The android must be able to announce basic mis­
understandings about syntax and data declaration. 
This too can be done by Current compilers. Once the 
source program has been accepted by the android, 
a debugging procedure is entered. The teacher does 
not allow the android to assume total responsibility 
and execute the program in real-time affecting the 
process. Rather, the teacher approaches debugging 
in a very cautious way. Artificial in outs are introduced 
to see what the android's program will do about 
them. All outputs are trapped, no output is allowed to 
go through the process. Instead, the output generated 
by the programs are simulated onto a typewriter so 
that the teacher may evaluate them. When the teacher 
is satisfied that synthetic inputs are being satisfac­
torily handled by the android's program it may permit 
the android to accept real inputs but still trap the 
outputs and type them for evaluation. This process 
proceeds at a pace set by the teacher (the program­
mer) who evaluates the programs according to a 
methodical, established debugging pattern. Even­
tually the teacher will allow the android full re­
sponsibility toward this program. The android then 
assumes responsibility. 
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Background compilation is quite common these 
days and, to some degree, introduction of a back­
ground-produced program to a real-time foreground 
program is permitted. However, a methodical de­
bugging of limited yet expanding responsibility has 
not yet been done. It requires simulation of the in­
puts and output to the process. This can be done with 
today's technology of programming. Programs to 
accomplish that simulation would probably take a 
considerable amount of memory. 

The compilers currently being utilized have the 
ability to accept data declaration and predefined 
verbs as a mechanisfor communication. The lan­
guage requirements of the industrial process user 
dictate the necessity for the user to define new 
verbs to the compiler within a limited syntax. He 
must have the ability to teach the nouns and verbs 

commonly associated with his process in order that 
future communications are in a domain familiar to 
his environment. The associated processing pro­
cedure for such verbs as alarm, read, analog point, 
compare against limit, and set control point must 
be definable in order that future reference is under­
standable. This capability is not impossible because 
a procedural language such as FORTRAN can be 
used to obtain problem-oriented capability. (D YS­
TAL and SNOBAL are typical of such language.) 

The android approach can be to industrial control 
computer programming what FORTRAN was to 
scientific computer programming - a basic system 
usable· across the full breadth of the field while still 
permitting adjustment by the user to particular 
applications. 
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