






































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































AN1203 

A Software Method for Decoding the Output 
from the MC14497IMC3373 Combination 
Prepared by: Steve Reinhardt 

The electronics industry has used infrared media asa simple, 
easy, and effective method of wireless communications over 
short distances. It is not without its problems since simple on/off 
modulation is affected by the many infrared sources in our envi­
ronment today. To provide immunity from the noise created by 
lamps, lighters, electronics, and even humans, the IR carrier is 
modulated at a rate that would not occur in nature. The industry 
has settled on around 40 kHz as the modulation frequency. 

The data that is transmitted usually takes the form of AM (or 
CW-continuouswave); that is the carrier istumed on and off for 
variable periods of time. Some have used a FM scheme, where 
the modulation frequency is changed to represent 1 or O. The 
output of detectors is generally the same: that is a logic 0 repre­
sents a presence of carrier in AM, or one of the frequencies in 
FM. A logic 1 then represents no carrier in AM, or the second fre­
quency in FM. 

The encoding of the data varies widely, from schemes that 
encode the data as variable pulse widths, constant length cod­
ing schemes, or simple ASCII, to the biphase scheme used in 
the MC14497. Any of these schemes can be decoded by the use 
of a microcomputer that has a timer, such as the MC68HC05 
family or the MC68HC11 family of parts. 

THE MC14497 

The MC14497 is a complete building block for IR data trans­
mission, lacking only a high current driver to power the IR LED 
(or LEOs, depending on the range required) such as the 
MLED81. The chip limits the duty cycle of the LED t.o about 10%. 
The use of an inexpensive ceramic resonator generates the 
31.25 kHz carrier. A simple SPST matrix keyboard completes 
the transmitter. 

THE MC3373 

The MC3373 is a companion chip to the MC14497. It pro­
vides all of the front-end signal processing to interface an I R 
photo detector, such as the MRD821, to a TTL level. It includes 
the gain stages, with automatic background level control (AGC), 
a simple frequency discriminator to eliminate interference from 
other sources, and a wave shaper ·that generates a TTL or 
CMOS output level. The MC3373 does not decode the data, it 
merely reconstructs it in logic level form (the way it was trans-
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mitted) to facilitate decoding. It too requires few outside compo­
nents, such as a tuned circuit and a few capacitors for wave 
shaping. Care must be taken in circuit layout, as this device op­
erates at very high gain to accommodate the low level input sig­
nal from the photodetector. Since there are frequency sensitive 
components in the circuit, it is best to minimize lead lengths, 
work on a ground plane, and perhaps even put a shield around 
the components that make up the receiver. 1 

THE ENCODED BIT STREAM 

To understand how to decode the data from the MC14497, it 
is important to understand what is transmitted. Each word trans­
mitted consists of an AGC burst, a start bit, and 6 data bits. The 6 
data bits represent 64 individual channels (0-63). However, 
channel 63 (111111) is never sent. 

The carrier frequency is determined by dividing the oscillator 
frequency by 16. For a 500 kHz resonator, the carrier is 31.25 
kHz. The baud rate (signalling rate) is equal to the carrier divided 
by 32, orthe oscillator divided by 512. Again, for a 500 kHz reso­
hator, the baud rate is approximately 976 bps. Each command 
word takes approximately 8 ms to send. 

Refer to Figure 1. Data is the representation of the channel 
code (001010, channel 1 0). Carrier represents the output of the 
MC14497. Recovered is the signal that is output from the 
MC3373. Notice that the data is inverted, or normally high. 
When a key is pressed, the chip sends a signal to setup the AGC 
in the receiver. In the AM mode, which is most common, each 

transmitted word is preceded by a 512 Ils burst (oscillator di­
vided by 256). One bit time later, the start bit is sent. The bi­
phase modulation scheme then uses the position of a carrier 
within the bit time to represent the data value. Refer to Figure 2. 
The presence of carrier immediately after the bit time boundary 
represents a 1. The lack of the carrier represents a O. The phase 
then changes so that there is a constant modulation, with clock 
edges on each bit time boundary. This feature is important in 
some communications schemes, but is not important here. 

If a key is held down, the code is repeated at 90 ms intervals. 
See Figure 3. This results in a duty cycle of about 1 0% so that the 
IR LED can be pulsed at high peak power. At this duty cycle, the 
MLED81 can tolerate peak currents well in excess of 100 mAo 
Once a key is released, the MC14497 automatically sends the 
code for channel 62 (111110), which indicates end of 
transmission (EOT). 
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THE DECODING METHOD 

Refer to Figure 4. The letters refer to time slices shown on 
Fig. 4. The pseudocode to decode the data looks like this: 

Main: 
Set up an interrupt to look for the start bit transition. 

Interrupt: 
Capture the timer value and save it.(a) 
Look for the next transition(b), capture the timer value 

and subtract the saved value. This is the bit time 
value. Save it. 

Add one quarter bit time value to the timer, and set an 
interrupt for when it times out. (c) 

At that interrupt(c-i), look for the value, and set the 
carry bit accordingly. 

Add the bit time to the timer, and set the interrupt. 
Shift the carry into the data storage location. 
Have we got the six bits plus start? If not, repeat, other­

wise we're done with this word. 
Is the word EOT (channel 62)? if not, the key is probably 

repeating. If it is, the message is complete 

MC68HC11 PROGRAM LISTING 

start Ids #$ FF 
Idaa #2 
staa TMSK2 
Idaa #l 
staa TMSKl 
staa TFLGl 
Idaa #2 
staa TCTL2 
Idaa #6 
staa count 

main 

THE MC68HC11 PROGRAM 

This chip is easy to use because of the 16-bit add (ADDD) 
and subtract (SUBD) features which can used to service the 
timer. The MC68HC05 devices lack this, but do provide an add 
with carry (ADC) to implement 16-bit adds. 

Port A pin 3 (PA3) is used as the input from the MC3373. 
This is an input capture pin (IC1). The output compare feature 
is required to generate the bit clock, though an output pin is not 
necessary. 

THE MC68HC05 PROGRAM 

The code for the MC68HC05 is a little different. First, since 
the state of the input capture pin cannot be read, the data must 
be routed to another pin. Therefore, PA7 is used to sample the 
data. The intemal output compare interrupt is utilized to set the 
baud clock. 

"'load the stack pointer 
·set prescaler to 14 
"'by writing to TMSK2 register 
"'enable input capture 3 functions 
*TMSKI enables the interrupt 
*TFLGI clears the flag 
"'look at falling edges 
·by writing to TCTL2 

"'number of bits to assemble 
·end of initialization 

"'main program 

"'Input capture interrupt service routine. The first time through, the 
·value of the timer is saved. the second time through. the difference 
"'is calculated, determining the bit interval, and the time slice is 
..... shifted. by one quarter bit interval for sampling the data. 

t.imeint brset flags. 0, next ..... input capture 3 interrupt routine 
Idd #51014 ..... save the timer value from the first edgela) 
std saveit "to time the baud rate 
bset flags, 0 ..... bit 0 in flags indicates first edge 
bra endint ..... exit interrupt cleanly 

next Idd #$1014 ..... get the timer value(b) 
subd saveit ..... subtract the first value(b-a) 
std baud ..... save that in baud 
lsrd *divide by 2 
Isrd ..... divide by 4 
addd #$1014 ..... add 1/4 bit time to the timer 
std OUTCl ..... store to output compare 1 
ldaa #$FE ..... clear the mask 
anda TMSK1 ..... without disturbing other bits 
staa TMSKl ..... disable further input compare interrupts 
bclr flags,O ..... clear first edge flag bitendint 

endint Idaa #l ..... setup to clear flag for next edge 
staa TFLG2 ..... and writing to TFLG2 
rti ..... wait for next edge 

..... Out.put compare interrupt service routine. Each time an interrupt 
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*occurs, sample the input line and shift the equivalent value 
*into the data register. Do so for all six data bits, then word 
*is complete. 

biti:q.t 

next2 

ldaa 
anda 
rora 
rora 
rora 
erne 
ldaa 

·rola 
staa 
dec 
bne 
bset 
bra 
ldd 
addd 
std 

PORTA 
#4 

data 

data 
count 
next2 
flags,l 
endin 
OCl 
baud 
OCl 

ldaa #l 
staa TMSK2 

endin rti 

MC68HCOS PROGRAM LISTING 

start Ida #$CO 
sta TCR 
Ida #$0 
sta PADDR 
Ida #6 
sta count 

main equ 

*get the present value of the data 
'mask all but PA3, the input 
*shift towards carry 
*once more 
*now the input bit is in carry 
*data from 3373 is inverted 
*get the saved data byte 
*rotate the carry in 
*save the byte 
*the numtier of bits is complete? 
*not done,yet 
*we're done 
*no more in this word 
*get the last timer value 
*add the baud interval 
*store it for the next interrupt 

*and clear 'the flag for the next interrupt 

*set up timer control register 
*interrupts enabled, negative edge 
* make sure port a is an input 
* write to data direction 

*number.of bits to assemble 

*main program 

*input capture service routine. The first time through, the value of 
*the timer is saved. The second time through, the difference is 
*calculated, determining the bit interval. The time slice is shifted 
*by on~ quarter time for sampling the data. 

*timeint brset flags, 0, next 
Ida ICH 
sta saveit 
Ida ICL 
sta saveit+l 
bset flags, 0 
bra endint 

next Ida ICL 
sub saveit+l 
sta byte+l 
Ida ICH 
sbe saveit 
sta byte 
lsr 
sta OCH 
Ida byte+l 
ror 
sta OCL 
Ida OCH 
lsr 
sta OCH 
Ida OCL 
ror 
sta OCL 
Ida #$7F 
sta TSR 
bclr flags, 0 

'grab the high byte 
*store it 
*then the low byte 
* and save that. 
*got first edge flag 

*get the new low byte 
*subtract the old low byte 
*and save the result 
'get the new high byte 
*subtract the old, with carry 
*save the byte interval 
*divide by two 
*to output compare 
*get low byte 
*use ror to get carry in 
to output compare 

*finish divide by four 
*mask off input capture 
*by writing to timer status 
'clear first edge flag bit 
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endint rti 
*output compare service routine. For each interrupt that occurs, 
*sample the input line and shift the appropriate data bit into the 
*data register. 00 so for all six bits, then word is complete. 

bitint Ida PADR *get the data bit value 
lsl *get the data to carry 
Ida data *get the data byte 
rol *and assemble the byte 
sta data *to data 
dec count *check to see if all done 
beq endbit *exit if done 
Ida OCL 
add byte.1 *set up the next interrupt 
sta OCL *write to DeL resets flag 
1da OCH 
adc byte *use add with carry to do 
sta OCH 
rti 

endbit Ida data *get the word 

16 bit 

coma *remember the data was inverted 
and #$SF *and there were only 6 bits 
sta data 
bset flags. 1 *word ready flag bit 
rti 
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HI HI.lo,lcal 
Inlo"""llon ANE405 

BI-dlrectlonal Data lransfer between 
MC88HC11 and MC8805L3 using SPI 
by 
Rlclulrel SoJ., Motorol., EKB 

INTRODUCTION 

One of the most powerful features shared by a 
wide range of Motorola MCUs is the Serial Peripheral 
Interface (SPI). It is primarily designed to operate as 
a synchronous, 8-bit communication system and is 
implemented entirely with on-chip hardware. This 
frees the CPU for other tasks and ensures a minimum 
of software overhead associated with the SPI 
system. 

The SPI is available in two basic forms: 
1 . Level 1 SPI - implemented on the 

MC68HCll, HC05C4 MCUS, 
2. Level 2 SPI - implemented on the 

MC6805S2/S3/L3/L8 MCUs. 
Note that the HCMOS family of MCUs only 

support levell, while level 2 is implemented only on 
HMOS MCUs. 

Though both levels of SPI can communicate easily 
with each other, level 2 has a number of additional 
capabilities, including asynchronous communica­
tion. This application note is aimed at describing a 
method of achieving synchronous communication 
between a levelland level 2 SPI, and details the 
subtle relevant differences in the on-chip implemen­
tation of each. 

DESCRIPTION 

The two MCUs used in this application are the high 
performance MC68HC 11 and the low cost 
MC6805L3. 

Data is transferred between the MCUs on a single 

MC68HC11 

bi-directionalline, with the clock supplied on an addi­
tional line. Also, to ensure initial synchronisation 
bdtween each MCU, a software handshake 
sequence is implemented on the same lines which 
provide the clock and data. This has the considerable 
advantage of minimising the number of lines 
between each MCU as additional control lines are 
not needed. 

The handshake sequence is also necessary for two 
other reasons; the 6805L3 receive data register is 
unbuffered, and it is not possible for the 6805L3 to 
stop transmission of data from the 68HC 11 by 
inhibiting the clock signal. The fact that the 6805L3 
data register is unbuffered means that, if a hand­
shake sequence was not implemented, new data 
could begin to get clocked in before the previous 
data were read. Also, the on-chip configuration of 
the 68HCll's SPI means that, if an attempt were 
made to slow down or stop its clock during transfer 
of a byte, there would be a resultant loss of syn­
chronism between the transmitting and receiving 
MCUs. 

The 68HC11 software is implemented as the clock 
master (i.e. it provides the clock output), while the 
6805L3 is the clock slave. As there are no other 
clock masters or slaves in the system, software is 
kept to an absolute minimum. In fact the main 
transfer routine (XFER) for the 68HCll is only 27 
bytes long, while the 6805L3 uses only 30 bytes. 

The other significant advantage of this imple­
mentation is that none of the 6805L3 timers are 
required for SPI operation, ,thus ensuring a minimal 
impact on any other application dependent tasks the 
MCU may be executing. 

P02 

P03 MC6805L3 

SCK ~----~~------~------~ P01 
POO 

Outpul Output 
Figure 1. Hardwara Imp!emantation 
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Configuring the MCU. 
The method of configuring each MCU for bi­

directional data transfer is slightly different, due to 
the differences in their SPI silicon implementation. 
Figure 1 shows the hardware implementation. On 
the 68HC11, the input and output pins must be con­
nected together externally. On the 6805L3, this can 
be done internally by software, thus requiring only 1 
external data I/O pin. The other 6805L3 SPI data pin 
is now free to be used in any other way. 

As the slave select (55) pins are unused by either 
MCU, they must be configured as outputs to prevent 
SPI fault conditions occurring. 

The spare 6805L3 data pin (PD3) is used to 
control the bi-directional data line, thus providing a 
handshake signal to the 68HC11. The 68HC11's 
handshake is on the clock line, and is controlled by 
disabling and enabling its SPI. 

Data tran.fer and timing 
Figure 2 shows details of the handshake 

sequence. The significant point to note from Figure 
2 is that the handshake sequence is implemented 
purely in software, while the 8-bit data and clocks 
are generated by the SPI hardware. 

To prevent data contention, both during data 
transfer and during the handshake sequence, both 
SPls must operate in wired-or (open drain) mode. On 
the 6805L3, this is done by setting bit 3 in the 
miscellaneous register, while on the 68HC11, bit 5 
of the SPI control register must be set. The SPI 
utilised on the 68HC05 family of MCUs does not 
support this open-drain option and cannot, there­
fore, be used in this application. 

The clock format is: idle low, data output on 
positive edge and sampled on negative edge. 80th 
SPls must be configured to operate with the same 
clock format (see Figure 2). Eight data bits are 
transferred, at a maximum clock rate of 125 kHz, 

68HC11: 
Tabl.1 

Transmit Receive 
ACCA AcCA 

Entry Data to send $FF 

Exit Data sent Data received 

which is limited by the 6805L3 SPI. Data transfer is 
preceded by the handshake sequence, which 
ensures that both MCUs are in the correct state, and 
ready to transfer a new byte of data. 

The most significant bit of data appears first, on 
the rising edge of the first clock. Data is latched into 
both SPI shift registers on the falling edge of the 
clock. Once the last data bit is latched, the data line 
is released high. This is necessary to ensure correct 
operation of the handshake sequence. When the 
68j!tC11 is acting as a transmitter, this state occurs 
automatically - as a by product of its SPI hardware 
implementation. However, on completion of data 
transmission from the 6805L3, the LSB is perm­
anently maintained on the data line, so its driver 
routine has been designed to ensure that the data 
line is always restored to the high state. 

Software routine. 
A glance at the software listing (see Appendix 1) 

reveals that the transmit and receive routines for 
each MCU are essentially the samel The entry and 
exit conditions of each are as shown in table 1. 

On the 6805L3, the X register dictates the 
operating mode of the transfer routine. This is 
necessary because the same 1/0 pin is used for 
transmitting and receiving data, so its data direction 
register must be changed appropriately (by the' 
contents of X). 

On the 68HC 11, separate pins are used for 
transmitting and receiving data, so their DDR pins 
are set up once only in the initialisation routine. 

There are other important subtle differences. Prior 
to reception of data, the 6805L3 SPI data register 
content is irrelevant, while the 68HC 11 SPI data 
register must be loaded with $FF, to prevent data 
bus contention. This could occur with the 68HC 11, 
in this application, because data is simultaneously 
output to and read back on the same external line 

X Reg = base address of I/O Register 
block (normally $1000). 

X Reg = unchanged 

All other registers are unused by the 68HC11 transfer routine. 

6805L3: 

Transmit Receive 

ACC X Reg ACC X Reg 

Entry Data to send $5 Don't care $1 

Exit Data sent $0 Data received $0 
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during data transfer. Loading$FF into the 68HC11 
data register ensures that this data is replaced by 
that transmitted from the 6805L3. 

Note that. as the 68He 11 is the clock master. it 
must provide the clock signal. not only when trans­
mitting data. but also when receiving data from the 
6805L3. It does this by writing to its SPI data 
register. 

Completion of data transfer is indicated by a single 
flag bit (SPIF). On the 6805L3. this is bit 7 of the SPI 
control register. while' on the 68HC 11. it is bit 7 of 
the SPI status register. This flag bit is used to indi­
cate completion of either transmission or reception 
of data. 

Flag clearing techniques are quite different for the 
68HC11 and 6805L3. On the latter. the SPIF flag is 
cleared simply by writing '0' to the flag bit. On the 
68HC 11. a two stage operation is required to clear 
the SPIF flag; the SPI status register must first be 
read. with the flag set. followed by an access of the 
SPI data register. 

An examination of the SPI software drivers shows 
that on completion of a data transmission. the SPI 
data register is read again. This data should be the 
same as that transmitted. and provides information 
on whether data contention or corruption occurred 
during transfer. This facility could be incorporated in 
a data validation routine to improve reliability of data 
transfer. 

SCK 

DATA 

o 
o 
o 
o 

Master sends 'slave listen aad,ess' = 1 

Maste, sends byte count = 2 

Maste, sends 2 bytes of data 

SPI goes idle 

The key features in this implementation are: 
1. An orderly start-up sequence to ensure the 

correct initial synchronisation. As the 6805L3 
is the slave. its initialisation routine is not exited 
until it detects a low on the clock line - this 
will occur only when the 68HC11 gains control 
of the SPI. Before this happens. all 1/0 pins are 
set to inputs. so the clock line will be pulled 
high by the external resistor. 

2. A well defined transfer protocol is used. The 
master device (I.e. 68HC 11) must always 
dictate the data transfer direction and the data 
stream size must be specified by the currently 
selected transmitter. so that the receiver 
knows when the last byte has been sent. 

The transfer protocol operates such that after 
initialisation. the master MCU (68HC11) transmits a 
control byte to the slave (6805L3). This control byte 
selects the subsequent data transfer direction and is 
either a slave listen address or a slave talk address. 
If it is a slave listen address. then the 6805L3 stays 
in receive mode. The next byte indicates the total 
number of bytes to be received. followed bV the data 
stream (see Figure 3). 

Once the last byte is transferred. the 6805L3 can 
await a new control byte. or alternatively it can 
return to some other task. such as processing the 
previously received data. Similarly. at·this point. the 

Figure 3. Master Transmitter - Slave Receiver 
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master transmitter 168HC111 can retum to another 
task. or send a new control byte. 

If the control byte now sent is a slave talk address. 
then the 6805L3 will switch to transmit mode. and 
the master will switch to receive mode. The 6805L3 
will send a byte count, followed by the data stream 
to the master Isee Figure 41. 

Note that. once the last byte is transferred in 
either direction. both processors are free to continue 
other tasks or attempt a new data transfer. The 
handshake sequence always ensures synchronisa­
tion of data transfer. independent of the response 
time of either MCU. 

CONCLUSION 

Potential uses for this type of data transfer are in 
applications which require remote interrogation of an 

SCK 

DATA 

Master sends 'slave talk address' = 2 

Slave sends byte count = 2 

Slave sends 2 bytes of data 

SPI goes idle 

MCU based system via a minimal number of lines. 
such as: 

e Development and diagnOSis of engine 
management systems 

e Smart card and key card security applications 
elnstrumentation and dosta l0l!ging equipment. 

APPENDIX 

The demonstration programs listed in the follow­
ing pages simply transfer a string of characters from 
the 68HC11 to the 6805L3. which converts them to 
upper case and sends them back again. 

The HC11SPI program is listed on pages 6 to 7; 
the L3SPI program on pages 8 to 10. 

o 

Figure 4. Muter Receiver - Slave Trenamltter 
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M:lTOROlA M51K11 X-AsSEMBlER 2.10 SYS : 1030.SPI .!-C11SP! .~ Of/30/87 13:(£: 11 

1 P •••••••••••••••••••••••••••••••••••••••••••••••••• 
2P • !-C11SP! '1/9/~ • 
3P • • 
'I P • SPI TRANSFER WITH HANDSHAKE ON SPI DATA ANO • 
5P • CLOCK LINES. THIS IS NECESSARY AS !-c11's CLOCK • 
6P • ·CANNOT·BE SLOWED BY SLAVE DEVICE. • 
7 P • 
8A (XXJ8 PffiTD EIlI 8 
9A (Xl)9 !XRD EIlI 9 

10 A 0028 SR:R EIlI $28 
UA 0029 SPSR EIlI $29 
12 A 002A SFm EIlI $2A 
13 A 002'l 1MSK2 EaJ $2'l 
1'1 A 0025 TFLG2 EIlI $25 
15 P • 
16 A 001l MISO EIlI 'I 
17 A (XXJ8 tomI EIlI 8 
18 A 0010 SO< EIlI $10 
19 A 0000 SPIF EIlI $00 
20A 00'l0 SPE EIlI $'lO 
21 P • 
22A 0000 CRG $0 
23 A 0000 0001 TIt-Ca.tlT Rf£ 1 
2'l A 0001 lC Mrol FCB 28 NuMBER OF BYTES IN DATA BLOCK 
25 A oo:e 62692OOl69 Fa; IBI-DIRECTIONAL DATA TRANSFERI 
26A • 
27 A cooo OOG SCOOO LOAD INTO EVB RAM 
28 A COOO BEoo35 START LOS #$35 BUFFALO USES RAM ABOVE THIS 
29 A c003 OO~ BlR INIT 
30 A C005 10CE0001 STARn LDY 1#Mro1 Y POINTS TO BEGINNING OF DATA .BLOCK TO TRANSFER 
31 A coos 8D08 BlR SEN) TRAN91IT BLOCK TO SLAVE. STARTING WITH BYTE CO~T 
:2 A coos 18::Eoool LDY I#MSGI RE-INITIALISE POINTER TO DATA BLOCK 
33 A COOF !Il17 BlR READ AND READ THE BYTES BACK. 
3'l A COU 2(J"2 BRA STARn 
35A 
36A COB SEN) EIlI • ENTER WITH Y POINTING AT BYTE COUNT OF DATA BLOCK. 
37 A COB 8601 UlIIA #1 CoMMAND SLAVE TO RECEIVE 
38 A Cot5 SEA BlR XFER 
39 A C017 18A6XJ UlIIA .Y Now SEND SLAVE THE BYTE COUNT. 
'lO A COlA 16 TAB BUT 1ST STORE IT IN BYTE CO~TER. 
41 A COIB !Il3'l B~ XFER 
42 A COlD 1!ll8 SEN)l INY PoINT AT NEXT BYTE 
43 A COIF 18A6XJ L!lIIA .Y 
4'l A C~ !Il<D B~ XFER AND SEND IT 
'IS A C~4 SA [ECB UNTIL ALL DONE 
46 A C~5 2Ef6 BI'f SEN)l 
'17 A ~7 39 RTS 
48 A 
49 A C~8 READ EIlI ENTER WITH Y POINTING AT BYTE CO~T OF DATA BLOCK. 
50 A C~8 8602 L!lIIA #2 COMMAND SL AVE TO TRAN91IT 
51 A CceA !Il25 BlR XFER 
52 A C02C ffiFF L!lIIA #SFF ~W READ BYTES BACK FROM SLAVE. 
53 A ~E !Il21 BlR XFER 1ST BYTE IS BYTE COUNT SO 
54 A C030 16 TAB STORE IT IN BYTE COUNTER 
55 A C031 1811700 STM .Y THEN STORE IT AT BEGINNING OF DATA BLOCK. 
56 A C03'l 1!ll8 READ1 INY BUMP POINTER 
57 A C036 ffiFF L!lIIA #SFF 
58 A C038 !Il17 BlR XFER THEN CONTINUE TO READ 
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ftlTOROlA tm£11 X-AsS~BlER 2.10 SYS :1<m.SPI .H:USP! .SA fJl/30/87 13:(2:U 

59 A (l)3A l8AiOO 
OOActm5A 
61 A C03E 2Ef1f 
62 A 00f0 39 
63A 
6'f A 0011 
65 A 0011 CEl<XXl 
ffi A 00I1f 8338 
67 A 0016 AI09 
68 A 0018 8676 
69 A <XWI A728 
70 A C(JIC 1J)18 
71 A COlE Ai08 
72 A C(B) 39 
73A 
lIfA 
75 A 
76A 
77A 
78 A 
79A 
00 A Cffil 
81 A Cffil IF(lI)If"C 
82 A C055 ID28'lO 
83 A C058 1EOOIFC 
8If A CtliC 1C281fO 
85 A C05F IFOImFC as A 00i3 A72A 
87 A COOS IF2!BFC 
88 A ro;g Af!2A 
89AWiB~ 
9JA 
91 A 
s:!A 
93A 
~A 

STM 
IICB 
Br£ 
RTS • 

INIT EW 
LOX 
LLV\A 
STM 
LOO 
STM 
UM 
STM 
RTS 

.Y 
READI 

• 
#$1(XX) 
#$38 
a:m.X 
#$76 
SftR.X 
#$18 
PlRID.X 

AND STORE BYTES 

UNTIL AlL DONE 

ENABLE OUTPUT HODE ON SS.g](.tmI. INPUT ON MISO 
(WITH SS AS OUTPUT. MODF IS DISABLED.) 
ENABLE SPI AS 12SI<HZ CLOCK HASTER. WIRED-OR HODE 

SET DATA & CLOCK OUTPUT BUFFERS TO L06IC '1' 
TO GENERATE ACKNOWLEDGE CLOCK. 

• •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
• BIDIRECTIONAL DATA TRANSFER. WITH • 
• HANDSHAKE ON CLOCK & DATA LINES. • 
• ENTERED WITH DATA IN KJ:A. SPI ENABL ED. • 
• CLOCK LOW. DATA LINE DETERHINED BY SLAVE DATA PIN.· • 
XFER 

• 

EW 
BlUR 
OCLR 
BRSET 
BSET 
BlUR 
STM 
BlUR 
LLV\A 
RTS 

• 
POOID.X.IIMISO.· 
SftR.X.fIS~ 
POOID:X.fIt1ISO.· 
SR:R.X.fIS~ 
POOID.X.fIt1ISO.· 
srm.X· 
SPSR.X.flSPIF.· 
SIm.X 

• mG $FFFE 
• Fm START • 

00 

1ST WAIT FOR SLAVE TO RELEASE DATA LINE. 
SEND ACK ON CLOCK LINE. BY DISABLING SPI 
WAIT FOR SlAVE TO ACkNOIl.EDGE. 
ENABLE SPI. CLEARING CLOCK LINE. 
WAIT FOR SLAVE TO RELEASE DATA LINE.THEN 
START SPI TRANSACTION BY WRITING DATA. 
Now WAIT FOR TRAN91ISSION CII1PlETE Fl~. 
CLEAR SPIF. AND READ DATA 
BEFORE RETURNING. 

••••• TOTAL ERRORS ~- 0 
..... TOTAL WIRNINGS ~- 0 

SYKn TABLE LISTING 

Swm.. NAME SECT VALt£ Svma:. NAto( SECT VALt£ 

IlR) A am SR:R A CXk?8 
!NIT IS. OOIf Sim A ~ 
MISO A lID! S~ A roro 
tmI A IlXll SPIF A (X8J 
11$1 A <XXl1 SPSR A ems 
POOID A IlXll START A C<XXl 
READ A CC28 STARn A c005 
READ1 A C03If lFLG2 A 0025 
OCK A 0010 IDmtH A 0000 
SEt() A C013 lMS<2 A <mIf 
SENlI A COlD XFER A Cffil 
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ttlTOROLA t'6OO5 X-AsSEHBLER 2.00 SYS :l030.SPI .l3SPI .SA OO/CJI/86 17:5?: 15 

1 P •••••••••••••••••••••••••••••••••••••••••••••••••• 
2 P • l3SPI 4/9/86 • 3 P • • 4 P • HANDSHAKED BIDIRECTIONAL DATA TRANSFER • 
5 P • BETWEEN 60051..3 & 681£11 USING SPI. • 
6P • Hell IS CLOCK HASTER. • 
7P •••••••••••••••••••••••••••••••••••••••••••••••••• 
8P • 
9A (l)(l) POOTA E(JJ 0 

10 A 0003 POOm E(JJ 3 
llA 0004 ImA E(lJ 4 
12 A 0007 rmo E(JJ 7 
13 A 0008 TAIYIT E(JJ 8 
14 A 0009 TACR E(lJ 9 
15 A flXlt\ MI~ WJ $A 
16 A em:; lBlYIT E(JJ $C 
17 A (l)(l) TBCR E(JJ $0 
18 A OOOE SPIIYIT E(JJ $E 
19 A CXXF SPICR E(JJ SF 
20A 0010 PRE~l E(JJ $10 
21 P • 
22A (l)(l) ss E(JJ 0 
23 A 0001 SCI< E(JJ 1 
24A 0002 SIYI E(JJ 2 
25 A 0003 CLAI1' E(JJ 3 DATA LINE CLAMP ON 03 
26 A 0004 SPE E(JJ 4 
27 A 0007 SPIF E(JJ 7 
28 P • 
29A 0020 ffiG S20 
30 A 0020 0001 BYTCm Rr13 1 
31 A 0021 0001 OMlEN Rt13 1 
32 A 0022 0028 rnTA Rt13 40 RESERVE ENOUGH SPACE FOR RECEIVED DATA. 
33A • 
34A 0080 ffiG $80 
35A 0080 START E(JJ • 
.36 A 0080 AO!D BSR INIT INITIALISE SPI. AND WAIT FOR Hell TO BECOME READY 
37 A 0082 4F ClRA 
38 A 0083 AEOI STARn lOX #1 1ST RECEIVE COMMAND BYTE 
39 A 0085 A04C BSR XFER 
40 A 0087 AWl CMP #1 IF SLAVE REQUESTED TO LISTEN. THEN 
41 A 0089 2706 BEQ READ READ MORE DATA. 
42 A 0088 Ala? O1P #2 IF SLAVE REQUESTED TO TALK. THEN 
43 A 0000 271A BEQ SEND SEND DATA TO HASTER. 
44 A oo8F 2OF2 BRA STARn 
45 A 
46 A 0091 READ E(JJ 
47 A 0091 AEOI lOX #1 
48 A 0093 A~ BSR XFER GET NEXT BYTE. WHICH IS BYTE COUNTER. 
49 A an; B720 STA BYTCm 
50 A 0097 B721 STA ~TLEN ALSO STORE VALUE AS DATA LENGTH. 
51 A IXm AEOI REAOI lOX #1 Now READ ALL REMAINING BYTES 
5? A 0093 A036 BSR XFER 
53 A OOSO BE20 lOX BYTCm 
54 A oog:- Aa?O SLB #S2O (CONVERT LOWER CASE TO UPPER CASE) 
55 AOOAI E722 STA rnTA.X AND STORE IN BUFFER 
56 A mA3 3A2O IE BYTCm 
57 A mAS 2a:2 BNE REAOI UNTIL ALL DONE. 
58 A mA7 au BRA STARn AND RETURN. 
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ttlTOROlA ffiOOS X-ASSEHBlER 2.00 SYS : 1030.SPI .Ll)Pl .S\ f13101/86 17:52: lS 

59A 
60A ~9 
61 A CXYI9 8621 
62 A OOAB B720 
63 A roAD AECl> 
ffi A OOAF A022 
65 A 0081 BE20 
ffi A 0083 E622 
67 A OO8S AECl> 
68 A 0087 AOlA 
69 A 0089 3A2O 
70 A OOBB 2G"1f 
71 A 0080 2OC1f 
72A 
73 A OOBF 
71f A OO8F Affi8 
75 A ax:l B70A 
76 A ax:3 AEm 
77 A ax:s B703 
78 A ax:7 AaJ9 
79 A ax;g B707 
80 A ax:B Affilf 
81 A ax:0 BM 
82 A ax:r (2()3F0 
83 A 0002 81 
8'lA 
85A 
86A 
87 A 
88A 
89A 
!Xl A 
91 A 
fJ2A 
93 A 
9If A 0003 
95 A 0003 0303F0 
9) A cn:x; 1703 
97 A 0008 Q2(N0 
~ A (l)OB B7tI: 
99 A am 1/lF 

100 A <nf BF07 
lOlA 
102 A roE 1 Affilf 
103 A roE3 AEOO 
101 A roES OHfFO 
105 A roE8 BM 
tffi A mEA BaJE 
107 A roEC BF03 
108 A roEE BF07 
109 A OOFO 81 
110 A 
111 A 

• 
SEN) 

SOOl 

• 
INIT 

• 

EIll 
L£YI 
STA 
LOX 
Bffi 
LOX 
L£YI 
LOX 
Bffi 
OCC 
Bt£ 
BRA 

EIll 
L£YI 
STA 
L£YI 
STA 
L£YI 
STA 
L£YI 
STA 
BRSET 
RTS 

• 
£YITLEN 
BYTCNT 
IS 
XFER 
BYTCNT 
£YITA.X 
H5 
XFER 
BYTCNT 
SENDI 
START! 

• 
IS48 
MIS:; 
ISO 
PffiTO 
H9 
OORO 
1$1f1f 
SPICR 
&:K. PffiTO. • 

GET LENGTH OF DATA 
AND STORE IT IN BYTE COUNTER. 

SEND BYTE COUNT TO HASTER. 
Now GET NEXT BYTE TO SENO IN AOC 

SEND IT TOHASTER 

UNTIL ALL DONE. 
AND RETURN. 

INHIBIT INT2. ENABLE PORTO OPEN DRAIN. 

SET DATA.SS & CLAMP olp BUFFERS. CLEAR REST. 
NoTE: CLAMP ON 03 
SELECT SPI CLOCK SLAVE. 02 AS II P. CLAMP & SS 
AS o/p. (SS olp STOPS SPI RESETING) 
DISABLE START BIT-DETECTION. DATA 1/0 ON 02. 
DATA SAMPLED ON -IVE CLOCK. SPI DISABLED. 
MuST WAIT FOR MASTER TO GAIN CONTROL OF SPI. 

•••••••••••••••••••••••••••••••••••••••••••••••••• 
• BIDIRECTIONAL DATA TRANSFER ON SPI • 
• ENTERED WITH SPI OISABLED. DATA PIN HIGH' 
t 02 PIN IIp. CLAMP PIN olp (HIGH) • 
• ENTRY: Tx HODE: N:f,;A-DATA. X-S 
• Rx HODE: f>f.J:A-x • X-I • 
'EXIT: Tx MODE: N:f,;A-TX DATA. X-SO • 
• Rx HODE: N:f,;A-RX DATA. X-SO • • 
XFER 

• 

• 

EIll 
BlUR 
BCLR 
BRSET 
STA 
BSET 
STX 

L£YI 
LOX 
BOCLR 
STA 
L£YI 
STX 
STX 
RTS 

00 

&:K. PffiTO.· 
CL.Atf' • PffiTO 
&:K. PffiTO.· 
SPI(}\T 
SPLSPICR 
lmO 

WAIT FOR MASTER TO ACKNOI.tEDGE ON CLOCK LINE. 
SEND ACKNOWl EDGE TO HASTER. 
WAIT FOR HASTER TO ENABLE ITS SPI 
NoW WRITE DATA TO SPI REGISTER. 
BEFORE ENABLING SPI. AND RElEASING CLAMP 
CLAMP PIN IIp: DATA EITHER IIp OR o/p. 

TRANSFER STARTS Nowl 
1$1f1f 
1$0 
SPIF .SPICR.· 
SPICR 
SPI(}\T 
PffiTO 
OORO 

PREPARE TO CLEAR SPI FLAG. DISABLE SPI. 
AND SEND ACKNOWlEDGE. 
WAIT FOR DATA TO ARRIVE. 
DISABLE SPI TO ALLOW DATA PIN TO BE FORCED HIGH 
READ DATA. 
FORCE DATA PIN HIGH & RELEASE CLAMP 
BY HAKING BOTH OUTPUTS. 

••••• TOTAL ERRORS 0-- 0 
••••• TOTAL WARNINGS 0-- 0 
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MoTOROLA MS805 X-AsSEMBLER 2.00·SYS :10&).S'I .l!>PI .5' OO/rJ-I/fJ3 1M2: 15 

S'rMD. TABlE LISTIMJ 

S'rMD. NAf£ SECT VALlI S'rMD. NAt£ SECT VALLE 

BYTCm- A 0020 SEN) A ~9 
ClAMP A am SEID1 A 0031 
QUA A 0022 SPE A W IYITlEN A 0021 SPICR A 
IXRA A (IDf SPIIYIT A !XXI 
aRD A (lX)l SPIF A axJ7 
INIT A 003F SS A a:m 
MIg; A (D[)\ START A am 
PORTA A a:m STARn A ~ 
PffiTD A am TACR A axJ9 
PREg;l A 0010 TAIYIT A am 
READ A 0091 TBCR A a:m 
REAm A rose TBIYIT A axJC 
ro< A axJ1 XFER A (0)3 
SIYI A axJ2 
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HI Hlalorlcal 
Information ANE418 

MC68HC80586 LOW-COST EEPROM 
MICROCOMPUTER PROGRAMMING MODULE 
Prepared by: Bill Mathe_, Product Engineer, Motorole Semiconductors Ltd, East Kilbride, Scotland 

INTRODUCTION 

The EEPROM feature of the MC6SHCS05B6 
microcomputer unit (MCUI enables the user to emulate the 
MC6SHC05B6 and MC6SHC05B4 MCU devices. This 
application notes describes one programming technique 
which may be used to program the MC68HCS05B6 internal 
EEPROM, and provides a description of the programming 
module used in conjunction with this application note. All 
that is required to program the MC6SHCS05B6 is the 
programming module (which can be implemented on a 
single PCBI, and a twin +5V/+ 19V dc power supply. 

PROGRAMMING TECHNIQUE 

A multi-byte EEPROM programming technique is used to 
load a user program into the MC68HCS05B6 EEPROM in 
order to emulate the MC68HC05B6 and MC68HC05B4 
devices. This type of operation is accomplished via a 
bootstrap mode of operation. The user program contained 
in·an external EPROM is copied into the internal EEPROM 
of the MC68HCS05B6 device, then verified against the 
contents of the EPROM. 

The bootstrap program follows the following sequence 
following reset: 

1. EEPROM6 Erase. 
The 6K EEPROM (which emulates the ROM pn the 

MC68HC05B4 and MC68HC05B6 mask devicesl is erased 
for a nominal 100 ms (with a 4MHz crystal). This memory 
araa is then tasted for complete erasure by verifying that 
all bytes in the EEPROM6 map read $FF. If any bytes have 
failed to erase, then the red LED will be illuminated and the 
bootstrap routine will cycle back and continue to erase 
EEPROM6 until all bytes are erased. 

2. EEPROM1 Erase. 
The 256 bytes EEPROM (which emulates the 256 bytes of 

byte-eraseable EEPROM on the MC68HC05B6 mask devicel 
is erased in a similar fashion to· tha EEPROM6, with 
iIIuminetion of the red LED indicating a failure to erase. 
Completion of this program step ensures that the security 
bit (which is implemented in EEPROM1) is also erased. 

3.EEPROM Program. 
EEPROM1 and EEPROM6 are then programmed in turn 

from the data contained in the EPROM, in increasing 
address order. Areas in the MC68HCS05B6 memory map 
which do not include EEPROM will be skipped by the 
programming routine, as will $FF bytes, thus speeding the 
programming operation. During programming the green 
LED should flash at approximately 3Hz, though this 
frequency will increase for data equal to $FF. 
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4. EEPROM Program Verify 
EEPROM1 and EEPROM6 are verified against the 

contents of the EPROM, with any error causing 
illumination of the red LED. A successful programming 
operation will result in green LED on, red LED off. Note 
that the red LED may glow very dimly, this is normal. 

PROGRAMMING OPERATION 

To program the MC68HCB05B6 MCU EEPROM, perform 
the following steps.: 

1. With power to the module removed install MC'U and 
EEPROM devices into the programming module. 

2. Place switch S1 to RESET position. 
3. Apply +5V power supply to the programming module. 
4. Apply +19V power supply to the programming 

module. 
5. Place switch S1 in the RUN position. 
6.0nce the green LED is illuminated, place switch S1 to 

RESET position. 
7. Remove +19V power supply from the programming 

module. 
S. Remove +5V power supply from the programming 

module. 
Note: To avoid possible damage to the MC68HC805B6 it 

is essential that power to the programming module is 
applied and removed in the sequence specified above. 

PROGRAMMING MODULE CONSTRUCTION 

Tabla 1 provides the parts list for construction of the 
module, with component tolerances generally not critical. 
A schemetic of the circuit is included as Figure 1. 

HARDWARE CONSIDERATIONS/DEBUG 

Functionality of the module may be adversely affectad 
by faults in the following areas: 

1. IRQ and RESET 
The circuitry on these pins ensures that the IRQ pin sees 

a voltage level equal to approximately + 10V dc during the 
RESET period. This is necessary for bootstrap mode 
capture. Correct operation of 01 and 02 should be verified. 

2.VPP6 
The input to this pin is controlled via a switch driven by 

port pin PC7. This method ensures that a minimum +5V dc 
level is always present at the VPP6 pin, and that + 19V dc is 
available during programming and erase operations on 
EEPROM6. Correct operation of 05, 6 and 7 should be 
verified. Zener diode ZD1 protects the EEPROM from 



possible damage caused by excursions greater than +20V dc. 
3. VPP1 
It is important that this pin (at which the output of the 

internal EEPROM1 charge pump is visible) is allowed to 
float. Clamping this pin to +SV dc will prevent successful 
programming and erase operations from taking place on 
EEPROM1, whilst clamping this pin to OV could damage 
the device. 

4. Port 0 
For correct bootstrap mode capture it is necessary to 

connect these inputs to OV. 
5. PC5/PC6 
These pins provide a handshake which is not used in 

this application, therefore for correct operation of the 
module PeS should be connected to PC6. 

TABLE 1. 68HC805B6 EEPROM Programming Module Parts list 

Resistors 
Rl 
R2 
R3,R4 
R5 
R6 
R7 
RS 
R9 
R10 
RP1-RP3 

Capacitors 
Cl 
C2 
C3 
C4,C5 
C6 
C7 

Transistors 
Ql,02 

lOOK 
lK 
470 
10M 
lK 
4K7 
lK 
4K7 
10K 
lOOK 

O.OlIlF 
1.OIlF 
O.lIlF 
22pF 
lOOIlF 
4711F 

BC337-25 

.. 

.. .. .. .. 

Diodes 
01.02 lN914 
03 LR3160 
04 LG3160 
05,06 lN5822 
07 lN914 
ZOl BZY88C20 

Sockets 
ICl 52 pin plcc zif 

SIL package IC2 28 pin lif 

COyQIICtors 
1'1 3 way terminal 

connector 

Switches 
Sl 2 way. toggle 

Miscellaneous 
CRl 4MHz Crystal 

FIGURE 1. 68HC80SB6 Parallel Bootstrap Programmer 
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ANE420 

Monitor Program for the MC68HC05B6 
Microcomputer Unit 
Prepued by: BiD M8thews. Product Engin ••• Motorola Samiconducton Ltd. Eut Kilbrlda. Scotland 

INTRODUCTION 

The MC68HC05B6 HCMOS microcomputer is e member 
of Motoroia'sMC68HC05 family of low-cost single-chip 
microprocessors. This 8-bit microcomputer (MCUI 
contains an on-chip oscillator. CPU, RAM. ROM, EEPROM, 
AID, PULSE LENGTH Modulated outputs, I/O, a serial 
Communications Interface, Timer system and Watchdog 
timer. 

A monitor program is available in the mask ROM of a 
68HC05B6, (XC68HC05B6FN MONITORI, which when used 
with a monitor circuit module, a power supply, and a video 
terminal will allow the user to write and debug small 
'portions of 68HC05B6 code. This application note contains 
a description of the facilities available via the monitor 
software, a diagram of the monitor circuit, and a listing of 
the monitor code. 

HARDWARE 

The monitor module requires a single(+5VI power 
supply, and all communications between the device and 
terminal take place via an RS-232 link. All 68HC05B6 I/O 
pins are available to the user to be configured as required. 

Terminal setup is as follows: 
9600 Baud, Half Duplex, 
and either 7 bit data and parity '0' 

or 8 bit data and no parity. 
A circuit diagram of tha monitor is given in Figure 1. 

MONITOR OPERATION 

The follo,!"ing sequence of operations should ba 
followed: 

1. Remove power supply from module 
2. Insert XC68HC05B6FN MONITOR device 
3. Place S1 in 'RESET' position 
4. Apply +5V dc power supply 
5. Connect video terminal 
6. Place S1 in 'RUN' position 

The 68HC05B6 will then begin to execute the monitor 
program, and the following message should appear on the 
monitor: 

"Hil I'm the MC 68HC805 B6 from MOTOROLA 

European Design Centre, Geneva." 
A prompt "." will be displayed to indicate that the device 

is ready to receive commands from the terminal. If no 
message appears, then the satup of the terminal should be 
verified. 
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MONITOR COMMANDS 

The following commands are available: 

Command Description 

R 

A 

X 

Display the content of tha registers in format. 

HINZC AA XX PPPP ZZ - DO where 

HINZC 
AA 
XX 
PPPP 
zz.DD 

Condition code, register 
Contents of Accumulator 
Contents of Index Register 
Program Counter 
User specified byte (which 
addresses fOO to fFFI and 
contents. Sat up using the 
'V' command. Reset 
initialises ZZ to fOB (AID 
data registerl. 

Note that this command assumes that the 
stack pointer is at address $FA. 

Display/Change the Accumulator 

'The contents of the Accumulator are 
displayed, then the monitor waits for input of 
two hex digits (naw accumulator contentsl. 
Typing a carriage return will return the 
program to the command mode with the 
contents of the Accumulator unchanged. 

Note that this command assumes that the 
Stack Pointer is et address $FA. 

Display/Change the Index Register 

The contents of the Index Register are 
displayed, then the monitor waits for the 
input of two hex digits (naw Accumulator 
contentsl. Typing a carriage return will return 



the program to the command mode with the 
contents of the Index Register unchanged. 

Note that this command assumes that the 
Stack Pointer is at address $FA. 

M nnnn Examine/Change Memory 

The contents of any address in the range 
$000 to $lFF (Register. RAM and EEPROM1) 
are displayed. and the program will await 
further input. namely: 

Redisplay the contents of the current address 
Display the contents of the previous address 
(nnnn-l) 

<CR> Open the next address (nnnn+ 1) 
+ Increase the contents of the open locetion by 1 

Decrease the contents of the open location by 1 
/D Replace the contents of the open location 

with the Ascii code for alphanumeric 
charactar D. and go to tha next address. 

nn Replace the contents of the currently open 
address with two hex digits nn and go to the 
next address 

L nnnn 

V nn 

Knn 

Typing any other character will return the 
monitor to the command mode. 

List a block of memory starting at address 
nnnn. The default address (if nnnn is not 
specified) is $100. The data is displayed on 
screen as four blocks of eight by eight bytes. 
with the address printed at every sixteenth 
byte. 

Change the address of the page zero byte 
displayed with the R command with the hex 
byte specified by nn. 

Set Program and Erase times for operations 
on EEPROMl where nn is milliseconds 
entered in decimal. The default values are 
10ms. Typing 'enter' will skip the command. 

P nn Program the antire EEPROMl array (except 
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z 

P 
Q 

E nnnn 
C 

address $100) with nn. This command may 
take some time to execute as firstly the 
entire array is erased. then each byte is 
programmed in turn. 

If non-hex data is entered, then the following 
commands are available: 

Program the entire array (except address 
$100) with Data = Address. i.e. 
Address $100 = not programmed 
Address $101 = $01 
Address $102 = $02 
Address $103 = $03 ... etc. 
Program a chequer-board pattern 
Program an inverse chequer-board pattern 

Any other character will exit this commend. 
Start execution at address nnnn 
Continue program execution according to the 
current program counter, accumulator. index 
register and condition code register stored 
on the stack. 

BREAKPOINTS AND INTERRUPTS 

The SWI instruction may be used as a breakpoint. 
To continue following a breakpoint first replace the SWI 
with another command (such as NOP) then type 'C' to 
continue. 

The interrupt vectors point to the RAM as shown below. 
and are spaced three bytes apart allowing the use of a JMP 
or BRA instruction to a service routine located in either 
RAM or EEPROM1. 

Vector 
SCI 
limer Overflow 
limer OIP CMP 
'Timer lIP CAP 
IRQ 
SWI 

RESET 

Address 
$OODF 
$OOE2 
$OOES 
$OOE8 
$OOEB 
$08A6 

$OC22 

Pointing to monitor 
for breakpoint 
Start of monitor code 



o 

I 
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TTL MC68HC05B6 SELF-CHECK AND MONITOR 
OPT P=58,LLE=118,CRE 

************************************************************************* 
* 
* 
* 
* 

FIR M WAR E FOR THE M C 6 8 H C 0 5 B 6 
============================-===================-= 

* 
* 
* 

MONITOR LISTING ONLY 
==================== 

* I/O and INTERNAL registers definition 
* 
* * I/O registers 

* 
PORTA 
PORTB 
PORTC 
PORTO 
DORA 
DDRB 
DDRC 

* 
* 
* 

EQU 
EQU 
EQU 
EQU 
EQU 
EQU 
EQU 

EEPROM 

EECONT EQU 
.EiPGM EQU 
.E1LAT EQU 
.E1ERA EQU 

* 

$00 
$01 
$02 
$03 
$04 
$05 
$06 

register 

$07 
o 
1 
2 

* A/D registers 

* ADDATA 
ADSTCT 
• COCO 

* 

EQU $08 
EQU $09 
EQU 7 

* PUM registers 
* 
PLKA 
PUMB 

* 

EQU 
EQU 

$OA 
$OB 

port A. 
port B. 
port C. 
port D. 
port A DDR. 
port BOOR. 
port C DDR. 

EEPROM control register. 

A/D data register. 
A/D status and control register. 

Conversion complete flag • 

pulse length mod reg A. 
pulse length mod reg B. 

* Miscellaneous register 

* MISC 
. WDOG 
. SM 

* 
* 
* BAUD 
SCCRl 
SCCR2 
.SBK 
SCSR 

EQU 
EQU 
EQU 

SCI 

EQU 
EQU 
EQU 
EQU 
EQU 

$OC 
o 
1 

registers 

$00 
$OE 
$OF 
0 
$10 

Miscellaneous register. 
watchdog control bit . 

Slow Mode . 

SCI baud register. 
SCI control register 1-
SCI control register 2. 

Send break bit. 
SCI status register. 
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.RDRF EQU 
SCDAT EQU 
* 

5 
$11 

* TIMER registers 
* TIMCTL EQU $12 
.TOIE EQU 5 
• OCIE EQU 6 
• ICIE EQU 7 
TIMST EQU $13 
• OCF2 EQU 3 
• ICF2 EQU 4 
• Tor EQU 5 
• OCFl EQU 6 
• ICFl EQU 7 
TIMICI EQU $14 
TIMOCI EQU $16 
TIMCTR EQU $18 
TIMALT EQU $IA 
TIMIC2 EQU $IC 
TIMOC2 EQU $IE 
* 
* 

Receive data register full flag. 
SCI data register. 

Timer control register. 
Timer overflow interrupt enable. 
Timer output compares interrupt enable • 
Timer input captures interrupt enable. 
Timer statns register. 

Timer output compare 2 flag • 
Timer input capture 2 flag • 
Timer overflow flag • 
Timer output compare 1 flag • 
Timer input capture 1 flag. 

Timer input capture register 1 (16-bit). 
Timer output compare register 1 (16-bit). 
Timer free running counter (16-bit). 
Timer alternate counter register (16-bit). 
Timer input capture register 2 (16-bit). 
Timer output compare register 2 (16-bit). 

* MEMORY MAP DEFINITION 
* 
* TEST EQU 
ROMO EQU 
RAM EQU 
EEPROM EQU 
.SEC EQU 
ROMI EQU 
ROMIND EQU 
ROM2 EQU 
ROMBOT EQU 
* 
* 

$20 
$0020 
$0050 
$0100 
o 
$0200 
$02BF 
$0800 
$IFOO 

TEST register 
start address of ROMO. 
start address of RAM. 
Start address of EEPROM 256 bytes. NOT USE IN B4 
security bit. 
start address of ROMI. 
End address of ROMI. 
start address of ROM2. $OFOO IN 84 
Start address of bootstrap ROM2. 

* Miscellaneous definitions and equates 
* 
* RAMI 
RAMINT 
VECT 
* 

EQU 
EQU 
EQU 

RAM+l 
RAM+I0 
$IFE2 

Working memory. 
RAM location used for interrupt test. 
Start of bootstrap vectors. 

* Synthetized instructions 
* EOR 
STA 

EQU 
EQU 

$D8 
$C7 
PAGE 

Exclusive or, 2 bytes indexed. 
store A~ extended mode. 

********************************************************************** 
* 
* 
* 
* 
* 

M 0 NIT 0 R PRO G RAM 
============~=-=-=====---=-

Rev 1987/07/22 
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REV EQU '1 
REL EQU '3 
* 
* 
* 

Programmer O. pilloud MOT GVA 

* THE MONITOR HAS THE FOLLOWING COMMANDS : 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 

R 

A 

X 

DISPLAY OF REGISTERS HINZC AA XX PPPP VV = DD 
WHERE DD IS THE CONTENT OF ANY DIRECT PAGE ADDRESS VV 

DISPLAY AND CHANGE ACCA 

DISPLAY AND CHANGE INDEX 

* M •••• MEMORY EXAMINE/CHANGE 
* + INCREMENT DATA BY 1 
* DECREMENT DATA BY 1 
* RE-READ SAME ADDRESS 
* READ PREVIOUS ADDRESS 
* CR READ NEXT ADDRESS 
* DD CHANGE DATA 
* /D CHANGE DATA WITH ASCII VALUE OF D 
* ANY.THING ELSE EXITS MEMORY COMMAND 
* 
* 
* 
* 
* 

C CONTINUE EXECUTION 

* E •.•• EXECUTE 
* 
* * L •••. LIST A 16 BY 16 BLOCK OF MEMORY 
* IF NO ADDRESS SUPPLIED, EEPROM1 IS LISTED 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 

V •• 

K 

P •• 

CHANGE ADDRESS OF MEMORY DISPLAYED WITH R COMMAND 

SET WRITE AND ERASE CONSTANTS IN ms 

PRESET EEPROM1 WITH SUPPLIED DATA, EXCEPT ADDR $100 
IF NON HEX DATA, THE FOLLOWING CAN OCCUR : 

Z PRESETS DATA = ADDRESS 
P CHECKER BOARD PATTERN (STARTING WITH 55) 
Q CHECKER BOARD PATTERN (STARTING WITH AA) 

FOR THE 3 CASES ABOVE, NO ERASE IS PERFORMED 
PAGE 

MEMORY MAP DEFINITIONS 
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* Note TEST is a write only register and its access is 
* authorized only when E1LAT is cleared. When E1LAT 
* is set, address $20 (POEEP6) is accessed for writing. 

* 
* 
* 

DEFINITION OF MONITOR VALUES 

STACK EgU $FA STACK FOR MONIT 

* 
* 
* 

Miscellaneous definitions and equates 

HI 
LO 
LONG 
SHORT 
RED 
GREEN 
E1BW 
E6PGM 
E6LAT 
E6ERA 
TDRE 
MBIT 
ADON 

* 
* 

Egu 
EgU 
EgU 
EgU 
EgU 
EgU 
Egu 
EgU 
EgU 
EgU 
EgU 
EgU 
Egu 

0 
1 
$C4 
$14 
PLMA 
PIJIB 
7 
4 
5 
6 
7 
4 
5 

* MONITOR DEFINITIONS 

* MPRT EgU 
EPRT EQU '* 
FWD Egu $OD 
BACK EgU ,~ 

SAME EQU 
PLUS EgU '+ 
MINUS EgU ,-
ASCII EgU '/ 
SPACE EgU $20 
CR EQU $OD 
LF EgU $OA 
BEEP EgU $07 
EOT EQU $04 

* * MONITOR AND COMMON 

* ORG 

* COUNT RMB 1 
CHAR RMB 1 
XTEMP RMB 1 
ATEMP RMB 1 
MEMADD RMB 1 
FLAG RMB 1 
GET RMB 4 
WRITEK RMB 1 
ERASEK RMB 1 
ASC RMB 1 

hi byte offset 
10 byte offset 
long timing factor (100 ms 
short timing factor (10 ms 
red LED on PLMA 
green LED on PLMB 
bulk bit of TEST register 
EECONT 
EECONT 
EECONT 

8 data bits flag in SCCR1 
A/D converter control bit 

RAM DEFINITIONS 

RAM 

BINBCD 
CURRENT INPUT/OUTPUT CHARACTER 
TEMP FOR GETC,PUTC 
TEMP FOR GETC,PUTC 
MEMORY ADDRESS FOR REGS 
ITEM COUNTER & TEMP FOR EEPROM R/W 
FOR PICK AND DROP SUBROUTINES 
CONSTANT FOR EEPROM WRITE TIME 
CONSTANT FOR EEPROM ERASE TIME 
/ FLAG 
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PAGE 
• ~=========-~============-=========-=-=====---=--=----====-----===-------
* 
* 
* 
* 
* 

* 
* 
* 
* 
* 
* 

* 

M 0 NIT 0 R 

ORG ROMO 

FCC IRev I 
FCB REV 
FCC 1.1 
FCB REL 
FCC I I 

PROGRAM 

* ONE ROUTINE IN PAGE 0 - JUST FOR THE (C) HECK OF IT 

* * PCC --- PRINT CONDITION CODE REGISTER 

* PCC LDA STACK+l GET CCR 
AS LA MOVE H BIT TO BIT 7 
AS LA 
AS LA 
STA GET SAVE IT 
CLRX 

PCC2 LDA #' . 
ASL GET PUT BIT IN CARRY BIT 
BCC PCC3 BIT OFF MEANS PRINT '.' 
LDA CCSTR,X PICKUP APPROPRIATE CHAR 

PCC3 JSR PUTC PRINT '.' OR CHAR 
INCX POINT TO NEXT IN STRING 
CPX #5 5 BITS ARE GOOD ENOUGH 
BLO PCC2 
RTS 

* 
* Fill page 0 ROM 
* 

FCC I0123456789ABI 
* 
*************************************************************************** 

PAGE 
ORG ROM2 

* * NOW, OTHER ROUTINES IN MAIN EEPROM 

* * TABLES 

* BBTBL FCB 

* 
$A,$14,$28,$50 
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CCSTR FCC 
* MSG FCC 

* 
CMA 
NGM 
ERA 

WRI 

MS 

* 
* * SETA 
* SETA 

* * SETX 
* SETX 
* 

FCC 
FCC 
FCB 

EQU 
FCB 
FCC 
FCB 
FCC 
FCB 
FCC 
FCB 

LOX 
BRA 

LDX 

/HINZC/ 

/Hi ! I'm the MC 68HC05 B6 / 
/From MOTOROLA European / 
/Design Center, Geneva/ 
EOT 

* COMMON MESSAGE AREA 
'?,BEEP,CR,LF,EOT 
/Erase / 
EOT 
/write : / 
EOT 
/ ms / 
EOT 

EXAMINE / CHANGE ACCUMULATOR 

ISTACK+2 POINT TO A 
SETANY 

EXAMINE / CHANGE INDEX 

ISTACK+3 POINT TO X 

* SETANY - PRINT £X I AND CHANGE IF REQUESTED 
* SETANY LDA 

JSR 
JSR 
JSR 
BCS 
STA 
BRA 

* 

,X 
PUTBYT 
PUTS 
GETBYT 
BLEEP 
,X 
MAIN 

PICK UP THE DATA 
AND PRINT IT 
AND A SPACE 
CHANGE ? 
ERROR, NO CHANGE 
ELSE REPLACE WITH NEW VALUE 
NOW RETURN 

* REGS PRINT CPU REGISTERS 
* REGS 

* 
* * MAIN 

JSR PCC PRINT CCR 
JSR PUTS SEPARATE FROM NEXT STUFF 
CLR GET+l+HI POINT TO PAGE ZERO 
LDA ISTACK+2 
STA GET+l+LO POINT TO A ON STACK 
JSR OUT2HS NOW PRINT A 
JSR OUT2HS AND X , 
JSR OUT4HS THE PC, 
JSR DISADD THE CURRENT ADDRESS 
LDA 1'= 
JSR PUTC PRINT '=' 
JSR PUTS SPACE 
CLR GET+l+HI CLR ADDRESS CARRY 
JSR PRDAT FINALLY THE DATA AND A SPACE 
FALL INTO MAIN LOOP 

--- PROMPT , GET AND DECODE COMMAND 
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* MAIN JSR 

* 

* 
* 

LDA 
JSR 
JSR 
JSR 

CMP 
BEQ 
CMP 
BEQ 
CMP 
BEQ 
CMP 
BEQ 
CMP 
BEQ 
CMP 
BEQ 
CMP 
BEQ 
CMP 
BEQ 
CMP 
BEQ 
CMP 
BEQ 
FALL 

CRLF 
fMPRT 
PUTC 
GETC 
PUTS 

START A NEW LINE 

PRINT THE PROMPT 
GET COMMAND 
PRINT SPACE 

flA CHANGE A 
SETA 
fiX CHANGE X 
SETX 
fiR REGISTERS 
REGS 
fiE EXECUTE 
EXEC 
flC CONTINUE 
CONT 
flM MEMORY 
MEMORY 
flL LIST BLOCK OF MEM 
LISTR 
flV ADDRESS CHANGE 
MEMDIS 
flP PRESET EEPROMl 
PRESTR 
flK SET CONSTANTS 
CONSTR 

INTO BLEEP 

* BLEEP -- PRINT 111 AND PROTEST 
* BLEEP LDX 

JSR 
BRA 

* 
* LISTR JMP 
PRESTR JMP 
CONSTR JMP 

* 

fNGM-CMA 1+BEEP MESSAGE 
PUTMSG 
MAIN 

LIST 
PRESET 
CONSTS 

* EXEC --- EXECUTE FROM GIVEN ADDRESS 
* EXEC 

* * CONT 
* 

JSR 
BCS 
AND 
TAX 
.JSR 
BCS 
STA 
STX 

CONT RTI 

* 

GETBYT 
BLEEP 
#$lF 

GETBYT 
BLEEP 
STACK+5 
STACK+4 

GET HIGH BYTE 
NOT A HEX DIGIT 
MAX ADDR $lFFF 
SAVE FOR A SECOND 
NOW THE LOW BYTE 
BAD ADDRESS 
PC LOW 
PC HIGH 

CONTINUE USER PROGRAM 

COULDNIT BE SIMPLER 
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* MEMDIS - MEMORY ADDRESS CHANGE (FOR REGISTER DISPLAY) 

* MEMDIS JSR 
JSR 
BCS 
STA 
BRA 

* 

DISADD 
GETBYT 
BLEEP 
MEMADD 
MAIN 

PRINT PRESENT ADDRESS 
GET NEW VALUE 
RETURN FOR NON VALID INPUT 

RETURN 

* MEMORY - MEMORY EXAMINE / CHANGE 

* MEMORY JSR 
BCS 

MEM2 JSR 
JSR 
JSR 
JSR 
BCS 

MEMA JSR 
MEM4 JSR 

BRA 

* MEM3 

* 

CMP 
BEQ 
CMP 
BEQ 
CHP 
BEQ 
CMP 
BEQ 
CMP 
BEQ 
CMP 
BNE 

MEM8 
BLEEP 
CRLF 
PRADD 
PRDAT 
GETBYT 
MEM3 
DROP 
BUMP 
MEM2 

tSAME 
MEM2 
tFWD 
MEM4 
tBACK 
MEMS 
tASCII 
MEM9 
tPLUS 
MEM6 
tMINUS 
BLEEP 

GET ADDRESS 
NOT HEX CHAR 
BEGIN NEW LINE 
PRINT CURRENT ADDRESS 
AND ASSOCIATED DATA 
TRY TO GET A BYTE 
MIGHT BE A SPECIAL CHAR 
OTHERWISE, PUT IT AND CONTINUE 
GOTO NEXT ADDRESS 
AND REPEAT 

RE-EXAMINE SAME ? 
YES, RETURN WITHOUT BUMPING 
GO TO NEXT ? 
YES, BUMP THEN LOOP 
GO BACK ONE BYTE ? 
YES, GO DECREMENT ADDRESS 
NEXT VALUE ASCII ? 
GO READ VALUE 
INCREMENT DATA ? 
YES, GO READ DATA 
DECREMENT DATA ? 
NO, EXIT MEMORY COMMAND 

JSR PICK GET THE DATA BYTE 
DECA 
BRA MEM7 AND GO PUT IT BACK 

GET THE DATA BYTE MEM6 JSR PICK 
INCA 

MEM7 JSR DROP PUT IT BACK 
READY BRA MEM2 

* MEMS DEC 

* 

LDA 
CMP 
BNE 
DEC 
LDA 
CMP 
BNE 
LDA 
STA 
BRA 

MEM9 JSR 

GET+l+LO DECREMENT LOW BYTE 
GET+l+LO CHECK FOR UNDERFLOW 
UFF 
MEM2 NO UNDERFLOW 
GET+l+HI 
GET+l+HI SAME FOR HIGH BYTE 
UFF 
MEM2 OK 
t$lF HIGHEST ADDRESS IS $lFFF 
GET+l+HI 
MEM2 

GETC READ 1 BYTE 
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BRA MEMA 

* MEMS JSR GETBY~ BUILD ADDRESS 
MEND NOT HEX CHAR 
GET+l+HI 
GETBYT 
MEND 

BCS 
STA 
JSR 
BCS 
STA 

MEND RTS 
GET+1+LO ADDRESS IS NOW COMPLETE 

AND IN GET+ 1 HI & LO 

* * BULKW -- BULK WRITE EEPROM1 - DATA IS IN A - A IS UNCHANGED 
* BULK OPERATION BEING DESABLED IN USER MODE, THE 
* BULK OPERATIONS ARE PERFORMED BY SUCCESSIVE 
* BYTE OPERATIONS. 
* 
BULKW LDX 

STX 
STX 

NXTBTR BSR 
JSR 
BRCLR 
RTS 

* 

#01 
GET+l+LO 
GET+1+HI SET UP ADDRESS 
BYTEW BYTE WRITE 
BUMP 
1,GET+1+HI,NXTBTR LOOP 

$101 

* BULKE -- BULK ERASE OF EEPROM1 - A IS UNCHANGED 
* SEE ABOVE ABOUT BULK OPS 

* BULKE CLR GET+1+LO 
LDX #01 SET UP ADDRESS 
STX GET+l+HI 

NXTBTE BSR BYTER BYTE ERASE 
JSR BUMP 
BRCLR 1 ,GET+1+HI,NXTBTE LOOP 
RTS 

* 
* PRESET - EEPROM SET OR ERASE 

* PRESET JSR GETBYT GET DATA BYTE 
BCS BLEEPZ MAY BE SPECIAL COMMAND 
BSR BULKE ERASE E2PROM 
BSR BULKW WRITE E2PROM 

MAINT JMP MAIN RETURN 

* 
BLEEPZ CMP #'Z DATA = ADDRESS ? 

BEQ DADD 
CMP #'P CHCKBOARD S'S ? 
BEQ PSs 
CMP #'Q CHCKBOARD A'S? 
BEQ PSA ELSE FALL INTO BLEEP 

* 
* 
BLEEPK LDA SCDAT CLEAR RX STATUS 
BLEEPR JMP BLEEP 

* 
* * DADD --- PRESET EEPROM WITH DATA ADDRESS 
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* (ADDRESS $100 UNCHANGED) 
* DADD LOA 1$01 BOTTOM OF EEPROM 

STA GET+1+HI 
DADLP STA GET+1+LO ADDRESS LSB 

BSR BYTEW WRITE DATA IN A 
INCA NEXT ADDRESS, NEXT DATA 
8HE DADLP NO OVERFLOW YET 

DADND BRA MAINT JOB DONE 
* 
* * CHECKBOARD PATTERNS 
* 
* PS5 LDA 1$55 START VAWE 

BRA PSC 
PSA LDA f$AA 
* PSC LOX t01 

STX GET+1+LO 
STX GET+1+HI 

* STA ATEMP 
AX25 LOA f$OF 

AND GET+1+LO 
8HE THC 
COM ATEMP 

* THC LOA ATEMP 
JSR BYTEW 
JSR BUMP 
BRCLR 1,GET+1+HI,AX25 
BRA DADND 

* 
* * BYTEW -- BYTE WRITE TO EEPROM1 - DATA IS IN A 
* ADDRESS IN GET+1&2 - A IS UNCHANGED 
* BYTEW STA 

BSET 
JSR 
BSET 
LOA 
JSR 
BCLR 
LOA 
RTS 

* 

FLAG SAVE A 
.E1LAT,EECONT PROG LATCH ENABLE 
DROP1 PUT ADDRESS + DATA 
• E1PGM, EECONT 
WRITEK GET WRITE TIMING CONSTANT 
ADJDEL 
• E1LAT , EECONT END OP 
FLAG RESTORE A 

* BYTER -- BYTE ERASE - A IS UNCHANGED AND ADDRESS 
* IS IN GET+1 HI & LO 
* BYTER STA 

BSET 
BSET 
JSR 

FLAG SAVE DATA 
.E1LAT,EECONT PROG LATCH ENABLE 
.E1ERA,EECONT 
DROP1 PUT ADDRESS 
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* 

BSET 
LDA 
JSR 
BCLR 
LDA 
RTS 

• E1PGM,EECONT 
ERASEK GET ERASE TIMING CONSTANT 
ADJDEL 
• E1LAT,EECONT 
FLAG RESTORE A 

* LIST LIST 4 BLOCKS OF 64 BYTES ON ONE PAGE 

* LIST JSR 

* 

BCC 
LDA 
STA 
CLR 

GOL JSR 
CLRX 

LL1 JSR 
JSR 

LNEXT JSR 
JSR 
STX 
JSR 
LDX 
DEX 
TXA 
AN~ 
BEQ 
AND 
BNE 
JSR 
JSR 
BRA 

MEC9BH JMP 

* LINE BSR 
CPX 
BEQ 
JSR 
CMPX 
BNE 
JSR 

NOPAGE BRA 

* 
ASCIIR LDA 

SUB 
STA 
BCC 
DEC 
LDA 
AND 
STA 

NOBORO TXA 
ADD 
TAX 

MEM8 GET START ADDRESS 
GOL GOOD ADDRESS 
'01 
GET+1+HI SET EEPROM1 ADDRESS 
GET+1+LO 

CRLF 

PRADD 
PUTS 
PRDAT 
BUMP 
XTEMP 
ADJ10 
XTEMP 

COUNTER 256 BYTES 
PRINT ADDRESS 
AND A SPACE 
PRINT DATA 
NEXT BYTE 
A GOOD THOUGHT FOR 
UNBUFFERED TERMINALS 

DATA COUNT DECREMENT 

'%00001111 TEST FOR 16TH DATA BYTE 
LINE 
#%00000111 TEST FOR 8TH DATA BYTE 
LNEXT 
PUTS INSERT EXTRA 2 SPACES 
PUTS 
LNEXT 
MAIN 

ASCIIR 
'00 
MEC9BH 
CRLF 
#128 
NOPAGE 
CRLF 
LL1 

PUT ASCII LINE 

TEST FOR 128 BYTE PAGE 

ADD EXTRA LINE IF TRUE 

GET+1+LO DECREMENT MEMORY POINTER 
#16 
GET+1+LO 
NOBORO 
GET+1+HI 
GET+l+HI 
'$lF JUST IN CASE 
GET+l+HI 

BACK UP BYTE COUNTER 
#16 

674 



JSR 
JSR 

LPASC BSR 
JSR 
DEX 
TXA 
AND 
BEQ 
BRA 

LINER RTS 
* 
PUTASC JSR: 

AND 
CMP 
BHS 
LDA 

DISP CMP 
BNE 
LDA 

DISPl JSR 
RTS 

* 
* 

PUTS SEPARATE WITH 2 SPACES 
PUTS 
PUTASC PUT CHAR 
BUMP 

f$OF 
LINER 
LPASC FINISH THIS LINE 

PICK 
f$7F 
1$20 
DISP '.' BELOW $20 " . f$7F 
DISPl 
'$20 SPACE FOR DEL ($7F) 
PUTC 

* DISPLAY AND CHANGE WRITE AND ERASE CONSTANTS 
* CONSTS 

CML 
CMl 

CM2 

* 

* 

CLR 
LDX 
BRA 
LDX 
JSR 
JSR 
LDA 
BRCLR 
LDA 
BSR 
JSR 
JSR 
LDX 
JS,R 

FLAG O==ERA; l=WRI 
tlERA-CMA 
CMl 
'WRI-CMA 
CRLF 
PUTMSG PUT EITHER WRI OR ERA 
ERASEK 
7,FLAG,CM2 
WRITEK 
BINBCD 
PUTBYT PRINT BCD VALUE 
PUTS 
'MS-CMA 
PUTMSG PRINT ms 

JSR GETNYB GET MS NYBBLE 
BCS NWER IF ERROR 
CMP 1$9 
BHI NWER BCD INPUT 1 
STA GET SAVE MSD 

JSR 
BCS 
CMP 
BHI 
BSR 
TSTA 
BEQ 
BRSET 
STA 

GETNYB 
NWER 
1$9 
NWER 
BCDBIN 

GET LS NYBBLE 
IF ERROR 

BCD INPUT 1 
SAVE IN BINARY 
CMP 1$00 

NWER MIN IS 1 ms 
7,FLAG,CM3 WRI K 
ERASEK 
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CMX DEC FLAG 
BRA CML 

CM3 STA WRITEK 
CM4 JMP MAIN 
* NWER CMP #CR CR ? 

BNE CMD 
BRCLR 7,FLAG,CMX 
BRA CM4 

CMD JMP BLEEP 
* 
* 
* * UTI LIT I E S 
* 
* 
* BCDBIN 
BCBIL 

BCBILl 

* 
* BINBCD 

8BCLOP 

* 

* BBCl 
DONEB 

* 
* 

CLRX 
LSR 
BCC 
ADD 
INX 
CPX 
BNE 
RTS 

CLR 
STA 
LDA 
BEQ 
DEC 
INC 

LDA 
AND 
CMP 
BNE 
LDA 
ADD 
STA 

BRA 
LDA 
RTS 

POINT TO CONV TABLE 
GET 
BCBILl 
BBTBL,X 

#$4 
BCBIL 
A HAS BCD NB 

COUNT FUTURE BCD 
CHAR SAVE ENTRY PARAMETER 
CHAR 
DONEB 
CHAR 
COUNT 

COUNT OVF 9 ==> A 
#$OF 
#$OA 
BBCl IF NOT 
COUNT 
#$06 ADJUST 
COUNT 

BBCLOP 
COUNT GET BCD VALUE 

* PICK --- GET BYTE FROM ANYWHERE IN MEMORY 
* THIS IS A HORRIBLE ROUTINE (NOT MERELY 
* SELF MODIYING, BUT ALSO SELF CREATING) 
* 
* 
* 
* 
* 

GET+l HI & LO POINT TO ADDRESS TO BE READ. 
BYTE IS RETURNED IN A 
X IS UNCHANGED AT EXIT 
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PICK STX 

* * DROP 

LDX 
BRA 

XTEMP SAVE X 
*$D6 $D6 - LDA 2-BYTE INDEXED 
COMMON 

PUT BYTE TO ANY MEMORY LOCATION 

* 
* 
* 
* 
* 
* 
* 
* 
* 

HAS THE SAME UNDESIRABLE PROPERTIES 
AS PICK 

A HAS BYTE TO STORE AND GET+1 HI " LO POINTS 
TO LOCATION TO STORE, A AND X ARE 
UNCHANGED AT EXIT 

THE FLOW IS DIFFERENT WHETHER FOR RAM OR EEPROM 

DROP BSR 
BCC 
JSR 
JSR 
RTS 

DROP1 STX 
LDX 

* 
* COMMON STX 

* 

LDX 
STX 
CLRX 
JSR 
LDX 
RTS 

TSTEE 
DROP1 
BYTER 
BYTEW 

XTEMP 
UD7 

GET 
U81 
GET+3 

GET 
XTEMP 

WITHIN EEPROM ? 
NOT EEPROM 
ERASE BYTE 
WRITE BYTE 

SAVE X 
$D7 - STA 2-BYTE INDEXED 

PUT OPCODE IN PLACE 
$81 ... RTS 
NOW THE RETURN 
WE WANT ZERO OFFSET 
EXECUTE THIS MESS 
RESTORE X 
AND EXIT 

* TSTEE -- TEST THE ADDRESS IN GET+1 HI " LO AND RETURN 
* WITH CARRY SET IF IT IS A VALID EEPROM1 
* ADDRESS, AND CLEARED OTHERWISE. 

* TSTEE LDX 
CPX 
BNE 
SEC 
RTS 

NOEE CLC 

* 
* 

RTS 

GET+1+HI 
*01 TEST HI BYTE 
NOEE NOT EEPROM1 

* BUMP --- ADD ONE TO CURRENT MEMORY POINTER 
* A AND X UNCHANGED 

* BUMP INC 
BNE 
INC 

BUMP2 RTS 

* 

GET+1+LO INCREMENT LOW BYTE 
BUMP2 NON-ZERO MEANS NO CARRY 
GET+l+HI INCREMENT HIGH NYBBLE -

* OUT4HS - PRINT BYTE POINTED TO AS AN ADDRESS AND 
* BUMP POINTER - X IS UNCHANGED AT EXIT 

* 
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OUT4HS BSR 
BSR 
BSR 

* FALL 
* 

PICK GET HIGH BYTE 
PUTBYT AND PRINT IT 
BUMP GO TO NEXT ADDRESS 

INTO OUT2HS 

* OUT2HS - PRINT BYTE POINTED TO, THEN A SPACE, 
* BUMP POINTER. X IS UNCHANGED AT EXIT 

* OUT2HS BSR 
BSR 
BSR 
BSR 
RTS 

* 

PICK 
PUTBYT 
BUMP 
PUTS 

GET THE BYTE 

GO TO NEXT 
FINISH UP WITH A SPACE 

* DISADD - PRINT ONE BYTE ADDRESS IN MEMADD 

* DISADD LDA 
STA 
BSR 
RTS 

* 

MEMADD GET ADDRESS 
GET+l+LO SET UP TO PRINT 
PRADDl PRINT ADDRESS (PAGE 0) 

* PRADD -- PRINT CURRENT ADDRESS FROM GET+l HI & LO 

* PRADD 

PRADDl 

* 

LDA 
AND 
STA 
BSR 
LDA 
BSR 
BSR 
RTS 

GET+l+HI 
#$lF 
GET+l+HI 
PUTBYT 
GET+l+LO 
PUTBYT 
PUTS 

PRINT CURRENT LOCATION 
max $lFFF 
CONVENIENTLY RESTORE lX 

THEN A SPACE 

* PRDAT -- PRINT DATA POINTED TO BY GET+l HI & LO 

* PRDAT BSR PICK GET THAT BYTE 
BSR PUTBYT PRINT IT 
BSR PUTS ANOTHER SPACE 
RTS 

* * PUTBYT - PRINT £AI IN HEX - A AND X UNCHANGED 

* PUTBYT STA GET SAVE A 
LSRA 
LSRA 
LSRA 
LSRA SHIFT HIGH NYBBLE DOWN 
BSR PUTNYB PRINT IT 

PTSN LDA GET 
BSR PUTNYB PRINT LOW NYBBLE 
RTS 

* * PUTNYB - PRINT LOWER NYBBLE OF A IN HEX 

* A AND X UNCHANGED 

* HIGH NYBBLE OF A IGNORED 

* 
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PUTNYB STA 
AND 
ADD 
CMP 
BLS 
ADD 

PUTNY2 JSR 
LDA 
RTS 

* 

GET+3 
f$or' 
#'0 
#'9 
PUTNY2 
#'A-'9-1 
PUTC 
GET+3 

SAVE A IN YET ANOTHER TEMP 
MASK OFF HIGH NYBBLE 
ADD ASCII ZERO 
CHECK FOR A-F 

ADJUSTMENT FOR HEX A-F 

RESTORE A 

* CRLF 

* 
PRINT CARRIAGE RETURN - LINE FEED 
A AND X UNCHANGED 

* CRLF 

* * PUTS 
* 

STA 
LDA 
JSR 
LDA 
JSR 
LDA 
RTS 

GET SAVE A 
#CR 
PUTC 
#LF 
PUTC 
GET RESTORE A 

PRINT A SPACE - A AND X UNCHANGED 

PUTS STA GET SAVE A 

* 

LDA 
JSR 
LDA 
RTS 

#SPACE 
PUTC 
GET RESTORE A 

* GETBYT - GET A HEX BYTE FROM TERMINAL 
* 
* 
* 
* 
* 
* 

A GETS THE BYTE TYPED IF IT WAS A VALID HEX 
NUMBER, OTHERWISE A GETS THE LAST CHAR TYPED. 
THE C-BIT IS SET ON NON HEX CHARS, CLEARED 
OTHERWISE. X IS UNCHANGED IN ANY CASE. 

GETBYT BSR GETNYB 
NOBYT 

BUILD BYTE FROM 2 NYBBLES 
NON HEX CHAR BCS 

ASLA 
AS LA 
ASLA 
ASIA 
STA 
BSR 
BCS 
ADD 

NOBYT RTS 
* 

GET 
GETNYB 
NOBYT 
GET 

SHIFT NYBBLE TO HIGH NYBBLE 
SAVE IT 
GET LOW NYBBLE NOW 
NON HEX CHAR 
C-BIT CLEARED 

* GETNYB - GET HEX NYBBLE FROM TERMINAL 
* 
* 
* 
* 
* 
* 

A GETS THE NYBBLE TYPED IF IT WAS IN THE RANGE O-F, 
OTHERWISE A GETS THE CHARACTER TYPED. THE C-BIT IS 
SET ON NON HEX CHARACTERS, CLEARED OTHERWISE. 
X IS UNCHANGED 
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GETNYB BSR GETC GET THE CHARACTER 
STA GET+3 SAVE IT JUST IN CASE 
SUB #'0 SUBTRACT ASCII ZERO 
8MI NOTHEX WAS LESS THAN '0' 
CMP #9 
BLS GOTIT 
SUB #'A-'9-l FUNNY ADJUSTMENT 
CMP #$F TOO BIG ? 
BHI NOTHEX WAS GREATER THAN 'F' 
CMP #9 CHECK BETWEEN ASCII 9 AND A 
BLS NOTHEX 

GOTIT CLC C=O MEANS GOOD HEX CHAR 
RTS 

NOTHEX LOA GET+3 GET SAVED CHAR 
SEC 
RTS RETURN WITH 'ERROR' 

* * ADJDEL - DELAY FOR EEPROM ROUTINES = TO £AI ms 

* 
ADJ10 LOA 
ADJDEL LOX 
ALl BRCLR 

* 
* 

BRCLR 
BRCLR 
BRN 
DECX 
BNE 
DECA 
BNE 
RTS 

#10 
#83 CONSTANT 
4,ADSTCT,*+3 DUMMY 
4,ADSTCT,*+3 DUMMY 
4,ADSTCT,*+3 DUMMY 
* DITTO 

ALl 

ADJDEL LOOP A TIMES 

* PUTMSG - PRINT THE MESSAGE POINTED TO BY X 

* PUTMSG 

NDMSG 

* 
* 
* 
* 
* 
* 

LOA 
CMP 
BEQ 
BSR 
INX 
BRA 
RTS 

CMA,X GET NEXT CHARACTER 
#EOT 
NDMSG 
PUTC SEND CHAR 

PUTMSG 

S E R I A L I/O ROUTINES 

* Initialise the SCI 

* 
SCINIT BCLR 

LOA 
STA 
LDA 
STA 
STA 

MBIT,SCCRl 
#\11000000 
BAUD 
#\00001100 
SCCR2 
SCSR 
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8 data bits 
baud rate 9600 

TE / RE 
end of in it 
clear TORE & TC bits 



* 
* * GETC 
* 
* 
* 
* GETC 
GDATA 

CHARS 

SCHAR 
NOCHAR 
* 
* * PUTC 

* 
* 
* PUTC 

* 
* 

RTS 

Routine GETC services the SCI, it does that by polling 
the RDRF (received data ready flag). It returns with 
the byte of data in ACCA. 

BRCLR 
LOA 
CMP 
BNE 
DEC 
RTS 
BRSET 
CMP 
BLS 
AND 
CLR 
RTS 

• RDRF,SCSR,* 
SCDAT 
i'l 
CHARS 
ASC 

7,ASC,SCHAR 
#$40 
NOCHAR 
#\1011111 
ASC 

Possibly wait for char 
get data & clear RDRF 
NEXT CHAR ASCII ? 

FLAG IT 

UPPER CASE 

Routine PUTC services the SCI. It polls the TDRE 
(Tramsmit Data Register Empty), and puts the char 
when true. 

BRCLR TDRE,SCSR,* WAIT 
STA SCDAT 
RTS 

* ================ ENTRY ==========================-====-===== 

* * MONIT - ENTRY POINT FROM RESET 
* MONIT LOA 

STA 
STA 
JSR 
LDA 
STA 
JSR 
CLRX 

BABBLE LDA 
BRCLR 
LOA 

BAB1 CMP 
BEQ 
BSR 
INCX 
BNE 

BABND JSR 
SWI 
BRA 

* 

UO 
ERASEK 
WRITEK 
SCINIT 
iADDATA 
MEMADD 
CRLF 

10ms BY DEFAULT 
SET ERASE DEFAULT TIME 
SET WRITE DEFAULT TIME 
INIT SCI 

DISPLAY ADR BY DEFAULT 
START A BRAND NEW LINE 
POINT TO START OF MESSAGE 

MSG,X GET NEXT CHARACTER 
4,PORTD,BAB1 ROM MESSAGE 
EEPROM+1,X GET NEXT CHAR (EEPROM1 MESSAGE) 
iEOT 
BABND 
PUTC 

BABBLE 
CRLF 

MONIT 

IF END OF MESSAGE 
PRINT IT 
POINT TO NEXT CHAR 
MORE ! 
SEPARATE MESSAGE FROM COMMANDS 
GO TO MONITOR ROUTINES 
LOOP AROUND 
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* * EEPROMI BURN IN TEST ROUTINE. 
* SET UP REQUIRED NB OF ITERATION IN $70:$71 
* AND DATA TO BE PROGRAMMED IN $72. 
* NOTE: MAXIMUM NB-OF ITERATION IS $7FFF. 
* * 
ABCNT EQU $70 
ABDAT EQU $72 
* 
ABCD JSR CRLF 
ABL LOA ABDAT 

JSR BULKE 
JSR BULKW 
LOA ABCNT+LO 
DECA 
STA ABCNT+LO 
CMP #$FF 
BNE NOBURO 
DEC ABCNT+HI 
BMI NDAB 

NOBURO LOA ABCNT+HI 
JSR PUTBYT 
LOA ABCNT+LO 
JSR PUTBYT 
JSR CRLF 
BRA ABL 

NDAB SWI 
* • ============-==c=== ______ s ___ -==============_========= __ ~===~_======~= 
* 
* 
* 
* 
* 
* 
* 
* 

* 

VECTORS 

The unused vectors point to RAM, so as to be available 
for test purposes (RAM Bootloader, SCI loader). Their 
positionning allows 10 bytes for the stack, that is 2 
interrupt levels, orl interrupt and 2 subroutine levels. 

FOB 
FOB 
FOB 
FOB 
FOB 
FOB 
FOB 

STACK-9-18 
STACK-9-15 
STACK-9-12 
STACK-9-9 
STACK-9-6 
MAIN 
MONIT 

SCI 
TIM OVF 
TIM OUT COMP 
TIM IN CAP 
IRQ 
SWI 
RESET 

* =====================================z_======~===== __ ============_===== 

* 
* 
* 

END 

****************************************************************** 
END 

682 



EB400 

An introduction to 
SECURE SINGLE CHIP 

MICROCOMPUTER MANUFACTURE 
By Mike Paterson 

Motorola Ltd. 
east Kilbride 

INTRODUCTION 

Motorola is one of the world leaders in the design and 
manufacture of advanced semiconductor devices. We 
have a major manufacturing capability at East Kilbride. 
in Scotland's "Silicon Glen", where we manufacture 
many of our latest microprocessor products -primarily 
for the European market, though we ship product 
world-wide, including to Japan and the U.S.A. Our 
business is in selling silicon; within this overall goal 
however we have, for more than a decade, worked on 
developing the necessary technology, design and 
manufacturing techniques required to produce a 
range of secure microcomputer products specifically 
for the SmartCard marketplace. 

One of the most important and fundamental issues for 
SmartCards is security. There are many financial, 
commercial, industrial and even military applications 
for SmartCards which are viable only if they can 
provide the appropriate levels of security demanded 
by such applications. This brings us to the title of this 
Engineering Bulletin, does it mean "manufacture of 
secure microcomputers" or "secure manufacture of 
microcomputers "? Motorola is perhaps unique 
among today's silicon suppliers in that it can provide 
microcomputers both designed from the outset to be 
secure and from a secure manufacturing line. We 
recognise that the overall security of any application is 
dependent not only on the intrinsic security of the 
device itself and its ability to prevent unauthorised 
access, but also on the measures taken by the semi­
conductor supplier to prevent fraudulent tampering 
with the device during and after manufacture. The 
customer's application software is also a critical link in 
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the security chain. If the semiconductor manufacturer 
wants to play an active part in the SmartCard market­
place, he must recognise security as a key parameter 
in everything from the conceptual design of a new 
microcomputer, through his manufacturing process, 
even to his delivery of the product to his customer. 

Security in relation to microcomputers used for Smart­
Cards can be grouped into three main categories: 

1. Designed-in ("intrinsic") security 

2. Manufacturing security 

3. Application security 

Clearly Design and Manufacturing Security are the 
responsibility of the semiconductor manufacturer, 
and are the main subjects of this Engineering Bulletin. 
Application Security on the other hand is ultimately the 
responsibility of the SmartCard systems designer. His 
task is to design the (secure) application software 
required to meet the system specification of, for 
example, a financial transaction or an industrial secu­
rity application. Application security takes into 
consideration the design of the chip and the on-chip 
security features which can be utilised by the user's 
application software. But even here the 
semiconductor manufacturer has a role to play; the 
manufacturer needs to be able to provide Applications 
Engineers well versed in the hardware and software 
features of his microcomputers and of their develop­
ment support tools, to act as consultants in helping 
customers develop their own hardware and software. 



This Engineering Bulletin will start by defining what we 
mean by a single chip microcomputer and what is fun­
damentally different about a secure one; then it will 
look briefly at the history of Motorola's involvement in 
this business, and how it has developed its SmartCard 
product line capability over the last decade to where it 
is today. Some of the techniques available to the 
design engineer which allow him to include security 
features in the device itself will be explored, along with 
the constraints placed on him by the demands of the 
SmartCard market and the need to test these devices. 
It will look very briefly at the wafer fabrication process 
and what security measures can and must be taken. 
Finally. it will consider the device testing process, and 
the particular problems associated with the testing of 
secure microcomputers. 

SINGLE CHIP MICROCOMPUTERS 

What do we mean by a single chip. microcomputer, 
and what is special about a secure one? A single chip 
microcomputer (commonly referred to as an MCU) is 
a full microprocessor system integrated on to a single 
piece of silicon. It is a complete computer system in 
miniature, containing almost all the resources required 
to implement a particular application, or range of 
applications. In addition to the Central ProceSSing Unit 
(CPU) and its control circuitry. it typically contains 
blocks of different types of memory, and a selection of 
hardware functions, optimised for general or some­
times very specific application areas. The only com­
puter-like resources it lacks are the external human or 
machine interface devices such as keyboards, dis­
plays, disk drives, transducers and sensors. Most 
MCUs contain, at the 'very least, areas of random 
access memory (RAM) and read only memory (ROM). 
The RAM is used by the CPU for temporary data 
storage during calculations and transactions. Data can 
be read from or written to the RAM by the CPU in the 

CXlNlRl. 
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Fig. 1: General Purpose Microcomputer 
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space of a few microseconds, however any data in the 
RAM is lost when the electrical power supply is 
removed. The ROM area is used to store information 
which will not change throughout the working life of 
the MCU. Primarily it is used to store the customer's 
application software (known as the user software or 
HROM code"). This controls the sequence of logical 
operation and decision making of the CPU. It can also 
contain any fixed data, in the form of look-up tables for 
example, which may be required by the application. All 
this information is built into the ROM during the silicon 
manufactvring process and can never be altered after 
the manufacturing process is complete. MCUs incor­
porating arrays of non-volatile memory, such as 
EPROM (erased by UV light) and EEPROM (electrically 
erasable) are available for applications where variable 
data has to be kept for long periods of time, even when 
power is removed from the MCU. This is particularly 
important in SmartCard applications where transac­
tion data and other records must be updated every 
time the card is used (possibly several times a day de­
pending on the type of application) and which must be 
retained for weeks, months, or even years in some 
cases. Typical on-chip hardware functions for general 
applications are simple counter/timers, byte-wide I/O 
ports and serial communications interfaces. 

An important thing to realise is that most typical single 
chip microcomputers are designed to function in a 
number of different operat(ng modes which can be 
selected by the user. In the single chip user-mode, 
which is the normal mode of operation in most appli­
cations, the CPU runs under the control of the user 
software built into the on-board ROM. Some MCUs 
support expanded-mode operation where internal 
data and address buses are connected to the I/O pins 
to allow the CPU to access additional memory and I/O 
outside the MCU. Other operating modes are pro­
vided for testability. 

CPU 

Fig. 2: Secure Single-Chip Microcomputer 



A secure single chip microcomputer can include any or 
all of the features just described, but it also has the 
built-in capability to prevent, by various means, un­
authorised access to the CPU, the memory arrays, the 
user/application software, and any data being pro­
cessed or stored within the device, at any time. After 
it has been tested and passed as fully functional by the 
semiconductor manufacturer, the only possible mode 
of operation for a secure microcomputer must be the 
user-mode, i.e. under the complete control of the 
user software in the on-board ROM. 

HISTORY 

In 1977 Motorola (working with one of its European 
customers) began a feasibility study concerned with 
putting a microcomputer and a non-volatile memory 
within an IS07810 credit card. This solution was fully 
functional by 1979. As a result of evaluation and 
feasibility studies it soon became apparent that 
"multi-chip computer" solutions have a number of 
inherent disadvantages which can detract significantly 
from their suitability for secure, reliable, high-volume 
SmartCard applications. In multi-chip solutions, the 
interconnections forming the control and data buses 
between the chips are easily accessible from the 
outside world and the data being transmitted across 
them may be intercepted and monitored. This can 
seriously limit the inherent security of such a multi­
chip solution. In single chip solutions however the 
interconnections are buried deep within the structure 
of the silicon die and, in devices intended for Smart­
Card applications, the silicon designer can use a 
variety of techniques to ensure that these intercon­
nections cannot be accessed from the outside world. 
Multi-chip solutions are also inherently less reliable 
and usually more expensive than single chip solutions 
because physical stresses can damage the external 
interconnections and fabrication, test and assembly 

1990 

1982 

1980 SMARTCARD 

1979 VOLUME 
ICFAMILY 

19nr-- SINGLE MANU- 20000000 r.: Two CHIP FACTURE 
CHIP PRO- IN EAST UNITS 
SOLN. POUL KILBRIDE SHIPPED 

Fig. 3: Development History 

685 

costs have to be incurred for each chip. We believe 
therefore that the concept of a single chip micro­
computer solution is important to the successful 
realisation of secure. reliable, high-volume SmartCard 
applications. 

Work began in Motorola's European Design Office in 
Geneva in 1980 on the design of a SmartCard chip to 
a general specification agreed with a potential 
customer. The design was based upon the CPU ofthe 
highly successful M680S single chip MCU, with 
8 K bits of UV erasable memory (EPROM), as well as 
RAM and ROM. This was all integrated on a single 
NMOS technology silicon chip of less than 20 mm2• 

The merging of EPROM and NMOS MCU 
technologies on one piece of silicon was a new area for 
Motorola and our Advanced Products Research and 
Development Laboratory (APRDL) was given the task 
of designing and developing a completely new wafer 
fabrication process to support this combined 
technology. First silicon was successfully produced in 
APRDL in 1981, and in 1982 the new production 
process was transferred from APRDL to the volume 
wafer fabrication facility in East Kilbride, Scotland 
where the world's first single chip SmartCard MCU 
then went into full production. 

Since thEm the advent of HCMOS technology and the 
ability to integrate electrically erasable memory arrays 
on the same chip have resulted in the extension of the 
family of SmartCard microcomputer chips based on 
the M680S CPU. This family offers various combina­
tions and sizes of RAM, ROM, EPROM and EEPROM 
areas. Other families of high-performance, high­
functionality MCUs which have been developed in 
parallel with the SmartCard family, notably the 
68HCOSB-, 68HCOSC-and 68HC1 1-families, are ideal 
for controlling SmartCard readers, keyboards, corn­
munications channels and interface devices. 

Now, in 1990, East Kilbride is Motorola's world-wide 
centre of excellence for SmartCard product and 
manufacturing technology and, as a result of its on­
going commitment to this emerging market, has so far 
shipped more than 20 000 000 SmartCard devices. 

DESIGN SECURITY 

The silicon designer's task is never an easy one, but it 
is particularly difficult when the end product is in­
tended for SmartCard applications. There is a contin­
ual trade off between what the market demands and 
what it is willing to pay for in terms of functionality. 
One of the main reasons why general purpose single 
chip MCUs are not a cost effective solution for Smart­
Card applications, forgetting for the moment the lack 
of in-built security, is that a considerable area of silicon 
is wasted supporting functions which are not really 



necessary for this type of application. All they serve to 
do is to increase the die size which increases the cost 
of production. and hence the price of the end product. 
The relative quantities of different types of on-chip 
memory is another key issue. The SmartCard mark~t 
has a voracious appetite for non-volatile memory. 
However an EPROM cell uses roughly twice the 
silicon area of a ROM cell. and an EEPROM cell is 
about twice the size of an EPROM cell. In other words. 
if the target die size can accommodate 8 K bytes of 
ROM. the customer can have approximately 4 K bytes 
of EPROM or 2-3 K bytes of EEPROM instead. This is 
very much an oversimplification .as for example each 
type of memory has a different requirement for decod­
ing and programming circuitry. which also add to the 
silicon area. Also, the combination of non-volatile 
memory technologies and NMOS and HCMOS semi­
conductor technologies makes the manufacturing and 
testing processes much more complex and expen­
sive. Although technological advances have helped 
reduce the dimensions of non-volatile memory cells. 
EPROM will always be more expensive than ROM, 
and EEPROM will be more expensive still. RAM is the 
most expensive type of memory in terms of silicon 
area. Fortunately. very large arrays of RAM are not 
usually required for SmartCard applications, though 
this does put pressure on cryptologist-programmers 
to use the available RAM very efficiently. 

The result of the silicon designers' efforts may well be 
a masterpiece of design ingenuity with a functional 
specification second to none, but it also has to be 
manufacturable, in very high volumes. at the right 
price for the end customer - hence it has to be 
testable, quickly and thoroughly. Testing of a micro­
processor device is usually achieved by accessing the 
data, address and control buses via the pins which 
electrically connect the internal circuitry of the device 
to the outside world. This is fairly easy to achieve with 
standard microprocessor devices which are intended 
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Fig. 4: Outline of MCC68HC05SC11/SC21 die 
showing the effect of cell complexity 

on the respective memory areas 

for multk:hip applications, as their data. address and 
control buses appear on the pins of the device, and are 
designed to allow easy interface to external memory 
and interface chips. It is considerably more difficult to 
achieve in most single chip microcomputers. How­
ever the design engineer usually incorporates a test 
mode which makes the internal bus connections 
externally accessible. by switching them onto the 
various I/O pins leading to the outside world. 
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Single chip MCUs intended for SmartCard applications 
present the silicon designer with a number of special 
problems. The device circuitry must be designed in 
such a way that. after testing. the test mode can be 
permanently disabled to prevent this mode from being 
reactivated. The device must then operate only under 
the control of the user application software. 

Single chip MCUs for SmartCards do not need a large 
number of connections to interface to the outside 
world. (The current ISO standard, which specifies a 
serial half duplex system, defines six connections. 
plus two reserved for future use.) Although this pre­
sents the designer with the opportunity to save on 
valuable silicon area, it introduces the additional prob­
lem of how to provide access to the internal circuitry. 
when there are insufficient I/O lines available to con­
nect the internal buses to the outside world. This 
problem can be overcome by adding special test 
connections to the device, which are not connected 
when the device is packaged in a SmartCard, or by 
utilising serial communication techniques during 
testing. However, extra test pads add to the total 
silicon area of the die, and serial communication adds 
to the testing time, both of which ultimately add to the 
cost. Motorola's designers have developed a number 
of techniques and features which ease the testing 
burden and reduce the test time of the device. These 
features are disabled by blowing fusible links upon 
completion of the test. 
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Fig. 5: Genel1ll Purpose Microcomputer 
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Fig. 6: Secure Microcomputer 

Fusible links can be incorporated in the circuit design 
to connect the I/O lines to the internal data bus and 
other parts of the internal circuitry. These fusible links 
form part of the normal interconnecting layers embed­
ded in the device during the wafer fabrication process. 
After testing is complete, these fuses are blown. In 
non-volatile memory arrays (EPROM and EEPROM) 
special bits or bytes can be provided within the array 
which allow the CPU to detect attempts to illegally 
erase the memory. These bits can be programmed 
only during testing, before the fuses are blown. Any 
attempt to erase the memory array will irrevocably 
alter the state of these bits. In some designs, it is left 
to the application software to decide on an appropriate 
course of action if such a condition is detected. In other 
designs, the CPU stops processing - permanently. 

The layout of the circuitry of a semiconductor device 
on the silicon die is usually done in a fairly logical 
manner. However, the SmartCard chip designer can 
use a number of techniques to confuse anyone who 
may try to analyse the design. Communication buses 
and control lines can be routed through different 
masking layers rather than being routed by the most 
direct path. Memory topology can be made very 
complex with logically adjacent bits and bytes being 
physically distributed over the memory space. Also, 
dummy structures resembling transistors can be dis­
tributed within the integrated circuitry on the die. 

WAFER FABRICATION 

Over the last 10 years or so Motorola has progressed 
from 5 ~ NMOS technology on 75 mm wafers to 
1. 5 ~ low-power HCMOS technology on 150 mm 
wafers. The significant reduction in line widths has 
allowed larger memory arrays, new memory technolo­
gies, and more functional circuitry to be incorporated 
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in today's state of the art devices without increasing 
the die area. Unfortunately, this wonderful new tech­
nology does not come cheap. The capital investment 
in state-of-the-art wafer processing and test equip­
ment is extremely high. A modern wafer fabrication 
facility such as the one Motorola has built in Scotland 
costs about £200 million to build and equip. This in 
itself may be viewed as an additional security feature 
against fraudulent manufacture! 

The production process which turns raw silicon into 
finished wafers involves a very large number of proc­
ess steps. In simple terms it is a multi-layer technology 
using techniques similar to photographic printing. The 
electronic circuit is converted into a number of layers 
which contain different elements of the circuit compo­
nents: the interconnections; the bus lines; the bonding 
pads; the memory cells; and so on. Each layer is then 
converted into a photographic mask. (One of these 
masks contains the application software and custom­
ised data supplied by the end customer.) Each mask, 
and there can be as many as 15 in some complex 
device technologies, is then used in a series of expo­
sure, print and development cycles as the electrical 
circuit is built up on the silicon wafer. In addition, a 
number of diffusion, oxidation and implant processes 
are used at different stages of the process to create 
the correct electrical and functional characteristics of 
the semiconductor device. The wafer fabrication 
process for producing secure microcomputers is 
essentially no different from any other type of micro­
processor or microcomputer. However the inclusion 
of EPROM or EEPROM arrays makes the process 
much more complicated due to the extremely criti.cal 
nature of such parameters as gate and interlevel oxide 
thicknesses and silicon defectivity. 



MANUFACTURING SECURITY 

I have just reviewed the standard wafer fabrication 
process. What does the semiconductor manufacturer 
have to do differently when the product can end up in 
a SmartCard application, possibly representing a con­
siderable sum of money or controlling access to bank 
accounts, personal information or to high security 
areas? 

Security must be the watchword at every stage of the 
process. In Motorola, for any single chip MCU, the 
customer's application software (the ROM code) is 
converted into a set of geometric coordinates and 
dimensions, which are stored on a pattern generation 
tape. This tape is then used to produce one of the 
masks used in the wafer fabrication process. 

For SmartCard MCUs the customer's software is 
processed, and the pattern generation tape produced, 
via a special restricted-access account on Motorola's 
internal computer system. Transfer of the tape to 
mask shop and of the ROM code mask and tape back 
to the factory is done by special courier. The mask is 
then safely stored within the wafer fabrication area 
which is itself a highly restricted area. . 

During the wafer fabrication process the wafers are 
strictly controlled on a batch basis up to the start of the 
metallisation process. From then on, each wafer is 
tracked and traceable individually, as the devices are 
essentially functionally complete after metallisation. 
As well as having various access controls to the 
manufacturing areas every wafer entering the 
metallisation stage is fully accounted for (even to the 
number of good dice on each wafer, once that is 
determined) from then on until it is either shipped to 
the customer or destroyed in a secure manner. 

TESTING OF NON-SMARTCARD DEVICES 

The finished wafers move from the wafer fabrication 
line to the probe area for testing. Testing is done using 
a "stored response" technique. A comprehensive 
sequence of test signals (or vectors) is applied by the 
testing computer to the probe and bonding pads of 
each die and the resulting response signals are com­
pared with a stored sequence of the expected 
responses. Any discrepancy between the actual and 
the expected response sequences indicates a 
defective device. (The device must pass every single 
vector in the test pattern, possibly tens of thousands 
of lines, to pass the test.) Parametric type tests, such 
as supply and leakage current measurements, are also 
performed. 
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Every die is tested for total functionality and perform­
ance to the device specification, including verification 
of the customer's application software in ROM. Dur­
ing the probe test any defective die can be physically 
marked or located on a wafer map to eliminate any 
further work on such non-functional devices. The 
wafers are then fixed to an adhesive plastic film before 
being sawn to separate the individual dice. If the 
devices are being supplied to the customer in pack­
aged form, the wafers are then sent for assembly 
where the dice are assembled into the appropriate 
packages. They are then final tested and shipped to 
the customer via standard commercial carriers. 

TESTING OF SMARTCARD DEVICES 

In the factory in East Kilbride the SmartCard probe test 
area and all its test equipment is completely dedicated 
to SmartCard products and access is restricted to 
authorised personnel only. Each device is functionally 
and electrically tested as with non SmartCard product. 
The non-volatile memory is then erased and retested 
to ensure complete erasure of every cell. At this point 
traceability information (such as batch number, manu­
facturing location, test date etc.) can be written into 
each device together with any customer specific data, 
in accordance with the customer's instructions or 
algorithms; some of this data may be unique to each 
individual die. This part of the procedure is carried out 
via a dedicated computer system which has no com­
munication links with the world outside the SmartCard 
probe area. Finally the security fuses on each die are 
blown. 

After being sawn, the dice are ready to be shipped to 
the customer as complete wafers on their adhesive 
plastic film backing. The wafers are transported from 
the factory in East Kilbride to the airport bonded 
warehouse - and from the destination airport to the 
customer's premises - by armoured car. These 
wafers include not only good dice which have passed 
the test programme, but also any dice which have 
been identified and marked as defective. This allows 
the customer to account for each individual die, good 
or bad, on every wafer. 

IN CONCLUSION 

I hope that this Engineering Bulletin has given you 
some insight into the design and manufacture of 
Single chip microcomputers in general. I have tried to 
illustrate, through the experience gained by Motorola 
over the past twelve years, how the additional prob­
lems set by the need for total security of design and 
. manufacture of single chip microcomputers for the 



SmartCard market have been tackled and solved. The 
level of expertise and overall capability required by the 
semiconductor manufacturer to enable him to supply 
the right products to the SmartCard market cannot be 
achieved overnight. It is not sufficient to be a world 
leader in microprocessor technology, with a world­
beating product portfolio. The semiconductor supplier 
has to provide a product portfolio which includes 
devices designed with intrinsic security features 
specifically for embedding in SmartCards (or indeed in 
any other" security package"). and other devices with 
the on-chip features required for SmartCard reader 
and peripheral applications. Almost any general 
purpose MCU can be used in a SmartCard application. 
Some of the penalties of doing so, such as increased 

die size and increased cost due to unnecessary on chip 
hardware and inefficient bonding pad layout, are 
immediately apparent; others will become obvious 
only when the security of such an application is put to 
the test. and fails to meet the necessary standards. 
The constraints imposed by the need for high levels of 
security at every stage of design and manufacture are 
considerable. Motorola has more than a decade of 
experience in volume SmartCard MCU production, 
and has the product portfolio required to meet all the 
needs ofthe SmartCard market in the world today. We 
are not standing still; we already have devices at 
advanced stages of planning and design to meet the 
emerging and future needs of this diverse market; we 
intend to remain ahead of the field. 

GLOSSARY 

BYTE (KBYTE) 8-bits of binary data (1024 bytes) 

CPU Central Processor Unit - the "number 
cruncher" in an MCU 

DIE, pI. DICE individual microcomputer (or other) 
device on silicon 

EEPROM 

EPROM 

HCMOS 

I/O 

NVM - may be erased by applying 
special voltage 

NVM - may be erased by exposure to 
UV light 

High-density low-power MOS technol­
ogy 

Input/Output communication lines 

ISO (7816) International Standards Organisation 
(standard concerned with specifica­
tions for I C cards) 

MASK Medium used to convert customers' 
application software (ROM Code) to a 
pattern on silicon 

MCU (Single-chip) microcomputer unit 

MICROCOMPUTER A silicon chip containing a 
microprocessor - plus memory and 
other peripheral devices 
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NVM Non-Volatile Memory (for "permanent" 
storage) 

RAM Random Access Memory - for tempo­
rary storage 

ROM Read Only Memory - contents fixed 
during manufacture of the silicon and 
unalterable "ROM Code" is customer 
supplied application programme 

-SILICON GLEN- An area stretching across the 
central belt of Scotland containing the 
factories of many international elec­
tronics companies 

SMARTCARD ISO credit card sized package contain­
ing a microcomputer 

TEST MODE Special operating mode for an MCU to 
allow comprehensive testing by the 
manufacturer prior to shipping to 
customer 

USER MODE Normal operating mode for MCUs (et 
TEST MODE) 

WAFER Slice of silicon which, after processing, 
contains typically hundreds of individual 
dice; 100-150 mm in diameter 
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SCAM modules for Smart Cards 

Motorola is launching its SCAM range of assembly 
modules by introducing its Smart Card product family 
packaged in modules suitable for insertion into ISO 
standard plastic cards). 

8-contact and 6-contact modules will be available. 
These modules can be inserted in IS7810 plastic 
cards, in either the I SO standard location or the transi­
tionallocation as defined in IS7816/2. 

Both modules conform completely to the contact 
dimensions, locations and electrical connections 
defined in IS7816/2 (Dimensions and locations of the 
contacts). 

NC 

CLK 

RST 

VCC 

53.98 

1+--------85.6 mm---,---+-.-f 

TRANSITIONAL LOCATION- 8 CONTACTS 

During the assembly process, all pins are shorted 
together to minimise the risk of damage due to static 
electrical discharge. 
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MEMORY (BYTES) 

RAM ROM EPROM EEPROM 

6805SCOI 36 1600 1024 

680SSC03 52 2048 2048 

68HCOSSCll 128 6144 8192 

68HCOSSC21 128 6144 3008 

Packaged in these modules, Motorola's secure micro­
computer devices conform completely to the 
electrical characteristics defined in IS7816/3 
(Electronic signals and transmission protocols). 

GND 

vpp 

1/0 

S3.98 

1--------8S.6 mm------t--+j 

ISO LOCATION - 6 CONTACTS 

Motorola is the leading supplier of secure microcom­
puters for smart card applications, with over 20 million 
units supplied to date from our manufacturing facilities 
in Scotland and the U.S. 
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UMEMORIES ARE MADE OF THIS ... " 
a look at memory considerations for 

Smart Card applications 
By Mike Paterson 

Motorola Ltd. 
East Kilbride 

OVERVIEW 

This paper discusses some of the issues concerning 
memory size and type and how they affect the speci­
fication of Secure Microcomputers for today's Smart 
Card marketplace. The principal premise is that: in the 
kind of mass market, multi-million unit per annum, ap­
plication which is the main target of the Smart Card 
systems in use and under developmentat present, the 
cost is crucial to the success of a particular application. 

From the silicon manufacturer's point of view cost is 
directly proportional to the area of silicon required (as 
a good first approximation at least). This paper there­
fore discusses the features and advantages of the 
different types of semiconductor memory, with par­
ticular attention to their cost in terms of silicon area, as 
they affect the typical uses required for Smart Card 

applications. After discussing some of the possible 
trade-offs in the specification for a seCUii: miciOCOn-,. 
puter there is a brief look at likely future developments 
in technology available for these devices. Europe 
leads the world in the design and implementation of 
Smart Card based systems, from bank payment cards 
to access control to medical records. Motorola echoes 
this trend through its unparalleled expertise gained 
from 13 years involvement in the speCification, design 
and manufacture of secure microcomputer devices in 
Europe. 

This paper presents an overview of the issues con­
cerned with memory provision and utilisation for 
secure microcomputers used in Smart Card applica­
tions. It does not attempt an in-depth treatment of the 
technical nor the applications specific issues involved. 

1978 1980 1982 1984 1986 1988 1990 1992 

Figure 1: The evolution of Motorola's Secure Microcomputer family 
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INTRODUCTION 

The drive towards more and more data storage, and 
hence bigger and bigger memory sizes, seems to be 
an essential part of all modern-day electronic systems. 
Only a few years ago desktop "personal computers" 
were confidently marketed, and thankfully purchased, 
with only 8 kilobytes (kb) of memory. Even today the 
ubiquitous IBM PC'" has a direct memory addressing 
capability of only 640 kb, whilst other desktop ma­
chines are now designed to have anything from 
1 Megabyte (1 Mb = 1000 kb) to several Gigabytes 
(1 Gb = 1000 Mb) of storage. This increase in the 
amount of readily accessible memory has been made 
possible by enormous advances in system architec­
tures and in the way data is stored. The semiconductor 
memory has come a long way from the invention of 
the transistor fewer than 40 years ago. Today single 
pieces of silicon no larger than a fingernail can store 
more than four million bits of data, and at a cost per bit 
so small as to be undreamt of when the transistor was 
born. 

The earliest "computers" used mechanical storage 
means (gears and cogs); this swiftly advanced to the 
use of the vacuum tube in the first electronic comput­
ers. The next step was the ferrite core memory - until 
recently still a firm favourite with military systems 
designers the world over. However the development 
of the transistor saw the realisation of physically small 
memory cells each capable of storing a single bit of 
information, a '1' or a '0'. As the integration level (the 
number of transistors on a single piece of silicon) 
increased so then did the physical size of a given 
memory array fall. The decreasing physical size of 
memory has led inevitably in the market driven 
economy to a real fall in its price. Electronic goods are 
among the very few categories of consumer goods 
that have fallen in price in real terms over the last two 
decades and semiconductor memories have fallen (in 
price-per-bit terms) faster than any other commodity 
product. 

The very success of memory design improvements 
and the ability to make the individual constituents of a 
memory cell ever smaller has in part fuelled the rush 
towards greater memory capacity. As more and more 
memory becomes available on a personal computer 
for example, so more and more sophisticated applica­
tions software becomes possible, which generates 
the need for large amounts of storage for the output of 
these very complex programs. The colour VDU is 
perhaps a good example, requiring as it does so much 
more memory than a simple black and white one: how 
often is 'colour' specified when black-and-white 
would be perfectly adequate, simply because it is 
readily available and has a perceived added value. 
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So memory is readily available, and cheap to buy, but 
does this necessarily mean that" more is better" is the 
right strategy to adopt? The danger is that the ready 
availability and low cost of memory may tend to 
obscure the benefits of making the optimum use of it. 
After all, no matter how small and cheap a memory cell 
becomes one cell will always be cheaper than two! 
The problem is that "more memory" is always the 
easy option when specifying a system and, as with 
colour VDU's, you then pay for it - whether you really 
need it or not. 

These arguments are just as valid in the context of 
Smart Cards as they are in the example of the desktop 
computers quoted above. In addition, there is a further 
restriction when the silicon is destined for a credit card 
application: size. Size can become an issue not only of 
cost but of reliability, as plastic bends and silicon does 
notl Before we look in some detail at the particular 
needs of the Smart Card marketplace (and by Smart 
Card I mean by extension all application areas where 
a Secure Microcomputer is desired) we first need to 
understand a little about the different types of mem­
ory that are available. 

TYPES OF MEMORY 

There are basically two categories of semiconductor 
memory: volatile and non-volatile. In this context the 
terms volatile and non-volatile simply differentiate 
between a memory cell's ability to retain data in the 
absence of electrical power (non-volatile), or not (vola­
tile). However both of these categories break down 
into sub-categories, each with different features and 
disadvantages. 

We will look at the volatile memory first, as it is the 
simpler of the two, there being only two sub­
categories. This type of memory is usually known as 
RAM (Random Access Memory) and can be divided 
into two main sorts, Static (SRAM) and Dynamic 
(DRAM). Both types of RAM are very versatile: they 
can be written to and read from with no special 
preparations; the writing/reading is very rapid; there is 
no practical limit to the number of read-write cycles 
that may be performe<;l. These features make this type 
of memory useful for storage of any kind of data, from 
fixed program data to rapidly changing data (such as 
time of day for a clock function). However there are 
disadvantages. RAM loses its information when the 
power is turned off, thus it is not useful for program 
and fixed data. RAM cells are also comparatively large 
(requiring as they do up to six transistors to store just 
one bit of information) and consume significant 
amounts of power. The former means that a given 
amount of RAM takes up much more silicon area than 
the same amount of any other type of memory. The 



latter varies from being a nuisance in some circum­
stances to a very real drawback when considering, for 
example, battery powered equipment. 

The two types of RAM vary in the way that they store 
data. Dynamic RAM is smaller in area than Static RAM 
but needs to be continually reminded of whether it is 
storing a '" or a '0' by means of a regular refresh (or 
clock) signal. Since Static RAM does not need this 
signal to be provided there is less system overhead, 
but a larger area of silicon is necessary because of the 
increased cell complexity. In an application therefore 
the system designer needs to understand whether he 
will always have a clock signal available when he 
needs to maintain RAM data. If there is any doubt 
about this (for example battery powered equipment 
frequently shuts off system clocks, whenever pos­
sible, to reduce power consumption) then he needs to 
specify Static RAM, and pay the penalty of increased 
size, and therefore price. (Static RAM has itself two 
variants (using either four or six transistors per cell) 
which allow a trade-off between power consumption 
and cell size.] 

Non-volatile memory (NVM) is a more complicated 
subject. There are three main types of NVM currently 
available in volume production quantities with other 
types just coming on-stream, or currently existing in 
low volumes. For now we will look only at these three 
main types, and towards the end of this paper discuss 
briefly the opportunities and challenges offered by the 
new technologies. 

/ 

ROM 

The basic feature of NVMis the fact that it retains its 
stored data even in the absence of electrical power. 
This makes it ideal for permanent and semi-perma­
nent data storage, though as we shall see its versatility 
is extending its use towards the RAM's domain of 
frequently changing data. Again there are two basic 
categories of NVM: alterable and non-aiterable. 

ROM (for Read Only Memory), or mask-ROM as it is 
also known, is the simplest form of NVM. Its contents 
are defined during manufacture of the silicon and this 
data is then unchangeable over the life of the device. 
This type of memory has the smallest cell size (only 
one transistor) and is ideally suited to storing the fixed 
application software (operating system, program, 
fixed data tables etc.). However, there its usefulness 
ends. Since it cannot be changed after manufacture it 
follows that the only actions that it can perform and the 
only situations that the program stored in it can re­
spond to are those thought of in advance and allowed 
for in the coding of the ROM contents. Because it is 
small and can be fully tested during silicon manufac­
ture it is the best kind of memory to use if its features 
are sufficient. Even where an application demands the 
ability to change fundamentally during the life of the 
Smart Card there will be functions (such as input/ 
output routines) which can be fixed, and hence coded 
in the ROM, leaving the more expensive alterable­
NVM for data subject to change. There is one further 
advantage of ROM in the Smart Card context; because 
the contents are defined during manufacture, and 
cannot thereafter be altered, a level of security is 

"'\ 
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Figure 2: Some typical uses for the different types of memory in a Smart Card application 
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inherent in this memory. For example if an application 
program runs in ROM, and if this program is written 
such that it never allows the device to output a "secret 
code" stored on the card then there is no way to 
change this program to get the device to output the 
restricted data. 

EPROM (Eraseable Programmable Read Only Mem­
ory) provides the next level of versatility over that of 
ROM. This behaves exactly like ROM when being 
read. However in certain circumstances the data 
stored in the EPROM cells may be changed. EPROM 
cells read as '" or '0' dependent on the level of stored 
charge within each cell. Because ofthe constructiol'l of 
the EPROM cells it is possible, by using a compara­
tively high voltage, to change the state ofthe cell from, 
say, '0' to "'. This is a one way process. In order to 
return the cell to its original, or virgin state it is 
necessary to erase the entire memory array byexpos­
ing it to ultra-violet (UV) light. The UV light causes a 
shift in the threshold voltages of the transistors in the 
EPROM array so as to allow the stored charge to leak 
away and the cells to return to their original (zero) 
state. Obviously by its nature an EPROM array will all 
be erased at once, it is not possible to selectively erase 
particular data. Again in the case of Smart Cards this 
limitation can be used to advantage. The (fixed) ROM 
code can be made to check that some particular part 
of the EPROM array is programmed (i.e. is non-virgin). 
On failing to detect this situation the applications 
program knows that the EPROM array has been 
erased at some point and hence the integrity of any 
data now in the EPROM is suspect. Further operation 
can then be suspended, or any other predetermined 
action taken. Clearly also in a Smart Card it is normally 
not possible to erase EPROM anyway as the die is 
permanently covered by opaque plastic. This means 
that for these applications EPROM is a 'write-once' or 
one-time-programmable' type of memory. 

To get round the final restriction of non-selective 
erasure we have to move towards the most complex, 
largest, and most versatile type of NVM, the EEPROM 
array. Electrically Eraseable Programmable Read Only 
Memory can behave exactly like EPROM but in addi­
tion offers the advantage of being able to selectively 
erase, and re-write specific bytes of data. Again the 
EEPROM cell, like that of the EPROM, uses stored 
charge to differentiate between a '" and a '0'. Again 
like the EPROM, by use of a higher than normal voltage 
it is possible to change the state of the cell from, say, 
'0' to " '. However this time the process is reversible 
and hence the cell state can be returned to '0' in this 
example by simply applying the correct voltages to the 
cell. A further advantage of EEPROM over EPROM is 
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the fact that because the programminglerasure cur­
rents involved are so small it is possible to generate 
the high voltage required for this on the silicon chip 
itself by using a 'charge pump', thereby removing the 
need for a separate high voltage power supply external 
to the chip. This is a significant design simplification 
and provides significant cost reduction in the Smart 
Card arena, where the number of external contacts is 
thus reduced from six to five. Additionally the Smart 
Card reader designer does not have to provide expen­
sive, high tolerance programming circuitry like that 
necessary to support EPROM based cards. 

However all this versatility has a price. As stated the 
EEPROM cell is more complex than any other type of 
non-volatile memory cell. It therefore takes up more 
space and hence costs more. Because EEPROM can 
be written to very easily it puts an additional burden on 
the system software designer in order that the integ­
rity of the data can be guaranteed. For example: to 
return to our 'application running in ROM' quoted 
above. If this same application software is now run in 
EEPROM then it is possible to change the actions of 
the program (by simply rewriting some of the bytes 
containing that program) to provide an option that was 
previously non-existent. The software designer there­
fore has to ensure that his software guards against any 
possibility of an unauthorised user being able to gain 
control of the application program in order to make 
changes to its operation. Additionally further precau­
tions, both in hardware and software, must be taken 
to minimise the chance of spurious data being written 
into the EEPROM, due to a power failure for example. 

Because the EEPROM memory is so much more 
versatile it is consequently more open to abuse. This 
throws more dependence back on the inherent design 
of the hardware itself, as well as on the software. 
Security implemented as part of the hardware design 
of the device protects against a variety of ways that the 
memory contents could be compromised - for 
example by ensuring that there are checks after the 
device is reset to determine the contents of particular 
areas of EEPROM. 

Alterable-NVM such as EPROM and EEPROM, by its 
physical nature, has a finite life in terms of data storage 
and therefore its integrity can be regarded as lower 
than that for the unchanging ROM cells. The "life" of 
EPROM or EEPROM is usually given in terms of data 
retention and write-erase endurance. Data retention is 
simply a measure of how long any particular 
information is guaranteed to be retained in memory 
after being written there with a given set of conditions 
(voltage, programming time, temperature etc.). Write-



erase endurance is quoted as the number of times that 
any individual cell may be written to and erased and 
still be guaranteed to correctly store data. Typical 
values are: 10 years for data retention; 10 000 write­
erase cycles for EEPROM endurance. EPROM is a 
more mature technology than EEPROM, and needs 
comparatively high currents to perform the program­
ming (electrical erase being impossible). Therefore the 
data integrity of EPROM is generally regarded as being 
better than that of EEPROM, there being a lower 
probability of incorrect data being stored (or good data 
being erased) through the action of "electrical inter­
ference" (power surge/failure, etc.). There are of 
course waYs to improve statistically the effective 
reliability of data stored in EPROM or EEPROM, for 
example by using intelligent programming algorithms, 
or by using error detection and correction techniques. 
Each of these methods can be implemented so as to 
achieve the most demanding of data integrity require­
ments. Hence the recommendation should be that 
use the flexibility of EEPROM if it is needed; but if 
"write-once" EPROM is sufficient for the nature ofthe 
data being stored then use it in preference; and if the 
data is fixed then use ROM. 

We can summarise the memory types as follows: 

RAM The fastest and most versatile type of 
memory; volatile 

EEPROM Slower than RAM, but retains data in the 
absence of power 

EPROM For Smart Cards this is really a write-once 
kind of memory 

ROM Data defined during silicon manufacture 
and then unchangeable 

c:J 0 ooooooOc:J oooooOc:J 

0 
0 DROM NVM 
o 6144 8192 bytes o bytes EPROM 

o RAM 
or 

3008 bytes 
o 128 EEPROM 
o bytes 
CJ 00 c:J OCJ 

Figure 3: Outline of In Ictull 68HC05SC21 die 
showing the effect of cell complexity 

on the respective memory Irels 
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MEMORY USE IN SMART CARD APPLICATIONS 

Before we can look even briefly at the type of uses that 
memory is put to in a Smart Card application we first 
need to define "Smart Card". In this context I shall 
take a fairly narrow and literal definition. Thus the 
Smart Card is a device in ISO 7876 credit-card form 
containing a single-chip microcomputer. There are 
many other possible implementations which could 
give the same functionality, for example multiple-chip 
solutions, or key-fob shaped packages, etc.; the adop­
tion of the above definition is merely to make the 
discussion simpler. 

Whilst the possible applications for Smart Cards are 
limited only by the imagination of the systems design­
ers in their ability to demonstrate added value, a 
number of common basic features are required. A 
Smart Card is by definition and intention an identifica­
tion and authentication medium. No matter what ac­
tual use the card is being put to its fundamental 
purpose is to authenticate the card and its owner and 
to establish their level of entitlement; secondary func­
tions such as payment, personal details, or data trans­
fer are then used dependent on the nature of the 
application. This leads us to the basic common require­
ments of the secure MCU in the card: it should have 
the ability to store the identity of itself and its owner in 
such a way as to prevent the unauthorised use of this 
information. The method commonly, if not universally 
adopted at present for positive identification is 
through the use of a Personal Identification Number 
(PI N) together with a scrambling (or coding) function of 
some kind. Hence the individual card needs to have 
the ability to manipulate numbers according to some 
encryption system and to store in a secure manner 
unique data pertaining to that card and its owner. 

In order to perform any data manipulation 
"scratchpad" memory is required. This is memory 
that may be written to and rewritten countless times 
during the progress of a single calculation or transac­
tion. Since there is also a need for thisomemory to be 
accessed as fast as possible, to minimise calculation 
times, then the only choice is RAM. However, as I 
described earlier RAM is the most expensive kind of 
memory, due to its large phYSical size. This means that 
the system designer needs to pay a lot of attention to 
minimiSing the use of the "scratchpad" at anyone 
time, to keep the percentage of the silicon area dedi­
cated to temporary results (often of no consequence 
in themselves) as small as possible. The biggest use 
of RAM by far in a Smart Card device is for storing the 
intermediate results generated by the encryption or 
decryption algorithms and it is here that there is the 
biggest potential payback in terms of cost savings 
from efforts to optimise the use of RAM. 



Alterable-NVM has the next biggest cell size after 
RAM, whether we are talking about EPROM or 
EEPROM. A fundamental requirement of a Smart 
Card, for whatever application, is that it can be "per­
sonalised" or customised for each individual user. This 
requires NVM since the individual data will have to be 
written immediately prior to the card being issued to 
a particular individual; and it will of course have to 
retain that data when the card is not in use and not 
powered up. The arguments between EPROM and 
EEPROM are complex ones. The significant functional 
difference between these two types of memory is that 
(at least in credit-card packaging) EPROM is a "write­
once" medium, whereas EEPROM can be written and 
erased many times. 

If write-once versus repeated write-erase was the 
only issue then obviously EEPROM would win every 
time. The flexibility of EEPROM is unchallenged. 
Where the exact future usage of the memory is not 
known and cannot be predicted then it offers the best 
choice. However if the use of the memory is known 
and it can in fact be used in a write-once mode then 
EPROM has a number of advantages, not the least of 
which is cost. Bit for bit EPROM is less than half the 
size of EEPROM, offers a higher level of intrinsic 
security (more resistant to unauthorised alteration 
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since erasure is not possible in a Smart Card applica­
tion), and is a more mature technology with the asso­
ciated benefits of reliability and predictability. By 
making use of individual EPROM bits the number of 
transactions that can be sequentially recorded before 
the memory fills up can be quite large, however then 
the card has to be thrown away whereas the EEPROM 
card can simply have obsolescent data erased as 
necessary, and the memory re-used. 

There are two main uses for the NVM: frequently 
updated data (such as information on every transac­
tion); and only occasionally updated data (such as a 
new PIN code, credit limit, personal details, etc.). For 
tlie latter category the availability of more than twice 
as much EPROM memory in the same area may well 
make it equally or even more attractive than EEPROM. 
In the former situation however the ability to continu­
ally "refresh" the EEPROM card's capacity is an 
advantage, avoiding as it does the "throwaway card" 
concept. However it should also be remembered that 
the lifetime of a credit card is finite and controlled by 
such considerations as plastic wear, customer expec­
tations, and even security. A mixture of EPROM and 
EEPROM functionality would appear to be desirable, 
and this development is discussed later. 

6 transistor 
Static RAM 

Figure 4: A comparison in schematic form of the Circuitry involved in implementing ROM, EPROM, 
EEPROM, DRAM and SRAM cells in MOS technology suitable for microcomputers 
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The final memory type is the fixed ROM which can 
contain the applications program and general routines 
for input/output, PIN change etc. There is at least the 
temptation (and not only in Smart Card applications) 
for system designers to use the versatility of EPROM 
& EEPROM almost as a crutch, enabling last minute 
changes to software to be made "painlessly". Whilst 
this does mean that the need for fully functional final 
software is postponed as long as possible, this delay 
does carry a price as we have seen, in terms of silicon 
area. It makes economic sense to ensure that as much 
of the software as possible is fully defined before the 
manufacturing of the die starts. In this way the fixed 
data can be most efficiently stored on the silicon while 
enabling the available amounts of alterable-NVM, be 
they EPROM or EEPROM, to be reserved for functions 
that really require its additional features. In a typical 
Smart Card type of application we might reasonably 
expect to see the following apportionment of the 
software in non-volatile memory: ROM - fixed or 
"core" software (e.g. I/O routines, read/write sub­
routines, basic encryption algorithm, planned use 
software (e.g. bank debit card); EPROM/EEPROM -

1 EPROM CELL 

32 ROM CELLS 

sections of the code which it may be desired to update 
on a 'regular' basis (e.g. algorithm seeds, precise flow 
of the algorithm, tracking credit balances & 
expenditure profile) or which are unique to each 
individual card (e.g. serial number, personalisation 
data). EPROM or EEPROM can also be used to allow 
new functions to be loaded into the card after it has 
been issued to individual users (e.g. medical data, use 
as a credit card, telephone prepayment card, access 
control). By ensuring that the basic routines and 
functions are stored in ROM it is then possible to 
change the exact way in which they operate by simply 
writing different linking software to be stored in the E/ 
EEPROM. For example itwould be possible to operate 
the data transfer to and from the card at different rates 
based on a single number stored in E/EEPROM used 
in conjunction with the basic routine in ROM. 

Figures 4 and 5 show in some detail the circuitry 
involved in typical memory cells as they are con­
structed on microcomputer devices together with a 
comparison of the actual layout areas on silicon for 
some of these memory types. 

1 EEPROM CELL 1 SRAM CELL 

1 "cell" 

Figure 5: A comparison in terms of the physical layout on the silicon chip of the 
circuitry involved in implementing different types of memory array 
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VERSATILITY versus COST: 
THE MEMORY TRADE-OFF 

If we take the size of a given ROM array to be 1 then 
the relative sizes for the other types of memory array 
are approximately: EPROM -3; EEPROM - 7; dynamic 
RAM - 15; static RAM - 30. The reasons for this 
increasing size are simply the increasing complexity of 
the cells needed to provide the features of each type 
of memory. plus all the associated driving and decod­
inglogic. 

SRAM 

DRAM 

EEPROM 

EPROM 

~ 
Figure 6: Relative memory cell sizes 

THE FUTURE 7 

Clearly the Smart Card market. and indeed the market 
for secure microcomputers as a whole is still in its 
infancy. There are a number of very large projects 
already well underway-in France. Germany. Norway. 
Switzerland and the U.K. for example. but there are 
countless more at the stage of advanced planning or 
preliminary trials. The future for the actual microcom­
puter chips themselves will be largely determined by 
the way this marketplace develops. Criteria such as 
die size. memory size. level of designed-in security. 
hardware features and so on will all be dependent on 
which of the many proposed applications actually stay 
the course and become volume users of this technol­
ogy. 

Without the ability to predict the future and say which 
will be the most significant uses of Smart Card tech­
nology in the 1990's and beyond all we can do is look 
at current trends in both technology and applications 
and assess their likely development in the next few 
years. 
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It is probable that we will see a reduction in the 
(apparent) homogeneity of the market; there will be 
requirements for very large memory,array devices. 
which will be comparatively expensive (multi-function 
financial cards for example); there will also be a need 
for very cheap "stripped down" devices. aimed at 
providing a single. well-defined service very economi­
cally (perhaps a tracking token used for manufacturing 
control. or a simple access control card). Whilst it 
would appear at present that the latter category has 
the greater potential for generating very high volume 
business it is already clear that one of the major 
strengths of the· Smart Card" is its ability to be a truly 
mUlti-purpose card-where further new functions (and 
even distinct applications) can be added even after the 
cards have been issued to the individual end-users. 

However. to return to the topic of this paper. the short­
term silicon technology developments which we can 
expect to see in support of the above market forces 
are basically to do with putting more and more func­
tionality in a given area of silicon. Thus memory cell 
sizes will continue to shrink. and a significant reduction 
in this size could be in the use of "flash memory 
technology" . 

Flash-EEPROM is a modification of the existing 
EEPROM technology which reduces the effective 
individual memory cell size by abandoning the ability to 
individually erase specific bytes of data. In order to 
reduce the connection overheads for each cell the 
flash-EEPROM can normally only be erased in bulk (i.e. 
the entire array) or as a relatively small number of fairly 
large data blocks within the array. By making this 
seemingly Simple change it is now possible to get 
almost as many bytes of flash-EEPROM memory as 
EPROM memory in a given area of silicon. It must be 
borne in mind though. that flash-EEPROM is a compro­
mise technology: it will not be as small (hence not as 
cheap) as EPROM; it will not have the high write-erase 
cycling endurance of true EEPROM (perhaps only 10 
- 100 changes of data. rather than the typical guaran­
teed figure of 10000 forthe EEPROM); nor will it have 
the selectivity to be able to erase/rewrite single bytes 
of data. with all the speed advantages that implies; 
finally it will require an external high voltage source to 
perform the erase as the bulk nature of this erase 
precludes the use of an internal charge pump. since 
the required current is too high. As far as the Smart 
Card type of applications are concerned then flash­
EEPROM will give the system deSigner some of the 
benefits of EEPROM eraseability. with a cell size (and 
therefore cost) approaching that of EPROM. 



Just becoming available on the market now is a new 
generation of microcomputer devices which combine 
both EPROM and true EEPROM on the same die. This 
mixing of manufacturing technologies has not been 
trivial but it offers unparalleled versatility to the system 
designer: he has the writEH>nce kind of changeable 
memory to add, for example, a new application or a 
correction to an unforeseen limitation of the software; 
he also has the full write-erase cycling capability of the 
EEPROM to cope with frequently changing data, such 
as credit balances, entry logging etc. Because both 
types of memory are on the one piece of silicon it is 
possible to specify the minimum of the more complex 
and expensive EEPROM as it will only be used for data 
that changes many times and will not have to cope 
with the change-once data also, as the current 
EEPROM only devices have to. 

Other developments for the near future which will 
affect the memory requirements of the secure micro­
computer are likely to be in the field of algorithm 
handling. As we move to more and more sophisticated 
algorithms so the amount of processing power re­
quired increases and also the amount of working 
storage (RAM) necessary. It is presently a challenge to 
the cryptographers to cram the interim results of their 
encryption or decryption into the available RAM. Since 
RAM is expensive on silicon the pressure is unlikely to 
ease. Further advances in RAM technology and fur­
ther shrinking of the cell size will increase the amount 
of available RAM; however by then the algorithms will 
require more working storage to cope with their ever 
increasing sophistication. 
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Finally we can expect to see the "contactless Smart 
Card" becoming more common as the complexity and 
cost problems of this technology are overcome to 
enable it to compete in the volume marketplace. 
Presently the potential disadvantage of contactless 
solutions is that the card has to contain at least two 
chips, with the associated issues of manufacturability, 
cost, reliability and security. One development that is 
firmly in the silicon manufacturer's court is to devise 
the means to combine the stimdard HCMOS process 
technology used for microcomputers with the RF 
technology needed for the transceiver function of the 
contactless card. Once this can be achieved then a 
single-chip contactless Smart Card will be a reality for 
the high volume low cost general marketplace, and at 
a stroke many of the interfacing and mechanical con­
tact issues will be circumvented. This is not likely to 
happen in the immediate future, but if the demand is 
real then it will happen. 

So in summary we can see that thefe is enormous 
scope for development of the secure microcomputer. 
As more flexibility becomes readily available this will of 
course make more and more potential Smart Card 
applications viable. The credit card format is a very 
acceptable one to the end-user, and it may well be that 
this is the shape of things to come. However one of 
the reasons that the Smart Card is so acceptable to 
users is because of the enormous numbers of "credit 
cards" for a wide range of services already being 
carried around in people's wallets. When the only kind 
of "credit cards" are those containing a secure micro­
computer perhaps we will see a new, more compact 
and more durable form of personal identification 
medium. 



~ FLASH 
TYPE ROM EPROM EEPROM RAM EEPROM 

FEATURE 
Relative array size 1 3 7 20-30 3-6 
on silicon 

Number of 1 10-20 >10000 00 100 
write-erase cycles 

Data retention time 00 10yrs 10yrs as long as 10 yrs 
power on 

Program voltage N/A external internal (internal) external 

Erase voltage N/A UV internal (internal) external 

Write time N/A 5ms 10ms bus speed 2-10ms 

Erase time N/A minutes 10ms bus speed seconds 

Figure 7: A comparison of the principal features of each memory type 
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BIT 

BYTE 

DRAM 

EEPROM 

EPROM 
kb, Mb, Gb 

FLASH 

HCMOS 

ISO 

MCU 

NVM 

PIN 

RAM 

RF 

GLOSSARY 

a single item of information; either "0" or "1" 

eight bits of data 

Dynamic RAM - requires a refresh. or clock. signal 

Electrically Eraseable Programmable Read Only Memory 

Eraseable Programmable Read Only Memory 

kilo- (1024 bytes). Mega- (1 048 576). Giga-byte (1 073741 824) 

"Flash EEPROM" - a limited form of EEPROM 

High density Complementary Metal Oxide Semiconductor; 
a manufacturing process for MCU's 

International Standards Organisation 

Micro Computer Unit 

Non-Volatile ("permanent") Memory 

Personal Identification Number 

Random Access Memory: temporary storage 

Radio Frequency 
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SMART CARDS: 

how to deal yourself a winning hand 
By Mike Paterson 

Engineering Manager for Secure Microcontrollers 
MOTOROLA LTD., East Kilbride, Scotland 

Motorola East Kilbride has been the company's world­
wide "Centre of Excellence" for Smart card products 
for more than ten years. Together with their Geneva 
Design Centre they have developed and supported a 
range of secure single chip microcontrollers for Smart 
card and other security applications. To date more 
than 20 million secure MCUs have been sold and 
Motorola now has customers throughout Europe, 
Japan and the Americas using its Secure MCU 
product range. The author has worked in Product 
Engineering for several years on supporting this range 
of device types. 
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INTRODUCTION 

What is a "Smart Card"? There are many definitions for 
this term, probably one for every article ever to appear in 
the popular press! However, before I define just what I 
consider to be a "Smart Card", I would like briefly to 
explain my choice of title and summarise what I hope to 
cover in this Engineering Bulletin. 

For a number of years it has been fashionable to consider 
Smart Cards as a "solution looking for a problem", or as 
an "invention searching for a market". These are now 
becoming less fashionable expressions as the market for 
Smart Cards grows and diversifies. However, it is this 
historical basis and the very diversity of potential 
applications that are now beginning to come to fruition, 
which are in some ways hampering the growth of the 
marketplace. 

This Engineering Bulletin sets out to explain, from a 
silicon manufacturer's perspective, the background to 
the current market and the variety of products that are on 
offer. It defines the "Smart Card" and looks at the ways 
to determine what a particular application needs, in terms 
of features, if a Smart Card solution is going to succeed 
for it. By its nature this Bulletin provides only an overview 
of the many, and complex, arguments that accompany 
any decision to introduce a Smart Card application, but it 
is hoped that this will give. some basic guidelines to help 
the prospective end-user to ask his supplier the right kind 
of questionsaboutthe product types available. Bychoosing 
the optimum product for the particular market the likelihood 
of commercial success in that market is enhanced. So, by 
asking the right questions you end up with the right 
product. Remembering that (like Pokerl you do not see 
your competitor's hand until it i!? actually played, it is 
clearly advantageous to be holding all the Aces before you 
place your bets on success. 



WHAT IS A SMART CARD? 

The simplest definition might be that it is capable of 
"thinking" for itself - in other words, it has built-in 
computational ability within the credit card itself which 
can modify, and even create, data in response to 
external stimuli. This, then, distinguishes the 
microcontroller (MCU) based card from all other types. 
This definition, and its isolation of the MCU based 
card, is the one I am going to use throughout. All other 
cards are therefore "dumb" as opposed to "smart". 
However, it is only fair to say that there are varying 
degrees of "smartness" and "dumbness". The optical 
cards for example, with their vast memory capaCity, 
are capable of deploying great amounts of data in 
order to enhance their operation. However their 
operational responses are rigidly defined and they 
cannot create any data: that requires an external 
"computer" to be connected on-line. 

TYPES OF ·CREDIT CARD-

The magnetic stripe card has been around for many 
years now and it is typically against this bench-mark 
that all new card technologies are measured. Before 
we look at how the Smart Card compares with the 
magnetic stripe card, it may be useful to list what 
types of card are available and look briefly at their 
advantages and limitations. 

Type of Card Cost 

- embossed plastic low 

- with hologram low 

- with magnetic stripe low 

- with non-volatile memory medium 

- with battery-backed RAM high 

-with MCU high 

- with multi-chip solution high 

- with optical storage medium 

- with mechanical storage low 

The types of card available are: 

1. Embossed plastic (with or without hologram or 
other visual security feature) 

2. Card with magnetic stripe containing personalised/ 
security data 

3. Card with optical storage medium 

4. Card with physicaVmechanical storage medium 

5. Card with silicon chip 

a) memory only 

i) EPROM (write once) 

ii) EEPROM (multiple write) 

iii) Battery-backed RAM 

b) MCU (with various memory types) 

c) multi-chip ("contactless cards" etc.) 

Of course not all ofthe above categories are exclusive, 
indeed many cards currently are a combination of (1), 
(2) and (5). 

As Table 1 shows, the main differentiators between 
the various types of card are: cost; storage capacity; 
versatility; and security. 

Capacity Versatility Security 

nil nil nil 

nil nil low 

low low low 

medium low low 

medium medium low 

medium high high 

medium high high 

high medium medium 

low nil nil 

Table 1: A comparison of Card types and their features 
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SMART CARD VERSUS MAGNETIC STRIPE 

The Smart Card IS NOT a replacement for the magnetic 
stripe cards that are commonly to be found in all our 
pockets, at least not directly. The magnetic stripe card 
has two overwhelming advantages: it is cheap; and it 
is established - there are hundreds of thousands, if 
not millions, of standardised magnetic stripe card 
readers all over the world. This s~cond advantage is, 
of course, held over all possible competition, and is a 
temporary hurdle, which will ensure that the new 
standard (whatever it is) really does offer some distinct 
advantages I However, on the issue of card costalone, 
it is quite safe to say that the MCU based Smart Card 
will never be as cheap as a magnetic stripe card. 

Given the above facts it is essential to look for value 
added from a proposed Smart Card implementation. 
This may either be direct, such as enabling a previously 
impossible application, or indirect, for example in 
reducing losses due to fraud or misuse. 

So, the Smart Card is more expensive than a magnetic 
stripe card. On the other hand, it surpasses the 
magnetic stripe card when any other feature is 
considered. It has many times the data storage 
capacity, it offers a much higher degree oftransaction 
security and data integrity, and it is flexible - it can 
support more than one type of transaction, and can be 
reconfigured after it has been issued to the enckJser. 
If your application needs only the features of the 
magnetic stripe card then it is unlikely that a Smart 
Card system will succeed for you. If, however, the 
application would benefit from the increased flexibility 
for example, and this can be quantified, then it is much 
more likely that the system will be commercially 
viable. 

FEATURES OF A SMART CARD 

As I have already said, the benefits of the Smart Card 
are only relevant if the proposed application gains 
something from them; it is not necessary to play an 
"ACE" to beat your opponent's "TWO", a "THREE" WILL 
do. Nevertheless, let us look at the strengths of the 
Smart Card, then later we can determine what a 
specific application actually needs. 

I would list the principal features of Smart Cards as 
follows (in alphabetical order, rather than by meritl): 

• Anti-fraud Capability 

• Continuous Application and Transaction Validation 

• Cost 
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• Flexibility 
• Multi-purpose 

• Off-line Capability /"Stand-alone" 

• Positive User Authentication 

• Reconfigurable In Use 

• Security 

• Speed 
• User Friendly 

As you can see, I feel that even overall cost can be 
considered a feature, when looked at in terms of initial 
costs, operating costs and cost effectiveness! 

Many of the features are, of course, inter-dependent 
and so I will try to discuss the overall impact of all of 
them as well as looking at them individually. 

Because of the Smart Card's ability to perform its own 
validation checks, and to store details of transactions 
internally, it is at once secure and capable of operating 
in·a "stand-alone" mode, that is, with no need to 
communicate with a central computer/database for 
every transaction. It is this ability to store data securely, 
and to operate on that data and on external data within 
the card, that distinguishes the Smart Card from all 
other "data cards". 

Security in the application is on many levels. There 
may be the normal software controls, such as 
passwords or PINs. There are hardware monitoring 
functions on the silicon itself (to protect against bulk 
erasure of data for example). There are also the 
specific hardware features of a Secure Microcontroller 
which effectively prevent access to data stored on the 
chip, except in the very limited way permitted by the 
application software, to ensure that data cannot be 
selectively modified. By making sure that all the links 
in the security" chain" are strong ones it is possible to 
rely on the integrity of the data stored in the die - and 
hence to perform authentication and validation tests 
within the card. The benefit of this feature is that the 
card can perform its own validation of any system it is 
connected to. This places requirements in terms of 
security and traceability considerations from the initial 
design of the chip itself, through silicon manufacture, 
to system software, and ultimately features of the 
application. 

Given that the data storage is accepted as being 
secure, the card can then retaitl information about, for 
example, a person's credit balance (and balance 
remaining at a given time) as well as storing PIN data 



or passwords, to avoid the need for a central computer 
link-up. It can also store usage patterns, voluntary 
limitations of use, and any number of specific details 
- so that it becomes possible, for example, for the card 
itself to initiate a fraudulent use check if the usage 
changes suddenly. The internal computing capability 
may also be used to detect fraudulent terminals, by 
continuously exchanging information cryptographically 
and so validating the terminal to which the card is 
connected. 

ANTI-FRAUD CAPABILITY 

Because there is intelligence in the card, if it is used in 
a Credit Card application it can prevent overspending 
by its authorised users, unlike the conventional 
magnetic stripe card. This is simply because the credit 
limit and the current balance can be stored on the card, 
making the response time to overspending immediate 
and independent of human interaction. 

,Biometric data is perhaps the most visible of the new 
techniques being employed to avoid fraudulent use. 
Though QY no means restricted to Smart Cards, the 
ability of the card itself to allow for changesJn respons~ 
(for example voice change due to a cold) make it a 
powerful tool. The basic advantage here for the Smart 
Card is that it can compare stored data with actual data 
in complex ways, and relate many different pieces of 
information. For example, there are always tolerances 
allowed for in biometric data. The card can monitor 
and update tolerance levels as it" sees" your signature 
change over a period of time. It can also ask for 
reconfirmation of identification in cases where a large 
amount of money, or entry into a high security area, is 
at stake, especially if the biometric data is on the 
extreme limit of acceptability. 

In addition to all the security features on the silicon and 
in the software, it is possible for the card to store 
"typicatusage" data. This then allows for the possibility 
of triggering a "fraudulent use check" if the usage 
suddenly changes. 

CONTINUOUS APPLICA TION AND TRANSACTION 
VALIDATION 

The card can re-verify at any time that it is connected 
to a legitimate system and application by requesting 
security datil from eitheUhe user (eg: biometric or 
PIN data) or the system (eg: en/decryption keys). 
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COST 

ClearlY the unit cost of a Smart card is much higher 
than, for example, a magnetic stripe card. However, 
the initial cost can be offset by such factors as: the 
ability to reconfigure the card after issue; the capacity 
to store data for several distinct applications (eg: 
parking meter, access control, prepaid ticketing ... ); 
reduced loss of issuer income due to fraudulent use 
or fraudulent duplication; and the ability to function 
in stand-alone mode, thereby reducing system 
dependence on expensive, permanent and rapid 
access to central computing facilities for authorisation 
and validation etc. 

FLEXIBILITY 

The card can have several distinct applications stored 
on it at once, with safeguards to ensure that there is 
no unwanted "sharing" of data. It can be re­
programmed (for example with a new credit balance, 
or even an entirely new application and entitlement) 
after issue to the end user - without recalling the card. 

The exact way in which the card and the system 
interact is controlled by the software stored in the 
system and in the card. ObviousJythe system software 
can be changed in any card-based system. An 
advantage of a system based on a Smart card is that 
the card software, and hence the form of its responses 
too, can be changed at any time, by simply 
reprogramming part of the non-volatile (i.e. the 
changeable) memory in the card. This means that any 
operating deficiencies can be corrected, or any newly 
conceived and valuable features can be added. 

MUL TI-PURPOSE 

The number of applications installed on a card at one 
time is limited only by memory space. The card can 
respond "intelligently" to question-and-answer 
sessions enabling it to deal with an indefinite number 
of different application protocols. 

OFF-LINE CAPABILITY / "STAND-ALONE" 

The card can validate both the user and the system. It 
can store credit balances, area access authorisations 
and records of recent transactions. Standard 
transactions (perhaps defined as fitting the usage 
pattern and lying within predefined limits) may be 
authorised, completed and recorded, for later 



communication to a central computer. ·Unusual" 
transactions can still require the card to seek external 
authorisation in certain circumstances if required. 

This capability both reduces cost and increases 
transaction speed. 

POSITIVE USER AUTHENTICA TlON 

Biometrics are beginning to be used, the limitations at 
present being prinCipally memory size and response 
time. Even without this feature, however, there is the 
simple benefit of the user being able to define his own 
PIN number, including the length of it and its exact 
format, and being able to redefine it when and where 
he wants. There are, of course, varying degrees in­
between these extremes of PIN and biometrics. 

RECONFIGURABLE IN USE 

If an application is compromised, or just upgraded (an 
extra subscription TV channel for example), then this 
facility can be uploaded on to the card the next time it 
is used with access to a host computer. This means 
that it is transparent to the end user, as well as being 
easy and cheap to accompnsh - and fast. 

SECURITY 

This technology can increase security in many ways. 
These include designed-in chip security features (such 
as fuSible links and illegal frequency detection circuitry); 
reliable tracking and safeguarding, through a controlled 
manufacturing process; and features written into the 
user software (such as a check on Reset to ensure 
that a particular byte of data is present!. All this is 
possible, and moreover, because the hardware.security 
is there it is possible to bu~d up to very high degrees 
of additional software security. 

SPEED 

Waiting for a telephone link to a central computer is 
both expensive and slow. Local transaction processing 
is cheaper and faster. It is also possible to respond 
rapidly to a new business opportunity (such as being 
able to use your telephone card in another country, 
now that there is an agreement on national standards) 
by simply updating the cards already issued, rather 
than having to offer new ones, with all the related cost 
and time delay implications. 
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USER FRIENDLY 

The user can: change PI N data; update personal data; 
customise operation; define voluntary limits; find out 
remaining credit/outstanding debit balances ... In other 
words he can feel much more in control of the way the 
card works, which adds to its perceived convenience. 

WHAT DO YOU NEED? 

As I have already implied, all these features are only 
worth paying for if they pay for themselves. 

As in every area of commerce we have now to look at 
Cost versus Features. In this particular area' past 
experience has shown that one of the critical 
parameters to consider is the cost of failure. This 
means, for example, how much of your revenue will 
you lose if the security of your product is compromised; 
or, how much bigger is your potential market if you 
offer this additional feature (OT conversely, how much 
bigger will your market be if you forego this feature 
and reduce the price)? The inherent security of the 
Smart Card solution ilf advantageous here as it allows 
you to plan your revenue with much greater confidence. 

From the silicon manufacturer'S viewpoint the cost 
issue is quite straightforward; cost is roughly 
proportional to area of silicon. To minimise the cost of 
the chip, 'therefore, you have to trade off features 
which take up significant amounts of silicon against 
their expected payback in use. 

The biggest single element of any micTocontrolier die 
is the memory. The memory area can typically take up 
to 80% of the total die area. This is the first region 
where you need to look for cost effectiveness. Amount 
of memory, and type of memory are crucial. By 
conSidering the cost of memory from the outset it is 
possible to structure at least some of a system's 
memory requirements to make use of the most 
compact types of memory. For example, the more of 
the system software that can be fixed (and therefore 
stored in ROM as opposed to EPROM or EEPROM), 
the bigger the potential savings. Of course this does 
reduce flexibility from the point of view of being able 
to completely rewrite the system software in the card 
after it has been issued. 



The frequency of change of the data determines the 
type of memory required. Small amounts of rapidly 
changing data will be stored in the relatively large 
RAM cells; EEPROM can cope with large amounts of 
data being updated several thousand times; the smaller 
EPROM cells can only cope with one change of data; 
and the data in the (physically smallest) ROM cells are 
fixed during manufacture. 

Reliability and data integrity is also an issue. All 
changeable media. be they semiconductor. magnetic 
or otherwise are subject to loss of data. This again 
leads to the use of "permanent" (i.e. fixed. ROM) 
memory where possible. Once the data in ROM has 
been verified during manufacture. its contents are 
known and cannot change. For RAM. EEPROM and 
EPROM the functioning of the cells can. of course. be 
checked during manufacture but it is impossible to 
predict the behaviour of an individual cell under the 
widely varying conditions and longtime periods typically 
to be found in a Smart Card system. It is. therefore. 
wise to incorporate into the system software (and 
perhaps the hardware too) a variety of error detection 
and correction techniques. exactly as is always done 
with magnetic recording on disk or tape. In this way 
the reliability and data integrity perceived by the 
system user is much higher. 

Having considered the pros and cons of the various 
memory types. and also looked at the benefits of 
offering particular features in a specific system the 
next step is to optimise the card specification. and 
hence the silicon specification. Much of the operating 
code can be fixed from the outset. Where itis necessary 
to retain flexibility. control of how the fixed routines 
are linked together. and the exact parameters used. 
can be stored in alterable memory; this lets cards be 
changeable up to the point of issue. and beyond. The 
security of the overall application is controlled by 
features of the silicon and of the software.· Having 
looked at the costs of the system being compromised 
is· it easier to assess what degree of security is 
necessary. By wfiting the software to include a unique 
identity for every card it is possible to minimise the 
potential loss if one card is stolen; in other words. the 
fact that one card is compromised does not necessarily 
compromise the system. This effectively makes your 
system immune from illegal card duplication. 
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Communication between the card and the external 
system is well defined for ISO type systems. 
Nevertheless •. it is possible to optimise the operation 
of your card for the desired application. so that for 
example. the most efficient data transfer rate and 
format is used for the kind and quantity of data that you 
are typically dealing with. 

Another feature which may prove valuable in certain 
applications is the ability of the silicon manufacturer 
to identify each die uniquely during manufacture. This 
provides traceability information. which can have many 
uses: serial number; manufacturing date (plus 
manufacturer. test conditions .... ); a unique encryption 
key; etc. Because this data can only be written during 
manufacture. and thereafter is fixed. it enables a 
reliable user identification and authentication 
arrangement. whereby individual users can be traced 
back to individual cards with no possibility of error. 
Such data can also prove useful in analysing failure 
patterns. as it allows the contribution of the silicon to 
be evaluated very quickly. by showing. for example 
that it is all from one manutacturer. 

Finally! I return to the cost of failure. What is the" unit 
worth" of one of your proposed cards? If it is a card 
which may be used as an "electronic purse" and be 
preloaded with up to £1000 then the unit worth is 
apparent. Here it is obviously of paramount importance 
to ensure that the current balance cannot be tampered 
with. or recorded erroneously. There is considerable 
need to ensure that the reloading of a new balance is 
protected· by very high security procedures. The 
capability of the Smart card to perform system 
validation. and respond to authentication requests 
from the system. is crucial. If however the card is used 
as a "subscriber authorisation" for something such as 
Pay TV then the "unit worth" of aeard is fairly Iow­
a few pounds a month for the validity period of the 
card. Even in this circumstance it is very importantthat 
the overall integrity of the system cannot be chaDenged. 
If. for example. it is possible. by "breaking in" to one 
card. to compromise the whole system (by. for 
example. being able to issue many fraudulent cards) 
then the unit worth of the individual card is very high. 
By putting in place appropriate security and traceability 
features on the card it is possible to ensure that 
defrauding one card. if it were possible. will be limited 
to that one card. Hence. for security and revenue 
reasons. it is generally desirable to limit and minimise 
the unit worth of an individual card. 



THE RIGHT OUES71ONS - to ask about the silicon 
and the system 

If we assume that you have asked yourself the right 
questions about what your application really needs to 
succeed, then we can turn to the questions you 
should ask your card or system supplier -to make sure 
that the features you have decided are important to 
you are encompassed by the system you finally get. 

SECURITY - is my revenue safe? Is my reputation 
safe? What features of the silicon/card/system 
guarantee the particular security needs of my 
application? 

MEMORY SIZE - options and costs? 

VERSATILITY - Ease of use and expandability of the 
system? 

DELIVERY -when can I have samples? .. .in volume? 

QUALITY -can I depend on the product specification? 

DEPENDABILITY - supplier's track record and 
guarantees? 

UPGRADE PATH - supplier's history and plans? 

COST - is it competitive? What am I paying for? Do I 
need it all? 

As with buying anything, if you know what you want 
and why, there is a much better chance that you will 
get itl 

THE FUTURE 

From the point of view of silicon for Smart Cards there 
seems no rea,son to doubt that progress will continue. 
The silicon chip will continue to get smaller, cheaper, 
more versatile and with a wider range of features. 
Ukely enhancements in the not-too-distant future 
include: 

• wider supply voltage range ( < 3V to > 6V?) 

• lower power consumption 

• faster clock speeds 

• more memory 
• mixed memory (EPROM & EEPROM) 

• flash EEPROM 

• greater system integration (e.g. RF transceiver 
elements on same silicon as the MOS micro­
processor and memory) 
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There will also be a drive towards more and more 
complex cards, to support many applications, or to 
support a very sophisticated real-time data processing 
application, perhaps for example involving complex 
biometric data. This means that, in addition to the 
above mentioned "smaller. cheaper" trend there is a 
simultaneous trend to "bigger, faster, more 
powerful" land therefore unfortunately, more 
expensive). This may give rise toaslightly different set 
of advances in silicon for Smart Cards: 

• real-time processing capability I> Digital Signal 
Processors ?) 

• dedicated hardware encryption engines on silicon 

• parallel data I/O 

• much more memory 

Of course there is no reason why all future 
developments need conform to the "credit card" 
format. Indeed, we are already seeing applications for 
"secure microcontrollers" which are built in to systems 
and may therefore be more conventionally packaged. 
However, it is fair to say that, for consumer applications, 
the CARD has much in its favour, whether it is with or 
without contacts. The package problems encountered 
with the "credit card" are likely to become less and 
less significant as power consumption continues to 
fall and as chip architecture continues to shrink. 

IN SUMMARY 

Know what YOU need - specify it, and insist 
on it. 

As a service provider, only you understand all the 
needs and limitations of your business. It is easy to ask 
for" some of everything" , but this will not necessarily 
make your system succeed. If you have quantified the 
benefits and shown that you do indeed need a Smart 
Card system, then make sure that it is OPtimised and 
specified for its intended use. You can then ask the 
vendors what they can offer to meet your specifications 
-and you can ask them the right questions to determine 
whether what they are proposing is indeed suited to 
your application. Extra features mean extra costs, and 
so need extra revenue. 

If you quantify the benefits and optimise the product 
specification to bring about these benefits then you 
have done the best with the cards dealt to you. If in 
addition you ask the right questions of your suppliers 
then you may even draw an ACE. 
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EB408/D 

MC68HC705T3 Bootloader 
By Peter Topping 

Motorola Ltd., East Kilbride, Scotland 

INTRODUCTION 

Figure 1 shows the circuit required to program the EPROM 
of an MC68HC705T3 from an external EPROM. There is a 
direct correspondence between the addresses in the extemal 
EPI10M and the memory map of the MC68HC705T3. The 
OSD characters should be in the area $0400-$OAFF, the 
program between $2000 and $7EFF and the vectors between 
$7FFO and $7FfF. It should be noted that these addresses 
must be used even if the MC68HC705T3 is being used to 
emulate the MC68HC05T1 or MC68HC05T2. The addresses 
of the vectors (and the program start address for the 
MC68HC05T2) must thus be changed from their normal 
position when emulating these devices. It should also be 
remembered that MC68HC05T1 and MC68HC05T2 
emulation should not employ any resources not present on 
the target devices. The MC68HC705T3 has more OSD 
buffers (2 rows) and characters (112), more RAM and more 
ROM. 

The bootloader code in the MC68HC705T3 has 4 modes of 
operation, selected by switches Sl and S2. In addition to 
EPROM programming and verifying it is also possible to load 
and execute a program in RAM locations $0100-$01 FF. Like 
the EPROM programmer, the RAM loader transfers data 
from the corresponding addresses in an external EPROM; 
there is no serial load facility. 

The progress of the loader can be observed in more detail if 
LEOs are connected to all the pins on port 0, in a manner 
similar to that shown in figure 1 for bits 0 and 7. If this is done, 
bit 7 is still· used for verification and should be a different 
colour. During EPROM programming the high order address 
byte is displayed. For RAM loading the 7 lowest addresses 
are shown. Address 7 is not displayed in order to avoid a 
false impression of a successful verify. 

OPERATING PROCEDURE 

1. The Vdd supply should be off, S3 closed (reset) and S4 
in position I (intemal). 

2. Insert MC68HC705T3. 

3. Switch on Vdd. If this is not done before step 4, the 
MC68HC705T3 may be damaged. 

4. If EPROM programming is required, switch on Vpp by 
changing S4 to pOSition E (external); it is assumed that 
an external Vpp (18.5V) is present. Vpp is not necessary 
for verification or for the RAM load and execute modes. 
These other modes do, however, require at least 9 Volts 
on pin 2 immediately after reset. The charge pump will 
supply this voltage when S3 is opened if S4 has been 
left in position I. 

5. Select required mode using switches Sl and S2. 

6. Open S3; this starts the selected mode. The red LED 
flashes to indicate that the bootloader is running. At the 
end of the programming modes a verification is carried 
out and the green LED switched on if this verification 
passes. If the green LED is not on at the end of the 
proceedure the verification has failed. The red LED may 
be on or off. 

7. Close S3, at this stage the bootloader can be run again 
by returning to step 5. 

8. If S4 is in position E, return it to position I. This 
disconnects an externally supplied Vpp. If this is not 
done before step 9, the MC68HC705T3 may be 
damaged. 

9. Switch off Vdd. 

10. Remove MC68HC705T3. 
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ADDITIONAL FEATURES 

A handshake facility has been included to allow the external 
EPROM to be replaced by an intelligent data source and to 
provide a limited debug capability. An alternative source of 
data could. for example. be a microprocessor controlling a 
gang programmer. When the direct connection shown in 
figure 1 between bits 0 and 1 on port C is made. the 
handshake is performed automatically. When this connection 
is not made the bootloader stops immediately before reading 
data from port B and outputs a high on bit 1. In order to 
proceed bit 0 should be pulsed high and low again. The high 
on bit 1 can be used to indicate that the MC68HC705T3 is 
ready to receive data. 

If bit 0 is held low with a 10kohm resitor and a push-button 
switch connected between bit 0 and Vdd the bootloader can 
be single-stepped. This feature is intended for use with the 
RAM loader. 

To effectively use single-stepping an LED should be 
connected to every port D pin. If the bootloader is started in 
the RAM loading mode with no link between bits 0 and 1 on 
port C. it will stop at the first address ($0100). Pressing the 
button will cause the bootloader to increment one address 
at a time (a debouncing circuit may be required to prevent it 
skipping addresses). The LEDs display addresses AO-A6. If 
switch S2 is closed once the bootloader has started. the 
LEDs display the MC68HC05T3's RAM data instead of the 
address. With S2 closed the contents ofthe external EPROM 
are ignored. Although the loader does not permit the 
inspection of any locations other than $0100-$01 FF. it is 
possible to read other locations using a program loaded into 
RAM. The data can be saved in unused locations between 
$0100 and $01 FF and then read using the above procedure. 

SOFTWARE 

The bootloader resides in the area occupied by the self test 
program, in the ROMed MC68HC05T3. This area extends 
from $7FOO to $7FEF with the last 16 bytes ($7FEo-$7FEF) 
intended for vectors. In this bootloader only the reset vector 
is actually used. 

The program starts at address $7FOO and immediately 
checks the state of bits 2 and 3 on port C. If they are both high 
a jump to $0100 is executed. This is to allow the running of 
a program previously loaded into RAM. If either I/O line is 
low. the software switches the OSD character EPROM into 
the memory map and initialises the ports. As the port B pins 
are always inputs. its data direction register does not need 
to be written to. The subroutine STXHIS is then used to 
initialise the address bus to the first EPROM location to be 

used ($0400). As the MC68HC705T3. in common with all 
M6805 microprocessors. has only an 8-bit index register. it 
is necessary to execute a program in RAM to allow the 
required flexibility in selecting the addreSs for writing to. and 
reading from. the on-chip EPROM. For writing to EPROM 
this program consists simply of an extended ST A instruction 
followed by a 2-byte address and an RTS instruction. This 
program is built by transferring the contents of the 6 bytes 
at TABLE into RAM. The 5th and 6th bytes are constants 
used for controlling EPROM write timing (actually 8 bytes 
are transferred but only the first six are relevant). This 
transfer is accomplished by the loop at MOVE. After this. a 
conditional branch depending on the level of bit 2 in port C 
is taken. If the line is high. the RAM loader is entered. but if 
it is low the EPROM bootloader modes (program or verify 
according to the level of bit 3) are started. 

The RAM loader transfer the contents of $0100-$01FF of 
the external EPROM into the same addresses in the 
MC68l:iC705T3 and then verifies them. switching on the 
LE D (bit 7 of port D) and entering the STOP mode if the verify 
succeeds. If the verify fails. the program will hang at the first 
address to fail. If during this process bit 3 of port C becomes 
high. then the external data is ignored and the contents of 
internal RAM appear. inverted. on port D. The decision to 
display data rather than write it is made by two conditional 
branches. one in the main loop of the RAM loader and one 
in the subroutine HAND1. This subroutine also performs 
handshaking and reads the external EPROM. If bit 3 of port 
C is high at the end of a successful verify. a jump to address 
$0100 is performed instead of a STOP. 

The EPROM loader similarly loops round its required 
addresses ($0400-$OAFF. $2000-$7EFF and $7FFo-$7FFF). 
transferring data from external EPROM. For the EPROM. 
however. several milliseconds are required to write data. 
The bootloader performs two loops. each incorporating a 
2mS write time per byte. After this is completed (it takes 

. 110 seconds) a verify loop is performed and the green LED 
on bit 7 of port D is switched on if the verify succeeds. 
Alternatively. if an error is detected. the verify loop will hang 
up at the address of the first byte which did not verify. An 
inspection ofthe address bus (portA) will determine the low­
order address of this location. The high-order addresses can 
be seen between the output of the latch and the external 
EPROM. If all eight LEDs are fitted the high-order address 
will be displayed. 
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The last page ofthe listing consists ofthe subroutines STXHI 
which has two entry points. the subroutine NXT ADR. TABLE 
and the bootloader's vectors. NXTADR is responsible for 
incrementing the EPROM address and skipping the areas. 
not required for EPROM programming. 



0001 
0002 
0003 
0004 
0005 
0006 
0007 
0008 
0009 
0010 
0011 
0012 
0013 
0014 
0015 
0016 0000 
0017 0001 
0018 0002 
0019 0003 
0020 0004 
0021 0006 
0022 0007 
0023 
0024 OOlc 
0025 
0026 003e 
0027 
0028 
0029 
0030 
0031 
0032 
0033 
0034 
JJ35 
0:136 
G j37 

0038 
0039 
0040 
0041 
0042 
0043 
0044 
0045 
0046 
0047 
0048 
0049 
0050 
0051 
0052 
0053 
0054 

0040 

0040 
0041 
0043 
0044 
0045 

7 fOO 

MC68HC7OST3 BOOTLOAD£RLlSTING 

....... ** •• _ •• - ••••• '* *** ......... *** _. **** .. *.* ***** _.* .. ***** .. *** .. --*---_.-- *** .. 

MC68HC705T3 Bootloader. 

.. This software was developed by Motorola Ltd. for demonstration purposes ... 
No l.iability can be accepted for its use· in any specific application. 

Original software copyright Motorola - all rights reserved. 

P. Topping 14-Feb-91 

PORTA EQU S()O Port A address 
PORTB EQU SOl Port B 
PORTC EQU S02 Port e 
PORTO EQU S03 Port 0 
DORA EQU S04 Port A data direction reg. 
OORe EQU $06 Port e 
DDRD EQU S07 Port D 

PROG EQU SlC EPROM program register 

TR1 EQU S3E Test register 

Switch options. 

2,e 3,e 

Program and verify EPROM. 
Ver ify EPROM. 
Parallel RAM load/ver ify. 
Execute prog. in RAM. 

Note: ROM always starts at 52000, Vectors 
are always at 57FFF. These are not 
the normal addresses for Tl or T2. 

ORG S40 

RAM RMB 
ADOR RMB 
RET RMB 
LOOP RMB 
TIME RMB 

ORG 57FOU 
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0055 
0056 
0057 
0058 
0059 
0060 
0061 7fOO OS 02 06 
0062 7f03 07 02 03 
0063 7f06 cc 01 00 
0064 
0065 7f09 10 3e 
0066 7fOb a6 ff 
0067 7fOd b7 04 
0068 7fOf b7 07 
0069 7t11 b7 03 
0070 7f13 a6 22 
0071 7 US b7 06 
0072 7f17 4f 
0073 7f18 ae 04 
0074 7f1a cd 7f a7 
0075 7f1d 58 
0076 7f1e d6 7f dS 
0077 7f21 e7 3f 
0078 7f23 Sa 
0079 7t24 26 f8 
0080 7f26 OS 02 29 
0081 
0082 
0083 
0084 
0085 
0086 
0087 
0088 7f29 ad 20 
0089 7f2b ad 5b 
0090 7f2d 06 02 03 
0091 7f30 d7 01 00 
0092 7f33 3c 00 
0093 7f35 5c 
0094 7f36 26 f3 
0095 
0096 Hia ad 11 
0097 7f3a ad 4c 
0098 7f3c dl 01 00 
0099 7fH 26 fe 
0100 7f4l 3c 00 
0101 7f43 5c 
0102 7f44 26 f4 
0103 
0104 7f46 06 02 bd 
0105 7f49 20 38 
0106 
0107 7f4b ae 01 
0108 7f4d 4f 
0109 7He ad 57 
0110 U50 Sf 
0111 7f51 81 
0112 

.•............•.............•..•........•.....•......... 
Execute program 1n RAIl. port .et-up. dwop. 

.••....••..•.•.••..•..•••....•••.••...•.....•.•••..•.•.. 

S'1'ART BRCLR 
BRCLR 

RSTRT .ncp 

BOOT BSET 
I.DA 
S'1'A 
STA 
S'1'A 
I.DA 
STA 
CLRA 
LOX 
JSR 
LSLX 

2. PORTe. BOOT 
3. PORTe. BOOT 
S0100 

O.TRI 
ISFF 
DORA 
DORD 
PORTO 
nOOl00010 
PORC 

14 
STXHIS 

MOVE LDA TABLE-1.X 

CHECK FOR JMP TO RAIl OR BOOT 

JUMP TO PROGRAII III RAIl 

SWITCH OSD CHARACTER EPROM INTO MEMORY MAP 

ALL OUTS. ADDRESSES 
ALL OUTS. LEOS 
LEOS OFF 
O. 1: MAIIDSHAKE. 2 • 3: OPTION SWITCHES. 
4: TeAP. 5: LATCH. 6.7: IIOT THERE 

X <- 00000100 
ADMI <- S04. ADLO <- 500 
X <- 508 

STA RAII-1.X SC7.S04.S00.sa1.S02.S02 

LDRAII 
PLOOP 

NEXT 

DECX 
BIlE MOVE 
BRCLR 2. PORTe. PRGVER EPROM OR RAIl 

Parallel RAIl load/ver1fy (SOlOO-SOlFF). 

BSR RMSTRT 
BSR HANDI 
BRSET 3. PORTe. NEXT 
STA SOlOO.X 
INC PORTA 
INCX 
BIlE PLOOP 

BSR RMSTRT 

HANDSHAKE AND GET DATA 
SKIP RAIl LOAD 
NO 

PVERF BSR HANDI 
SOlOO.X 

HANDSHAKE AND GET DATA 
CHP 
BIlE 
IIiC 
IIICX 

PORTA 

BIlE PVERF 

HANG UP IF NOT OK 

BRSET 3.PORTe.RSTRT IF pUT HIGH DURING VERIFY 
BRA FIN THEN EXECUTE PROGRAII IN RAIl. 

RMSTRT LOX 
CLRA 
BSR 
CLRX 
RTS 

11 
START iii 50100 

STXHIS 
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0113 *.**.*.**.*.~ •• * •• ~ •••••••• * •• * •••• ~*.* •• ***.* •••••••••• 
0114 
0115 Program" verify. EPROM. 
0116 $0400-$OAFF. $2000-$7EFF " $7FFO-$7FFF. 
0117 
0118 .* ....... **.*.** •••• **** •• ** •• * •• * •• *.~**.*****.*.**** t_ 

0119 
0120 7fS2 06 02 22 PRGVER BRSET 3.PORTC.VERF DO A VERIFYOMLY ? 
0121 
0122 7f55 ad 3e PRGLOP BSR HAND2 Hl\NDSIlAKE AND GET DATA 
0123 7f57 la-le BSET 5,PROG LATCH ADDRESS" DATA 
0124 7!59 bd 40 JSR RAM WRITE ONE BYTE 
0125 7fSb 10 le BSET O,PROG APPLY VPP 
0126 1f5d b6 4S LOA TIME GET PROGRA.'tMING TIME IN rna 
0127 7f5f ae a6 DELNMS LOX '$A6 2ms- INNER LOOP (2KHz XTALI 
012S 7t61 Sa MS.1 DECX 
0129 7f62 26 !-d BNE MS1 
0130 7f64 4a DECA x A OUTER LOOP 
0131 7f65 26 fS BNE DELNMS 
0132 7f67 3f 1e CLK PROG REMOVE vpp 
0133 7f69 ad 45 BSR NXTADR NEXT ADDRESS 
0134 7f6b 26 eS BNE PRGLOP DONE. ? 

0135 
0136 7f6d ae 04 LDX 14 GET INITIAL KS ADDR 
0137 7f6f bf 41 STX ADDR ADDRHI <- $0400 
0138 7f71 ad 32 BSR STXHI AS-AU <- $04 
0139 7f73 3a 44 DEC LOOP 
0140 7f75 26 de BNE PRGLOP 00 PROG LOOPS 'NICE 
:-:41 
0142 7f77 3c 40 VERF INC RAM CHANGE STA TO EOR 
0143 7f79 ad 18 CHECK BSR HAND2 HANDSHAKE AND GET DATA 
0144 7f7b bd 40 JSR RAM COMPARE WITH EPROM'BYTE 
Dl45 7f7d 26 fe HANG 1 BNE HANGl HANG UP IF DIFFERENT 
0146 7tH ad 2f BSR NXTADR NEXT 
0147 ?fal 26 f6 BNE CHECK 
;:148 
-)149 ?fS3 a6 7f FIN LDA 1$7. 
;150 HSS b7 03 STA PORTO VERIFY LED ON, REST OFF 
::'51 7fS7 Se STOP 
·:·:.S~ 
,::53 ••••••••••••••••••••••••••••••••••••••• _ ••••••••••• _ •• ** 

·::S~ 

:::'5 Handshake and Read external EPROM. 
: ::.; 
,:5" •••••••••••••••• _ ••••••••••••••••••• * •••• ******* •• **.* *~ 

~:se 

~lS9 ?faS 9f HAND1 TXA ADDRLO (RAM) 
0160 Ha9- a4 7f AND ISH' MAKE SURE VERIFY LED IS OFF 
0).61 7f8b07 02 07 BRCLR 3,pORTC,DISp DISPLAY RAM DATA OR ADDRESS 
0162 7fSe d6 01 00 LDA $OlOO,X DATA 
0163 7f91 20 02 13M DISP 
0164 
0165 7f93 b6 41 HAND2 LOA ADDR ADDRHI (EPROM) 
n66 7f95 4) DISP COMA 
0167 7f96 b7 03 STA PORTO DISPLAY ADDRESS (OR DATAl 
j16S 7f98 12 02 BSET 1,pORTC HANDSHAKE HIGH 
0169 7f9a 01 02 fd BRCLR 0, PORTC,· 
'0170 7f9d 13 02 BCLR 1. PORTC AND LOW AGAIN 
0171 7f9f 00 02 fd BRSET 0, PORTC,· 
0172 
0173 7fa2 bJ; 01 LDA PORTB READ AN EXTERNAL BYTE 
0114 7fa4 81 RTS 
0175 
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0176 
0177 
0178 
0179 
0180 
0181 
0182 7faS b6 00 
0183 7fa7 1a 02 
0184 7fa9 bf 00 
0185 7fab 1b 02 
0186 7fad b7 00 
0187 7faf 81 
0188 
0189 7fbO )e 42 
0190 7fb2 3e 00 
0191 7fb4 26 13 
0192 7tb6 be 41 
019) 7(b8 Se 
0194 7fb9 a) 80 
0195 7fbb 27 Oe 
0~96 7fbd a) 7f 
0197 7fbf 26 09 
01g8 7fe1 a6 fO 
0199 7te) b7 42 
0200 7 fe5 bf 41 
0201 7fe7 ad de 
0202 7fe9 1I1 
0203 
0204 7fea a) Ob 
0205 7fee 26 02 
0206 7fc;e ae 20 
0207 7fdO bf 41 
0208 7fd2 ad ·dl 
0209 7fd4 43 
0210 7fd5 81 
0211 
0212 7fd6 e7 
0213 7fd7 04 00 
0214 7fd9 81 
0215 7fda 02 
0216 7fdb 02 
0217 
0218 
0.219 
0220 
0221 
0222 
0223 
0224 nee 
0225 
0226 ?fee 7f 00 
0227 
0228 

Subroutines. 

STXHI LDA 
STXHIS BSET 

STX 
BCLR 
STA 
RTS 

NXTADR INC 
INC 
BNE 
LDX 
INCX 
CPX 
BEQ 
CPX 
BNE 
LDA 
STA 
STX 
BSR 

COBACK RTS 

NOTEND CPX 
8NE 
LDX 

CO STX 
BSR 
COMA 
RTS 

TABLE FCB 
FDB 
FCB 
FCB 
FCB 

PORTA 
5.PORTC 
PORTA 
5.PORTC 
PORTA 

ADDR+1 
PORTA 
COBACK 
ADDR 

IS80 
GOBACK 
1S7F 
NOTEND 
'SFO 
ADDR+1 
ADDR 
STXHIS 

I$OB 
GO 
'$20 
ADDR 
STXHI 

SC7 
S0400 
S81 

Bootloader Vectors. 

ORG $7FEE 

RESET FDB START 

END 
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ADDRLO. LOAD ORIG. CONTENTS 
UPDATE LATCH 
ADDRHI 
LATCH CONTENTS OF ADDRH! 
RESTORE CONTENTS OF ADDRLO 

INC. ADDRLO 

RETURN IF NOT PAGE BOUNDARY 
GET ADDRHI 
INC. ADDRHI 

END OF VECTORS ? IF SO. EXIT WITH Z;l 

END OF MAIN BLOCK ? 
MOVE TO USER VECTORS 
UPDATE ADDRLO 
UPDATE ADDRHI 
UPDATE LATCH (ADDRRI) 
Z;l IF FINISHED 

WAS THAT END OSD EPROM ? 

MOVE TO USER EPROM BEGINNING 
UPDATE ADDRHI 
UPDATE EXTERNAL LATCH OF ADDRHI 
CLEAR Z FLAG 

STA EXTENDED INSTRUCTION 
START ADDRESS 
RTS INSTRUCTION 
2 PROGRAMMING LOOPS 
2 ms PROGRAMMING TIME (PER LOOP) 

RESET VECTOR 
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Additional Information 

Additional information relevant to 8-bit MeU applications may be 
found in the following Motorola documents. available through your 

Franchised Distributor by quoting the appropriate reference. 

BR2661D 

BR2781D 

BR2851D 

BR2911D 

BR2951D 

BR4111D 

BR4331D 

BR4591D 

BR4681D 

BR5681D 

BR7061D 

BR7301D 

BR7351D 

BR7361D 

BR7481D 

BR7641D 

BR9091D 

BR9111D 

BR9131D 

BR9221D 

BR1111/D 

BRll13/D 

BRll16/D 

BR1310/D 

BRE4351D 

BRE4471D 

BRE4481D 

BR4521D 

Dl411/D 

DlE404lD 

HC711 D3EVB/AD1 

HC711D3PGMRlAD1 

M68HC05AG/AD 

M68HC11 EVM Evaluation Module (Rev. 3) 

M68HC11 EVB Evaluation Board (Rev. 2) 

M68701 EVM Evaluation Module 

M68705EVM Evaluation Module 

M68HC05EVM Evaluation Module (Rev. 2) 

The M68HC11 Microcontrolier Family 

M68HC05 8-bit Microcontroliers. The Home of the Industry Standard Microcontroller 
(Rev. 2) 

MC68HC05SC24 Secure 8-bit Microcomputer wnh EEPROM: Product Preview 

Secure MCU Product Packaging 

MCU Freeware (Rev. 1) 

M68HC11 F1 EVM Evaluation Module 

M68HC05PGMR Programmer Board 

M68HC05P8EVS CSIC Evaluation System 

M68HC11 EVBU Universal Evaluation Board 

M68HC711 D3PGMR Programmer Board 

M68HC05 CSIC Portfolio 

The Milnary Microprocessor Fleet is Arriving 

Military Microprocessor Fact Sheet (Rev. 4, 1992) 

The Milnary 68HC11 AO and 68HC11 A 1 are Available Now 

Military MCU - 68HC811 E2 

M68HC705J2/P9PGMR Programmer Board 

M68HC705B5PGMR Programmer Board 

Advanced Microcontrolier Unit (AMCU) Literature 

Our low-Cost 68HC05 CSICs Can Take Your Designs to New Heights 

M1468705EVM Evaluation Module (replaces BRE294/0) 

M6805SC13 Product Preview 

M68HC05SCl121 Product Preview 

Motorola Development Support Guide (Rev. 2, 1991) 

Communications Applications Manual 

M6804 MCU Manual (1984) 

M68HC711 D3EVB Evaluation Board User's Manual 

M68HC11711 D3PGMR Programmer Board User's Manual 

M68HC05 Applications Guide 

M68HC05PGMRlAD1 M68HC05PGMR Programmer Board User's Manual 

M68HC11RM/AD M68HCll Reference Manual (Rev. 3, 1991) 

M68PCBUG111D1/D M68HC11 PCbug11 User's Manual 

M6805UMlAD3 

M6809PMlAD 

M6805 HMOS I M146805 CMOS Family User's Manual (1991) 

MC6809-MC6809E Microprocessor Programming Manual (1981) 

MC68HC05CxRGlAD MC68HC05Cx HCMOS Single-Chip Microcontroliers Programming Reference Guide 
(Rev. 1) 

MC68HC11 A8RGlAD MC68HC11 AS Programming Reference Guide (Rev. 1) 
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MC68HC11 D3RGlAD 
MC68HC11 E9RGlAD 

MC68HC11 F1 RGIAD 
MC68HC11 L6RGlAD 

MC68HC811 E2RG/D 

MC6801 RMlAD2 

MC6840UMlAD1 

SG9610 

SG13810 

SG16510 
SG16610 

TB30110 

TB30210 

T8303/0 

T8309/D 

183161D 
TOOLWAREID 

Additional Information (continued) 

MC68HC11 D3IMC68HC711 D3 Programming Reference Guide 
MC68HC11 E9 Programming Reference Guide 

MC68HC11 F1 Programming Reference Guide 

MC68HCL6IMC68HC711 L6 Programming Reference Guide 
MC68HC811 E2 Programming Reference Guide 

MC6801 8-bit Single-Chip Microcomputer Reference Manual 

MC6840 Programmable Timer Fundamentals and Applications 
Linear/Interlace Integrated Circuits Selector Guide & Cross Reference 
(Rev. 5. 1992) 
Military IC & Discrete Selector Guide (Rev. 2. 1992) 

CSIC Microcontrollers Update - Quarter 2. 1992 

Advanced Microcontroller Division Update - Quarter 4. 1991 
Basic Microprocessors and the 6800 (Bishop. 1979) 

What Every Engineer Should Know About Microcomputers 
(Bennett. Evert and Lander. Rev. 1. 1991) 
Using Microprocessors and Microcomputers: The Motorola Family 
(Greenfield and Wray. Rev. 1. 1988) 

Programming the 6809 (Zaks & Labial<. 1982) 

Single- & Multi-Chip MCU Interlacing (Lipovski. 1988) 

Software Development Tools for MS-DOS 
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Literature Distribution Centers: 
USA: Motorola literature Distrobution; P.O. Box 20912; Phoenix, Arizona 85036. 
EUROPE: Motorola Ltd.; European literature Centre; 88 Tanners Drove, Siakelands, Milton Keynes, MK14 SSP, England. 
JAPAN: Nippon Motorola Ltd .; 4-32-1 , Nishi-Gotanda, Shinagawa-ku , Tokyo 141 , Japan. 
ASIA PACIFIC: Motorola Semiconductors H.K. Ltd.; Silicon Harbour Center, No. 2 Dai King Street, Tal Po Industrial Estate, 

Tal Po, N.T., Hong Kong. 
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