




























































































































































































Chapter 4

Port bus. MP] and MP, are latched on the rising edge of MAS
(Master Port Address Strobe), to select the internal
register for subsequent data transfer cycles.

MAS is the inverted Address Latch Enable of the 8086 bus. The
state of MCS (Master Port Chip Select) is also latched _at the
rising edge of MAS. In the Minimum Mode of the 8086 (MN/MX=High)
MCS may only go Low during Input/Output cycles (M/IO=Low);
therefore, M/I1I0 enables the address decoder in Minimum Mode.

The Read/Write input (MR/W) is connected to Data Transmit/Receive
(DT/R). DT/R satisfies the set-up and hold time requirements of
MR/W.

Master Port Data Strobe (MDS) is active if either Input/Output
Read Control (IORC) or Advanced Input/Output Write Control
(AIOWC) are active. The AIOWC has a wider Low width than IOWC
(Input/Output Write Control) and so gives a wider margin in
interfacing.

In Minimum Mode (Figure 4.5), RD and WR are logical ORed to
generate MDS. The timing is the same as in Maximum Mode.

8086/8088 — Am9568 (Figure 4.7)

CPU clock rates above 4.44 MHz (above 5.8 MHz for the AmZ8068)
require use of the Am9568 instead of the Am9518, because TWA
(Master Port Address Strobe width) becomes critical with
increased clock rate, as shown below:

Am9518 : TWA = 115 ns
AmZ8068 : TWA = 8¢ ns
Am9568 : TWA = 4¢ ns
8086/8088 TLHLL 115 ns at 4.44 MHz

8086,/8088 : TLHLL = 80 ns at 5.80 MHz
8086/8088 : TLHLL = 48 ns at 8.00 MHz

TLHLL is the Address Latch Enable width (ALE) of the 8#86.
For CPU clock rates above 7 MHz, one Wait state has to be

inserted during Control Register Reads (timing parameter 44).

Note: In the interfaces shown, the number of Wait states must
be the same for all read or write accesses to the DCP,
because the Clock Synchronizer is designed for either an
even or an odd number of Wait states.
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Chapter 4

Clock Synchronization

A very important factor in designing the interface to the 8086 is
that the rising edge of MDS must be synchronous to the falling
edge of the DCP clock (timing parameter 45).

In a system where the DCP runs at a divided system clock, a clock

synchronizer is required. Without a synchronizer the rising
edge of the Data Strobes (MDS, MRD and MWR) would be synchronous
to either the falling or rising edge of the divided

clock. Two simple Clock Synchronizers are used in these
interfaces; one 1is designed for an even number, the other is
designed for an odd number of Wait states. The DCP clock is
synchronized to the Data Strobes at the falling edge of the CPU
clock at the end of the CPU cycle Tl (Figures 4.8 and 4.9). At
this edge, the state of the DCP clock is forced to a Low (CLK
SYNC A in Figure 4.8) or to a High (CLK SYNC B in Figure 4.9),
depending on the number of Wait states inserted. DCP CLK 1 and 2
show the two possible phases of the DCP clock and how the Clock
Synchronizer adjusts the phase.

Data Ciphering Speed

The data ciphering speed of the DCPis 1limited by the byte
transfer capability of the 8086 bus. A high-performance DMA like
the AM9516 increases the throughput as shown in the following
table:

8086 clock DMA clock DCP clock N T

8 MHz 4 MHz 4 MHz 36 #.78 MByte/s
6 MHz 6 MHz 3 MHz 18 1.05 MByte/s
8 MHz no DMA 4 MHz 70 0.42 MByte/s

The formula for calculating the throughput is:
T = (8 * f) / (N + 5) MByte/s
T = Throughput in MByte/s
N = Number of clock cycles per 8 byte transfer
5 = Internal operation time (5 clocks per block)
f = DCP clock in MHz
8 = 8 data bytes per block
The first two cases in the table above are fast enough to encrypt

and decrypt the data transferred to or from a 5 1/4-inch
Winchester Disk Controller "on the fly" (5 MBit/s=0.625 MByte/s).

65



[} T3 ] T. 4 |

|
T To— g |
ALE / \
DCP CLK (1)* \

DCP CLK (2)*

fORC, ATOWC \ A

o« T\

* DCP CLK (1) AND (2) SHOW TWO PHASES OF DCP CLK
04862A-40

Figure 4.8. DCP CLK Synchronization Timing (No Wait States, CLK SYNC A)

| T3 | Tw | Ts _,1

1
T T2 | |
ALE / \

DCP CLK (1)*

DCP CLK (2)* /

TORC, AIOWC \ Y/

o« T\

* DCP CLK (1) AND (2) SHOW TWO PHASES OF DCP CLK

04862A-41

Figure 4.9. DCP CLK Synchronization Timing (1 Wait State, CLK SYNC B)

66



Chapter 4

Testing

The interface of Figures 4.6 and 4.7 and both Clock Synchronizers
were built and tested using the software described below.

The DCP is reset by software writing "@0y" to the Command
Register.

The ciphering mode is selected by writing "18y" into the Mode
Register. Here the mode is: Master Port-only configuration,
Electronic Code Book (ECB) and Encryption.

The Clear Encryption key is loaded through the Master Port
by issuing the command "11ly". After the command is entered, the
Status Register content is read out. Only the Command Pending
bit should be set (40y). If other bits are set, the program
sets the error flag "CODE" to FFy and terminates. If the
status is correct, eight bytes of ﬁey are strobed in through
the Master Port in eight output instructions. The Key is

"80010101010610161y". The most significant byte is loaded
first.

The status of the DCP is checked, the Command Pending bit and
the parity error bits should be reset (00y).

The encryption is started by entering the command "Start
Encryption" (41y).

One block of data (8 bytes) is strobed into the Master Port.
The source 1is the byte string "PLAIN". In this example, the
plain text is: "Q@000000000000000",

Loop3 1is executed until the Busy bit of the Status Register
shows the encryption is done.

One block of ciphered data is read out of the Master Port and

transferred to the program location "CIPHER". The ciphered
text should be: "95A8D72813DAA94DH",

The Status Register is checked; only the Start Entered bit
should be set (80HL

The encryption session is stopped by issuing the command "Stop
Encryption" (E@y)-

After that the status should be 80y; all flags are reset.

The program can be used to decrypt data, if two program locations
are changed:

The "Enter Key" command of location @110y has to be changed to
12y ("Load Clear D-Key Through Master Port").

The Start Command of location @131y has to be changed to 40y
("Start Decryption").
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After running the program, the error flag in "CODE" should be
reset (00y) -

This test was performed to verify the communication between the
8086 and the DCP. By providing clear and encrypted data for the
key shown, wusers should be able to verify operation of any
variation to the design. The software was kept simple to avoid
dependence on other hardware in the system.

68



ASM86 VER 1.0 SOURCE: APPL8068.ASM

JUERGEN STELBRINK 4-12-83
ADVANCED MICRO DEVICES

8086 TO AM9518 (AMZ8068) INTERFACE TEST PROGRAM

ADDRESSES OF THE DCP (EVEN ADDRESSES)

Ne Nt Ne NeNe Se ne N e e B

FCO0 MPSEL  EQU GFCOOH ; BASE ADDRESS OF MASTER PORT
FCO2 MPCOM  EQU MPSEL+2 ; COMMAND REGISTER (WRITE ONLY)
FC@2 MPSTAT EQU MPSEL+2 ; STATUS REGISTER (READ ONLY)
FCO6 MPMODE EQU MPSEL+6 ; MODE REGISTER (READ AND WRITE)
FCO0 MPINP  EQU MPSEL ; INPUT REGISTER (WRITE ONLY)
FCO0 MPOUT  EQU MPSEL ; OUTPUT REGISTER (READ ONLY)
2018 ECB EQU 18H ; ENCRYPT, MP ONLY, ECB
0080 KEY1 EQU 80H ; KEY: 8001016101610101H
2001 KEY2 EQU O1H
’
ORG 100H
’

$100 BA 82 FC BEGIN: MOV DX ,MPCOM ; DX: POINTER TO PORT ADDRESS
6103 B 00 MOV AL,O ; SOFTWARE RESET
¢105 EE oUT DX, AL

;
6106 BA 86 FC MOV DX ,MPMODE
7109 BO 18 MOV AL,ECB ; SELECT MODE
610B EE ouT DX,AL

;
g1¢C BA 092 FC MOV DX ,MPCOM
G10F B 11 MOV AL,11H ; LOAD CLEAR E-KEY THROUGH MP
0111 EE ouT DX,AL

’
#6112 BA 02 FC MOV DX ,MPSTAT
#115 EC IN AL,DX ; READ STATUS
6116 3C 40 cMP AL, 40H ; 46= CP SET
$118 75 SF JNE ‘ERROR

’
¢11A B 80 MOV AL,KEY1 ; LOAD 1. KEY BYTE
§11C BA @0 FC MOV DX ,MPINP
@11F EE ouT DX ,AL ; OUTPUT 1. KEY BYTE
6120 B9 07 00 MOV cXx,7 ; LOAD COUNTER FOR NEXT 7 BYTES KEY
9123 B @1 MOV AL,KEY2 ; FOLLOWING KEY DATA
¢125 EE LOOPl: OUT DX,AL
$126 E2 FD LOOP LOOP1

’
$128 BA @2 FC MOV DX,MPSTAT
612B EC IN AL,DX ; READ STATUS
g12C 3C 00 cMP AL, 0 ; FLAGS RESET?
B12E 75 49 JINE ERROR

’
6136 BA @2 FC MOV DX ,MPCOM
@133 BO 41 MOV AL,41H ; START ENCRIPTION
§135 EE ouT DX,AL

’
@136 B9 08 00 MOV CX,8 ; 8 BYTES (1 BLOCK) OUTPUT
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ASM86 VER 1.0 SOURCE: APPL8@68.ASM

9139 BB 00 00 MOV BX,0 ; INITIALIZE POINTER
@13C BA 00 FC MoV DX,MPINP
@13F 2E 8A 87 81 01 LOOP2: MOV AL, PLAIN[BX] ; LOAD DATA
0144 43 INC BX ; INCREMENT POINTER
@145 EE ouT DX ,AL 7 WRITE PLAIN DATA
#9146 E2 F7 LOOP LOOP2

;
9148 BA 02 FC MOV DX ,MPSTAT
014B EC LOOP3: IN AL,DX ; WAIT UNTIL ENCRYPTION IS DONE
914C 24 20 AND AL, 20H ; TEST BUSY BIT
@14E 75 FB JINZ LOOP3

i
01506 B9 08 00 MOV cx,8 ; 8 BYTES (1 BLOCK) INPUT
0153 BB 00 @0 MOV BX,0 ; INITIALIZE POINTER
9156 BA @00 FC MOV DX ,MPOUT
9159 EC LOOP4: IN AL,DX ; READ ENCRYPTED DATA
915A 2E 88 87 89 01 MOV CIPHER[BX] ,AL ; STORE DATA
g15F 43 INC BX ; INCREMENT POINTER
0160 E2 F7 LOOP LOOP4

i
@162 BA 02 FC MOV DX ,MPSTAT
2165 EC IN AL,DX ; TEST STATUS REGISTER
9166 3C 80 CMP AL, 80H ; 88= START ENTERED
0168 75 OF JNE ERROR

H .
916A BA 02 FC MOV DX,MPCOM
@16D B@ EO@ MOV AL,QEQH ; STOP ENCRYPTION
@16F EE ouT DX,AL

i
9170 BA 02 FC MOV DX,MPSTAT
@173 EC IN AL,DX ;3 TEST STATUS REGISTER
@174 3C 00 CMP AL,0Q ; ALL BITS MUST BE RESET
@176 75 @1 JNE ERROR
@178 C3 RET

i
@179 BO FF ERROR: MOV AL, @FFH ; LOAD ERROR CODE
@17B 2E A2 80 g1 MOV CODE,AL
g17F C3 RET

i
0180 00 CODE DB 00H ; ERROR CODE
0181 00 00 00 00 00 00 PLAIN DB @0OH,00H,00H,00H,00H,00H,00H, 00H ; PLAIN TEXT

00 00
9189 12 23 34 45 56 67 CIPHER DB 12H,23H,34H,45H,56H,67H,78H,89H ; CIPHER TEXT
78 89
;
END

END OF ASSEMBLY. NUMBER OF ERRORS: )
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4.2. iAPX186 - AmzZ8068

The iAPX186 can operate in two basic modes: Minimum Mode or
Maximum Mode. In Maximum Mode the 8288 Bus Controller provides
command and control timing. Refer to Chapter 4.1 for examples of
this type of interface.

In Minimum Mode the bus timing of the iAPX186 is slightly
different from the 8086 bus timing. Figure 4.10 shows the
interface 1logic. The maximum clock rate for the DCP is 4 MHz,
resulting in a maximum CPU clock rate of 8 MHz. No Wait states
are required.

An AmZ8068 must be used in this application because of the wider
range in delay time from clock to the read or write control
signal delay with respect to the clock. This parameter is
specified for the iAPX186 as 10 to 55 ns. The AmZ8068 requires a
delay of @ to 50 ns at 4 MHz, the Am9568 @ to 30 ns at 4 MHz.
Because of two delays in the <clock path (Inverter and D-
Flip-Flop) and only one delay in the control signal path (AND
gate), the timing tolerance of these signals at the DCP is
decreased to @ to 45 ns.

At lower CPU clock rates the timing is less critical because the
specified time relationship between clock and data strobe becomes
wider (timing parameter 45 of the data sheet).

The maximum clock for operating without a Wait state can be
calculated like this: The RD width is specified as 2 * TCLCL -
50 ns for_the iAPX186. The WR width is 2 * TCLCL - 4¢ ns. The
smaller RD width is used for the calculation. At an 8-MHz
clock, the 186 generates an RD signal 200 ns wide. The AmZ8068
requires a minimum data strobe width of 200 ns for a Status
Register access. The system can, therefore, operate up to this
clock rate without a Wait state.

The Clock Synchronizer in Figure 4.1¢ is the same as Clock
Synchronizer A in Figure 4.5. Figure 4.11 illustrates how this
logic synchronizes the data strobe to the clock. DCP CLK(l) and
DCP CLK(2) show the possible phases of the CPU clock before
synchronization. At the end of cycle Tl the clock is
synchronized. No Wait state is allowed when accessing the DCP.
(An odd number of Wait states would synchronize the data strobe
to the wrong edge of the clock.)
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4.3. 1iAPX286 - Am9568

This chapter shows an iAPX286 (80286) to Am9568 interface (Figure
4.12). The Am9568 1is chosen because of the narrower width of
address strobe. The address strobe width of a 8-MHz CPU is about
6% ns. This interface is designed for an 8-MHz CPU where the
DCP is synchronously operating at the maximum clock rate of 4
MHz.

The Interface

The Multibus* Mode Select input of the Bus Controller 82288 is
tied Low to optimize the command and control signals for short
bus cycles., The Command Delay (CMDLY) becomes active High for
one 16-MHz clock cycle whenever the DCP is selected to delay the
Read and Write strobes by 125 ns. This satisfies the timing
requirement of the minimum delay between ALE inactive and Read
or Write strobe active of the DCP. An open collector gate must
be added to allow other peripherals to drive this input.

The ALE, IORC and IOWC outputs of the 82288 are wired directly
to the DCP. ALE strobes a D-Flip-Flop to store the state of Chip
Select for the whole cycle.

Q3 and the latched Chip Select CSL are ANDed externally to
generate the Synchronous Ready for the 82284, The 82284 samples
the line at the falling edge of the clock. The registered
output Q3 1is clocked with the rising edge of the same clock,
thus satisfying the set-up and hold time requirements of the
82284. Two Wait States are inserted.

Half of the PAL device operates as a bidirectional Address/Data
Multiplexer. During the Address Latch Enable active phase,

the state of Ay and Aj is transferred to the AD] and ADj pin of
the PAL device. The DCP latches this two-bit address with the
falling edge of ALE.

When IORC and CSL are active, the states of AD; and AD, are
passed to D and D, respectively. The DCP Register can be read.
If IOWC and CSL are active, the data path is turned around; Dy
and Dy are inputs, AD] and ADp are outputs.

The address hold time of the PAL device is sufficient, because
the address information is passed to AD; and AD) whenever
IORC*CSL or IOWC*CSL are not true, i.e. whenever data is not
transferred between the CPU and the DCP.

The read data hold time requirement of 5 ns of the Am9568 1is
satisfied by the propagation delay of the PAL device.

The read data hold time requirement of 5 ns of the iAPX286 is
also satisfied by the PAL device.

*MULTIBUS is a registered trademark of Intel Corporation.
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The Master Port Chip Select (MCS) input of the DCP is connected
to the unlatched address decoder output.

The DCP Clock

The PAL device synchronizes the DCP clock to the data strobes
IORC and IOWC (Figure 4.13). It also divides the 16-MHz system
clock (8-MHz CPU clock) down to the maximum DCP clock rate of
4 MHz. At this clock rate the data strobe delay to the DCP clock
must be @ to 30 ns. The Bus Controller is specified to generate
a data strobe timing of 3 to 15 ns to the falling edge of CLK
(16 MHz). Because of the higher propagation delay of a standard
PAL device, the registered outputs are toggled at the rising
edge of CLK before the data strobes become inactive. This
gives additional 32.5 ns for the DCP clock signal path.

to 3 are three outputs of the PAL state machine. The
reglstere output are clocked with the rising edge of the 16-MHz
82284 clock. Whenever ALE and CS are active, Q1 to Q3 are set to
the initial state. Q1 to Q3 are outputs of a 3-bit down
counter, with Q3 as the most significant bit.

Q3 is wused to generate the SRDY signal for the 82284 as
mentioned above.

Qo is the DCP clock. This design must guarantee that the minimum
DCP clock High or Low time is at least 115 ns or two 16-MHz clock
cycles. This is done by toggling Q, only during phase 2 cycles
of the CPU. The CPU design guarantees that there is always a
phase 1 cycle between two phase 2 cycles.

Assuming a typical PAL propagation delay of 25 ns, timing
parameter TCDS (Time Clock Data Strobe) is 10.5 to 22.5 ns (3 +
32.5 - 25 ns to 15 + 32.5 - 25 ns). It satisfied the required @
to 30 ns.

The AmPAL16R4 has active Low outputs. But one output, Q2, should
be active High. The equation for Q; was derived to be

Qy = ALE * CS + 07 * Qp + 01 * Q2

To compensate for the inversion in the PAL device either
de Morgan Theorem or Karnaugh-Veitch diagrams can be used to
convert it to the form shown in the PAL Design Specification.

Improvements

The DCP needs two Wait states only when the Control Registers are
read. Data Register read or writes and Control Register writes
can be executed with only one Wait state, which improves the
Data Ciphering speed of this interface. The more sophisticated
Wait control logic and the two external TTL gates can be
integrated into one AmPAL22V10@ device.
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PAL16R4 PAL DESIGN SPECIFICATION
DCP@43 JUERGEN STELBRINK 8-23-83
iAPX286 - Am9568 (DCP) INTERFACE DEVICE

ADVANCED MICRO DEVICES

CLK /CS CSL ALE /IORC /IOWC Al A2 NC GND

/OE D1 D2 /Q1 Q2 /Q3 CMDLY ADl1 AD2 VCC

Q1 := ALE*CS + /Ql1

/Q2 := Ql*/Q2*/ALE + Ql*/Q2*/CS + /Ql*Q2*/ALE + /Q1*Q2*/CS

Q3 = ALE*CS + Q1*Q2*Q3 + /Q1*Q2*Q3 + Q1*/Q2*Q3 + /Ql*/Q2*/Q3

/CMDLY := /ALE+/CS
IF(CSL*IORC) /D1 = /ADl

IF (CSL*IORC) /D2

/AD2

IF(CSL*/IORC) /ADl /Al1*ALE + /D1*/ALE

[}

IF (CSL*/IORC) /AD2

/A2*ALE + /D2*/ALE

FUNCTION TABLE

CLK /CS CSL ALE /IORC Al A2 D1 D2 AD1 AD2 /Ql /Q2 /Q3 CMDLY

; / C
; I M
; ¢ / C A O A A / / / D
; L C S L R A A D D D D Q Q Q L
s K § L E C 1 2 1 2 1 2 1 2 3 Y COMMENT
;
C L H H H L L Z 2 L L L L, L H; 1 (/CS ACTIVE)
X L H H H .. H 2 Z L H L L L H
X L H H H H H Z Z H H L L L H
C L H L H H L L H L H H L L L ; 2 (WRITE CYCLE)
X H H L L L L L H L H H L L L ; (READ CYCLE)
C H H L L H L L H L H L H L L ; 3
C H H L L H L L L L L H H L L ; 4
C H H L L H L H H H H L L H L ; 5
C H H L H H L H H H H H L H L ; 6
C H H L H H L L L L L L H H L ; 7
C H H L H H L H L H L H H H L ; 8
’
C H L H H X X Z2 72 7 1Z L L L L ; 1 (NO /CS)
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DESCRIPTION:

INPUT SIGNALS:

CLK

/CS

CSL

ALE

Al,A2

/IORC

/I0WC

16 MHZ SYSTEM CLOCK OF THE 82284 SYSTEM TIMING CONTROLLER.
THIS CLOCKS TRIGGERS THE D-FLIP-FLOPS OF FOUR PAL OUTPUTS

ACTIVE LOW UNLATCHED CHIP SELECT OF THE ADDRESS DECODER

ACTIVE HIGH LATCHED CHIP SELECT. IT HAS TO BE ACTIVE TO THE
RISING EDGE OF ALE OF THE NEXT CYCLE

ADDRESS LATCH ENABLE OF THE 82288 BUS CONTROLLER

DEMULTIPLEXED ADDRESS INPUTS. THEY CARRY THE 2-BIT REGISTER
ADDRESS FOR THE DCP

INPUT/OUTPUT READ CONTROL OF THE 82288

INPUT/OUTPUT WRITE CONTROL OF THE 82288

OUTPUT SIGNALS:

/Q1

/Q2

/Q3

CMDLY

INTERNAL STATE SIGNAL. IT IS DIVIDED BY TWO FROM CLK AND
SYNCHRONIZED TO ALE

INTERNAL STATE SIGNAL. IT IS DIVIDED BY TWO FROM /Ql AND
SYNCHRONIZED TO ALE. IT IS THE INVERTED DCP CLOCK (4MHZ).
THE RIGHT EDGE OF Q2 IS SYNCHRONOUS TO THE DATA STROBES
/IORC AND /IOWC, IF TWO WAIT STATES ARE INSERTED.

INTERNAL STATE SIGNAL. IT IS DIVIDED BY TWO FROM /Q2 AND
SYNCHRONIZED TO ALE. IT IS USED TO GENERATE THE SYNCHRONOUS
READY (/SRDY) FOR THE 82284. EXTERNALLY IT HAS TO BE
LOGICALLY AND'ED WITH THE THE LATCHED CHIP SELECT (CSL).

COMMAND DELAY GOES ACTIVE FOR ONE CLOCK WIDTH TO DELAY THE
DATA STROBES. THE AM9568 REQUIRES A DELAY BETWEEN ALE
INACTIVE AND DATA STROBE ACTIVE.

BIDIRECTIONAL SIGNALS:

D1,D2

DEMULTIPLEXED DATA BUS LINES TO 8@86 CPU

AD1,AD2 MULTIPLEXED ADDRESS/DATA BUS LINES FOR THE DCP
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4.4. 68000 - AmZ8068

This two-chip solution adds high-speed data ciphering to a 68000-
based system. About 500 kByte/s are possible in a CPU-controlled
transfer. The ciphering rate can be increased with a
sophisticated DMA controller or with several DCPs operating in
parallel.

In the application described below, the CPU operates at 8 MHz and
the DCP operates synchronously at 4 MHz. The interface
controller, a PAL device, generates the Address and Data
Strobes for the DCP and the Data Acknowledge for the CPU. 1It
also divides the CPU clock by two and synchronizes it to the Data
Strobes.

Programming

Data transfers between the CPU and the DCP are accomplished by a
two-cycle operation. First the address of an internal register
is latched in, then the data is transferred. This causes a small
overhead in the initialization phase, but improves the ciphering
rate in a high-speed data ciphering session. The rate of 500
kByte/s can be reached only if a high-speed peripheral device is
connected to the Slave Port and the DCP is programmed for dual-
port configuration.

The I/0 Addresses

The PAL device is programmed to allow only CPU transfers to the
DCP. Ag must be odd to make the CPU transfer the data on the Low
byte of the data bus.

A "g" on A; indicates an Address Latch Cycle, whereas a "1" on Aj;
indicates a Data Transfer Cycle. Ay must be "1" in both cycles.

Interface Descriptions

Figure 4.14 shows the 68¢00@¢-DCP interface. Figures 4.15, 4.l6,
and 4.17 show the interface timing.

An address decoder generates the Chip Select for the DCP. The
Address Strobe indicates a valid address. The PAL device is only
activated if the Lower Data Strobe becomes active while the Upper
Data Strobe stays inactive. This means that data is transferred
in MOVE.B instructions with an odd peripheral address.

The PAL device provides two_Data Acknowledge outputs. DTACK; is
an active Low TTL output. DTACK, has the same timing as DTACK;,
but is an Open Collector output. (The Open Collector output is
realized by a three-state output which assumes only two
states, Low or Floating.)
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Figure 4.16. 68000—AmZ8068 Data Read Cycle (A;=High) "
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Figure 4.17. 68000—AmZ8068 Data Write Cycle (A4 = High)
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Address Latch Cycle

In this cycle only a Master Port_ Address Strobe (MAS) is
generated. Master Port Chip Select (MCS) is tied to Low. LDS is
sent to the MAS output. The minimum pulse width of LDS is
115 ns; 80 ns are required for the AmZ8068.

DTACK is activated with the falling edge of the CPU clock after
cycle S;. The CPU inserts no Wait states. DTACK is deactivated
with the first edge of CLK after AS becomes inactive.

Data Write Cycle

A Data Write Cycle is performed when Ay is High, AS, CS and LDS
are Low. The minimum pulse width of LDS is not sufficient for
the DCP which requires at least 125 ns. One Wait state or a
slower system clock will satisfy this parameter. One Wait State
is inserted by activating DTACK at the end of Sy.

The DCP clock is synchronized in Data Read or Write Cycles by
forcing it Low when DTACK becomes active. This guarantees that
the DCP clock has a falling edge just before LDS (MDS) rises. The
delay of the DCP clock to CLK is typically 8 ns for a normal-
speed PAL device. The delay of LDS to MDS is typically 12 ns.
The delay of LDS to the system clock is 0 to 70 ns_for the 8-MHz
version. This results in a delay of 4 to 74 ns of MDS to the DCP
clock. The DCP requires # to 50 ns when operating at the maximum
clock rate.

This problem is solved by stretching the clock one cycle. The
DCP clock stays Low for two cycles in the end of a transfer
cycle. This is done automatically by the PAL device (see Figure
4.17) .

Data Read Cycle

The generation of MDS in a Data Read Cycle is similar to the Data
Write Cycle. Because the CPU activates LDS one cycle earlier,
there is no need for a Wait State. The minimum pulse width of
LDS is 240 ns; the DCP requires 200 ns for a Status Register
read. DTACK is activated using the same logical condition as in
the Data Write Cycle. Because of the earlier activation of LDS,
DTACK becomes active earlier and the CPU inserts no Wait States.
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PAL16R4 PAL DESIGN SPECIFICATION
DCPQ44 JUERGEN STELBRINK 8-24-83
68000 - AmZ8068 (DCP) INTERFACE DEVICE

ADVANCED MICRO DEVICES

CLK2 /CS /AS /UDS /LDS RW Al CLK NC GND
/OE /MAS /MDS DCPCLK NC NC /DTACK1 CLK1 /DTACK2 VCC

JCLK1 = CLK ; INVERT CLOCK TO TRIGGER THE REGISTERED
; OUTPUTS WITH THE FALLING EDGE OF CLK
MAS = AS*LDS*/UDS*/RW*/A1*CS
MDS = AS*LDS*/UDS*Al*CS
/DCPCLK := DCPCLK + ; DIVIDE BY TWO
/DTACK1*CS*AS*LDS*/UDS +
DTACK1*/AS* /LDS*/UDS ; TWO CLOCKS LOW IN
; THE END OF A DATA CYCLE
DTACK1l := AS*LDS*/UDS*Al*CS + ; DATA TRANSFER CYCLE
AS*/RW*/A1*CS ; ADDRESS LATCH CYCLE

IF (DTACK1*AS*CS) DTACK2 = DTACKl

FUNCTION TABLE

CLK2 CLK CLKl /CS /AS /LDS /UDS RW Al
DCPCLK /MAS /MDS /DTACK1l /DTACK2

; /7

; D D D

; C T T

i C C / p / / A A

; L. C L / / L U C M M C C

;s K L K C A D D R A L A D K K

;2 K 1 8§ s S8 s W 1 K S s 1 2 COMMENT

; CLOCK INVERT
X L H X X X X X X X X X X X
X H L X X X X X X X X X X X

; DATA WRITE CYCLE
C X X L H H H H H X H H H 2 ; s@
C X X L L H H L H X H H H Z ; S2
C X X L L L H L H L H L L L ; s4
C X X L L L H L H H H L L L ; SW (1 WAIT STATE)
cC X X L L L H L H L H L L L ; S6
X X X L H H H L H L H H L Z ; S7
C X X H H H H L X L H H H Z ; S¢
C X X H L X H X X H H H H Z ; S2

; DATA READ CYCLE
C X X H H H H H H X H H H Z ; S0
C X X L L L H H H L H L L L ; S2
C X X L L L H H H H H L L L ; s4
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Cc X X L L L H H H L H L L L ; S6
X X X L H H H H H L H H L 2 ; S7
C X X L H H H H H L H H H Z ; S0
C X X X H H H H H H H H H 2 ; S2
; ADDRESS LATCH CYCLE
C X X L L H H L L X H H L L ; S2
Cc X X L L L H L L X L H L L ; s4
C X X L L L H L L X L H L L ; S6
X X X L H H H L L X H H L 2z ; S7
C X X X H H H L L X H H H 2 ; S¢
r
DESCRIPTION:
INPUT SIGNALS:
CLK2 CLOCK FOR THE REGISTERED OUTPUTS OF THE PAL. IT IS
CONNECTED TO CLK1
CLK 8 MHZ 68000 SYSTEM CLOCK
/CS CHIP SELECT FOR DCP (A2-A23 ARE RELEVANT)
/AS ADDRESS STROBE
/LDS LOWER DATA STROBE USED TO TIME THE MASTER PORT DATA STROBE
/UDS UPPER DATA STROBE HAS TO BE INACTIVE DURING ALL TRANSFERS
Al ADDRESS BIT 1 DISTINGUISHES BETWEEN ADDRESS LATCH AND
DATA TRANSFER CYCLES
Al=LOW ADDRESS LATCH
Al=HIGH DATA TRANSFER
RW READ/ WRITE CONTROL
OUTPUT SIGNALS:
/MAS MASTER PORT ADDRESS STROBE
/MDS MASTER PORT DATA STROBE
CLK1 INVERTED CLOCK CLK

/DTACK1 LOW ACTIVE DATA ACKNOWLEDGE FOR 68000
ONE WAIT STATE IS INSERTED IN A DATA WRITE CYCLE

/DTACK2 LOW ACTIVE DATA ACKNOWLEDGE FOR 6800¢ (OPEN COLLECTOR)

DCPCLK 4 MHZ DCP CLOCK, IT IS SYNCHRONIZED TO THE MASTER PORT
DATA STROBE. IN A DATA TRANSFER CYCLE DCPCLK STAYS TWO
CLK CYCLES LOW TO DELAY THE FIRST RISING EDGE OF THE
DCPCLK TO TH DATA STROBES. IT IS DONE TO SATISFY TIMING
PARAMETER 45 OF THE DCP PRODUCT SPECIFICATION.
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cik2 [1 20] vee
cs[2 [19] DTACKZ
As [3 18] cLki

UDS [ [17] BTACKA
0s [5] AmPAL16R4 [16] NC

RIW [6 15] NC
a7 1a] pcp cLk
cik [ 13] MBS
Nc [ 12] MAS

GND [10 11] GE

TOP VIEW
04862A-50

Figure 4.18. AmMPAL16R4 Connection Diagram
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4.5. 78000 ~ AmZ8068

Figure 4.19 shows an interface between a 4-MHz Z8001/2%
microprocessor and the AmZ8068. The CPU and the DCP can operate
synchronously at a clock rate up to 3.5 MHz. All control and
strobe signals can be connected directly to the DCP.

The clock rate is reduced to 3.5 MHz to satisfy timing_parameter
45, The delay time from clock falling tc Data Strobe (DS) rising
is specified at 0 to 70 ns; the DCP requires 0 to 50 ns at 4 MHz.
By reducing the clock rate, this parameter becomes 0 to 70 ns at
3.5 MHz,

The system can operate at 4 MHz, if a 10-MHz 2Z28001/2 is used.
This faster version is specified for 0 to 45 ns.

A Sample Program

A universal program for testing the DCP is included at the end of
this chapter. The program is written in Z8002 (nonsegmented)
assembly language. The DCP must be initialized for Multiplexed
Control Mode and "Master Port only" configuration. The ciphering
mode can be ECB or CBC. The mode is defined by the variable
"MODE". A one=cycle cperation of the interface is assumed. For

a two=cycle operation interface, instructions to latch the
register address must be added.

Structure of the Program

Some variable fields are located in the beginning of the program:

DCP-OUT 32=byte buffer for the ciphered text

DCP=IN 32-byte buffer for the clear input text; the
information to be ciphered must be locaded here
before starting the program

CIVE 8~byte buffer for the CBC Initial Vector (IV) for
encryption

CE=~KEY 8=~byte buffer for the encryption key (for ECB and CBC)
MODE definés mode cf operaticn (184 = ECB, 1Ay = CBC)
DATAREG address of Data Register (AD;=0, AD,=0)

CSREG address of Command/Status Register (AD;=1, AD,=0)

MODEREG address of Mode Register (AD;=1, AD,=1)

*728001/2 are trademarks of Zilog, Inc.
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First, the DCP is reset by loading the Mode Register. The IVE

Register is loaded by issuing command "85y", "Load Clear IVE
through Master Port", and strobing in eight bytes of data. The E

_Key Register is loaded in a similar way. The command is "11y"s
"Load Clear E Key through Master Port". Loading of the IVE
Register is not required for ECB. After entering these load
commands, the Command pending bit of the Status Register becomes
active until the eighth byte is strobed in.

The data ciphering session is started by writing "41y", "Start
Encryption" to the Command Register. The Command Pending bit
becomes active and stays active until a stop command is entered
or the DCP is reset. The Master Port Flag (MFLG) and the Slave
Port Flag (SFLG) can be monitored to see whether the DCP is ready
for input or output of data. 1In this sample program, these flags
are not monitored because the structure of the program and the
speed of the CPU guarantee that there are at least 5 DCP clocks
between input or output of succeeding blocks.

This program operates the DCP in pipelined mode. First, two
blocks of clear data are loaded into the chip, then the first
block is read out. During input of the second block, the
algorithm unit ciphers the first block. When the eight bytes of
the second block are loaded, the first block is ready to be read
out. The CPU can put data in and read data out without having to
wait for the algorithm unit to cipher the data.

After ciphering four blocks, a stop command is entered. The
result is stored in the field "DCP-OUT".

Improvements

If the DCP should be interfaced to a faster 7Z8000, the designer
must take particular care that:

- the Address Strobe width does not become too narrow,

- the Data Strobe width does not become too narrow for Status
Register read operations (a Wait State might be inserted),

- MDS is synchronous to the DCP clock.

Three approaches are discussed in more detail below. The
interface logic of these interfaces may be integrated into one
PAL device. 1Ideas of realization can be found in the other
chapters.

8-MHz 78000 - AmZ8068

- Use two-cycle operation.

- Divide clock by two.

- Synchronize clock to DS.

86



Chapter 4
- For Status Register reads, one additional Wait state must be
inserted.
8-MHz 78000 - Am9568

- Use multiplexed address/data bus of CPU; the Am9568 accepts the
narrow Address Strobe directly.

- Transform R/W and DS into MRD and MWR.

- Divide system clock by two and synchronize it to MRD or MWR.

Keep the DCP clock Low for two clock cycles at the end of the
transfer cycle to satisfy the critical timing parameter 45 (0
to 30 ns) (see 68000-DCP interface).

- Insert Wait State for Status Register read operations.

78000 - AmZ8068

- DCP and CPU operate asynchronously with separate clocks.

- Design interface analogous to "iSBX Bus - DCP".

- Use two-cycle transfer mode.

- Less efficient CPU-DCP transfer, but no restrictions for system
clock rate.

SIW »|G

STATUS
DECODER

STo-STa

AmZ8000 ¢ AmZ8068

1o
ADDRESS O | MICS
DECODER

ADg-AD1s

ADo-AD7 I

AS
DS
RIW
CLK | *

1

OSCILLATOR
(3.5 MH2)

04862A-51

\AAA
=
O
[

Figure 4.19. Z8000-AmZ8068 Interface
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MACR08000:

0000
0000
0000
0000
0000
0000
0000
0000
1000
1000
1020
1040
1048
1050
1051
1052
1054
1056
1058
1058
1058
105C
1060
1064
1068
106A
106A
106A
106C
106E
1072
1076
107A
107A
107A
107¢
107E
1082
1086
108A
108A
108A
108C
108E
1092
1096
109A
109E
10A2
10A6
10AA
10AE
1082
1086
10BA
10BE
10c2
10C6
10CA
10CE
10p2
10D6
10D6
10D6
10Dp8
10DA
10DA

00

6103
6101
6102
600F
3E2F

CFAS
3ELF
2108
2109
3A92

CF11
3ELF
2108
2109
3A92

CF4l
3ELF
2108
2109
3A92
2108
3A92
2108
210A
3A30
2108
3A92
2108
3A30
2108
3A92
2108
3A30
2108
3A30

CFEQ
3ELF

1052
1054
1056
1050

0008
1040
0830

0008
1048
0830

Version 2.0

9/19/80

Page 1

%****************k**********************************t*****************

%* ENCRYPTION EXAMPLE FOR 28000

Js 3/12/84 *
*

*

%*****************k***************************************************

PROGRAM DCP_SHOW;

ORIGIN #1000;
DCP_OUT: BYTE (32);
DCPTIN BYTE (32);
CIVE: BYTE 8;;
CE_KEY BYTE (8);
MODE : BYTE (1);
DATAREG: WORD (1);
CSREG: WORD (1);
MODEREG: WORD (1);
DCP_SHOW:

LD R3,DATAREG;
LD R1,CSREG;
LD R2,MODEREG;
LDB RL7,MODE;
OUTB  R2,RL7;
% LOAD IVE REGISTER
DB RL7,#A5;
OUTB  RL,RL7;
LD R8,#8;
LD R9, CIVE;
OTIRB R3,R9 ,R8;
% LOAD E KEY REGISTER
LDB RL7,#11;
0UTB  RL,RL7;
LD R8,#8;
LD R9, CE_KEY;
OTIRB R3,R9 ,R8;
% ENCRYPTION SESSION
LDB RL7,#41;
OUTB  RL,RL7;
LD R8,#8;
LD R9, DCP_IN;
OTIRB R3,R9 ,R8;
LD R8,#8;
OTIRB R3,R9 ,R8;
LD R8, #8;
LD R10, DCP_OUT;
INIRB R10 ,R3,R8;
LD R8,#8;
OTIRB R3,R9 ,R8;
LD R8,#8;
INIRB R10 ,R3,R8;
LD R8,#8;
OTIRB R3,R9 ,R8;
LD RS, #8;
INIRB R10 ,R3,R8;
LD R8,#8;
INIRB R10 ,R3,R8;

% TERMINATE CIPHERING SESSION
LDB RL H

ouTB
END.

] B

R1,RL7;

88

IR IV W IRIVIW R

NI WRAW

DCP OUTPUT STORAGE AREA

DCP INPUT STORAGE AREA

CLEAR IV STORAGE FOR CBC/CFB ENCRYPTION
CLEAR ENCRYPTION KEY

MODE VALUE

DATA REGISTER ADDRESS (MASTER PORT)
COMMAND/STATUS REGISTER ADDRESS
MODE REGISTER ADDRESS

LOAD DATA REGISTER ADDRESS

LOAD COMMAND/STATUS REGISTER ADDRESS
LOAD MODE REGISTER ADDRESS

LOAD MODE VALUE

SET MODE (INCLUDES SOFTWARE RESET)

%IVE LOAD COMMAND

3N 3R 3R R

N IRV AW IR AN AR IR IR R

BYTE COUNTER
ADDRESS OF CLEAR IVE FIELD
STROBE 8 BYTE IV IN

LOAD E KEY COMMAND

BYTE COUNTER
ADDRESS OF CLEAR E KEY FIELD
STROBE 8 BYTES KEY IN

START ENCRYPTION COMMAND

BYTE COUNTER
DATA INPUT FIELD

TRANSFER FIRST BLOCK

BYTE COUNTER

TRANSFER SECOND BLOCK

BYTE COUNTER

DATA OUTPUT FIELD

READ FIRST CIPHERED BLOCK BACK
BYTE COUNTER

TRANSFER THIRD BLOCK

BYTE COUNTER

READ SECOND CIPHERED BLOCK BACK
BYTE COUNTER

TRANSFER FOURTH BLOCK

BYTE COUNTER

READ THIRD CIPHERED BLOCK BACK
BYTE COUNTER

READ FOURTH CIPHERED BLOCK BACK

LOAD STOP COMMAND
ISSUE STOP COMMAND
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4.6. 7Z80* - Am9518/AmZ8068

This chapter shows in two examples how the Data Ciphering
Processor (DCP) can be interfaced to a 780 (Z8¢A, Z8¢B) CPU. All
interface control signals are generated by one PAL device.

In CPU transfer mode a ciphering speed up to 280 kByte/s can be
reached. A 7Z80A DMA controller can double this value. Chapter 4.8
(Z80-DMA-DCP) shows how to increase the speed to 1.1 MByte/s.

The multiplexed address/data bus of the DCP is simulated using a
two-cycle operation mode. An output instruction to an even
address (Ag=Low) selects one of the internal registers of the
DCP. In all subsequent I/0 operations with Ag=High, the CPU can
transfer data to or from DCP registers. The register address
stays latched in the chip until the next Address Strobe latches
in a new address. The Address Latch Cycle does not represent
significant overhead in an encryption or decryption session
because, once the DCP is initialized and the data register is
selected, no further Address Latch Cycle is needed.

1/0 addresses: XXXX XXX¢ - Address Latch Cycle
XXXX XXX1 - Data Transfer Cycle
X - user definable

The AmPALl16R4 device controls the interface timing. It
generates the synchronized strobe signals for the DCP and the
Wait for the CPU to extend the cycles.

The PAL device is programmed to allow two operation modes. In
Mode A the DCP works with the same clock rate as the CPU. Mode B
increases the ciphering speed by allowing higher than 4-MHz
system clock rates for the CPU. In this mode, the PAL device
provides half the system clock rate for the DCP.

A system with a Z8¢B at 6 MHz and an AmZ8068 at 3 MHz increases
the ciphering speed compared to a system where both the CPU and
the DCP clock are 4 MHz; the limiting factor is the data
transfer capability of the CPU.

The key requirement in interfacing the DCP to a Z8¢ CPU is to
meet the timing relationship between the Master Port Data
Strobe (MDS) and the DCP clock. The rising edge of MDS must
be synchronous to the falling edge of the clock.

The Operation Modes

Mode A: Both the Z8¢ CPU and the DCP are operating synchronously
at the same frequency. The DCP clock is inverted. This
mode can be used with system clocks up to 4 MHz. No
extra Wait states are inserted.

*780 is a trademark of Zilog, Inc.
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Note 1: A/B=HIGH: Z80-9518/Z80A-8068 (MODE A) 6

AIB=LOW: Z80B-8068 (MODE B) 04862452

Figure 4.20. Z80-DCP Interface
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Mode B: To get higher ciphering throughput, the data transfer
speed of the Z8@ bus should be increased by using a
higher system clock rate. In Mode B the PAL device
divides the system clock by two to generate the DCP
clock. The DCP clock is synchronized to the MDS by
delaying the clock one half cycle 1if they are not in
phase (Figures 4.23 and 4.24). During a Data Write
Cycle, one extra Wait state is inserted. An AmZ80¢68
must be used in this mode even at a DCP clock rate of 3
MHz because of its faster register access time.

Figure 4.20 shows the interface. The A/B input of the PAL device
is wired High to select Mode A or Low to select Mode B,

The Interface Timing

Address Latch Cycle: (Figures 4.21 and 4.22)

Master Port Chip Select (MCS) is active when TORQ and CS are
active Low and Ap=Low (even address). Master Port Address Strobe
(MAS) is strobed Low for one system clock cycle during the
automatically inserted Wait cycle Ty to meet the hold time
requirement of MAS High +to MCS High (parameter 35).

Data Read Cycle: (Figures 4.21 and 4.22)

A Data Read Cycle reads the register whose address was latched
in the previous Address Latch Cycle. MCS and MAS are inactive
the whole cycle. MDS is active during the last two clock cycles,

Tw and T3. 1In both A and B Modes, no Wait state is inserted. WR
and Ag must be High. 1In Mode B the DCP clock is set High in the
beglnnlng of T3 using an internal signal Q to synchronize _the
falling edge of the DCP clock to the rising edge of MDS. Q is
only active in Mode B during Wait state Ty. This interface meets

the data hold time of the 280, because the data is stable to the
beginning of T; of the next machine cycle.

Data Write Cycle:

In this cycle, the CPU can write one byte into the addressed
register. MCS and MAS are inactive. WR is active and Ag is
High.

Mode A (Figure 4.20)

MDS is strobed Low for Tyw. The DCP reads the data in at the
beginning of T3. No Wait state is inserted.

Mode B (Figure 4.23)

MDS is strobed Low for the Wait cycle Ty and the additional
Wait cycle Ty to meet the minimum data strobe active time
(parameter 44) of the DCP. The DCP reads the data in at the

begin of T3-
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Figure 4.21. Z80-Am9518/Z80A-AmZ8068 Timing Diagram (Mode A)
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Data Ciphering Speed

The byte transfer capability of the Z80 system bus 1limits the
data ciphering throughput of the DCP. A 2780 DMA controller
doubles the maximum throughput compared to a CPU-controlled
transfer as indicated in the following table:

System Clk DCP Clk CPU DCP Mode N T

6 MHz 3 MHz Z80B AmZ8068 B 168/176 0.28/9.27
4 MHz 4 MHz Z80A AmZzZ8068 A 168 g.19
2.5 MHz 2.5 MHz 780 Am9518 A 168 g.14

N = Number of DCP clock cycles to transfer and cipher 8 bytes of
data. In CPU-controlled modes the use of the Z80 Dblock
transfer commands like INIR, INDR, OTIR or OTDR is assumed.

T = Throughput in MByte/s

The formula for calculating the throughput is:

T = (8 * £f) / (N + m) MByte/s

f = DCP clock in MHz
8 = 8 bytes per block
m = Number of extra DCP clock cycles to get a

minimum delay time of five clocks between
transferring the last byte of one block and
the first byte of the next block. 1In CPU
controlled transfers m=00 can be assumed,
because the CPU has to evaluate instruction
fetches and memory data transfers between two I/O
accesses. MFLG indicates if the DCP accepts data
transfer.
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Figure 4.22. Address Latch Cycle (Mode B) (No Clock Synchronization)
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Figure 4.23. Data Read Cycle (Mode B)
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Figure 4.24. Data Write Cycle (Mode B)
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Figure 4.25. Clock Timing Diagram (Mode A and B)
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PAL16R4 PAL DESIGN SPECIFICATION
DCP@46 JUERGEN STELBRINK 5/2/83
Z80- AM9518/AMZ8068 INTERFACE CONTROLLER

ADVANCED MICRO DEVICES

CLK1 CLK2 /CS /IORQ A0 /WR AB NC NC GND

/JOE NC /WAIT /CLKB /Q /MDS /MAS /MCS CLK VCC

MCS = IORQ*CS*/AQ ; MASTER PORT CHIP SELECT

MAS := IORQ*CS*/AQ@*WR*/MAS ; MASTER PORT ADDRESS STROBE

MDS := IORQ*CS*WR*/MDS*AQ*AB + ; WRITE DATA STROBE (MODE A)
IORQ*CS*WR*AQ*/MDS*/Q*/AB + ; WRITE DATA STROBE (MODE B)
IORQ*CS*WR*AQ@*MDS*Q* /AB + ; WRITE DATA STROBE (MODE B)
IORQ*CS* /WR*AQ ; READ DATA STROBE (MODE A+B)

CLKB := /CLKB*/Q*/AB ; CLOCK FOR MODE B

/CLK = CLK2*AB + ; (MODE 3)
CLKB ; (MODE B)

Q := IORQ*CS*/MDS*/Q*A0*/AB ; USED TO GENERATE MDS AND WAIT

IF (Q*WR) WAIT = Q*WR ; WAIT TO Z80

FUNCTION TABLE

CLKl1 CLK2 AB /CS /IORQ A0 /WR CLK /MCS /MAS /MDS /WAIT /Q /CLKB
; / /

; C C 1 / / / W c

; L L / O / C M M M A L

; K K A C R A W L C A DI / K

;1 2 B S Q O R K S S S T Q B COMMENT

MODE A: Z8¢- AM9518 OR Z80A- AMZ8068 INTERFACE
(DCP CLOCK = CPU CLOCK)

CLOCK GENERATION

N6 Ne Ne e No W

X L H X X X X H X X X Z H H
X H H X X X X L X X X Z H H

’

; ADDRESS LATCH

’
H X H H H X H X H H H Z H H ; MACHINE CYCLE T1
L X H L H L H X H H H Z H H
C X H L H L H X H H H Z H H
H X H L L L L X L H H Z H H ; CYCLE T2
C X H L L L L X L L H Z H H
Cc X H L L L L X L H H Z H H ; CYCLE TW
H X H L H L H X H H H Z H H ; CYCLE T3
C X H L H L H X H H H Z H H

O
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WRITE DATA OPERATION
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DESCRIPTION:

THIS PAL GENERATES ALL NECESSARY BUS CONTROL SIGNALS, TO INTERFACE
THE AM9518 OR AMZ8068 TO THE Z8¢ CPU WITH A SYSTEM CLOCK UP TO 6 MHZ.

2 INPUT AND 1 INPUT/ OUTPUT PINS ARE NOT USED, SO THAT FOR EXAMPLE
A DATA BUS TRANSCEIVER CONTROL LOGIC CAN BE ADDED.

IN SYSTEMS WITH A CLOCK UP TO 4 MHZ, THE DCP RUNS DIRECTLY AT THIS
FREQUENCY (MODE A, INPUT AB = HIGH).

IF THE FREQUENCY IS HIGHER, THE DCP IS DIVIDED BY TWO FROM THE
SYSTEM CLOCK (MODE B, AB = LOW).

INPUT PINS:

CLK1, CLK1 IS THE CLOCK INPUT FOR THE FOUR INTERNAL D-FLIP-FLOPS.
CLK2 THEY ARE CLOCKED BY THE RISING EDGE OF CLK1l. THE DCP DATA
STROBE MUST BE SYNCHRONOUS TO THE FALLING EDGE OF THE CLOCK;
THE INVERTED CLK2 IS THEREFORE SENT TO THE OUTPUT CLK.
IN MODE B CLK2 IS SYNCHRONIZED BEFORE IT APPEARS ON THE CLK
OUTPUT. BOTH INPUTS ARE CONNECTED TO THE Z8# SYSTEM CLOCK.

/CS CHIP SELECT GENERATED BY AN ADDRESS DECODER LOGIC
(ACTIVE LOW). IF /CS IS ONLY ACTIVE IN I/O CYCLES,
THE /IORQ INPUT CAN BE WIRED LOW.

/IORQ INPUT/ OUTPUT REQUEST OF THE Z8@¢ (LOW ACTIVE)
AQ LEAST SIGNIFICANT BIT OF THE Z8¢ ADDRESS BUS

TO SELECT TYPE OF OPERATION:

Afg= LOW SELECT REGISTER FOR NEXT DATA CYCLES

(ADDRESS LATCH)

A@= HIGH READ OR WRITE INTERNAL REGISTER
(DATA TRANSFER TO CONTROL, MODE, INPUT
OR OUTPUT REGISTER)

/WR WRITE SIGNAL OF THE Z8¢, DEFINES DATA TRANSFER DIRECTION
AB AB= HIGH MODE A
AB= LOW MODE B
OUTPUT SIGNALS:
/WAIT ACTIVE LOW DURING FIRST WAIT CYCLE IN WRITE DATA

OPERATION IN MODE B, TO GENERATE AN EXTRA WAIT STATE.
THE OTHER TIME /WAIT IS IN THREE STATE.

/MCS MASTER PORT CHIP SELECT, ONLY ACTIVE IN ADDRESS LATCH
CYCLES
/MAS MASTER PORT ADDRESS STROBE, ACTIVE IN ADDRESS CYCLES

TO LATCH THE REGISTER ADDRESS AND /MCS IN. THE DCP
STORES INTERNALLY THE ADDRESS AND THE CHIP SELECT
TO THE NEXT ADDRESS LATCH CYCLE

98



/MDS

CLK

/CLKB
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MASTER PORT DATA STROBE TO ENABLE DATA TRANSFER TO THE
INTERNAL REGISTERS OF THE DCP

DCP CLOCK, IN MODE B SYNCHRONIZED TO THE MASTER PORT DATA
STROBE (/MDS)

DCP CLOCK OUTPUT INTERNALLY USED FOR MODE B (NOT CONNECT)

INTERNAL STATUS SIGNAL (NOT CONNECT)
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4.7. 8085A - Am9518

Figure 4.26 shows the interface diagram between the 8085
microprocessor and the Am9518 Data Encryption device. The DCP
and the CPU operate synchronously at a maximum clock rate of 2.2
MHz, considerably simplifying the interface requirements.

Interface Description

The 8-bit address/data bus of the CPU is directly connected to
the Master Port of the DCP._The Master Port Data Strobe is
driven by RD or WR. The MR/W input of the DCP is connected to
the status line S1 of the 8085. This line is High whenever the
CPU_executes a read instruction. The Master Port Address Strobe
(MAS) is the inverted Address Latch Enable (ALE). A decoded
address and M/I0=Low produces an active Low Master Port Chip
Select. It is latched by MAS.

The Clock

The DCP can operate with the inverted CPU clock if the clock 1is
slowed down to satisfy the minimum High time requirement of the
DCP. The 8085A data sheet gives a formula to determine the
minimum clock High and Low times for slower clocks.

Minimum High time: 6.5 * T - 80 ns (T=clock cycle width)

This time must be at least 150 ns for a Am9518 and 115 ns for a
AmZ8068, resulting in a maximum clock rate of 2.2 MHz and 2.5 MHz
respectively.

Minimum Low time: @.5 * T - 40 ns
It is 190 ns at 2.2 MHz.

The DCP requires that the MDS is synchronous to the clock. The
range is # - TWL - 100 ns for the Am9518. TWL is the real Low
time of the clock.

The 8085 timing specification does not specify a timing
relationship between the clock and RD or WR; the designer must
verify.

Improvements

A more sophisticated interface avoids the missing timing
specification and allows interfacing to a faster CPU. Ideas
can be found in the iSBX Bus Interface (Chapter 4.10) or 68000
Interface (Chapter 4.4). The first shows a totally asynchronous
operation of the DCP and the CPU; the second shows how to delay
the rising edge of the clock following MDS.
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4.8. 780 - DMA - Am9568

This application design shows how to increase the ciphering
throughput to 890 kByte/s using the advanced 8-bit DMA
Controller Am9517A-5 (also called the 8237-5). The host CPU is a
Z80A (Figure 4.27).

The CPU sets up a data block in memory and programs the DMA
controller to transfer this data block to the DCP via the Master
Port. The DCP encrypts the data. A high-speed peripheral device
can read out the ciphered data from the Slave Port. This dual-
port configuration allows data input and output simultaneously
and increases the throughput compared to a single-port
configuration by a factor two. In the single-port configuration,
only the Master Port is used for data transfer; it handles both
the clear and ciphered data.

The multiplexed address/data bus of the DCP is simulated in a
two-cycle operation. For output operation to an even address the
PAL interface timing controller generates a Master Port Address
Strobe (MAS) to select one of the internal registers. Subsequent
I1/0 operations to an odd address (Ag=High) transfer data to or
from the preselected DCP register. During I/O operations to an
odd address, the PAL device generates Master Port Data Strobes
(MRD or MWR). Before the DMA block transfer is started, the CPU
must preselect the DCP data register. The register address of

the data register is @0y

The DMA controller operates in "flyby" mode. Data is transferred
on the system data bus one byte at a time from memory to the DCP
or vice versa without going through a DMA register. An I/O Read
(IOR) and Memory Write (MEMW) or I/O Write (IOW) and Memory Read
(MEMR) are active at the same time. The DCP is selected by DMA
Acknowledge (DACK). The PAL device treats DACK as CS active and
Ag=High. In this design the DMA controller can only execute data
transfer cycles; it is not able to change the internal register
address of the DCP.

The DMA controller is set up for Demand Transfer Mode. It
releases the bus when the data request input goes inactive. The
Master Port Flag (MFLG) is wired to the data request input. The
flag output goes active when the DCP is ready to accept data or
the output data is ready to be read out. After transferring one
block of data (8 bytes), this flag goes inactive until a new
block can be put in or read out. The inactive time depends on
the response time of the peripheral logic at the Slave Port. This
flag is inactive a minimum of five clocks.

Speed

The DMA controller needs three clock cycles to transfer one byte.
After each block transfer (8 bytes) the DMA controller releases
the bus and requests it back if MFLG goes active again. This
time is assumed to be 12 clocks. The ciphering of one block is
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done concurrently with the input of the next block; the internal
operation is pipelined. The maximum throughput can be calculated
as:

T=8,/(8* 3+ 12) * 4 MHz = 0.89 MByte/s

The Compressed Transfer mode of the DMA controller cannot be
used, because the PAL synchronization logic needs normal timing
to synchronize the Data Strobes to the DCP clock.

Initialization

The Multiplexed Control Mode (C/K=Low) of the DCP is selected to
enable access to the internal registers. The CPU first
programs the Mode Register to reset the DCP and to set up the
port configuration and ciphering mode. After that, the keys and
initial vectors can be loaded. To initialize the DCP for DMA
transfer, the CPU executes one Address Latch Cycle, to pre-select
the data register.

The DMA controller must be programmed such that DREQ and DACK are
active Low.

Timing

The PAL device simulates the multiplexed address/data bus of
the DCP assuming a two-cycle operation mode. 1In the first cycle
the CPU latches the address of the internal register into
the DCP; subsequent cycles transfer data to or from the selected
register. Address Ay distinguishes the two cgcles (Figure 4.28).
An I/0 instruction with Ag=Low generates an a dress latch cycle;
an I/0 instruction with Ag=High generates a data transfer cycle.

The DMA controller must be initialized for "extended" I/O0 write
in order to have a similar I/O bus timing to the Z80A CPU. A
"late" I/0 write delays the Master Port Write Strobe (MWR) to the
DCP by one clock cycle. If a late write is used, the data bus
will not be valid at the time data is latched.

To execute a DCP-to-memory transfer, the DMA does an I/0 read and
memory write. The DMA controller can be programmed for an
"extended" or "late" write, depending on the memory design.

In "flyby" mode the DMA controller generates no I/0 address, so
the CPU has to preselect the data Input or Output Register. A DMA
Acknowledge (DACK) enables MRD or MWR to control the data
transfer.

Figure 4.29 shows the DMA-DCP data transfer timing. When the DMA
Controller has transferred one block of data, the data transfer
has to be stopped until the DCP is ready for the next block
transfer. The DCP makes the DMA Controller stop the transfer by
deactivating MFLG. If MFLG is Low, data may be transferred; if
MFLG is High, the DCP does not accept data transferred. The
timing of the MFLG to DREQ path is the most critical in this
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application. If MFLG is deactivated too late, the DMA Controller
will issue another data transfer which will be disregarded by the
DCP. The critical signal path will be analyzed below.

To prevent the DMA from issuing another cycle the Data Request
input has to go inactive by the falling edge of the DMA clock at
the end of cycle S3. The DMA controller samples the input at
this time and instigates another cycle if the request is still
active. The set-up time of DREQ is @ ns. The Master Port Flag
which is connected to the DREQ 1input goes inactive in the
eighth cycle with a maximum delay time of 150 ns after the
Data Strobes. The Data Strobe itself has a maximum delay time
of 190 ns (Am9517A-5) after the rising edge of the clock in cycle
Sp- That gives a time window of 375 ns of which 340 ns are
already used for the two delays (1990 ns + 150 ns). The
propagation delay of a fast PAL device is 25 ns. This leaves
19 ns for other delays in the signal path.

The PAL design assumes that the system memory needs no Wait
states.

The peripheral logic at the Slave Port can use the Slave Port
Flag (SFLG) to time the transfer. If SFLG is active Low, data can
be written to or read from the data register.
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PAL16R4
DCP@48

PAL DESIGN SPECIFICATION

Z80A- AM9517 (DMA)- AM9568 (DCP) INTERFACE DEVICE

ADVANCED MICRO DEVICES

CLKl1 CLK2 /CS /IOR /IOW AQ

/JOE /MWR /MRD /Q1 /Q2 /Q3

/MALE := /IOW+IOR+/CS+AQ+MALE

01 := CS*AQ*IOR*/IOW*/Q2  +
CS*AQ*IOW*/IOR*/Q3  +
DACK*IOR* /IOW* /Q2 +
DACK* IOW* /IOR*/Q3

02 := CS*AQ*IOR*/IOW*Ql +
CS*AQ*IOR*/IOW*Q2 +
DACK*IOR* /IOW*Q1 +
DACK* IOR* /IOW*Q2

03 t= CS*AQP*IOW*/IOR*Q1 +
CS*AG*IOW*/IOR*Q2 +
DACK*IOW* /IOR*Q1 +
DACK* IOW* /IOR*Q2

MRD = CS*A@*IOR*/IOW +
DACK*IOR*/IOW +
Q2

MWR = CS*A@*IOW*/IOR*/Q3  +
DACK*IOW* /IOR* /Q3

JCLK =  CLK2

FUNCTION TABLE

CLK1 CLK2 /CS /IOR /IOW /DACK A#

JUERGEN STELBRINK 8-9-83
/MFLG /DACK NC GND
NC CLK VCC

MALE

14

~

~e

~e

CLK

MASTER PORT ADDRESS STROBE

MASTER PORT READ

MASTER PORT WRITE

DCP CLOCK

MALE /MRD /MWR /Q1 /Q2 /Q3

; /
;i C C / / D M/
; L L / I I A C A M
; K K ¢C 0 0O C A L L R
;1 2 S R W K @ K E D
; CLOCK GENERATION
X L X X X X X H X X
X H X X X X X L X X
; ADDRESS LATCH
C X H H H H L X L H
C X L H L H L X H H
C X L H L H L X L H
C X H H H H L X L H
; READ DATA
X X H H H H H X L H
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CYCLE
CYCLE
CYCLE
CYCLE

Ne we we wo

CYCLE
CYCLE

~e we

CYCLE

~

CYCLE
CYCLE
CYCLE

~e wo we

CYCLE
CYCLE

~e we

TW
T3
Tl
s3

sS4
S2

W
T3
Tl
S3

s4
s2

(EXTRA WAIT STATE)

(DMA)

(CPU)

(DMA)

X X L L H H
C X L L H H
C X L L H H
C X L L H H
C X H H H H
X X H L H L
C X H L H L
C X H L H L
C X H H H H

; WRITE DATA
X X L H L H
C X L H L H
C X L H L H
C X H H H H
X X H H L L
C X H H L L
C X H H L L
C X H H H H

H

DESCRIPTION:

THIS PAL GENERATES ALL NECESSARY BUS CONTROL SIGNALS,
INTERFACE A Z8Q0A CPU AND A AM9517 DMA CONTROLLER TO THE AM9568
DATA CIPHERING PROCESSOR. THE MAXIMUM SYSTEM CLOCK FOR ALL PARTS

IS 4 MHZ.

1 INPUT AND 3 INPUT/ OUTPUT PINS ARE NOT USED.

INPUT SIGNALS:

TO

CLK1, 7280 SYSTEM CLOCK

CLK2

/CS . CHIP SELECT FOR THE DCP, GENERATED BY A DECODER LOGIC
/IOR INPUT/OUTPUT READ

/I0W INPUT/OUTPU

T WRITE

AQ LEAST SIGNIFICANT BIT OF THE Z8@¢ ADDRESS BUS TO SELECT
THE TYPE OF OPERATION:
SELECT DCP REGISTER FOR NEXT DATA CYCLES

A@ = LOW

AQ = HIGH

(ADDRESS LATCH)

READ OR WRITE INTERNAL REGISTER

(DATA TRANSFER TO CONTROL, MODE,

OUTPUT REGISTER)

/DACK DMA ACKNOWLEDGE FROM DMA CONTROLLER,

AND A@=HIGH
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OUTPUT SIGNALS:

CLK

MALE

/MRD
/MWR
/01,

/Q2,
/03

INVERTED SYSTEM CLOCK FOR THE DCP

MASTER PORT ADDRESS LATCH ENABLE, ACTIVE DURING ADDRESS
LATCH CYCLES TO LATCH THE REGISTER ADDRESS ON MP1 AND MP2
(2 LINES OF THE MASTER PORT BUS) AND THE STATE OF /MCS
IN. THE DCP STORES INTERNALLY THE ADDRESS AND CHIP SELECT
TO THE NEXT ADDRESS LATCH CYCLE

MASTER PORT READ, TO ENABLE REGISTER READ OPERATIONS

MASTER PORT WRITE, TO ENABLE REGISTER WRITE OPERATIONS
INTERNAL USED STATE SIGNALS (DO NOT CONNECT). Q1 IS ACTIVE 2
CLOCK CYCLES IN EACH DATA TRANSFER OR DMA ACKNOWLEDGE CYCLE.
IT IS USED TO GENERATE THE DELAYED Q2 AND Q3. Q2 IS USED TO

HOLD /MRD ACTIVE UNTIL /IOR IS GONE INACTIVE. Q3 MASKS /MWR
OFF.
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4.9. 8088 - DMA - AmZ8068

This interface design is similar to that of the previous chapter.
The differences are that the Am9568 is replaced by the AmZ8068
and the PAL device is reprogrammed for the 8088 CPU bus timing
(READY). In this chapter, only the differences in the Z8¢-DMA-DCP
interface are discussed. For additional information refer to
Chapter 4.8.

Figure 4.38 shows the CPU-DMA interface. The CPU is operating in
Maximum Mode. The bus arbitration handshake of the DMA
controller (HREQ and HACK) must be translated into the Bus
Request/Grant handshake of the 8088 CPU, as described in the
application note, "A Tested Design for the Evaluation of the
Am9516 UDC in an 8086 Environment"™ published in the
Am9516/AmZ8@16* Technical Manual.

I1f the CPU is programmed to operate in Minimum Mode, both devices
have the same bus arbitration handshake. The HREQ and HACK of the
DMA controller can be connected directly to the corresponding
pins of the CPU (HREQ to HACK).

The central part of this interface 1is a PAL device. The Chip
Select 2(C52) input of the PAL device must be stable durlng the
entire I/0 transfer. This is guaranteed by decoding CSZ from

Ehgg}atched address/data bus of the 8088 (Ag to Als in Figure

Master Port Read/Write is latched in the D-Flip-Flop. It |is
clocked in an output operation with E§3 active. One of the data
lines is latched in to define the status on the MR/W input. This
is necessary because the DCP requires a set-up time of 100 ns of
MR/W to the Data Strobe. Generation of MR/W for each cycle of a
high-speed data transfer session of the DMA controller would
extend each cycle and slow down the maximum throughput. This
logic cannot be integrated into the PAL device because of
the flip-flop's asynchronous clock.

Before executing an access to the DCP the CPU must latch the
MR/W. The transfer itself is evaluated in a two-cycle operation.

Master Port Address Strobe (MAS) is only generated if the CPU
executes an output instruction to a specific 1/0 address (CS
active, Ag=Low) (Figure 4.31). Address Latch Enable of the CPU
(ALE) cannot be used for the generation of MAS because the CPU
must set up the DCP for data transfer before a DMA transfer
session is started. The DCP is set up by putting out a 00y (data
register address) to the I/0 address mentioned above.

Figures 4.32 and 4.33 show data read and write cycles. Figure
4.34 shows DMA data read and writes cycles.

*AmZ7Z8016 is a trademark of Advanced Micro Devices, Inc.
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PAL16R4 PAL DESIGN SPECIFICATION
DCP@49 JUERGEN STELBRINK 8-12-83
8088~ AM9517 (DMA)- AMZ8068 (DCP) INTERFACE DEVICE

ADVANCED MICRO DEVICES

CLK1 CLK2 /CS /IOR /IOW Ag RW /DACK NC GND

/OE /MDS READY /Ql /Q2 /Q3 /MAS NC CLK VCC

MAS := IOW*/IOR*CS*/AQ*/Q3*/MAS 7 MASTER PORT ADDRESS STROBE
Q1 := CS*IOR*/IOW*RW*/Q2 +

CS*IOW*/IOR*/RW*/Q3 +
DACK*IOR*/IOW*RW*/Q2 +
DACK*IOW*/IOR* /RW*/Q3

Q2

CS*IOR* /IOW*RW*Q1 +
CS*IOR*/IOW*RW*Q2 +
DACK*IOR*/IOW*RW*Ql +
DACK*IOR*/IOW*RW*Q2

+

Q3

CS*IOW*/IOR*/RW*Q1l
CS*IOW*/IOR* /RW*Q2
DACK*IOW*/IOR* /RW*Q1
DACK* IOW*/IOR* /RW*Q2

+ +

MDS = CS*AQ*IOR*/IOW*RW +
DACK*IOR*/IOW*RW +
Q2*A0Q +
CS*AQ*IOW*/IOR*/RW*/Q3+
DACK*IOW* /IOR* /RW*/Q3

MASTER PORT READ

LY

MASTER PORT WRITE

~

/READY

CS*/AQ*IOW*/IOR* /RW*/Q3+
CS*A@*IOW*/IOR*/RW*/Q3 +
CS*AQ*IOR* /IOW*RW*/Q2

ADDRESS LATCH CYCLE
DATA WRITE CYCLE

~e we

/CLK = CLK2 DCP CLOCK

~e

FUNCTION TABLE

CLK1 CLK2 /CS /IOR /IOW /DACK A@ RW CLK /MAS /MDS READY /Ql1 /Q2 /Q3

H / R
;i C C / / D / / E
; L L / I I A CcC MM A [/ / [/
; K K C 0 0 C A R L A DD Q Q OQ
; 1 2 S R W K ¢ W K S s Y 1 2 3 COMMENT
; CLOCK GENERATION
X L X X X X X X H X X X X X X
X H X X X X X X L X X X X X
; ADDRESS LATCH
C X H H H H L L X H H H H H H ; CPU
X X L H L H L L X H H L H H H
C X L H L H L L X L H L L H H
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C X L H L H L L X H H H L H L

C X H H H H L L X H H H H H H
; READ DATA

X X H H H H H H X H H H H H H ; CPU

X X L L H H H H X H L L H H H

C X L L H H H H X H L L L H H

C X L L H H H H X H L H L L H

C X L L H H H H X H L H H L H

C X H H H H H H X H H H H H H

X X H L H L X H X H L H H H H ; CYCLE S3 (DMA)

C X H L H L X H X H L H L H H

C X H L H L X H X H L H L L H ; CYCLE S4

C X H H H H X H X H H H H H H ; CYCLE S2
; WRITE DATA

X X L H L H H L X H L L H H H ; CPU

C X L H L H H L X H L L L H H

C X L H L H H L X H H H L H L

C X H H H H H L X H H H H H H

X X H H L L H L X H L H H H H ; CYCLE S3 (DMA)

C X H H L L H L X H L H L H H

C X H H L L H L X H H H L H L ; CYCLE 54

C X H H H H H L X H H H H H H ; CYCLE S2
; INVALID CYCLES

X X L L L H H H X H H H H H H

X X L L H H H L X H H H H H H

X X L H L H H H X H H H H H H

DESCRIPTION:

THIS PAL GENERATES ALL NECESSARY BUS CONTROL SIGNALS, TO
INTERFACE A 8088 CPU AND A AM9517 DMA CONTROLLER TO THE AMZ8068
DATA CIPHERING PROCESSOR. THE MAXIMUM SYSTEM CLOCK FOR THE DMA
CONTROLLER AND THE DCP IS 4 MHZ, THE SYSTEM CLOCK OF THE CPU CAN
BE UP TO 8 MHZ. THE DEVICES ARE WORKING ASYNCHRONOUSLY.

INPUT SIGNALS:

CLK1, DMA CLOCK

CLK2

/CS CHIP SELECT FOR THE DCP, GENERATED BY A DECODER LOGIC
/IOR INPUT/ OUTPUT READ

/I0W INPUT/ OUTPUT WRITE

AQ LEAST SIGNIFICANT BIT OF THE Z8@ ADDRESS BUS TO SELECT

THE TYPE OF OPERATION:

AQ = LOW SELECT DCP REGISTER FOR NEXT DATA CYCLES
(ADDRESS LATCH)

AQ = HIGH READ OR WRITE INTERNAL REGISTER
(DATA TRANSFER TO CONTROL, MODE, INPUT OR
OUTPUT REGISTER)
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/DACK DMA ACKNOWLEDGE FROM DMA CONTROLLER, TREATED AS /CS=LOW
AND AQ@=HIGH

RW READ/ WRITE SIGNAL STORED IN A EXTERNAL LATCH, TO ALLOW
A DMA OPERATION WITHOUT WAIT STATES. THIS SOLVES THE
PROBLEM OF THE SETUP TIME OF MR/W OF THE MASTER PORT TO

MDS GOING ACTIVE. THE STATUS OF THIS SIGNAL MUST AGREE
WITH /IOR OR /IOW OR THE PAL GENERATES NO STROBES.

OUTPUT SIGNALS:
CLK INVERTED DMA CLOCK FOR THE DCP

/MAS MASTER PORT ADDRESS LATCH ENABLE, ACTIVE DURING ADDRESS

LATCH CYCLES TO LATCH THE REGISTER ADDRESS ON MP1 AND MP2

(2 LINES OF THE MASTER PORT BUS) AND THE STATE OF /MCS

IN. THE DCP STORES INTERNALLY THE ADDRESS AND CHIP SELECT

TO THE NEXT ADDRESS LATCH CYCLE

/MDS MASTER PORT DATA STROBE, TO TIME DCP DATA TRANSFERS

/01, INTERNAL USED STATE SIGNALS (DO NOT CONNECT). Q1 IS ACTIVE 2
/Q2, CLOCK CYCLES IN ALL CYCLES. IT IS USED TO GENERATE THE DELAYED
/Q3 Q2 AND Q3. Q2 IS ACTIVE IN A DATA READ CYCLE. IT ALLOWS /MDS

TO BE ACTIVE UNTIL /IOR HAS GONE INACTIVE. Q3 IS ACTIVE IN AN
ADDRESS LATCH OR DATA WRITE CYCLE. Q3 DISABLES READY AND /MDS

IN THE SECOND HALF OF THE CYCLE.
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Figure 4.35. iSBX Bus—Am9568 Interface
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4.1¢. iSBX BUS - Am9568

The iSBX board described below adds high-speed data ciphering
capability to a Multibus-based system . This iSBX board can be
plugged into any Multibus board with an iSBX connector. The iSBX
bus timing and bus signals are described in the "iSBX Bus
Specification" (see Literature List).

The Master Port of the DCP is interfaced to the iSBX bus. The
multiplexed address/data bus of the DCP is simulated in a two-
cycle operation.

The interface timing controller, a PAL device, generates the
address and data strobes for the DCP and the Wait signal for the
host CPU.

The Auxiliary Port enhances the security of the system by
preventing a CPU access to the keys. The keys can be loaded from
a small bipolar PROM or from a device connected to the Key
Connector. This device can be an optical or magnetic key reader.

The Key Connector provides two power supply lines for the
external device, Ground and +5 V. Two address buses (a 3-bit
encoded bus (Agy to,A%? and an 8-bit decoded bus (0g to 07))
select one of the eight key bytes (Figure 4.35). The user can
choose one of these two address buses. At any time, only one of
the eight lines of the decoded bus (0g to 07) 1s active Low.
Eight input lines (Iy to I7) carry the key byte to the Auxiliary
Port. Pull-up resistors force the data lines High if no device
is connected to the Key Connector.

The ciphering throughput of this particular design is limited by
the iSBX bus byte transfer capability. In the single-port
operation mode chosen, the maximum throughput is about 200
kBytes/s, high enough even for speech ciphering applications. The
throughput can be doubled if the interface design is changed to
allow dual-port operation.

The two-cycle operation mode is chosen in this interface design
because it allows a faster ciphering speed and needs less
interface logic. The whole interface logic fits into one PAL
device. The disadvantage of this approach is software overhead
for initializing the device. Under software control two types
of cycles are generated, an Address Latch Cycle and a data
transfer cycle.

The address latch cycle is started by an output operation of
the CPU to an even I/0 address which selects this iSBX board.
The internal DCP register address to be accessed by the CPU is
transferred via the Master Port data bus. MP] and Mpp carry the
relevant address information. In this cycle only MALE is
generated.
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A data transfer cycle is executed in an output operation to an
odd address. The transfer is made from or to the register that
was selected in the previous Address Latch Cycle.

This approach is faster than simulating a multiplexed bus because
a Master Port Address Latch Enable (MALE) need not be generated
in a high-speed data transfer session. The data register address
is latched in the chip by an Address Latch Cycle at the beginning
of the session. The data session itself has no address latch
overhead.

Address Latch Cycle

The Master Port Address Latch Enable (MALE) latches the state of
Master Port Chip Select (MCS) and the internal register address

on MP; and MPj. Subsequent data cycles use this 2-bit address.

The PAL device starts generating an Address Latch Cycle if the
i SBX 51gnals indicate a CPU output operatlon to an even port
address. IOWRT (I/0 write command) and MCSQ (M Chip Select @) are
active, MAy (M Address @) is Low and MCS] is inactive.

The portion of the PAL device generating MALE operates as a
state machine. MALE is set at the first falling edge of CLK, when
MCSy and IOWRT are active. The next falling edge resets MALE and

sets the internal state variable Q which inhibits MALE from
being set again.

MWAIT inserts CPU Wait states until the register address is
latched on the falling edge of MALE. The rest of the cycle is
unavoidable overhead because the iSBX bus timing specifies no
minimum delay time between MWAIT inactive and the end of the I/O
cycle. If MCS glitches, MWAIT also glitches. The delay is less
than 35 ns, which meets the iSBX timing specification. Q removes
MWAIT, after MALE became inactive.

Figure 4.36 illustrates an Address Latch Cycle.

Data Write Cycle

The CPU can write commands, data or keys to the previously
selected internal register. Data is latched with the rising edge
of Master Port Write (MWR).

The generation of MWR is similar to that of MALE. The difference
is that an output operation to an even address (MAg-ngh)
initiates the state machine of the PAL device. The pulse width
of MWR is one clock cycle.

MWR 1is synchronous to the falling edge of the <c¢lock (CLK) to
meet the critical timing parameter 45 of the Am9568 product
specification.

Figure 4.37 illustrates a Data Write Cycle.
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Data Read Cycle

A data read cycle is initiated when ﬁﬁgg and IORD are active,
MAg 1is High and MCs; is inactive. The CPU then can read the
addressed internal register.

MCSy causes MWAIT to be asserted Low in order to extend the
cycle. MWAIT guarantees a minimum of one clock access time to
the DCP register (min. 250 ns at 4-MHz DCP clock). This
satisfies timing parameter 49 (200 ns minimum). The CPU can
latch the data bus any time between MWAIT and IORD becoming
inactive. The data on the DCP data bus is valid until the
first falling edge.: of CLK after 1IORD becomes inactive. MRD
changes to High synchronous with that edge to satisfy timing
parameter 45 (@ to 30 ns).

The iSBX bus timing specifies that the data bus has to be
floating within 150 ns after MCS inactive., To satisfy this
parameter and to prevent data bus contention in the end of a data
read cycle, the data bus transceiver U2 in Figure 4.35
disconnects the DCP data bus from the CPU data bus. Two NOR
gates (74LS02) combine MCS and MRD, to generate the receive
control signal for U2.

Figure 4.38 illustrates a data read cycle.
Key Load Logic

The DCP has three keys stored on the chip: one key for
encryption, one key for decryption, and a Master Key. Each of
these 56-bit keys can be 1loaded through either the Master
Port or the Auxiliary Port. The keys are transferred in eight
cycles, one byte at a time. Note that the least significant bit
of each byte is a parity bit for odd parity ((8 - 1) * 8 = 56).

This application note offers two methods of loading the keys
through the Auxiliary Port:

- A 32 * 8-bit PROM can hold one key, either the Master Key or
one key used for both encryption and decryption.

- A wide variety of devices from a simple 8 by 8 jumper matrix to
an advanced card reader can be plugged into the Key Connector.
Software compensates the speed of the device.

Sequencer U4, a 74LS161 4-bit up counter, denerates a 3-bit
address sequence for the Master Key PROM U6 and the Key
Connector. The least significant bit of the sequencer is wired to
the Auxiliary Port Strobe input ASTB of the DCP.

The two sequencer control signals, ACLR and CP, are controlled
by software.
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The Asynchronous Clear input CLEAR initializes U4 with outputs A
to D Low. The first key byte is addressed. Ripple Carry output
RCO is inactive High.

The first pulse on the clock input CK produces a rising edge at
ASTB to strobe in the first key byte. The rising edge of ASTB is
synchronous to the clock CLK to satisfy timing parameter 62 (@
to 50 ns). The software controlled delay time between ACLR and CP
or Dbetween the following CPs allows interfacing to any external
key device. 1In the case of reading from the Master Key PROM, no
software Wait loop is required because the access time of this
PROM meets any CP sequence.

The acknowledge input ACK can be pulled Low by the Key Load
Device to signal the CPU that the key byte at the Auxiliary Port
is wvalid. The PAL device transfers the state of this input to
the iSBX data bus line @ during an I/0 read operation with MCsl
active.

The second pulse on CP increments the address output of the
sequencer. The delay time between the first and second pulse
satisfies the data hold time requirement of 8¢ ns (timing
parameter 65) of the Auxiliary Port.

A sequence of 15 pulses on CP transfers all 8 bytes of the key
into the DCP. After the 15th pulse RCO becomes active to disable
further key strobes (ASTB).

The 3 to 8 line decoder U5 creates a decoded address for the Key
Connector.

Figure 4.39 illustrates the key load sequence.
The PAL Device

The interface timing circuit, a PAL device, is programmed to
generate: Four control signals for the DCP (CLK, MALE, MRD and
MWR), the Wait signal for the CPU, and the ACLR and CP to control
the key load logic.

The PAL device used in this application note is an AmPAL16R6
device. It has eight inputs and eight outputs. Two outputs are
combinatorial, six are registered. The input Output Enable OE is
wired Low to enable all outputs.

CLK and MWAIT are combinatorial outputs of the PAL device. MWAIT

must be a combinatorial output to meet the timing relationship to
MCS as specified in the iSBX specification (see the paragraph
"Address Latch Cycle").

The other outputs -- MAS, MRD, MWR, Q, CP and ACLR -- are
registered outputs. They are synchronous to the rising edge of
the CLK1 input and, therefore, to the falling edge of the
CLK output.
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The ACLR is strobed Low when executing an output operation to an
even I/0 address with MCSj active.

The CP 1is strobed low when executing an output operation to an
odd address with MCS; active. The loading of keys is software-
controlled so that a wide variety of devices can be plugged into
the Key Connector.
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PAL16R6 PAL DESIGN SPECIFICATION
DCP@410 JUERGEN STELBRINK 6/28/83
ISBX~- BUS TO AM9568 INTERFACE DEVICE

ADVANCED MICRO DEVICES

CLK /ACK /MCS@ /MCS1 /IORD /IOWRT MAJ NC NC GND

JOE  /MWAIT /ACLR CP /MWR  /MRD MALE /Q MD7 VCC
MWAIT = MCS@*/MCS1*/Q
0 := MCS@*/MCS1*/MAG*IOWRT*MALE*/Q + ; ADDRESS LATCH
MCS@*/MCS1*MAG*IOWRT*MWR*/Q  + ; WRITE DATA
MCS@*/MCS1*MA@* IORD*MRD*/Q + ; READ DATA
MCS@*/MCS1*Q
/MALE := /MCSO+MCS1+MAQ+/IOWRT+MALE+Q
MWR  := MCS@*/MCS1*MA@*IOWRT*/MWR*/Q
MRD t= MCS@*/MCS1*MA@*IORD
IF (/MCS@*MCS1*IORD) /MD7 = ACK
JCP  := /MCS@*MCS1*MAQ*IOWRT
ACLR := /MCS@*MCS1*/MA@*IOWRT
FUNCTION TABLE
CLK /ACK /MCS® /MCS1 /IORD /IOWRT MAQ
MD7 MALE /MRD /MWR /MWAIT /Q CP /ACLR
; / /
; / / /1 M /
; / M M I O M / / W A
; C A C C O W M M A M M A c
; L C S S R R A D L R W I / C L
; K K 6 1 D T 0 7 E D R T Q P R COMMENT
C X H H H H L z7 L H H H H H H ; ADDRESS LATCH
H X L H H H L Z L H H L H H H
C X L H H L L Z H H H L H H H
C X L HH L L Z L H H H L H H
C X L H H L L Z L H H H L H H
C X H H H H L 7z L H H H H H H
;
C X L H H L H Z L H L L H H H ; DATA WRITE
C X L H H L H Z L H H H L H H
C X L H H L H Z L H H H L H H
C X H H H H H Z L H H H H H H
;
C X L H L H H Z L L H L H H H ; DATA READ
C X L H L H H Z L L H H L H H
C X L H L H H Z L L H H L H H
C X H H H H H Z L H H H H H H
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.

C X H L H L L Z L H H H H H L ; RESET COUNTER
C X H L H H L Z L H H H H H H
C X H L H L H Z L H H H H L H ; CLOCK COUNTER
C X H L H H H Z L H H H H H H
7
X L H L L H X L L H H H H H H ; ACKNOWLEDGE READ
X H H L L H X H L H H H H H H
DESCRIPTION:

GENERATION OF ALL NECESSARY BUS CONTROL SIGNALS, TO INTERFACE THE
AM9568 (DCP) TO ISBX- BUS.

INPUTS:
CLK 4 MHZ DCP CLOCK
/MCS@ DCP CHIP SELECT
MAg = LOW ADDRESS LATCH CYCLE
MA@ = HIGH DATA TRANSFER CYCLE
/MCS1 KEY COUNTER SELECT
WRITE: MAQ = LOW COUNTER RESET
MA@ = HIGH COUNTER STROBE (8 TIMES 2 STROBES,
TO LOAD THE 8 KEY- BYTES
READ: PUT STATE OF ACKNOWLEDGE INPUT TO MD7
/IORD INPUT/ OUTPUT READ
/IOWRT INPUT/ OUTPUT WRITE
MAQ ADDRESS LINE @
/ACK ACKNOWLEDGE SIGNAL FROM EXTERNAL KEY LOAD DEVICE
OUTPUTS:
/MWAIT WAIT SIGNAL TO THE CPU, TO EXPAND THE IO TRANSFER
/MRD MASTER PORT READ
/MWR MASTER PORT WRITE
MALE MASTER PORT ADDRESS LATCH ENABLE
MD7 MASTER PORT DATA LINE 7
Ccp CLOCK PULSE FOR THE KEY ADDRESS COUNTER
/ACLR RESET KEY ADDRESS COUNTER
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Testing

The DCP iSBX board was tested in a CP/M 86 system. It was hooked
up to the Module 2 connector of an AMD iSBX Motherboard (PWA
§@9520014). This Motherboard has to be configured for byte
mode with the Module 2 addresses from 90 to 9Fy in order to run
the test program without any changes. Therefore, jumper HDR1 is
removed and HDR2 is installed. Jumpers 1-2 and 11-12 are
installed.

The test program is written in 8086 Assembly Language. The
structure of the program is described below.

It programs the DCP for ECB (Electronic Code Book) encryption
mode and single-port operation by loading 18y into the Mode
Register. Then 8 bytes of encryption key are put in and one block
is ciphered. The 8 result bytes are stored at location "CIPHER".

The result should be: 95H’A8H'D7H’28H'13H’DAH’A9H and 4DH'

Writing a 91y to the Command Register sets the DCP up for key
input through the Auxiliary Port. A following Status Register
read should show a 44y: Command Pending and Auxiliary Port Flag
(AFLG) are active.

The instruction "OUT ACLR,AL" initializes the key load logic. The
loop LAB1 sends 16 strobes to the sequencer to strobe in
encryption key (Figure 4.39). If all the key bytes do not have
odd parity, the LPAR flag in the Status Register is set.
If everything is correct after strobing the key in, the Status
Register will contain 00y.

The start command C@py sets the Start/Stop bit of the Status
Register and sets the device up for a data encryption session.
Loop2 loads 8 bytes of plain data into the Input Register. When
this block is loaded, a Status Register read will show 83y:
Start/Stop is active, the input flag is active to indicate
that more blocks of data can be put in, and the output flag is
active to indicate that data can be read out.

Loop3 reads one block of cipher data out of the Output Register
and transfers it to the memory location "CIPHER".

A following status read shows that the output flag is inactive
indicating the Output Register is empty.

The Stop command E@y terminates the ciphering session; all bits
of the Status Register are reset.
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ASM86 VER 1.0 SOURCE: TESTISBX.A86

JUERGEN STELBRINK 6/13/83
ADVANCED MICRO DEVICES

9568 INTERFACE TO THE ISBX-BUS TEST PROGRAM

(KEY LOAD THROUGH AUXILLARY PORT)

~e e N we Ne Ne e we we

CSEG
ORG 100H

0090 ASTROBE EQU 90H ; ADDRESS STROBE (EVEN ADDRESS)

2091 DSTROBE EQU 91H ; DATA STROBE (ODD ADDRESS)

2098 ACLR EQU 98H ; RESET LOAD KEY LOGIC

2999 cp EQU 99H ; 1.0UTPUT: LOAD KEY

; 2. OUTPUT: INCREMENT ADDRESS

0008 DATA EQU @OH

0002 CONTROL EQU 02H

2006 MODE EQU @6H
91090 BO 06 MOV AL,MODE
0102 E6 90 ouT ASTROBE,AL
9104 BO 18 MoV AL,18H ; DEFINE MODE: MASTER ONLY, ECB, ENCRYPTION
2106 E6 91 ouT DSTROBE,AL
g108 BO @2 MOV AL,CONTROL
@10A E6 90 ouT ASTROBE,AL
@leC BO 91 MoV AL,91H ; LOAD CLEAR E KEY THROUGH AUX PORT
@10E E6 91 ouT DSTROBE, AL
2119 E4 91 IN AL,DSTROBE ; READ STATUS REGISTER (AL=44H)
#112 E6 98 ouT ACLR,AL ; DUMMY OUTPUT, TO RESET KEY LOAD LOGIC
@114 B9 10 00 MoV CX,16 ; 16 CLOCKS
@117 E6 99 LABl: ouT CP,AL ; DUMMY OUTPUT
2119 E@ FC LOOPNZ LABl
911B E4 91 IN AL,DSTROBE ; READ STATUS REGISTER (AL=@0H)
911D BO 02 MoV AL,CONTROL ; LATCH CONTROL REGISTER ADDRESS
@11F E6 90 ouT ASTROBE, AL
9121 E4 91 IN AL,DSTROBE ; READ STATUS REGISTER (AL=81H)
@123 BO CO MoV AL,0@C@H ; ENTER START COMMAND
0125 E6 91 ouTt DSTROBE ,AL
9127 BB 00 00 MOV BX,0
212a B9 08 00 MoV CX,8
@12D BO 08 MOV AL,DATA ; LATCH DATA REGISTER ADDRESS
@12F E6 98 ouT ASTROBE,AL
@131 2E 8A 87 6A 01 LAB2: MoV AL,CS:CLEAR[BX] ; WRITE 1 BLOCK DATA TO INPUT REGISTER
¢136 E6 91 ouT DSTROBE,AL
9138 43 INC BX
@139 E@ F6 LOOPNZ LAB2
@13B BO 02 MoV AL,CONTROL ; LATCH CONTROL REGISTER ADDRESS
@13D E6 90 ouT ASTROBE,AL
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ASM86 VER

@13F

9141
0144
0147
0149
¢14B
@14D
0152
9153

9155
9157
09159

@15B
915D

@15F
9161
9162
g16A

9172

END OF

1.0 SOURCE: TESTISBX.A86
E4 91 IN
BB 00 00 MOV
B9 08 00 MOV
BO 00 MOV
E6 90 ouT
E4 91 LAB3: IN
2E 88 87 72 01 MOV
43 INC
E@ F6 LOOPNZ
BO 02 MOV
E6 90 ouT
E4 91 IN
BO EO MoV
E6 91 ouT
E4 91 IN
CB RETF
8¢ @1 @01 @1 01 @1 KEY DB
g1 01
00 00 00 00 00 00 CLEAR DB
00 090

CIPHER RB
END

ASSEMBLY. NUMBER OF ERRORS: ]

AL,DSTROBE H

BX,0

CX,8

AL,DATA

ASTROBE ,AL
AL,DSTROBE
CS:CIPHER[BX] ,AL
BX

LAB3

~

AL,CONTROL
ASTROBE,AL
AL,DSTROBE

~

~

AL, QE@GH
DSTROBE,AL

AL,DSTROBE i
;

8¢H,1,1,1,1,1,1,1

0,0,0,0,0,0,0,0

8
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READ STATUS REGISTER (AL=83H)

LATCH DATA REGISTER ADDRESS

; READ 1 BLOCK DATA FROM OUTPUT REGISTEF

LATCH CONTROL REGISTER ADDRESS

READ STATUS REGISTER (AL=81H)

ENTER STOP COMMAND
READ STATUS REGISTER (AL=00H)

INTERSEGMENT RETURN
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4.11. 8051 - Am9518/AmZ8068

The 8031/8051/8751 Single-Component 8-Bit Microcomputer family
can easily be interfaced to the DCP. Both devices together with
TTL logic can form a stand-alone data ciphering system for low-
to medium-speed data communication networks. Clear and ciphered
data is handled serially with a programmable handshake protocol.

Using the Am9568 eliminates the need of Port 1l.x to control
Master Port Read/Write. RD and WR can directly be connected to
the corresponding inputs of the DCP (MRD and MWR). ALE does not
have to be inverted when connected to MALE.

Figure 4.40 shows the 8051-DCP interface. The 8051 must be
programmed so that Port @ provides a multiplexed address/data
bus. Port @ is connected to the Master Port of the DCP.

RD and WR are logically ORed to generate the Master Port Data
Strobe. Port 1l.x controls the Master Port Read/Write input
(MR/W). This satisfies the set-up time requirement of MR/W to
MDS.

Master Port Chip Select can be tied Low if it is guaranteed that
RD or WR only become active in a DCP access cycle. Otherwise it
must be generated by an address decoder.

Clock Divider

The DCP clock divider logic as shown in Figure 4.40 divides the
CPU clock by four or six depending on the type of instruction
the CPU executes (See the timing diagram in Figure 4.41). If the
CPU generates an ALE every sixth clock, the CPU clock is divided
by six. This is the normal case. The speed calculation of the
DCP should be done for this clock rate. 1If the CPU executes
"MOVX" instructions, every second ALE is left out and the divide
factor is four. For both cases the minimum DCP clock High or Low
width is two CPU clock periods which guarantees that even a CPU
clock of 12 MHz satisfies the minimum clock requirement for the
Am9518 as well as the AmZ8068.

The AmZ8068 gives a wider range for the Data Strobe to RD or WR
delay. The typical value for the 8¢51 at room temperature with a
full load at these outputs is 50 ns.

At a CPU clock rate of 10 MHz, this timing requirement is @ to
100 ns (two clocks minus 100 ns) for the Am9518 and @ to 135 ns
(two clocks minus 65 ns) for the AmZ8068 at a CPU clock rate of
10 MHz.

Programming
Port l.x must be High for a read access and Low for a write

access. Data is transferred using a "MOVX @Ri,A" or "MOVX
A,@Ri" instruction. Ri is register Ry or R3. Only this
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instruction generates the interface timing needed for the DCP.
The internal register address is loaded into Rn Dbefore
executing this instruction.

00 - Data Input or Output Register
g2 - Command or Status Register
g6 - Mode Register

The Flags can be monitored by two input pins of the CPU, Port l.y
and 1l.z. One Flag corresponds to the status of the Input
Register, the other one to the status of the Output Register.
They become active Low if the CPU can perform a data transfer.
For details refer to Chapter 3.1.

In high-speed data ciphering applications, it might be too time
consuming to toggle Port l.x (MR/W). The toggling can be avoided
by choosing the dual port configuration of the DCP. Both the
Master and Slave Port are connected to Port @ of the CPU. During
the data ciphering session, one port operates as the data input
port, the other port operates as the data output port. This
means that during the whole session, the data flow direction does
not have to be turned around; MR/W can stay Low or High for the
whole session. MCS and SCS select the appropriate port.
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4.12. HIGH SPEED SERIAL DATA CIPHERING IN NETWORK SYSTEMS

This chapter discusses the use of the data encryption chip
(Am9518/AmZ8068) in local area networks. In some of these
applications, it is desirable to use encryption as an option to
an existing system. When this happens, the option board may have
to take serial data from the former network driver and reprocess
the data to transmit and receive cipher test. The following
discussion should shed some light on a practical approach to this
problem.

First, the system must meet the required level of security. This
is a system philosophy problem related to the handling of keys,
CRC generation, and system partitioning. Secondly, data must
meet transmission requirements such as continuous transmission of
data, non-block size packet length, and transparency. The second
requirement, which is the concern of this note, is a hardware
configuration problem.

The DCP (Am9518/AmZ8086) can be configured to cipher data at up
to 14.2 Mbits/s. This can be accomplished by using the device in
Direct Control Mode with a feedback path between the output port
of the unit and its input port. The DCP may be looked upon as a
three stage system: the input buffer, the output buffer and the
algorithm unit. The DCP handles data in 64-bit (ECB and CBC) or
8-bit (CFB) blocks. Between block transfers the system has to
provide a recovery time of five clocks to allow the DCP to update
its internal flags. External Buffers smooth this discontinuous
data flow to provide a continuous data flow onto the network (see
Figures 4.42 and 4.43).

The system may be looked upon as a closed system in which the
number of bytes in the system remain constant. Therefore, if
nine bytes are rotated, the system would be initialized with
eight bytes in the output buffer and one in the input buffer. At
some time there would be eight bytes in the input buffer ready to
move into the algorithm unit and one byte in the output buffer
ready to be loaded into the P/S-XOR-S/P feedback circuit.
Operation on the data will take eight network clocks. The data
moving through the algorithm unit will take 23 DCP clocks (5.75
microseconds for the 4-MHz 8086). This would allow a frequency of
1.39 MHz for the network clock. If 10 bytes were allowed to
circulate in the system, one byte would still be available in the
output buffer while one was being shifted through the feedback
circuit, and a block was being processed in the algorithm unit.
This would allow 16 network clocks to transpire during the 5.75
microseconds that data moved through the algorithm unit. This
would allow a network clock of 2.78 MHz.

This reasoning holds until the data must be stored in an external
buffer during the flag inactive period of the input and output
DCP buffers. The inactive period is five DCP clocks of 1.25
microseconds for the 4-MHz AmZ8068. This happens when the
network clock is 6.4 MHz. At this rate additional buffering,
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Figure 4.44. Maximum Network Clock as a Function of the Number of
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external to the DCP, is required. This would allow data to be
stored in the external buffer while data is transferred from the
algorithm unit to the output buffer on the output port, or from
the external input buffer to the input buffer on the input port,
while data from the input buffer is being transferred to the
algorithm unit. The foregoing analysis holds up to 11 MHz (See
Figure 4.44).

To operate at the maximum frequency of 1.78 Mbytes/s, or 14.2
Mbits/s, three additional initialization bytes must be added to
the system, making a total of 19 bytes. This scheme is based on
pipelining scheme A: minimum timing operation. The idea is to
have enough data in the system to allow transfers through the
algorithm unit in 18 DCP clocks. During the time data is being
moved to or from the algorithm unit (1.25 microseconds) the
external buffers must store 18 bits. This would require two
registers in addition to the feedback circuit.

The maximum number of bytes that can be used to initialize the
DCP results from the need to minimize buffering while providing
continuous data to the network. During the period when the DCP
is in a lockout phase, there are 16 bytes in the DCP and the
remaining number of bytes reside in the external buffers. This
would correspond to a condition in which the output buffer has
just been emptied and the algorithm unit and input buffer are
full. The lockout period takes five DCP clocks or 1.25
microseconds. During this time, 18 bits must be transferred in
order to meet network requirements. This requires that three
buffer locations be available. Since there are six to begin,
only 3 bytes can be stored externally; therefore, the maximum
number of initialization bytes allowed would be 19.

Figures 4.45, 4.46, and 4.47 show a block diagram of a system
that will handle data from the bus or network side of the board.
The controller must be able to handle some of the link functions.
In particular, it must be able to respond to clear text or cipher
text on a real-time basis. It must synchronize data transfers
between the DCP, the buffers and the host or network buses, and
initialize the DCP. Data is most rapidly transferred in Direct
Control Mode; however, the DCP must also be able to manipulate
keys and Initial Vectors. This requires switching to Multiplexed
Control Mode, as these functions are not supported in Direct
Control Mode. It must also be able to set the DCP to ECB, CBC,
or CFB encrypt or decrypt modes. Because the cipher text may
inadvertently contain control characters, it must be deciphered
before it is decoded or the system must be operated in
Transparent Mode. In addition to the normal transmission
characters, it is usually desirable to add a message number or
date stamp to the front of the encrypted data and include the
destination address.

The initialization time required would be at least 31 clocks
X @.25 microseconds/clock or 7.75 microseconds. This could be
done during the clock time when the network is recovering from
the previous transmission.
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The previous information has discussed the possibility of using
the DCP in a link application in which only serial data is
transferred between the host and network. We have found that the
DCP can run at its maximum transfer rate by adjusting the
initialization data and the amount of external buffering. We
have also looked at some of the requirements for the controller
in a secure network environment. We can conclude that the DCP
may be used effectively in a link application at rates up to
14.2 MHz.
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Appendix A

APPENDIX A. Electronic Codebook (ECB) Test Data

E-Key = D-Key = $#123456789ABCDEF

Encryption:

Time Plain Text Cipher Text
1 AE6F772069732074 3FA40E8A984D4815
2 68652074696B6520 6A271787AB8883F9
3 666F7220616C6C20 893D51EC4B563B53

Decryption:

Time Cipher Text Plain Text
1 3FA40E8A984D4815 4E6F772069732074
2 6A271787AB8883F9 68652074696B6520
3 893D51EC4B563B53 666F7220616C6C20

The plain text is the ASCII code for "Now is the Time for all..."
These seven-bit characters are written in the hexadecimal
notation (@,b6,b5,b4,b3,b2,bl,bd).

Appendix B

APPENDIX B. Cipher Block Chaining (CBC) Test Data

E-Key = D-Key = $123456789ABCDEF

IVE = IVD = (123456789ABCDEF

Encryption:

Time Plain Text Cipher Text
1 4E6F772069732074 E5C7CDDE872BF27C
2 68652074696D6520 43E934008C389COF
3 666F7220616C6C20 683788499A7CH5F6

Decryption:

Time Cipher Text Plain Text

1 E5C7CDDE872BF27C AE6F772069732074
2 43E934008C389COF 68652074696D6529
3 683788499A7C@5F6 666F7220616C6C20

The plain text is the ASCII code for "Now is the Time for all...”
These seven-bit characters are written in the hexadecimal
notation (&,b6,b5,b4,b3,b2,bl,bd).
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APPENDIX C. Eight-bit Cipher Feedback (CFB) Test Data

E-Key = D-Key = @123456789ABCDEF

IVE = IVD = (123456789ABCDEF

Encryption:

Time Plain Text DES Input (IVE) DES OQutput Cipher Text
1 4E 123456789 0ABCDEF BD661569AE874E25 4E+BD = F3
2 6F 34567890ABCDEFF3 7039546F9AQF6330 6F+70 = 1F
3 77 567890ABCDEFF31F AD1B78B@BB371BE7 77+AD = DA

Decryption:

Time Cipher Text DES Input (IVD) DES Output Plain Text
1 F3 1234567890ABCDEF BD661569AE874E25 F3+BD = 4E
2 1F 34567890ABCDEFF3 7039546F9AQF6330 1F+70 = 6F
3 DA 567890ABCDEFF31F AD1B78B@BB371BE7 DA+AD = 77

The plain text is the ASCII code for "Now is the Time for all..."
These seven-bit characters are written 1in the hexadecimal
notation (9,b6,b5,b4,b3,b2,bl,bd). The "+" represents the EXOR-
function.
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APPENDIX D. Certification by National Bureau of Standards

National Burean of Standards

DATA ENCRYPTION STANDARD (DES)
VALIDATION CERTIFICATE

The National Bureau of Standards has tested the encryption device identified as

AmZ8068 (also known as Am9518) and manufactured by

Advanced Micro Devices, Inc. in accordance

with the specifications of the Data Encryption Standard (Federal Information
Processing Standard 46) and in accordance with the procedures specified in NBS

Special Publication 500-20.

The device has passed the DES test and in addition has passed a Monte Carlo test

that lasted four million iterations. For the Monte Carlo test the initial value of the key

was 6B1038B367D980ES and the initial value of the input
was ___073F292FBIBC2DDE . The final value of the key
was __B9234507D31A07AD and the final value of the output was

was __B599E74AF567496A

Devices bearing the same identification and manufactured to the same design
specifications may be labeled as complying with the Data Encryption Standard. No
reliability test has been performed and no warranty of the devices by the National

Bureau of Standards is either expressed or implied.

Lo o/
it
2% Yan 1981 >«/| ,‘ycv{/,W
Date S. Jéffery,vOjrect

Center for Programming

Science and Technology
Institute for Computer Sciences
and Technology
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National Burean of Standards

DATA ENCRYPTION STANDARD (DES)
VALIDATION CERTIFICATE

The National Bureau of Standards has tested the encryption device identified as

AM 9568 and manufactured by

Advanced Micro Devices Inc. in accordance

with the specifications of the Data Encryption Standard (Federal Information
Processing Standard 46) and in accordance with the procedures specified in NBS

Special Publication 500-20.

The device has passed the DES test and in addition has passed a Monte Carlo test

that lasted four million iterations. For the Monte Carlo test the initial value of the key

was _9DFE6DD3457A9DBY and the initial value of the input

was _3F98477A85B300FD . The final value of the key

was _FB8929CE83A2737C and the final value of the output was

was _404CB50060AE6C04

Devices bearing the same identification and manufactured to the same design
specifications may be labeled as complying with the Data Encryption Standard. No
reliability test has been performed and no warranty of the devices by the National

Bureau of Standards is either expressed or implied.

February 28, 1984 A
Date

>4 .
Dennis K. Branstad
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/*********************************************************************

* Am9568 Certification Program 2/22/84 *
*********************************************************************/

#include <bdscio.h>
char buffer [BUFSIZ];
char file[1l2];

mode (value) /* initialize mode register of DCP */
int value;

{

outp(0x80,0x06) ; /* address mode register */
outp(@x81,value); /* ECB, master port only */

}

command (value) /* issue command "value" to the DCP */
int value;

{

outp (0x80,0x02) ; /* address command register */
outp(0@x81,value); /* load command */

}

write block(text) /* write one block */

int text[];

{

int i;

outp (9x80,0x00) ; /* address data register */
for(i=0;i<=7;1i++) /* load 8 bytes */

outp (@x81,text[i]);

read_block(text) /* read a block */

int textl[];

{

int i;

outp (0x80,0x00) ; /* address data register */

for(i=0;i<=7;1i++) /* read 8 bytes */
text[i]l=inp(0x81);

}

encrypt (clear ,cipher) /* encrypt one block */

int clear([],cipher(];

command (@x41) ; /* start encryption */
write block(clear);
read_block(cipher);

command (@xeld) ; /* stop */

decrypt (cipher,clear) /* decrypt one block */
int clear(],cipher(];

{

command (Fx40) ; /* start decryption */

write block(cipher);
read_block(clear);
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command (@xed) ; /* stop */

key_load (value, key) /* load 56-bit key into DCP */
int value,keyl[];

{

command (value) ;
write block(key);
}

show(n,textl,text2) /* write one line to the file */
int n,textl[],text2[];

{

printf ("This is pass %d\n",n);

fprintf (buffer," KEY(%4d) = %02x%02x%02x%02x%02x%02x302x%302x ",n,

textl[@],textl[1l],textl[2],textl([3],textl[4],textl1[5],textl[6],
textl(7]);

fprintf (buffer,"DATA(%4d) = %02x%02x302x%302x%02x%02x%02x%02x\n",n,
text2[0],text2[1],text2[2] ,text2[3],text2[4],text2[5],

) text2[6] ,text2([7]);

error (keys,rounds) /* print error message */

int keys,rounds;

{

fprintf (buffer ,"Comparison error for keys = %d and rounds = %d\n",keys,round
exit();

odd_parity(text) /* generate odd parity of array */
int textl[];

int i,j,n;
for (i=0;i<=7;i++)
{
n=text[i]&l;
for (j=1;3<=7;j++) n=n"((text[i]>>j)&l);
n=n"1;
text[il=text[i] "n;

}
main{()
$define keys 400

#define rounds 10000
int i,j,ic,plnl(8],pln2(8],pln3(8];

strcpy(file,"CERT.DAT"); /* define filename */
if (fcreat(file,buffer)==ERROR)
{
printf ("File already exists\n");
exit();
}
fprintf (buffer,"AMD#2 Am9568 Certification Data: Feb-23-84\n\n"
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Inl1[@]=0x3f;plnl[1]1=0x98;plnl[2]=0x47;plnl[3]=0x7a; /* init plain text */
Inl[4]=0x85;plnl[5]=0xb3;plnl([6]=0x00;plnl[7]=0xfd;
In2[0]1=0%9d;pln2[1]=0xfe;pln2[2]=0x6d;pln2[3]=0xd3; /* init key */
1n2[41=0x45;pln2([5]=0x7a;pln2[6]1=0x9d;pln2[7]=0xb9;

:g;
now(i,pln2,plnl);
or(i=1l;i<=keys;i++)

key load (@x11l,pln2);
key load(@x12,pln2);
for (j=1; j<=rounds; j++)

encrypt(plnl,pln2);
encrypt (pln2,plnl);
decrypt (plnl,pln3);

for(ic=0@;ic<=7;ic++)

/*
/*
/*

/*
/*

load encryption key */
load decryption key */
encrypt twice */

decrypt block to verify */
operation of DCP */

if (pln2[ic] !=pln3[ic]) error(i,j);

}
odd_parity(pln2);
show(i,pln2,plnl);
}

utc (CPMEOF ,buffer) ;
flush(buffer);
close (buffer);

/* modify new key for odd parity */

/*
/*

/*
/*

load result into file */

put EOF mark into file */
flush buffer to disk */
close file */
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APPENDIX E. Timing Diagrams
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